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Abstract

The importance of cybersecurity is an unknown phenomenon for many people who are working
in the automotive industry. Furthermore, future trends like connected cars, driving assistance
systems, autonomous driving, e-mobility, etc. will require more cybersecurity. If companies do
not define how to deal with the cybersecurity risks in a project with a systematic approach, they
can go even into bankruptcy. Although a company-specific, project and location independent
overall cybersecurity policy is the initial step to start with, there is no guideline or standard
available as state of the art, which explains how to create such an overall cybersecurity policy
to reduce potential cybersecurity risks. Despite the fact that the state of the art norm ISO/SAE
21434 is expected to be released at the end of 2020, it is neither a handbook, nor a checklist
which explains the steps to be followed. Hence, the objective of this thesis is to create an overall
cybersecurity policy, which can be used as a guidance by other (automotive) companies to

reduce potential project cybersecurity risks.

The thesis will not only help more people, specifically the executive management to understand
the importance of cybersecurity, but also it will solve a significant problem in automotive industry,
namely how to deal with cybersecurity risks in a systematic approach specifically in
projects/products. Such an approach is required for ISO/SAE 21434 compliance, hence
product liability.

Throughout the thesis, after explaining the importance of and challenges about cybersecurity,
the research focus, problem definition, research questions, aim of the thesis and the research
approach and methodology are elaborated. Afterwards, the project related cybersecurity risks,
the theoretical framework and background information are provided. Subsequently, necessity
of an overall cybersecurity policy is proven by means of a quantitative survey and a qualitative
break-out session at a conference. In total, the opinions of hundreds of people from the
automotive industry were taken into account. Furthermore, the experience of a well-known
consulting company, which conducted a self-assessment regarding cybersecurity, reveals the
criticality of an overall cybersecurity policy. The assessment indicates the low level of time
required for completion of such implementations and the high benefits the overall cybersecurity
policy can provide in project risk reduction. Therefore, by applying this overall cybersecurity
policy (or its adapted version), companies can reduce cybersecurity risks and it could be
implemented very quickly (i.e. mostly less than 3 months). Finally, the overall cybersecurity

management policy was validated by means of Magna Powertrain expert reviews.

Key Words: Cybersecurity, Overall Cybersecurity Policy, Cybersecurity Strategy
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Executive Summary

The global threat landscape is ever-evolving. Cyber-attackers across the world are more
brazen than ever before. An increasing number of corporations are experiencing large and
impactful cybersecurity breaches, seriously damaging their brand and marketplace confidence.
People and products everywhere are increasingly connected through technology and the trend
in the automotive industry continues to shift towards a reliance on mobile and data-enhanced

technologies and systems.

As the cyber threat landscape has continued to evolve, cyber-attacks have become more and
more advanced and have shifted their focus to target to corporations. The companies must
protect their reputations as they become target of malicious threat actors that seek to acquire
intellectual property, including new engineering designs, product features, and knowledge-

based engineering systems and processes.

This overall cybersecurity management policy gathers inputs from the literature, especially the
SAE/ISO 21434 standard, by reviewing the surveys in the field, conducting moderation
sessions with the experts at a conference, doing peer reviews and analyzing the industry trends.
The purpose is to define an overall strategy with its respective requirements that aligns to

business objectives taking into consideration product cybersecurity risks.
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1. Introduction, Motivation and Research Questions

1.1 The importance of cybersecurity in automotive industry

Nowadays, the automotive industry is wrestling with the trends such as tighter emission
controls, the rise of electric vehicles, car ownership versus mobility, connectivity, advanced
driver assistance systems (ADAS), autonomous driving (AD), digitalization, new players in the

market, safety and cybersecurity.

Cybersecurity deals with protection of the IT-system (hardware, software, data) against thetft,
attacks and/or damage from the environment. Cybersecurity of the vehicle systems is
becoming more and more important as the means of interfaces with the outside environment
are increasing and the number of requirements for electrical and electronical (E/E) systems are
growing steadily. Moreover, the new trends such as e-mohility, autonomous driving, enhanced
telematic services, driver support systems stimulates the need for cybersecurity. To define
proper guidelines, automotive (vehicle) cybersecurity requires a well-defined risk analysis

strategy.
The type and amount of cyber-risk depends on, for example, the:

e Cyber attacker's motivation

¢ Internal, local, and remote attacks (i.e. distance to the system)

¢ Magnitude of hazards when security is compromised

e Vulnerability (weaknesses which allow a cyber attacker to reduce a system’s

information) of system security
With regard to vehicle cybersecurity, vulnerabilities include:

e Hazards to the lives of drivers and passengers
e Hazards to real-ime operation

e Limited computational performance

e Limited vehicle external connectivity

¢ Unpredictable attack scenarios and threats

¢ Large number of components/parts from many different suppliers
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One of the most problematic aspects of cybersecurity is the fast and constantly evolving nature
of security risks owing to the fact that cyberattacks are becoming more sophisticated and

possess the ability to spread in a matter of seconds.!

Past computer systems processed information and did not interact with the physical world.
Today, it is not surprising to see vehicles driving autonomously in cities from Munich to San
Francisco. Nonetheless, the failure of the security controls of these vehicles could cause a
danger to public safety and shake public confidence in the autonomous driving technology. The
ability to assess the security of autonomous vehicle systems and provide assurances for risk
reduction that the technology is safe to operate is critical for their success and acceptance.? Of
the people who stated they never plan to buy an autonomous car, 30% listed the risk of hacking

as the most important reason for not purchasing an autonomous automobile.

In order to protect the assets and systems, it is required to know who, why and how the attack
takes place and how the "good" and "bad" data could be distinguished from each other.
However, in the general content of cybersecurity, the identification of an attacker's motivation is
extremely difficult, as it may root from several sources. The motivations provided below were
determined via a brainstorming session among the experts at Magna Powertrain:

Financially motivated crime

¢ all criminal offences that yield a direct financial benefit for the attacker
o theft of credit card number
o theft of identity
e manipulation of data, e.g. stocks and shares
e blackmail
o use of ransomware
o sale of security software (e.g. McAfee USA, Kaspersky Russia)

e sale of security know-how
Industrially motivated crime

¢ industrial espionage

e gaining a competitive advantage

1 cf. Moller, et al., 2019
2 cf. Bailey, 2018: 9
3 cf. Ponemon, 2017
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e sabotage
o destroying or manipulating
= data, information
= [T (Information Technology) architecture, infrastructures

= systems
Politically motivated crime

e state-sponsored crime
o toinfluence political decision making
o to manipulate voting results
e gaining a state-level economic advantage
e actof terrorism
o destabilisation of security

o vandalism
Psychological motivation

e |ustfor destruction

e frustration coping

e inferiority complex

¢ revenge for anything
e boredom

e sports

¢ intellectual curiosity

Cybersecurity threats to conventional vehicles with automated features already exist. In their
survey (i.e. by means of a internet survey) of 5000 respondents across 109 countries to gauge
public opinion of fully-automated vehicles, Kyriakidis, Happee, and de Winter* found that people
were most concerned about software hacking and misuse of vehicles with all levels of
automation. Moreover, as the cars connect with the environment through wireless networks
such as Bluetooth, keyless entry systems, cellular or other connections, hackers could take

control of the vehicle.

4 Kyriakidis, Happee, and de Winter, 2015
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In 2013, by hacking a Chrysler Jeep through its internet connection and took control of its
engines and brakes, Miller and Valasek demonstrated that malicious attacks on autonomous

vehicles are a near-term possibility.>

1.2 Current challenges regarding cybersecurity

Although it is not possible to establish a complete list of challenges for cybersecurity, the most
important challenges for cybersecurity are:
e no universal agreement on how the cybersecurity risks shall be measured,
e selection of right scale for the cybersecurity risk,
¢ how the uncertainty shall be dealt with,
¢ increasing number of vulnerabilities due to high number of features/functions offered,
e variety of suppliers,
e cost pressure (i.e. project and process related),
e growth of the cybersecurity industry,
e accountability (e.g. OEM, the driver, equipment supplier, hacker, pedestrian, other
vehicles on the road, etc.) in the event of a software glitch, unpredicted circumstance or
hack of the autonomous driving and connected vehicles,

e no prevailing set of rules, regulations and roles of insurance companies

1.3 Research focus and problem definition

According to the “Cost of Cybercrime Study” conducted by the consultancy firm Accenture
across 11 countries in 16 industries, where 2,647 senior leaders from 355 companies were
interviewed, the average number of security breaches increased 11% from 2017 to 2018 (67%

increase in the last 5 years) and the average cost of cybercrime became $13.0m in 2018.

5 cf. Schellekens, 2016
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As shown in Figure 1, the average cost of cybercrime in automotive industry has risen from
$10.7m to $15.78m (increase of 47.48%) from 2017 to 2018.°
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Figure 1: The average annual cost of cybercrime by industry®

Especially after the Jeep Chrysler hacking case, the interest of the media and general public
towards cybersecurity in automotive industry increased dramatically. Although cybersecurity
became a hot topic for the entire industry, yet still most companies are not aware how to
anticipate possible risks or more concretely where to even start. Although the development of
a global cybersecurity standard (ISO/SAE 21434) is ongoing, it only mentions what to do. The
standard neither explains why to do, nor how to do. The focus of this thesis is to guide the
automotive companies to be able to define an overall cybersecurity management policy in order
to reduce the potential cybersecurity risks in a project. Furthermore, the thesis will help
supporting the automotive companies regarding interpretation of the existing cybersecurity
standards (i.e. ISO/SAE 21434) as well as explaining how to build a touchstone for
cybersecurity development.
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6 cf. Kelly Bissell, et. al, 2019, 10
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1.4 Research questions and aim

“Within the project management context, the important thing is not to keep risk out of the
projects, but to ensure that the inevitable risk associated with every project is at a level which is
acceptable and is effectively managed. According to the Project Management Institute’, project
risk management includes the processes concerned with identifying, analysing and responding
to project risk. It includes maximizing the results of positive events and minimizing the

consequences of adverse events.”

The master thesis aims at answering the following questions:

¢ What are the project and company independent qualitative risks that can arise from
cybersecurity threats and how can they be reduced by an overall cybersecurity
management policy?

¢ How does an overall cyber security management policy have to look like in order to
reduce the potential project risks?

¢ How can the ISO/SAE 21434 (Road vehicles-Cybersecurity Engineering) be used to
create an overall cybersecurity management policy to reduce the potential project

risks?

Although the cost of cybercrime is constantly increasing and every single company and their
projects are vulnerable for cyber-threats, most companies either do not perceive the importance
of cybersecurity or they don’'t know how to deal with it. The goal of this academic work is to
provide a project, company-scale, location independent recipe, which does not require a high
investment, nevertheless will reduce the potential project risks stemming from cybersecurity

issues.

The expected result of the research is the creation of an overall cybersecurity management
policy to reduce potential project risks, which is SAE/ISO 21434 compliant, that fulfills the
business needs, reflects the state of the art and is in alignment with the project management

practices. The results will reflect the required content of the overall cybersecurity management

policy.

7PMI, 2013
8 Lamas, et al. 2012, 1
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1.5 Research approach and methodology

The author of this thesis is working as global functional safety manager at a global automotive
industry company. In addition, since 2018, he is member of ISO TC22-SC32-WG11, which is
the working group of ISO that is responsible from creation of the ISO/SAE 21434 standard.

The overview of the research approach and methodology is shown in Figure 2.

! Supporting }7

Validation of research by credibility and
experience of the experts (document review)
Authors experience in the field

Qualitative Overall
Management Process Overview
from ISO/SAE 21434

State of the art

Informal qualitative research
(i.e. discussions with experts)
Formal quantitative research
(i.e. in-depth Survey)
Moderation of breakout-
session with experts at 0S5.5
Europe Conference (i.e.
question-answer)

Creation of an
overall
cybersecurity
management policy

Research Approach and
Methodology

Outputs

Figure 2: Overview of the research approach and methodology

This thesis utilized the following research approach and methodologies in order to answer the

research questions stated in chapter 1.4:

¢ Qualitative overall management process overview including potential benefits and
challenges of creating an overall cybersecurity management policy from ISO/SAE
21434.

e Researching the existing literature resources conducted in the field to comprehend the
state of the art (especially the existing norms/standards such as SAENSO 21434,
J3061, etc.).

¢ Informal qualitative approaches, such as discussions with employees and experts

¢ Formal quantitative research through in-depth survey about automotive industry
cybersecurity practices, which was conducted by SAE and Synopsys (obtaining expert
ideas and opinions)®. The survey enables the collection and sharing of opinions and

interesting ideas from the participants who have expertise in the field.

9 SAE and Synopsys (2018): Securing the modern vehicle: A study of cybersecurity
automotive practises
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e Obtaining expert opinions via moderation of a break-out session discussion at the
OSS.5 Europe 2019 conference, which was conducted on September 26-27, 2019 in

Berlin. The opinions of the experts were asked about the questions related to the

research questions and the answers were utilized.

¢ Validation of the research by credibility and experience of the experts (i.e. comments of

the experts were considered as part of the review of the created overall cybersecurity

management policy)

e Author’s years of professional experience in functional safety and the knowledge
gained through the 1ISO Meetings, where the author participated as ISO TC22-SC32-
WG8 (Working Group Functional Safety) and WG11 (Working Group Cybersecurity)

Austrian Member.

1.6 Structure of the thesis

Figure 3 illustrates the overview of the master thesis structure.
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1. Introduction

Y
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1.5 Research
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Figure 3: Overview of the master thesis structure
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Chapter 1 gives an introduction about importance of cybersecurity, the challenges regarding
cybersecurity in the automotive industry, the research focus and the definition of the problem,
the research questions, aim, approach and methodology, which will be carried out.
Subsequently, in chapter 2, the project risks in automotive industry, factors that increase project
risks and the cybersecurity threats and risks that are posed to projects are explained. In chapter
3, the theoretical framework and background information is provided. This contains the
definitions related to cybersecurity to give a better understanding to the reader, then explaining
the interface to other areas such as information security and safety and finally introducing the
available norms, standards and state of the art in automotive regarding cybersecurity. In chapter
4, the conducted research based on a quantitative data from a survey and qualitative data from
moderation of a conference are presented. In chapter 5, the overall cybersecurity management
policy, the content of the document and how to create such a document are explained (for
details please see chapter 5). Subsequently, how the overall management policy was validated
is explained in Chapter 6. Finally, in conclusion part, key points, final outcomes based on
collected data and research and thoughts of the author about the study are expressed.

10
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2. Project risk management in automotive industry

2.1 Risk and Risk Management

Federal Information Processing Standard 200 defines risk as "a measure of the extent to which
an entity is threatened by a potential circumstance or event, and typically a function of: (i) the
adverse impacts that would arise if the circumstance or event occurs; and (i) the likelihood of
occurrence™®. Similarly, ISO 31000 defines risk as "effect of uncertainty on objectives,” which
implies that risk is neither positive or negative*. Risk is defined in Equation 1. Risk = Impact x
Likelihood (Equation 1)

Although it is not possible to eliminate the cybersecurity risk, i.e. no system or product would be
100% secure, and there will always be a residual risk, the purpose of risk reduction is to reduce

the not acceptable risk to an acceptable level as shown in Figure 4.

Risk not
acceptable

=
=)
E=
[
=
=
<F]
o

Residual Risk

Extent of DamaEe

Figure 4: Reduction of the start risk to an acceptable level in cybersecurity’?

Risk management, which is not rocket science but is much more complicated®?, is an
organizational process to measure and manage risk. Risk management is common in many
industries as a way to protect an organization from uncertainty. Risks could be financial,
operational, legal, or other ways such as strategic and political. This thesis chooses to focus on

cybersecurity risks. Organizations have four options for handling risks once identified:1*

e Avoidance: Eliminate the cause of the risk

¢ Control: Implement controls to reduce the risk

10 National Institute of Standards and Technology, 2006
11 |International Organization for Standardization, 2018b
12 own depiction

13 ¢f. John Adams 2005

14 ¢f. Bailey, 2018: 21

11
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e Transference: Contract with a third party to buy insurance against the risk, hedge
against the risk, or outsource the risk

e Acceptance: Accept the risk

2.2 Factors that increase risks of a project

221 Risks posed to projects through cybersecurity threats

“There is evidence that cybersecurity threats pose risks to projects in terms of both project
execution as well the project deliverables.’®> Any cybersecurity risk that would affect an
organization can also affect projects within that organization. For example, most projects
depend on the same enabling technology resources to carry out project tasks (e.g. - mobile
devices, infrastructure, networks, and workstations) that are also used for other business
activities. If these devices are disabled or compromised, impacts to the project will be
unavoidable and may be disastrous.”® Project deliverables may also be wvulnerable to
cybersecurity risks, which becomes a concern for project management. An example could be

a decision to source components for a new product from a supplier.t®

Due to the unique nature of cybersecurity risks, specialized knowledge is required to assess
and the security control mechanisms required to avoid or mitigate them; cybersecurity threats
present unique challenges to project management.'® These threats are very broad in nature,
both in terms of the wide variety of potential attack vectors, the types and mechanisms of
threats, and the fact that all phases of the project are potentially affected.!” In addition, the posed
cybersecurity risks change rapidly as new threats and vulnerabilities are discovered constantly.
Therefore, controlling the risks that are associated with cybersecurity threats often require highly
specialized and technical solutions (such as firewalls, intrusion detection software, network

segregation, etc.) as well as specialists to implement and monitor.

222 Cybersecurity risk in supply chains

Among the risks that are posed to projects, supply chain risks remain the weakest link in
cybersecurity, because organisations can not always control the security measures taken by

the supply chain partners, which creates opportunities for cybercriminals to attack an

15 Hendershot, 2014; US DoD, Sept. 2015
16 cf. Presley et al., 2016, 1
17US DoD, Jan. 2015 and Sept. 2015

12


https://www.tuwien.at/bibliothek
https://www.tuwien.at/bibliothek

Die approbierte gedruckte Originalversion dieser Masterarbeit ist an der TU Wien Bibliothek verfligbar.

The approved original version of this thesis is available in print at TU Wien Bibliothek.

thele

(]
lio
nowledge

b

i
r

organisation by infiltrating first a supply chain partner. Hence, it is important for the organisations
and their partners to be aware of this risk and act to protect each other. The reason why different
organisations along supply chain are targeted is because often they are not aware of potential

threats and may not have adequate resources to manage cybersecurity.

Moreover, since projects involve the integration of components from various suppliers, this
becomes a source of risk for the projects and its deliverables. The selection of suppliers is a
part of project management concern, as it is related to procurement and the quality of the project

output.*®

Two main gaps regarding the cybersecurity risks at supply chain that are affecting the project

management are:?°

1) Insufficient understanding of the particular characteristics of cyber-risks and how these
compare to other supply chain risks for effective risk management, and

2) Insufficient addressing by current methods to aspects of compartmentalization, static
focus and history-dependence in the management of supply chain cyber-risk and cyber-

resilience

223 The necessity of an overall cybersecurity management policy to reduce the

potential project risks

“As the automotive world becomes increasingly more interconnected through digital
transformation, users must pay more attention to the security of their digital connections, since
the past decade has witnessed a remarkable increase in the use of digital technologies.
However, the newest wave of digital technologies is different. This has been accompanied by
the fast, constantly evolving spread of security risks. It seems as though every week there are
new headlines about cyberattacks bringing an organization’s computers or network to its knees,
with the resulting bad publicity and embarrassing revelations appearing as front-page news.
This raises the question of how to protect organizations and systems from these issues. The
best protection is the development and implementation of plans and procedures to improve

intrusion detection and prevent/eliminate vulnerabilities.” 2

18 Sean Duca (2019): Supply chain remains the weakest link in cybersecurity
19 PMI, 2013

20 cf, Estay et al., 2017, 9

21 Moller et al., 2019

13
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As mentioned earlier, the incurred cybersecurity threats increase the project risks. Therefore,
all the measures that reduce the cybersecurity threats will also reduce the corresponding
potential project risks. When it comes to dealing with cybersecurity risks, just installing a firewall
or an anti-virus software is not sufficient to protect the organisation, business or project from
cyber threats. In order for a company to protect their organisation properly, a cybersecurity risk
management framework, i.e. overall cybersecurity management policy is required. The
technology based solutions could then be part of the framework. The overall cybersecurity
management shall include the policies, rules, roles and strategies to protect the organisation
from cyber threats as managing cybersecurity risk is critical for the success of an organization’s
mission in order to achieve business as well as the project goals. As the companies become
more aware of the cybersecurity risks and create policies and company-specific cybersecurity
infrastructure within their organisation, they can set up repeatable processes and actions, which
can be taken across all projects and for all incidents (i.e. an attack on the system that may have
or may not have been successful (SAE J3061)).22

By creating an overall cybersecurity management policy, a company could not only reduce the
potential project risks, but also will have a more effective resource allocation, operational

efficiency, ability to mitigate and respond to cybersecurity risks.

The cybersecurity self-assessment study conducted by a well-known consultant company
indicates the importance of an overall cybersecurity management policy for the reduction of
potential project risks. The descriptions for priority, risk reduction and overall level of effort

needed for implementation are shown in Figure 5.

Item ‘ Description HGH | ®MEDUM Low
Priority An estimate of the Foundational and Important partofan ~ Enable more timely
priority based on risk  necessary fo effective security and efficient
and opportunity successfully execute  program responses to
subsequent security emerging risks
initiatives
Risk reduction  Describes the level of ~ Recommendation Recommendation will - Recommendation will
potential risk provides high benefit  help to reduce riskin  help fo reduce risk in
reduction and in risk reduction certain moderate risk  low risk areas
business benefit areas
Overall level of  Approximate timefo > 6 months 3-6 months 0-3 months
implementation  complete initiative

time

Figure 5: Descriptions for priority, risk reduction and overall level of effort needed for implementation

22 Brad Egeland (2015): How much will cybercrime affect project management.in 2016?
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Recommendations on different focus areas with respect to priority, risk reduction and overall

effort from the same study are illustrated in Figure 6 and 7.

Focus area #

Strateqy and 1
glignment

2

3

Governanceand 4
organization

5

6

7

Architecture 8

9

10

Requirements 11

Recommendation
Establish a product cybersecurity strategy
Establish a formal governance structure for product cybersecurity
Adequately staff product securily roles
Formally publish and communicate policies and standards

Enhance customer communications and response capabiliies

Establish a formal product cybersecurity fraining and awareness
program

Establish a formal product cybersecurity risk management
program

Formalize product cybersecurity architecture roles and
responsibilities

Document and communicate product cybersecurify standards

Establish and communicate minimum product cybersecurity
requirements

Perform threat modeling

Expand current capabilities to consider applicable security
domains

Priority
@ HicH

@ HigH
@ HicH

® HigH

MEDIUM

MEeDIUM

# HicH

MEDIUM
® Low
MEDiUM

@ HiGH

MEDIUM

Risk
reduction

@ HicH

® HiGH

® HiGH

MEDIUM

MEDIUM

@ HicH

® HicH

MEDILM

MEDIUM

@ Low

@ HiGH

MEDIUM

Overall
implementation

time
@ Low

@ Low
MEDIUM
MEDIUM

@ Low

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

# HicH

@ Low

Figure 6: Recommendations on different focus areas with respect to priority, risk reduction and overall
effort from Self-Assessment Study (Points 1-12)
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Overall
Risk  implementation

Focusarea  # Recommendation Priority  reduction time
13 ,Ex,m;?mw diannshe o man O HGH @ HoH MEDIUM
Desin 14 Require secure software update be a defaut feature 0 Low MeDIUM MEDAUM
15 Create and implement secure data communicaion protocols ® Low @ HGH MEDUM
. 15 Develop secure coding standards o Low MEDIUM MEeDIM
= 16 Develop a secure product testing methodology MEDIM @ HicH MEDIM
17 Develop product cybersecurity operational processes MEDIUM MEDIUM MEDLUM
& 18 Enhance incident response process MEDIUM @ HiGH MEDuM
19 Develop operational guidance documentation ® Low ® Low o Low

20 Establish a product cybersecurity metrics and reporting program 0 Low MEDIUM MEDuM

Figure 7: Recommendations on different focus areas with respect to priority, risk reduction and overall
effort from the Self-Assessment Study (Points 13-20)

The points 1-6 and 17-19 in Figure 6 and 7 are related to overall cybersecurity management
and most of the recommendations require low effort to implement and their risk reduction effects

are mainly high.

“An incident response plan documents processes used to help respond to cybersecurity
incidents. A comprehensive response plan that develops increased awareness and capabilities
and that establishes communications protocols between automotive manufacturers, suppliers,
cybersecurity researchers, and government agencies could assist industry stakeholders in
coordinated efforts to address discovered vulnerabilities and enhance product cybersecurity.
The forthcoming best practices such as ISO/SAE 21434 aim to address incident response
plans that may include processes to activate response teams, notify an internal chain-of-
command, and trigger response activiies to assess and counter cyber-attacks. A
comprehensive incident response plan provides strategic flexibility for managing many types of
cyber incidents and takes into account internal resources and, where appropriate, external
resources likely needed to support incident response measures. The development of protocols
for recovering from cybersecurity incidents is also important for ensuring consistent approaches
for making available updates to vehicles in a reliable and expeditious manner based on specific

circumstances”.?3

23 Members of Auto Alliance and Global Automakers (2016): Framework for Automotive
Cybersecurity Best Practices
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An overall cybersecurity policy shall also include the strategy of a company, about how an
incident will be responded including creation of the necessary awareness, resources,
accomplishing the required updates and definition of roles and responsibilities. An incident

response plan proposal is explained in chapter 5.18.

224 Drivers for cybersecurity investment

According to a report on identifying how firms manage cybersecurity investment?#, the most
important drivers for investment are perceived risk reduction, compliance and industry best
practises, respectively. The report was based on 40 interviews with information security
executives (chief security officer level) and managers from variety of firms and government
agencies. The purpose of the report was to learn more about how organizations decide about
their cybersecurity investment decisions. According to the same report?, when the participants
were asked to name the approaches they use to identify which threats are most important and
prioritize accordingly, the top two answers were industry based practises and frameworks.
Therefore, one can conclude that an overall cybersecurity management policy is one of the
most preferred and proposed way to identify the threats, hence the risks as it includes the
cybersecurity risk management according to the ISO/SAE 2143425, which can be considered

as one of the few industry based practises.

Irrespective of the industry a company is operating (because business and organizational
results are achieved mainly due to successful implementation of projects), project management
is the driving force of the organization and strives to make most of the invested resources. In
automotive industry, as the number of projects is high this becomes even more important. A
better approach to project management starts at the portfolio level, that is a materialized
strategic vision of the organization through a whole range of investments. More and more
companies and organizations are aware of the fact that investing time and money to build
professional project methodologies and processes pay off ultimately to reduce costs and risks,
improve efficiency and customer satisfaction as well as the relationship between business
parties involved.2® Therefore, an upfront investment in overall cybersecurity management policy

will help companies to reduce potential project risks.

24 cf. Moore et al. 2015: 8-9
25 |ISO/SAE 21434 — Road vehicles — Cybersecurity engineering, draft for intended DIS
26 Sabo, 2016, 7
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3. Theoretical framework and background information

3.1 Definitions and Key concepts

In this chapter, the definitions that are related to cybersecurity are explained.

Cyberspace

“A metaphor for describing the non-physical terrain created by computer systems. Online
systems, for example, create a cyberspace within which people can communicate with one

another (via e-mail), do research, or simply window shop.”’

Cyber-system

“A cyber-system is a system that makes use of a cyberspace.”

Cyber Threats

“A cyber-threat is a threat that exploits a cyberspace. Cyber-threats may be malicious (e.g.
denial of service (DoS) attacks and injection attacks that are caused by intention) or non-
malicious (e.g. systems that crash due to programming errors or loss of Internet connection due

to wear and tear of communication cables or other hardware).” 8

Cybersecurity

“Cybersecurity the activity or process, ability or capability, or state whereby information and
communications systems and the information contained therein are protected from and/or

defended against damage, unauthorized use or modification, or exploitation.”?°

Asset

“An asset is anything of value to a party. The party is the entity or unit, such as a company or
other organization, for which the assets in question have value. In the same way as there is no
risk without an asset, there is no asset without a party. What is held as assets and how valuable
they are depend on the party; therefore, it is always needed to be specific about who the party

is when the risk is managed or assessed.”?

27 Vangie Beal: What is cyberspace?, Webopedia
28 Refsdal, et al. 2015
29 National Initiative for Cybersecurity Careers and Studies, 2008
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In order to understand the term asset in the scope of cybersecurity it is important to comprehend
the three pillars of information security, which are confidentiality (i.e. avoiding unauthorized
access to protected resources), integrity (i.e. avoiding and detecting unauthorized modifications
of information or components), and availability (i.e. proper and timely access to data and
services by the authorized entities) of information. The pillars can be extended for authenticity,
which is verification of origin of information and governance (i.e. security policies). Therefore,
the goal of cybersecurity in a broader sense is to ensure confidentiality, integrity, availability,
authenticity and governance of the assets in cyberspace. As the attacks are performed against
assets and they cause threats, it is vital to understand the meaning of asset for cybersecurity.
The relation between asset, threat and attacks are shown in Figure 8.

Cccer T e
is performed causes

against requires risk is
reduced by
has ) 4 ¥
value for Attack Potential Security Goal
h is achieved
A 4 aS b
Stakeholders + Y
(e.g., owner, Threat Agent Security
driver, OEM) (e.g. hacker) Engineering

Figure 8: The relation between asset, attack, attack potential, threat and security goaF°

“Vulnerabilities are the weaknesses, flaws, or deficiencies that can be exploited by a threat to
cause harm to an asset, whose criticality depends on the threats that may exploit them. A threat
is an action or event that is caused by a threat source, which is the potential cause that may
lead to an incident. Hence, without assets there is nothing to harm, without vulnerabilities there

is no way to cause harm, and without threats there are no causes of harm.”!

The relation between threat source, threat, vulnerability and risk is shown in Figure 9.

G
Ed—-2 O-—A

Threat source Threat Vulnerability Risk

Figure 9: The relation between threat source, threat, vulnerability and risk3?

30 Vector (2019): Automotive Cybersecurity Webinar
31 Solhaug, 2015
%2 Refsdal, et al. 2015
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In order to identify the assets in a company, the following checklist questions can be asked:
1) Which information, algorithm or intellectual property shall remain confidential?
2) Which data (e.g. configuration parameters) shall remain unchanged?
3) Which functions or procedures shall only be applied by e.g. OEM?
4) Which functions or data shall be always available?
5) Which company guidelines or legal requirements on data or procedures shall be
fulfilled?

By answering the above listed questions, an automotive company (in general any company)
can determine their assets. The specific asset categories in automotive industry are illustrated

in Figure 10.
Safety
e.g. Vehicle
i functions
Privacy, Finance
Legislation, e
Governance e.g. Liability,

) brand image
e.g. private Operauocnal
data Performance

e.g. Driving
experience

Figure 10: Specific automotive asset categories®?

In relation to the reasons given in chapter 2.1, an overall cybersecurity management policy will
reduce and/or avoid a lot of threats against the assets of the companies by reducing the attack

potentials. This topic will be elaborated in chapter 5.

Party

“A party is an organization, company, person, group, or other body on whose behalf a risk
assessment is conducted. A party is not same as a stakeholder. A party may be thought of as
a stakeholder, but in a risk assessment situation there are normally many stakeholders that are
not parties. In most risk assessments there is only one party. If, however, there are several
parties then the assets of the different parties must be kept apart. The same object, for example

a human life, may be an asset of different values or different parties.”*

33 Vector (2019): Automotive Cybersecurity Webinar
34 Refsdal, et al. 2015
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Stakeholder

“A stakeholder in this context is basically any person or organization that may affect or be
affected by the subject of the assessment. If a risk assessment is conducted on behalf of a
company then the company is the party. Within and related to the company there may be many
stakeholders (for instance, employees and suppliers) with all kinds of conflicting interests and
they are not parties in this risk assessment. When assets are identified on behalf of a party,

solely the interests of the party in question are focused.”®

Incident

“Breach of a system's security policy in order to affect its integrity or availability and/or the
unauthorized access or attempted access to a system or systems; in line with the Computer
Misuse Act (1990).7¢

Likelihood

“Likelihood is that something will happen.”’ It can be described qualitatively as well as

quantitatively.

Risk

“A risk is the likelihood of an incident and its consequence for an asset. Basically, risk is the
potential that something goes wrong and thereby causes harm or loss. The gravity of a risk
depends on its likelihood to occur and its consequence. The consequence is the impact on an
asset, which is wanted to be protected.”*

The relation between risk, incident, asset, likelihood and party is shown in Figure 11.

@ Risk

Y

Consequence Incident |@—— Likelihood
L] W harms
4
Asset Party
values

Figure 11: The relation between risk, incident, asset, likelihood and party3®

35 Refsdal, et al. 2015
36 National Cybersecurity Centre (2018), What is a cyber incident?
87 Cambridge Dictionary, Likelihood?
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“The relation represented by a line with a black diamond connecting risk and consequence
captures that consequence is an ingredient that belongs to risk. The conseguence represents
the impact of an incident on an asset. Consequence is therefore also connected to the relation
between incident and asset, since it is a measure of harm. The same incident may give rise to
several risks. Risk is therefore connected to incident with a white diamond to express that

although incident is an ingredient of risk, it does not necessarily belong uniquely to one risk.” 38

Risk Identification

“Risk identification involves determining what could happen to cause potential harm to assets
(the valuables aimed to be protected) which includes gaining insight into how, where, and why
such incidents may occur, irrespective of whether the source of the cyber-risk is under the

control of the party on whose behalf the cyber-risk assessment is carried out.” %8

Risk Analysis

“Risk analysis involves determining the level of cyber-risk, typically in terms of the likelihood of
incidents to happen and the consequence for assets. This can be done gqualitatively or

quantitatively.”

Risk Evaluation

“Risk evaluation is the task of comparing the results of the risk analysis with the risk evaluation
criteria (defined during context establishment) to determine whether the cyber-risks need

treatment. It also involves aggregation and grouping of risk that should be considered together.”
38

Risk Treatment

“Risk treatment involves deciding on strategies and controls to deal with cyber-risks. It also
involves deciding to accept the (residual) cyber-risk, and formally recording the decisions and

responsibilities.”

38 Refsdal, et al. 2015
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3.2The interface between Cybersecurity, Information Security and Functional

Safety

“Information security is the preservation of confidentiality, integrity and availability of
information.”® Information can be in any form such as electronic, material, or knowledge of
personnel. In order to ensure and maintain information security, information in all formats needs
to be protected from threats and threat sources of any kind, including physical, human, and
technology-related threats. Since threats may also target information assets in the cyberspace,
information security is an important part of cybersecurity.

However, cybersecurity is not limited to the protection of information assets only, it also
concerns the protection of infrastructure. One maybe concerned about the wider impact of
threats to information or infrastructure security in order to protect assets such as life, health,
reputation, finance, availability, etc.. Cybersecurity goes beyond information security as it is not
limited to the protection and the preservation of confidentiality, integrity and availability of
information assets. Information security, in contrast, goes beyond cybersecurity as it is not
limited only to threats that arise via cyberspace. The relation between information security,
cybersecurity and ICT (information and communication technology) security is illustrated

graphically in Figure 12.

Things that are

vuIneIable via ICT

Information

Other
things |
than

information

Analog Information

Information Security IcT Cyber Security
Security

Figure 12: The relation between information security, information and communication technology security
and cybersecurity*°

39 British Standards Institution, 2016
40 Hack2Secure (2017): Cybersecurity vs. Information Security
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“Safety can be defined as the protection of life and health by the prevention of physical injury
caused by damage to property or to the environment. One of the main differences between
safety and cybersecurity is that while safety focuses on system incidents that can harm the
surroundings, cybersecurity focuses on threats that cause harm via a cyberspace. A further
difference is that the assets that are considered with respect to safety are usually limited to
human life and health, as well as environmental assets, while the assets of concern with respect

to cybersecurity can be anything that needs to be protected.”*

According to SAE J3061%2, system safety is the state of a system that does not cause harm to
life, property or to the environment, whereas cybersecurity is the state of a system that does not
allow exploitation of vulnerabilities to lead to losses, such as financial, operational, privacy, or
safety losses. All safety critical systems are cybersecurity-critical because a cyber-attack either
directly or indirectly on a safety critical system could lead to potential safety losses. On the
contrary, not all cybersecurity-critical systems are safety critical since cyber-attacks on
cybersecurity-critical systems can result in losses other than safety losses; namely, privacy,

operational or financial.

As an example, entertainment system is just cybersecurity critical and may lead to privacy and
financial losses; however, steering system is both cybersecurity and safety critical. The relation
between safety critical and cybersecurity critical systems is highlighted in Figure 13.

May lead to financial, operational, privacy
or safety losses if the system is
compromised through a vulnerability.

oo o= 00 00 00 00 02 0

Cybersecurity-Critical
System

May cause harm to life, property, or the
environment if the system does not
behave as intended and desired.

Figure 13: The relation between safety critical and cybersecurity critical systems (SAE J3061)*

41 Refsdal, et al. 2015
42 SAE J3061- Cybersecurity Guidebook for Cyber-Physical Vehicle Systems
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3.3 Cybersecurity norms and standards applicable in automotive industry

A literature review is a first step towards understanding the state of the knowledge in a specific
field, which for this thesis is the knowledge regarding creation of an overall cybersecurity
management policy in order to reduce project risks. A literature review process avoids
“reinventing the wheel™3, integrates existing knowledge through the accumulation of scattered

and potentially unconnected research, and revitalizes the development of knowledge.**

An overview of the standards, assessments, software coding standards, organisations and
methods that are related with cybersecurity are shown in Figure 14. In this thesis, ISO/SAE
21434 will be investigated and utilized in detail.

SO/SAE | IR
21434

(cyber-physical focused)

Auto Alliance
IS0 Consumer Privacy
26262 Protection
b NIST FIPS

(functional safety focused) (privady focused) 140-2

(Security requirements for cryptographic modules)

1SO
TVRA
27001 Incident
(information security management) \ G it (risk assessment - telecomms network focussed)
CERT
c \ STRIDE
(security focused) : (threat modelling)
Practi
MISRA cuies R v EVITA
C
(safety focused)
IS0 HEAVENS
12207 NIST OCTAVE : :
EIPS 199 (risk assessment - electrical systems focused)

(systems and software engineering)

(risk assessment - designed
By US DoD for healthcare security)

Figure 14: Overview of standards, assessments, software coding standards, organisations and methods
related to cybersecurity*®

43 Zorn et al., 2006
44 Webster et al., 2002
45 Vector (2018): Automotive Cybersecurity Training
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3.3.1 Product Liability

Every producer is liable for its product. “Product liability puts the burden of proof for acting with
due care on the manufacturer.”® A product, which is put in service, must provide the level of
safety, which can be expected by the general public. According to law, the companies shall
require protecting themselves against foreseeable harms. “Manufacturer’s liability is excluded,
if a failure can not be detected using current state of science and technology at the time the
manufacturer put the product into market.”’ Hence, in case of trials, only well-defined and

followed processes and good documentation can help companies.

As seen in chapter 3.2, safety and cybersecurity are related, i.e. if a product is not secure it can
not be safe, cybersecurity also becomes part of product liability. Although it is still a debatable
question if a product can be hacked, whether it is defective or not and who should be
accountable for that in front of the law, it has no doubt that companies should prove their
implemented processes and cybersecurity measures in order to claim that they followed the
state of the art. “Today, for the most part, liability for cybersecurity failures — meaning those
responsible for writing code that can be manipulated to perform in a way contrary to that
anticipated by its writers - is almost non-existent.”® Nevertheless, there is no doubt it will change

in the near future, especially when ISO/SAE 21434 is officially released.

3.3.2 Legally binding vs. Suggestion Requirements with respect to Product Liability

Although ISO standards are considered to be the state of the art, they are only suggestions for
the companies and are not legally binding. Nevertheless, although standards are not laws, they
are legally meaningful. If a company sells a product that could impact safety and does not
conform to the well-recognized standard (e.g. ISO 26262), they are exposing their customers
to arisk. Therefore, although the ISO standard are considered as suggestion, for the companies
to argument that they followed the state of the art, it is important for them to apply the existing
ISO standard on the topic they are working on. The overview of the legal requirements, which
are homologation such as ECE (Economic Commission for Europe) for automotive products
that are sold within European Union and FMVSS (Federal Motor Vehicle Safety Standards) for
automotive products that are sold within United States, and technical recommendations that

are suggestions are shown in Figure 15.

46 kVA (2016): An Overview of Functional Safety for Automotive
47 Vector (2016): Functional Safety with ISO 26262 Webinar
48 Paul Rosenzweig (2017): The Evolving Landscape of Cybersecurity Liability
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| Topics to be investigated |

|Legal Requirements| Technical Recommendation

Application of EU (EG)

Directives, ECE (Economic Application of
Commls_smn for Europe) IEC/ISO/EN/DIN Norms to
Regulations and FMVSS fulfill the latest

(USA)for State of the Art
Homologation Suggestions

Obligatory

Figure 15: Difference between legally binding requirements and ISO Standards*®

3.4 State of the art information (including risk assessment methods according

to ISO/SAE 21434-Road vehicles-cybersecurity engineering)

ISO/SAE 21434 standard was initiated due to the fact that when it was initiated at the beginning
of 2016, there existed no cybersecurity standard apart from SAE J3061 “Cybersecurity
Guidebook for Cyber-Physical Vehicle Systems” which was a guidebook. In September 2016,
SAE & ISO defined cooperation agreement in order to work together to develop a cybersecurity
standard for road vehicles and intelligent transportation systems. ISO/SAE 21434 is planned to
be jointly released by both SAE and ISO in November 2020.

The benefits of such a standard are:*°

e Defining common terminology for use throughout the supply chain
¢ Driving industry consensus on key cybersecurity issues

e  Setting minimum criteria for vehicle cybersecurity engineering

¢ Being reference for the regulators

¢ Providing evidence for importance of cybersecurity in the automotive industry

82 companies from OEMs (e.g. BMW, Volvo, Daimler, VW, GM, Ford, Nissan, Toyota, JLR,
Renault, Mitsubishi, Honda, Opel, FCA, etc.), Tier 1-n (e.g. Magna, Bosch, Continental, Valeo,
Denso, Delphi, Wabco, Infineon, Intel, etc.), cybersecurity companies (Vector, Synopsys, etc.),
government and standard organisations (e.g. SAE, ISO, VDA, NIST, etc.) participated in the
development of the ISO/SAE 21434 standard.

49 Own depiction
50 Angela Barber (2018): Status of Work in Process on ISO/SAE 21434 Automotive
Cybersecurity Standard
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The key principles of the standard are:>!

1)
2)
3)

4)
5)
6)
7)

The goal is reasonably secure vehicles and systems

Automakers and suppliers to benefit from the standard to show “due diligence”

Focus on automotive cybersecurity engineering (although it includes more than

engineering)

Based on current state-of-the-art

Risk oriented approach

Management activities for cybersecurity (especially overall cybersecurity management)

Cybersecurity activities/processes for all phases of vehicle lifecycle

a.

b
C.
d

Design and Engineering
Production
Operation by customer

Maintenance, Service and Decommissioning

The standard is applicable to road vehicles, its systems, components, software and connection

from vehicle to any external device/network. The purpose of ISO/SAE 21434 is to define a

structured process to ensure cybersecurity is designed in upfront by following a structured

process in order to reduce the potential for a successful attack by means of reducing the

likelihood of losses.! The structured process will also react to the continually changing threat

landscape and maintain consistency globally.

As can be seen in Appendix A.1, the ISO/SAE 21434 chapter 5 is about overall cybersecurity

management. The overall cybersecurity management policy that will be created as part of this

thesis will be ISO/SAE 21434 compliant, i.e. it will fulfill the existing requirements of the standard

regarding overall cybersecurity management.

51 Angela Barber (2018): Status of Work in Process on ISO/SAE 21434 Automotive
Cybersecurity Standard
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4. Research

4.1 Results of the quantitative and qualitative data from survey and moderation

of a break-out session at a conference

In order to answer the research question(s), data is required, which can be qualitative or
guantitative. Quantitative data is numerical, whereas qualitative data is not. Although many
process improvement methods are quantitative in nature, this research will be mainly qualitative
apart from the quantitative survey, which will be used to support the research goal and solution
proposal. The sources of data, which is planned are primary (acquirement of data through
inputs from the experts in the field and survey, which was conducted by SAE and Synopsys®
with 593 participants, 47% of which is from OEMSs, 36% from Tierls and 12% from Tier2s) and
secondary data, which is the data that contains all information that is written and made available
through articles, internet, databases etc. Another source of data is the inputs of the experts in

the field from the conference (i.e. OSS.5 Europe 2019) participated (for details see chapter 2.5).

4.1.1 Quantitative Data from Survey

For the thesis, apart from the ISO/SAE 21434 standard, which is qualitative, mainly one
quantitative source was utilized. As per quantitative data, a survey which was an independent
study commissioned by SAE International and Synopsys was used. The number of
participants, their current positions within their organizations, primary leaders the participants
report to, spending of the companies in component security each year and details of the survey
can be found in Appendix A.2. The most important outcomes of the quantitative survey are

shown in Figures 16-18.2

52 SAE, Synopsys, Ponemon Institute (2018): Securing the Modern Vehicle: A Study of
Automotive Industry Cybersecurity Practises
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84% 30% - 63%

Figure 16: Status of cybersecurity according to survey®?

As can be seen in Figure 16, 84% of the participants of the survey have the belief that the
practises in cybersecurity are not keeping pace with the evolving technology. 30% of the
companies involved in the survey, does not even has an established cybersecurity program
and team. In addition, 63% of the participants highlighted the fact that they do not test half of
their hardware, software and other technologies for vulnerabilities.

Are you aware of There is a critical

potential harms to 5oy Cybersecurity disconnect

drivers? in organizations—those
most knowledgeable

Do you feel empowered 31% about SE'Cur'rtI}pr fefel

to raise concermns? powerless to highlight

their concerns.

Figure 17: Awareness of potential cybersecurity harms and concerns voiced®

Figure 17 illustrates that, even though the participants are aware of the danger attached to
cybersecurity, due to lack of communication channels, 69% do not feel empowered to raise
their concerns. The questions that are addresses to the participants are listed below:

- Vary likely 270
In your opinion, how likely is a malicious or proof-of-concept -
(i.e. security research) attack to occur against automotive P S
software/technology/components developed or in use by your . comawhar ikety 235
organization over the next 12 months?

= Mot likeby 15%

53 SAE, Synopsys, Ponemon Institute (2018): Securing the Modern Vehicle: A Study of
Automotive Industry Cybersecurity Practises
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= Product cybersecurity is part of the traditional IT cybersecurity

; 20056
taam (typically under a global CISO)
= Product cybersecurity is part of the functional safety team 175%
Whlcf‘_l of the f"”““""”g b‘?m . = We have a centralized product cybersscunty tsam (Le. center
describes your organization’s of excellencs) that guides and supports multiple product 10%
approach to product development teams
itw?
cyberseng:urrty ? Please select | We have a decentralized product cybarsecurity team, with
one choice only. cybersecurity experts attached to specific product development 238
teams
= We do not have an established product cybersecurity 309
program or team
Does your organization allocate enough resources (ie. budget = 72 “3%
and human resources) to cybersecurity? - No 58
Does your organization have the necessary cybersecurity skills _~ Y2 38%
in product development? - No 625
= Infotainment systems 3%
= Powsrtran controd umits 46%
- S0C systemn on chip-based components 44%
= Self-dnving (autonomous) vehiclas. 58%
Which 1echnu!ogies_pms_e the - Software-foocused senvice provider (8.9, cloud, nsurance Bi%
greatest cybersecurity risk? provider, streaming senica, &tc.) :
Select all that apply. Bidivaionin g
- Steonng systems 46%
= Electrification componoms 17%
= Cameras 20%
- RF technologiss (a.g. Wi-Fi, Blustooth, Hot spots) 63%
- Accidental coding errors BE%
- The use of insecure/outdated open source software AT
componants
- Makcious code injection 23%
= Lack of internal policies or rules that clanfy secunty S53,
What are the primary factors requirsments =
IEadlng tu W'”E"E'h"m?s inthe | Lack of understanding/raining on secute coding practices B4
automotive technologies used _
by your organization? - Pressure to meet product deadlines 7%
- Lack of quality assurance and testing procedures B0
= Product development toods have inherent bugs S
= Incormect penmissons 18%
- Back end systems 16%

Y 3ibliothek,
Your knowledge hu

Figure 18: Overview of the answers provided to the survey questions®*

5 SAE, Synopsys, Ponemon Institute (2018): Securing the Modern Vehicle: A Study of
Automotive Industry Cybersecurity Practises

31


https://www.tuwien.at/bibliothek
https://www.tuwien.at/bibliothek

Die approbierte gedruckte Originalversion dieser Masterarbeit ist an der TU Wien Bibliothek verfligbar.

The approved original version of this thesis is available in print at TU Wien Bibliothek.

thele

(]
lio
nowledge

b

i
r

Figure 18 demonstrates the fact that, 62% of the participants are convinced about the likelihood
of a malicious attack (i.e. very likely + likely) to occur against their organization, although 30%
did not establish a team yet to deal with it. 51% of the organizations do not allocate enough
resources to cybersecurity; moreover, 62% believes that they do not have the necessary
cybersecurity skills in product development. Furthermore, over 60% see the technology trends
such as self-driving (autonomous driving), telematics and RF (radio frequency) technologies
(e.g. Wi-Fi, Bluetooth, Hot spots) for posing greatest cybersecurity risks. Last but not least,
among the primary factors leading to vulnerabilities in the automotive technologies, the factors
that the participants have pointed out the most are pressure to meet product deadlines, lack of
secure coding practises and lack of quality assurance and testing procedures.

The survey has shown that the automotive industry is relatively unaware of the potential harms
of cybersecurity, organizations mostly do not have established procedures to voice concerns,
some of the organizations have even not established cybersecurity teams and programs and
a few companies did not allocate enough resources and raised cybersecurity skills within their
teams, which is necessary for product development. Moreover, the future trends in the
automotive industry will require more cybersecurity as they pose higher risk and finally most of
the factors that lead to the vulnerabiliies are project independent (e.g. pressure to meet
deadlines, secure coding guidelines etc.). The survey showed that the creation of an overall
cybersecurity management policy will address all the points that are reflected in the survey. It
will deal with the most important contributors of the potential cybersecurity risks and by applying

the overall cybersecurity management policy, such risks could be mitigated.

4.1.2 AQualitative Data from the Moderation of a Break-Out Session at a Conference

The author participated between 25-27 September 2019 at the OSS.5 Europe (Operational
Safe Systems) Conference, which was conducted in Berlin. On 27th September, between
11:40-15:10pm, the author moderated a break-out session (so called the Cybersecurity World
Café) title of which was “The Golden Triangle between Cybersecurity, 1ISO 26262, and
ISO/PAS 21448 for Highly Automated Vehicles”.

World Café sessions are designed to help the participants, who are experts from the automotive
industry working for OEMs and Tier1-n, as well as academic and other stakeholders, to discuss
with colleagues and peers about similar issues and challenges that everyone is facing in the
industry. The conversation is moderated by an expert speaker. The aim of the session is to find
real solutions to real world problems with the 5 rounds of this session. Throughout the sessions,

the experts are sharing and deepening their knowledge. “Based on the theory of the power of
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collective knowledge, participants are brought together to share challenges and jointly gain new
perspectives and develop solutions. 12-15 participants are allocated to the offered World Café
session tables. The host (moderator) of each round table welcomes the guests and briefly
introduces controversies, challenging or domain related questions. After 30 to 35 minutes,
participants move to the next table based on the assighed order on their name badge to enter
into a new discussion. At the beginning of each new World Café round, the moderator gives a
short conclusion of previously discussed aspects and questions emerged.”® This allows
continuous discussions. Hence, world café session enables fruitful discussions and a collection

of expertise of the participants about the questions addressed.

In the Cybersecurity World Café, which was moderated by the author of this thesis, answers to

the following questions were sought:

¢ What are the similarities between functional safety and cybersecurity development and
how to best achieve synergies when it comes to highly automated vehicles?

e What are the main differences between functional safety and cybersecurity
development?

¢ What are the main challenges and how can we address them?

¢ How do you interpret the readiness of suppliers for the new era in relation to supplier
vulnerabilities?

o What is the effect of overall cybersecurity management process on project risks and

costs? Can it reduce the risks and costs, if so how?

The answers were categorized under 3 categories, issues/facts, ideas/solutions and 3 key
takeaways. The details of the cybersecurity world café session, the full version of the questions
and answers provided can be found in Appendix A.3. Figure 19 illustrates the answers of the

experts to the first question.

55 0SS.5 Europe (2019)
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Figure 19: Answers to the first question by the experts during the moderation of the break-out session at
the OSS.5 Conference

When it comes to similarities between safety and cybersecurity development, according to the
experts in the automotive industry, both functional safety and cybersecurity are risk oriented.
Moreover, although the test methods and the processes itself are different, the V-model based
development (see Appendix A.1) and testing process structure (i.e. comprehensive testing is
essential for confidence in the final product) are same. Safety criticality is also part of
cybersecurity, in other words, cybersecurity considers safety as well. In order to improve
similarities between safety and cybersecurity, in the world café session, it was suggested to
share the vulnerabilities and knowledge between the areas, analysing the bi-directional impact
and reusability of common analysis, methods and solutions. Due to the fact that a system which
is safety critical can not be safe without being secure, there is a mutual impact. The 3 takeaways
from the first question were, both cybersecurity and functional safety are risk driven
development processes, the cybersecurity development process ISO/SAE 21434 is also based
on the safety development process structure of ISO 26262 (see Appendix A.1) and both safety
and cybersecurity are not add-on features. One can not make a product safe or secure, the
product shall be built safe and secure from the beginning (concept and design). In other words,
a safe and secure product can be achieved by using a systematic development approach rather

than reactive patching.

Figure 20 illustrates the answers of the experts to the second question.
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Figure 20: Answers to the second question by the experts during the moderation of the break-out
session at the OSS.5 Conference

Regarding the differences between functional safety and cybersecurity development, although
in functional safety the only asset to be protected is the health of the people involved, in
cybersecurity there are assets, hence other risks, about finance, operation, privacy, safety, etc.
As mentioned in the first question, the process and testing structure are same in both areas, yet
still the methodologies and measures itself are different. For example, safety uses testing
methods such as back to back testing, boundary testing, whereas in cybersecurity testing
methods such as penetration testing and fuzz testing are used. In functional safety the risk
integrity level is weighted with Automotive Safety Integrity Level (ASIL), on the other hand, in
cybersecurity the risk integrity level is weighted with Cybersecurity Assurance Level (CAL). The
risk in functional safety is rather unidimensional, whereas it is multidimensional in cybersecurity.

The difference between the risk dimensions are shown in Figure 21.

B S
Safety / Safety

ntegrity Aorailability
Unidimensional Risk mMultidimensional Risk

Figure 21: Difference between the functional safety and cybersecurity risk dimensions

Furthermore, there can be conflicts between safety and availability, i.e. when the vehicle goes
into safe state, it could not be available anymore. For instance, in one case locking the door
could be the safe state, where cybersecurity would require unlocking to provide availability. It
is proposed to apply more system engineering driven development, that is start integrating
functional safety and cybersecurity development at system level to improve cooperation

between the fields. Since both areas require different know-how, i.e. one is very unlikely to be
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a functional safety and cybersecurity expert, different resources are needed. Next point is, by
means of pair programming safety and cybersecurity programmers can review and observe
each other and give feedback to or learn from each other. Pair programming is an agile software
development technigue in which two programmers work together at one workstation. When
one person writes the code, the other, the observer, reviews each line of the code as it is typed
in. Both programmers switch roles frequently. Last but not least, if the incident response and
risk/threat handling process is defined in advance, it can improve the collaboration between
cybersecurity and safety; moreover, it can help the companies to be prepared beforehand. The
3 takeaways from the second question were: firstly, for both fields guidelines regarding testing
and verification shall be created to deal with the different nature of development for functional
safety and cybersecurity. Secondly, although the risk is decreasing in functional safety as the
company develops more products, benefits from lessons learned and increase their know-how
on the product manufactured; the risk tends to increase in cybersecurity as the number of
hackers, their know-how, their equipment capabilities and number of incidents increase. Finally,
although in safety one deals mainly with an individual vehicle unless there is a systematic failure,
in cybersecurity the scope is the entire fleet, where the response time to flaws is different.
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Figure 22: Answers to the third question by the experts during the moderation of the break-out session
at the OSS.5 Conference

When it comes to main challenges and how they shall be addressed regarding functional safety
and cybersecurity, it was highlighted that it is not possible to combine the existing functional
safety (ISO 26262) and cybersecurity standards (ISO/SAE 21434). Especially for autonomous
driving (level 3 and higher) maintenance and over the air update (OTA) are two big challenges.
The reason is, with the increased use of connected and autonomous vehicles, the need for
continuous updates to fix glitches becomes inevitable. However, there is a risk of overlooking
the updates or that malicious actors infect the routine updates. Although, it is proposed to
increase and improve communication between two areas as well as among companies, when

and what to communicate and interchange still remains as a challenge. Another issue is the
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liability apportioning as there are many stakeholders such as fleet operator/service providers,
vehicle manufacturers (OEMs), technology companies, software manufacturers,
governments/regulators, insurance companies, vehicle owner/operator, etc. and there will be
additional liabilities as the level of autonomy increases. Yet another challenge is the never-
ending development process. Due to the dynamic nature of the cybersecurity risks, it needs
always iteration and regular updates, even after the product was brought into the market;
therefore, it becomes a never-ending development. Furthermore, a decision cybersecurity

organisations structure remains as an issue. Some solutions to deal with the challenges are:

¢ Creation of an incident response management process

¢ Balancing the requirements between functional safety and cybersecurity
¢ Reporting the vulnerabilities (it shall be seen as a strength)

¢ Increasing number of publicly available and extensively tested solutions
e Improving TARA (Threat Analysis and Risk Assessment) with iterations
¢ Creating a fast and well-established change management process

¢ [terative improvement of the safety case via OTA (over the air update)

The 3 takeaways from the question are creation of an incident response plan in order to cope
with the incidents in a more prepared way, creation of a security aware safety case, i.e. making
cybersecurity part of the safety case and establishment of a sound change management

process, which was also one of the solution proposals.
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Figure 23: Answers to the fourth question by the experts during the moderation of the break-out
session at the OSS.5 Conference
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As also confirmed by the participants of the conference, the suppliers are lacking knowledge
about cybersecurity and they are not prepared. The know-how shall be increased by trainings

and enhancing awareness. Moreover, the OEMSs or the supplier on the higher end of the supply
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chain shall qualify their suppliers before doing business with them. The communication among
the supply chain shall be top-down and a chain of trust shall be established. In addition, it is
important to create a RASIC (Responsible, Accountable, Supporting, Informed and Consulted)
between the parties to reduce vulnerabilities. A mindset change is needed in the industry, where
a risk management process shall be implemented. Technological solutions such as key
management, security in depth and secure booting and flashing can support when dealing with
the vulnerabilities. For the question four, most of the solutions are also proposed as the key take
away.
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Figure 24: Answers to the fifth question by the experts during the moderation of the break-out session’
at the OSS.5 Conference

Regarding the question “What is the effect of overall cybersecurity management process on
project risks and costs? Can it reduce the risks and costs, if so how?” the experts and
academicians who participated the moderation of the author, which are roughly 50 people,
highlighted the fact that cybersecurity development shall be an upfront investment. The
participants agreed on the fact that, a sound overall cybersecurity management process is
required. Such an overall cybersecurity management process will reduce the risks and is a lot
more efficient when compared to a brute-force solution, which may require redesign for
unacceptable risk. How to create such an overall cybersecurity management process is of
course depending on the company and their organisational structure, but according to the
participants there is no doubt about the necessity and importance of such a process. The fact
that such an investment has high cost at the beginning, i.e. for the initial projects that is
cybersecurity relevant was emphasized. Nevertheless, since the solution will be generic and
project independent it will be a trade-off and will pay off in the long-run. It is also stressed that
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independent audit/assessment shall be part of such an overall cybersecurity management
process to minimize and mitigate the cybersecurity related project risks, hence costs. The 3
takeaways for the fifth question were: a centralized cybersecurity team is needed, which
establishes an overall cybersecurity management process that is project and location
independent, sufficient resources shall be allocated by the management in order to realize and
implement the processes in the projects and finally this shall be an upfront investment that will
pay off as the number of projects increases as well as it will mitigate the potential risks some of

which would be impossible to quantify until a breach/incident happens.

In a nutshell, the moderation of the world café session at OSS.5 revealed the fact that for the
experts and academicians in the automotive industry, there are synergies and differences
between cybersecurity and functional safety which shall be taken into account; moreover, there
are a lot of challenges regarding cybersecurity especially at the supplier level, and last but not
least although it is an upfront investment, creation of an overall cybersecurity management
policy/process will reduce the cybersecurity related potential project risks. Hence, the

investment will pay off in long term.

In Chapter 5, the overall cybersecurity management policy will be defined whose framework is
based on the ISO/SAE 21434 (see chapter 3.4). By applying this policy (or the adapted version
for a specific firm), companies can reduce the cybersecurity related potential project risks as

pointed out in the world café session at OSS.5.
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5. The proposed overall cybersecurity management policy

In this thesis, the overall cybersecurity management policy was created by the author. For the
validation of the research by credibility, the document was reviewed by cybersecurity experts
of MPT (Magna Powertrain).

Each company, who would like to use this overall cybersecurity management policy shall adapt
the content of this thesis for their company. It is important to highlight the fact that the process
steps regarding how to fulfill the policies and the related inputs, outputs and responsibles to fulffill
the processes are excluded from the master thesis. Figure 25 represents the synopsis of the
overall cybersecurity policy each part of which will be explained throughout chapter 5.

1. Objectives | | 2. Scope 3. Brecutive 4, Threat 5. Mission 6. Vision 7. Principles 8. Organization | | 9 Responsibility
Summary Landscape Structure
10. Intent of , .
cybersecurity lll' fy:ersecurlty 13 Project igsls?hfi :ﬂg:m 15. Competence
within the felated processes team role N management
descriptions handing and
compa?y ‘ sharing
A} ¥ A] v
10.1. Process| 10,2, Role 11.1, Mapping 2 16. Quality 17.Tool 18. Cybersecurity
management| | Respongiily| | DetweenIS0/SAE Engincering Mmanagement| | Management | monitoring, event
andproduct | Structure 21434and company | | Process assessment, vulnerability
development work products Landstape management and
incident response
12. .
G " 19, Product 20, Escalation| | 21. Lessons
yoerecirty Cybersecurity| | management learned
governance
i l ,
] A Y Y
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1.1 ISO/SAEI : 12.3. Handover w1 192 93 19
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Control | | Management | and Version controlsin the | exchange | | data storagel | control Serurity | |TesHonse during
Transport | | Management| | production production

Figure 25: Synopsis of the overall cybersecurity policy
The automotive companies who are willing to create an overall cybersecurity policy are highly

recommended to use the framework given in Figure 25, which is also in compliance with
ISO/SAE 21434.
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5.1 Objectives

This document explains the overall cybersecurity management policy and defines the company

wide strategies necessary to achieve cybersecurity.

The objectives of this document are to ensure that the companies:®®

a) define the cybersecurity policy; the organizational strategy to achieve this policy; and
the organization-specific rules and processes to implement the organizational
cybersecurity strategy;

b) assign the responsibilities and corresponding authorities that are required to perform
the cybersecurity activities defined in this document;

c) support the implementation of cybersecurity, including the provision of the resources
needed for cybersecurity and the management of the interactions between
cybersecurity processes and related processes;

d) institute and maintains a cybersecurity culture, including competence management,
awareness management and continuous improvement;

e) perform an organisational cybersecurity audit;

f)  manage the sharing of cybersecurity information;

g) institute and maintains management systems that support the cybersecurity activities;

h) provide evidence that the tools used do not adversely affect cybersecurity

5.2 Scope

This standard is applicable development, production and/or all further activities related to

cybersecurity. All specified requirements apply to sample, prototype, pre-series and series

parts.

Implementation of an Information Security Management System (ISMS) as requested by

TISAX (Trusted Information Security Assessment Exchange) is prerequisite for cybersecurity.

The pre-requisite requirements of TISAX are not included within the scope of this document.

56 ISO/SAE 21434 — Road vehicles — Cybersecurity engineering, draft for intended DIS
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5.3 Executive Summary

As the cyber threat landscape has continued to evolve, cyber-attacks have become more and
more advanced and have shifted their focus to target to corporations. Magna International is
known as a leader in the automotive supplier space in the development of product solutions
that improve the safety of transportation industry. This reputation must be protected as Magna
is a target of malicious threat actors that seek to acquire our intellectual property, including our
new engineering designs, product features, and knowledge-based engineering systems and

processes.

In developing this overall cybersecurity strategy, the author gathered input from executive
management across the organization, reviewed assessments results, and analysed industry
trends to define a strategy that aligns to business objectives taking into consideration
cybersecurity risks. MPT is dedicated continuing to be a leader in the automotive supplier space

and differentiate its products based on their safety and cybersecurity.

5.4 Threat Landscape

The global threat landscape is ever-evolving. Cyber-attackers across the world are more
brazen than ever before. More corporations are experiencing large and impactful cybersecurity
breaches, seriously damaging their brand and marketplace confidence. People and products
everywhere are increasingly connected through technology and the trend in the automotive
industry continues to shift towards a reliance on mobile and data-enhanced technologies and

systems.

5.5 Mission

Our cybersecurity mission at MPT is to manage cybersecurity risks to help increase the value
of our products for our partners. In order to fuffill the cybersecurity mission, information security

shall be ensured as prerequisite.

5.6 Vision

Our cybersecurity vision at MPT is to provide security leadership in order to embed security into
our products allowing us to deliver more secure products and processes and support world

class manufacturing.
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5.7 Principles

To achieve our mission and vision we have outlined the following core principles for product

security:

Build and maintain an organization that holistically supports product security

Embed security in the design and development of products

Manage security risks throughout the product supply chain

Strive for continuous improvement in product security

Employ defense-in-depth mechanisms to preserve the availability, integrity and
confidentiality in our products

5.8 Organization

To achieve our vision and mission we have develop an organization that embeds cybersecurity
professionals at the right levels and creates a community for information sharing and

governance across the enterprise.

5.9 RASIC within Organization Regarding Cybersecurity Activities

Corp Group/
Activity ISRC* Product Division [()3!:?::0')‘:1
Risk owner Product T

Engineering
1 Strategy and Alignment
2 Governance and Organization / Policy
3 Architecture / Standards / Risk Mgmt
4 Threat A t / Requil ts definition)|
5 Process Design and operational integration
6 Build & Test (Coding std’s and test methods)
7 Deployment and Support (incl. training)
8 Incident Response

9 Metrics and Reporting

Figure 26. Cybersecurity RASIC Overview

Figure 26, illustrates a RASIC (Responsible, Accountable, Supporting, Informed and
Consulted) suggestion for the cybersecurity activities where ISRC stands for Information
Security Risk & Compliance, corp stands for corporate, MGIT stands for corporate IT, Mgmt
stands for management and std stands for standards. As can be noticed, the definition of
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strategy, governance and policy are within the responsibility of the corporate group, whereas
defining the strategies such as the overall cybersecurity management relies within the

responsibility of the group/division product engineering.

5.10 Intent of Cybersecurity

5.10.1 Split between process management and product development

A layered approach, which leverage between people, policy and technology shall be
established. Cybersecurity yields the most effective defense, if it has an integrated framework,

an overlapping strategy based on security technology, people, and processes.®’
5.10.1.1 People

Employees could be one of the main sources of threat for cybersecurity. Therefore, they shall
be informed and trained as first line of defense. Mostly, cybercriminals specifically target
employees as an attack vector (e.g. phishing emails) based on their lack of knowledge for
security best practices. With this in mind, it's imperative for a company to conduct regular
training sessions (for details see the training chapter) throughout the year to keep employees

aware of potential scams and the ways they can make their organization vulnerable.®’

Training programs will create a strong culture of cybersecurity in order to minimize threats.
“Training employees to think and act with security in mind is the most underfunded activity in
cybersecurity™®, although it is one of the most important ways of reducing the risks.

Furthermore, the employees shall be informed about the following points: >’

¢ Creating strong passwords that are unique to each account and not reused

e Ensuring personal and work passwords are separate

e Not opening or clicking links in suspicious emails or those from unfamiliar senders

e Ensuring applications and operating systems are regularly updated as soon as
patches/updates are released

¢ Not installing any unknown, outside software, as they can open security vulnerabilities

in the network.

57 Renee Tarun (2018): A Layered Approach to Cybersecurity: People, Processes, and
Technology

58 Taryn Oesch (2019): Building a “Human Firewall”: Cybersecurity Awareness Training That
Works
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¢ Immediately reporting any unusual behaviour or something strange happening on their

computers.

Another way to improve cybersecurity at the employee level is with access management
policies (for details see the access control chapter) such as the principle of least privilege, which
provides a person with access to data only if it is necessary to do their job — thereby reducing
the exposure and consequences of a breach.>®

5.10.1.2 Policy

The policy layer of cybersecurity ensures that a company has strategies in place to proactively
prevent and respond quickly and effectively in case of a cybersecurity incident.®° This is ensured
by means of a cyber incident response plan (for details see the incident response management

chapter).

Moreover, a threat analysis and risk assessment (TARA) process shall be defined in order to
identify threat scenarios that can potentially compromise the cybersecurity properties of the

identified assets.

In addition, for effective cybersecurity, assets shall be prioritized based on which are most
business critical and would have the greatest impact on the business if breached. *The IT and
cybersecurity teams shall know all the (prioritized) assets to develop policies and deploy
strategies (e.g. network segmentation) and minimize consequences. This thesis is focusing on

the people and policy layers.
5.10.1.3 Technology

Once the necessary people and policy layers are established as prerequisite, the technology
layer shall use the existing protection measures in cybersecurity such as network segmentation,
cryptography, intelligence (e.g. plausibility), defense in depth and design with security in mind
to achieve cybersecurity. Possible cybersecurity measures that can be applied at the different
sections of vehicle and the associated security concepts are illustrated in Figure 27 and 28,

respectively.

59 Renee Tarun (2018): A Layered Approach to Cybersecurity: People, Processes, and
Technology
60 Akshay Bhargava: Cyber Risk: A Boardroom Priority
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Figure 27. Cybersecurity measures that can be applied at different sections of the vehicle?’

Associated security concepts

Secure External
Communication | > Secure communication to

| services outside the vehicle

Secure > Intrusion detection mechanisms
Gateways > Firewalls
> Authentic synchronized time
> Vehicle key management

Secure In-Vehicle

Communication

Secure

> Authenticity of messages
> Integrity and freshness of messages
> Confidentiality of messages

Bl > Secure boot and secure flash
> Crypto stack
> HSM

Figure 28. Layered security concept with the associated security concepts®’

5.10.2 Role responsibility structure

In order to fulfill the objectives (see chapter 5.1) of the overall cybersecurity management policy,

it is required to define the resources and roles to assign the responsibilities and corresponding

authorities that are required to perform the cybersecurity activities. This chapter aims at defining

and explaining the cybersecurity related roles which were defined together with the experts at

MPT based on state of the art, lessons learned and gathered experiences.

61 Infineon (2018): Cybersecurity Mechanism for Connected Vehicles

46


https://www.tuwien.at/bibliothek
https://www.tuwien.at/bibliothek

Die approbierte gedruckte Originalversion dieser Masterarbeit ist an der TU Wien Bibliothek verfligbar.

The approved original version of this thesis is available in print at TU Wien Bibliothek.

thele

(]
lio
nowledge

b

i
r

5.10.2.1Product Cybersecurity Manager

Responsibilities:

Lead the product cybersecurity development according to ISO/SAE 21434

Ensure the development team has a plan to achieve cybersecurity and provides
arguments why the product achieves cybersecurity according to state of the art (e.g.
ISO/SAE 21434).

Provide and deny cybersecurity approval for system releases based on fulfillment of
cybersecurity activities

Report product security concerns to Embedded Product Security Manager

Main activities:

Scope in Projects:

Plan and track all cybersecurity activities and provide guidance to the project team to
achieve the cyber security plan during the whole cybersecurity lifecycle

Strengthen the cybersecurity culture of the organization and improve project efficiency
Define the distributed development of a cybersecurity system to ensure agreement
among parties

Determine the cybersecurity relevance of a project based on available information
Align cybersecurity activities and be the point of contact with the customer, the
supplier(s), the project manager, customer quality (regarding incidents) and the
Functional Safety Manager

Align cybersecurity goals and requirements with OEM and suppliers

Support the serial production process engineering, purchasing and quality during the
production, operation and maintenance focusing on the cybersecurity of the product.
Ensure handover of cybersecurity responsibility during production, operation and
maintenance

Document the process and product arguments for achievement of cybersecurity (e.g.
assessment/audits, verification of cybersecurity concept, cybersecurity case, etc.)
Assess and support field and plant claims regarding cybersecurity issues

Support the resolution of the incidents

Initiate cybersecurity escalation based on the identified cybersecurity risks

a7
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Overall cybersecurity management activities:

Supporting alignment of cybersecurity over different engineering sites and plants, and
over different projects
Managing incident response process and information exchange

Planning and organizing cybersecurity trainings

Basic knowledge of mechatronic systems

Understanding of cryptographic principles

Knowledge of security standards (e.g. ISO 27001, ISO 21434, |IEC 62443 ..))
Knowledge of commonly used security architectures

Knowledge of safety standards (e.g. ISO 26262)

Knowledge of the analysis techniques (e.g. FMEA, FTA, FMEDA, ETA, HAZOP)

Requirement engineering skills

5.10.2.2 Product Cybersecurity Engineer

Responsibilities:

Representation of the cybersecurity engineering within the project team, i.e. working
with the development team to create a product which achieves cybersecurity according
to state of the art (e.g. ISO/SAE 21434)

Perform the project related cybersecurity activities

Escalate issues to cybersecurity manager or project manager if necessary

Main activities:

Analyze and evaluate specific customer product security requirements

Lead/support the cybersecurity concept development from the product security
perspective

Lead and moderate cybersecurity analyses on system, subsystem, HW and software
(SW) level

Lead and moderate threat and risk analysis

Define cybersecurity goals/concept

Provide product cybersecurity methodical approach, standards
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Support the development on the System, SW, hardware (HW) level (including
specifications, test reports, DVP (design verification plan), drawings, FMEAS/FMEDAS,
FTAs) from the product cybersecurity perspective

Support production and maintenance from the product cybersecurity perspective
Support questions regarding normative issues (ISO/SAE 21434)

Execute or initiate and check additional product cybersecurity processes like
gualification of tools, qualification of hardware components, interfacing within distributed
developments

Support SQD (Supplier Quality Development) when monitoring suppliers product
cybersecurity work

Analysis of cybersecurity events

Support the resolution of incidents

Support assessment/audits

Lead cybersecurity reviews with customer and suppliers

Knowledge of mechatronic systems

Thorough knowledge of the programming language C

Knowledge of programming in (e.g. in programming languages such as C#, Java,
Python)

Knowledge of cryptographic principles

Thorough knowledge of most important attack vectors

Knowledge of security standards (e.g. IEC 27001, ISO 21434, IEC 62443 ...)
Knowledge Common Vulnerability Scoring System (CVSS) and different methods for
Threat Assessment and Risk Analysis

Basic knowledge of safety standards (e.g. IEC 61508, ISO 26262, ...)

Knowledge of commonly used security architectures

Knowledge of the analysis techniques (e.g. FMEA, FTA, FMEDA, ETA, HAZOP)

Requirement engineering skills
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5.10.2.3 Subject Matter Expert for Cybersecurity

The subject matter expert (SME) is the person who provides the knowledge and expertise for
cybersecurity in a project/program. Furthermore, the role responsibilities, main activities and
skills definitions for SME Cybersecurity are also based on job descriptions that are available in

career websites such as LinkedIn, Indeed, etc.

Responsibilities:®2

o Ensure the facts and details are correct so that the project’'s/program's deliverable(s)
meet the needs of the stakeholders, legislation, policies, standards, and best practices
for cybersecurity

¢ Advise based on broad based technical background in IT operations and cybersecurity

e Be the organizational ambassador for cybersecurity to apply his/her expertise to
support an organization’s vision and strategic direction

¢ Provide SME Support for Strategic Engagements

¢ Provide thought leadership by engaging in papers, articles, podcasts, and participating

in key industry events, seminars and conferences
Main Activities:

e Work closely with the engineering team to keep them abreast of industry trends and
customer requirements.

e Leverage industry knowledge and experience to define and guide the customer
requirements and configuration of solutions.

e  Support definition of procedures or standards

e Provide expert guidance and directions and recommendations for procedural
improvements

¢ Understand the language/terms/jargon in his/her area of expertise

e Act as the “go to” person within a department or function for questions and
problems within cybersecurity

e Explain cybersecurity clearly to others

62 Magic: Subject Matter Expert (SME) Roles and Responsibilities
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Skills:

Years of hands on experience with cybersecurity

Knowledge of mechatronic systems

Thorough knowledge of the programming language C

Knowledge of programming in (e.g. in programming languages such as C#, Java,
Python)

Thorough knowledge of cryptographic principles

Thorough knowledge of most important attack vectors

Knowledge of security standards (e.g. IEC 27001, ISO 21434, IEC 62443 ...)
Knowledge CVSS and different methods for Threat Assessment and Risk Analysis
Basic knowledge of safety standards (e.g. IEC 61508, ISO 26262, ...)

Thorough knowledge of commonly used security architectures

Knowledge of the analysis techniques (e.g. FMEA, FTA, FMEDA, ETA, HAZOP)

Requirement engineering skills

5.10.2.4 Product Cybersecurity Responsible

Responsibilities:

Ensure that the procedures & related processes are implemented, executed and
checked regularly and frequently for compliance.

Ensure that evidence of employees being trained and its training requirements per role
exists.

Ensure that the associated requirements of this standard are communicated, abode by
and reported on.

Create, maintain, and communicate audit schedule for the related
plant/location/product.

Ensure compliance in the daily handling of cybersecurity related products (including the
interface to the customer with regard to all program/product relevant questions, issues).
Ensure the necessary security zones are created for all cybersecurity relevant areas.
Coordinate with human resources and the facility management to ensure the
necessary surveillance, secured doors and security resources are in place.

Define and document the associated processes regarding approval, checks and

deletion of the access rights.
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Moreover, all the remaining roles that are necessary for cybersecurity development (i.e. roles
related to System, HW, SW development, etc.), objective, main activities, skills, responsibilities
of the roles, the process steps each role is responsible/accountable/supporting and the
corresponding work products are shown directly in the engineering process of MPT Driveline

System.

5.11 Cybersecurity related processes at MPT

5.11.1 Mapping between ISO/SAE 21434 and Company (MPT) Work Products

In this part the ISO/SAE 21434 work products shall be mapped with the corresponding
company work products. In the current version of the ISO/SAE 21434 standard, there are 44
work products. An example of work product mapping (a list for 9 work products, the full version
will be part of the cybersecurity plan) is shown in Figure 29 to explain the idea behind, where
PE stands for the engineering process of MPT.

D~ Work Products y Planned MPT Workproduct v Responsible Rote
Overall Cybersecurity Management

Overall Cybersecurity Manager

1 Cybersecurity policy, strategy, rules and peocesses Overall Cybersecurity Management Document Global Process Owners
Evidence of competence management, awareness management,
2 continous impeovement Overall Cybersacurity Management Document Overall Cybersecurity Manager
3 Organizational cybersecurity audit repoct PE.A3 07 Cyber Security Audit/Assessment Report  Cybersecurity Manager
4 Evidence of the organization's management systems Overall Cybersecurity Management Document Overall Cybersecurity Manager
5 Evidence of tool management Guidelines PE23 Owner
Project Dependent Cybersecurity Management
6 Cydersecurity Plan PEAS 04 Cyber Secunty Plan Cybersacurity Manager
7 Cybersecurity Case PEA3 (5 Cyber Security Case Cydersecurity Engineer
8 Cydersecurity Assessment Report PE&3 07 Cyber Security Audit/Assessment Report  Cydersecurity Manager
3 Release for post development PEA4 01 Technical System Release Cybersecurity Manager

Figure 29. Mapping between ISO/SAE 21434 and MPT Work products

5.11.2 Engineering Process Landscapes

In this chapter, the engineering process of the company shall be illustrated.

5.12 Cybersecurity Governance Proposal

According to ISO/SAE 21434, organizations shall define a cybersecurity policy (including
acknowledgement of road vehicle cybersecurity risks and commitment of the executive
management to manage the corresponding risk) and shall establish and maintain
organizational specific-rules and processes (i.e. process definition, technical rules, guidelines,
methods and templates) to fulfill the requirements of ISO/SAE 21434 and the execution of the

52


https://www.tuwien.at/bibliothek
https://www.tuwien.at/bibliothek

Die approbierte gedruckte Originalversion dieser Masterarbeit ist an der TU Wien Bibliothek verfligbar.

The approved original version of this thesis is available in print at TU Wien Bibliothek.

thele

(]
blio
nowledge

L]
|
rk

corresponding activities. These rules and processes cover concept, development, production,
operation, maintenance, and decommissioning, including cybersecurity risk management,
information sharing, vulnerability disclosure, cybersecurity monitoring, incident response and

triggers. This master thesis is aiming at creation of an overall cybersecurity policy.

The cybersecurity governance (for explanations see chapter 5.1 — 5.10) proposal is illustrated

in Figure 30.

Figure 30. Overview of the cybersecurity govermance proposal

Moreover, the organizations shall identify disciplines related to, or interacting with, cybersecurity
and establish and maintain communication channels between those disciplines (e.g. IT
security, functional safety, data protection and privacy). By means of the communication
channels, exchange of relevant information shall also be coordinated. Relevant information
includes threat scenarios and hazard information, cybersecurity goals and safety goals, or

where cybersecurity requirement might compete or conflict with a safety requirement.

The interaction and communication channels between functional safety and cybersecurity are

illustrated in Appendix A.4.

5.12.1 ISO/SAE 21434 Compliance Strategy

Itis important for each automotive company to define their strategy about how they are planning

to be ISO/SAE 21434 compliant. Especially, for bigger scale companies, location and project
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specific solutions are needed. Figure 31, presents the high level strategy of MPT about how to
be ISO/SAE 21434 compliance and how to enable flexibility for the development at different

locations and products.

loybersecurity Plan——m7-4—————————— @ MPT Workproducts

—Refaremoe——— g Guideline

Figure 31. MPT High Level ISO/SAE 21434 Compliance Strategy
Cybersecurity Plan:

e A generic template shall be created, which illustrates the Cybersecurity Lifecycle
Process within the project, where the individual phases of the Cybersecurity Lifecycle
Process are shown

¢ Generic template shall be re-used by each cybersecurity critical project
There shall be two kind of guidelines:

e A guideline for explaining the work product (WP), which is part of the WP itself (the
template itself) and

¢ Aguideline for explaining the relation between different WPs and processes

5.12.2 Location Specific Guidelines

Due to the fact that companies like MPT are composed of several business units and locations,
there shall be location specific guidelines in order to explain how each process and its
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corresponding steps are interpreted at a specific location. The guidelines shall be stored in the

corresponding process folder of the business unit.

5.12.3 Cybersecurity Handover from Product Development to Production

Objective:

Ensure protection of assets by product cybersecurity handover requirements from product
development to production.

Target group:

Production personnel involved in cybersecurity relevant activities.

Target product:

Scope is cybersecurity relevant products.

5.12.3.1 Organization

e A product cybersecurity responsible shall be nominated for every production plant.

¢ An incident response product cybersecurity responsible and a deputy shall be
nominated for every production plant.

e Assigned responsibilities shall be documented.

e The protection of the assets shall be specified, ensured and monitored along the entire
value chain.

e Each person involved in cybersecurity relevant activities shall only be provided with and
access the information necessary for their jobs, and to complete their tasks and

activities (“need to know” principle).
5.12.3.2 Training

e All personnel involved in product development, production and IT shall be trained
appropriately and regularly (at least every two years).

e Evidence of the trainings shall be documented.

e All core team member involved in product cybersecurity relevant activities shall
complete a dedicated awareness training in relation to the protection of product
cybersecurity assets.

o NOTE: Training includes but not limited to:
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= Processes

= Best practices

= Work products

= |nformation sharing policy

= Assets, threats, risks, attacks

= Vulnerability & incident handling

5.12.3.3 Audit and Control

Each affected entity (i.e. locations where cybersecurity relevant activities take place)
shall perform yearly audits to ensure compliance with the related requirements.
Each affected entity shall verify the specified requirements.
o NOTE: Methods of verification include for example:

= Penetration test

= Manual inspection

=  Configuration check

= Unannounced audits
All confidentiality agreements and processes relevant to product cybersecurity shall be
checked and documented at least yearly.
The descriptions in the order of installation and the physical security shall be reviewed
in relation to product cybersecurity vulnerabilities and process weaknesses at least
yearly.
Cybersecurity related third party suppliers (sub-contractors including transportation
companies) shall be audited regularly as defined by suitably qualified personnel to
ensure compliance to the customer (OEM) and the company cybersecurity
requirements. The audit results need to be verified and appropriate measures shall be

implemented by the third-party supplier.

5.12.3.4 Contract Management

All personnel involved in product cybersecurity relevant activities shall sign a non-
disclosure agreement (NDA).

All suppliers and business partners involved in product cybersecurity relevant activities
shall sign a non-disclosure agreement (NDA).

All suppliers and business partners involved in product cybersecurity shall provide
complete documentation of product access interfaces including its authentication

information.
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All suppliers and business partners involved shall comply with the guidelines of the
process which are described. The sub-supplier needs to fulfill the defined security
measures.

All suppliers and business partners involved in product cybersecurity shall sign a
contract acknowledging the non-existence of backdoors in finalized products which is

not stated.

5.12.3.5 Handling and Transport

The material flow of all components relevant to product cybersecurity relevant systems
shall be described in a detailed graphical overview of the physical implemented security
Zones.
o NOTE: Material flow includes but not limited to:

= Microcontroller

= Transmission control units (TCUSs), Electronic control units (ECUS)

= Powertrain components

= Finalized products
The exchange and storage of product cybersecurity relevant information from the
product development to the finalized system shall be described.
The generation, exchange and storage of product cybersecurity relevant cryptographic
material shall be described.
Prompt detecton of the discrepancies and the  corresponding
countermeasurefimprovement implementation shall be ensured, which applies to all
construction conditions (e.g. parts to be scrapped)
All product cybersecurity relevant components shall be traceable.
o NOTE: Product cybersecurity relevant components include for example:

= TCU

= |nverter

= Wiring harness

= Finalized product

= Mobile electronic storage devices (e.g. USB-sticks, hard drives)
All internal and external hand-over points shall be defined, documented, recorded
(barcode/DMC (Data matrix code) scanners and software can be used to automate the
processes) and agreed contractually with the customer and/or the designated transport
carrier.

All product cybersecurity relevant components shall be tracked up to the customer.

57


https://www.tuwien.at/bibliothek
https://www.tuwien.at/bibliothek

Die approbierte gedruckte Originalversion dieser Masterarbeit ist an der TU Wien Bibliothek verfligbar.

The approved original version of this thesis is available in print at TU Wien Bibliothek.

thele

(]
lio
nowledge

b

i
r

e Loss of product cybersecurity relevant components shall be communicated to the
product cybersecurity responsible.

e Cybersecurity relevant components/products shall be packaged and transported
securely within the location storage facilities. In case of automated internal
transportation, additional security means such as physically covered conveyor belts,
lockable units, lockable pallets etc. can be applied.

¢ Anti-theft protected transport shall be ensured (secure packaging) for the transmission

unit/ID sender with transponder (model-dependent component of the locking set).
5.12.3.6 Change and Version Management

e All product cybersecurity relevant components and software revisions in production
shall be documented.

e A management and tracking system shall be implemented in production to prevent
malicious alteration and systematically update product cybersecurity relevant
components.

e The compliance and impact to the requirements shall be reviewed in case of changes

in product cybersecurity relevant production processes.
5.12.3.7 Integrity Controls in the Production

e The integrity of product firmware shall be verified in production.

o NOTE: Possible solution: Digital signature check of the finalized system - product
development has to provide a corresponding mechanism and documentation
(according to product cybersecurity best practice).

e The integrity of cryptographic material and cybersecurity functionality shall be ensured
and verified in production.

o NOTE: Methods of verification include for example:

= Check of public keys by secure diagnostic unlock test via backend.
5.12.3.8 Information Exchange

¢ All product cybersecurity relevant exchange of information between the company (also

internal), customer, suppliers and business partners shall be encrypted.
5.12.3.9 Server and Data Storage

e Product cybersecurity relevant information shall be classified.
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e Product cybersecurity relevant information required for production shall be stored and

handled in an information management system.

o NOTE: Product cybersecurity relevant information required for production include

for example:

Cryptographic material
Bootloader software
Firmware

Calibration files
Access lists
Versioning information

Update information

e The information management system shall be hardened according to IT state of the art

technology (e.g. availability, confidentiality and integrity).

o Al IT systems that handle product cybersecurity relevant cryptographic material shall

be hardened in compliance to IT state of the art technology.

o NOTE: IT systems include for example:

Servers

Flash station

Exchange portals

Information management system
Production workstations

Mobile electronic storage devices (e.g. USB-sticks, hard drives etc.)

e |T systems that handle product cybersecurity relevant information shall be classified.

e Incase avirtual server is used, those virtual environments that are hosted on the same

physical server shall be comparable in terms of security requirements and their

technical implementation.

5.12.3.10

Access Control

e Access control according to the principle of least privilege shall be applied to all IT

systems that handle product cybersecurity relevant information.

o NOTE: Principle of least privilege includes for example:

Access only with a need to know
Withdrawal of access rights upon expire of need to know

Technical abstraction of access privileges (e.g. administration rights restriction)
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All required and implemented access control rights (approval, checks and deletion)
shall be maintained and checked regularly by a nominated department/person.
Access rights of the persons who no longer requires access in order to complete their
tasks (e.g. because they left the company) shall be immediately withdrawn.
Additional security requirements and measures regarding employees who are directly
involved and have access to cybersecurity related components and/or information shall
be defined and agreed with Human Resources. Such measures include additional
background check (as much as legally permitted), minimum employment times,
dedicated confidentiality agreements etc.
The usage of physical access control systems shall be documented in a traceable
manner and the traceability of the access needs to be guaranteed.
Access to product cybersecurity relevant cryptographic material (including computer
workstations) shall be protected by two-factor authentication.
o NOTE: For example two factor authentication can be:

= Password & hardware token (e.g. smartcard)
Access to hardware tokens shall be managed and tracked.
Admittance and access to the secure storage area shall be documented

comprehensibly.

5.12.3.11 Availability

Retention and usability of product cybersecurity relevant information and in particular
cryptographic material shall be ensured over product lifetime.

The availability of production relevant and cybersecurity related infrastructure shall be
ensured.

o NOTE: Availability can be ensured by for example:

=  Redundant infrastructure

5.123.12 Physical Security

Access to all areas involved in handling product cybersecurity relevant components,
information and activities shall only be permitted to persons who need access to that
specific area.

Access to product cybersecurity relevant IT systems in the plant shall be secured by an

additional physical security perimeter.

60


https://www.tuwien.at/bibliothek
https://www.tuwien.at/bibliothek

Die approbierte gedruckte Originalversion dieser Masterarbeit ist an der TU Wien Bibliothek verfligbar.

The approved original version of this thesis is available in print at TU Wien Bibliothek.

thele

(]
lio
nowledge

b

i
r

A production site plan illustrating the security perimeters for all product cybersecurity
relevant areas including infrastructure, activities and access interfaces shall be created
and regularly audited.
o NOTE: Infrastructure and activities include for example:

= Servers

= Network segmentation

= Flash process

= Closing cabinet
The penetration of product cybersecurity relevant areas by devices, which are not part
of the production process, shall be prevented.
o NOTE: Not part of the production process devices include for example:

= Sniffing devices (e.g. key loggers)

= Mobile electronic storage devices (e.g. USB-sticks, hard drives etc.)

= Network devices (e.g. wireless access points, routers, modems, switches)
The introduction of devices and personnel for intended changes within product

cybersecurity relevant areas and activities shall be approved.

5.12.3.13 Incident Response during Production

5.13

1)
2)
3)
4)

The incident response product cybersecurity responsible for each plant shall collect and
forward relevant product cybersecurity information from internal sources in the plant
organization to the product cybersecurity manager regularly.
o NOTE: Risk evaluation and event assessment is performed by the product
cybersecurity manager.
If the organization decides to apply an incident response, the plant responsible shall
participate in the response team and coordinate necessary actions in the plant.
o NOTE: Required actions in the plant include for example:
= Update rollout

= Plant internal communication

Project Team Role Descriptions

Describe method for naming roles and responsibilities
Describe method for naming people associated with each role
Describe how each person can find the deliverables for which they are responsible

Describe how each person can find their deliverables within the project plan
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5.14 Information Classification, Handling and Sharing

According to ISO/SAE 21434, organizations shall define the circumstances under which
sharing is required, permitted and prohibited, within and outside of the organisation. In order to
fulfill this purpose, Magna has established rules and procedures for handling and classifying

information.

Magna'’s and its customer’s information must be secured based on 3 key objectives as defined
in Magna'’s Information Security Policy: confidentiality, integrity and availability. For each
objective, three levels of potential impact on the business (unauthorized disclosure,
maodification, and disruption) must be assessed as either low, moderate, or high. For the
objective “confidentiality”, an additional naming scheme should be used where an “Intemal’
classification means there is low potential impact, “Confidential” means moderate impact and

“Strictly Confidential” means high impact.

5.14.1 Marking of Information

All Information (Confidential and Strictly Confidential) must be labelled or marked with the
appropriate information classification designation, in accordance with the Magna Information
Security Policy. All manifestations of the information must include such markings. No
Confidential or Strictly Confidential Information should ever be shared outside of Magna unless

there is a fully signed NDA in place.

5.14.2 Handling of Information

Magna Information Security Policy defines the rules for information handling in everyday
business use, which must be obeyed at MPT. Each company shall define the corresponding

rules for storing, copying, circulation, transmission and destruction of information.

5.15 Competence Management

In order to fulfill the required skill level, the persons dedicated to the cybersecurity roles shall be
selected according to company procedures. In case of differences within the skill levels the

persons shall be trained according to procedures.
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The following roles (as illustrated in the role responsibility structure)

e Product Cybersecurity Engineer

e Product Cybersecurity Manager

e  Subject Matter Expert for Cybersecurity

shall possess the skills specified in table 1.

General Skills Product Product Subject Matter
Cybersecurity Cybersecurity Expert for
Engineer Manager Cybersecurity

Product lifecycle Basic Basic Basic

management (PLM)

Testing Basic Basic Basic

(Component-, Subsystem.-,

System-, Vehicle Testing,

SW Test methods)

Change Management Basic Basic Basic

PLM Tools Basic Basic Basic

FMEA Tools Competent Competent Competent

FMEA Competent Competent Competent

Hardware Components Basic Basic Basic

Engineering (e.g. Bearings,

Dry-/ wet clutch, housing,

gears & shafts, etc.)

Project Management Professional Professional Basic

Project Management tools | Professional Professional Basic

Project Management Professional Professional Basic

Methods (Moderation &

Presentation)

Communication Professional Professional Professional

(i-e. intercultural

competence, conflict

solving, cooperation)

Quality Awareness Professional Professional Professional

Convincing & Negotiating | Competent Competent Competent

Skills

Customer Orientation Professional Professional Professional

GPMS Knowledge Professional Professional Professional

Manufacturing Knowledge | Competent Competent Competent

Analyses and Problem Professional Professional Professional

Solving (8D, Six Sigma,

Methods)

Process Knowledge Competent Competent Professional

Business economics/ Basic Basic Basic

financial basics

Market knowledge Competent Competent Professional

(e.g. Transmission market

global & suppliers)

Functional Safety Competent Competent Competent
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General Skills Product Product Subject Matter
Cybersecurity Cybersecurity Expert for
Engineer Manager Cybersecurity

Product Cybersecurity Professional Professional Professional

SW Versioning Basic Basic Basic

SW Lifecycle Mgmt. Competent Competent Competent

Programming languages

(e.g. ANSI C, Java, PERL, |Competent Competent Competent

Python, etc.)

Software Architecture Competent Competent Competent

Calibration Competent Competent Competent

SW Development Competent Competent Competent

SW Engineering Competent Competent Competent

Requirements Engineering | Professional Competent Professional

AUTOSAR Standard Competent Competent Competent

Concept and Methods

Embedded Automotive SW | Competent Competent Competent

Table 1: Skill matrix for product cybersecurity related roles

5.16 Quality Management

ISO/SAE 21434 requires a quality management system (such as International Automotive
Task Force (IATF) 16949 in conjunction with ISO 9001, Automotive SPICE, etc.) as prerequisite

to support cybersecurity engineering including change management, documentation

management, configuration management and requirement management.

5.17 Tool Management

Tools that are used for concept or product development (such as model based development,

verification tools), during production (such as flash writer, end of line tester), for maintenance

(such as on-board diagnostic and reprogramming) that could impact cybersecurity of an item,

system or component shall be managed. The management of the tools can be established by:

e Correct usage of the tools based on a user manual

e Protection against unintended usage or action

e Access control for the tool user

e Authentication of the tool
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5.18 Cybersecurity Monitoring, Event Assessment, Vulnerability

Management and Incident Response

Cybersecurity monitoring collects cybersecurity information on potential threats, vulnerabilities
and possible mitigations for items and components to avoid known issues and to address new
threats, and can serve as the input cybersecurity incident response activities. Cybersecurity
event assessment determines the criticalty of a cybersecurity event and launches
corresponding activities, whereas the vulnerability analysis examines weaknesses and
assesses if a particular weakness can be exploited to launch an attack. Cybersecurity incident
response occurs when an organization responds to a cybersecurity event. If a cybersecurity
event does not rise to the level of a cybersecurity incident, it is managed according to the

vulnerability management that tracks and oversees the treatment of vulnerabilities.3

The following established cybersecurity incident response policy and the corresponding
procedures set out the rules and procedures to be followed when responding to reported or
suspected cybersecurity incidents. For the product related cybersecurity it is provided until the

end of support for the product.

To maintain the trust of its employees, customers, and partners, and meet regulatory
requirements, it is essential for a company to do everything possible to protect confidential
information and systems in the face of a cyber-attack. The more a company is prepared to
respond to a potential cyber-attack, the faster any threat can be eradicated and the impact of
the threat on the business can be reduced more effectively. The “Cybersecurity Incident
Response Procedure” is intended to help quickly and effectively contain a cyber threat while
allowing normal business operations to continue. The actions outlined pay special attention to
protecting privileged accounts that provide access to critical systems such as databases,
applications, and networks. These include service, application and root accounts, network and

administrator accounts, and local domain accounts.
The cybersecurity incident response policy requires that any individual,

e who suspects that a cyber security incident has or is likely to have occurred, or;
e who receives a report of a cybersecurity incident from a contracted 3rd party (e.g.:

vendor, supplier, etc....)

63 ISO/SAE 21434 — Road vehicles — Cybersecurity engineering, draft for intended DIS
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shall immediately report the incident to the (Global) IT Service Desk. Personnel involved in
information security incidents shall cooperate fully with all teams assigned with responsibility to

investigate the incident.

5.18.1 Incident Response Procedure

5.18.1.1 Reporting and Assignment of a Security Incident

Any individual who suspects or learns of a cybersecurity incident (an “Incident”) shall report
such to the (Global) IT Service Desk. The (Global) IT Service Desk will assign any suspected
or reported Incident that might be classified as a Cyber Security Incident (see Examples of
Cybersecurity Incidents chapter) to e.g. Security Operations Center (SOC) for further

processing.

The SOC will assess the extent to which the Incident involves electronic information. If the
Incident does not involve electronic information, the SOC will assign the Incident to Corporate

Security for further processing.

5.18.1.2 Risk Assessment

The SOC or Corporate Security as required, will assess the potential impact of the Incident
through consultation with the reporter of the incident and/or related operations managers using
information classification as defined by Information Security Policy. The Incident Response will

be prioritized by impact severity.

5.18.1.3 Incident Investigation

SOC/Corporate Security will investigate the Incident with the responsible operations managers.
The SOC and Corporate Security may involve each other as required. Investigations may

include but are not limited to:

¢ In cases of electronic information incidents, forensic analysis of the affected device(s);

¢ Follow-up interviews with the employee(s) who reported the suspected cybersecurity
incident or other employees with knowledge of the incident;

¢ Follow-up interviews with IT staff responsible for the affected IT system; and

¢ Follow-up interviews with Physical Security staff responsible for the facility.
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Operations managers as advised by SOC/Corporate Security are responsible to secure
evidence as needed (e.g.: Logs, Videos from CCTV (Closed Circuit Television) systems or
even whole IT systems). Results of the investigation shall be documented within the Incident

Management System.

5.18.1.4 Low Impact Incident Recovery

SOC/Corporate Security will work with the responsible operational managers to recover from
the Incident and suggest measures to prevent such incidents in the future.

5.18.1.5 Moderate and High Impact Incident Handling

In the event an investigation into the Incident discovers proof that information has been
accidentally or intentionally destroyed, lost, altered, disclosed without appropriate authorization,
or accessed by a non-authorized third party, the strategy as outlined in Compliance and Legal

Obligations (5.18.1.7) is followed for further actions to be taken as required.

5.18.1.6 Examples of Cybersecurity Incidents

A cyber security incident is defined as any incident that potentially exposes internal, confidential
or strictly confidential information to anyone who has not been authorized to access the data or
anyone who abuses the access they have been granted.®* An incident may occur from an

external or internal source. The following are examples of security incidents but is not a

complete list; 4

o Asystemis breached by an external hacker

e Avirus, worm, rootkit, keylogger etc. compromises a system

e Alaptopis lost or stolen

e Auser gains access to unauthorized data through technical or social engineering
e A backup tape has been lost or stolen

e Athumb drive, CD, etc. is lost or stolen

e Auser uses his/her access in a non-authorized manner

e Data is sent by e-mail to non-authorized users

e A potential malicious E-Mail has been received (Phishing)

64 Chancellor Herzog (2006): Major Information Security Incident Response Policy
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e Ahard copy report s lost or stolen that contains company data

As these examples illustrate, security incidents may occur accidentally or from intentional

malicious activity.

5.18.1.7 Compliance and Legal Obligations

If at any point during an investigation it is determined that Personally Identifiable Information
(PIl) has been compromised, it shall be without delay escalated to relevant parties including the

data privacy department which shall complete a personal data incident report.
5.18.1.8 Updates

Updates are changes made to the hardware or software of an item or component during post-
development (i.e. operations and maintenance). The cybersecurity shall be preserved after the
updates. Updates can be issued for several reasons, e.g. cybersecurity vulnerabilities,
functional improvement, safety issues, etc.. Modifications of items or components which are in

the concept, development or production phases can be covered by change management.

How (e.g. over the air update, roll back of the update) and how long (i.e. duration of
cybersecurity support shall be agreed with the customer as part of the contract) the
cybersecurity related updates will be carried out shall be specified. In case of updates,

verification activities (including regression tests and re-testing for patching) shall be performed.

5.19 Product Cybersecurity

5.19.1 Requirements for Product Cybersecurity

The product cybersecurity during product engineering shall be compliant with ISO/SAE 21434.
For the application of ISO/SAE 21434, business unit/location specific procedures shall be
derived. It shall be ensured by business unit/location specific procedure that all work products

and requirements of the ISO/SAE 21434 are covered.

5.19.2 Requirements for Maintenance, Repair and Decommissioning

The product cybersecurity requirements for maintenance, repair and decommissioning shall be
compliant with ISO/SAE 21434. For the application of ISO/SAE 21434, business unit/location

68


https://www.tuwien.at/bibliothek
https://www.tuwien.at/bibliothek

Die approbierte gedruckte Originalversion dieser Masterarbeit ist an der TU Wien Bibliothek verfligbar.

The approved original version of this thesis is available in print at TU Wien Bibliothek.

thele

(]
lio
nowledge

b

i
r

specific procedures shall be derived. It shall be ensured by business unit/location specific

procedure that all work products and requirements of the ISO/SAE 21434 are covered.

5.19.3 Requirements for Key Management

If keys are used as security mechanism, the following requirements shall be fuffilled:

e As access to private keys is critical because it has the potential to disable security
mechanism, it shall be ensured that all private keys and the access to private keys are
classified as “strictly confidential” and the requirements for the classification are applied
accordingly.

e Since the key management system is used over the whole product lifecycle including
years after end of production, it shall be ensured that the key management system as
well as all items linked to it fulfill the retention requirements for Product Development

Records.

5.19.4 Requirements for Accessible Data

If data is accessible to the customer by a tool (e.g. service tester), it is only allowed to provide

information which are classified as:

e Public

e Internal

Any other accessible information shall be evaluated per case and need to be approved by

management.

5.20 Incident and Escalation Management for Product Cybersecurity

The incident and escalation management for Product Cybersecurity is based on a comparable
process as shown for the company cybersecurity (see chapter 5.18). Table 2 illustrates the

comparison of incident and escalation management for company and product cybersecurity.
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Company cybersecurity

Product cybersecurity

Reporting and Assignment of a Security
Incident

Incidents reported by customer / OEM
Responsible: Customer liaison within plant
AND monitoring of incident databases
Responsible: Product Cybersecurity
Manager

Risk Assessment

Based on reported / monitored incident
Threat analysis and Risk Assessment
(TARA) is performed

Responsible: Product Cybersecurity
Engineer

Incident Investigation

Based on TARA the potential impact of the
incident is evaluated and it is checked if
potential attack is successful

Responsible: Product Cybersecurity
Engineer

Low Impact Incident Recovery Trigger Global Escalation
Moderate and High Impact Incident Handling | Responsible: Product Cybersecurity
Manager

Updates

Based on results of Global Escalation the
product is updated accordingly
Responsible: Product Cybersecurity
Manager

Table 2: Comparison of Incident and Escalation Management for company and product cybersecurity

The relation between product and company cybersecurity is shown in Figure 32.

( Product
Security
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(Automotive) S
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Figure 32. Relation between product and company cybersecurity®®
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521 Lessons Learned

By means of lessons learned, following processes shall be instituted and maintained:

a) Experiences gained from previous applications, including experience gathered from
observation of internal and external information shall be reflected to existing processes,

templates and documentation

b) Learning from information obtained regarding products of similar application in the field

shall be used to adapt the existing processes, templates and documentation

c¢) Derived improvements shall be applied during the cybersecurity activities regarding

subsequent projects;
d) Lessons learned shall be communicated to the appropriate persons; and
€) Adequacy of the rules and processes shall be evaluated

Moreover, with lessons learned, the company shall take proactive measures by making any
necessary updates/alignment. Attack goals, attack paths and possible threats (i.e. TARA
template) shall be updated based on lessons learned from previous projects and observation
of internal/external information. Closed cybersecurity incidents shall be used as a source of

lessons learned.
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6. Validation

In order for a master thesis and the related study to be reliable, the content shall be validated.
Due to the qualitative nature of this academic work, as a validation method, a credibility-check
by means of expert reviews is chosen. Based on this approach, 4 cybersecurity experts of
Magna Powertrain were requested to review the generated overall cybersecurity management
policy document. The comments were provided directly in the draft document which was stored
in a global Sharepoint and the findings were corrected by the author of this thesis. By this mean,
all the experts were able to see the previous comments as well as include their own additional
comments. After each review round, a follow up session with the reviewer was conducted to
ensure all the findings were taken into account and mitigated. Moreover, additional face to face
meetings were scheduled whenever necessary to discuss with the experts in detail. The
overview of the validation process can be found in Figure 33, where inspection stands for the
detailed review by the cybersecurity experts and preparation reflects the draft version which

was sent for review.

Preparation ework ma Follow-Up

Figure 33: Validation Process

The validation process described above, resulted in 38 findings, hence changes, that were
incorporated into the overall cybersecurity management policy document.

Furthermore, the content was checked against ISO/SAE 21434 to ensure compliancy with the
standard, which is accepted as the state of the art since it is developed in cooperation with many

companies (OEM, Tier1-n) throughout the world.
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7. Conclusion

The motivation of the thesis roots from one of the biggest challenges in automotive industry,
namely how to deal with cybersecurity risks and the impact of those risks on projects. Although
the impact of cybersecurity could be so big that could be sufficient to demolish the company,
most companies are not aware how to deal with those risks, in addition to how to reduce the

project related cybersecurity risks.

As proven by the quantitative survey, which was conducted by SAE and Synopsys with 593
participants, the companies are either not aware of the potential harms of cybersecurity or they
do not establish program or team to deal with the related risks, although they see a highly
likelihood of a malicious attack. Furthermore, the quantitative data (i.e. moderation of a break-
out session at the OSS.5 conference) unearthed the importance of overall cybersecurity policy
in automotive industry, which was justified by the brainstorming sessions with the experts and

academicians from the automotive industry.

The existing state of the art standard ISO/SAE 21434 underscores the topics to be covered in
an overall cybersecurity strategy and emphasize the importance of cybersecurity in automotive
industry; nonetheless, it does not support companies substantially when it comes to realizing

the overall cybersecurity policies.

The aim of the thesis was to reduce the potential cybersecurity risks in a project by creating an
overall cybersecurity policy. For this purpose, first the importance of the topic was analyzed by
means of a quantitative survey, a moderation session of a conference and self-assessment,
which was conducted by a well-known consulting company. Moreover, in addition to the
analysis of the status quo, all the important terms related with cybersecurity were explained to

help people without a technical background in the field to comprehend the topic.

As shown in Figure 6 and 7, most of the recommendations regarding overall cybersecurity
management require low effort to implement and their risk reduction effects are mainly high.
This also indicates the fact that creation of an overall cybersecurity management policy and
addressing the recommendations of Figure 6 and 7, will help companies to reduce their
cybersecurity related project risks extensively that requires less than 3 months to implement.
The overall cybersecurity management policy shall be the first priority of the companies. By
considering all the explanations given above, an overall cybersecurity management policy will
reduce the cybersecurity related project and company risks, which comprises the coordinated

activities to direct and control an organization with regard to cybersecurity risks.
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The personal opinion of the author is that, cybersecurity will be even more critical in the future.
A company specific overall cybersecurity policy will smooth the way to deal with the
cybersecurity risks as it contains all the relevant topics such as mission, vision and principles of
the company about cybersecurity, responsibility distribution (RASIC), role structure, definition of
necessary roles, cybersecurity governance, information classification, handling and sharing,
competence management, cybersecurity monitoring, incident response, quality management,
tool management, escalation management and lessons learned. So far, in the literature there
is no publicly available solution which explains the companies how to deal with cybersecurity
risks at a project and how to create an overall cybersecurity management policy.

The main contribution of the author is explaining about all these topics that are mentioned in
ISO/SAE 21434 at a high level as well as defining strategies and requirements how to realize
them. Furthermore, the people who do not have technical know-how on cybersecurity were
familiarized by providing all the necessary background including the required definitions.
Moreover, what can contribute the most on cybersecurity risk reduction, which is cheap, quick
to implement yet still very effective was analyzed, which lead to the creation of this overall

cybersecurity management policy.

In order to give a better insight about the thesis, the conclusion will focus on answering 3 main

questions: Why, How and What.

WHY As can be concluded from the quantitative survey and moderation of a break-out session
at a conference (i.e. qualitative data), an overall cybersecurity policy is very significant to deal
with the cybersecurity risks. The quantitative survey emphasized the fact that the automotive
industry is neither ready nor they know how to proceed. There is a lot of vulnerabilities especially
at the supplier level, which shall be addressed. The ongoing standard ISO/SAE 21434 lists only
the topics that are significant for cybersecurity, but it does not guide the companies how to deal
with the related cybersecurity risks in detail. Therefore, there is no sound solution proposal to

deal with the cybersecurity risks.

HOW In order to reduce potential cybersecurity related project risks, the easiest, most effective
and quickest way is creation of an overall cybersecurity policy. By using the policy provided in
this thesis, each (automotive) company can adapt/create a company-specific cybersecurity

policy. It is recommended to use the synapsis provided to define the topics to be covered.

WHAT Creation of an overall cybersecurity management policy based on quantitative and

gualitative data in order to reduce the potential project risks. Furthermore, ensuring the created
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cybersecurity policy is in compliance to the ISO/SAE 21434 standard as to be able to claim

following the state of the art as part of product liability.

The why, how and what parts already answers in general how the research questions were
answered. Due to the fact that there are cybersecurity vulnerabilities at different companies and
projects (see chapter 2.2), a systematic overall solution is required to deal with the
corresponding risk. This overall cybersecurity management policy shall be in compliance with
the existing state of the art (i.e. ISO/SAE 21434). Hence, the framework of the policy (Figure
25) as shown with a synopsis is based on the ISO/SAE 21434 standard. The synopsis also
comprises the content to be covered in an overall cybersecurity management policy. The
qualitative and quantitative data collected not only highlighted the importance of such an overall
cybersecurity policy, but also how this policy can reduce the cybersecurity risks at a project.
Therefore, the created project and company overall cybersecurity policy aims at reducing the
project cybersecurity risks. Finally, the concept was validated by a qualitative validation method
in the form of expert reviews, which were conducted by many cybersecurity experts who are

working at Magna Powertrain Transmission Systems and Driveline Systems Divisions.

It is recommended as a next step, to elaborate the defined policy in order to write cybersecurity
processes including the people who are responsible, creating the necessary templates for the
relevant work products and defining project and/or location specific guidelines. Furthermore,
the overall cybersecurity management policy shall be a living document with a constant
progress. As the threat, risk, state of the art (e.g. ISO/SAE 21434) changes, the document has
to be adapted accordingly. Therefore, the overall cybersecurity management policy was
created as a screen shot of the available information during the course of this academic work.

The proposed relation between the policy, process and guidelines are shown in Figure 34.

nlteration nlteration nteration

Overall Cybersecurity Cybersecurity Management Cybersecurity Management
Management Policy Process Guidelines
This Thesis Future work (company specific)

Figure 34: Proposed relation between the cybersecurity policy, process and guidelines

This thesis identified the cybersecurity risks qualitatively, future studies could address the risk
reduction quantitatively to better understand the implications of these results. Besides, a further
study can reveal the relation between project risks and the related costs and how much costs

can be reduced by means of applying an overall cybersecurity management policy.
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A.2 Survey (19 Pages)
A Study of Automotive Industry Cybersecurity Practises®?
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Securing the Modern Venicle:

A Study of Automotive Industry
Cybersecurity Practices

An independent study commissioned by
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Executive Summary

Today’s vehicle is a connectad, mobide computsr, which has introducsed an issus the automotive industry has
little experience dealing with: cybarsscurnity risk. Automotive manufactursrs have become as much software as
transportation companies, facing all the challenges inherent to softwars sacurity.

Synopsys and SAE International partnered to commission this independent survey of the current cybersecurity
practioes in the automotive industry to fill a gap that has existed far too long—the lack of data needed to understand
the automotive industry’s cybsrssourity posturs and its capability to address software security risks inherent in
connected, softwars-enabled vehicles. Ponemon Institute was selectad to conduct the study. Researohers surveysd
663 professionals responsible for contributing to or assessing the security of automotive components.

Software Security Is Not Keeping Pace with Technology in the Auto
Industry

When automotive safety is a function of software, the issue of softwars security becomes paramount— particularly
when it comes to new areas such as connected vehicles and autonomous vehicles. Yet, as this report demonstrates,
both automobile OEMs and their suppliers are struggling to securs the technologies used in their products. Eighty-
four percent of the respondents to our survey have concerns that cybersecurity practices are not kesping pace with
the ever-evolving security landscape.

84% 30% -394
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Automotive compansss ane stll building up nesded cybemecurity skills and resources. The security professionals
surveyed for our report indicated that the typical automotive crganization has only nine ful-tims employses in its
product cybersecurity managament program. Thirty peroent of respondents said their organizations do not have an
ectabliched product oybarsecurity program or team. Sixty-thres percent of respondents stated that thay tect loes
than half of hardware, software, and other technologies for vulnerabilities.

Prassure to mest product deadlines, accsdental coding edrors, lack of education on secure coding practces, and
vulnerab@ity teeting ocourning too late in production are. some of the most common factors that render softwars
vulnarabties. Our report illustrates the nesd for mors foous on cybersacurity; securs coding training; automated
toois 1o find defects and ssourty vulnerabditiss in source cods; and softwars composition analysis 1ools to identfy
third-party componenis that may have besn introduced by supplars.

Software in the Automotive Supply Chain Presents a Major Risk

While most automotive manufacturars otill produce some ongina! equipment, their trus strength is in reeearch and
devalopment, designing and marketing vehicles, managing the pars supply chain, and assembling the final product.
OEMe mely on hundreds of independsnt vendors 1o supply hargware and softwars components 1o deliver the latest in
vehichks taechnology and design.

Seventy-thres percent of respondents surveyed in cur report cay they ame very concemnad about the oybersecurity
posture of automotive technologiee supplied by third partios. Howewver, only 44 percant of respondents eay thair
organizations impose oyberseourity raguirements for products provided by upsiream suppliers.

Connected Vehicles Offer Unique Security Issues

Automakess and their suppliers alzo need 1o consider what the connsoted wehicls means for consumer privacy and
egourity. Az more conneoted vehicles hit the roade, sofiwars vulnerabilitics anre bacoming acosessble 1o malicious
hackers using callular networks, Wi-Fi, and physical connections to exploit them. Fadure o address thees ricks might
be a costly mistake, including the impact they may have on consumsar confidence, personal privacy, and brand
reputation.

Respondents 1o our survey viewed the tlechnologies with the greatest risk 1o be BF technologies {such as Wi-F and
Blustooth), telematics, and ssli-criving (autonomous) vehicles. This suggests non-critical systems and connectivity
are low-hanging fruit for attacks and should ba the masn foocus of cyberesourity efforts.

Conclusion

Az will be clear in the following peges, survey respondsants in a myriad of
eactors of the industry show a significant awareness of the oybersecurity
problem and have a strong desire to make improverments. Of concern is
the 62 perocent of reepondents wiho do not fesl smpowerad 10 raise thair
conoames up their corporate ladder, but efforts such as this report may
help to bring the neadsd vislkility of the problem to the exaoutive and
boardroom level.

Just as lean manufacturing and IS0 8000 practices both brought greater
guality to the automotive industry, a ngorous approach to cybarseournty is
vital 1o achiave the full range of benefite of new automotive technologies
whils preservng quality, safsty, and rapid tims 1o markst.

Securing the Modern Vishicle: & Study of Automotive Industry Cybersecurity Practices 2
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Organizational Dynamics and Challenges

A, Even though they see a clear danger, respondents do not feel they
A can raise their concerns about cybersecurity to upper management.
Sixty-two peroent of those surveyed say a malicious or proof-of-concspt attack against automotive technoiogios
iz likaly or very ikely in the next 12 months, but 89 percent ravaal that they co not feel empowerad to raise their
concems up their chain of command.
Az shown in Figurs 1, more than half (B2 percent) of respondants are aware of potential hamm to drivers of vehcies

because of insscurs automotive technologies, whether developed by third parties or by their organizations. Howewver,
onby 31 parcent say they fosl empowered 10 raiss security concerns within their organizations.

Are you aware of There is a critical

potential harms to oo, Cybersecurity disconnect

drivers? in organizations—those
most knowledgeable

Do you feel empowered il apout security fEEfl

to raise concerns? o powerless to highlight

their concerns.
Figure 1. Awansnocs of potential harms o drivers exists but concams arg not vosced,
“Yeo© recponces precentsd

Despite those concemns, there is a lack of product cybersecurity
teams and programs.

- Very likely 27%
In your opinion, how likely is a malicious or proof-of-concept ;
(i.e. security research) attack to cccur against automotive - Roady Gl
software/technology/components developed or in use by your . somawnar likety 2904
organization over the next 12 months?

= Mot likely 15%

Do you feel empowered to raise concerns about the security of * '8 31%
automotive technology in your organization? - No 590

Securing the Modarn Vehics: A Study of Automotive Industry Cybersecurity Practices 3
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Thirty percent of respondents overall zay their organizations do not have an established product cybersecurity
program or team. Cnly 10 parcent say their organizations have a centralized product cybersecurity team that guides
and supports multiple product development taams.

= Product cybersecurity is part of the traditional IT cybersecurity 0%
team (typically under a global CIS0)
= Product cybersecurity is part of the functional safety tsam 17%
Whlch of the f"‘""""""”Q besi , " ¥Wehavs a centralized product cybersecunty tsam (i.e. centsr
describes your organization's of excellence) that guides and supports muitiple product 0%
approach to product development tsams
Gyber‘se?urlty? Please select | We have a decentralized product cybersecurity team, with
one choice only. cybersecurity experts attached to specific product development 2304
teams

We do not have an established product cybersecurity
program or team

When these data are broken down by OEM or suppber (Fgure 2), 41 percent of respondents in suppliers do not have
an established product cybersecurity program or team of any kind. In contrast, only 18 percent of OEMs do not have
a product SecUrity program or team.

Product cybersecurity is part of the 25%
traditional IT cybersecurity team

([typically under a global CIS0O)

Wi have a decentralized product
cybersacurity team, with cybersscurity
experts attached to specific product
development teams

25%

21%

Product cybersecurity is part of the
functional safety team

el 0 L

product cybersecurity program

= B -
W hawve a centralized product

ooy con o cors [N [ o=

of excallence) that guides and

supports muitiple product - 6% . Automotive supplier
developmeant teams

Figure 2. Which of the following describes your organization's approach to product cybersecurity?

Securing the Modarn Vishicle: A Study of Automiotive Industry Cybersecurity Practices 4
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T

A significant parcentage of suppliers are overiooking a well-established best practice: to employ a team of
experts to conduct sacurity testing throughout the product development process, from the design phass through
dscommissioning-

Automotive companies lack necessary cybersecurity resources
and skills.
The majority of the industry respondents believe they do not have appropriate levels of resources to combat the
cybersacurity threats in the automotive spacs.

On averags, companies have cnly nine full-time employees in their product cybersscurity management programs.
Sixty-two percent of respondents say their organizations do not have the necessary cybersecurity skills. More than
half (61 percent) say they do not have enough budgst and human capital to address cybersscurity risks.

Does your organization allocate enough resources (i.e. budget * ¥¢ 49%
and human resources) to cybersecurity? - No 519
Does your organization have the necessary cybersecurity skills _* ¥8¢ 38%
in product development? - No: 62%

- Lessthan 5 30%
How many FTEs participate in product cybersecurity i ami0 %
management programs in your organization? - 1110 20 18%

+ More than 20 8%

Securing the Modarn Vishicie: A Study of Automotive indusiry Cybersecurity Practices 5
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Technical Dynamics and Challenges

Wehiclas are now essentially a mobde [T entarprise that includes contral systems, rich data, infotainment, and wirsless
mesh communications through multiple protocols. That connactivity can extand to the driver's personal electronic
devices, to other vehicles and mfrastructure, and through the Intemet to OEM and aftermarket appbcations, making
them targets for cyberattacks. Unauthorzed remote access 1o the vehicls network and the potental for attackers 1o

pivot to safety-critical systems puts at rick not just drivers’ personal information but their physical safiety as well.

Automotive engineers, product deveiopers, and IT professionals lighlighted several major security concern areas as

well as security controls they use to mitgate nisks.

=) A majority (84 percent) of respondents are concerned that cybersecurity

10 ] practices are not keeping pace with changing technology.

“dor2 6%
How concerned are you that your organization's cybersecurity | 5 ‘45
practices are not keeping pace with changing automotive
technologies? - 5arg 250
1 = not concerned to 10 = very concermned L =
= Sorio 37%

Technologies viewsd ag causing the greatsst nisk are RFE tschnologies, telematics, and self-dnving vehicles. Of the
technological advances making theer way into vehicles, thess three ams ceen 1o pose the greatest oybernecurity nsks.

Organizations should be allocating a larger portion of their resowrces 10 reducing the risk in these technoiogies.

Bespondents say that prassurs 1o meet product deadlines (71 percent), lack of understanding/traming on saours
coding practices (B0 percont), and accidental coding emors (5 percent) are the most common factors that lead to
vulnerabdities in thes technologies. Engaging in securs coding training for key staff will target two of the main causss

of software vulnerabilives in vehicias.

= Infotainment systems 3%

- Powertrain controf units 46%

= S0C systam on chip-based components 443

- Self-driving (autonomous) vehicles 58%;

Which technniogies_po;e the . Sofiware-focused servce provider (g.g. cloud, msurance B4
greatest cybersecurity risk? provider, Streaming senvice, eto.) B

Select all that apply. B cehipabal %

~ \Sigerng systems 45%

- Electrification componsnis 17%

= Cameras 20%

* RF technologies (s.g. Wi-Fi, Bluetooth, Hot spots) B3%

Securing the Madarn Vehicsa: & Study of Automotive Industry Cybersecurity Practices B
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= Accidental coding errors 55%

= The use of insecurs/outdated open source softwars componsnts 40%:

= Malicious code injection 23%

What are the primary factors
that lead to vulnerabilities in

the automotive technologies . | ack of understanding/training on securs coding practices  60%
developed or in use by your

= Lack of intermnal policies or rules that clarfy security requirements 26%

organization. * Pressure to meet product deadlines 7%
- Lack of quality assurance and testing procedures B0%
Select the top four factors.
= Product development tools have inherant bugs 30%
= Incorrect permissions 18%
= Back end systems 16%

@ Security patches and updates are a challenge.

Only 38 percent of respondents say their software updats delivery modsl addresses critical security vulnerabilties in a
timahy manner.

Does your organization’s software update delivery model " e 39%
address critical security vulnerabilities in a timely manner? - No 61%

As shown in Figurs 3, 66 percent say security patches and updates for vehicles in-markst are delivered through
procured softwars, componsnts, and systems. Fifty-one percent say this happens through winsless communications
connected 1o personal electronic/computing devices.

B65% Through procured software, components, and systems

519, Through wireless communications connacted to personal electronic/
computing devices

459, Aftermarket maintenance

3% Other .

Figure 3. How doses your organization deliver security patches and updatss for vehicles in-market?
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Onby 37 parcent say they uss over-the-gir (OTA) updates to debver secunty patches, but more than 50 percent say
they will do so in the naxt B years. This suggsests the need for an indusiry standard for ssoure OTA updates.

- Yos, in 1 to 3 years 33%
If you don't deliver OTA updates, do you plan to in the * Yos, in 310 5 years 23%
future? « Greater than 5 years &5

= Mo plans 1o deliver OTA updates  35%

Firewalls and gateways are the most common security controls
incorporated into vehicles.

Sinty-four percent of iespondents incorporats firewalle and B8 percont use gatsways as key securnity controls.

Firewalls Machine Whitelisting Other
learning

Figure 4. Doss your organization incorporate seournty counter measunss in its vehicles?

A majority of companies use key management systems, but

43 percent still use a manual process.
Sixty-three parcent of respondents say their organizations use ksy managsment systams (the managsment of
crypiographio keys, including generation, exchangs, siorage, uss, and replacement of keys). As shown in Figure B,

BE peroent uss a central key management systsmysanver while 46 percant have a formal key management policy. Yat
43 percent uss & manual process for key management, imiting its ussfuiness and hampsring ssourity.

Ciantral key management systam/esner 58%
Formal Key Management Policy [KMF)

Manual process (8.9, spreadshest, papsr-basad)
Hardware security modules

Other I 0

Figure 5. What key management systems dogs your organization presantly use?

Securing the Modern Vahicks: A Study of Automotive Industry Cybersacurity Practicas 8
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Product Development and Security Testing Practices

Cur survey gquestions targstsd the secunty practices that companies employ in teir product development. An
established besi praciics is 1o uss a risk-based, process-driven apporoach o oybersscurity, mtegrating it into the
entEs product cevelopment Be oyola.

0 The survey found security vulnerabilities are being assessed far too
late in the product release process.

Only 47 percent of companies assess vulnerabities in the requirenmants and design phass or the developrment and
festing phase (ses Figura B).

19% 18%
Requirements Development Post release After integration into the Post
& design & testing phase vehicle network production
phase phase releaze

Figurs 6. Whan dunng the development life cyole doss your crganization asssss automotive software/technology/
compaonsnts for esourity vulnerabilities?

This prooess is contrary to the guidancs of SAE J3081™ Cybersecurity Guidebook for Cyber-Physical Vehiole
Systems, ' which advooates for a rigk-based, prooess-driven approach 1o oybersecurity throughout the entire product
development iifs cycle.

Advantages of Integrating Security into
Product Development

1. Integrating security cONCepts iNto product design achieves

higher secunty than applying securty controls post
production.

2. Rizgks and wulnerabilities are identified early, and appropriate
securty controls can be apphed.

3. This i3 a vastly more efficient way to apply mited
cybersecunty resowrces and normalizes cyDerzecurity COsts
a5 a crtical piece of the product development discipiing.

J3061 is the world's first automotive cybarsecurity stendard, and it is a valuable tool 1o incorporate oybserseourity
prooessss into product developmant.

1 SAE J3061™ Cybersecurity Guidebook for Cyber-Physical Vehicle Systems, SAE Intemational, January 2016
Securing the Modarm Vehicks: A Study of Automotive Industry Cybersecurity Practices ]
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A Failure to perform adequate security tests leads to vulnerabilities.

Sixty-three percent of nespondents state that they tect less than 50 percent of hargware, softwars, and other
technologiss for vulnerabifives. Additicnally, 71 percent believe that pressune to meet product deadlines is the primary
factor kkading 1o secunty vulnerabilitiss. These responses suggest that fow software/technology/components are
beng tested in order for organizations to mest deadlines.

- None 25%
What percentage of = Loss than 25% 12%
automotive technology - 26% to 50% 260,
used by your organization
is tested for cybersecurity " AR TN 2%
vulnerabilities? - 7B% to 100% 14%
Total 100%
 Socurnty-retated recalis 21%
. A - Damage to supply chain partner relatonships B2%
What negative business
impacts are caused by - Delayed or missed release dates 67%
insecure automotive + Unintanded interaction between components during 590,
technology used by your integration testing
organization?
= Regulatory impacts, sanctions, o fines 8%
= Mot aware of any adverse events 28%
= Accidental coding errors BE%
= The use of insecurs/outdated open source software A0%
COMponents )
= Malcicus code injection 23%
= Lack of internal policies or rules that clanfy security g5,
What are the primary factors requUirsmants =
Ieadlng tﬂ WInembllm_es inthe . Lack of understanding/training on secure coding practices B0%
automotive technologies used ;
by your organization? + Pressura to meet product deadlines 71%
= Lack of quality assurance and testing procedures B0
= Product developmant tools have inherent bugs 38%
= |ncormect panmissions 18%
- Back and systems 16%
The prassure 1o mest deadlines lsads w0 inadequate securty testing, whech causes the very vulnerabilities that
companies seck to avoid.
Securing the Modern Vehicia: & Study of Automotive Industy Cybsrsecurity Practices 10
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Vulnerabilities and quality issues are a result of the lack of consistent
¥ UsSe of secure software development life cycle (SSDLC) practices.

Over 33 peroent of the industry is not using acceptad SSDLC practices, and 60 psrcent say their companies have a
lack of understanding or training on secure coding practices.

- Yeg, intemally 36%

Does your organization follow an internally or externally
published Secure Software Development Life Cycle (SDLC) * Yes, externally 20%
process for automotive software/technology/components?

* No 36%

Sixty percent of respondents say a lack of understanding/training on secure coding practicss leads to vulnerabilities
in automotive softwara/technology/componsents. Fifty-five percent cite accidental coding ermrors.

l Other 2%

Figure 7. What are the primary factors that lead to vuinerabilities in automotive softwara/technology/components?

¥ &qlflﬁbi‘ill(l n
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The industry’s most common security activities are security patch
management, penetration testing, and dynamic security testing (DAST).

RBespondents state the most common technigques to sscurs automotive technologies ars sscurity patch management

(61 percent], penstration testing (66 percent), and dynamic security testing/DAST (49 percent). Interestingly, thess ars
all tachniguss used at later stages of the ife cycle.

This is another llustration of the gensral theme that cybersecunity is not being fully integrated throughout the system
devaelopment ife cycle—in particular, at the early requirements, design, and testing and developmeant phases.

Security patch management
Penetration testing

Dynamic security testing/DAST
System debugging

Static analysis/SAST (automated)
Security requirements definitions
Data masking or redaction of live

data (during testing)

Educate developers on secura
coding methods

Code review (manual)

Run-time applicaticn self-protection
Threat modeling

Fuzz testing

Software composition analysis
Secure architecture design
Identification method

Other

Mone of the above

Figure 8. What activiies does your company uss to secure automative softwaratechnology/componants?
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Supply Chain and Third-Party Component
Challenges

The automotve industry's compiax and disparate supply ohain is @ major oulprit in causing guality issuss rendering
saourity vulnarabiliiss. The frequent integration of thind-party components, softwane, communications protocols, and
applications often introduoces threat vectors that OEMs must address. Sevaral key takeaways are relatad to these factors,

A Vulnerabilities in the automotive supply chain present a major risk.

Seventy-thres percent of reepondsnis ars very concemed about the oybersscunity posiure of automotive technologies
supplisd by third parties. Sixty-eight percent are also very concemed about the cyberssournity postune of the industry as a
whola.

Only 44 percent say their organizations imposs cybenssourity requirements for products provided by upetream supplisrs.
A targst initiative for manufacturers shouid be 1o develop appropriate sscurity reguiremants along with other technical
requirements for supplers’ software, hardwars, and systems.

739 The oybarsecurity posture of automotive softwans/technology)
o components supplisd by a third party

A mabkcious actor may target the softwara/technology,
componsents or vehicles produced by your organization

The oybarseournty of the automotive ndustry as a whole
Cybersgcurity practioes are not keeping pace with changing
automotiva technologes

The oybarseourity posture of automotive softwans/tachnology)
componsents developed by your organzation

Regulatony cybarsecurity requirsmants in the automotive industry
ane not very clear or well-defined

Ragulatony oybarssourity requissments in the automotive industry
ans not keeping pace with changing automaotive echnologiss

k
||
.
- |
-
|
1)
=
|

Figura 9. Very high concsms about oybersscurity practices and posturs
1 = not concamed to 10 = very conoemsad, 7+ regponsas prosenied

Education on secure coding methods is not being prioritized.

Only 33 percent of respondents say their organizations educate developers on sacurs coding methods. Sixly percent say
a lack of understanding or raining on securs coding practicss is a pimary factor that lesads to vulnerabilities.

What activities does your
organization employ to
secure automotive software/
technology/components?

« Educate developars on secure coding methods J3%

Securing the Modsrm Wehicks: & Study of Automotive Industry Cybersecurity Practicas 13
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Conclusions

Survey respondents show a significant awareness of the cybersecurity challenges facing them and a desirs to
improve, tempersd by concerns that they do not feel empowered 1o raiss these issuss to semor managsement.
Bespondents have an excellent understanding of perhaps the most important tenst of the cybsrsecurity discipline:
engaging in cybersecurity throughout product developrmsent.

Finding the right combination of peopls, processses, and technology is the key to success. Solutions exist to despen
the ability of sscurity professionals currently engaged in security initiatives as well as those new to the procsss of
developing an efficient and effective approach to security, such as thees resourcos:

+ SAE J3061™ Cybersecurnty Guigebook for Cyber-Physical VYahicle Systems describss a cybersscurity prooess
framework from which an organization can develop an internal cybersecurity process 1o design and build
cybersecurity into vahicle systems.

= The Mational Instituts of Science and Technology (MIST) i a valuable and free resource for security knowledge and
best practices (e.g. the MIET Special Publication 800 serisg).

= The Building Security In Maturity Model (BSIMM) and the Synopsys Automotive Sscunity resource page can help
organizations develop a security initiative and mest security, safety, reliability, and compliance reguirsments for
automotive softwars.

These solutions advocate developing and utiizing a risk-based, process-driven approach that binds cybersscurity to
the entire product development life cycle and the sscure software development e cyole.

Cybersecurity training is al=o a critical investment that not only targsets one pain point respondents shared in the
sunvey but also pays dividends far into the futurs, helping to build a culturs of sscurity throughout an enterpriss.

The automotive industry also has resources to enhance knowledge of emerging security issuss and trands, develop
professional networks, and contributs to industry-wide security.

= The Automotive Information Sharing and Analysis Center (Auto-1SAC) s a valuable forum for security professionals
to share and analyze inteligence about emerging cybersscurity risks to the wvehicle, and to collectively enhance
automotive industry cybersacurity.

= SAE International has several cybersacurity groups developing standards, guidelines, and best practices, provides
professional development training, and hosts conferences and events to keep the industry abreast of the state of
the practics.

The concerns about supply chain risks notad in this report can be addressed or even mitgated by paying close
attention 1o the requirements phase of the devslopment life cycle. This may involve working closely with suppliers to
identify weaknesses in the design or architecturs of relevant components. Additional assurances can be achieved by
conducting periodic reviews of supplisrs’ cybersecurity processes or imposing cybersecurity assurance requirements
on supplier agresments.

Cybersecurity shouldn't be viewed as a cost canter and tacked on at the end of production, but instead should be
programmed into every step of the systems enginesring process that guides the entire product development life
cycle—notably, the secure software development ife cycle (S3DLC). Automotive COMpPanies can enjoy a wide range
of solutions through guidance, best practices, and standards that have aready been developed in other industnes.

This rigorous approach to cybersacurnity is vital to achisve enhanced safety whiles ensuring security, quality, and rapsd
time to markst.

Securing tha Modam Vehicie: A Study of Automotive Industry Cybersecurity Practices 14
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Methods

A sampling frame of 15,800 IT security practitioners and enginesrs in the automaotivie industry wers selected as
participants in this survey. To ensure knowledgeable responsas, all respondents are involved in contributing to or
assessing the security of an automotive component. Table 1 shows 677 total returns. Scresning and reliability checks
required the removal of B4 surveys. Our final sample consisted of 583 surveys, or a 3.7 percent response rats.

Table 1. Sample response Freq. Pct:
= Total sample frame 16,800 100.0%
= Total returns 677 4.3%
= Rajectad surveys 84 0.6%
= Final sample Ba3 37%

Pia Chart 1 reports the respondents’ position in participating organizations. By design, mare than half (60 percent
hold engineer or higher-ranked positions.

‘\l

Senior Exsoutive/vP 21%

m Director 13%

Manager

m Supervisor
Enginesr

Pie Chart 1. Current position within the organization

Technician

Staff

Contractor

Cither

Az shown in Pie Chart 2, 23 percent of respondents report to the chief information officer, 21 parcent report to the
head of product engineering, 15 percent report 1o the head of DevOps, and 16 percent report to the chief information

sacurity officer.

Pie Chart 2. Primary person you of your leader reports to

Chief Information Officer m

Head, Product .
Enginesring
Head, Devlps

Chisf Information
Security Officer

Chief Technology Officer [

Head, Cuality Assurance

Compliance Officer

Chief Risk Officer

Ganeral Counsel

Data Center Managamant
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Az shown in Pig Chart 3, the majority of respondents” organizations (B0 percont) are headquartered in the United
States. Another 12 percent have headguarers in Europe, and 10 percent ars located in Canada.

United States nca.
{including Mexico)

m Europe Azia-Pacific

m Canada m Meddis East & Africa

Pie Chart 3. Company hesadguarters

As shown in Pia Chart 4, 66 percent of reepondents are from organizations with a giobal headoount of mone than
B,000 employees.

Lezs than 6,000 m 26,001 1w 76,000
6,000 to 10,000 Mora than 75,000
m 10,001 to 26,000

Pie CGhart 4. Worldwids headcount of the crganization

When acked 1o choose the rangs that best approximates the total imvestment in terms of technoiogias, personned,
managed or outsourced sonsoas, and other cash outays, b7 percent of reepondents said their organizations are
spending over 1 milion, as chown in Pie Chart B.

PEl o 1o 100,000 £2,500,001 10 £5,000,000

$‘FDCIDO‘I‘IO$‘EE'DEM bl 55,000,001 to $10,000,000

“’ . B 25000010 85,000,
m 260,001 1o $500,000 m £10,000,001 1o $26,000,000

Mors than 100,000,000

Pie Chart 5. Spending on automotive componsnt sacurity each year. Extrapolated value 36,008,000
Securing the Modarn Vehicia: A Study of Automotive Industry Cybersecurity Practices

$600,001 1o §1,000,000 $26,000,001 o $50,000,000

24,000,001 10 52,600,000 =22 50,000,001 to 100,000,000
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Caveats to this study

There are inharent limitations to survey rassarch that nesd to be carsfully considered befors drawing inferences from
findings. The foliowing items are specific limitations that are germane to most web-based surveys.

= Non-respenss bias: The current findings are based on a sample of survey retums. We sent surveys to a
representative sample of individuals, resuiting in a largs number of usable returned responses. Despite non-
respenss tests, it is always possible that individuals who did not participats are substantially different in terms of
undertying beliefs from those who completed the instrument.

- Sampiing-frame bias: The accuracy is based on contact information and the degres to which the list is
representative of IT security practitioners and enginesrs in the automotive industry whe ars involved in contributing
to or assessing the security of an automotive component. We also acknowiedgs that the rasults may be biassed by
external svents such as media coverage. Finally, becauss we used a web-based ccllection method, it is possible
that non-web responses by maided survey or telephone call would resuit in a different pattern of findings.

- Self-reported results: The quality of survey ressarch is based on the integrity of confidential respenses received
from subjects. While certain checks and balances can be incorporated into the survey process, there is always the
ssibility that a subject did not provide accurate responsss.

Securing the Modern Vehicke: A Study of Automotive Industry Cybersecurity Practices 17
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A3 Photos from the OSS.5 Europe Conference World-Café Session

(Moderation of a Break-Out Session) (4 Pages)

%‘OSS.S

JROPE

ICEBREAKER EVENT DAY 1 EVENT DAY 2
WEDNESDAY, SEPTEMBER 25 THURSDAY, SEPTEMBER 26 FRIDAY, SEPTEMBER 27

@ (NET\NQRKING) (FAILQPERA'HDNAL) (FI.INCT\QNAL SAFETY) (CONNEC'HVITY + COOPERATIVE 5AFETV> (CYEERSECURIT‘!)
(ARCHITECTURES) (OPERATIONAL SAFE SYSTEMS)(PRESENT&TIONS) (INTERACTION) (S\’STEM SAFET\’) <S\MULATION + MODELL\NG)
(‘I‘EST\NG AND VALIDA‘HGN) CAI + MACHINE LEARNING) <SOFTWARE SAFETY) (VER\FICATIDN + VALIDA“OO (HAZARD ANALYSIS + RISK ASSESSMENT)
(SAFETY CASES + ARGUMENTATION) (DPERATIDNAL SAFETY)

START WORLD CAFE ROUND (1) (2) (3)

INTERACTION

3 rour 1d Is-about 35 minutes long, After each round,

nade with articipants B e roundtable; according to the arrangement of your coffee cups on their
m name badge

WORLD CAFES SESSIONS - 0SS.5 EUROPE

(4) CYBERSECURITY CAE

cyBersecurmy | The Golden Triangle between Cybersecurity, 150 26262, and ISO/PAS 21448 for Highly Automated Vehicles

FUNCTIONAL SAFETY Emrah Eminoglu
Amow  Global Funcrional Safety Manager

NTERACTIoN Magna Powertrzin GmeH

SYSTEM SAFETY

What are the similarities between functional safety and cybersecurity development and how to best achieve synergies when
1 comes 1o fighly automated vehicles?

» What are the main differences between functional safety and cybersecurity development?
u What are the main challenges and how can we address them?
L}

Haw do you interpret the readiness of stppliers for thie new era in relation to supplier vulnerabilties:
Wit is the effact of overall cybersequrity menagament process on project risks and costs? Can it reduce the risks and
€0sts, ifs0 how?
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A.4 Interaction and Communication Channels between Functional
Safety and Cybersecurity (2 Pages)

Figure 38-41 are derived based on SAE J3061.

Functional Safety Process

Cybersecurity Process
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Figure 38: Concept level comparison of the cybersecurity and functional safety development
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Figure 39: System level comparison of the cybersecurity and functional safety development
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Figure 40: Hardware level comparison of the cybersecurity and functional safety development
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Figure 41: Software level comparison of the cybersecurity and functional safety development
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