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Kurzfassung

Die vorliegende Dissertation beschatftigt sich mit der grundlegehdegestellung, inwieweit
eine Verknipfung von innovativen Ansétzen, in der Telekommunikation einerssitsiem
World Wide Web andererseits, in der Lage ist, signifikanten Meftrfiar einen oder beide
dieser Bereiche zu generieren. Telephone Number Mapping (ENUM) srSetaantic Web
Projekt Friend-Of-A-Friend (FOAF) werden herangezogen, um exaiagh zu untersuchen,
inwieweit eine Anndherung dieser beiden Gebiete Synergiemgaaekann und welcher
Aufwand damit potentiell verbunden ist.

ENUM ist eine Entwicklung der letzten Jahre, die das Ziel eiaestarkten Konvergenz von
klassischer Telekommunikation und dem Internet verfolgt. Konkret haededtch um die
Abbildung von herkdbmmlichen Telefonnummern auf Internet-Domain-Namen, rdie |
Kombination mit Mechanismen des Domain Name Systems eine Verknujpiitivgeiteren
Kommunikations- und sonstigen Parametern erlauben. Darauf aufsetzémhilenEinfihrung
einer Vielzahl innovativer Dienste mdglich, wobei das Hauptanwerstiedget aktuell auf
Voice-over-1P (VolIP) liegt.

Das zeitgleich entstandene Semantic Web ist eine zukunfeswdeisNeiterentwicklung des
heutigen World Wide Web mit der Zielsetzung eines zunehmend masesipardn Webs.
Hierzu werden die im Web verfligbaren Inhalte mit InformationerBegieutung (Semantik)
dieser Inhalte versehen, die es Maschinen ihrerseits ermdaglidea Inhalt nunmehr in
seinem Kontext zu erfassen. Die auf den unterschiedlichen EbeneSedemntic Web
stattfindende Innovation ermoglicht die Kreation einer Vielzahl ngdel-basierter Dienste
und Applikationen. FOAF ist eine der ersten Anwendungen des Serifégiiaind dient der
maschinenlesbaren Modellierung sozialer Netzwerke.

Der erste Teil der Dissertation widmet sich der theoretiséhgarbeitung der grundlegenden
Entwicklungen und Funktionalitaten von ENUM und des Semantic Web vor detergtund
einer beabsichtigten Annéherung der beiden ForschungsgebistereBd auf einleitenden
Analysen werden in der Folge Schnittstellen und Ankntpfungspunkte zwischedeidem
Themenbereichen aus einem formalen, theoretisch gepragten Blickwenkeert und
Uberlappungsbereiche aufgezeigt.

Der zweite Teil der Dissertation beschaftigt sich im Sieimes Ingenieurs-Ansatzes mit
moglichen Anwendungsgebieten und der konkreten Umsetzung der Uberleguisgeana
ersten Teil. In diesem Abschnitt wird der PHOAF Prototyp vosligster im Zuge der
Arbeit an der Dissertation zur Evaluierung unterschiedlicher Applikationsszeatwickelt
und implementiert wurde. PHOAF integriert ENUM- und Semantid\Wechnologien und
bildet die technologische Basis fur eine Reihe von Anwendungsbersdiés sind allesamt
konvergente Applikationen, die im Kontext von VoIP, sozialen Netzwerkewies
Vertrauensuberlegungen (Trust) angesiedelt sind und im Detail vorgestelen.
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1 Introduction and Motivation

In recent years, the world of telecommunication has undergone clsgmges, with the
migration from analogue to digital technology in the eightied the massive success of
mobile telephony in the nineties of the last century. The ocumeref the Internet (and the
World Wide Web as one of its most successful services) meatttea huge challenge for
traditional telecommunication providers as core networks had to bedepgia the transport
of rapidly increasing amounts of data traffic; and accessank$whad to be prepared for the
customers growing demand for broadband Internet. Innovative start-up cesiaaught
new services to the market with astonishing speed, venture capitelisre quick at hand to
finance the new ideas; everything seemed to go perfect - mtidibble burst. Today, more
than six years after the collapse, the industry has gained momesgain, and new
challenges lie ahead with convergence between establishedneheinication and new
Internet technology being one of the key issues.

This thesis puts the spotlight on two representatives of new dewehigrn the area of
telecommunication and the Internet: Telephone Number Mapping (ENUMpnddsfor
enabling interoperability between the worlds of traditional teleplamaythe Internet; and the
Semantic Web, adding computer-understandable meaning to documents on ldh&\Weler
Web for creation of the Next Generation Web. Both are based on ievairward-
thinking concepts offering a broad range of opportunities for thd@mwent of new services
and applications. The focus of this thesis is on identifying syggethe integration of ENUM
and Semantic Web technology is able to bring. On the one hand, this i®ydantheoretic
evaluation identifying possible links and connections; on the other hantdcalrapplication
examples are introduced to show the possible benefits with real-world use case

While there is extensive research in various Semantic Wab presented at conferences and
published in proceedings and books, there is only a very limited amouesezrch papers
being published regarding ENUM. This does not mean there is no developntektM,;
however, related work is rather done in standardisation organisaironstities directly
working with ENUM technology, e.g. domain registries or VoIP providers. A airaituation
applies to the main issue of this thesis, the integration of ENldi the Semantic Web,
where the lack of available research is due to the noveltigeofvork with the first related
papers submitted by the author (together with co-authors). This thgsrticular aims to put
the issue on the research map in the first place.

The research methodology chosen for this thesis is a blend of tbeamet application-
oriented work complemented by discussions with experts from both féldserest, i.e.
from the ENUM and Semantic Web community. The research pratas®d with an
extensive study of literature available from both areas. Asatiieor has been working on
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ENUM issues for the last yedrsthe main focus of this first research cycle was on the
Semantic Web. In a next step, similarities and links betweddMERNd the Semantic Web
were identified based on the theoretic analysis performedllyitighis process led to first
ideas on possible synergies and first visions regarding integegtplications. In parallel, the
first theoretic considerations were presented to the scien@framunity at the WTAS'2005
conference in Calgary for an early test of the work’s siggifte [59]. Although people
showed immediate interest and feedback on the ideas highlightecengasraging, the
discussions with experts from both areas showed that there i$iméed knowledge about
the other topic, i.e. ENUM experts often are not informed about i@em#&eb issues, and
vice versa. In order to evaluate the theoretic results and cortgidsra prototype allowing
for the implementation of an application test bed was developed andmemmtied. The
prototype again was presented to the scientific community dSIWME’'2005 conference in
Galway for immediate feedback to be considered in the ongoiegras[62]. Once more,
the work raised interest and stimulated fruitful discussions @ifterts from the Semantic
Web community.

At the same time, the author submitted a proposal for a new IhiF@to the IETF aiming
to have the developments reflected in an IETF RFC [63]. That Intérat dealing with the
registration of a new ENUMservice related to the theskwvas tabled and presented at the
IETF'65 meeting in Dallas. Although the input was not adopted asmamediate IETF
ENUM Working Group item, it further stimulated the creation of haptinternet Draft
defining the general registration process for new ENUMsenjdés As the IETF is
approached with a growing number of proposals regarding ENUMsgnacel the actual
registration process being deemed to be rather time-consuming, a ajddéemplate
document was created for more efficient handling.

The thesis work was continued with more ideas regarding nevcaipphs evaluated and the
results once more presented to the scientific community at th&\'ER06 conference in
Washington, D.C. [60]. Finally, the prototype was further upgraded now gungpor
applications in the context of the emerging Web 2.0. Recapitulat@gwvhole research
process, introducing ENUM to the Semantic Web is sort of enternggn soil with some
guestions remaining unanswered. The thesis, however, shows that conmecting areas is
possible, reasonable and potentially brings a lot of opportunitieshefurésearch and
commitment to the issue according to the results of this tldesisitely should be in the
interest of both communities.

Figure 1 illustrates the research process described abovehiorelogical way from the first
literature studies to the final steps of finishing this theBn illustration differentiates the
work in both areas and shows the major scientific feedback laspresentations at
various conferences.

! The author has been involved in the successfubdottion of ENUM in Austria in his role at the Arian Regulatory
Authority for Broadcasting and Telecommunicatiofis ranged from conducting public consultationartipipating in
working groups and workshops, organising the déiegaof the Austrian ENUM domain to setting up th@éministrative
framework for the commercial start of ENUM in Auatr



Section 1 - Introduction and Motivation

ENUM Semantic Web

Study of Literature

Practical Work

Theoretic Research Theoretic Research

Study of Literature Study of Literature

Theoretic Research Theoretic Research

Theoretic Research

Development of Prototype

Implementation of Prototype

Internet Draft

Theoretic and Application-Oriented Researc

Theoretic and Application-Oriented Researc

Prototype Upgrade for Web 2.0

Time

Figure 1: Research Process



Section 1 - Introduction and Motivation 9

Section 1 of this thesis introduces the reader to the overall ¢toetgdains the research
methodology chosen and the research path followed, and gives a shortvovenvieach
section of the document.

Section 2 gives a basic overview on ENUM, starting with the gepanciple of the ENUM
mapping function and illustrative ENUM use cases. This is complementedhnydal details
on the embedding of ENUM in the Internet Domain Name System, tiferbh Resource
Identifiers used with ENUM, and the various ENUMservices respansiblthe broad range
of possible applications supported. A comparison of User ENUM andstnfcéure ENUM
closes the section.

Section 3 provides an introduction to the Semantic Web, explaining tleoital layers of
the Semantic Web layer cake. This starts with Uniform Resddeifiers and Unicode
(layer 1) and moves on to Extensible Markup Language documents, sememquery
language (layer 2), and the Resource Description Framework sgititiated query languages
(layer 3). This is followed by a description of schemas and on&sldéayer 4), and the logic
layer providing the possibility to make logical statemeraggt 5). Finally, the top layers
introducing proof (layer 6) and trust (layer 7) are discussed.

Section 4 deals with a new phenomenon called Web 2.0. This termteeéereew generation

of Internet-based services, ranging from social networking s$dewikis, communication
tools, and folksonomies. Generally, Web 2.0 services have in common that peopldke ena
to collaborate and share information online. One of the key aspeesyigagging of content,
which makes the introduction of Web 2.0 services an important stepd®weae Semantic
Web.

Section 5 explains the foundations of the Friend-of-A-Friend (FOABjegr, which is a
Semantic Web application particularly well suited for a combumsbe with ENUM. FOAF
defines a vocabulary based on RDF for expressing metadata about gedphesir interests,
activities and relationships. That way, FOAF facilitates ¢heation of the Semantic Web
version of a typical personal homepage. This section introduceEQd- basics, from
available RDF classes and properties to practical implenmmiasues. FOAF plays a major
part with regard to the PHOAF prototype and related applicakamples presented in later
sections of this thesis.

Section 6 discusses issues connecting the Semantic Web and EWNkiMa formal and
theoretic point of view. Taking the Semantic Web'’s layered actute as guidance, it is
analysed from the Semantic Web’s layer 1 up to layer 7 wheithdarities or relations are to
be found in ENUM. Furthermore, possible convergent applications taking & and
Semantic Web technology in general will be pointed out, building a Wasipractical
application examples.

Section 7 introduces the PHOAF prototype implemented during the coutsewbrk on this

thesis in order to effectively evaluate the basic concept of congbiENUM and the

Semantic Web’s FOAF project, and to build a base for the impletrmntaf application

examples. The PHOAF main functionalities are looking up the ENDNBE database,
retrieving the ENUM data, detecting the location of FOAF Ri2fa, and finally parsing a
FOAF file for requested data. Concretely, this section exptamdasic functionalities, the
architectural principle being based on Java, implementation t¢hastics, and workflow

issues. The section is complemented with screenshots from the PHOAF prototype.
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Section 8 presents applications representative for the combined usage of ENUNhantiSe
Web technology. The examples all take advantage of the PHOAF yp®tottroduced in

section 7. Exemplarily, the following applications are presentediP Vcalled party

information presentation; VolP call forwarding on called partyliafion; a phonebook

contact network; an ENUM/FOAF to RDF transcoding applicationtruat calculator for

corresponding data in ENUM and FOAF; and finally a unique key toilised Web 2.0

application content is introduced.

Section 9 gives a detailed introduction to the SEMNUM RDF vocabueasgted by the
author for describing information about (communication) identifiersedtan ENUM. The
purpose of SEMNUM is to have all terms contained in ENUM described single
vocabulary. The translation of information found in ENUM into RDF teenaples users or
(more precisely) agents to further process the data found ancate omwv documents based
on RDF. In this section, SEMNUM is described by declaring aesparce, presenting related
classes and properties, and an example code fragment for illustration.

Section 10 draws final conclusions regarding the benefits of introddeMigM to the
Semantic Web as proposed in this thesis. As work in this ardghisat the beginning
possible directions for future research are identified.

As indicated above, some results of this thesis have previously beeshpdblihis applies to
the basic considerations proposing a combination of ENUM and Semaehictéadhnology
[59]; the SEMNUM RDF vocabulary for describing ENUM data [6lhE tntroduction of the
PHOAF prototype [62]; the presentation of application examples Hwsgd on PHOAF
[60]; and the proposal for registering a new ENUMservice [63].



2 ENUM

2.1 Introduction

ENUM is the acronym for Telephone Number Mappirand describes a protocol for
mapping (translating) an ordinary telephone number to an InternetaiDohame. In
combination with specific Domain Name System (DNS) recordsftimationality is used for
the detection of services a user — the holder of the telephone nunyrewieusly has
subscribed to. ENUM therefore can be described as a databagmrable to directory
assistance. ENUM is based on work of the IETF originally sieelcih RFC 2916, meanwhile
superseded by RFC 3761 [23].

Figure 2: ENUM — one number for many purpdses

ENUM allows one to use a telephone number as a unique key pointiegvicesidentifiers

associated with a certain person (or organisation). In Intern@int@ogy, these service
identifiers are Uniform Resource Identifiers (URIs) as roefi by the IETF [10]. Typical
examples of URIs used with ENUM are mail URI for e-ns@fvice, Web URL for WWW

service, SIP AoR for Voice over IP (VoIP) service, URI fostint Messaging (IM) service,
or telephone URI for pointing to a further telephone number. Howeteey identifiers as
Geographic Positioning System (GPS) location coordinates or & fxatylifor encryption are
possible as well.

2 Other explanations of the abbreviation “ENUM” inde E.164 Number to Uniform Resource Identifier Wiag,
Electronic Number Mapping, and Electronic Numbering
3 Figure: © SWITCH - The Swiss Education & Researetwaork.

11
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E-Mail Address
Telephone Number - ll Telephone Number
SIP Address of Record

Figure 3: ENUM generic principle — pointing frontedephone number to other identifiers

In a typical usage scenario the unique identifier will stay same over time, while the
telephone number owner’s details may change from time to timsusgquently be altered
by the subscriber to the ENUM service. The identifier used wNbJ¥ is the well known
E.164 telephone number used in the global telephone numbering plah T&Kihg into
account today’s high penetration of mobile phdnekich can be seen as personal devices
with associated “personal” numbers (as well as the possibilityumber portability) the
vision of the E.164 telephone number becoming the universal key to aniydl o services is
tempting.

In order to make a telephone number accessible by (Web) aie(igeb) services, it has to
be mapped onto the Internet. This task is performed by ENUM, ttiagslan E.164
telephone number into an ENUM Domain Name (see section 2.3).

ENUM
Database

PSTN-IP
Gateway

Figure 4: Achieving convergence between PSTN aeadrtternet using ENUM (simplified overview)

Although the example with multiple parameters to be found behind anvVEdiUnain may
sound striking with an “electronic business card” scenario cormongne’s mind, the
commercial focal point of the ENUM mapping currently is about Iepteny. For the
convergence of voice telephony services, i.e. for reaching a dwdrsom the traditional
Public Switched Telephone Network (PSTN) from the Internet arel wersa, it is necessary
to implement some sort of translation from E.164 telephone numbersdudbd PSTN) to

4 ITU-T Recommendation E.164 specifies that thereriglephone number should be 15 digits or shoared, begin with a
country prefix. In most countries, this is followbg an area or city code and the subscriber nunilade as an example the
Austrian number +43-1-58801, where 43 is the cquode (Austria), 1 is the city code (Vienna) a®@®1 the subscriber
number (Vienna University of Technology).

® Statistically, Austria, as an example, already&&$M card penetration larger than 100% of pojurat
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IP addresses (used on the Internet). ENUM is perfectly equippeal exactly this. Figure 4
explains the converged scenario with devices from the telephong ¢eog. a fixed-network

telephone or a mobile phone) as well as the Internet world (e.g. an IP, phmersonal digital

assistant, a personal computer or a tablet PC) doing queriesENt database to extract
the communication identifier of the “other world” device.

2.2 E.164 Numbering Plan

Telephone numbers are used for different purposes. They may berdtddras a user
identification (i.e. for identification of the user to the servicavjater); as a (network) address
for mapping to an access point or user device; and as a namepping to the current
(network) address, where the user has logged in with an appropriatedeisgfication.
Identifiers usually are provider-specific, addresses are netwodiispand names are mostly
service-specifi€. In the case of different services or networks wanted to beopreeable,
either the same naming conventions must be used, or a mapping fras aaior addresses
must be provided.

There are many flavours of telephone numbers reflected inehtf@umbering plans. It has
to be differentiated between private, local, national and internatimmabering plans (see
Figure 5). However, there is only one international numbering marpdblic telephony
numbers: the so-called E.164 Recommendation as defined by ITU-T [34].

Furthermore, a meaning is (or may be) attached to telephone suorbelephone number
ranges as explained and illustrated below.

43-1-58058-306
—
private
~—_—
local

| S
national

international

Figure 5: Private, local, national, and internaglomumbering plan

[34] defines the structure and functionality for a couple of categ@f numbers used for
international public telecommunication: Geographic Areas, Globalicgsr and Networks.

For each of the categories the components of the numberingustrand the digit analysis
needed to route calls are explained. In addition, the standard cesnmgulations regarding
Country Code of Trials and Groups of Countries (“*GoCs"). [34] defimasvamum length of

15 digits for E.164 numbers and the structure of the country codésgeagraphic country
codes consisting of 1 to 3 digits, other country codes always of 3 digits.

Regarding the intrinsic meaning of a telephone number, a couple dablpasstegories are
listed as follows. It should be mentioned however, that this meanindpensgecific in one or
the other way, e.g. depending on country, service, operator or the specific situation.

* Country Code: Giving information on the country administering the number.

% Note that this terminology is not used very slyicas an e-maiaddressdefinitely is anameaccording to the convention
introduced above.
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* Number Range: Giving information on the principal usage of a number, e.g.
geographical number, mobile number, toll free number, premium rate number, etc.

» Service: Giving information on the service being accessibleguaimumber, e.g.
mobile service, emergency services, or time information service.

* Operator: Giving information on the network operator allocatingnimabers to its
customers.

e Company / Individual: Giving information on a company or an individuahgusi
(owning) the number. This is utilised with the Calling Line Ideraificn (CLI)
enabling the presentation of the calling party’s number on the called partyisal.

» Status: Giving information of status of called party, e.g.resiten 100 for the boss,
and extension 101 for the secretary.

» Cost of Call: Giving information on the cost involved when using a nunelgrtoll
free numbers, premium rate numbers, or on-net calls.

* Vanity Numbers: Often used in combination with premium rate orfred numbers,
e.g. 0900-DONATE or 0800-HELPLINE.

It is up to future work to evaluate whether the creation of a vocabalaontology (see
section 3.5) describing the possible meanings of a telephone numberadwabtageous for
the development of new applications and services.

2.3 ENUM Use Cases

ENUM is used to detect service identifiers associated wjkraon (or organisation) being
the holder (owner) of a telephone number. In this section simple exafoplgession set-up
situations are given in order to explain the usage principles of ENUM.

231 PSTN-to-Internet Session

A first use case presented is utilising ENUM for settingegsi®ns initiated from end points
on the PSTN. As conventional PSTN devices typically support an addyesdieme based
on numbers, those devices and associated systems in most casesujgpadtthe Internet
addressing scheme using names; often it is even impossibleh@r camplicated, at least) to
enter names containing special characters as “@” or “/§”,om traditional telephone sets. In
order to set up sessions from traditional PSTN endpoints to Inemdebints the necessary
mapping from numbers to names can be performed using ENUM.

Considering a user A on the PSTN wanting to set up a VolPocalluser B on the Internet,
the call is initiated by user A entering user B’s telephonebaunon a PSTN device. As the
traditional telephone network and the Internet are distinct netwathsthreir own protocols
and addressing schemes, an appropriate protocol and addressing coheengion has to be
performed. Typically, this is done at a Gateway located ondbe ef PSTN and Internet.
Without ENUM, the call would be routed on the PSTN from the sourcketaeéstination
endpoint. With ENUM implemented, a device (located somewhere betwgee and user
B) can perform an ENUM query translating user B’s phone numbriMolP identifier to
be used for subsequent call routing on the Internet.

" Vanity numbers are telephone numbers where amestoan dial letters on the dialpad of an enduseicd, i.e. “ABC” is
on the “2” button, DEF on the “3” button, and sa dhe vanity number 0900-DONATE therefore corresjsoto the number
0900-366283, while 0800-HELPLINE corresponds to®838575463.
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ENUM
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PSTN PSTN-to-IP pernet
Endpoint Gateway P

Figure 6: PSTN-to-Internet session initiated udihjUM query

Figure 6 shows an example PSTN-to-Internet voice sessionngifsi ENUM query initiated
by the PSTN-to-IP Gateway to translate the telephone numbkedds the PSTN endpoint
(and transmitted with the signalling message to the Gatewdyg) an Internet name
addressing the Internet endpoint.

2.3.2 ENUM-enabled PBX

A Public Branch Exchange (PBX) enables an organisation to impleitseoivn private
numbering plan within a self-managed and self-controlled environmentalypithis results
in the organisation having a public central office number (or main nymiitér self-defined
extensions for departments and individdals.

In the standard use case of a PBX every call is checkedhiether the called number is to be
found within the own organisation numbering plan, or not. If the called numlogrgseo the
organisation’s own numbering plan, the call is routed using the own netimotkr{ng no
additional costs). If the called number is located in a diffementbering plan, the call gets
routed to the PSTN (incurring additional costs for the organisation).

ENUM
Database

4
v

1
1
1

PBX
Organisation B

PBX
Organisation A

Internet

o0 Yy

Private Extensions Private Extensions
Organisation A Organisation B

Figure 7: ENUM-enabled PBX

With an ENUM-enabled PBX (see example from Figure 7 explgithe connection between
two organisations’ PBXs both double-homed on the PSTN and the Inteheet) s a further
option for routing the call. Every call to the PSTN is checkechbyBNUM-enabled PBX for

8 Cp. the Vienna University of Technology having +#38801 as central office number with extensiodQBBfor the DBAI
secretary, for instance.
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an ENUM entry of the respective called number (all-call quéiygn ENUM entry indicates
the called party to be reachable by VolP, the PBX will rdlnéecall onto the Internet (again
avoiding additional costs on the PSTN).

2.3.3 Internet-to-Internet Session

Another use case is supporting the users’ demand for seamlasgionigrom traditional
telephony to innovative VolIP services. VoIP users want to be aldennect to other VolP
users and — due to the high penetration figures much more importanusents on the
traditional PSTN. Therefore VoIP providers and their customers rirclassical telephone
numbers to be used with VoIP services. As VoIP services hawe addressed using Internet
names (e.g. a H.323 address or a SIP Address-of-Record)|dpbotee number has to be
translated into that type of identifier. Again, this can be done utilising ENU&Hsgire 8).

ENUM
Database

!
v
v Internet v
EATNY- -+ ——————-—-—-——-—-—-——- B [# P
Internet Internet
Endpoint Endpoint

Figure 8: Internet-to-Internet session initiatethgEENUM query

2.3.4 Internet (VoIP) Interconnection

A third use case regards the interconnection of VoIP providers, \iNu# can be used to
detect a network’s ingress point for VolP calls. This use cdifises a specific form of
ENUM, called Infrastructure ENUM (see section 2.10).

2.4 ENUM Mapping Function

The essential function of ENUM is the translation of a telephonébauin the international
format (so-called E.164 number) to an associated domain name. This mapplioge as
shown in Figure 9.

The reasons for the rather strange looking translation arefalthnGoing for a straight
mapping of telephone number to domain name some could end up with a Di¢Sostr
431580580.example.com, for example. While simple enough for human usersethsdm
would cause problems if it were to be used for a sizable numiel6#f numbers, as there
are DNS performance constraints associated with the sibhe &iNIS zone file, the frequency
of updates and the cache characteristics. Another problem would belrtheisé&rative
responsibility, as a large number of entities surely would beesttd to be the authority for
such a large zone [33].
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Take a full E.164 telephone number compliant to the
ITU-T Recommendation (including the country code) +43-1-58058-0

Remove all non-digit symbols of this E.164 number, 431580580
which leads to an all-digit string

Insert dots (“.”) between each pair of digits 4.3.1.5.8.0.5.8.0 '

Reverse this new string 0.8.5.0.8.5.1.3.4

Add the string .e164.arpa to the reversed stringake
a complete DNS query string 0.8.5.0.8.5.1.3.4.el164.ar N

Figure 9: ENUM mapping function

In order to avoid the issues mentioned, the inherent structure of E.&pAdeé numbers is
used when defining the mapping algorithm. E.164 numbers have the no&t gjzets to the

left (i.e. the +43 in +43-1-58058-0) while Domain Names and IP addrdss/e the most
significant parts to the right (i.e. the .at in dbai.tuwien.aciathe 3 in 128.131.111.3), the
order of the E.164 number simply is reversed, resulting in a structurergioiteat of domain
names. The most significant part of the telephone number (+43) betiemesst significant
part of the ENUM domain name (3.4.el64.arpa). In the resulting string
0.8.5.0.8.5.1.3.4.e164.arpa every digit can be treated as a node on the DNS naoig .hiera
This has the advantage that each country code as issued by tha5[Tebrresponds to a
delegatable DNS domain: +43, the international country code for iAustan have a
corresponding DNS delegation for the zone 3.4.e164.arpa. Within each counttiie@S

can be further delegated, as it is possible in the PSTN world of the E.164 nd@mbers.

most specific least specific

dbai.tuwien.ac.at
128.131.111.3

least specific most specific

+43-1-58058-0
Figure 10: Hierarchical names, addresses and nismber
As a string like 0.8.5.0.8.5.1.3.4.el164.arpa is not easy to handle for human useiiJte

translation typically will be done by internal processes of dpelications or services,
working with the familiar E.164 telephone number in the user interface, if negcassai

® Cp. specific number ranges in the Austrian teleghoumbering plan, e.g. for mobile services (0)6xtoll-free services
(0)800.
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2.5 ENUM and the DNS

The structure of ENUM is embedded into the hierarchical struofuitee Internet DNS itself.
Pursuant to the ITU/IAB ENUM Liaison [36] the ENUM databastibe administered in a
hierarchical model with a single international database pointirsintgle national databases
for each telephone country code, that in turn point to authorised spromders. This model
is broken down into tiers, with tier O being the international level,1 being the national
level and tier 2 being the competitive service provider level. Véplecific ENUM
implementations it is possible to also have a tier 3, which icalse when a user (e.g. a
company) wants to privately maintain its own ENUM name server.

ENUM Tier 0 International Level

ENUM Tier 1 National Level

ENUM Tier 2 Service Provider Level

ENUM Tier 3 User Level

[t

Figure 11: ENUM tiered architecture

The ENUM top-level tier O is located in the DNS at a sedemdt domain of the .arpa
domain, named el64.arpa. The .arpa domain as defined by the IETF [32¢ha=leeted to
host the €164 subdomain for the ENUM use case by the Internet Atahet®oard (IAB) as
that domain is dedicated to infrastructure issues and deemedwsellb@anaged, state and
secure [66]. The IAB acts as administrative contact for the epd4ddomain, i.e. being
responsible for all administrative issues regarding that domaithisnfunction IAB has
chosen Réseaux IP Européens (RIPE) as its technical coespcinsible for the technical
operation of the ENUM tier 0. With ITU TSB a telecommunication piggtion is involved
in the management of the ENUM tier O as it has to indicate to RIPE’s Networto{OBahtre
(NCC) who the authorised ENUM domain name holder of a memberistdtethe case of
Austria, the Federal Ministry of Transport, Innovation and Technola@gytie time of
application for delegation of the ENUM dom&)nwas the responsible authority for the
Austrian telephone number space and rightfully informed the ITU TSBsagreement to
delegate the Austrian ENUM domain 3.4.e164.arpa to the Austrian Regufatthority for
Broadcasting and Telecommunication (RTR-GmbH).

From ENUM tier 1 (e.g. 3.4.el64.arpa in the case of Austria holding-4Betelephone
country code) downwards the administration has been defined as natatted. This means
that all administrative, legal, technical and commercial iskoes ENUM Tier 1 downwards
could be implemented differently in different countries. Figure 12 shbe location of the
ENUM branch within the global DNS tree structure. The .arpa domeangeneric top-level
domain located below the DNS root with three subdomains (.in-addr.gppaarpa and
.el64.arpa) defined. Below the ENUM tier 0 .el64.arpa domain the countryspedéc
ENUM domains are to be found. In Figure 12 the ENUM domains for couattgsc‘+1”
(North-American numbering plan comprising 19 countries, incl. the UniisésSof America

19 Since that time, with the new Austrian Telecomratibns Act 2003 (TKG 2003) the responsibility farmbering issues
largely has moved to the Austrian Regulatory Auitigdor Broadcasting and Telecommunications (RTRHBHh
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and Canada), “+43” (Austria), “+44” (United Kingdom) and “+971” (Udi&rab Emirates)
are shown as examples.

Below that level the name servers of competing ENUM semiogiders may be located
(depending on the national ENUM implementation strategies).

DNS Root
| | | |
.net .com .arpa .at .uk etc.
| |
.ip6 .el64 .in-addr
| | |
A 3.4 4.4 1.7.9 etc.
| |
7.6.5.4.3.2. | 7.6.5433.| | 7.6.5.4.3.4. etc.

Figure 12: Location of ENUM branch in the DNS tree

It has to be noted that the ENUM branch in principle could be lo@atgwhere on the DNS.
However, locating it in a well-defined domain has advantages regardiaghational
coordination and domain management issues as well as stability considéerations.

A further aspect are private ENUM implementations. As ENUMp$y defines a mapping
algorithm from telephone numbers to domain names, private ENUM nmepl@tions in any
domain are possible, in principle. These may be public or private danttomgever, only
ENUM deployments as described above guarantee the international intbildgera

2.6 DNS URI Resource Records

The DNS of the Internet [1] allows a collection of URI resousmords to be associated with
a single DNS name. A set of such records (or individual records) will be rétasrenswer to
a qualified DNS query. DNS resource records in general argilokx$an IETF RFC 1035
[53].

Berkley Internet Name Domain (BIND) [1] is the most popular paog used for the
operation of name servers with about 80% of name servers worldwiteit¥ In general,
BIND is used to control the name server functionalities. For runningnae server with
BIND it is necessary to have a configuration file, and filethwbne data for the respective
domains.

* The configuration file (“named.conf”) specifies the attributeshef dssociated name
server. This comprises the working principle (recursive or namrsa@) and possible
restrictions on queries and zone transfers. Furthermore it cotiases domains the

It has to be mentioned that [23] explicitely deSrENUM to be deployed using the e164.arpa domain.
12 Cp: http://en.wikipedia.org/wiki/BIND, 05.09.2006.
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name server is authoritative for, and the name and location @fekecontaining the
sets of resource records for the respective domains (called zone files).

* The zone file of one domain lists all hosts or subdomains that ane below that
domain. That is done by means of resource records (RR). It hasntwdukthat one
host or domain name can have multiple RRs, e.g. one RR for the enat @nd
another one for the Web server. Currently, there are more thdppd® of RRs
defined. A resource record by definition has the formate] [TTL] [class] Type
RR_Data Where thevalues in brackets, however, do not have to be stated necessarily.
[name] is the domain or host namgyL] (time to live) is the maximum time (in
seconds) a caching name server is allowed to store the RRndefprainternet
applications the standard class is “IN”.

Important categories of resource records used with BIND in the DNS intledeltowing:

* A record or address: maps a hostname to a 32-bit IPv4 addhesss Turrently the
most used resource record on the DNS.

* AAAA record or IPv6 address record: maps a hostname to a 128-bitaliRiréss.
This is the IPv6 version of the A record.

« CNAME record or canonical name record: makes one domain nameiasnoél
another. The aliased domain gets all the subdomains and DNS retdndsoriginal.
The CNAME record is also used for IP address reverse mappinglassless
Interdomain Routing (CDIRY?

* MX record or mail exchange record: maps a domain name & af Imail exchange
servers for that domain. MX record contains a FQDN defining tKehilst and a 16-
bit preference field.

 PTR record or pointer record: maps an IPv4 address to the canaacal for that
host. Setting up a PTR record for a hostname in the in-addr.arpa dtmahin
corresponds to an IP address implements reverse DNS lookup fadtiass. For
example (at the time of writing), www.icann.net has the IP add@2$€.34.164, but a
PTR record maps 164.34.0.192.in-addr.arpa to its canonical name, referrals.icann.org.

* NS record or name server record: maps a domain name to a ENSfservers
authoritative for that domain. NS record contains a FQDN defining the name serve

« SOA record or start of authority record: specifies the DMN®Bves providing
authoritative information about an Internet domain, the email of theaidom
administrator, the domain serial number, and several timersgetat refreshing the
zone.

SRV record: is a generalized service location record.

 TXT record: allows an administrator to insert arbitrary texd a DNS record. For
example, this record is used to implement the Sender Policy Frameworkcspecifi

If an ENUM DNS query is initiated from an e-mail client, mhis¢ly a DNS resource record
containing an e-mail-address will be chosen while a Voice-oveli¢Rt could look for a SIP
address, for instance. It is left to the individual application terdehe which particular
record (or URI) to search for, to retrieve and how to interpret it.

13 CDIR is a way to prevent a massive increase irstteof Internet routing tables.
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Na?ﬂj?éW Root Name Server
A/W

. query
Qe B) referra . .arpa Name Server
. el64.arpa Name Server

ENUM Tier 1 Name Server
(e.g. 3.4.el64.arpa)

. ENUM Tier 2 Name Server

Figure 13 shows a (simplified) retrieval of information storedaanENUM Name Server.
Typically a Resolver (Client) starts a query by questionis@ssociated Name Server. If the
information requested is not to be found in the Name Server’'s own,dhehname Server
initiates a DNS query in the Public Internet. In our exammenfFigure 13 the Resolver’s
default Name Server has no information on how to reach the tnyetr and therefore on its
part launches a query questioning the top-level Root Name ServaRobhé&lame Server (in
fact, there are 13 worldwide distributed Root Name Servers) knows tigollP addresses of
the top-level Name Servers authoritative for the genericeog-ldomains (e.g. .com, .net,
.biz or .arpa) as well as the country code top-level domains (e.goeatcn or .uk). In our
example the Root Name Server returns the address of the .arpa3¢aver to the querying
Name Server. Next, the .arpa Name Server gets queried and so sworAas the requested
domain name is found to be hosted on some ENUM Name Server, theteeguéormation
(i.,e. one or more DNS URI resource records) is retrieved and ridedao the requesting
Resolver. The application (e.g. the e-mail or Voice-over-IBntlithen has to choose the
appropriate URI and establish the service in the usual way, e.gnitiating a further
resolution of the chosen URI using the DNS again.

1 ask for DNS RR's of

1.1.7.4.3.4.e164.ar
P 12 return

answer

jm= |

Resolver

Figure 13: ENUM DNS resolution process

2.7 NAPTR Resource Records

The URI resource records used with ENUM are the Naming AuthBwdinter (NAPTR)
DNS resource records (RR) explained within the Dynamic Detegddiscovery System
(DDDS) in a couple of IETF RFCs [44][45][46][47][48]. A resoureeard is a unit of data in
the DNS, defining some attribute for a domain name such as an Essddrstring of text or
a mail route. The NAPTR RR [46] was originally created asag to encode rule-sets in
DNS. As a result, delegated sections of a Uniform Resource fldefqwRI) [10] could be
decomposed in such a way that they could be changed and re-delegated over tingetdeadi
resource record including a regular expression to be used bgn pfogram to rewrite a
string into a domain name. Regular expressions have the advantab&bfcompactness-to-
expressivity ratio, i.e. allow encoding a high amount of information natl@er small DNS
packet.

The structure of a NAPTR RR is shown in Figure 14 below.
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0123456789101112131415

ORDER

PREFERENCE

FLAGS

SERVICES

REGEXP

REPLACEMENT

Figure 14: Packet format for NAPTR resource record

The following components are contained in the NAPTR fields. ltdd® noted that not all
fields defined for NAPTR RRs are applicable for the ENUM wsecThis is reflected in the
following descriptions:

» Order field: specifies the order in which multiple NAPTR records must be pseck
As no ordered lists are used within the ENUM field trials, this field is not apjdica

» Preference field: determines the processing order when multiple NAPTR records
have the same order value.

* Flags: to modify the actions of further DNS lookups. It is up to the appdica
(ENUM, for instance) to specify, how this flags should be defined¢chwbnes are
terminal and which are not. [23] specifies just one flag for ENUWlEmed “U”,
meaning that this rule is the last one and that the output of the rule is a URI.

» Services field: specifies the resolution protocol and service. Again it is up to the
application to specify the values found in this field. The servicenetes for ENUM
are defined in [23] as follows:

service_field = “E2U” 1*(enumservice)
enumservice = “+” type 0*(subtype)
type = 1*32(ALPHA/DIGIT)

subtype = “:* 1*32(ALPHA/DIGIT)

See also list of ENUMservices in section 2.8.

* Regular expression (REGEXP) field:allows query client to rephrase the original
request in a DNS format. In the case of ENUM the REGEXP always produties

» Replacement field:defines the next DNS query object. This field is not used within
ENUM.

An example of a NAPTR RR for a given ENUM domain may look as follows.
Listing 1: Example of NAPTR RRs

$ORIGIN 6.0.3.8.5.0.8.5.1.3.4.e164.arpa.

IN NAPTR 10 10 “u” “E2U+voice™!™ *$lsip:reichinger@sip.rtr.at!”.
IN NAPTR 10 10 “u” “E2U+email™!™ *$!mailto:kurt@hotmail.com!”.
IN NAPTR 10 20 “u” “E2U+voice™ ™ (.*$)$!tel:+436643504516!".
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The NAPTR RR from Listing 1 contains information associated with ENUM domain
6.0.3.8.5.0.8.5.1.3.4.e164.arpa, i.e. the E.164 telephone number +43-1-58058-306, and three
referrals to other communication identifiers. Those are

* a SIP URI for voice communication (VolIP),
* an E-Mail URI for e-mail communication, and
» a further telephone number for voice communication (PSTN).

Two of those communication identifiers are to be used for a voisgcsendicated by

“E2U+voice” in the service field. The preferred method for voicenmminication in the

example above is to use the SIP URI indicated by a “10” in th&enence field of the
associated NAPTR RR, while the telephone number is only secondechmicvoice

communication indicated by a “20” in the preference field. Thiamadhat the owner of the
telephone number +43-1-58058-306 (i.e. the author) has stated in ENUM thatider

communication he prefers to be contacted using Voice over IP, usiggRh@otocol and the
given SIP URI. Furthermore, an e-mail URI is provided for e-mail communication.

A query for DNS resource records associated with a certainidonay be performed using
appropriate tools as DIG or NSLOOKUP. Alternatively online taalh similar capabilities
may be used. Listing 2 shows a typical example from a Di@ices websité' when the
domain queried is used for ENUM purposes.

Listing 2: Result of a DIG query for the ENUM domairs@siated with the author’s mobile telephone number

; <<>> DIiG 9.3.1 <<>>6.1.5.4.0.5.3.4.6.6.3.4.e164.arpa ANY

;; global options: printcmd

;; Got answer:

. ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 40796

;; flags: gr rd ra; QUERY: 1, ANSWER: 8, AUTHORITY: 0, ADDITIONAL: 0

;» QUESTION SECTION:
;6.1.5.4.0.5.3.4.6.6.3.4.e164.arpa. INANY

;; ANSWER SECTION:

6.1.5.4.0.5.3.4.6.6.3.4.e164.arpa. 1200 IN SOAdns1.my-enum.at. hostmaster.my-
enum.at. 502081017 1200 3600 604800 600

6.1.5.4.0.5.3.4.6.6.3.4.e164.arpa. 1200IN NAPTR 100 10 "u" "E2U+web:http"

"In *$lhttp://members.chello.at/reichinger/!" .

6.1.5.4.0.5.3.4.6.6.3.4.e164.arpa. 1200 IN NAPTR 100 10 "u" "E2U+email:mailto"
"I *$Imailto:kurt.reichinger@rtr.at!" .

6.1.5.4.0.5.3.4.6.6.3.4.e164.arpa. 1200 IN NAPTR 100 10 "u" "E2U+email:mailto”
"In *$Imailto:kurt.reichinger@chello.at!" .

6.1.5.4.0.5.3.4.6.6.3.4.e164.arpa. 1200 IN' NS dnsl.my-enum.at.
6.1.5.4.0.5.3.4.6.6.3.4.e164.arpa. 1200 IN NS dns2.my-enum.at.

;; Query time: 2095 msec

;; SERVER: 127.0.0.1#53(127.0.0.1)
:; WHEN: Thu Jul 6 19:22:50 2006
:» MSG SIZE rcvd: 508

Besides the specific records used for ENUM, that domain alsainer8OA and NS records
(see section 2.6).

14 Cp. http://mww.kloth.net/services/dig.php, 06.@08.
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2.8 ENUMSservices

The data stored in the NAPTR RRs are basically simple tevuiles, with the ENUM
domain name being the unique key to request these rules. The rangevioéssénat
potentially could be made available behind an ENUM domain name isamdsbpen for
developers. The services currently envisaged for use within ENUM reamed
ENUMservices. ENUMservices can be distinguished in proposed aradwlregistered
ENUMservices.

2.8.1 Originally proposed ENUMservices

The services originally proposed for ENUM implementations ateetéound in a Technical
Specification (TS) [22] published by the European Telecommunicatiteasd&disation
Institute (ETSI). These services are listed below as an ovefgiee Table 1). However, as
already mentioned, this list is extendible with additional ENEMges should demand
occur. An example will be explained later with the new ENUMser “foaf” tabled as an
Internet-Draft by the author (see Section 8.6.1 and Annex 1).

ENUMservices for interactive media-stream exchange
voice:sip voice:h323 voice:tel
video:sip video:h323 video:tel

ENUMservices for discrete (non-session related)sagss

email:mailto fax:tel ifax:mailto
sms:tel sms:sip sms:sips
sms:mailto

ems:tel ems:sip ems:sips
ems:mailto

mms:tel mms:sip mms:sips
mms:mailto

ENUMservices for information source

web:http web:https ft:ftp
ENUMSservices for service resolution services

sip h323 pres
ENUMservices for session-oriented message-exchanges
tp:tel im:sip

ENUMservices for instant information display — annoement

ann:sip ann:h323 ann:tel
ann:http ann:ftp

ENUMservice for redirection

Enum

ENUMservices for location information

loc:http

ENUMservices for public key information

key:ldap key:http

Table 1: ENUMservices proposed by ETSI
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ETSI suggests that all ENUMservice fields should be in the faggaibtype  as defined in
[23] (see above: services field), with the exception of the ENWhtses sip, h323 and pres,
which have only &pe .

Each of the groups of ENUMservices listed above indicates hassotiated URI should be
interpreted by the application initiating the ENUM DNS query. Thisans ENUM is
providing information on how a URI is to be used by the client or serihat initially
requested the ENUM data. This is an important feature of ENUM, as a URé&lhypdoes not
imply the usage with a specific service, e.g. the URI tel8@83504516 can be used for e.g.
voice telephony, sending of facsimile (fax) or sending of shortagess(SMS). ENUM tells
a querying party what the ENUM data maintainer’s (i.e. daflarty’s) preferred usage of
some URI is, e.g. voice telephony in the example above.

The following list describes the ENUMservices from Table 1 according td [225

ENUMservices for interactive media-stream exchangéndicate that the resource
identified by the associated URI is capable of being contactegrovide a
communication session during which interactive media streamgirgarvoice or
video data can be exchanged.

ENUMservices for discrete (non-session related) messagessintended to indicate
that the associated resource is capable of receiving atdigo@-session related)
message or document. This group may be selected by a qudrgmgfdhey want to
deliver a message (such as a fax) to a correspondent.

ENUMservices for information sourceindicates that the associated resource can act
as a source for information. It acts as the "opposite" of the Ed8WEes associated
with message sending, in that the latter indicates a sourcat@rwhilst the former
indicates a sink for data.

ENUMservices for service resolution services used where the ENUM subscriber
wants to use a specialized "Service Resolution Service" almovbeyyond ENUM. It
can be used where the services available depend on factorsrhat lba covered in
the global ENUM system; for example, the services "adveltisey depend on the
person asking, and so requires authentication to be performed laefprdetailed
information is returned.

ENUMservices for session-oriented message-exchangedicates that the remote
resource is capable of engaging in chat sessions (i.eorses@nted message
exchanges). It differs from the ENUMservices for discreéssages in that the latter
group implies a session-oriented message exchange, whilst rtier fgroup implies a
discrete message can be sent to the resource at this contact address.
ENUMservices for instant information display — announcemenindicates that an
item of instant information from the ENUM Subscriber is to be gtsi by the
ENUM Client to the ENUM User. Those ENUMservices shall pomtrécorded
announcements or to a web page containing at least text and voice data.
ENUMservice for redirection is a special case in that it includes all other
ENUMservices within. The goal is to provide a default ENUMsexvithis may be
used to indicate that the ENUMservices supported with a NAP&Rarspecified in
any more detail. In effect, the ENUM Subscriber is assertiveg this NAPTR
supports ALL ENUMservices. However, in practice it means thdhér processing
(by evaluating the regexp and so constructing the associat@dsutfeeded before the
end system can be sure whether to discard the record or not.
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 ENUMservices for location information indicates that the associated resource can
act as a source for location information. It is proposed to providartfarmation in
Geography Markup Language (GML).

* ENUMservices for public key information indicates that the associated resource can
act as a source for public key information.

2.8.2 Registered ENUMservices

As defined in [23], ENUMservices have to be registered with nkerriet Assigned Names
and Numbers Authority (IANA) in order to be in conformance with theoeing usage

conditions. Provided an ENUMservice has obtained the necessary apprtwalleTF, and

the according RFC is published, IANA will register the ENUKs= and make the
ENUMservice registration available to the community in additiortheo RFC publication

itself. The list of registered ENUMSservices is published by IANA on ieb\aite®

In general, ENUMSservice specifications contain the functional spatdn (i.e. what it can
be used for), the valid protocols, and the URI schemes that magtuyaed. Typically, an
ENUMservice registration contains the sections illustratedhm following registration
template:

 ENUMservice Type

 ENUMSservice Subtype(s)

* URI Scheme(s)

* Functional Specification

e Security considerations

* Intended usage: (One of COMMON, LIMITED USE or OBSOLETE)
e Author

* Any other information that the author deems interesting

Table 2 shows the ENUMservices having been successfullyeesgistvith IANA up to May
26, 2006.

ENUMservices for interactive media-stream exchange
voice:tel

ENUMservices for discrete (non-session related)samgss

email:mailto fax:tel ifax:mailto
sms:tel ems:tel mms:tel
sms:mailto ems:mailto mms: mailto

ENUMservices for information source

web:http web:https ft:ftp
ENUMSservices for service resolution services

Sip h323 pres
ENUMservices for voice profile for Internet mail
vpim:mailto vpim:ldap

Table 2: ENUMservices registered with IANA

15 Cp. http://mww.iana.org/assignments/enum-serviasegf 26.05.2006.
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2.8.3 Experimental ENUMservices

As outlined in section 2.8.2 ENUMservices have to be registered AN lin compliance
with a number of registration rules. The only exception to thas nsldor ENUMservices
used for experimental purposes. The according types and subtypes Btare With the facet
“X-*. These elements are unregistered, experimental, and shoulskleonly with the active
agreement of the parties exchanging them, according to [23]nRdeeelopments in the
IETF ENUM working group, however, show efforts to ease the procedures§istering
innovative ENUMservices [40].

It will be referred to experimental ENUMservices later tims thesis, when a new
ENUMservice will be introduced (see section 8.6.1). In order to useethdENUMservice in
application tests prior to an official registration with IANAS implemented using the “X-“-
facet, in the meantime.

2.9 Privacy Issues

291 General Considerations

Populating the ENUM database means storing data in the DNS. M#itDNS being publicly

accessible by nature and data within the DNS being freefievable, privacy concerns
regarding that data are becoming an issue. Comparable to dathedian a website on the
WWW, data in the DNS can be harvested, aggregated, stored and re-used by oiseleparti
for generating lists of targets for sending of unrequestedniafioon. This could result in

being targeted with SPAM (unsolicited e-mail), SPIT (unsolick®IP calls), junk fax, junk

SMS or other unwanted information. Even after removing the DNS dsély, icopies of the

information could still be available on some other place beingdstbexe by a third party.

Therefore it is generally not recommendable to populate an ENUMidowith data that

should not become publicly available.

2.9.2 Identification, Authentication and Validation in ENUM

In order to tackle privacy concerns and to maintain the integfitthe E.164 telephone
numbering plan, identification, authentication and validation are majeesss any ENUM
implementation. First, it must not happen that an ENUM domain is uhdecantrol of a
person that is not the holder of the associated E.164 telephone numioaid, Semust not
happen that an unauthorised person can alter the data within another person’s ENUM domai

* Identification of an ENUM subscriber means, that some individual interested in
having his (communication) details included in ENUM, must be identifigdhe
ENUM service provider. This means that the subscriber hasotw, dhat he is the
one he pretends to be. This can be done by e.g. manually checkingo$loelser’s
identity card or passport, by means of a certificate issueal thysted third party or
other measures.

» Authentication of an already known ENUM subscriber is necessary, when the
subscriber wants to update data stored in his NAPTR RRs. Typlbalis performed
by checking a set of subscriber credentials (e.g. useraathpassword) using a web
interface.

» Validation of someone’s right to use a specific E.164 number is another ektreme
important (and possibly most difficult) task, as it has to Iserasl, that only persons
with the right to use a specific E.164 number are allowed to havesgwmriated
ENUM domain delegated. This task has to be repeated from tith@egdn order to
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assure that the ENUM subscriber still is the holder of the E.1édhene number. As

soon as the ENUM subscriber looses the right to use the E.164 nyinebdry
cancellation of contract with telephony service provider), he lalsges the right to

use the associated ENUM domain and subsequently the NAPTR resource records have
to be deleted.

2.10User ENUM and Infrastructure ENUM

The original idea and the first implementations of ENUM hadr@ngtfocus on end users
autonomously configuring their respective entries in the ENUM dataldasconsequence,
ENUM often has been compared with the electronic pendant to a pelsmiaess card,
enabling users to flexibly alter their ENUM entries according to thesop@t communication
needs and preferences. The user’s E.164 telephone number was deédmhatehe unique
key to access that “business card data” electronically. abtgiconsistent, that flavour of
ENUM was named User ENUM. Other end users as well as operat communication
networks or services have the opportunity to retrieve and use that data.

From the very beginning of ENUM there was discussion regardiageufor inter-carrier
issues. In the last 12 to 18 months, Infrastructure ENUM [39] [41Eheged as a second
option for the use of ENUNF It allows a carrier to populate the Infrastructure ENUM®DN
database with the telephone numbers of all of its own customers mgepy of User
ENUM.

In contrast to User ENUM, the NAPTR RRs in InfrastructureUENtypically will not
contain end customer data (e.g. a customer's SIP AoR or Eaudikss), but operator
information to be used for e.g. routing or charging (VolP fedsrdtiinformation).
Consequently, these data is not controlled and maintained by the emshys®re but by the
operator. Infrastructure ENUM has a number of potential use casgsas routing of IP-
based traffic for MMS and SMS (in mobile environments) or foercdnnection purposes
between IP-based services. In the latter case an operator poquithte ENUM with all of its
numbers pointing to the operator’'s network ingress point serving the Bit@&4 telehone
number, i.e. directing all traffic to a defined gateway fortdsetontrol, accounting and
charging of sessions.

For operators ENUM offers a financially interesting optioneiminate calls: Calls on the
classic PSTN usually have to be handed over to the calledspadgess provider, thus
incurring termination fees. Should a provider determine (by meaas &NUM query) that
the called party is (also) reachable on the Internet witbl® WRI, a call can be routed onto
the Internet (using a PSTN-to-IP Gateway) avoiding the abwr@ioned termination fees in
the PSTN world. This of course has the reverse effect on acewgsrk operators financially
relying on termination fees, as an increasing number of calfsbmaouted onto the Internet
(without the incurrence of such fees). However, with today’s lonepation of User ENUM
and accordingly low success rates of ENUM queries only aofewators so far implemented
all-call ENUM query? in their systems.

The introduction of Infrastructure ENUM potentially leads to a daegnount of E.164
telephone numbers being available in the Infrastructure ENUM databidmse a very short
time frame, therefore increasing the value of ENUM. As Bl&tts law states, the value of a

18 In Austria, one of the world’s leading countriegarding ENUM implementation, Infrastructure ENUMdlready in
operation since May 2006. Cp. http://www.enum.aeixphp?id=515&L=9, 20.11.2006.

17 A VolP federation is a group of VoIP providers Imyvagreed to exchange traffic.

18 All-call ENUM query refers to the method of perfiing an ENUM query for each and every call originhin a network
or passing through some network equipment.
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network equals approximately the square of the number of usérs sydtem, i.e.’nSince a
user cannot connect to itself, the actual calculation is the nurhdexgmnals and sides in an
n-gon:

Value = n (n-1)/2
The networking effect of communication technologies and networksilleddry Metcalfe’s
law is also valid for the ENUM use case. The more ENUM dosndelegated (i.e. telephone

numbers stored in the ENUM DNS), the more ENUM queries will ixeessful and the
higher the value of ENUM will become (see Figure 15).
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Figure 15: Value of network according to Metcalfe’s law

Infrastructure ENUM is planned to be implemented in a diffeDd$ tree than User ENUM,
allowing the usage of Infrastructure and User ENUM in pardlle¢ IETF proposes to have
Infrastructure ENUM implemented in a subtree of the .arpa domaitg4.arpa, but other
trees in principle are possible as well. Especially for aermmediate period, until all
administrative and political hurdles for the delegation of the new subdomain arettekease

of alternative domains or trees is well possible. Respectivé& vgogoing on in IETF's
ENUM™® and SPEERMINT working groups. Despite these standardisation efforts
commercial solutions have emerged in parallel with X-Cohemt the AMS-IX SIP
Peerinﬁ2 being popular examples already in operation.

19 Cp. http://www.ietf.org/html.charters/enum-chaitéml, 07.10.2006.

20 Cp. http://www.ietf.org/html.charters/speerminidter.html, 07.10.2006.
2L Cp. http://www.xconnect.net/, 07.10.20086.

22 Cp. http://www.ams-ix.net/services/cug/sip.htn@, 0.2006.



3 Semantic Web

3.1 Introduction

The term “semantic” comes from the Greek expressigpnoviikoc, semantikos(i.e.
“significant meaning”), derived frormema(i.e. “sign”). In generalsemanticds the study of
meanings. In the case of the Semantic Web, this can be intdr@®tadding computer-
understandable meaning (semantics) to the content of documents on theWiteldveb
(WWW).

The Semantic Web, envisioned by Tim Berners-Lee in a frequeitdgt article [8] from
2001, has been in a steady process of being further defined and devehoped sday, the
Semantic Web standardisation activities are bundled at the Wodé Web Consortium
(W3CY? with Berners-Lee currently heading that institution.

The Semantic Web represents a concept in which machine-readaldatdmuntds the base
for a whole set of new applications on the Internet. The Semamixi¥\explicitly designed
to enable adding of computer-understandable meaning to documents on the WW&/eord
element of the Semantic Web is a system of structured semantvledge called metadata.
In order to animate this system, new languages for ontologies, rules and peauéeded.

Today's WWW is focused on document presentation (primarily coded ierHygxt Markup
Language; HTME® aimed at human users, i.e. Web pages being designed to beyread b
human users. The Semantic Web is a project aiming to make Web paderstandable by
computers, so that they can search websites and perform actiossamdardised way. The
potential benefit is that computers can harness the enormous netwiororaiation and
services on the Web much better than a human user. A computer coukkafaple,
automatically find a hotel and a flight for a given conferenteline with the user’s
preferences (e.g. 4-star hotel, close to conference venue, non-snakimgeconomy class
flight, aisle seat, vegetarian menu, etc.), and book both fitting mtht user’s schedule (e.g.
derived from Microsoft™ Outlook).

The Semantic Web’s architecture also known as the Semanti¢lsyeb cake” or Semantic
Web stack, is shown in Figure 16 (original version, 200Figure 17 (W3C updated version,
2006°) and Figure 18 (further elaborated version presented by fieBelLee at AAAI'06,
2006 all three visualising how the major building blocks are explettesit above each
other.

23 http://mww.w3.0rg/2001/sw/Activity

2 http://www.w3.0rg/TR/html401/

25 Cp. http://www.w3c.tut.fi/talks/2002/0923sw-vtt{stide15-0.html, 10.10.2006.
26 Cp. http://www.w3.0rg/2004/Talks/0209-Helsinki-tH)5.html, 10.10.2006.

27 Cp. http://www.w3.0rg/2006/Talks/0718-aaai-tbl/@xiew.html, 10.10.2006.
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Figure 17: Semantic Web architecture (W3C'’s updated versif@})2
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Figure 18: Semantic Web architecture (version by Tim Bernees-AAAI'06, 2006)

In the following a closer look will be taken on each of the Ilayand associated
functionalities, describing the full picture of the Semantic Welsthitecture. For the purpose
of this description the original Semantic Web architecture Fsgere 16) will be used as
normative reference, however without missing out on new consideratmmstiie further
elaborated versions.
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3.2 Layer 1: Identifiers

The basement layer of the Semantic Web is built by the UniResource Identifiéf (URI)
and Unicode (cp. Figure 16 to Figure 18).

3.2.1 Uniform Resource ldentifier

In general, a Uniform Resource Identifier (URI) [10] is usedive gsomething” on the Web
a name. Anything that has a URI therefore can be said to behtnMeb” and the
possibilities of assigning names are vast: a person, a documenteat) alijfip to Rome and
anything else one can think of, all can have a URI.

URIs are highly decentralised identifiers without any controlvbd creates them and how
they are used. This leads to a situation where everybody cda arehuse URIs inevitably
ending up with multiple URIs representing the same thing akasalifferent things being
described with the same URI.

It is typical for the World Wide Web to create a Web page angsé a URI to name it. The
Web page usually describes the object and explains that the UR&t&eb page represents
this object. For example one could create the URI http://www.pbeacom/mythesis which
represents my copy of the thesis. Therefore the URI can bestmaoldras not describing a
Web page anymore, but the object (“my thesis”) itself. So thiRlI
http://www.example.com/mythesis becomes the name of the object “my’thesis

A well-known example of a URI is the Uniform Resource LocatdRLl) or http: URI
[9][24], which is an address enabling one to visit a web pagenoore exactly — that lets a
computer locate a specific resource (the Web site) on theént&ther familiar URIs are the
mailto: URI to encode e-mail addresses [31], the ftp: URlifertfansfer [57] or the sip: URI
for usage with the Session Initiation Protocol [64].

Another URI is the Uniform Resource Name (URN) [52], a URt thantifies a resource by
name in a particular namespace. A URN can be used to talk aboegource without
implying its location or how to dereference it. For example/UR& urn:ISBN:0-262-01210-
3 is a URI that allows one to talk about a book (in the case of the ISBN exampléfreenia
is the title from Grigoris Antoniou and Frank van Harmelen, A Seimaideb Primer, The
MIT Press). However, a URN does not provide any information on vametéiow to obtain a
copy of that book, for instance.

3.2.2 Unicode

The second building block of the Semantic Web’s base layer is Unitodeode is an

industry standard designed to allow text and symbols from all natmglages to be
consistently represented and manipulated by computers. Unicode elsacat be encoded
using any of several schemes termed Unicode TransformatiomEo(UTF). The Unicode
Consortiuni® aims to replace existing character encoding schemes witodénin order to

reach compatibility with multilingual environments. Today, the Unicadandard is

implemented in many technologies, including XML, the Java programiamguage, and

modern operating systers.

28 The W3C's Semantic Web stack consists URI and IRI.stands for Internationalised Resource |destifi enabling
people to name resources in their own languaguéh Wiv exceptions, the natural scripts of the werldnguages use
characters other than A-Z. By expanding allowedrattars from a subset of US-ASCII to the UniveiGakracter Set
(Unicode/ISO 10646), IRIs allow content developatd users to identify resources in their own laggsa

29 Cp. http://www.unicode.org/, 20.08.2006.

30 Cp. http://en.wikipedia.org/wiki/Unicode, 20.0808)
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3.3 Layer 2: Documents

3.3.1 Extensible Markup Language

The Extensible Markup Language (XML) [73][74] was originallysideed to send
documents across the Web in a simple Wafnyone can design its own document format
and write documents using that format. XML enables the user tadecharkup to enhance
the meaning of a document. Depending on the client program the marttus associated
meaning will be used (or not) accordingly. Each program or applicasi free to choose
which markups of an XML document to use and how to interpret them. Thug)gsha
XML document adds meaning to the content; however, assuming that bbtiéls gaow and
understand the element names. For example, if some person labeéthisgma
<name>Reichinger</name>  and another person labels that fielem>Reichinger</nom> , there is
no way a machine will know those two mean the same thing unlessen8e Web
technologies like ontologies are added (see section 3.5).

As introduced above, the task of including additional meanings to a docwsresrtfarmed

by attaching descriptive “tags” to certain portions of the docunefiill set of tags (opening

tag + content + closing tag) is called an element. The tstgrtonsists of a name written
between angle brackets, likeg> ; the end tag consists of the same name written between
angle brackets, but with a slash preceding the names/ddge . In addition to content, an
element can also contain attributes. Attributes are name-vaitseipeuded in the start tag
after the element name, lik@ag attribute_1="5" attribute_2="unit">Content</tag>

Attribute values must always be quoted, using single or double quotdsatfidloute name
should appear only once in any element.

The basic syntax for one element in XML<igme attribute="value">content</name>. An
example XML code fragment illustrates the usage of XML terms in Ligtibglow.

Listing 3: XML code fragment illustrating basic XML concept

<?xml version="1.0" encoding="UTF-8"?>
<document>
<title>Telecommunications and the Next Generation Web: Introducing ENUM to the
Semantic Web</title>
<author>K. Reichinger</author>
<supervisor>R. Baumgartner</supervisor>
<supervisor>G. Gottlob</supervisor>
<type>Ph.D. Thesis</type>
<organisation>Vienna University of Technology</organisation>
<year>2006</year>
</document>

The first line is the XML declaration stating what version of XML (i.e. ierd.0) is used. In
addition it contains information about character encoding (i.e. UTH8&rmation about
external dependencies may be found there as well. The rest @fdle fragment from Listing
3 above consists of nested elements (with start tag, content and end tag) as désmrébed a

3.3.2 XML Namespaces

XML Namespaces (XML NS) enable one to give a URI to eaemeht and attribute. This
opens the opportunity for everyone to create his/her own tags andhemixwith tags made
by others. XML namespaces enable the same document to containelviients and

81 Cp. http://en.wikipedia.org/wiki/XML, 20.08.2006.
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attributes taken from different vocabularies, without any namatigsions occurring. XML
Namespaces therefore help to secure the semantic interopgrabiiong metadata
vocabularies.

A namespace is declared using the reserved XML attributesitiie value of which must be
a URI (Uniform Resource ldentifier) reference, e.g. xmlip://www.w3.0rg/1999/xhtml
defining the Extensible Hypertext Markup Language. It has to bealnbtavever, that the
URI is not actually read. Instead, the URI is simply treatedrbXML parser as a string. For
example, http://www.w3.0rg/1999/xhtml itself does not contain any coglestidescribes the
xhtml namespace to human readers.

3.33 XML Schemas

XML schemas are used to describe a type of XML document. dlfjpithis is expressed in
terms of constraints on the structure and content of documents beydrasih&XML syntax
constraints. Examples of languages developed specificallypeex XML schemas are the
Document Type Definition (DTD) language (with rather limiteabability), or the more
expressive XML Schema and RELAX NG. Documents are only consideakd if they
satisfy the requirements of the schema they have been asdomitite These requirements
typically include such constraints as:

* Elements and attributes that must/may be included, and their permitted structure
* How character data is to be interpreted, e.g. as a number, a date, a URL aa Bziole

An example of a simple Schema to describe a country is illustrated ing.4sbelow.

Listing 4: Simple Schema to describe a country

<xs:schema
xmlins:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="country" type="Country"/>
<xs:complexType name="Country">
<xs:sequence>
<xs:element name="name" type="xs:string"/>
<xs:element name="population" type="xs:decimal"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

An example of an XML document that conforms to this schema is ¢iekw in Listing 5.
The code fragment simply says that there is a country namedaAwsth a population of
8.22 million.

Listing 5: XML code fragment conforming to Schema frontibig 4

<country
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalocation="country.xsd">
<name>Austria</name>
<population>8220000</population>

</country>

3.34 XML Query

As explained in previous sections, XML is a markup language capaibldescribing
information of data sources by labelling the respective conteatdbr to perform queries on
those data sources (e.g. documents, databases or repositoriesfi@d@décquery language
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is needed. Such a query language can express queries acersfifinds of data, may it be
directly stored in XML or viewed as XML via some middlewareaeCexample of an XML
query language has been specified by the W3C XML Query WpBioup: XQuery 1¥ is
designed to be broadly applicable across many types of XML data sources.

XQuery allows one to extract and manipulate data from XML docunwnésy other data
source that can be viewed as XML. XQuery uses XPath expresgitax to address specific
parts of an XML document. It works with a SQL-like "FLWOR exgies" for performing
joins. Such a FLWOR expression is constructed from the five clausegling the name:
FOR, LET, WHERE, ORDER BY, and RETURN. The language furtheriges syntax
allowing new XML documents to be constructed. Where the elementtisihdite names are
known in advance, an XML-like syntax can be used; in other casegsseiqrs referred to as
dynamic node constructors are available.

XQuery 1.0 however, does not include features for updating XML docuroedttabases, as
is done by XUpdate. It also lacks full text search capabiBiyth these features may be
included in a subsequent version of the language.

3.4 Layer 3: Statements

3.4.1 Resource Description Framework

The Resource Description Framework (RDF) as defined by the WAL brings the

possibility to make statements that are machine-proces§abfecourse a computer still does
not “understand” what someone actually said, but it knows how to ddmltwior example,

someone (a machine or agent) could search the web for all mowvigsraind provide an
average rating for each film being put back onto the Internet. Anotlesite could take that
information and create a “Worst Movies Ever” page. In Semantibc 8peaking this means
that the agents involved later can make logical inferencesdba@s metadata, to perform

tasks.
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Figure 19: RDF data bus — from http://www.w3.org/20@s/0718-aaai-tbl/Overview. html#(6)

32 Cp. http://www.w3.org/TR/xquery/, 23.09.2006.
33 Cp. e.g. http://www.w3schools.com/rdf/default.a8p,09.2006.
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Contrary to the impression possibly created by Figure 19 above,itR&)fis quite simple.
Each RDF statement consists of three parts: a subject, agieednd an object. The structure
therefore is very much like a sentence, except that almdbealords are URIs. An example
of such an RDF statement is illustrated in Listing 6 below.

Listing 6: RDF statement in Notation3

<http://kurt-reichinger.at/>
<http://like.example.com/terms/reallylikes>
<http://holidays.example.com/destinations/Greece>

The example says that a person named Kurt Reichinger reallynHidelays in Greece. For
simplification this statement is written in a language caMedation 3 [11] focusing on
human readability, but the official RDF specification defining<;iL representation of RDF
is just a little more complex. An example of an XML RDF esta¢nt is listed in Listing 7
below.

Listing 7: XML RDF code fragment

<?xml version="1.0"?>
<rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmins:contact="http://www.w3.0rg/2000/05/contact#">
<contact:Company
rdf:about="http://www.w3.0rg/Organization/contact#DBAI-Group">
<contact:name>DBAI-Group</contact:name>
<contact:mailbox rdf:resource="mailto:sek@dbai.tuwien.ac.at"/>
<contact:phone>+43 (1) 58801 18403</contact:phone>
</contact:Company>
</rdf:RDF>

The code fragment in the example from Listing 7 basically emak statement about a
resource, which in this case is the organisation
http://www.w3.0org/Organization/contact#DBAI-Group. First, it is datieat the code has to
be interpreted as XML. Furthermore the code uses RDF elemauhtattaibutes from two
namespaces. The organisation can be identified by the URI
http://www.w3.0org/Organization/contact#DBAI-Group; its name is DE#&bup, its e-mail
address is sek@dbai.tuwien.ac.at, and its phone number is +43 (1) 58801 18403.

RDF identifies resources using URIs, and describes these resowith properties and
property values. The combination of resource, property and propadg Yorms an RDF
statement as described above, i.e. some sort of sentence ngnsigubject, predicate and
object.

» Aresource in this context is anything that can have a URI, e.g. http://hesisiat.
* A property on the other hand is a resource that has a name, e.g. "author".

« A property value is the value of a property, such as "Kurt Rejemni or
“http://www.mythesis.at", i.e. a property value can be another resource.

An example statement using resource, property and property valnebove could be “The
author of http://www.thesis.at is Kurt Reichinger”.
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* The subject of that statement above is http://www.thesis.at.
e The predicate is: author.
» The object is: Kurt Reichinger.

RDF is based on a directed graph model, i.e. an RDF statemerd dasdsibed by means of
a syntax-neutral graph (see Figure %T.o better illustrate coherences, RDF statements are

often additionally represented by such graphs ranging from ratfmgle (as in Figure 20
below) to very complex figures.

author
http://www.thesis.at Kurt Reichinger

Resource Property Value

Subject Predicate Object

Figure 20: Syntax-neutral graph describing the statememt dbove

Although we can assume RDF not to be a highly complex language, moaitgopeople can
be expected to learn and use this language anytime soon. If tlaat®eWeb is wanted to be
up and running within a decent timeframe, the semantic annotation ofntdotethe
Semantic Web must be provided by other sources, i.e. databasey depbuled. RDF is
perfectly suited to publish these databases’ information on the W&lhlisaussed before,
every single item of the databases will get a URI, enabhtglligent systems to fit the
available data together. For easy publication of legacy databastent appropriate
translation tools creating RDF data have to be implemented. Arcapmh example will be
shown in section 8.4.

RDF started as framework for metadata providing interoperaliétween applications
exchanging machine-understandable information on the Web. RDF engshé&ssdities to
enable automated processing of Web resources and as such provimesdhmiilding blocks
for supporting the Semantic Web. RDF metadata can be used ety whapplication areas;
for example: in resource discovery to provide better search ecaadilities; in cataloguing
for describing the content and content relationships availablpatiaular Web site, page, or
digital library; by intelligent software agents to facii@é&nowledge sharing and exchange; in
content rating; in describing collections of pages that represeingke logical "document”;
for describing intellectual property rights of Web pages, andainynothers. RDF with digital
signatures will be one of the keys to building the "Web of Trigt'electronic commerce,
collaboration, and other applications.

3.4.2 RDF Query

RDF as described in Section 3.4.1 needs a query language in ordgloibiexfull potential.
SPARQL as defined by the W3C [81][80] stands (recursivady)SPARQL Protocol and
RDF Query Languag® SPARQL is the successor to other RDF query languages, e.g. RDF
Query Language, RDQL [79].

34 Cp. e.g. http://mww.dbis.informatik.uni-frankfute/~tolle/RDF/DBISResources/RDFIntro.html, 05.0920
35 Cp. http://www.w3.org/TR/rdf-sparql-query/, 23.2006.
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The following example shows how to find the names of all Europeatalsapsing SPARQL
(see Listing 8).

Listing 8: SPARQL code fragment

PREFIX abc: <http://example.com/exampleOntology#>
SELECT ?capital ?country
WHERE {

?x abc:cityname ?capital.

?y abc:countryname ?country.

?x abc:isCapitalOf ?y.

?y abc:isInContinent abc:europe.

}

In SPARQL, variables are labeled with a “?” prefix. In thenegke from Listing 8 all those
variable data for ?capital und ?country is returned that mathbefour RDF triples given.
The prefix “abc” defined in line 1 of the SPARQL code fragnfemm above is used instead
of "http://example.com/exampleOntology#*“ for better readability.

3.5 Layer 4: Schemas and Ontologies

The idea of using already existing data stored in alreadyimxidatabases seems striking, but
it has to be considered that — apart from privacy and data pootemincerns — today’s
database systems are far from being optimized for the Web. ayeyt optimised to
understand a certain database structure may fail at a sysiem different structure. Similar
problems arise if the internal structure (e.g. the way thigamovies) of the database is
altered. An example of a system depending on well definedtwtescand contents of
databases is the Austrian website Geizhidlat provides price comparison from a multitude
of electronic equipment shops. All shops participating have to providedtteiin a structure
defined by Geizhals, the operator of the price comparison porthlowgh this is not what
Semantic Web proponents envisage, it is showing the potential of ssamdehine-readable
data on the Next Generation Web.

An even bigger problem is the fact that computers (as well as huimatise way) can face
severe problems when trying to figure out what a specific feumd in a database could
mean or how it should be used. In fact all the URIs are rather useless, as thag meaning
remains undescribed.

Schemas and ontologies are ways to describe the meaning arahséigs of terms. Such a
description (again implemented in RDF) enables computer systeose tterms more easily
and to convert between them. The schema/ontology layer builds d certtiet the Semantic
Web Architecture as simple descriptive to complex classifigaschemas are created and
registered there, enabling agents to interpret data, make inferences and peeskst’

%6 http://ww.geizhals.at
37 Cp. http://www-128.ibm.com/developerworks/webiby/wa-semweb/, 20.08.2006.
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3.5.1 Schemas

In computer science, a Schema can be described as a modelgpablito define structure,
content and even semantics of documents. A Schema can also bermdedcfibing the
structure of a database, for instafite.

One example used on the Semantic Web is RDF Schema [78], whackemantic extension
of RDF* It provides mechanisms to describe groups of related resourceshand
relationships between those resources. The RDF Schema class amty gygtem is similar
to the type systems of object-oriented programming languagds as the Java language.
RDF differs from many such systems. Rather than definesa olaerms of the properties of
its instances, the RDF vocabulary description language describestigopeterms of which
classes of resource the properties apply to. Both RDF and RbB&nfa can be serialised
using XML and XML Schema. The existence of standards for descuilaitag(RDF) and data
attributes (RDF Schema) enables the development of a setddf r@aailable tools to read
and exploit data from multiple sources. The degree to which diffapiications can share
and exploit data is sometimes called syntactic interopesablllie more standardised and
widespread these data manipulation tools are, the higher the de§resyntactic
interoperability, and the easier and more attractive it becdamese the Semantic Web
approach as opposed to a point-to-point integrated softtion.

Syntactic interoperability is all about parsing data colyedt requires mapping between
terms, which in turn requires content analysis. Content anabgisres formal and explicit
specifications of domain models defining terms used and thlatioreships. Such formal
domain models are sometimes called ontologies.

38 Cp. http://en.wikipedia.org/wiki/Schema, 05.09.800
39 Cp. http://en.wikipedia.org/wiki/Rdf_schema, 052806.
40 Cp. http:/imww.hpl.hp.com/semweb/sw-technology.h®%.09.2006.
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3.5.2 Ontologies

Ontologies are often described in rather abstract termd bgeArtificial Intelligence
expert§’, but nevertheless have established themselves in recent yehes\&fwWW for the
description of specific domains. Web Ontologies meanwhile range fange complex
taxonomies e.g. categorising Web Sites to brief descriptionsgofpeoducts or peopf8.
Various disciplines have been and/or are currently in the procelevelbping ontologies for
their specific needs.

The main purpose of such an ontology is to define a common vocabulamgeinto better
share information in a domain. Ontologies define machine-interpretatdemodels in terms
of classes, subclasses and properties. An ontology therefore camealdescribed as a
network of concepts, relationships and constraints that provide contexdatar and
information as well as processes. Some further reasons fdingraadomain ontology are to
be found in [54] and listed below.

 Share common understanding of the structure of information among people or
software agents

* Enable reuse of domain knowledge

* Make domain assumptions explicit

» Separate domain knowledge from the operational knowledge

* Analyse domain knowledge

Typically, the creation of a new domain-specific ontology requiresglat cooperation
between specialists of the respective domain (e.g. from life sciearthe Semantic Web.

3.5.3 Web Ontology Language

One popular language to express ontologies is the W3C’s Web Ontologydganntology
Working Language; OWL) [76F OWL disposes of more vocabulary to describe properties
and classes than RDF or RDF Schema: It can describe reldteingen classes (e.g.
disjointness), cardinality (e.g. “exactly one”), equality, mdypes of properties and
characteristics of properties (e.g. symmetry) and others. @WMiritten in XML, allowing
OWL information to be easily exchanged between different tygesomputers using
different types of operating system and application languages.

Listing 9 describes how OWL can be used to describe a staciuimstance. In the example
this is done by defining a stadium with a couple of domain-specifitiftes. The example
from Listing 9 works with the fictitious OWHklass:Stadium  for the description of stadiums.
The properties used for describing a stadium are @Mgkrty:name  (Specifying the stadium
name, e.g. Villa Park)yroperty:home-team (specifying the stadium home team, e.g. Aston

Villa FC), property:location (specifying the stadium location, e.g. Birmingham, UK)
property:latitude and property:longitude (specifying the geographic coordinates of the
stadium).

41 Cp. Gruber, 1993, describing an ontology as eitfficmal specifications of the terms in a domaimlaelations among
them.

42 Cp. http:/lwww.schemaweb.info, 05.09.2006.

2 Cp. http://en.wikipedia.org/wiki/Web_Ontology_Larage, http://www.w3schools.com/rdf/rdf_owl.asp, and
http://www.w3.org/TR/owl-guide/, 05.09.2006.
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Listing 9: OWL example describing a stadium

<rdf:RDF xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmins:rdfs="http://www.w3.0rg/2000/01/rdf-schema#"
xmins:owl="http://www.w3.0rg/2002/07/owl#"
xml:base="http://www.daml.org/2001/10/html/stadium-ont">

<owl:Ontology rdf:about="">

<owl:versioninfo>$ld: stadium-ont.daml,v 1.1 2006/01/01 18:00:00 mdean Exp
$</owl:versioninfo>

<rdfs:comment>Stadium</rdfs:comment>
</owl:Ontology>

<rdfs:Class rdf:ID="Stadium">
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty rdf:resource="#name"/>
<owl:allValuesFrom rdf:resource="http://www.w3.0rg/2001/XMLSchema#string"/>
</owl:Restriction>
</rdfs:subClassOf>

<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty rdf:resource="#location"/>
<owl:allValuesFrom rdf:resource="http://www.w3.0rg/2001/XMLSchema#string"/>
</owl:Restriction>
</rdfs:subClassOf>

<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty rdf:resource="#home-team"/>
<owl:allValuesFrom rdf: resource="http://www.w3.0rg/2001/XMLSchema#string"/>
</owl:Restriction>
</rdfs:subClassOf>
</rdfs:Class>

<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty rdf:resource="#latitude"/>
<owl:allValuesFrom rdf:resource="http://www.w3.0rg/2001/XMLSchema#double"/>
</owl:Restriction>
</rdfs:subClassOf>

<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty rdf:resource="#longitude"/>
<owl:allValuesFrom rdf:resource="http://www.w3.0rg/2001/XMLSchema#double"/>
</owl:Restriction>
</rdfs:subClassOf>

<owl:DatatypeProperty rdf:ID="home-team"/>
<owl:DatatypeProperty rdf:ID="latitude"/>
<owl:DatatypeProperty rdf:ID="location"/>
<owl:DatatypeProperty rdf:ID="longitude"/>
<owl:DatatypeProperty rdf:ID="name"/>

</rdf:RDF>

3.5.4 OWL Sublanguages

OWL provides three increasingly expressive sublanguages ddsigm use by specific
communities of implementers and useiidie W3C describes the three OWL flavours in an
overview document [75] as follows:
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 OWL Lite supports those users primarily needing a classdicédiierarchy and simple
constraints. For example, while it supports cardinality constraintnly permits
cardinality values of 0 or 1. It should be simpler to provide tool suppo@WL Lite
than its more expressive relatives, and OWL Lite provides a quiptation path for
thesauri and other taxonomies. Owl Lite also has a lower focaoralplexity than
OWL DL.

 OWL DL supports those users who want the maximum expressivendsgetaining
computational completeness (all conclusions are guaranteed to be abl@paind
decidability (all computations will finish in finite time). OWDL includes all OWL
language constructs, but they can be used only under certaiati@sér(for example,
while a class may be a subclass of many classes, acaaest be an instance of
another class). OWL DL is so named due to its correspondence veithiptdien
logics, a field of research that has studied the logics that tfee formal foundation of
OWL (see section 3.6.1).

e OWL Full is meant for users who want maximum expressivenegshe syntactic
freedom of RDF with no computational guarantees. For example, in BWIa class
can be treated simultaneously as a collection of individuals and iagligidual in its
own right. OWL Full allows an ontology to augment the meaning of teedefined
(RDF or OWL) vocabulary. It is unlikely that any reasoning safewill be able to
support complete reasoning for every feature of OWL Full.

Each of these three sublanguages is an extension of its simgdecessor, both in what can
be legally expressed and in what can be validly concluded. The following Rigsteows the
set of relations holding, while their inverses do not.

Legal = Legal Legal
OWL Lite OWL DL OWL Full
Ontology Ontology Ontology

Valid = Valid Valid
OWL Lite OWL DL OWL Full
Conclusion Conclusion Conclusion

Figure 22: Relations between OWL Lite, OWL DL, and OWLI Ful

Figure 22 explains that every legal OWL Lite ontology is galeOWL DL ontology, and
every legal OWL DL ontology is a legal OWL Full ontology. The same holdsofaelasions,
with every valid OWL Lite conclusion being a valid OWL DL conctusi and every valid
OWL DL conclusion being a valid OWL Full conclusion.

3.6 Layer 5: Logic

The next layer is the logic layer, which introduces ways ofigr logic into documents.
Logic**, coming from Classical Greeloyoc (logos), originally means the word, or what is
spoken. Nowadays it is rather used for the meaning of thought swrrebogic is about
finding criteria for the evaluation of arguments, finally enablomg to distinguish logical

44 Cp. http:/len.wikipedia.org/wiki/Description_logi@7.09.2006.
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arguments from flawed ones. As a formal science, logic irgae8 and classifies the
structure of statements and arguments, both through the study of &ysterhs of inference
and through the study of arguments.

The Semantic Web'’s logic layer allows introducing logic into documeAlthough the
introduction of schemas and ontologies (Layer 4; see Section 3&j)yalreeans an important
step towards a machine-processable web, it is of further sigmife that logical principles
can be stated. Such logical statements allow computergéotsd to make inferendesand
deduction®’, e.g. checking of a document against a set of rules regardirgpaslétency of
data, or the resolution of a query by converting unknown terms into known ones.

Logic, particularly predicate logic (a.k.a. first-orderitgo a large extent is the foundation
of knowledge representation (KR). KR has been studied long before #rgesmoe of the
Semantic Web, particularly in artificial intelligence and pbsidphy. The importance of logic
can be traced back to a couple of facts according to [2]:

* Providing a high-level language for knowledge to be expressed imspam@nt way
and with a high expressive power.

» Having well-understood formal semantics, which assign an unambigoeasing to
logical statements.

» Disposing of a precise notion of logical consequence, which detexmihether a
statement follows semantically from a set of other statements gagmi

* There exist proof systems that can automatically derivens¢ais syntactically from
a set of premises.

» The existance of proof systems for which semantic logical consequanceles with
syntactic derivation within the proof system. Proof systems shoeldooind (all
derived statements follow semantically from the premises)cantplete (all logical
consequences of the premises can be derived in the proof system).

* Predicate logic is unique in the sense that sound and complete pteohsydo exist.
More expressive logics (higher-order logics) do not have such proof systems.

* Because of the existence of proof systems, it is possiblade tine proof that leads to
a logical consequence. In this sense, the logic can provide explanations fersansw

Languages as RDF and OWL are specialisations of prediogie. These specialized
languages have the advantage of providing a syntax prepared fotethéed usage, i.e. for
Web languages strongly working with tags. Furthermore, they defemonable subsets of
logic also taking the use cases into account. This is particidddantageous as there is a
trade-off between the expressive power and the computational comméxiertain logics,
with more expressivity in the language meaning less efficiam¢lye proof systems. As an
example, OWL Lite and OWL DL correspond to a description logicaigubset of predicate
logic for which efficient proof systems exists.

Another subset of predicate logic disposing of efficient proof systeomprises the rule
systems (a.k.a. Horn logic). Horn logic is orthogonal to desanipbgics, i.e. neither of them
being a subset of the other. Therefore it is impossible to statgpersons being born and

% Inference is the act or process of deriving a hmion based solely on what one already knows. Cp.
http://en.wikipedia.org/wiki/Inference, 20.08.2006.

¢ Deduction can refer to deductive reasoning (néerence in which the conclusion is of no greatenagality than the
premises) or natural deduction (an approach tofgihemry that attempts to provide a formal modelogfical reasoning as it
"naturally” occurs). Cp. http://en.wikipedia.orgkifDeduction, 20.08.2006.
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living in the same town are “home-grown persons” in OWL, whetgass no problem using
rules:

born(X,Y),lives(X,Z),loc(z,U) - homegrownPerson(X)

Rules, on the other hand, are not able to state that a persdmeisaeihan or a woman. In
OWL this is easily done using disjoint union.

A simple application example utilising the Logic layer’s aifities is linking two databases
on the Web. Assuming two databases, originally designed individuallyndegdendently, the

Logic layer can help to link both by introducing semantic links ifigans of RDF). As a
consequence queries on one database can be converted into queries orr tthataiibse.

Figure 23 gives an example of two databases, one describing faeddle other describing
places, that can be linked as shown below.

N

Name ZIP ZIP Lat./Long.

N /
Friends \ Places

who? where? [ when?

Questions

Figure 23: Converting queries on the Logic I4Jer

Computer programs trying to derive answers from a knowledge basealed inference
engines or reasoners. Such programs form the “brain” used byt eypms to reason about
the information in the knowledge base with the ultimate aim to foteuakew conclusions. In
general, three types of inference are differentiated:

* Deduction, finding the effect with the cause and the rule.
* Abduction, finding the cause with the rule and the effect.
* Induction, finding the rule with the cause and the effect.

A reasoner can derive new formally annotated facts from aofs@redefined formally
annotated facts. Starting with information and rules from an ontolagasoner is able to
draw further conclusions.

47 Cp. http:/imww.w3.org/Designlssues/Semantic.hBiil09.2006.
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3.6.1 Description Logic

Description logics (DL) are a family of knowledge represémtdanguages. They are used to
represent the terminological knowledge of an application-speficain in a structured and
formally well-understood way. These languages represent subdets-ofder logic, which
are expressive enough and also decidable regarding inferencaniseth A specific feature
of DL is that classes (concepts) can be described by pepénat must be fulfilled for an
object to belong to this class [70].

The name description logic refers, on the one hand, to concept descrysioht describe a
domain and, on the other hand, to the logic-based semantics which cawmebebyi a
translation into first-order predicate logic (see above). DL demsgned as an extension to
frames and semantic networks, which were not equipped with a flmgrabased semantics.
It has become an important cornerstone of the Semantic Web fasaten the design of
ontologies with OWL being based on description Id§ic.

With DL it becomes possible to deduce new knowledge from implicit lecyd, i.e. it is no
longer necessary to store all the knowledge available in datal#asexample is to store in a
database the information that a person A is parent of a perddfitiBthat sort of knowledge
available it is possible to deduce that A is an ancestor of Bawit explicitly stating it within
the database, for instance.

3.7 Layer 6: Proof

The Semantic Web’s proof layer is used to proof some statemeontra conclusion drawn
previously. This is done by applying known rules or concluding from known. id@sever,
automatic proofing is nothing trivial and some not necessarily knelether a proof is
possible in a specific case. Heuristic engines are computgrapne searching the Semantic
Web for rules and ontologies until a statement is found to be true, or false.

Nevertheless, assuming a system of logic implemented, ibadbme increasingly possibly
to prove things. So different people can write logic statementsaanachine can be used to
follow these “semantic links” and try beginning to prove facts.

This will lead to a Semantic Web with different functionalitis®me sites will merely
provide data, others will search for and compare data to build niles;s will follow this
rules and statements to draw conclusions and place them on the Web again.

One example could be a client submitting a proof to a server in order to verifgaetssaights
to some information requested. The server then will have to valitateient’s proof. After
that, the server will answer with another proof returning the infoomaequested initially.
Figure 24 shows such an example where an intelligent agent could proof vaoetigeperson
has access rights to the University’s online library. Such antageild validate that Kurt
Reichinger is Ph.D. student at the DBAI Group; and that DBAIU@ris an institute of the
Vienna University of Technology. It should be noted that both informatiodedeg.e. the
names of active students as well as the University structitinerelated institutes) has to be
available to the agent. This could be hard-coded within the agentigaseftstored on some
corporate/private server(s) or being freely available on the Welthe agent further knows
about the rule of University institutes’ Ph.D. students having atcdks online library, Kurt
Reichinger can be granted access accordingly.

8 Cp. http://en.wikipedia.org/wiki/Description_logiand http:/Aww.inf.unibz.it/~franconi/dl/coursé/.10.2006.
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Vienna University hasinstitute ‘(Database and Avtifici
Ll .
of Technology Intelligence Group

hasPhDStudent

Ph.D. students of University institute

. . Kurt Reichinger
are allowed to access online library

Figure 24: Example for constructing proofs

Unfortunately, the example from Figure 24 has some back draws, aaddhg information
provided by the client (i.e. a person pretending to be Kurt Reiahbegeg a Ph.D. student at
DBAI Group), the information from other sources (i.e. DBAI Group benginstitute at
Vienna University of Technology), and the rule itself (i.e. Ph.D. stisdef University
institutes having access to online library) are not trustwortegtié 3.8 deals exactly with
that issue.

3.7.1 Rule Markup Language

The Rule Markup Language (RuleML) is providing an XML namespaceatows for the
exchange of rules. RuleML permits both forward (bottom-up) and backvegrdi¢ivn) rules
in XML for deduction, rewriting, and further inferential-transforroaal tasks as stated on
the RuleML websité® RuleML is a family of sublanguages whose root allows acietise
language as a whole and whose members allow to identify cusibnsizbsets of the
language. Examples of such RuleML sublanguages are hornlog or datalog.

3.7.2 Datalog

Datalog is a declarative (programming) language. This mimtshe programmer does not
write a program that solves some problem but instead specti@stiae solution should look
like, and a Datalog inference engine (or deductive databassrgysies to find the way to
solve the problem and the solution itself. This is done with rulesaatsl fFacts are the input
data, and rules can be used to derive more facts, and in the besheasdution of the given
problem [15]>*

A successful example implementation of Datalog is the Lixtaalisvrapper [6], unfolding
the structure of some desired pieces of information. The wrapercts information from a
(usually not well-structured) format and maps it to a structtoadat. In the case of Web
extraction as performed by the mentioned visual wrapper, the magpusgally carried out
from HTML to XML or a relational databas®.

Another example is the DLV system [38] for disjunctive datalo¢ghvaonstraints, true
negation and queries. Disjunctive datalog is an extension of dataldgadh the logical OR
expression (the disjunction) is allowed to appear in the rules whiobtithe case in basic

4 Cp. http:/iww.ruleml.org/, 16.10.2006.

%0 Cp. http://www.ruleml.org/modularization/#ModeB.10.2006.

51 Cp. http://www.dbai.tuwien.ac.at/proj/div/tutorial 5.10.2006.

52 Cp. http://www.lixto.com/show.php?page=vw_overdgren, 15.10.2006.
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datalog. DLV is a deductive database system well suitedalfokinds of nonmonotonic
reasoning, including diagnosis and planning.

3.7.3 F-Logic

F-logic (frame logic) [37] is another formal language fatadand knowledge representation.
It accounts in a declarative fashion for structural aspects oftatnjiented and frame-based
languages. First, F-logic was used for deductive and object-afielattabases; later it was
adapted for implementing ontologies. Features include, among othersi algatty,
complex objects, inheritance, polymorphism, query methods and encapstiation.

3.7.4 Semantic Web Rules Language

The Semantic Web Rules Language (SWRL) [82] is combining sublangoagles OWL
Web Ontology Language (OWL DL and Lite; see Section 3.5.4) withetlmbsthe Rule
Markup Language (Unary/Binary Datalog; see 3.7.1 and 37.2).

The SWRL foundations are described by the W3C as follows: Aaxitem consists of an
antecedent (body) and a consequent (head), each consisting of a (pesgityy set of
atoms. A rule axiom can also be assigned a URI referenceh whidd serve to identify the
rule. Informally, a rule may be read as meaning that if tiecadent holds (is "true"), then
the consequent must also hold. An empty antecedent is treatédadly tnolding (true), and
an empty consequent is treated as trivially not holding (false). Rules withgp antecedent
can thus be used to provide unconditional facts; however such unconditicisaria better
stated in OWL itself, i.e., without the use of the rule construct.-&opty antecedents and
consequents hold if all of their constituent atoms hold, i.e., theyemted as conjunctions of
their atoms.

SWRL significantly extends the expressivity of OWL, allowiexpressing relations like an
uncle is the brother of a father (see Listing 10), that an edalperson with an age above 18
years, or that an international flight needs airports in different countries.

Listing 10: SWRL code fragment for uncle — brother — fatbatiorr®

<ruleml:imp>
<ruleml:_rlab ruleml:href="#examplel"/>
<ruleml:_body>
<swrlx:individualPropertyAtom swrlx:property="hasParent">
<ruleml:var>x1</ruleml:var>
<ruleml:var>x2</ruleml:var>
</swrix:individualPropertyAtom>
<swrlx:individualPropertyAtom swrlx:property="hasBrother">
<ruleml:var>x2</ruleml:var>
<ruleml:var>x3</ruleml:var>
</swrlx:individualPropertyAtom>
</ruleml:_body>
<ruleml:_head>
<swrlx:individualPropertyAtom swrlx:property="hasUncle">
<ruleml:var>x1</ruleml:var>
<ruleml:var>x3</ruleml:var>
</swrlx:individualPropertyAtom>

%3 Cp. http://de.wikipedia.org/wiki/F-Logic, and hitfen.wikipedia.org/wiki/F-Logic, 15.10.2006.

54 Cp. http://www.w3.0rg/Submission/SWRL/, 23.09.2006

s Cp. http://www.inf.fu-berlin.de/inst/ag-nbi/leh6&/S_MOD/Regelsprachen_180505.pdf#search=%22swtl%22
24.09.2006.
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</ruleml:_head>
</ruleml:imp>

The code fragment from Listing 10 is divided into a RuleML body aRdil@ML head with

the head of a rule fulfilled (i.e. “hasUncle”) when all atomsthe body are fulfilled (i.e.
“hasParent” and “hasBrother”). The SWRL ontology is a collection of taudsaxioms, using
e.g. subClass, and equivalentClass. It further uses a number ahisufitir various purposes
as listed in [7]:

e Comparisons Built-Ins (e.g. equal, notEqual, lessThan, or greaterThan)

e Math Built-Ins (e.g. add, subtract, multiply, divide, mod, round, sin, or cos)
* Boolean Values Built-Ins (e.g. boolean, or booleanNot)

» Strings Built-Ins (e.g. stringLength, upperCase, or lowerCase)

* Date, Time Built-Ins (e.g. date, time, subtractDate, or subtractTime)

* URIs Built-Ins (e.g. resolveURI, or anyURI)

» Lists Built-Ins (e.g. member, length, first, or list)

3.8 Layer 7: Trust

The Proof layer (layer 6) described in section 3.7 is strongéy-netated with layer 7, the
Semantic Web’s Trust layer.

Trust is a complex subject relating to belief in the honestythfulness, competence,
reliability, etc. of a person or service [30]. Trust typicaldy specified in terms of a
relationship between fustor, the subject that trusts a target entity, anmuatee i.e. the
entity that is trusted. In general, a trust relationship isabeblute: a trustor trusts a trustee
with respect to its ability to perform a specific actionpoovide a specific service within a
context A trust relationship can be one-to-one between two entities; hovwéwas not to be
symmetric. It can also be one-to-many or many-to-many.

As “anybody can say anything about anything” on the Web, it becanuescial question
which information to trust, and which not. It is evident that not everything found on the World
Wide Web is true; and the Semantic Web is not able to changenthay way. Truth of
information as a general rule has to be evaluated on a cassdéyaparoach by each
application that processes information on the Web. According to De[26%, trust is the
readiness of a trustor to rely on the actions or informationtiefséee. Trust in this context is
related to the following aspects:

» Trust emerges from a social process

» Trustis based on a subjective decision of the trustor
« Trust can change over time

» Trust depends on various factors and situations

Applications working with trust measures have to decide what theiliy using the context
of the statements provided, e.g. who said what and when and whatl @ledentials are
made available. Two questions arise in this context:

1. Is the information from the person that claims to be the author?
2. Is the author trustworthy?
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The first question regarding authenticity of information can beesddd with one of the
following approaches:

* Appending of digital signatures to the underlying RDF models, i.e. twding RDF
model or ontology is signed by the author using public key infrasteudoKl)
schemes that is addressed in section 3.8.1.

» Alternatively someone could simply consider the source of an RDFlrandbe Web
trustworthy, because the data is hosted at some renowned Unigensty'server. Of
course, this second approach provides a lower security level widliaatage of less
effort necessary for the information provider.

The second question regarding the trustworthiness of an author catdisssad using
different approaches as outlined by Bizer [12]:

* Web of Trust with explicit trust statements: is an approachgbleased on a strong
network with the trustor defining his/her trustees, e.g. a persoto leglicitly name
the trusted persons. Only statements from the trustor’s truateessed for trust
calculations. The Web of Trust relationships can be visualised witlregted,
weighted graph. The success of this approach depends on actuality atydafubg
statements, leading to a high degree of maintenance and adrtionstB&ee section
3.8.3 for further details regarding the Web of Trust.

* Network analysis with explicit trust statements: is an agtreehere people not being
part of a network use an existing Web of Trust. Examples foragipsoach are the
various reputation services on electronic market platforms, e.g Et@Amazon’,
where users can post statements on products or on each other. Anothpleesa
specific platforms for opinion exchange, e.g. Tripadvfsdbojoo’® or Ciad®. Figure
25 shows a screenshot snippet from the Tripadvisor Web site offemmgtare of
hard facts, e.g. address or official hotel class, and sd#, fag. traveller reviews and
overall Tripadvisor ratings.

v@ Ranks #10 of 238 hotels in Yienna in TripAdvigor's popularity index
K+K Hotel Maria Theresia

Kirchberggasse 6-5 Description: 123 rooms, Modern Six-story Hotel
Yienna 1070 convenient to Marishilfer Strazse, located in center of ald
Austria city.

4 Hotel class: Serivesey

TripAdvigor user rating: O OO OO

(bazed on S0 reviens)

IRTCLE I Traveler reviews:
4 e
.—‘L!i ! 'k! Sep 22, 2006 "Good hotal"
Map this hotel Sep 11, 2006: "Modem amenities, quiet neighborhood”
Hotel photos Sep B, 2006: "Goodnight Wienna !! K+ Maria Theresa"

» Read all revievs

Figure 25: Screenshot snippet from Tripadvisor Web sit®922006

* Network analysis with implicit trust statements: is an apgrasging existing RDF
statements. An example of such a statement could be “Trusatalinents regarding
subject X of University professors heading a department dealing with subject X

%6 Cp. http://www.ebay.com, 26.09.2006.

57 Cp. http://www.amazon.com, 26.09.2006.
%8 Cp. http://www.tripadvisor.com, 26.09.2006.
%9 Cp. http://www.dooyoo.com, 26.09.2006.

80 Cp. http://www.ciao.com, 26.09.2006.
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* Pragmatic approach: is checking available information against rkrooologies or
knowledge bases, i.e. verify whether some information is inwite some other
known facts. An example of this is checking an ontology for e.g.raries, value
ranges or other axioms, e.g. “a girl of 3 years of age cannot be a mother”.

Assuming the intelligent agent from the example presented irosefr concludes that all
rules are holding (i.e. all rules are fulfilled) it is about howch the agent is willing to trust
the information gathered. Depending on some trust information or tuestdevided by the
information sources, it is the agent’s task to decide whethee stformation is trustworthy,

or not.
*

Agent

Proof is correc}

Proof is flawed}

I am Kurt Reichinger

| want access to the
University online library

| am Ph.D. student at DBAI Stating that DBAI is
institute of Vienna

University of Technology

Stating that DBAI
has Ph.D. student
Kurt Reichinger

XML
encoded
document(s,

Stating that Ph.D. studemjs
of University institutes
are allowed to access
online library

0O.k., you can access the
University online library

We need your credit car

Sorry, no access.
d
number for verification

Figure 26: Example agent working with proof and trager

Figure 26 extends the example from section 3.7 by introducingyemt,adeciding whether
some person gets access to the University online library, or hetagent in the example
works with three input parameters, i.e. that a person named Kuhifgzc is Ph.D. student
at DBAI and wants to access the University online library. THases are proofed by the
agent’s proof verifier against XML documents provided by authormatities, e.g. the

University library providing the rule for access or the Univgradministration providing the

list of active students and the university institute structurthelfagent’s proof verifier comes
to the conclusion, that all data provided is correct and all ruleealding, the person is
granted access to the online library. If the proof verifier cannatopeinced that all data
provided is correct, access is denied and further actions maygueested from the student. In
Figure 26 the application asks for identification using credd earification, in the case of a
proof being deemed flawed.

Two measures are used for providing trust information on the Semvéetits layer 7. The
one is digital signatures, and the other is encryption. The follogsengons highlight on this
two important building blocks.
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3.8.1 Digital Signatures

The first building block is digital signatures, which generally procigetographically based
proof that a certain person wrote (or agrees with) a documenatem&nt. This makes it
possible to explicitly tell an agent which sources are classifiedviousty, and which are not.

Often, digital signatures are used with public key infrastrec{l®KI) schemes, where a
digital identity certificate (issued by a certificatelaarity) is tied to a user. Such PKI systems
typically use asymmetric key cryptography to bind user in&ion like name and address to
a public key, a process comparable with that of a notary endorsdviwsitdigital signature
schemes work with two complementary algorithms, one for sigamidgone for checking this
signature at a later time. The output of the signature process is callethbsitigiature.

Calculate Encrypt hashcode with
hashcode sender's private key

1101..1001 > 1101..1001

Document

Creation of digitally
signed document on
sender’s side

Digitally signed
document
Documen

1101..1001

Calculate
hashcode

?
1101..1001| = 1101..1001

Figure 27: General principle of using digital signature

Decrypt the signature with

sender's public key Verification of the

% signature on
recipient's side

The reasons for applying a digital signature to communicatiensughentication, integrity
and non-repudiation.

* Authentication: PKI systems allow the encryption of a messag®¢ument) with a
user’s private key, where it is not necessary to send theagestself in cipher text.
Instead, a hash of the message is generated and then protectedaomybtian.
Because it is not possible to alter the message (the documémiutvchanging the
hash, this method helps to introduce authentication. After receivingnarypted
message, the hash is decrypted using the sender’s (known) public keyth€hresult
is checked against a newly generated hash of the alleged xtaifitthe hashes
match, the message recipient can feel quite confident that ithierabmessage has
been encrypted with the sender’s private key and therefore coomestlie sender,
who should be the only one being able to sign messages with that specific private key.

* Integrity: Sender and recipient usually have an interestathméessage is not altered
during transmission. Encryption may make it harder for a thirdy gartread the
message, but it may still be possible to alter the messadmuiviictually reading it.
This may have malicious effects to sending and/or receiving party.
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* Non-repudiation: In a PKI context, repudiation is about disclaiming resplaysfor
a message, i.e. claiming that a message was not sent pgrdm meant to be the
sender. A recipient may call on a sender to attach a signatarméssage, in order to
have a claim to its origin later on.

3.8.2 Encryption

The second building block of the Semantic Web's trust layer ig/pth@n. In cryptography,
encryption is about obscuring information in order to make it unreadablenfuthorised
readers without special knowledge. While encryption in the past wsed mainly for
communication with a significant need for secrecy (e.g. governmemisassies, military or
secret services), it has emerged into the public domain in thedeades, being used e.g. in
Internet applications, bank transfers or telephone networks, nowadays.

While encryption can be used to ensure secrecy, other techniqustllareeded to make
communications secure. See section 3.8.1 for issues regarding aiithanticintegrity of
messages for example.

With digital signatures and encryption introduced, a computer — arythecan evaluate all
factors found and make a decision how trustworthy a piece of infiommiat This could be a
simple thumb up / thumb down information or a more complex statemehe aatious trust
factors involved. However, with millions of authors and billions of doausen the Web,
this will not be a very successful (and scalable) thing to da.i$hehere the “Web of Trust”
steps in.

3.8.3 Web of Trust

As briefly discussed above, the Web of Trust is a network of tmestsures taking into
account to what extent members of the network trust each othér.nk&maber individually
has to set trust parameters for other members of the nettheriefore explicitly defining
which information sources are deemed trustworthy. Only informat@n these sources will
be trusted in future transactions or communications. Such a netwobe casualised using a
directed, weighted graph, with an arrow indicating a trust osiship between two nodes
(persons). The direction of the arrow indicates that node A isingusibde B, but not
necessarily vice versa. In addition, a weight can be attachsd @aorow indicating the extent
some node is trusted.

Using a trust ontology as suggested and introduced by Golbeck [27]cardiag RDF
statement reads as shown below (see Listing 11). Working withtRISt statements ranging
from “trustsAbsolutely” to “distrustsAbsolutely”, the code fragimsimply says that a person
named John highly trusts (“trustsHighly”) a person named Sally.

Listing 11: RDF Code fragment setting (weighted) trasel

<Person rdf:ID="John">
<mbox rdf:resource="mailto:;john@example.com"/>
<trustsHighly rdf:resource="#Sally"/>

</Person>

Figure 28 shows the statement from Listing 11 as a directeghigdi graph, with the arrow’s
direction denoting that John trusts Sally, and the trust weight being “trgbtgHi
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trustsHighly

@ o
John Sally

Figure 28: Weighted graph visualizing Listing 11

Such a network of weighted trust can be used to calculate tued$ flor members of the
network not known to the querying party. Imagine John having set a trasoneo Sally

only (“trustsHighly”), but Sally having a trust relationship (€igustsAbsolutely”) with a

third person named Carol. Now, John could say, if he highly trustg &all Sally absolutely
trusts Carol, it should be possible for him to trust Carol as well (e.g. “trustsdelyg).

trustsModerately

>
trustsHighly trustsAbsolutly
> @ >

John Sally Carol

Figure 29: Weighted graph visualising the relationships é@etwohn, Sally and Carol

In this way, a third party trust relationship is created between two membie network not
personally known to each other and not having set mutual trust relg®risheach other.
Based on these considerations, Golbeck further introduced a reputationknabatysis for
email filtering [28].

This works fine for rather small, closed communities, but becanweasingly difficult to
manage when the number of members increases or new (unknown) usérso vjain.

Furthermore, trust differs depending on the specific situation or, toyaking it increasingly
hard to derive conclusions from a Web of Trust.
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Figure 30: Directed graph visualizing a Web of Trust exantplef from [27])
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With the community getting larger and more and more unknown peoplagadhe network,
new approaches have to be found. One possibility is to extenddruskhown nodes, i.e.
using the trust level set by others not necessarily known tootiaeif* This network analysis
approach with explicit trust statements implies a principat frustatements given by other
unknown people, but works quite well in platforms like Ebay (where bayergating sellers,
and vice versa) or Amazon (where members rate products)lefit  the individual user
whether some rating (for a seller, a product, a hotel or anytksey is deemed trustworthy,
and to what extent.

Talking RDF, the Web of Trust (WOT) RDF ontol8gysupports the cause of digital
signatures and PKI. The WOT schema is designed to facilltataige of PKI tools (e.g.
PGP® or GPG?) to sign documents and to document these signatures.

®1 This is trust based on e.g. previous statemergsme person or affiliation to some group or comityun

62 Cp. http://xmins.com/wot/0.1/, 10.10.2006.

83 pretty Good Privacy is a cryptography system amed by Phil Zimmermann in 1991.

84 Gnu Privacy Guard is a free cryptography systepiémenting the OpenPGP standard as defined in REG RL.4].



4 Web 2.0

In recent months, social network applications, also known as Web 2.0, haveebac ever
growing phenomenon both in terms of available applications and usagesfigMed 2.0
applications are perfectly suitable to provide background information apiegeas examples
like del.icio.us, flickr, 43things, writely, plazes or CalendarHub showhofigh the
technologies and services that comprise Web 2.0 (generally) do not andeasid extract
meaning, as is the Semantic Web proponent’s vision, it is an impastep in that direction.
Related research mainly deals with social network issuesredagions between users or
between tagged items. Work in this area can be categorised idataetaquisition, storing
and enhancing metadata through reasoning, and browsing and visualising results [49]

4.1 Introduction

Web 2.0 is a term originating from a conference brainstorngsgien between O'Reilly and
MediaLive International that led to the first Web 2.0 confere®&g. [The term never was
exactly defined since but is used today representing an open céorceptv applications on
the Web.

From a strategic point of view, Web 2.0 is positioning the Webpatimrm. Often, Web 2.0
applications use public Web Service application programming ioesfa(API),
Asynchronous Javascript and XML (AJAX) and are easily addessvith standard Web
browsers. In many cases, Web 2.0 applications use lightweightieasg-mechanisms for
ontology and metadata creation allowing for mass publishing and setieorking between
users, so-called folksonomies (from folk and taxonomy, i.e. peoplkssification
management). In contrast to controlled vocabularies (also known amotaies),
folksonomies are less systematic and sophisticated. That lowglexity however, makes it
easy for users to create their own tags and link them withahaeh[50]. From a user’s point
of view, Web 2.0 gives control of data to the user. It is lefhouser what data to publish
and to whom data is made available. Therefore access to Web 2i8 dat-configurable
from strictly private to fully public available. Further corngiones of Web 2.0 are the
concept of offering services instead of software packages, the qgtipsof building
architectures of participation involving the customers and their kugwleharnessing
collective intelligence.

In terms of applications, Web 2.0 meanwhile comprises a multitudeptitations available
on the Web with the following being popular examples: flickr for photo sharing aneh¢gygi
del.icio.us for link sharing and taggffig 43things for creating to-do li§fs writely for

8 Cp. http://www.flickr.com, 20.08.2006.
% Cp. http://del.icio.us, 20.08.2006.
57 Cp. http://www.43things.com, 20.08.2006.
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desktop publishind), plazes for geographic taggffigr CalendarHub for sharing and tagging
of calendar entrié§
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Figure 31: Screenshots from Web 2.0 websites plazes, dekicfickr and 43things (clockwise from top left)
all showing the author’s accounts on these sites

The above mentioned Web 2.0 examples have in common that they tend to bbioh®éd

communities, which significantly change the face of the Web. Wh#eformer Web 1.0

could have been characterised as primarily being a source of aiformWeb 2.0 calls for
the active participation of human users. This is fostered bysehdces’ syndication (see
below) and messaging capabilities.

Another group of Web 2.0 applications can be described as Web-baseatapd. Those
include word processing, spreadsheet and slide-show presentation offiniplg online

clones to the significantly more sophisticated Microsoft™ offfaineducts Word, Excel and
Powerpoint. Typically, these Web 2.0 applications work with WY SIWYdacepts, often
being supported by Ajax and Java technology.

Furthermore, so-called Rich Internet applications have enteredatye improving the users’
experience with techniques like Ajax, Adobe Flash or Flex, thatvalNeb pages to partly
update content without refreshing the whole page.

% Cp. http://www.writely.com, 20.08.2006.
% Cp. http://www.plazes.com, 20.08.2006.
0 Cp. http://www.calendarhub.com, 20.08.2006.
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One of the most important contributions to Web 2.0 is the syndicatiorebfddhtent already
mentioned above. Syndication means, that end users now are enabled tacaljynarse
content from other Web sites in a different context. Protocols invahdade Really Simple
Syndication (RSS}, Resource Description Framework (RDF) and AtoniThose are
supported by Web communication protocols as RE&fid SOAP*. In many cases standard
Web service APIs are used often involving XML.

Tim O'Reilly suggested on O'Reilly radar Web S$talifferentiating related applications
according to the following categories:

* Level-3 applications: the most "Web 2.0" applications belong to tbigpgThey can
only exist on the Internet, deriving their power from the human coonscand
network effects, and growing in effectiveness the more peopldese Examples are
eBay, Wikipedia, del.icio.us, or Skype.

» Level-2 applications: these can operate offline but gain advantagegoing online.
An example is flickr, benefiting from its shared photo-databasd from its
community-generated tag database.

» Level-1 applications: they are also available offline but whidn fgatures online.
Examples include writely (gaining group-editing capability online) andnes
(because of its music-store portion).

* Level-0 applications: these work offline as well. ExamplesMapQuest, or Google
Maps.

 Non-Web applications: this group comprises applications like emadtant-
messaging clients or the telephone.

4.2 Web 2.0 vs. Semantic Web

It should be noted that Web 2.0 must not be equated with the Semattjas\he latter is
defined as a concept in which machine-processable content b@ldagk for a whole set of
new applications on the Internet. For Semantic Web applications toamdricommunicate
with each other it is necessary to create a system oftigtedcsemantic knowledge and
languages for ontologies and rule-systems. Moreover, shared ontaoglyularies have to
be agreed on. The evolvement of metadata languages such as XMlard@Ehers allow a
web-wide realisation of ontologies, rules, proofs and logic. In fanotessources use the term
“Web 3.0” for the semantic Web.

The Semantic Web is about machine-machine interaction while 28els still more about
human-machine and human-human interaction. Web 2.0 applications in mosticasets
explicitly deal with the meaning of statements, but they styowgirk with “tagging”. A tag
is a keyword or term used to classify content usually individw@dbsen on an informal and

LRSS is formerly known as Rich Site Summary.

2 Atom applies to the Atom Syndication Format whistan XML language used for web feeds; and to ttenAPublishing
Protocol (APP) which is a simple HTTP-based proktdoo creating and updating Web resources. Gengrslleb feeds
allow software programs to check for updates phbtison a web site, e.g. headlines, full-text atickxcerpts, summaries,
or links to content on a web site.

8 REST (Representational State Transfer) allowsssitg and manipulating data on a server using fieFHverbs GET,
POST, PUT, and DELETE. The popular weblogs universeostly REST-based involving downloading XMLefil (in RSS,
or Atom format) that contain lists of links to othresources.

" SOAP allows to POST XML messages and requestsénar that may contain complex, pre-definedrimsions for the
server.

S Cp. http://radar.oreilly.com/archives/2006/07/lsvef_the game.html, 17.10.2006.
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personal basis by the author or creator of the item. Contrary &ethantic Web, such a Web
2.0 tag is not part of a formally defined classification schernes dan lead to various tags
describing the same item or various items described by the smmnmaking it particularly
difficult for machines to read.

I Italy

Figure 32: Various tags describing the same item

Rome, Italy Rome, Georgia Sydne Rome

Figure 33: Various items described by the same tag

Figure 32 illustrates how a single item, i.e. a depiction ohti®ent coliseum in Rome, may
be described by different tags, i.e. “Italy”, “Rome”, “Roma” andny more one can imagine.
Figure 33 illustrates how a single tag, i.e. “Rome” in thangsle above, may be used for
describing different items, i.e. the coliseum in Rome, a town ithied States of America,
or an actress.

Typically, tags are used in automatically generated taxondonesline resources, e.g. files,
Web pages, images and bookmarks. Web 2.0 applications typically ardystedated with
tagging; providing links to items sharing the same tag, oolleations of tags. This allows
browsing of content having been tagged by the users themselves.

Although this “Web of Tagged Items” is far from the functionabtyisaged by Semantic
Web proponents, it can be seen as an important step towards adddigdl Semantic Web.
In fact, Web 2.0 can make a valuable contribution to the Semanticag/sbown in section
8.6.



5 Friend-of-A-Friend (FOAF)

The FOAF ("Friend of a Friend") [13] project is a frequentlyntmaned example of applied
Semantic Web technology. This section gives a brief descripti¢gtOdfF. FOAF plays an
integral part regarding the PHOAF prototype, according applicaéiodsise cases presented
in later sections of this thesis.

The FOAF project defines a vocabulary based on the W3C’s Resouwsserifdion
Framework (RDF) for expressing metadata about people and mieiests, activities and
relationships. FOAF is an open community-lead initiative withearcBemantic Web vision
of creating a machine-processable web of data. FOAFtédesi the creation of the Semantic
Web version of a typical personal homepage: A FOAF file can icoatg. a person’s name,
phone number and e-mail address, a personal website URL, home anplaceriaddress, a
link to a depiction and many more. And just like the HTML counterp®®\f documents
can be linked together to form a web of data, using well-defined semafthat
interconnected-ness gives the project its name, friend-of-a-friend.

5.1 FOAF Namespace

The FOAF vocabulary is published with its schema and specification a
http://xmiIns.com/foaf/0.1, called its namespace URI. The documentatiudes definitions

of classes and properties defined in the associated RDF schenf@OMs is an RDF
application it can easily be harvested and aggregated on the Web.ig@détHestricted to its
very own vocabulary classes and properties but can be combined with Rbfe
vocabularies leading to a rich set of metadata potentiallyiaél@i In order to ensure
compatibility amongst ontologies, FOAF classes have beeredetat their equivalents in
other ontologies where appropriate. This allows applications built to staddr these
ontologies to immediately process FOAF data. At the saneitiallows FOAF to integrate
more complex concepts into the project.

5.2 FOAF Classes and Properties

The FOAF vocabulary can be grouped in five broad categories contdimentpllowing
terms. Terms starting with upper case letters denoteestasgsrms with lower case letters
denote properties:

 FOAF Basics: Agent, Person, name, nick, title, homepage, mbox, mboxushals
img, depiction (depicts), surname, family_name, givenname, firstName

* Personal Info: weblog, knows, interest, currentProject, pastPrpjaat, based_near,
workplaceHomepage,  workinfoHomepage, = schoolHomepage, topic_interest,
publications, geekcode, myersBriggs, dnaChecksum
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* Online Accounts and Instant Messaging: OnlineAccount, OnlineChatAgcount
OnlineEcommerceAccount, OnlineGamingAccount, holdsAccount,
accountServiceHomepage, accountName, icqChatlD, msnChatlD, ailChatl
jabberID, yahooChatID

* Projects and Groups: Project, Organization, Group, member, memberskjpClas
fundedBy, theme.

 Documents and Images: Document, Image, PersonalProfileDocument,(dage),
primaryTopic, tipjar, shal, made (maker), thumbnail, logo

5.3 FOAF and RDF/XML

The core component of FOAF is the Person class, simply descripagsan in RDF/XML
terms. The following example in Listing 12 says that there mate person named Kurt
Reichinger who has an e-mail address, a personal homepage and a Web log (blog).

Listing 12: RDF/XML code fragment

<foaf:Person>
<foaf:name> Kurt Reichinger</foaf:name>
<foaf:gender>Male</foaf:gender>
<foaf:title>Mr</foaf:title>
<foaf:givenname>Kurt</foaf:givenname>
<foaf:family_name>Reichinger</foaf:family_name>
<foaf:mbox >reiching@dbai.tuwien.ac.at</foaf:mbox >
<foaf:homepage rdf:resource="http://www.dbai.tuwien.ac.at/proj/'semnum/"/>
<foaf:weblog rdf:resource="http://semnum.blogspot.com/ "/>

</foaf:Person>

While capturing some basic metadata about persons may alreadgebd for some
applications, FOAF is mainly about persons’ relations. The foaf:knoafsepty is used to
indicate some sort of relationship between two people. The examplEXRIL code
fragment in Listing 13 below says that a person Kurt Reg#t has an e-mail address and
knows a person Robert Baumgartner.

Listing 13: RDF/XML code fragment using the foaf:knoweerty

<foaf:Person>
<foaf:name>Kurt Reichinger</foaf:name>
<foaf:mbox >reiching@foo.bar</foaf:mbox >
<foaf:knows>
<foaf:Person>
<foaf:name>Robert Baumgartner</foaf:name>
</foaf:Person>
</foaf:knows>
</foaf:Person>

In addition to the foaf:knows relationship, it is possible to link to laroFOAF document
using the rdfs:seeAlso property. That property indicates a resdinet may contain
additional information about its associated resource. Extending thepex&om Listing 13
this can be used to point to Robert Baumgartner’'s own FOAF descriggighown in Listing
14.

Listing 14: RDF/XML code fragment using the rdfs:seeAtsoperty

<foaf:Person>
<foaf:name>Kurt Reichinger</foaf:name>
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<foaf:knows>
<foaf:Person>
<foaf:name>Robert Baumgartner</foaf:name>
<rdfs:seeAlso>http://www.dbai.tuwien.ac.at/staff/baumgart/foaf.rdf
</rdfs:seeAlso>
</foaf:Person>
</foaf:knows>
</foaf:Person>

Both foaf:knows and rdfs:seeAlso can be used to build a web of machresgable
metadata making it possible for applications to spider (or "stutteFOAF terminology)
these RDF hyperlinks and to build a database of FOAF data.

5.4 Publication of FOAF File

In order to make an RDF FOAF document publicly available it bdsetpublished on the
Web and linked to existing FOAF data. There are several teage this: First, using the
terms foaf:knows and rdfs:seeAlso as described above; Second, usiR@Ate Bulletin
Board, And third, using auto-discovery linking to a FOAF document fronH@8ML page
using the link element.

» Using foaf:knows and rdfs:seeAlso within a FOAF file allom&ihg to other persons
and FOAF files, respectively. However, the creator of some FddRas to rely on
others to get that FOAF file linked (and therefore become vigiblEOAF scutters),
as rdfs:seeAlso is designed for one-way linking, only.

Figure 34: FOAF file one-way linking to other FOAFel using rdfs:seeAlso

« Using the FOAF Bulletin Boaff, i.e. a FOAF file directory set up by FOAF
community members and linking to dozens of other FOAF files.

8 Cp. http://rdfweb.org/topic/FOAFBulletinBoard, 28.2006.
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Figure 35: Screenshot from FOAF Bulletin Board, from 22006, 15:54

» Using auto-discovery linking to a FOAF document from an HTML pageguke link
element. An appropriate code fragment is shown in Listing 15, wieaértf" is a
relative link to the actual FOAF file, with the name having he changed
appropriately.

Listing 15: HTML Code Fragment for FOAF auto-discovery

<link rel="meta" type="application/rdf+xml" tittle="FOAF" href="foaf.rdf" />

Once a FOAF file is published on the Web, it can be queried by amistwols to have the
information contained presented to the user or another machine (agempic#l result of

such a query performed with the FOAF Explorer from the FOAF a&’ for presentation
on a Web site is shown below (see Figure 36).

7 Cp. http://xml.mfd-consult.dk/foaf/, 20.08.2006
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Figure 36: Result of FOAF/RDF query with FOAF Explorer

The FOAF Explorer Web site shows the content of some person’s Fi@AmR the example

from Figure 36 the author's FOAF data is presented startitigtive full name, a depiction,
location data based on longitude and latitude values, keywords likenBendéeb and

ENUM, information on current projects, and so on. Furthermore theenefed vocabularies
are listed in the bottom right hand corner of the screenshot, isabesRDF, RDFS, FOAF,
WGS84, BIO [18] and DC.

A tool developed during the cause of this thesis will be presentsécition 7 with the
PHOAF prototype. PHOAF builds the technological basis for applicattamples presented
later in this thesis.



6 Introducing ENUM to the Semantic Web

The Semantic Web as introduced in section 3 generally can beledgas an evolutionary
development of today’s World Wide Web towards an increasingly maghtocessable Web,
with some of the recent Web 2.0 activities being an important intermedigry ste

ENUM as introduced in section 2, on the other hand, is a comparably evatytiona
development for the worlds of traditional telecommunicationsgeley) and the Internet
towards a significantly converged environment of the two. The disimdietween User
ENUM and Infrastructure ENUM as explained in section 2.10 meafnstl@er evolution

making ENUM technology of increased interest to a larger community.

Both ENUM and the Semantic Web conceptually are focussing on a lagtdynated inter-
machine communication rather than a human-machine communication. Tdyidelgvant

aspects of both ENUM and the Semantic Web, basic introductions hameghes in

sections 2 and 3. This section discusses issues connecting the S&kamand ENUM from
a formal point of view. Based on this basic evaluation, possible adeanbdg combination
of the two areas are highlighted.

Taking the Semantic Web’s layered architecture as guidaned, lite analysed from layer 1
up to layer 7 whether similarities or relations are to be found in ENUM. Fontiney possible
telecommunication applications of combined ENUM and Semantic Web tegynah
general will be pointed out.

6.1 Layer 1/2 Analysis: Identifiers and Documents

The similarities between ENUM and the Semantic Web stahteavery basement layer with
URIs building an integral part of both the Semantic Web and ENUM.

* On the Semantic Web, the URI is one of the major building blocks @nd mainly
used for naming all sorts of objects. As explained in section 3.2.1 ®bjedhe
context of the Semantic Web can range from people and thdionsl@o things and
their attributes or to ontologies and their classes and prop&ti¢sese objects (and
many more) can be described using URIS.

* In ENUM, the URI is used in the form of URI RR (NAPTR RRBjabling the
implementation of DNS redirect rules in ENUM with the finasuk being a URI,
again.

As all these URIs are accessible and retrievable on the WWeapcan be used in all sorts of
applications, generating space for immediate interoperability bettheeSemantic Web and
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ENUM. Furthermore, applications built for the Semantic Web or ENidMyeneral are
prepared to work with URIs making integration of and interaction with the otherasies. e

Regarding documents, as dealt with on the Semantic Web’sdaites XML dominating the

topic on the Semantic Web. XML provides a syntactical foundation avitigh amount of

interoperability, which allows concentrating on the larger issuespesenting relationships
and meaning that can be built on the basis of XML. In ENUM, infoona# stored in DNS

NAPTR resource records (see section 2.7) providing simple resutgs. ENUM does not
use a markup language as XML; the NAPTR records are pldingsxrds, instead. However,
these records come with a defined structure and syntax, allowirggtfanslation into other
formats. Section 8.4 will introduce an application example dealing with that issue.

6.2 Layer 3/4 Analysis: Statements, Schemas and Ontoleg

Looking at the occurrence of RDF vocabularies, ontologies and sshenENUM and the
Semantic Web, this is an issue primarily related to ther|aMbile the Semantic Web is built
around RDF and related standards, ENUM follows a considerably sirapf@oach as
explained in previous sections.

At first glance, ENUM does not provide or use ontologies at atha@snformation stored in
NAPTR RRs only describes rather simple redirect rules gingle E.164 telephone number.
However, as an ontology is defined as a way to describe theingeand relationships of
terms on the Semantic Web, the “ENUMservices” definition (seetion 2.8) can be
interpreted as describing the meaning of a specific URUr€ig7 shows an example with an
http: URI, where the ENUMservice finally denotes whether tHd I3 to be interpreted as
identifier giving access to a website, to an announcement, telodatormation or to public
key information. Additionally, ENUM holds information on the sequence W&iad should
be processed in an ENUM resolving process, enabling the user tprstfaie@nces in ENUM
how to be contacted.

ENUMservice

web:http Web site

ENUMservice
ann:http

Announcement

http: URI

ENUMservice

loc:http Location Information

ENUMservice

Figure 37: ENUMservice describing the meaning of an htil: & example

Furthermore, ENUM information already publicly available in BM¢S can be ontologically
modelled to be used in combination with other ontologies or to be pubhgiaguin a format
better suitable for Semantic Web applications, i.e. in XML RD&ttiBn 9 introduces the
SEMNUM RDF vocabulary created as a part of this thesis foolagital modelling of
ENUM data. SEMNUM allows the serialisation of all data foundENUM into an RDF
XML document, making the ENUM data easily accessible for Semantictoéts.
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The combination of ENUM data with related ontologies is espgcmatkll suited to
demonstrate the opportunities of integrating ENUM and Semanticd®ecepts. An example
for such an ontology is the FOAF vocabulary explained in section 5xedse/ely used in
applications presented in section 8; other vocabularies being wellrgdefmst combination
with ENUM include e.g. Dublin Core (DC) or BIO.

It is a further option to spice up existing taxonomies or ontologi#s related information
from ENUM. One example could be a taxonomy describing the steuofus company with
departments, working groups, employees and their relations. In cornbingth ENUM and
its communication-centric approach of providing related identifiereefg. e-mail, Web or
telephony it becomes possible to implement an intelligent (“opeidi) call forwarding
mechanism taking into account facts and rules retrieved froncadhmpany taxonomy and
related ENUM entries. Tasks like some calling party wantingeach Mr. X from company
A, alternatively another quality manager of that company, andraslachoice someone from
the sales department, can be addressed using ENUM in combinatioa t@konomy as
described above, i.e. a system for naming and organising thinggaufos that share similar
characteristics.

6.3 Layer 5/6 Analysis: Logic and Proof

Logic and Proof layer are meant to introduce logical princifgledbe Semantic Web allowing
agents to make inferences and deductions. With such a system afp@gmented, it will
become increasingly possibly to prove statements on the Webgstan 3.6 and 3.7). This
leads to a situation where different people can write logiersits; machines can then be
used to follow these “semantic links” trying to prove facts oivéemew, formerly unknown
facts.

Simplified, ENUM is a large database in the DNS providing retirales in response to
gualified DNS queries. Logic and proof as used in Semantic Wehintdogy are
conceptually not included in ENUM nor built into current ENUM implemeoites. However,
ENUM implicitly carries information that can be used for reasoning pegoas performed on
the Semantic Web. Considering ENUM data to be serialisedRB XML (using the
author's SEMNUM or other RDF vocabularies) documents, it becomeshffor Semantic
Web reasoning engines to perform their operations on that transcoded data.

An example for such a reasoning using ENUM data is the tasktb dfl people on a given
list that are affiliated with the Vienna University of Techrgyfd The respective rule for this
reasoning could be that people affiliated with Vienna Univerdifiieghnology dispose of an
e-mail address ending with the tuwien.ac.at domain. With the giveson® telephone
numbers as a starting point, a reasoning engine can check thk Eldta (conveniently
transcoded to RDF XML) for e-mail addresses containing the tuadext.domain. Those
found to possess such an e-mail account are listed as Univéiiidtea (as is the rule). This
simple exampl€ shows that although ENUM is not explicitly built to support tleenantic
Web'’s logic or proof concept, there is enough information in ENUpabE of supporting
the task, at least.

Therefore the synergies possible are twofold: On the one hanthrfic Web technologies
can help to improve search results on ENUM, and on the other handg8stinantic Web
standards can be spiced up with additional information gained from END¢idending on

8 See section 8.2 for further examples of ENUM beised in the context of logic and proof.
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the respective logic and proof levels, the combination of ENUM andS#reantic Web
definitely has the potential to add extra quality to both areas.

6.4 Layer 7 Analysis: Trust

Trust is a big issue in both the Semantic Web and ENUM. Ther8envéeb’s top layer is
often referred as being a topic of ongoing discussion and researchirtiotal practical
relevance, so far. In the past years, the other layerstattnaore attention as the basement of
the Semantic Web layer cake has to be built first. In ENUMNEgd@ms to be just the other way
round: trust was one of the early hot topics being primarily disdusassombination with the
(legal) right of a subscriber to use a specific E.164 telephone mamténow to validate this.
In User ENUM, all rights regarding ENUM delegations aithwhe owner of the telephone
number: Only that person is allowed to have his/her number delegaEeldUM, only that
person is allowed to change the actual information contained in tbdVBENAPTR RRs. In
fact, open validation issues nearly brought the ENUM developmertidti,ane or two years
ago. The involvement of national and international administrations (e.g. na@sjsttimbering
authorities, regulators and domain registries) and standardisaganigations (e.g. ITU,
ETSI and IETF) meant a massive administrative and bureaudratiie to be taken.
However, the early engagement in trust issues clearly bratymntages for ENUM
nowadays.

6.4.1 Validity of Information on the Web

As discussed in sections 3.7 and 3.8, proof and trust are crucial figsties Semantic Web
as both are needed to realize the vision of a trustworthy Welngdikie user (at least) an
indication of how proved or trusted a piece of information is.

In User ENUM, validity of information is primarily discussed wntbination with the (legal)
right of a subscriber to use a specific E.164 telephone number, yaghenbwner of a
telephone number is allowed to have his/her number delegated in ENWWkdleinto validate
some person’s right of use, various validation mechanisms have beempéeveind
introduced by the ENUM community. Due to the implementation of thodieatian
mechanisms a user now has a high degree of certainty that arndeidgated in ENUM
really is under the sole control of its owner.

Regarding the information stored within the NAPTR RRs (i.e. ¢agrect information), no
proof or trust measures have been taken so far. As every ENUM damhiought to be
under the direct control of the ENUM subscriber freely editinggreisdata, the quality of
data cannot be guaranteed. However, as invalid ENUM data would deéetty the owner’s
all-day electronic communication, it can be assumed that ENUMrdamally is up-to-date
and valid.

On the Semantic Web, validity of information is addressed usindgnanesms belonging to
the proof and trust layers. As discussed in section 3.8, trust idynsaicured by appending
digital signatures, using encryption and introducing Web of Trust candepelligent proof

verifiers and reasoning engines can be used to detect discrepamctexuments or
statements.

While Semantic Web data can come with signature and encryptiddiMEdelegations have

the advantage of being validated by a certified authority.cbnebination of trust measures
used on the Semantic Web and in ENUM, respectively, are wedldstat supporting each

other adding additional quality to the validity of data in both areas.
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6.4.2 Circle of Trust

The circle of trust concept often is mentioned in the contextngiesisign-on (SSO) policy,
allowing a user to log-in with his/her credentials (e.g. msene and password) just once to
get access to different applications or Web <itéBhe concept is based on a mutual trust
relationship between a number of applications or entities, taking adpanf a validation
already done by someone else. With a circle of trust and iBp@mented, multiple user
identities with multiple adjacent passwords are necessargngel. One user identity with
one password becomes sufficient to log on to multiple applications dr $ies. The
downside is the vulnerability in the case of credentials bewigrsor cracked, as multiple
applications or Web sites then can be accessed by a trespasser.

The circle of trust concept could be used in combined Semantic WeMEdenarios taking
either advantage of the strict validation schemes implemented WiVEd of the signed and
encrypted information on the Semantic Web.

6.4.3 Web Services / Trust Services

6.4.3.1 Web Services

In the context of the Semantic Web, a Web Service is described as a resource dn tegWe
a Web site) that does not only provide rather static informatiomllmws one to interact, to
trigger some action or change of state. Web Services can @rédds published, located and
invoked over a network, generally the World Wide Web. These sel&ioaat, modular
applications can be anything from simple requests to complicatedebsisprocesses. An
example Web Service application is presented in section 8.1.2. On raecoal basis,
different visions of Web Service platforms have been introduced, e.goddit .Net
Services, Sun ONE, HP eSpeak and IBM’s Web Services.

The Web Ontology Language for Web Services (OWL-S) as dkfinethe W3C [77],
formerly DARPA Agent Markup Language for Web Services (DAME®Sis providing an
ontology of services, that will enable human users and softwargsaigediscover, invoke,
compose and monitor resources on the Web. The main parts of this ontology are

* The service profile for advertising and discovering services
» The process model which describes a service’s operation in detail
* The grounding which describes how to interoperate with a service via messages

ENUM in this context can be described as a simple Web Setsélt as it gives one or more
output parameters (i.e. URIs stored in NAPTR RRs) as an amswee input parameter (i.e.
the E.164 telephone number or the associated ENUM domain). ENUBfdiesicould be
introduced as an additional Web Service on the Semantic Web; and td& BMeb
Service(s) could be described using OWL-S.

6.4.3.2 Trust Services

Web Services as described above use the inherently insecure Yebtdntially mission
critical business transactions. It is inevitably necessainttoduce trust into Web Services if

9 Cp. http://www.projectliberty.org/, 28.09.2006.
80 Cp. http://iwww.daml.org/services/, 28.09.2006.
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they are to be used on a broad scale in business environments. Web Bestiarchitectures
should address a variety of issues as outlined in [21] and listed as follows:

» Authentication: helps the service provider to be confident that the stequs really
the one he claims to be

» Authorization: helps the provider to determine whether the requestothsrized to
use the service

» Confidentiality: helps to protect transactions from unauthorized access

* Integrity: helps the service requestor as well as the sepvmeder to be confident
that the transaction data was not tampered with in transit

* Non-repudiation: helps the service requestor as well as the esgrovider to be
confident that the other entity cannot deny the participation in the service

As mentioned in section 6.4.1 the trust discussion in ENUM so famvaady focused on
validation issues related to the subscriber’s right to use a muonbts associated ENUM
domain, respectively. However, the community’s focal point could easilye to the actual
data stored in the NAPTR RRs itself, as soon as the first issue is solveattailgt

The combination of ENUM and Trust Services could have potential fornigadke relevant
ENUM data (i.e. the redirect rules or the URIs within the NAPTR RR) moséntorthy.
Another potential application area is in ENUM validation, whererntreduction and use of
Trust Services could help solving outstanding questions. Integratingnthies involved in
today’s ENUM model in a Web Services Trust Architecture couldgbpiossible benefits to
this area.

6.5 Way forward

Sections 6.1 to 6.4 analysed ENUM and the Semantic Web in order to sletéarities and
relations, and where convergent developments seem to be most promising.

The remainder of this thesis follows a merely applicatioarded approach, though practical
results are cross-checked with theoretic considerations and inputsdnferences, and vice
versa. In the following, application examples are used to illese#ective and potential
benefits of introducing ENUM to the Semantic Web. At the same the applicability of the
proposed approach for real-world applications is evaluated; directionsasksl of future
work in the area are pointed out.



7 PHOAF — A Prototype for ENUM and FOAF Queries

The theoretic concept of integrating ENUM technology and the S@m¥/eb's FOAF
approach as outlined in previous sections needs a practical impleoremtabrder to be
effectively evaluated regarding the basic concept and to build adrage implementation
of application examples. Therefore a prototype developed during theecoluthis thesis is
introduced in the following section. The prototype is named PHOAF,ranyan made up of
the terms PHONE and FOAF indicating the combination of telecomniignicand Semantic
Web services, respectively.

7.1 PHOAF Functionalities

The main functionalities of the basic PHOAF prototype implementation are bwifaj:

* Looking up the ENUM DNS database

* Retrieving the ENUM NAPTR data

» Detecting the location of FOAF RDF data (i.e. a foaf.rdf file) usinigiiht methods
» Parsing a FOAF file for data requested by the respective application.

It should be noted that an extended version of the basic PHO#ttype is used to
implement an example application introducing a unique key to accebs2Wedata. The
increased functionalities are described in detail in section 8.6.

7.2 PHOAF Architecture

PHOAF is a prototype basically coded in Java programming lanfjuaid the full code
being made available on the DBAI Web &ftefhe PHOAF architecture is designed with a
clear focus on simplicity, modularity and re-usability. It was &im to demonstrate that the
combination of ENUM and the Semantic Web’s FOAF is possible usarglard tools and
libraries widely available.

7.2.1 Java Programming Language and Platform

As described in detail on Sun’s Java Web site, Java technology hsabptogramming
language and a platforfi.The Java programming language is a high-level language that ca
be characterised as being simple, object-oriented, distributed,-thralided, dynamic,
architecture-neutral, portable, robust and secure. In Java, alkescode is first written in
plain text files ending with the .java extension. Those sourcge &te then compiled into
.class files by the Java compiler (javac). A .class filesdu# contain code that is native to a

81 Cp. http://java.sun.com/, 20.08.2006.
82 Cp. http://www.dbai.tuwien.ac.at/proj/semnum/,1262006.
8 Cp. http://java.sun.com/docs/books/tutorial/get®tiintro/definition.html, 20.08.2006.
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specific processor; it instead contains bytecodes — the mdealnigeage of the Java Virtual
Machine. The Java launcher tool (java) then runs the application witistance of the Java
Virtual Machine.

myProgram.java myProgram.class

0010110... > My
Program
. =

o

Interpreter Compiler

Figure 38: Running Java code on a computer

Because the Java Virtual Machine is available on many diffepgariating systems, the same
.class files are capable of running on Microsoft Windows, tharSol'M Operating System
(Solaris OS), Linux, or MacOS.

Java Program

Class HelloworldApp {
public static void main(string [ ] Args) {
System.out.printin(,Hello World!“);

} ! Compiler

HelloworldApp.java

[ Interpreter] [ Interpreter] [ Interpreter]

World! World!
r -

e

MacOS Solaris Win32

Figure 39: Running Java code on different operating systems

A platform is the hardware or software environment in which a pnogres, e.g. Microsoft
Windows, Linux, Solaris OS and MacOS that are some of the most ppat@mrms. Most
platftorms can be described as a combination of the operating systdnunderlying
hardware. The Java platform differs from most other platformbanit is a software-only
platform that runs on top of other hardware-based platforms. The Javarmpl has two
components:

* The Java Virtual Machine
* The Java Application Programming Interface (API)

The Java Virtual Machine is the base for the Java platform amubried onto various
hardware-based platforms. The Java API is a large colledioready-made software
components that provide many useful capabilities, such as graphicainteséace (GUI)
widgets. It is grouped into libraries of related classesiaedaces; these libraries are known
as packages.
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The following Figure 40 depicts how the Java API and the JavaaViMachine insulate the
program from the hardware.

myProgram.java

Java API Java Platform

Hardware-Based Platform

Figure 40: Java platform insulating program from hardware

As a platform-independent environment, the Java platform can be Bbwérghan native
code. However, advances in compiler and virtual machine technologeedrenging
performance close to that of native code without threatening portability.

7.2.2 Using Java with PHOAF

PHOAF utilises the Java 2 Standard Edition 1.4 (JHK)amely using the package
javax.naming.directory (for DNS query) and the Java SWitigrary’s HTML parser (for
FOAF link tag detection). Additionally, the SAX par&eis used for XML parsing of FOAF
files.

The JDK javax.naming.directory extends the javax.naming package to pfawictenality
for accessing directory services. This package defineslithetory operations of the Java
Naming and Directory Interface (JNDI). It is designed to m#ependent of any specific
naming or directory service implementation allowing a variétyeovices to be accessed in a
common way. Summing it up, the package allows applications to retaesleupdate
attributes associated with objects stored in a directory, anckarclhs for objects using
specified attributes.

» Directory Context: The DirContext interface representsecthry context and defines
methods for examining and updating attributes associated with @odyreobject.
getAttributes() are used to retrieve the attributes assdanath a directory object (for
which the name has to be supplied). Attributes can also be gobdifsing
modifyAttributes(). It is possible to add, replace, or remove atggand/or attribute
values using this operation.

» Searches: DirContext contains methods for performing content-baaeching of the
directory. In the simplest and most common form of usage, the applicgiecifies a
set of attributes to match, and submits this attribute set to the search() method.

PHOAF utilises the javax.naming.directory’s capabilities to yjtiee DNS and to retrieve the
ENUM NAPTR RR data.

Another package used with PHOAF is javax.swing.text.html.parser. HREL parser
contained in that package allows retrieving information from Webspagded in HTML.
The Java Swing HTML parser looks for defined information units irHR®IL code that is

84 Cp. http://java.sun.com/j2se/1.4.2/, 26.11.2006.
8 Cp. http://java.sun.com/docs/books/tutorial/uisylindex.html, 26.11.2006.
8 Cp. http://www.saxproject.org/, 26.11.2006.
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the HTML tags. Such events, i.e. the occurrence of specific HTdgk, are triggering call
backs (see Figure 41).

Event:
Start of html tag found
Call:

HTML Document handleStartTag(HTML.tag.HTML)

< htm I > | Ez?:{tnc;f head tag found
%—/-l handleStartTag(HTML.tag.HEAD)
<head> =
Event:
<t|t| e> — ] iﬁ.ﬂ of e tag found Progress of
handleStartTag(HTML.tag. TITLE) HTML parsing
H -I-_ M L p ag e‘w Event:
</t|t|e > gt:}::t of text found
handleText(,HTML page*,0)

Event:

End of title found

Call:
handleEndTag(HTML.tag.TITLE)

Figure 41: Operation principle of Java Swing HTML parSing

PHOAF utilises the Java Swing HTML parser when looking for médron in the HTML
code where a foaf.rdf could be located, i.e. looking feime tag in the<head> section of
the HTML code (see section 5.4).

SAX stands for Simple API for XML, originally a Java-only ABIAX was the first widely
adopted API for XML in Java, and has become a “de facto” stand&el.SAX parser
implementation follows an event-driven approach where the prograpmmedes callback
methods. These methods are invoked by the parser as it travers&4amhocument. The
current version (at time of writing) is SAX 2.0.1, and there aresioes for several
programming language environments other than Java, such as Pythona&al, €/C++,
and COM. For Java, SAX is another package named org.xml.sax witfsiexie available in
package org.xml.sax.e¥&t.

é'\\%
N
L@

XML Document

<?xml version=,1.0"?>
<info>
<title>...

SAX

Parser Application

Figure 42: SAX parser reporting a document to an applicatiarsasies of events

PHOAF utilises SAX for parsing the FOAF/RDF files triggg on certain FOAF properties
and retrieving the associated content.

87 Cp. http://www.inf.fu-berlin.de/inst/ag-nbi/leh@804/V_NP/folien/10-HTML.pdf, 17.08.2006.
8 Cp. http://www-128.ibm.com/developerworks/xml/Bioy/x-saxapi/, 17.08.2006.
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PHOAF is implemented as Web front-end in Java Server Page§ (dBectly calling static
methods of the utility classes. JSP technology provides a simphdigidyway to create web
pages that display dynamically-generated content. The JSP cgmifi defines the
interaction between the server and the JSP page, and describesnaeand syntax of the
page. JSP pages use XML tags and scriptlets written in thepdageamming language to
encapsulate the logic that generates the content for the ppgsesés any formatting (HTML
or XML) tags directly back to the response page. In this way,p#ges separate the page
logic from its design and displdy.

7.2.3 PHOAF Implementation

Figure 43 provides an overview regarding the practical implementaf the PHOAF
prototype. Four distinct building blocks all connected to the Public Inférmen be
identified.

* Web and Application Server (hosting the PHOAF prototype)
« ENUM Name Server (hosting ENUM data)

* Web Server (hosting FOAF data)

* User Terminal

The core of the PHOAF deployment is two servers located on [PB#hises; a web server
and an application server (that both can run on one physical machineyvebhserver is

responsible for hosting the web page to be presented to the user. OIpageeis coded in
HTML with code snippets embedded. The snippets contain Java code asparated from

the rest of the code with "<%...... %>". The application server écating the Java Runtime
Environment (JRE). The server-sided PHOAF JSP Java Code carcgstext from a client
outside (i.e. anywhere on the public Internet) allowing communicdteiween client and

server.

The server used in the practical PHOAF implementation deplayB®BAI during the course
of the work on this thesis is an Apache Tomcat application s&rver.

8 Cp. http://java.sun.com/products/jsp/, 17.08.2006.

% Cp. http://www.torsten-horn.de/techdocs/jsp-eihfueg.htm, 17.08.2006.

L1t will be shown in section 8 that it can be adwegous for specific use cases to operate PHOARosed environments,
e.g. in private or corporate social networking &ations. In those cases PHOAF may not be conndcatatie Public
Internet, but work in private or corporate netwoirkstead.

92 Cp. http:/ltomcat.apache.org/, 26.11.2006.
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HTML with Java Java Runtime Environment (JRE)
Code Snippets Java Server Pages (JSP)
l
I
[}

1 PHOAF Code
|
: _|_| NAPTR RRs
Web Application - (ENUM Data)
Server Server '
[}
PHOAF :
Web Page

H ENUM FOAF File
i Name (RDF Data)
User PC Server :
Web Browser

==k '
i Web
b o Internet 7777 Server

S

Figure 43: PHOAF practical implementation

Another building block is the server for ENUM and FOAF data, respdygti The ENUM
name servers are part of the DNS infrastructure (se@sé&tb); in the ENUM use case these
servers are mostly run by ENUM registrars (ENUM tigroR private entities (hosting their
own name server; ENUM tier 3), and act as a large databas$mdting individual NAPTR
RRs.

The FOAF files are stored on a Web Server chosen by the individegltypically this is on
some private or corporate Web space used for e.g. homepage content.

Finally, a client PC is needed to access the PHOAF prototgpednywhere on the Internet.
As PHOAF is coded using JSP, there is no JRE needed on clientsistandard Web
browser (or any other client capable of accessing the Intasnall) needed to communicate
with the PHOAF prototype.

7.3 PHOAF Workflow
PHOAF allows three different input parameters to start a query (Figure 44

o Start ENUM DNS NAPTR query with given phone number — the resudt list of
URIs and services of the queried phone number’s owner

o Start FOAF RDF file lookup with given Web URL - the resulthis éxact location of
a foaf.rdf file

» Start FOAF RDF file parsing with given location of foaf.fdé — the result is data
available from the foaf.rdf file

Appropriate results of any of these three operations can be ustatttars/ further query.
Should an ENUM query result contain another phone number, that phone numberaaga
be used as input for another ENUM DNS NAPTR query. The sameéspl FOAF data
results, with e.g. a phone number used for an ENUM DNS NAPTR queryvebsite URL
for a FOAF RDF file lookup.
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Enter ENUM DNS ENUM query
Phone# NAPTR query results

Enter FOAF RDF foaf.rdf file
Web URL file lookup location

Enter FOAF RDF FOAF data
foaf.rdf loc. file parsing results

Figure 44: Flowchart of basic PHOAF prototype opersi

The start screen of the PHOAF prototype reflects that thresbpestarting options with an
input field each for entering a telephone number, an unspecified WelahidRan exact Web
URL of a FOAF RDF file, respectively (see Figure 45).

2 ENUM/EOAF Demo - Microsoft Internet Explorer FEx
a

Datei Bearbeten Ancicht Favoriten Extras 7

Qu - @ Ej @ ) f‘ Suchen \TV’:/Favnnten o) E;v f"ﬁ - € ] &3
Adesse ] hetpifB0.108.31 bl ~| B werhsenau  Links
Google - | v| @pwebsuche -~ Ehziobiockiert (3 [ optionen

ENUM/FOAF Demo

ENUM DNS NAPTR Query

Telephone number; [+43 664/ 3504515 H Start quary

FOAF RDF File Lookup

URL: [tpimermbers chello. avreichingerf |[ Setiookup_|

FOAF RDF File Parsing

URL: | hitpimermbers.chell atreichingerfoa rdf | [ Startparsing_|

(&] Fertig @ Intermet

Figure 45: Screenshot of basic PHOAF start screen

The results of the queries can be manifold. In the case of an ENUM DNS NAPTRugireyy
a given phone number a typical result is shown in the screenshofFigome 46. The query
result page indicates a successful query with two e-maileagseés and one web URL
returned. As it is not clear in the first instance whethervtbb:http URI is just a simple
website or the location of a foaf.rdf file, both “Visit websiteid “Lookup FOAF RDF file”
are listed as options for further action.

Choosing the “Visit website” option opens the website described byRieretrieved in a
browser window, while choosing “Lookup FOAF RDF file” starts anofPldOAF operation
looking to find a valid FOAF RDF file (hamed foaf.rdf) at the retrieved location.
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24 ENUM/FOAF Demo: DNS NAPTR Query - Microsoft Internet Explorer

Datei Bearbelten  Ansicht Favorben  Extras 2 -

Dk - @ - [¥] [B] €h| Osuten feramien @ R-2 B - D@ 3
acvesse ] http//80.108.31 2516080 dns/querydnsnaptr jsp?telnr=%: 2543+ 664 2F 43504516 v | B wechselnzu  Links
Google - | v| @ websuche - Ehaiobockert () [ optionen

DNS NAPTR Query

Query for +43 664/ 3504516

Query successtul.
Protocol URI

mailta mailto:kurt.reichinger@chelio.at [ Send email |

web:http http:#members chello atreichinger/ [ visit website | [ Lookup FOAF ROF file |
email: mailto mailto: kurtreichinger@rtr. at [ Send email |

email:mailta mallto: kurt.reichinger@chello.at [ Send email |

mailto mailto: kurt.reichinger@rtr.at [ Send email |

(&] Fertig & Internet

Figure 46: Screenshot of basic PHOAF DNS NAPTR quesylt

Looking for a FOAF RDF file can be done in different ways, asctlage different ways the
existence of such a file can be annotated (see section 5.4). Pi3Qksigned to work with
two options:

* Explicit annotation of FOAF RDF file using the HTML link taghi$ method works
in a similar way bloggers are pointing to their RSS feedsink ik placed in the

<head> section of an HTML file and looks like the following:
<link rel="meta" type="application/rdf+xml" tittle="FOAF" href="foaf.rdf" />

* No explicit annotation of FOAF RDF file: In this case, a giv#RL (e.g. found by
doing an ENUM DNS NAPTR query) can be used for an “educated grezsating
the location of a FOAF RDF file.

There are several ways of specifying a URL making the adiomatection of some file’s
correct location a non-trivial task. The following list showswa &xamples of annotating a
Web URL.

* Without the HTTP referrer, i.e. www.example.com

o With HTTP referrer, i.e. http://www.example.com

* With HTTP referrer and a slash at the end, i.e. http://www.example.com/

* With HTTP referrer, slash and the name of some file (most ¢ffite file named is the
index.htm or index.html file), i.e. http://www.example.com/index.html

The FOAF RDF file detecting algorithm makes the followinguasptions for detecting the
location of a FOAF RDF file based on a given Web URL.

* First, PHOAF assumes the FOAF RDF file to be named foafsdiuggested in the
FOAF specification. In principle, the creator of a FOAF RDE& i free how to name
that file, however, it has become a common understanding among FOARaisgck
to the specification proposal.
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* Second, PHOAF assumes the FOAF RDF file to be located irothgath of a Web
site, i.e. http://www.example.com/foaf.rdf. Should the FOAF RDF bgelocated in
some other place on a Website, e.g. http://www.example.com/usexfioafilrdf, this
has to be indicated using the link tag in the header of the indexilgnm the root
path.

The PHOAF FOAF RDF file detection algorithm takes aditttlistinctions into account when
searching for the foaf.rdf file based on some unspecificly annotated WékRdite

Assuming a FOAF RDF file lookup having been successful, PHOAdtb “Parse FOAF
file”, i.e. to subsequently retrieve information available from ftbedf.rdf file. The PHOAF
parsing algorithm is based on a simple XML parser, screemngML/RDF file for the
FOAF RDF properties needed by the applications proposed in ibes. gdowever, it is an
option to utilise RDF Query Languages [4] in future PHOAF ioexs The screenshot from
Figure 47 shows a typical result of such a FOAF RDF filesipgr first indicating the
successful parsing and then listing the specific results, naheeyerson’s full name, a phone
number, a homepage and a link to a depiction. In addition, the parsiegaegtthe names of
two other known persons (Robert Baumgartner and Gerd Reichinger, riyaitated using
foaf:knows). One of these two persons (Gerd Reichinger) is found tesoelmed having its
own FOAF RDF file (annotated using rdfs:seeAlso) which lmamparsed further, again using
PHOAF.

2 ENUM/FEOAF Demo: FOAF RDF. File Parsing - Microsoft Internet Exploren,

Datel Eearbeiten  Ansicht  Eavorten Egtas 2

Gre O BRAG Pum frrowm @3- % B-UDPDB

Google - | v| gowebsuche - Fhzishiocker: () [ optionen

FOAF RDF File Parsing

Parsing http://members.chello.at/reichinger/ffoaf.rdf

~

Property Yalue
Person
name: Kurt Reichinger
depiction: http:#members.chello.at/reichinger/kurt_ajpg [ view image |
phone tel +43156056306 [ Query ENUM |
homepage:  hitpi#mermbers chello.avreichinger! [ isit wehsite ] [ Lookup FOAF RDF file ]
knows:
Person
name:  Gerd Reichinger
seeAlso: http:#/members chello.at/gerd reichingerfoat.rdf [ Parse FOAF file ]
Person
name:  Robert Baumgartner
-
< R
& @ Internet

Figure 47: Screenshot of basic PHOAF FOAF RDF fileipgreesult

PHOAF offers the user to further access the results of tW=FRDF file parsing by simple
clicking on a link next to the result.

* When a depiction link is found, the image can be viewed.

* When a phone number is found, ENUM can be queried (using the PHOAF capability).

* When a Web site URL is found, that Web site can be accessedthusidgfault Web
browser or a FOAF RDF file lookup can be performed (using the PHOAF capability

* When a rdfs:seeAlso tag, i.e. a FOAF file URL, is found, thaafF@le can be parsed
(using the PHOAF capability).
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The PHOAF building blocks and capabilities are designed in a moddgr allowing
applications to use those blocks that are needed for fulfilling fep@giplication tasks. As
code and interfaces are open source it is easy to integr@amPkh existing applications or
to build new ones incorporating PHOAF functionalities. In section 8 andP816&AF-based
application examples realised during the course of this thesigethsas suggestions for
possible applications utilising PHOAF will be introduced and asdessth regard to
usability and potential impact.
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8 Applications utilising PHOAF

In this section application examples combining ENUM and the Semafeir are presented
and introduced in detail. All but one example take advantage of thé&\Plgtotype’s basic

capabilities described in section 7; for one example applicationvaPROAF version with

extended functionalities was coded.

* VoIP Called Party Information Presentation: is an exampjgication enriching the
result of a standard ENUM query with information from FOAF. Thkisspecially
useful in VolP where a full set of information on calling orledlparty can be
presented to the other party on the screen of the VolIP device.

* VolIP Call Forwarding on Called Party Affiliation: is anaemple application using the
taxonomy of company structures and employee working relationshipENiM for
automatic redirection of incoming calls.

 Phonebook Contact Network: is an example application spicing up an ordinary
personal phonebook as used in mobile phones or personal digital assistants wi
information retrieved from ENUM and FOAF.

« ENUM/FOAF to RDF Transcoding: is an example application smipnscoding
information available in ENUM into information accessible by Semantic \ab.t

 Trust on Corresponding Data in ENUM and FOAF: is an example apphc
introducing a trust indicator on corresponding data in ENUM and FOAF.

* A Unique Key to Web 2.0 Application Content: is an example applicatiboducing
how to access a single person’s Web 2.0 application content distrdouted WWW
by means of a combination of ENUM and FOAF. For this applicatiameie a new
ENUMservice is introduced, the FOAF vocabulary is extended and H@AP
prototype is upgraded in order to support the application specific requirements.

8.1 VolIP Called Party Information Presentation

8.1.1 Application Features and Functional Range

The first application example combining ENUM and the Semantic byalilising PHOAF

is enriching the result of a standard ENUM query. It useseptiehe number entered by the
user (or an agent) to search for relevant data in ENUM andFF@Ad to present that
information in aggregated form to the user.
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PHOAF ENUM FOAF
User Client Server Server Server

2 8 8 3

(1) Enter Phone Number
i (2) Query PHOAF -
) (3) Query ENUM
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: (4) ENUM Response
1 b

1 1

1 1

1
1
1

. (5) Query FOAF
OrosgResorse |

(7) PHOAF Response i
1
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(8) Present Aggregate |
Information Sheet !

1
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Figure 48: Workflow (simplified) of application utilieg PHOAF for presentation of information on a contacted
person or company

Figure 48 shows the workflow of the application. On entering ghel®e number in the
international format (1) the user client sends a query to the FH®Ab server (2). The
PHOAF prototype reacts with a query towards the DNS (3) lookingINUM DNS NAPTR
RR associated with the telephone number provided by the user clletENUM name
server answers either by sending a set of NAPTR RRs, oessage declaring that no
NAPTR RRs have been found (4). In the latter case, a respawsgage is sent back to the
user client for immediate presentation and the PHOAF prosdssniinated. If one or more
NAPTR RRs are received, PHOAF looks for a NAPTR RR with ENdErvice “web” entry.
If successful, PHOAF tries to detect the correct Web URthefFOAF RDF file (5) and to
retrieve the data, subsequently (6). Finally, PHOAF preparesetheved information in
aggregated form and submits it back to the user client (7) for immediate ptiese{@&ga

In the following, application screenshots are presented, showingattiesateen (Figure 49)
and a typical output screen of a PHOAF query (Figure 50).

ENUM/FOAF Demo

ENUM DNS NAPTR Query

Telephone number: [+43760555111-101 || Startquery |

Figure 49: Screenshot of start screen for applicatiiising PHOAF for presentation of information on a
contacted person or company
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A ENUM/FOAF Demo: FOAF-enriched DNS NAPTR Query Result - Microsoft Internet Explorer \'L”'E\g|
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A

FOAF-enriched DNS NAPTR Query

Query for +43 664/ 350 45 16

Protocol URI
web:http http:#/members.chello.atireichinger! [ Wisit website |
email:mailta mailto:kurt.reichinger@rtr.at | Zend email |
email:mailto mailto: kurt.reichingeng@chello.at [ Send email |
mailto mailto: kurt.reichinger@rtr.at [ Send email |
rmailto mailto:kurt reichinger@chello.at [ Send email |

Lookup for http:/fmembers.chello.at/reichingerf

FOAF Auto-Discovery:

|FOAF link tag found, URL is hrtp:frmembers.che\\o.atfreichmgerﬁoaf.rdf.|

|FOAF file found at httpeiimernbers.chello atreichingerfoar i ‘

Parsing http://members.chello.at/reichinger/foaf.rdf

Parsing successful

Property Value
Persan:
name: Kurt Reichinger
depiction: http:/fmembers.chello. atreichingerkurt_ajpg [ View image |
phone: tel:+43158058306 [ Query ENUM |
homepage http://members.chello.atreichinger/ [ isit website |
knaws
Person
name:  Gerd Reichinger
seeAlso: httpidmembers chello atgerd reichingerfoaf rdf
Person: -
name:  Robert Baumgartner &,

(&] Fertig # Internet

Figure 50: Screenshot of results for application utiiSPHOAF for presentation of information on a contacted
person or company

The application example shows (see screenshot from Figure 5Qllgn@ party’s full name
(i.,e. Kurt Reichinger), a private homepage URL (http://membesocht/reichinger/) and
two e-mail addresses (kurt.reichinger@chello.at and kurt.reiat@geat). All these
information has been retrieved by means of an ENUM queryhissdata was stored in DNS
NAPTR RRs.

Furthermore, the application returns another phone number (+43-1-58058-306)n&ro a
depiction (http://members.chello.at/reichinger/kurt_a.jpg). In the odsa depiction link
being detected, the application provides immediate presentation aftbeiated picture (see
that guy with the smile on his face in Figure 50).

In addition, the application indicates two other persons to be knowhebgalled party (by
means of the foaf:knows property) with one of them (Gerd Reichingelg Hescribed by an
own FOAF RDF file.

8.1.2 Fields of Application

The application works with a telephone number in the international faamatput. This
input can be provided either manually by a human user (as in theglexanplementation
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from section 8.1.1) or by an agent importing the telephone number fddoiPaclient, for
instance.

In this type of application, PHOAF can be used in two principle implementationrssena
* Figure 51 shows a PHOAF implementation as a stand-alone cliettteonser’'s
device. This can be e.g. a Java-enabled mobile phone using GPRS or BMTS t
connect to the Internet and to directly access the servers h&btibgyl and FOAF

data, respectively. Therefore, both ENUM and FOAF queries aratécit and
executed by the PHOAF client running on the end user’s device.

ENUM
Name
Server
1
E Web
Internet Server
(FOAFDatg

User Device

(incl. stanéalonePHOAF F

Figure 51: PHOAF implementation as stand-alone cbeniser device

* Figure 52 shows a server-sided PHOAF implementation with & Yobvider being
responsible for the ENUM/FOAF queries and transmitting data founeéx(icitly
requested by the calling party) to the customer by meanpws$laservice. Assuming
that the user client contacts the VolP provider during the courseeoy VolP call
setup (which is the cause in a standard SIP setup procedure), lBEh@rduider uses
PHOAF to prepare an information fact sheet on the called peityy the phone
number submitted by the calling party that is pushed back to theneerstiuring call
setup.

VolIP Provider Web Server
(incl. PHOAF application)

User Device Server

1
‘ i Web
nemet. TR Server
""""" (FOAF Data)

PHOAF . ENUM
H Name

Figure 52: Server-sided PHOAF implementation in®/etenario

While the example applications from Figure 51 and Figure 52 providéaltiag) party with
additional information on another (called) party, it is also pesfgmilssible to do the direct
opposite. When a call is set up using a telephone number, the caligdspamovided with
that telephone number (a.k.a. calling line identity or CLI). The Gl lbe presented to the
called party on the display of the end user’'s device. By knowingadli@g party’s phone
number, it becomes possible for the called party to utilise PH@AFder to get information
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on the calling party by means of an information fact sheatasi to the one presented to the
calling party in the examples above.

The application examples presented above show two options how to impRR@AF — on
client-side and on server-side. A third option is to implement PH&A& Web Service, and
offer its functionalities to all parties (end customers and pdevg) being able to access that
service.

The W3C defines a Web Service as a software system dedigregpport interoperable
machine-to-machine interaction over a netwdrld Web Service has a public interface
described in a machine-processable format, e.g. Web ServicesipbescLanguage
(WSDL). Essentially, this is an XML-based service descriptiomow to communicate using
the Web Service. Systems wanting access interact with theS#&iwice as prescribed by that
public interface using messages that may be enclosed in SORe(ly for Simple Object
Access Protocol) envelopes. Typically, these messages are conusygy HTTP and
normally comprise XML and other Web-related standards. Another buibdonlx of a Web
Service is the Universal Description Discovery and Integratidd{ly specification that is
used to publish the Web Service information. The purpose of that prototolesable
applications to look up the Web Service information in order to determhrether the
respective Web Service fulfils the specific application requirements, or not.

Service
Broker

WSDL WSDL
. . PHOAF
Ve . Application
Service , Service
Requester Provider

Figure 53: Implementing PHOAF application as Web Set{ice

Figure 53 explains a possible implementation of the PHOAF agplicas a Web Service.
The PHOAF Web Service resides at the Service Provider eeliji@ggannounced using
WSDL. A party wanting to access the PHOAF Web Service obtaiosnation on the Web
Service by contacting the Web Service Broker, also using WSBsuming that the PHOAF
Web Service fulfils the Service Requester’s needs, the PHU&-Service is accessed using
SOAP.

It is of further importance to note that these applications afeqbigrsuitable for all types of
services using telephone numbers — be it fixed line telephony, nelejghony or VolP
telephony.

Additional options are the integration of PHOAF in Semantic WelbaRof68] or to use a
telephone number as unique key to semantic personalisation informatodeinto give a
user optimal support in accessing, retrieving and storing information [5].

%3 Cp. http://en.wikipedia.org/wiki/Web_service, 18.2006.
9 Cp. http://en.wikipedia.org/wiki/lmage:Webservigesy, 17.08.2006.
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8.2 VolIP Call Forwarding on Called Party Affiliation

The second example application deals with automatic call fdmgin VolP environments
depending on department (or working group) affiliation and other pagesneft called and/or
calling party.

Generally, a Public Branch Exchange (PBX) comprises an intesaihg scheme allowing
forwarding of a call to another extension when the one originalliediad not available. This
can be hard-coded in the PBX (e.g. fall-back to front office omeida busy) or individually
programmed on the device (e.g. forward all calls to colleaguéemginn across the room).
However, these forwarding rules are often far from optimal. FH®AF application example
presented in this section uses various sources (providing backgroundatidor on called
and calling party including their mutual relationship) in order tachean “optimised” call
forwarding decision.

For the example discussed, a company with an ENUM-enabled IPiB&,PBX based on
VolIP technology and being capable of performing ENUM queries, gHmilassumed first.
Furthermore, the extensions are assumed to be delegated in ENIUAI amployees to have
their own FOAF files populated with business relation-relevant dagure 54 shows a
simple IP-PBX scenario with five extensions all being dekhah ENUM, and everyone
having its own FOAF file publishet.

Figure 54: ENUM- and FOAF-enabled PBX

Figure 55 describes a typical call flow. An incoming calbhe of the company’s employees
(B) will first enter the PBX coming from the traditional P$ or from an IP-based network
(1). As the PBX is assumed to be ENUM-enabled, it first persoan ENUM query (2) to an
associated ENUM name server. This name server can be publicvatep allowing for
privacy of all data in the latter case. With the ENUM quenygomed, the PBX knows about
the current preferences of the employee associated with teesext dialled (3) and can
forward the call accordingly, e.g. directly routing it to thé Siddress of the device at the

% As the VoIP Call Forwarding application examplesented is to be used in corporate environmengsEMUM and
FOAF entries typically will not be administered amdintained by the individual users but by soméaiged entitiy (e.qg.
the IT department) according to corporate governirgs applying.
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employee’s desk, to a mobile phone or to a voice box (4). In the cése @ftension dialled
being busy or not available (5), the PBX consults the associatedr Fi@A(6). The exact

URL of that FOAF file has already been determined with thigai ENUM query. In that

application example’s simplest form, the FOAF file associatéd the extension dialled
holds information on the employee/extension (C) the call should berfted/do (7), e.g. by
means of rdfs:seeAlso property. After a further ENUM query toere the preferences of
employee C (8, 9) the call can finally be routed to employee C (10).
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Figure 55: Call flow in ENUM-enabled IP-PBX

More sophisticated solutions can retrieve and utilise additional iateymabout the called
party, e.g. company and department structures, internal anthaxteorking groups or the
employee’s electronic diary, like Microsoft™ Outlook or IBM™ Lofdetes. Together with
information collected on the calling (!) party — using the incon@ihgfor subsequent ENUM
and FOAF queries — it becomes possible for intelligent PBX i#thgos to calculate an
optimised call forwarding target. In that way, the Semanab’s reasoning capabilities add
extra value by enabling the establishment of well-founded or seraliyntalculated redirect
options or rules. This could be used in the form of a Computer Telephimgyation System
typically installed in call centre environments for Customer Relatiprighnagement.

8.3 Phonebook Contact Network

The Phonebook Contact Network example is spicing up an ordinary personabg@bione
(directory) — as typically found in mobile phones or personal digssibnts — by means of
additionally available ENUM and FOAF RDF information.

Modern end user communication devices, e.g. mobile phones, fixed line gropesonal
digital assistants (PDA), typically dispose of a personal phonebadikegtory. In most cases
at minimum a contact’'s name and a phone number are stored on such fie\eesy dialling
and informing the owner on incoming calls (presenting the calling partyie oa the display
instead of a number).
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In this environment PHOAF can be used to find additional informadiorthe contacts
already in the phonebook and even find new contacts. PHOAF first psrior ENUM DNS

NAPTR query for each and every single phone number found in the pepbomabook. The
data found in ENUM already means a valuable enhancement to apisensbook as URIs
like e.g. e-mail address, SIP AoR, Web site URL or fax numbetdcbe added to the
personal phonebook (see Figure 56).

Contacts Contacts

Alex........ +43 1 999999
Bob......... +49 2 333333
....... +43 3 444444

AlBXvs +43 1 999999 New ldentifiers

detected by PHOAF

New ldentifiers
detected by PHOAF

carol@cde.al

Figure 56: Personal phonebook on end user devicea(engbile phone) before (left) and after (right) enhancing
with ENUM data

However, it is the FOAF RDF file lookup and the FOAF RDF filespay that adds even
greater extra value. Using the information available from FOR becomes possible to
discover relations between contacts as well as previously unknownctsontde data
retrieved can be used for modelling a network of primary (alréadyvn) and secondary
(previously unknown) contacts. Such a network can be built with comtextslled as nodes
and their corresponding relations modelled as directed arcs. Aomelaft two persons is
annotated as a triple, with the arc pointing from the person thatthi@sl to know another
person (by means of a FOAF-knows relation) to that other persotripdes are one of the
building blocks of RDF, the resulting phonebook contact relations can ibe a&asotated by
e.g. a new FOAF RDF file forming a network of persons, thdatioms and individual
descriptions.

Figure 57 shows the sequence of actions necessary. Finstple setwork is created out of
data directly available from the personal phonebook with the phonebook asrentral
node and the contacts as adjacent nodes. In a second step, PHOAF pENd&/Msand
FOAF queries searching for further details of the contacth RHOAF following semantic
links in FOAF RDF files (see the rdfs:seeAlso propertyeatisn 5.3) the original network
begins growing. With more contacts (nodes) and relations (areg) tetected and added to
the initial network by PHOAF a web of contacts gets woven — theaCobmfthonebook
Network.

The advantage of this method of creating a social network iswitediate applicability. All
that is needed is a personal phonebook with some contacts entered adaptien of ENUM
and FOAF, and the capabilities of the PHOAF prototype. In contraséatforms like XING®
or MySpacé’, it is not necessary to enter each and every contact on a Wels $ite contacts

% Cp. http://www.xing.com, 02.12.2006.
97 Cp. http://www.myspace.com, 02.12.2006.
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Web is woven out of a couple of telephone numbers. The result however beoaltered
into platforms as mentioned above.

Alex

Contacts

Alex........ +43 1 99999
Bob......... +49 2 33333
Carol....... +43 3 44444

Carol Bob Carol Bob

Figure 57: Weaving a contact’s network out of a sinmp&bile phonebook utilising PHOAF

In the example from Figure 57 the phonebook owner has three (pyic@racts stored in
the contacts list. Primary contacts are indicated by dark grdes and are connected to the
phonebook owner with solid arcs. PHOAF is able to detect more intiorman these
contacts:
» Alex has stated in his FOAF file to know the phone book ownearol and two other
persons (i.e. Dan and Elizabeth) both annotated as white (secondary)médgse
57. The relations detected with PHOAF are labeled as secondary relatioateihdig
dashed arcs.
* Bob on the other hand has stated in his FOAF file to know the phonebook owner,
Elizabeth (also known by Alex) and another person, Fiona.
It has to be noted that Dan, Elizabeth and Fiona have not been known to the
phonebook owner prior to the first run of PHOAF.

Assuming that a large amount of the contacts originally found in the personal phonebook have
their own ENUM and FOAF entries, applying the PHOAF Phonebook Cohtetvtrork
application may result in a huge network of (known and unknown) cotigictly woven to
each other. It is therefore left to the phonebook owner to deciddevhiibbse new contacts
(as well as their relations) should get added to the personal phonebook, or not.

In this context the issue of privacy has to be raised. While FHO&ects, retrieves and
aggregates information freely available on the Web or the DN&nitnot guarantee the
integrity or the legitimacy of the information being made publ third persons. It therefore
is assured in no way, that Elizabeth wants or has agreed to haceritact details being
published (by Alex and Bob, respectively) in the example from Ei§ir above. However,
this is a matter of general FOAF policy and not within the scopethe PHOAF
implementation.

8.4 ENUM/FOAF to RDF Transcoding

One of the main challenges on the road to the Semantic Web isohamakie information
already stored in databases worldwide available to Semanticapgications. To achieve
this it becomes necessary to annotate that data semantfidiBAF can be used to do this

% In many cases the phonebook owner's contacts #femsvill also know the phonebook owner, thus forgna mutual
relationship in the resulting graph.
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for information associated with a telephone number and being storedUMEnd FOAF,
respectively.

In a first step, PHOAF's ENUM data query and retrieval bdpi@s are utilised to check all
phone numbers (for a specific phone directory, a whole number range andomeven all
numbers worldwide) for associated ENUM domain delegations. In theofaase existing
delegation with NAPTR RRs found, that data can be semanticatigtated using RDF
vocabularies available, including the SEMNUM RDF vocabulary develop#te course of
the work for this thesis (see section 9 for a detailed introduction).

associatedwithService
+43-1-58801-18403

hasEmailAddress

sek@dbai.tuwien.ac.at

Figure 58: Graph showing association between telephombéer and E-mail service

In a second step, PHOAF's FOAF data query and retrieyalbili#ties are utilised to further
enhance the results later to be associated with a given telephoner.niihibdime, the data
found (i.e. FOAF data) already is coded in RDF, making no furthest¢oding necessary.
The information found just has to be added to the semantically annotatsht from step 1
(see above). The final result will be a telephone number assbevdtea variety of services
and service identifiers, published on the Web, and annoted to be dededtedcessed by
Semantic Web tools and applications.

Phone Directory
ENUM
+43 1 10000000
+43 1 10000001
+43 1 10000002
+43 1 10000003 RDF Document
+431 ... PHOAF
FOAF
Utilising
SEMNUM
- and
= FOAF

Figure 59: Basic concept of ENUM/FOAF to RDF Transcodgrgating an RDF phone directory)

As information in the original telephone number’lSENUM and FOAF can change over
time the ENUM/FOAF to RDF Transcoding has to be repeated imfinite loop (or in
defined intervals, at least) in order to keep the RDF Phone Diré&apyto date all time.

As outlined in section 8.1.2 the RDF phone directory could be implemented as a Web Service,
responding to a qualified query with the full set of URIs associated with a phofentarbe
provided as input parameter. Contrary to the plain PHOAF Web Samiioduced in section
8.1.2, the RDF Phonebook Web Service does not offer PHOAF functionaétf; ibut the

% It should be noted that this is not a usual phonktassociating the user’'s name with a telephongbey, but just a list of

telephone numbers. Although the numbers all arigi@sd to providers or individual users, the namiethese persons are
not necessarily retrievable from ENUM.

100 Again, it should be noted that the output RDF RhBirectory is associating a telephone number wigtet of URIs, but

not necessarily with a user's name.
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result of the ENUM/FOAF to RDF Transcoding. The PHOAF capabilitie®aly used in the
background of the Web Service.

Service
Broker

infinite
loop

List of
URIs

SOAP

Figure 60: RDF Phone Directory Web Service

If the Service Requester just wants to know the corresponding tdRa single telephone
number it may be better to access the plain PHOAF (Web)c®eas described in section
8.1.2. However, when a large amount of telephone numbers should be checked dnel possi
semantic relationships are wanted to be detected, it is advantdgdwmwe access to an RDF
Phonebook already established as described in this section.

8.5 Trust on Corresponding Data in ENUM and FOAF

A further option presented in this thesis is to introduce a trusgrédr corresponding data
available both in ENUM and the Semantic Web’s FOAF.

In the case of a comparison of URI's from ENUM and FOAF tasuin a match (e.g. when
identical e-mail addresses are found in ENUM and FOAF), this giveslmation of a higher
probability that the respective URI (e.g. the e-mail addnsssprrect. This is due to three
facts:

* First, ENUM is used by service providers (cp. Infrastructur&/EINsee section 2.10)
and end-users (cp. User ENUM,; see section 2.10) for all-day comrioniparposes
and therefore a rather high probability of the NAPTR RRs contasongct and up-
to-date information can be expected. Otherwise ENUM-based sgrwould not
work properly, which is contradictory to the interest of the partyntaming the
ENUM data (i.e. the called party or the provider) and payinghrespective ENUM
service.

e Second, ENUM offers the opportunity to have the NAPTR RRs updated in rather short
intervals depending on the respective application. So, the person (ogeaf) a
responsible for the NAPTR RRs can alter the preferenceswvRIUM according to
specific situations (e.g. no voice service URI at all from 9:00 to 10:30, voicertiRI f
corporate extension from 10:30 to 12:30, voice URI from mobile phone number
during lunch time, e-mail URI on weekends, and so on). Again, this nkd0o8/
data must be correct and up-to-date for the associated applications to work.

« Third, ENUM and FOAF are both applications with a completely differ
background, focused on different usage scenarios and running on distifartndat
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Therefore it can be assumed in general that there is no irgendience between
ENUM and FOAF data.

In conclusion, it becomes possible to introduce trust levels (orséindicator) for FOAF
data, after a comparison with corresponding ENUM data. Should that gsampeesult in a

match, a “thumbs up” indicator will be added to the FOAF data, otheravitheutral” or
“thumbs down” indicator will be attached to the corresponding FOAF data.

T
Query Query
FOAF/RDF FOAF/RDF ENUM

Result
FOAF/RDF

Match
A 4 \ 4
Trust Level Trust Level
High* Low"

Figure 61: Flowchart for Trust Calculation utilisiRgHOAF

No Match

The PHOAF trust application needs a telephone number as input, pagosobsequent
ENUM and FOAF queries as explained in previous sections. As saaeala be stored in
both ENUM and FOAF, the results are checked for the occurrencatohimg URIs. If e.g.
the same E-Mail address or the same Web URL is to be foundhrEbliiM and FOAF, this
will result in a higher trust level for the respective URI.order to make the results found
available for others (users, agents and applications), URI andnicstor(s) can be added
to the FOAF data by means of RDF/XML coding. Finally thaadztn get published on the
Web again.

8.6 Unique Key to Web 2.0 Application Content

As explained in depth in section 4, Web 2.0 has become a growing phenomdnomteonhs
of available applications and usage figures. Web 2.0 applicationz@reling background
information on people, as a growing number of examples show. Related researctdesmly
with social network issues, e.g. relations between users or beti@ggad items. The
application themed in this section deals with a different appmicaspect of social networks
and folksonomies, centring the individual user and related content. When petatmas
made publicly available on the Web by its owner, it can besaedeby others, assuming the
location of that data is known or easy to detect. As Web 2.0 datstibutied widespread on
the Web with no unique access point, it becomes nearly impossibletvelisll of a single
person’s Web 2.0 application data.

The introduction of ENUM to the Semantic Web allows the creati@swfigle key linking to
semantically annotated content of a specific person as descrilvealiphg (see section 6 and
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[59]). In this section it is shown how that approach can be extendecett dgierson’s Web
2.0 content. By creating a new ENUMservice named “foaf” as alextensions to the
existing FOAF vocabulary, it becomes possible to discover alk (east a large amount) of a
person’s Web 2.0 data by just knowing that person’s telephone numberfmore, the data
found can again be published on the Web using RDF/XML even making Web ta.0 da
accessible for legacy Semantic Web tools. Building on top of th& wafofl3] the PHOAF
prototype is extended in order to illustrate the approach.

8.6.1 ENUMservice “foaf”

At present time, the ENUM specifications from the relevamidstedisation bodies do not
include a specific ENUMservice enabling the immediate deteadf a FOAF RDF file.
Aiming to combine ENUM and FOAF, the basic PHOAF prototype dessgul the existing
ENUMservice “web” combined with a subsequent educated guess metboder to search
for a possible location of a FOAF RDF file (see section 7 anjig®0). However, as a FOAF
RDF file may be placed anywhere on a website and with autoudisy links (see section
5.4) not always implemented, this did not provide a basis for further developments.

In order to overcome these restrictions the introduction of a m¢uMService named “foaf”
is proposed by the author. Using this new ENUMservice, queryingra telephone number
in ENUM will return a link to the exact URL of a correspondif@AF RDF file. This gives
users the opportunity to retrieve all sorts of identifiers givamgess to a multitude of
application data.

In short, the new ENUMservice “foaf” indicates that the resoidestified by the associated
URI is a source of FOAF data. The URI schemes to be usddtprand https with the latter
indicating that the resource can be fetched by using the podnkayer Security (TLS)

protocol or the Secure Socket Layer (SSL) protocol. The following mparameters are
defined for the ENUMservice “foaf”.

 ENUMservice Name: "foaf"
 ENUMservice Type: "foaf"
ENUMservice Subtype: N/A
* URI Schemes: "http", "https"

An ENUM entry referring to a FOAF RDF file could look like tf@lowing code fragment
(see Listing 16).

Listing 16: Example ENUM entry utilising the 8.6ENUMservice “foaf”

$ORIGIN 1.0.1.1.1.1.5.5.5.0.8.7.3.4.e164.arpa.
@ IN NAPTR 100 10 "u" "E2U+foaf"
N *$thttp://www.dbai.tuwien.ac.at/proj/semnum/userl/foaf.rdf!" .

Performing an ENUM query for the Austrian E.164 telephone number +437805551111101 wi
result in a referral to the Web URL http://www.dbai.tuwien.agraf/semnum/userl/foaf.rdf
indicating that a FOAF RDF file associated with that telephone number candssad there.

According to the relevant specifications in [23] a proposal for AAfdgistration of a new
ENUMservice “foaf” has been submitted by the author to the I&F&n Internet-Draft [63]
in February 2006 (see Annex 1). In addition, that draft was presentmj@htlETF meeting
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in Dallas in March 2006. Currently the draft is (in its secontsiga) at the IETF for
discussion. Until acceptance from the IETF ENUM Working Group amal fegistration
with IANA the new ENUMservice is used following the rules fexperimental, non-
registered ENUMservices being named “X-foaf” for this interim period.

8.6.2 FOAF Properties for Web 2.0

As Web 2.0 applications do not have a matching FOAF property, new pregdstie to be
introduced. FOAF is an open-community project and RDF is designedote fadr easy
integration of other ontologies. Therefore, the creation of Web 2.0fispiecms is possible,
in general. The following new FOAF terms proposed by the autkagxamples showing the
general approach of adding new properties describing URLsdimgvaccess to a person’s
specific Web 2.0 data.

* Flickr Property foaf:flickr

» Del.icio.us Property foaf.delicious

* 43things Property foaf:fourtythreethings
* Plazes Property foaf.plazes

The example RDF/XML fragment from Listing 17 illustrates tisage of the new FOAF
terms indicating that the person Kurt Reichinger has a flickr anpdazes account both
characterised and accessible by means of a URL.

Listing 17: RDF/XML fragment with new FOAF propesi

<foaf:Person>
<foaf:name>Kurt Reichinger</foaf:name>
<foaf:plazes rdf:resource="http://beta.plazes.com/user/kurt_r/"/>
<foaf:flickr rdf:resource="http://www.flickr.com/photos/kurt_r/"/>
</foaf:Person>

It remains for further study (involving the FOAF community) whiehms to include, how to
name those terms and to which classes they should finally belong.

8.6.3 Extending PHOAF for Web 2.0 Data Detection and Fetching

To illustrate the advantages of integrating ENUM, FOAF and Welth2. PHOAF prototype
introduced in section 7 is extended. The main improvements concernragtietiocation of
FOAF RDF data using the new “foaf” ENUMservice and parsireg ROAF file found for
Web 2.0 data available or being requested by an application.

The extended PHOAF prototype implementation needs a telephone numbdére in t
international format as input parameter. This input can be madeatha (as in the demo
setup) or by an agent importing the telephone number from a VoERnaail client, for
instance. Alternatively, PHOAF can be implemented as a Wehlic8dcp. Figure 53). Upon
entering a phone number the following steps are performed by PHOAF:

Looking up the ENUM DNS database

Retrieving ENUM NAPTR data from the ENUM DNS database
Detecting the location of FOAF RDF data using the new “f@&fUMservice
Parsing the FOAF file for Web 2.0 specific FOAF RDF data
Presenting the aggregated results from ENUM and FOAF
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Depending on the application initiating the query, it is a furtheoopt directly fetch data
from distributed Web 2.0 application databases in an intermedigry®&tes could be e.g. a
person’s current location from plazes or favourite pictures fidokr f used for immediate
presentation or further processing.

DNS NAPTR Query

Query for +43 780 555111 - 101

Protocol URI
w-foaf hitp:Awwew, dhal twien.ac at/projfsemnumédemat /user 1/foaf.rdf [ Parse FOAF file |
email:mailto mailto:user!@rfoo.bar [ Send email |
web: hitp hittp:ftaranee, dbiai twien . ac atiprojfsemnumidemnao user 1/ [ Wisit website | [ Lookup FOAF RDF file |
sip sipiuser! sip@foo bar

Figure 62: Screenshot of ENUM query results using theneled PHOAF prototype

Figure 62 shows the result of the ENUM query retrieving the agedcDNS NAPTR
resource records. In the example four values are returned: a F#®AIRI (using the new
ENUMSservice “foaf*°* introduced in section 8.6.1), an e-mail address, a Web URL and a SIP
AoR. Options for further action are listed next to the URIs, @gning the e-mail client for
sending e-mail or starting the Web browser for visiting a Web site.

Finally, Figure 63 shows the output screen presenting the FOAFda@Hetched. That data
is collected using the PHOAF parsing capabilities direaettgessing the FOAF file URI
retrieved from ENUM.

FOAF RDF File Parsing

Parsing http: /fwww.dbai.tuwien.ac.at/projfsemnum/demol/fuserl/ffoaf. rdf

Property Value
Person:
name: Kurt Reichinger
depiction: http: s dbai tuwien ac.at/proy/semnumddemat/user1/usert Jpg [ View image |
mailbay mailta: reiching@dbai tuwien.ac.at [ Send email |
homepage: http: A dbai tuwien.ac.at/proj/semnum; [ Wisit website | [ Lookup FOAF RDF file |
flickr http: fanweee flickr com/photos/30691888EN00/ [ Wisit website ]
plazes http:#heta plazes comiwhereis/KurtReichinger | Visit website |
delico.us: http:#del.icio.usfqri1 23/ | Visit wehsite |
43things http: A 4 3things .com/person/grt1 23 [ Wisit website |
KNows:
Person:
name:  Ropert Baumgartner
mailbox mailto:user2g@foo.bar [ Send email |
seeflso: hitp: Awe dbai tuwien ac at/proj/semnum/demot/user2foaf.rdf | Parse FOAF file |
Persan:
name:  Gerd Reichinger
mailbox: mailto;userd@foo. har | Send email |

SeeAls0: http: MM dbai tuwien.ac.at/proj/semnumidemot/userd/foat.rdf [ Parse FOAF file |

Figure 63: Screenshot of FOAF RDF parsing resultsgusia extended PHOAF prototype

101 As described in section 8.6.1 “x-foaf” is usedilifivaf” is an officially registered by IANA.
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The following data is presented: the queried person’s name, imBRf§ieetmail address,
homepage URL as well as URLSs for accessing that persoals2M) content at flickr, plazes,
del.icio.us and 43things (using the new FOAF properties introduced iarséit In addition,
two other persons known by the queried person are listed, indicatedetohletvown FOAF
files announced.

Data found in ENUM and FOAF can easily be aggregated, evaluatt@ambined with
other data. Taking advantage of RDF and associated ontologiesingaf2jnbecomes a
possibility. This enables intelligent agents to prepare a compidaneed personal
information fact sheet on a queried person (or organisation) oeti fog other applications
[60]. That aggregated data as well as data from other sotaoele published again using
RDF/XML, making the data accessible for legacy Semantic Web toolsfitiiimply adding
to the amount of semantically enhanced data available on the Web.



9 The SEMNUM RDF Vocabulary

SEMNUM is a vocabulary created by the author for describingrnmdtion about
(communication) identifiers stored in ENUM. All these identifiare associated with a single
E.164 telephone number (see section 2.8). As ENUM associates a telephadner with a
person having the right to use this number, all the identifieescamsequence are associated
with that person as well. The vocabulary is designed to be compatthl&DF formats such
as FOAF. It contains properties and classes structuring theniaion to be found through an
ENUM query. The vocabulary is called SEMNUM as an abbreviation Sg#nfantic
Numbers”.

The purpose of this new RDF vocabulary is to have all terms codtarieNUM described
in a single vocabulary. The translation of information found in ENUM iIRDF terms,
enables users or (more precisely) agents to further procedatthéound and to create new
documents based on RDF. As data in ENUM originally is not storedDif RRrmat; this
translation has to be performed in a second step after regyitheninformation by means of
an ENUM query.

SEMNUM is rather a simple vocabulary than an ontology. As destibgs8] the difference
between a vocabulary and ontology mainly lies in the fact, that aslogpt provides
additional constraints that increase the accuracy of impletrmrgeof a given vocabulary.
For the course of the work on this thesis and the related exgntpie was not deemed
necessary for SEMNUM.

An example incorporating the SEMNUM feature is an agent crawhegWeb for ENUM
and RDF/FOAF data (see section 8.1 and 8.6) in order to prepare faciesheet on every
person found. This person data could be stored in a new “verified faet” sing
vocabularies like FOAF, BIO [18], VISIT [25], or SEMNUM. Such vexdifact sheets could
be stored on local machines building up an enhanced private directoryla@e &cale, on
the basis of a verified fact sheet database grown large enoulfielg éervice could be
created, offering this additional information. Privacy is not demno be a critical issue for
this application of ENUM and the SEMNUM vocabulary, as all tifermation collected is
made freely available on the DNS or the Web by the respective owner.

9.1 Standards and RDF

The SEMNUM vocabulary does not define a new standard, but is neeeontribute another

vocabulary to the Semantic Web. The specification of this vocabusay the conventions of
the W3C’s Resource Description Framework (RDF). As such SEMNddibpts a syntax

(using XML), a data model (RDF graphs) and a mathematicatlyngted definition for the

rules that underpin the SEMNUM design.

96
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SEMNUM is an application of the Resource Description FramewBiRF], because the
complexity of the subject described — people and their various cameeetis best addressed
by a combination of different RDF vocabularies. SEMNUM by deéinitonly deals with
information defined for ENUM (see section 2.8), but with RDF beirgl @EMNUM is well
prepared to be extended by several other RDF vocabularieagleath the description of
people, communication services and their relations. Due to the RiDFe rd SEMNUM its
classes and properties can also be incorporated in other RDF documents.

9.2 SEMNUM at a Glance

Consequently, the following classes and properties are defined MNSK. They are
explained in detail in sections 9.4 and 9.5.

Classes: Service | Email | Voice | Fax | Ifax | Videm$ | Ems | Mms | Web | Announcement
| Location | Key | Instantmessaging

Properties: mbox | homepage | securehomepage | file | daatph@tsone | sipphone |
securesipphone | h323phone | infotext

9.3 Namespace

The XML namespace for this vocabulary is http://www.dbai.tuwieatgcoj/semnum/0.1/#
and the recommended prefix is semnum. In RDF/ XML documents thewnviod attribute
should be included in the rdf:RDF element.

xmlns:semnum="http://www.dbai.tuwien.ac.at/proj/'semnum/0.1/"

This namespace definition is reflected in the description of SEMNbperties and classes
in the following sections.

Documents using the RDF SEMNUM vocabulary are also likelyge terms from other
vocabularies, e.g. the Dublin Core (DC) and Friend-Of-A-Friend (FOAFespates. Listing
18 shows a typical RDF/XML code snippet utilising several naaeesy as RDF, RDFS, DC,
FOAF and SEMNUM.

Listing 18: RDF/XML code fragment showing use of XMamespaces

<rdf:RDF
xmlins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmlins:rdfs="http://www.w3.0rg/2000/01/rdf-schema#"
xmlins:dc="http://purl.org/dc/elements/1.1/"
xmins:foaf="http://xmlIns.com/foaf/0.1/"
xmlns:semnum="http://www.dbai.tuwien.ac.at/proj/'semnum/0.1/">

<l—-

more code here-->

</rdf:RDF>

Regarding vocabularies/ontologies and namespace consideratishguitl be referred to
Tim Berners-Lee, W3C director, who demanded to bring “the Web lackthe Semantic
Web” in a keynote speech at the ISWC’2005 conference in Ireland. dhkepr addressed is
people creating vocabularies or ontologies (using URIs and namesspacexplained above)
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without uploading it to Web servers. However, it is necessary te macabularies and
ontologies publicly available in order to allow global inferences therefore essential that
even namespaces used in research projects, as the SEMNUM vpogadmaélaiploaded to the
Web.

9.4 Vocabulary Classes

This section defines classes used within the SEMNUM vocabularye Tiseone class
defining “Service”; and several subclasses of “Service” definioge specific services all to
be found in ENUM (see left-hand screenshot in Figure 64). Exanopldsese subclasses
include “Announcement”, “Email”, “Sms”, “Fax”, “Voice”, “Video”, “Web” and mgmore.

B SEMNUM Protége 3.1.1  (r... [= |[B)[X]

File Edit Project CWL Code Window Tools Help File Ecdit Project ©WL Code Window Tools Help
Ned «Bn s@eraed] [Der + 8o spraee
F!Individuals | @ Metacets | Filndividuals | @ wetadata |
@ 0w Claszes r M Froperties r = Forms | . OWlClasses r M Froperties r = Formsz |
suscinsseLariowsme =L I [eropcrrvorowsen |
For Project: @ SEMNUM For Project: @ SEMNUM
Asserted Hierarchy w tg}’ % 8 J’Ijj H Properties ﬁ ﬁ i .Eé ﬁ ﬁ L
owl: Thing [ databaze

v D service [ file

. Announcement [ h323phone

. Email [ homepage

O Ems [ mbox

O Fax [ phone

. File [ securehomepage

. Ifax [ securesipphone

. Instartmessadging [ sipphone

O Key

.Location

.Mms

.Sms

® video | |'| @ 2

::::Ee Super properties !1; L

Figure 64: SEMNUM classes and properties (screenftostsProtégé editdf?)

94.1 Class: semnum:Service

URI http://www.dbai.tuwien.ac.at/proj/semnum/0.1/Service

Label Service

Definition The classsemnum:service denotes a (communication) service of some kind.

Subclasses of claggmnum:senice include e.g. E-Mail (classemnum:Email ),
Web (class semnum:web), Phone (classsemnum:Phone), Facsimile (class
semnum:Fax) and SMS (classemnum:Fax). The subclasses introduced reflect the
respective ENUMservices agreed by IANA and used with the NA\Resource

192 Cp. http://protege.stanford.edu, 17.08.2006.
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Records. When IANA registers a new ENUMservice, the SEMNidighbulary
will be updated accordingly.

9.4.2 Class: semnum:Email

URI http://www.dbai.tuwien.ac.at/proj/semnum/0.1/Email

Label Email

Definition The classemnum:Email denotes a service providing E-Mail.

Sub Class Of  http://mww.dbai.tuwien.ac.at/proj/'semnum/0.1/Service

9.4.3 Class: semnum:Voice

URI http://www.dbai.tuwien.ac.at/proj/'semnum/0.1/Voice

Label Voice

Definition The classemnum:voice denotes a service providing voice communication,

e.g. based on the Plain Old Telephone Service (POTS), the tetkgra
Services Digital Network (ISDN), the Global System for Mebil
Communications (GSM) or Voice over IP (VolP) Services.

Sub Class Of  nttp://iwww.dbai.tuwien.ac.at/proj/semnum/0.1/Service

9.4.4 Class: semnum:Fax

URI http://www.dbai.tuwien.ac.at/proj/'semnum/0.1/Fax

Label Fax

Definition The classsemnum:Fax denotes a service providing classical facsimile

communications, e.g. based on the Plain Old Telephone Service (POTS),
the Integrated Services Digital Network (ISDN), the Globgst&m for
Mobile Communications (GSM) or Internet Services.

Sub Class Of  http://imww.dbai.tuwien.ac.at/proj/'semnum/0.1/Service

9.4.5 Class: semnum:lfax

URI http://www.dbai.tuwien.ac.at/proj/'semnum/0.1/Ifax

Label Ifax

Definition The classsemnum:ifax  denotes a service providing facsimile services

according to IETF's RFC 2305 [69] or RFC 2532 [42]. It therefore
describes a service which allows facsimile documents to bdcsentail
addresses.

Sub Class Of  http://imww.dbai.tuwien.ac.at/proj/'semnum/0.1/Service

9.4.6 Class: semnum:Video

URI http://www.dbai.tuwien.ac.at/proj/'semnum/0.1/Video

Label Video

Definition The classemnum:video denotes a service providing video communications,

e.g. the Integrated Services Digital Network (ISDN), the Unaldviobile
Telecommunications Service (UMTS) or Voice over IP (VolP) Services.
Sub Class Of  http://imww.dbai.tuwien.ac.at/proj/'semnum/0.1/Service

947 Class: semnum:Sms

URI http://www.dbai.tuwien.ac.at/proj/semnum/0.1/Sms
Label Sms
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Definition

Sub Class Of

9.4.8 Class:

URI
Label
Definition

Sub Class Of

9.4.9 Class:

URI
Label
Definition

Sub Class Of

9.4.10 Class:

URI
Label
Definition

Sub Class Of

9.4.11 Class:

URI
Label
Definition

Sub Class Of

9.4.12 Class:

URI
Label
Definition

The classemnum:sms denotes a service providing the sending and receiving
of Short Messages (Short Message Service; SMS), originally rkifimm

the mobile networks sector, but now also provided on fixed networks as
well as the Internet.

http://www.dbai.tuwien.ac.at/proj/semnum/0.1/Service

semnum:Ems

http://www.dbai.tuwien.ac.at/proj/semnum/0.1/Ems

Ems

The classemnum:Ems denotes a service providing the sending and receiving
of Enhanced Messages (Enhanced Message Service; EMS), originally
known from the mobile networks sector, but now also provided on fixed
networks as well as the Internet. EMS enabled devices can send an
receive messages that have special text formatting (sucholds or
italicised), animations, pictures, icons, sound effects and special ring tones.
http://www.dbai.tuwien.ac.at/proj/semnum/0.1/Service

semnum:Mms

http://www.dbai.tuwien.ac.at/proj/semnum/0.1/Mms

Mms

The classemnum:Mmsdenotes a service providing the sending and receiving
of Multimedia Messages (Multimedia Message Service; MM®)psrted

by mobile networks and the Internet. MMS is a store-and-forwartadet

of transmitting graphics, video clips, sound files and short textages
over wireless networks. MMS also supports e-mail addressingninge
that the device can send e-mails directly to an e-mail address.
http://www.dbai.tuwien.ac.at/proj/semnum/0.1/Service

semnum:Web

http://www.dbai.tuwien.ac.at/proj/semnum/0.1/Web

Web

The classsemnum:web denotes a service providing access to a public
document on the Web.

http://www.dbai.tuwien.ac.at/proj/semnum/0.1/Service

semnum:File

http://www.dbai.tuwien.ac.at/proj/semnum/0.1/File

File

The classemnum:File denotes a service providing access to an addressed
document (file) or file listing.

http://www.dbai.tuwien.ac.at/proj/semnum/0.1/Service

semnum:Announcement

http://www.dbai.tuwien.ac.at/proj/semnum/0.1/Announcement

Announcement

The classemnum:Announcement denotes a service providing access to an
announcement, i.e. an instant information display. An announcement can
be a text as well as a sound message, which can be speacifigadirtant
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for people with visual or hearing impairments. Typically announoésne
are intended to trigger automatic execution. As this involves signtfic
risks due to unsolicited onward actions this service is for furttuelys
during the ENUM trials.

Sub Class Of  nttp://iwww.dbai.tuwien.ac.at/proj/semnum/0.1/Service

9.4.13 Class: semnum:Location

URI http://www.dbai.tuwien.ac.at/proj/semnum/0.1/Location
Label Location
Definition The classemnum:Location ~denotes a service providing access to some sort

source for location information.
Sub Class Of  nttp://iwww.dbai.tuwien.ac.at/proj/semnum/0.1/Service

9.4.14  Class: semnum:Key

URI http://www.dbai.tuwien.ac.at/proj/semnum/0.1/Key
Label Key
Definition The classemnum:key denotes a service providing access to some sort of

source for public key information.
Sub Class Of  http://mww.dbai.tuwien.ac.at/proj/'semnum/0.1/Service

9.4.15 Class: semnum:Instantmessaging

URI http://www.dbai.tuwien.ac.at/proj/semnum/0.1/Instantmessaging
Label Instantmessaging
Definition The class$emnum:instantmessaging denotes a service providing access to

some sort of Instant Messaging Service.
Sub Class Of  nttp://iwww.dbai.tuwien.ac.at/proj/semnum/0.1/Service

9.5 Vocabulary Properties

This section defines properties used within the SEMNUM vocabulag (ght-hand
screenshot in Figure 64). It has to be noted that a SEMNUM property can belong tihnamor
one domain, e.g. the propertgmnum:mbox iS in domain ofsemnum:Email , semnum:ifax |,
semnum:Sms, semnum:Ems andsemnum:Mms(see Figure 65).

9.5.1 Property: semnum:mbox
URI http://mww.dbai.tuwien.ac.at/proj/semnum/0.1/mbox
Label mbox

Definition A personal mailbox on the Internet associated witlctexane owner. Typically
such a mailbox is identified by using the mailto: URI schemenddfin IETF'’s
RFC 2368 [31]. It has to be noted that there are mailboxes which atbenot
semnum:mbox Of anyone and that one (a thing in the OWL definition; inluding
person) can have multiptemnum:mbox. Furthermore, the properggmnum:mbox is
identical to the FOAF propertyaf:mbox

Domain http://www.w3.0rg/2002/07/owl#Thing

Range foaf:Agent



Section 9 - The SEMNUM RDF Vocabulary 102

K SEMNUM Protégs 3.1.1  (file:\C:\Programme\Protege_3.1\SE... [= |[B)(X]

File Edit Project OWL Code Window Tools Help

NeE tRE wmd <% @té&

( U oWl Classes r I Properties r = Forms r & Individuals r @ Metadata |

For Project: @ SEMNUM For Property M mbox  (instance of o...
M Properties - ] rName rEquivslents rsgmeﬁs r_:

[ database |mbo><

[ file

[ h323phone rdfs:comment

[ homepage
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[ phone

[ securehomepage
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Figure 65: SEMNUM propertgemnum:mbox belonging to several domains (screenshot from Protégé)edito

9.5.2 Property: semnum:homepage
URI http://www.dbai.tuwien.ac.at/proj/'semnum/0.1/homepage
Label homepage

Definition ENUM allows one (a thing in the OWL definition; includipgrson) to have
multiple homepages, but SEMNUM constrasesnum:homepage SO that there
can be only one person that has any particular homepage, i.e. nohgltowi
persons to have the same homepage. It remains for further study raeealt
with e.g. family homepages. A homepage is usually controlled, edited or
published by the thing whose homepage it is; as such one might doak t
homepage for information on its owner from its owner. This works foplpe
companies, organisations etc.

A homepage in this sense is a public Web document, typically (but not
necessarily) available in HTML format. In most caseshsacdocument is
retrievable by using the Hyper Text Transfer Protocol (fttpRI scheme) as
defined in IETF's RFC 2616 [24]. Furthermore, the propsdiyium:homepage IS
identical to the FOAF propertyaf:nhomepage

Domain http://www.w3.0rg/2002/07/owl#Thing

Range foaf:Document

9.5.3 Property: semnum:securehomepage

URI http://www.dbai.tuwien.ac.at/proj/'semnum/0.1/securehomepage
Label securehomepage

Definition A secure homepage is a public web document, typically (buhewdssarily)
available in HTML format. In most cases such a document igevable by
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using the Hyper Text Transfer Protocol Secure (https:// WRérmme), which
enables encrypted transactions between browser and server.
Domain http://www.w3.0rg/2002/07/owl#Thing

Range foaf:Document

954 Property: semnum:file

URI http://mww.dbai.tuwien.ac.at/proj/'semnum/0.1/file
Label file

Definition A file in the context of SEMNUM is a public Web documerdtrievable by
using the File Transfer Protocol (ftp:// URI scheme), whichbsaencrypted
transactions between browser and server.

Domain http://mww.w3.0rg/2002/07/owl#Thing

Range http://www.w3.0rg/2000/01/rdf-schemat#Literal
9.5.5 Property: semnum:database

URI http://www.dbai.tuwien.ac.at/proj/'semnum/0.1/database
Label database

Definition A database in the context of SEMNUM is a databasssale by using the
Lightweight Database Access Protocol (Idap) as specifiedserias of IETF
standard track RFCs as detailed in RFC 4510 [83]. LDAP enabilesattions
between client and database server for querying and modifyingtadirec
services running over TCP/IP.

Domain http://xmIns.com/foaf/0.1/Person

Range http://www.w3.0rg/2000/01/rdf-schema#Literal
9.5.6 Property: semnum:phone

URI http://dbai.tuwien.ac.at/proj/semnum/0.1/phone
Label phone

Definition A semnum:phone describes a fully qualified telephone number, typically described
by using the tel: URI scheme as defined in IETF's RFC 3966 [65].
Domain http://xmIns.com/foaf/0.1/Person

Range http://www.w3.0rg/2000/01/rdf-schema#Literal
9.5.7 Property: semnum:sipphone

URI http://dbai.tuwien.ac.at/proj/lsemnum/0.1/sipphone
Label sipphone

Definition A semnum:sipphone describes a Voice over IP account using the Session
Initiation Protocol (SIP) as defined in IETF's RFC 3261 [64], typically dieedr
by using the sip: URI scheme.

Domain http://xmIns.com/foaf/0.1/Person

Range http://www.w3.0rg/2000/01/rdf-schema#Literal

9.5.8 Property: semnum:securesipphone

URI http://dbai.tuwien.ac.at/proj/semnum/0.1/securesipphone
Label securesipphone

Definition A semnum:securesipphone  describes a Voice over IP account using the Session
Initiation Protocol Secure as defined in IETF's RFC 3261 [64],cbihi
described by using the sips: URI scheme.
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Domain http://xmIns.com/foaf/0.1/Person
Range http://www.w3.0rg/2000/01/rdf-schema#Literal

9.5.9 Property: semnum:h323phone

URI http://dbai.tuwien.ac.at/proj/lsemnum/0.1/h323phone

Label h323phone

Definition A semnum:h323phone describes a Voice over IP account using the Protocol
defined in ITU-T Recommendation H.323, typically described by udmeg t
h323: URI scheme.

Domain http://xmIns.com/foaf/0.1/Person

Range http://www.w3.0rg/2000/01/rdf-schema#Literal

9.6 SEMNUM Example

9.6.1 Using SEMNUM with FOAF

The SEMNUM vocabulary simply slots into standard FOAF documenshi@sn in Listing
19. The code fragment starts with a declaration of being an RDF datwith the according
namespaces for RDF, RDFS, FOAF and SEMNUM all explicityest. Furthermore, it is
declared that the document is to be interpreted as a FOAF RDF document migscpbrson.
This is followed by a description of the person Kurt Reichingersutdi some FOAF
properties (name, title, givenname, family_name, mbox_shalsum, homeplagee,
workplaceHomepage, workinfoHomepage, schoolHomepage, knows) and soni¢USEM
properties (mbox, homepage, phone, sms and infotext).

Listing 19: RDF code fragment utilising SEMNUM classesl properties

<rdf:RDF
xmlins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmlins:rdfs="http://www.w3.0rg/2000/01/rdf-schema#"
xmlins:foaf="http://xmIns.com/foaf/0.1/"
xmlns:semnum="http://semnum.org/vocab/semnum/0.1/">
<foaf:PersonalProfileDocument rdf:about="">
<foaf:maker rdf:nodelD="me"/>
<foaf:primaryTopic rdf:nodelD="me"/>
</foaf:PersonalProfileDocument>
<foaf:Person rdf:nodelD="me">
<foaf:name>Kurt Reichinger</foaf:name>
<foaf:title>Dipl.Ing.</foaf:title>
<foaf:givenname>Kurt</foaf:givenname>
<foaf:family_name>Reichinger</foaf:family_name>
<foaf:mbox_shalsum>1f043d44f3c8f272cee5443a666751b36b68faf0</foaf:mbox_shalsum>
<foaf:homepage rdf:resource="members.chello.at/reichinger/"/>
<foaf:phone rdf:resource="tel:+43-1-58058-306"/>
<foaf:workplaceHomepage rdf:resource="www.rtr.at"/>
<foaf:workinfoHomepage rdf:resource="www.rtr.at/enum/"/>
<foaf:schoolHomepage rdf:resource="www.univie.ac.at"/>
<foaf:knows>
<foaf:Person>
<foaf:name>Gerd Reichinger</foaf:name>
<foaf:mbox_shalsum>dceal5119cdefc1c93a0363ef76bbef0656525f3</foaf:mbox_shalsum></fo
af:Person></foaf:knows>

<semnum:Service>

<semnum:Email>

<semnum:mbox rdf:resource="mailto:kurt.reichinger@chello.at"/>
</semnum:Email>
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</semnum:Service>

<semnum:Service>

<semnum:Email>

<semnum:mbox rdf:resource="mailto:kurt.reichinger@rtr.at"/>
</semnum:Email>

</semnum:Service>

<semnum:Service>

<semnum:Email>

<semnum:mbox rdf:resource="mailto:kurt.reichinger@rtr.at"/>
</semnum:Email>

</semnum:Service>

<semnum:Service>

<semnum:Web>

<semnum:homepage rdf:resource="http://semnum.org/kurt/"/>
</semnum:Web>

</semnum:Service>

<semnum:Service>

<semnum:Phone>

<semnum:phone rdf:resource="tel:+43-1-58058-306"/>
</semnum:Phone>

</semnum:Service>

<semnum:Service>

<semnum:Phone>

<semnum:phone rdf:resource="tel:+43-664-3504516"/>
</semnum:Phone>

</semnum:Service>

<semnum:Service>

<semnum:Sms>

<semnum:phone rdf:resource="tel:+43-664-3504516"/>
</semnum:Sms>

</semnum:Service>

</foaf:Person>
</rdf:RDF>

9.6.2 SEMNUM Graph

FOAF documents generally can be described by means of a gtagiefdre the FOAF file
listed in section 9.6.1 is presented in graphical form using IsaVilaViz is a visual
environment provided by the W3C RDF developers group for browsing ahdriagt RDF
models represented as graphs. According to the W3C IsaViz destripa tool basically
features the following:

o 2.5D user interface allowing smooth zooming and navigation in the graph
» Creation and editing of graphs by drawing ellipses, boxes and arcs
 RDF/XML, Notation 3 and N-Triple import

* RDF/XML, Notation 3 and N-Triple export, but also SVG and PNG export

103 Cp. http://www.w3.0rg/2001/11/1saViz/, 18.08.2006.
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Figure 66: FOAF file as a graph

As the graph shown in Figure 66 is impossible to print on A4 sheeatadiable size, it is simplified to
some major relations (depicted in Figure 67) making it easier toildes

On the left-hand side the graph in Figure 67 explains that the dotdescribed is a Personal Profile
Document and that it has a Maker, i.e. a person that createtbthenent. That person is further
described by its name (as Literal, indicated graphicallyabgquare shape), and its workplace
homepage (as Resource, indicated graphically by an oval skapermore the document maker is
described by some services and associated identifiers thalt lmeuised for contacting that person.
First, there is a mailto: URI to be used for E-Mail commuiica and second, there is a telephone
number to be used for SMS communication.

It should be pointed out that the document maker in the example gmaphFfgure 67 is
described using both FOAF properties (i.e. foaf:name and foaf:.wogkpmanepage) and
SEMNUM properties (i.e. semnum:mbox and semnum:phone) in the samealéiDment.
As mentioned introductorily, this becomes possible because of both votedbking based
on RDF XML standards, and therefore being perfectly suited fegiation and cooperation
with each other.
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foaf:workplacehomepage

foaf:name

semnum:mbox

foaf:maker .
Ll

rdf:type

semnum:Service
semnum:phone

rdf:type

Figure 67: Simplified version of FOAF file graph frdfigure 66



10Conclusions

Telephone Number Mapping (ENUM) and the Semantic Web both represgiiy hi
innovative and seminal developments in their respective areass tteeéommunication on
the one hand, and the World Wide Web on the other. While both ENUM and rrentge
Web are expected to massively impact their respective areh® near- to medium-term
future, the combination of the two neither has been looked at nor been analysed so far.

The first major part of this thesis introduced both areas, MMNidd the Semantic Web, from
a formal and theoretic point of view figuring out possible synergfiebe expected when
combining the two respective concepts.

First, the thesis revealed that ENUM means a big step foteads increased convergence
between the world of traditional telecommunication and the Interf¢t/ME connects a
telephone number (and its owner) to a multitude of communication (ang atbatifiers
belonging to that person (number) by simply mapping the telephone ndonbarinternet
domain name, i.e. pointing from a telephone number to a Uniform Restlenéfier.
ENUM itself may be nothing more than a simple mapping algoritbut, the range of
opportunities for the creation of new services and applications is vast.

Second, the considerations showed that the Semantic Web can tukedegs a substantial,
far-reaching and visionary development of today’s World Wide Webrtsaan increasingly
machine-processable Web, with some of the recent Web 2.0 actdéersed to be an
important intermediary step in that direction. The Semantic Wbhiisaround a whole new
concept of annotating and sharing documents on the Web reflectedSarttantic Web layer
cake. Following that layered approach, identifiers, documents and tleituse, statements,
schemas and ontologies, query languages, logic, proof and trusk desaibed, aiming to
add explicit meaning to the content of documents, thus enabling machgesgs) to better
understand the information available and to enable them to draw conclusions.

Based on these basic introductory sections, the similarities éetthe two concepts were
looked at and found to be manifold: Both ENUM and the Semantic Web conégairel
focussing on a highly automated inter-machine communication ratheathaman-machine
communication; both rely heavily on URIs accessible and retrievabléhe Web; both
introduce meaning to content, however with the Semantic Web havinghastmanger focus
on that issue than ENUM; while the Semantic Web works with tax@smntologies and
schemas, this is not used in ENUM today, however it is showndrhesis that the creation
of ENUM RDF vocabularies can bring significant advantages; lagitproof are domains of
the Semantic Web, with ENUM being able to provide valuable inpuprimof verifying and
reasoning; and finally trust, that again is an issue in both areas.

The second major part circled around the PHOAF prototype developed theicgurse of

the thesis. Following an engineer’s hand-on approach, the PHOAF petatys used to
implement first application examples all bridging the gap betvilddM and the Semantic
Web. As PHOAF is entirely based on standard Java classespiepared for both easy

108
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implementation and integration in other applications. The focus of ppikcation-oriented
part of the thesis was on identifying possible synergies, advantages ananmgmeoblems.
Until now, voice over IP (VolIP) is the main use case for ENldilementations and the first
two examples presented in this thesis followed that path. In tke dpplication, the
combination of ENUM and the Semantic Web’s Friend-of-A-Friend (FDgYoject enabled
the creation of a called (or calling) party information to be mteseon the calling (or called)
party’s terminal; the second example used the ENUM/FOAF conntonat the context of
company structures and employee working relationships in ordaldaolate an optimised
redirection of incoming calls when the called party is notlabka. Both examples showed
that the introduction of Semantic Web technology has the potential foedinmate impact on
every-day communication services.

Another group of applications presented in this thesis is connected fmpldar issue of
social networking, in one or the other way. First, the combination &fNEldnd FOAF was
used for spicing up an ordinary personal phonebook as used in mobile phoessowith
additional information. This led to the creation of a phonebook contact rketensisting of
known and formerly unknown contacts and their relations. A second exani@eduén
upgraded version of the PHOAF prototype to access a single M@t 2.0 application
content distributed on the WWW. In the context of this application aENMWMservice was
introduced, and the FOAF vocabulary was extended in order to support theatagppl
specific requirements. A third example regarded a simple ENOMHA-to RDF transcoding
tool for translating information available in ENUM into informatiaccessible by Semantic
Web tools. To support that purpose, a new RDF ENUM vocabulary (SEMNit#jed as a
part of this thesis was introduced.

Finally, an application example residing on the trust layer wesepted, introducing a trust
indicator on corresponding data in ENUM and FOAF. This enabled one to edgiarfrom
two distinct databases and to draw a conclusion regarding trustworthiness.

Based on the results of both the theoretic and the application-oriemtexd fias thesis it can
be concluded that the proposed convergence of ENUM and the SeWatiidefinitely has
the potential for significant impact in both areas. With the condegitsy mature and the
technology available, further engagement in that research topadued as both reasonable
and promising. The examples presented illustrate the range of pegghitzations, which are
easy to implement and well suited for use in every-day communication scenarios.
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Annex 1: IANA Registration for ENUMservice foaf

This section contains the original copy of the author’s Interndt ‘dPdNA Registration for
ENUMservice foaf’ [63] as submitted to the IETF in August 2006. Tdrenér (initial)
version was submitted in February 2006 and presented at th&ESE meeting in Dallas,

March 2006.

ENUM -- Telephone Number Mapping
Working Group

Internet-Draft

Intended status: Informational
Expires: February 18, 2007

IANA Registration for Enumservice
draft-reichinger-enum-foaf-01

Status of this Memo
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or callee with information available within the
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Enumservice foaf

Conventions used in this document
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Introduction
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telephone numbers [13] to Uniform Resource Ident
Therefore E.164 numbers are converted to ENUM do
means described further in RFC3761.

'Friend-Of-A-Friend' (FOAF) [2] describes a Sema
for machine-readable modelling of homepage-like
networks. The FOAF specification defines terms
statements someone can make about someone else,
and various online attributes, e.g. e-mail addre
identifier, VolP address or web URL. FOAF is ba
Description Framework (RDF) [11] defined using t
Language (OWL) [12]. Typically, the FOAF RDF fi
and made publicly available on the Web. The usag
people and their relationships has become popula
and in emerging Web 2.0 applications.

Integrating FOAF and ENUM [14] potentially offer
Semantic Web applications [15] to be accessed by
number. The introduction of a specific Enumserv
significantly eases that integration.

This memo registers an Enumservice according to
in RFC3761 to be used for provisioning in the se
NAPTR [13] resource record to indicate what clas
given end point offers. The registration is def
Dynamic Delegation Discovery System (DDDS) [6][7
hierarchy, for use with the "E2U" DDDS applicati
RFC3761.

This memo registers the Enumservice "foaf" using
"http" and "https" according to the IANA Enumser
process defined in RFC3671. The Enumservice "fo
refer from an ENUM domain name to the location o
using the corresponding E.164 telephone number.

Expires February 18, 2007

August 2006

HALL", "SHALL NOT",
d "OPTIONAL" in this
5],

or mapping E.164
ifiers (URIs) [4].
main names through

ntic Web [16] project
content and social

to be used in

such as name, gender
ss, instant messaging
sed on the Resource
he Web Ontology

le is named foaf.rdf

e of FOAF to describe
r amongst bloggers

s a variety of
means of a telephone
ice dedicated to FOAF

the guidelines given
rvices field of a

s of functionality a
ined within the
181[9][10]

on defined in

the URI schemes
vice registration

af" is to be used to
f a FOAF RDF file

[Page 3]




Annex

119

Internet-Draft Enumservice foaf

3. Enumservice Registrations - foaf

The Enumservice registered in this section indic
resource identified by the associated URl is a s

Enumservice Name: "foaf"

Enumservice Type: "foaf"

Enumservice Subtype: N/A

URI Schemes: "http", "https"

Functional Specification:
This Enumservice indicates that the resource
associated URI is a source of FOAF data. If
"https" is used, the resource can be fetched
Secure Socket Layer protocol.

Security Considerations: see Section 5

Intended Usage: COMMON

Authors: Kurt Reichinger (see 'Authors’ section

4. Example

An example ENUM entry referring to a FOAF RDF fi

following:

$ORIGIN 1.0.1.1.1.1.5.5.5.0.8.7.3.4.e164.arpa
@ IN NAPTR 100 10 "u" "E2U+foaf" 1. *$!http:/

Performing an ENUM query for the Austrian E.164
+43780555111101 will result in a referral to the

http://foo.bar/foaf.rdf indicating that a FOAF R

with that telephone number can be accessed there

5. Security & Privacy Considerations

5.1. ENUM Record

With ENUM uitilising the DNS - a globally distrib

accessible database - all information contained

be considered publicly available. Thus, data ca

stored and re-used by third parties, e.g. for ge
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ates that the
ource of FOAF data.

identified by the
the URI scheme
by using TLS or the

for contact details)

le could look like

}foo.bar/foaf.rdf!" .

telephone number
web URL
DF file associated

uted and publicly

in DNS records must
n be harvested,
nerating lists of
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targets for sending of unrequested information.
being targeted with SPAM (e-mail), SPIT (VolIP ca
SMS or other unwanted information. Even after r
and the referred resource, copies of the informa
available.

Information published in ENUM records could reve
between E.164 numbers and their owners - especia
contain personal identifiers or domain names for
information can easily be obtained.

However, it is important to note that the ENUM r
need to contain any personal information. It ju
location where access to personal information co

ENUM records pointing to third party resources c
provisioned on purpose by the ENUM domain owner
about the association between a number and an en
be completely bogus unless some kind of identity
place. This verification is out of scope for th

5.2. FOAF File

FOAF files describe persons and online communiti
focusing on making the content easily machine-re
FOAF potentially vulnerable to automated data co
crawlers or scutters). Furthermore, in most app
FOAF relies on information being publicly availa
although use cases in closed environments are po

FOAF files potentially contain links to a rich v
data making it of interest to data harvesters, e
lists of targets for unrequested information. T
being targeted with SPAM (e-mail), SPIT (VolIP ca
"junk” SMS or other unwanted information. Even
FOAF RDF file and referred resources, copies of
still be available.

Content, administration and publication of FOAF
the responsibility of the individual FOAF RDF fi
easily can be created and published on the Web b
assumption about data from a FOAF RDF file and a
therefore be completely bogus unless some kind o
verification is in place. This verification is

memo.
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6. IANA Considerations
This memo requests registration of the "foaf" En
to the definitions in this document and RFC3761.
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Annex 2: PHOAF Code

Java Class Diagram

A class diagram is a type of static structure diagrarnori@sg the structure of a system by
showing the system's classes, their attributes, and the refisrisetween the classes. It
gives an overview with regard to the principal operations and funalfoasoftware system.
Typically, a class in such a software system is repreddnt a box with the name of the class
written inside. Within the same box, the compartment below the nkE®e shows the class's
attributes, i.e. its properties. Each attribute is shown with itisenand optionally with its
type, initial value, and other properties. The class's operationss imeeihods, can appear in
another compartment. Each operation is shown with at least its aacheptionally also with
its parameters and return type.

The Java class diagram for the PHOAF prototype (as depittEdyure 68 and Figure 69)
illustrates the relations between the following Java clagsed in PHOAF, e.g. explicitly
showing which class imports or instantiates data from another class.

« DC.java

* DnsNaptrRecord.java

* DnsNaptrResult.java

* EnumFoafException.java
* EnumFoafUtil.java
 FOAF.java

* FoafDocument.java

* FoafPerson.java

* HtmlRenderer.java

* NaptrRecordList.java

* RDF.java

* Result.java

* SimpleFoafHandler.java

In addition, the following HTML and CSS files are used for thORF user interface. The
file test.ntml is the Web user interface for standard PHQRé¢-file enumplus.html provides
the interface for enhanced PHOAF (allowing for Web 2.0 integratsomtroduced in detall
in section 8.6). The file enumfoaf.css is a Cascading Style Skheetiment defining the
format used from both HTML files mentioned above.

e test.html
e enumplus.html
 enumfoaf.css

Furthermore, the following JSP files are used as explained in section 7.

* lookupfoaffile.jsp

» parsefoaffile.jsp

e querydnsnaptr.jsp

* querydnsnaptrfoaf.jsp
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EnumFoafException

EnumFoafException()
EnumFoafException()
EnumFoafException()
EnumFoafException()

7Y ZiN

«send» «import»

EnumFoafUtil

BACKSLASH_CHAR: char
SimpleFoafHandler DNS_DOT: String
DNS_NAPTR_ATT_ID: String
DNS_NAPTR_DELIM: String

document: FoafDocument

SimpleFoafHandler() DNS_PROTOCOL.: String
characters() dnstantiates DNS_QUERY_RETRIES: short
endDocument() = DNS_RETRIES_PROPERTY: String
endElement() DNS_SERVER_ADDRESS: String

«dmport» h
startDocument() N DNS_SERVER_PROPERTY: String
startElement() DNS_SLASH: String

T DOT_CHAR: char
DOUBLE_BACKSLASH: String

I ENUM_DNS_ENDING: String

I «import> FOAF_FILENAME: String

I HTTP_PROTOCOL: String

I LINEFEED_CHAR: char

\

|
\
\
\
\
| FoafDocument SLASH_CHAR: char
| dnstantiater | o UTF8_ENCODING: String
) | "55°”P"°"" String XML_PROPERTIES: String
dmport», _ persons: List E
«mstanuate»\«access» {itle: String . checkURLEXists()
‘ | | S T convertToDNSEntry()
| | FoafDocument() convertToE164Number() NaptrRecordList
| | FoafDocument() getFoafAutoDiscoveryUrl)
‘ ‘ ‘ :aod:t::rtn() makeAbsoluteUrl() NaptrRecordList()
L ‘ g _ makeDirectoryRelativeUrl( |_cnstantiater o440
] | 3 makeFoafRafUrl() dmporb | getRecord)
| | makeJavaSafe() getRecordList)
O ‘ dmport> makeSiteRelativeUrl() getRecordList()
U . parseFoafFile() T T —
FoafPerson ¢ queryDnsNaptr() | }
delicious: List E :::Zg:z:::g | |
depictions: List E qUNDNSNAPIFD | |
flickrs: List E
readFileFromUri() | |
fourtyThreeThings: List E
homepages: List E | ‘
knows: List E | ‘
mboxes: List E | | imports
names: List E | cimport> | _____«_mpcﬁ»_____l ‘
phones: List E HtmIRenderer ‘
plazes: List E |
cosalneiliEl B makeEnumFoafQueryLink() |
makeEnumFoafQueryLink(
FoafPerson() makeEnumFoafQueryUrl() ‘
FoafPerson() makeEnumQueryLink() ‘
add43Things() makeEnumQueryLink() ‘/
addDelicious() makeEnumQueryUrl() DnsNaptrRecord
addDepiction() ) <imports makeFoafFileQueryLink()
addFlickr() S —————— " makeFoafFileQueryLink() service: String
addHomepage() makeFoafFileQueryUrl( uri: String
addKnows() makeFoafQueryLink() import» DnsNapirRecord()
addMbox() makeFoafQueryLink() | DnsNaptrRecord(
addName() makeFoafQueryUrl() isEmailMailtoRecord()
addPhone() makeLink() isVoiceTelRecord()
addPlazes() makeLink() isWebHittpRecord()
addSeealso() renderFoafDocument() isXFoafRecord()
toString() renderFoafDocument2() —
renderNaptrRecordList()
renderNaptrRecordList2()
dmport»

Figure 68: PHOAF Java class diagram (part 1) — coatlron next page
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DC

C_AGENT: String
C_DOCUMENT: String

C_GROUP: String

C_IMAGE: String
C_ONLINEACCOUNT: String
C_ONLINECHATACCOUNT: String
C_ONLINEECOMMERCEACCOUNT: String
C_ONLINEGAMINGACCOUNT: String
C_ORGANIZATION: String
C_PERSON: String
C_PERSONALPROFILEDOCUMENT: String
C_PROJECT: String
P_43THINGS: String
P_ACCOUNTNAME: String
P_ACCOUNTSERVICEHOMEPAGE: String
P_AIMCHATID: String
P_BASED_NEAR: String
P_CURRENTPROJECT: String
P_DELICIOUS: String
P_DEPICTION: String
P_DEPICTS: String
P_DNACHECKSUM: String
P_FAMILY_NAME: String
P_FIRSTNAME: String

P_FLICKR: String

P_FUNDEDBY: String
P_GEEKCODE: String
P_GENDER: String
P_GIVENNAME: String
P_HOLDSACCOUNT: String
P_HOMEPAGE: String
P_ICQCHATID: String

P_IMG: String

P_INTEREST: String
P_JABBERID: String

P_KNOWS: String

P_LOGO: String

P_MADE: String

P_MAKER: String

P_MBOX: String
P_MBOX_SHA1SUM: String
P_MEMBER: String
P_MEMBERSHIPCLASS: String
P_MSNCHATID: String
P_MYERSBRIGGS: String
P_NAME: String

P_NICK: String

P_PAGE: String
P_PASTPROJECT: String
P_PHONE: String

P_PLAN: String

P_PLAZES: String
P_PRIMARYTOPIC: String
P_PUBLICATIONS: String
P_SCHOOLHOMEPAGE: String
P_SHAT: String

P_SURNAME: String

P_THEME: String

P_THUMBNAIL: String

P_TIPJAR: String

P_TITLE: String

P_TOPIC: String
P_TOPIC_INTEREST: String
P_WEBLOG: String
P_WORKINFOHOMEPAGE: String
P_WORKPLACEHOMEPAGE: String
P_YAHOOCHATID: String

URI: String

C_ALT: String
C_BAG: String

C_CLASS: String
C_CONTAINER: String
C_CONTAINERMEMBERSHIPPROPERTY: String
C_DATATYPE: String
C_LIST: String

C_LITERAL: String
C_PROPERTY: String
C_RESOURCE: String
C_SEQ: String
C_STATEMENT: String
C_XMLLITERAL: String
P_COMMENT: String
P_DOMAIN: String

P_FIRST: String
P_ISDEFINEDBY: String
P_LABEL: String
P_MEMBER: String
P_OBJECT: String
P_PREDICATE: String
P_RANGE: Sting

P_REST: String
P_SEEALSO: String
P_SUBCLASSOF: String
P_SUBJECT: String
P_SUBPROPERTYOF: String
P_TYPE: String

P_VALUE: String

URI: String

Figure 69: PHOAF Java class diagram (part 2) — coatirfrom previous page

P_CONTRIBUTOR: String
P_COVERAGE: String
P_CREATOR: String
P_DATE: String
P_DESCRIPTION: String
P_FORMAT: String
P_IDENTIFIER: String
P_LANGUAGE: String
P_PUBLISHER: String
P_RELATION: String
P_RIGHTS: String
P_SOURCE: String
P_SUBJECT: String
P_TITLE: String

P_TYPE: String

URI: String

126

|
| «import»
Result DnsNaptrResult

errors: List E

DnsNaptrResult()
messages: List E

add()
Result() getRecord()
Result() getRecordList()
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