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Abstract I

Abstract

Blood conserves are temperature-sensitive products with strictly regulated test and
storage procedures in order to ensure their quality. However, there are problems in
guaranteeing temperature integrity and full traceability. A significant portion of
erythrocyte concentrates is discarded because of a supposed interruption of the
cold chain. This thesis assesses the feasibility of a system based on RFID technol-
ogy tackling these problems by monitoring each blood bag “from vein to vein”,
i.e. from its collection over its processing to the transfusion. The goals to be
achieved are an increase of blood quality by providing the medical doctors with
assistance concerning the temperature integrity, and identifying the problem
sources in the supply chain and fixing them in order to reduce the discard percent-
age. Based on an exemplary analysis of the blood supply chain and the capabilities
and limitations of RFID technology and temperature sensing, the requirements on
such a system are examined. By analyzing common features of transponders ca-
pable of temperature logging, specific problems and their solutions are discussed
and the basic functionality is defined. It is proposed how the RFID technology is
integrated into the supply chain workflow and the reuse of transponders can be
implemented. RFID system architectures and their suitability in the given applica-
tion are discussed and different design options are considered. An RFID tempera-
ture monitoring framework and some use cases have been implemented which
demonstrate the technical feasibility of the key concepts. Security, privacy, data
integrity, reliability and usability aspects, as well as issues of bulk detection,
RFID middleware systems, and the current situation of standardization are incor-
porated in the discussion. Further applications of RFID temperature monitoring in
wine trading, the distribution of beer kegs, pharmaceuticals and the climatic moni-
toring of sensitive documents are presented. Although some open technical issues
concerning the reliability of the transponder hardware have to be evaluated, based
on the concepts elaborated in this thesis, RFID technology is a suitable means for
the temperature monitoring of blood bags. Generally, there are a number of bene-
fits which arise from RFID deployment such as full traceability, automatic docu-
mentation, reporting in terms of haemovigilance and achieving less error-prone

processes, e.g. reducing blood bag confusion.



Kurzfassung II

Kurzfassung

Blutkonserven sind temperaturempfindliche Produkte, die strengen Qualititsbe-
stimmungen beziiglich Tests und Lagerungsbedingungen unterliegen. Allerdings
ist derzeit die Nachvollziehbarkeit der Lagerungs- und Transporttemperatur nicht
gegeben. Eine nicht unerhebliche Anzahl von Erythrozytenkonzentraten wird auf
Grund einer moglichen Unterbrechung der Kiihlkette verworfen. Diese Arbeit
untersucht die Machbarkeit eines Systems zur durchgehenden Temperaturiiberwa-
chung eines jeden einzelnen Blutbeutels ,,von Vene zu Vene* basierend auf der
RFID-Technologie. Damit soll die Qualitdt der Blutprodukte gesteigert werden,
indem das verantwortliche medizinische Personal in Fragen der Temperaturinteg-
ritédt unterstiitzt wird. Weiters kann durch das Erkennen und Beseitigen von Prob-
lemen in der Lieferkette ldngerfristig der Verwurf reduziert werden. Nach einer
detaillierten Analyse einer exemplarischen Blut-Supply-Chain von der Blutge-
winnung iiber die Verarbeitung bis hin zur Transfusion, der Stirken und Schwé-
chen der RFID-Technologie, sowie der spezifischen Probleme der Temperatur-
messung werden die Anforderungen an ein solches System untersucht. Die erfor-
derlichen Basisfdhigkeiten von Transpondern mit Temperatur-Logging-Funktion
werden festgelegt. Neben der geeigneten Einbettung des Systems in den Prozess-
ablauf soll auch eine Wiederverwendung der Transponder ermoglicht werden.
Designoptionen von RFID-Systemarchitekturen werden hinsichtlich der gegebe-
nen Anwendung diskutiert. Ein RFID-Temperaturmonitoring-Framework wurde
implementiert, sowie einige repridsentative Anwendungsfille, um die technische
Machbarkeit der Schliisselkonzepte zu untermauern. Aspekte der Security und
Reliability werden in die Diskussion miteinbezogen ebenso wie die Moglichkeiten
der Pulkerkennung, RFID-Middleware und der derzeitige Stand der Standardisie-
rung. Als weitere Anwendungen der Technologie wird der Weinhandel, die Ver-
folgung von Bierfissern, Medikamente und die Klimakontrolle alter Handschrif-
ten vorgestellt. Einige Fragen der Reliability der Transponder miissen noch prak-
tischen Tests unterzogen werden. Basierend auf den ausgearbeiteten Konzepten ist
die Machbarkeit eines RFID-basierten Systems zur Temperaturiiberwachung von
Blutkonserven gegeben. AuBlerdem ergeben sich noch andere Vorteile des RFID-
Einsatzes, wie Riickverfolgbarkeit, automatische Dokumentation, eine Reduktion
der Fehleranfilligkeit der Prozesse, z.B. betreffend die Verwechslung von Blut-

beuteln, und liickenloseres Himovigilanz-Reporting.
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Introduction 1

Chapter 1

Introduction

Human blood as a valuable, but temperature-sensitive resource is characterized by
a short storage life which makes the avoidance of bottle necks in the supply of
hospitals a difficult task. Recent guidelines of the European Commission require

full traceability of blood bags and the ensurance of the cold chain.

This thesis discusses an approach using the innovative technology of RFID (radio
frequency identification) transponders equipped with a temperature sensor in or-
der to monitor each blood bag in the blood supply chain “from vein to vein”. We
investigate the feasibility of the deployment of RFID technology, and discuss the

technical requirements and suggested solutions.

1.1 Problem and Motivation

In 2001 6.26% of blood conserves (erythrocyte concentrates) — about 25600 —
were discarded in Austria, almost 40% of these because of a possible interruption
of the cold chain [ParrO3]. The main reasons therefore are the improper transpor-
tation or the uncontrolled temporary storage (before and after transport and in
hospital wards). Medical doctors responsible for the transfusion take the final de-
cision therefore [OGBTO00] by visually inspecting the conserve for haemolysis, i.e.
the decomposition of red blood cells, which is accelerated after exposition to un-

acceptable temperatures.
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Currently, the temperature is continuously monitored only in the depots, where

temperature alarm systems are installed in blood refrigerators [BMSGO02],

whereas the temperature of the bags is not controlled during transport. If at all,

punctual measurements are performed, e.g. after transport, which do not suffi-

ciently prove that the acceptable temperature range has not been left.

Continuous or close-meshed temperature monitoring with the help of RFID tech-

nology appears to be a solution. The approach is aiming at satisfying the follow-

ing expectations [Wagn(06a], [Dalt05]:

A better foundation of decisions taken by medical doctors on “use or
elimination of blood conserves” is achieved by providing additional in-

formation about the blood bag’s temperature integrity.

The detection of possible problems in the cold chain is facilitated. The
identification of critical points and problems and subsequently their fixing

should lead to a reduction of the elimination percentage

A complete temperature monitoring allows for returning blood bags which
have not been transfused to the blood depots which is not possible at the

moment.

The current process can be improved and made less error-prone by being
accompanied by a workflow system and a sound documentation of good
medical practices. It is essential to carefully embed the new technology in

the existing process in order to be accepted.

A significant reduction of manual input errors caused by unreadable bar-
codes and a better prevention of confusions of blood bags by automatic

data processing is expected.

Blood bag data is available everywhere and therefore offers an increase in
efficiency, productivity and time savings due to the omission of paper

forms by automated documentation.

The blood supply chain is closed which enables effective, complete report-
ing in terms of haemovigilance. RFID technology helps to bridge the gap

between institutions.

Thus an overall increase in security and quality of blood products and

complete transparency of the blood supply chain can be achieved.
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The compatibility of the conserve’s and the patient’s blood is checked twice by
cross-matching in the blood depot and directly before transfusion (bedside test).
Most severe incidents arise by confusion of bags at the bedside (85%), often be-
cause of inadequate identification of patients and the confusion of probes (66%)
in rush situations [OBIG04]. Further problems are incorrect labelling, unreadable
labels, and detachment of labels [Wagn0O6a], [Dalt05].

The need for such a temperature monitoring system is also economically justified:
The potential for saving resources and financial means up to one million € (i.e.
only by the discarded erythrocyte concentrates due to temperature problems) per
year in Austria [Parr03].

The main advantage of the approach presented in this thesis is based on the sepa-
rate monitoring of each bag using an innovative RFID transponder which func-
tions as a distributed data store - an application which proves that RFID trans-

ponders are more than a simple barcode substitution!

This thesis discusses the technical feasibility of RFID temperature monitoring and
its broad range of critical issues ranging from physical and usability constraints
imposed by the process over technical and functional requirements on the trans-
ponder hardware, possible system architectures and the integration of legacy sys-

tems to economic considerations.

1.2 Previous Work

Some important steps in the deployment of RFID technology in medical applica-
tions, especially in the blood supply chain, have been made in the past:

In 2001 Siemens started a pilot project with passive transponders used for identi-
fication and blood depot warehousing at the Hanusch Hospital in Vienna, Austria
[Schl03].

Intel, Autentica and Cisco successfully installed a pilot for the identification of
blood conserves for autologous transfusions with passive transponders at the San
Raffaele Hospital in Milan, Italy [Dalt05].
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The survival of passive transponders from vein to vein was evaluated at the Uni-
versity Hospital in Graz, Austria [Wagn06a]. The results are quite promising if we

take into account that off-the-shelf transponders were used (see 3.2.8).

Continuous temperature monitoring is already possible using temperature indica-
tor labels [Will06], i.e. stickers which irreversibly change their color if the tem-
perature leaves a fixed range of acceptable values. They can be used only once
and have an accuracy of about +1°C for temperatures from -10°C to 40°C. Their
lifetime ranges from a few hours up to some weeks. A disadvantage we encounter
is their immediate reaction to surfacial heating, e.g. when they are touched or near

to a radiating heat source.

RFID transponders must be attached to the surface of the blood bag. The question
in how far the measured temperature on the surface corresponds to the core tem-
perature of the bag contents has been addressed by temperature measurement tests
performed by MacoPharma [ZimmO5]: The surface temperature adequately repre-
sents the core temperature when the transponder is insulated against the ambience
(see 3.2.1).

Temperature logging requires an independent energy source on the transponder.
Schweizer Elektronik AG [Ocke06] has performed foil accumulator tests with
respect to long time de-charging and exposure to physical strain such as accelera-
tion. A product by Infinite Power Solutions [Infi04] has been detected which sat-
isfies the requirements (see 3.2.7).

The University Hospital Graz, Austria, will start survivability tests during blood
processing with semi-active tags equipped with this battery technology in 2007
[WagnO6b].

Technopuce [Tech02] has developed a temperature monitoring tag especially tar-
geted at blood conserves, Hemotag, in 2002. Tests by MacoPharma have been
aborted because they did not yield the expected results [ZimmO5].

Novatech Research performed tests in cooperation with the General Hospital Vi-
enna, Austria, in development of their Liquid Control Unit [Nova05]. The results
were rather disappointing [Kurz05].

Moller Medical [Schr05] announced to integrate RFID features into their blood
mixer equipment "Docon”. Re-entering of data collected during donation could be

made superfluous and thus ultimately confusion can be reduced.
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1.3 Overview

This section outlines the contents and the structure of this thesis.

Chapter two gives an overview of the fundamentals. First of all the blood supply
chain is examined and presented in detail; then important prerequisites of RFID

technology and temperature sensing are given.

Chapter three describes the requirements on the system originating from the blood
supply process, the transponder, the temperature logging functionality and the

whole system in general.

Chapter four discusses general concepts of RFID system design and gives propos-
als for embedding an RFID system into the blood supply chain. In the course of
this work an edgeware framework has been implemented demonstrating the tech-

nical feasibility of RFID-based temperature monitoring.

Chapter five deals with further aspects of an RFID-based solution concerning bulk
detection, RFID middleware and tracking and tracing systems as well as stan-

dardization issues.

Chapter six discusses the properties of the system, economic aspects, open prob-

lems and gives a prospect to the future.

Further applications of RFID-based temperature monitoring are described in chap-

ter seven.

The conclusion summarizes the results of the work.
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Chapter 2

Fundamentals

RFID-based temperature monitoring of blood bags involves three basic topics: the

blood supply chain, RFID technology and temperature monitoring.

An in-depth understanding of the blood supply chain is required for designing a
blood bag temperature monitoring system. The first section of this chapter gives
fundamental background information on blood and blood bags before analyzing in

detail the current blood supply chain processes.

The second section delivers an introduction to RFID technology, especially to

issues used in the reference implementation work described in this thesis.

The third part deals with the basic elements of temperature sensors and tempera-
ture measurement which are of specific relevance and must be kept in mind dur-

ing system design.

2.1 The Blood Supply Chain

The blood supply chain is a logistic process which is controlled by medical fac-
tors. A basic understanding of medical terms and problems involved with blood,
blood processing and blood transfusion is therefore necessary. In Europe blood
logistics generally do not cross national or even regional borders. Only in case of
bottlenecks blood products are requested from neighbouring organizations. The

blood supply chain is analyzed in detail by an example. We concentrate on the
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processes and their circumstances, as well as the spatio-temporal relationships of
the tasks.

2.1.1 Organization

Actual blood supply conditions vary heavily between developing and industrial-
ized countries, thus the WHO (World Health Organisation, www.who.int) aims at
raising the standards throughout the world. The ISBT (International Society Blood
Transfusion, www.isbt-web.org) deals with the essential medical issues; the
ICCBBA (International Council for Commonality in Blood Bank Automation,

www.iccbba.com) aims at unifying blood supply on a worldwide scale.

In Europe blood supply is performed by the Red Cross and public health institu-
tions. Blood logistics is either organized centrally, e.g. in France where 18 re-
gional blood donor centres (EFS, établissement francais du sang, about 2.5 millon
products per year [OBIG04]) are directed centrally; or in a federated way, e.g. in
Austria where 13 independent donor centres which issue about 543800 products
per year [OBIGO4]; or to a further extreme each hospital performs it independ-
ently as in Denmark. Nonetheless, a European-level haemovigilance network
(www.ehn-org.net) for blood supply chain surveillance has been founded in 1998.
Due to the short storage life span of blood products a regional structure for blood

supply is obvious, although a supra-regional cooperation is advantageous.

2.1.2 Blood and Blood bags

Blood is composed of liquid, the blood plasma, which makes up the major part,
and blood cells of which 99% are red blood cells or erythrocytes and the rest be-
ing different types of white blood cells or leucocytes, and platelets or thrombo-
cytes. About 80% of transfused blood products are erythrocyte concentrates, i.e.
blood conserves which consist to their largest extent of erythrocytes (value per
bag about 105€) [Parr03].

Blood is collected using a blood bag system (about 13€ [Wagn0O6b]) which nor-
mally consists of four PVC (polyvinyl chloride) bags and a filter connected by
tubes (see Fig. 1). The whole blood is collected in the collection bag; after cen-
trifugation plasma and erythrocytes are separated in the respective bags; the eryth-

rocytes are filtered and finally stored in the fourth bag for transfusion.
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Fig. 1: Blood bag system

The whole blood donation is collected in the leftmost bag. After the centrifugation the
plasma and erythrocyte concentrate are separated in the respective bags. The erythrocyte
concentrate is filtered and stored in the rightmost one wuntil transfusion. (cf.
www.macopharma.com)

Blood is tested in order to determine its compatibility properties. Blood types
[Psch98] differ in the presence or absence of antigenes on the erythrocytes. The
main blood types are A, B and 0, if none of these antigenes is present. Another
factor are the Rhesus antigenes of which D is most important; Rhesus positive
means that the antigene D is present. There is a number of other properties e.g.
Kell antigenes. An incompatibility of the transfused and the patient’s blood will
result in a transfusion reaction. For example if A,B, and 0 blood types are con-
fused (currently about 1:12000), antibodies are produced which result in a haemo-
lytic reaction which causes circulatory disorders and organic failure and which
could end up lethally in 2% of the cases. Most common transfusion reactions are
not related to blood types: Fever and shivering fit are often caused by immuno-
reactions due to the remaining (not filtered out) leukocytes. Severe, but much less
frequent problems arise from contaminated blood conserves, e.g. by HI (human
immunodeficiency), HB (hepatitis B), and HC (hepatitis C) viruses [Dalt05].

2.1.3 Supply Chain Example

The analysis of the supply chain is illustrated by an example of the blood donor
centre of Styria situated at the University Hospital Graz, where approximately
65000 whole blood conserves (about 12% in Austria) are processed per year
[WagnO6a].
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Fig. 2: Blood supply organization in Styria

The majority of hospitals are part of the Styrian Hospital Association (Steiermirkische
Krankenanstaltengesellschaft). The donations are collected by the Red Cross, and processed
and distributed by the University Hospital Graz.

A blood centre (or blood establishment) is responsible for the blood supply of a
region. It organizes and coordinates the donation activities, performs the blood
processing, administrates the donation and donor data and distributes the blood

products.

The blood centre orders the blood bags from a blood bag manufacturer and dis-

tributes them to donation services.

Donation services perform the necessary donation activities. They are responsible
for the selection of donors, the identification of the collected whole blood and the
test probes and perform the collection itself. The donated blood is cooled down to
room temperature (20 £2°C) [Wagn0O6b] and transported in between of cooling

plates in cooling boxes to the blood bank.

The blood bank performs the blood processing, the laboratory analysis of the
samples, stores the released blood bags and distributes them. The blood process-
ing encompasses the following steps, which are performed at room temperature:
The bags are weighed; plasma and erythrocytes are separated after centrifugation
and leukocytes are filtered out subsequently. The blood bag system remains closed
from the donation until transfusion. Each blood bag system yields one bag of leu-
kocyte-depleted erythrocyte concentrate which must be stored at 4 £2°C, and one
bag of blood plasma which is deep-frozen at down to -30°C [OGBTO00]. The
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processing must be finished within at most 24 hours after donation [Wagn06b]. In
parallel the blood probes are tested: The blood types are determined (usually ABO,
Rh, and Kell) and an antibody test is performed to find out contaminations. After
receiving the test results from the laboratory the bags which are proper for use are
labelled and released. Contaminated bags are discarded; in case of a health hazard
the donor will be informed. There are different storage areas for processed, but
not released and for released, distributable bags. The maximal storage life of
erythrocyte concentrates is 42 days [OGBTO00].
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Fig. 3: Blood supply chain on the timeline
The blood bags pass through the institutions from donation to transfusion within at most 42
days.

A hospital blood depot obtains the blood products from a blood bank. The trans-
port of erythrocyte concentrates is performed in boxes with cooling plates at a
temperature between 2°C and 10°C [BMSGO02]. Blood depots are the centre for
documentation of storage, use, disposal and haemovigilance, i.e. reporting on
transfusion problems and notification on undesirable side effects of drugs. Hospi-
tals where the blood products must be stored for more than six hours have their
own blood depot and a laboratory for blood analysis. Hospitals without a blood
depot request their blood bags directly with test probes at the blood bank or
neighbouring blood depots where the cross-matching is performed. Blood depots
are responsible for the blood supply of a hospital and therefore they have to per-
form strategic warehousing in order to meet the expected demand for at least two
days [BMSGO02]. On receiving the blood products the transport documents are
checked. The blood bags are stored in a continuously temperature-monitored

blood refrigerator. A hospital ward orders a blood product for a particular patient
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including test probes which are used to perform the cross-matching to determine
the required compatibility. The transfusion compartment of the blood bag must in
any case remain closed until transfusion; thus the blood is either taken from test
tubes delivered with the bag or from tube segments of the bag; a last possibility to
get blood for cross-matching is welding-off a corner of the blood bag. Tests on
ABO, Rh(D) and blood group antibodies are performed. The whole procedure in-
cluding documentation takes up to two hours [Wagn06b]. Cross-matching is per-
formed in any case, even in case of emergency, although the bag can be shipped
before the test has been finished [OGBTO00]. Dependent on the proximity the

transport to the ward is performed in a cooling box.

Hospital wards are the blood consuming institutions. Previously labelled blood
probes are taken from the patient and are sent together with the request to the
blood depot. Temporary storage in a cooling box before use is possible if the
transport temperature requirements are fulfilled and proper documented
[BMSGO2]. Once warmed up above 10°C erythrocytes are not allowed to be
cooled down again, thus the transfusion must be finished within six hours or the
bag must be disposed [BMSGO2]. As a rule of thumb it can be said that a blood
bag is warmed up above 10°C when it is exposed to room temperature for about
30 minutes [Wagn06b]. The doctor performing the transfusion checks the match-
ing between the patient’s identity and the document accompanying the blood.
He/She poses a question to which the patient — if conscious — responds with
his/her first and second name and the date of birth [OGBTO00]. Furthermore it is
checked if it is the right ward and room, the bag number in the document is the
same as on the bag; expiry date and the physical integrity of the bag are also con-
trolled. Before transfusion the patient is informed about the risks. In any case a
bedside test is performed at the patient’s bed: A blood sample is taken and the
correspondence of ABO and Rh(D) is once more checked on test cards or in test
tubes using test liquids directly beside the patient’s bed. This takes one or two
minutes [Wagn06b]. All testing material has to be kept until the transfusion is
finished. Warming up the blood is only allowed in certified appliances under cer-
tain indications. Then the transfusion is started. In case of transfusion reactions
the transfusion is aborted, the bag with the remaining blood and all blood probes
are returned to the blood depot for analysis in order to determine the reasons. Af-
ter transfusion the patient is observed for another 30 minutes [OGBTO00]. A trans-
fusion report is also sent to the blood depot if the transfusion has been success-
fully finished. Sometimes blood bags are not used because e.g. for operations

there is more blood requested in advance. The blood depot can only take them
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back if it can be proved that they have not been warmed up. The blood depot for-
wards the transfusion reports to the national haemovigilance organization
[BMSGO2].

2.2 RFID Technology

RFID (radio frequency identification) is not a new technology. Its predecessor
technologies were used in the 1940ies by US and UK military; since the 1960ies it
is used for electronic article surveillance and in the 1980ies it found an applica-
tion in animal identification [BSI04]. In the 1990ies — as RFID systems became
cheaper and more powerful — it gained major importance in logistics. An excellent
overall presentation of RFID technology can be found in [Fink03]; thus this chap-
ter gives only an overview on basic technology fundamentals which are necessary
with respect to the given application and it summarizes the properties of RFID

systems, their possibilities, strengths and weaknesses.

2.2.1 Overview

RFID is an RF-based wireless identification technology, such as a barcode is an
optical identification method. Objects are tagged with a device providing RFID,
which is generally called tag or transponder (short for transmitter/responder);
quite flexible ones on paper or foil are addressed as smart label; credit card like
tags are called smart cards. We will use the term transponder throughout this
work. A transponder’s main capability is communicating a worldwide “forever”
unique serial number through a wireless communication channel on request. Ob-
ject identification is provided if the transponder is attached to a single object with
a common lifetime. The transponder only transmits data on request by a
read/write device — normally called reader as this term originates from the bar-
code world where labels can only be read — other terms are interrogator, or trans-
ceiver (short for transmitter/receiver). In the following we will use the term “RW
device” which emphasizes its capability of reading from and writing data on the

transponder.

An RFID system (see Fig. 4) consists of a transponder, an RW device and as a
third component a computer system — in the simplest form a host computer.

Transponders and RW devices are both equipped with antennae and communicate
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via radio waves. The host computer and the RW device are usually connected by

wire using serial or network interfaces.

The variety of RW devices ranges from plug-in cards for handheld devices as
PDAs (personal digital assistants) up to industrial appliances supporting several
antennae. RW devices are targeted at a single RFID technology. The RW device
has to be configured with respect to its communication parameters e.g. RS232,
USB or Ethernet interface and antenna tuning. RW devices are often capable of
communicating to several transponders in its range at the same time. This is called
multi-tagging or bulk detection (see 5.1). Medium access mechanisms for anti-
collision must be provided in the communication protocol to distinguish the sig-
nals from different transponders. For more information on the RW devices used

for the prototyping implementation see 4.3.7.

=
L
network host computer
pu RW device transponder
edge server .
|
Fig. 4: RFID system

The RW device links the transponders and the computing systems. A computer forming a

gateway between the RW device and the rest of the network and thus situated at the edge of
the network is called edge server.

A transponder consists of an antenna, a rectifier circuit, and a chip which imple-
ments the transponder’s functionality. Normally, it is a finite state machine en-
tirely realized in hardware; some high-end transponders have a microprocessor.
The alternating electromagnetic field generated by the RW device’s antenna is
used to transfer both energy and data. When the transponder comes into the field
it becomes powered and the circuit is reset. Also the clock signal is derived from
the field frequency. The minimum data stored on a transponder is its unique iden-
tifier (UID). Currently, the memory capacity of transponders with non volatile
memory, mostly EEPROMs, is typically about 10kbit. Transponders may also
have further computational and sensing capabilities (cf. [WantO4]) and security

functions (see Fig. 5).

Transponders are categorized by different properties, which are intrinsically

linked. Passive transponders do not have their own energy source but take the



Fundamentals 14

energy from the RW device’s field, whereas active transponders are equipped
with e.g. a battery. Active transponders emit radio waves; whereas passive trans-
ponders use backpressure mechanisms on the RW device’s field for communica-
tion. Semi-active transponders are those which communicate as passive trans-
ponders but have a battery for internal functions, e.g. periodic sampling of sensor

data, which need a permanent power supply [Flei05].

sensor ——read—p»
——read—p»

data —write —
ID ——read—p»

Fig. 5: Transponder capabilities

.(see text)

A second distinguishing property is the communication range. Close-coupling
means up to 10cm; remote or vicinity coupling up to 1m, and long range lies be-
yond [Fink03]. In short range technologies the transponder is in the near field of
the RW device, i.e. they are inductively coupled, which works like a transformer.
Data is returned to the RW device using load modulation. In long range technolo-
gies the transponder is in the far field — so called electromagnetic coupling —, and
the response is sent using backscatter modulation [Fink03].

The main property which differentiates RFID technologies is the radio frequency
used. Low frequency (LF) technologies uses the band from 10kHz to 135kHz.
High frequency (HF) uses 13.56MHz; in the ultra high frequency (UHF) range the
bands are different in Europe, the US and Japan, lying between 868MHz and
956MHz. Microwave (MW) at 2.45GHz and 5.8GHz is also in use [Fink03]. LF
and HF work in the near field and allow for a higher reader density because of the
short range. UHF is also used for many other applications as mobile telecommu-
nication and has strict regulations by law, such as transmission power restrictions
(see 3.1.2). The long range makes RW device anti-collision necessary; therefore a
listen-before-talk mechanism must be applied [Eede04]. A higher frequency al-
lows for higher communication speed but involves other problems: Only LF can-
not be easily shielded by metals. UHF and MW suffer from heavy absorption by
liquids. Metals pose a general problem as reflexion and scattering is concerned
[Fink03].
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The normal operation sequence of communicating with a transponder is depicted
in Fig. 6. First the RW device has to perform an inventory, i.e. it collects the UIDs
of the transponders in its field. In applications where only the UID is needed RW
devices are often configured to continuously scan for transponders and return their
UIDs. If multi-tagging is enabled, a transponder must be selected before another

command (e.g. read from or write some data on a transponder) can be issued.

inventory select

Fig. 6: RW device operation sequence

.(see text)

RFID transponders are widely seen as a substitution for barcodes, as they show a

lot of advantages:

e RFID allows faster automatic reading without human intervention because
no line-of-sight is required. Several transponders can be read “at once”
[McFa03]. Long range RW devices make a bulk detection of an entire pal-
ette possible; however, transponders can be read without being recognized

which poses privacy problems (see 2.2.4).

e Transponders are not or less sensitive to dirt, moisture, abrasion and other
adverse environmental conditions [McFa03]. They have a lifetime of at
least ten years [Pfla02].

e Data can be both read and written. A higher data capacity is possible. The
data is not human readable; they cannot be forged as easily as a barcode,
on the other hand an object is unidentifiable if the transponder is defect,

respectively the data stored on it is lost.
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Summarizing, it has to be said that none of the currently available RFID technolo-
gies can be regarded as superior in all respects. The choice of the right technology

always depends on the application.

2.2.2 HF, 13.56 MHz, Inductive Coupling, and ISO 15693

One of the most widely deployed RFID technologies works in the high frequency
band at 13.56MHz. There are several standards which define transponders and
communication between transponders and RW devices. The ISO (International
Organization for Standardization) 14443 [ISOOla] defines the proximity inte-
grated circuit cards (PICC) which work at a maximum range of 10cm and allow
for a transmission rate of 106kbit/s. They are mainly used for high-end applica-
tions as electronic wallets where much energy is needed to power a processor for
cryptographic operations. ISO 15693 [ISO01b] defines the vicinity integrated cir-
cuit cards (VICC) which work at a range up to 1m and are designed for low-end
applications. Recently, the ISO has started to unify RFID technologies standards
for item identification in ISO 18000 [ISO04c], in which part 3 is dedicated to
13.56MHz technology which corresponds essentially to ISO 15693.

In the following the 13.56MHz RFID technology is explained with the example
ISO 15693, which has also been used in the prototype implementation. The
unique ID consists of 8 bytes, the first byte containing 0XEQ, the second one a
code identifying the transponder manufacturer and a 6 bytes serial number. Fur-
thermore there is a 1 byte application family identifier (AFI) which can hold
(partly) predefined codes to distinguish transponders from different application

domains during inventory.

The coil antennae of RW device and transponder are both tuned to the same reso-
nance frequency. They must be oriented in parallel in order that the alternating
magnetic field induces the maximum current in the transponder’s coil. The mag-
netic field strength decreases with the inverse cube of the distance to the antenna.
The interrogation field strength ([Hpin]=A/m) is the minimum field strength which
allows for scavenging a voltage sufficient for powering the transponder. The en-
ergy range ([r]=m) is the maximum distance at which the energy is still sufficient
for powering the transponder, i.e. where the field strength falls below the trans-
ponder’s interrogation field strength [Fink03].
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If the internal impedance of the transponder is altered the amount of energy drawn
from the magnetic field is changed. Thus the transponder reacts upon the field and
consequently the voltage in the RW device’s antenna changes and can be detected.
This mechanism is called load modulation [FinkO3]. Because of the loose induc-
tive coupling of the two antennae the signal produced by load modulation is quite
weak. For an RW device antenna voltage of 100V the signal is normally not
higher than 10mV. Therefore subcarriers at 484kHz are used for transmission in
the backward channel. This mechanism needs a higher bandwidth but the signal

can be easily separated from the RW device’s signal by a bandpass filter [Fink03].

magnetic field

transponder

RW device circuit

.~’ ‘

antenna

Fig. 7: Inductive coupling
The transponder is in the near field of the RW device’s antenna. The alternating electro-
magnetic field supplies the transponder with energy and a clock signal while data is trans-
ferred. (cf. [Fink03], [Flei05])

An ISO 15693 transponder has to support two communication modes: long dis-
tance mode and fast mode; and two modulation techniques: amplitude shift keying
(ASK) and frequency shift keying (FSK). Normally, ASK is used with a pulse
position modulation (PPM) with 10% amplitude suppression and a 1 of 256 en-
coding in long distance mode and a 100% amplitude reduction (on-off-keying in
fact) with a 1 of 4 encoding. Long distance mode enables a range up to 70cm at a
rate of 6.62kbit/s; fast mode up to 30cm and 26.48kbit/s [Fink03].

An advantage of 13.56MHz technology is that it enables to manufacture very
cheap labels with printed or etched coil antennas on paper or foil in credit card
format or even smaller (see Fig. 8). Therefore it is the most widespread technolo-
gy at the moment. It is highly standardized and uses a licence free ISM (industrial-

scientific-medical) frequency range. The data rate is higher than for LF technology
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and the frequency is reasonably high for providing a processor with a clock signal.
The absorption by water is much lower than for UHF technology.

As main disadvantages we have to mention its short range and the reflexion by
metals. More details on the transponder used in the prototype implementation can
be found in 4.3.7.

Fig. 8: Passive smart label
(Tag-it™, www.ti.com)

2.2.3 Applications

As pointed out in 2.2.1 RFID shows a series of advantages as an automatic identi-
fication and data collection (AIDC) technology. An RFID transponder serves as a
bridge between the physical and logical world and makes the physical world ac-
cessible for computer systems. RFID technology can be employed in different

manners in an application.

In an open-loop application the transponder is attached to an object which runs
once through the business processes and is discarded at the end of the object’s
lifetime or even before, e.g. consumer articles. When transponders are employed
in a closed loop the object and thus the transponder passes several times through

the same processes, e.g. freight containers which are used more than once.

A second property is the way the transponder is used: The transponder may only
provide low end functionality such as identification or it may be used for autono-
mous sensing operations. Fig. 9 classifies typical RFID application domains
which are described in the following sections using these properties.
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Fig. 9: RFID applications
classified by the required transponder functionality and the system’s openness respectively
closeness.

One application domain is security. RFID technology has already been success-
fully deployed in applications ranging from primitive electronic article surveil-
lance (EAS) over vehicle anti-theft systems, product authenticity control and ac-
cess control in skiing areas, enterprise time keeping systems up to contactless

payment systems [FleiOS5].

The currently most important field spans logistics, supply chain management
(SCM), and transportation. Tracking and tracing (see 5.2.1) of products, efficient
loading and automatic verification of shipments on receiving are only some of the
keywords which promise to revolutionize logistics. The granularity of tagging can
be on a pallet, carton, or item level. Tracking of returnable items such as contain-
ers is already widely employed [McFa03]. In retail an increase of availability cou-
pled with a reduction of warehouse space can be achieved through continuous
inventorying. Self-check-out cashdesks are simplified while preventing from theft
[McFa03].

Other promising applications are the tracking of parts and assemblies during
manufacturing or processing goods, tracking tools and documenting tools usage
and wear out, and the identification of parts in complex assemblies for finding the
right spare parts are other promising applications. Packet sorting and airline bag-
gage tracking are examples for applications where the increase in reliability can
be directly noticed by the customer. Other domains which can profit from RFID
deployment are product life cycle management, waste management and recycling
of goods containing valuable or dangerous substances. RFID technology is already

used for a long time in animal identification, and also currently in libraries, sport
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time recording and road toll collection. At the very high-end mobile sensing ap-
plications for scientific purposes and environmental monitoring have to be men-
tioned. Further applications are real time localization of objects and the vision of
smart things which are able to communicate with stationary appliances and with

each other — known as ubiquitous or pervasive computing.

However, the use of RFID technology does not only involve the tagging of objects
but it also means a lot of new challenges. An RFID infrastructure consisting of
transponders, RW devices, networks of computers hosting distributed applications
must be managed and maintained. Furthermore big amounts of data have to be
efficiently processed. A detailed discussion of RFID middleware systems is given
in 5.2. But solely to collect data is not enough; actually, it is necessary to interpret
the data in a way that is possible to draw actual value from data for an enterprise,
so that the advantageous effects of the RFID deployment can be economically

assessed.

There are various paradigms (see also 4.1.1) of RFID use. The most primitive and
cheapest transponders carry only a UID which is used as “a pointer to a database
record” [Rana05], where the object information is looked up. In this extreme case
an RFID transponder is no more than a barcode with advantages in reading. An-
other paradigm concerns more sophisticated transponders for high-level applica-
tions where the transponder is used as a portable data store and distributed com-
puting device. In case of a sensor equipped transponder it is even capable of gath-

ering information about its environment.

2.2.4 Problems

Besides the successful RFID deployment there are still some negative aspects en-

coutered.

False negative reads in multi-tagging [Floe04] occur when many transponders are
concurrently in the field and some transponders remain undetected. This problem

is especially addressed in 5.1.

Another problem concerns security aspects which result in the fact that RFID
technology is not yet broadly accepted. The most common argumentation is re-
lated to privacy because transponders can be read out without being recognized

and thus people can be tracked by the transponders attached to the things they
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wear [Weis04], i.e. location privacy is violated. This might cause in particular a
problem for RFID applications with long range technologies. RFID systems suffer
also from the same security problems [BSIO4] as all other computer systems such
as intrusion, i.e. unauthorized access, and data manipulation. Even more weak-
nesses result from relations to the physical world and there are really a variety of
possibilities of preventing RFID systems from working correctly: Cloning of
transponders, thus yielding two transponders with the same ID compromising
unique identification; blocking, i.e. preventing other transponders from being de-
tected or read by disturbing the anti-collision mechanism, occupying or jamming
the communication channel, de-charging of batteries of active transponders,
shielding, detachment from the object or mechanical destruction. There are many
ideas of thwarting these security threats [Weis04] [Rana04] [BSI04], but since
severe cryptography methods — the only sufficient means of guaranteeing security
in traditional computer systems — are far from being realizable on small low cost
computation devices as transponders, the problems are still not settled in current
systems. In closed-loop applications (where key management is easier), close-
coupling systems (where the transponder receives enough energy for more com-
plex processors) mutual authentication of RW device and transponder is em-
ployed [PhilO5b].

An RFID system is required to be highly reliable since the whole business process
of an enterprise becomes increasingly dependent on it. Although the advantages of
RFID systems, e.g. in logistics, are obvious, the economic benefits and efficiency

measured by the return-on-investment (ROI) are not clear [Flei05].

2.3 Temperature Sensing

Temperature monitoring requires temperature sensing, i.e. the temperature must
be measured by a device integrated in the RFID transponder. The knowledge of
some basic properties of temperature sensors [Frad04] and the understanding of
general problems involved with temperature measurement [MichO1] are regarded

as prerequisites for reading this section.
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2.3.1 Overview

Temperature is an aggregate property of a substance, which cannot be directly
measured. Thus temperature sensors make use of temperature-dependent proper-
ties of materials, e.g. the resisitivity of platinum increases with increasing tem-
perature, the temperature of a platinum wire can be determined e.g. by measuring

the voltage between its ends while a constant current runs through it [Frad04].

There are a couple of different temperature sensor types [MichOl1] relying on dif-
ferent physical principles: There are sensors which determine the temperature
without getting in direct contact with the investigated body, such as pyrometers
which measure heat radiation. Most sensors require to be in contact with the sub-
stance either on the surface or by being dipped into it. There are non-electrical
sensors which mostly work on the principle of thermal expansion, e.g. mercury
thermometers. Electrical sensors use special thermoelectric effects, e.g. the See-
beck effect which thermocouples take advantage of, or the modulation of electri-
cal quantities by temperature, such as the resisitivity of conductors, e.g. platinum,

and semiconductors, e.g. in thermistors, diodes and transistors.

The transfer function [Frad04] of a sensor describes the overall relation between
the quantity to be measured and the output of the sensor. It is desired that the out-

put is linearly proportional to the temperature:

u(t)=d+k-T(t) (D

Normally, the relation is almost linear with some non-linearity error within a cer-

tain range and saturation effects towards the ends (see Fig. 10) [Frad04].

The signal is conditioned to meet the sensor’s output needs and to make it more
stable (see Fig. 11) [Gyge05]: It is amplified, rapid changes caused by noise are
smoothed by filtering, the offset (constant d in formula (1)) of the transfer func-
tion is corrected, and it is linearized if necessary. The sensor output has to be
sampled and quantized in order to be used in a computer system which is per-
formed by an analog-digital converter (ADC). The resolution depends on the
quantization steps of the ADC. Normally, the full sensor output range is mapped
to 8 up to 16 bits [Opas06].
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output

~ saturation

— non-linearities

physical entity

Fig. 10: Sensor output properties
A typical transfer function with an almost linear relationship within a certain range and satu-
ration at both ends of this range (cf. [Frad04]).

physical property
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filtering
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system

Fig. 11: Sensor system
The physical property to be measured is transformed into an electrical system. After signal
conditioning steps digitalization makes it processible for computer systems (cf. [Gyge05]).

An important property (especially in experimental physics and industrial applica-
tions) is repeatability, i.e. two measurements should return the same value if the
temperature is constant. Another requirement is long term stability, i.e. under con-
stant conditions the issue that the measured value gradually changes with a certain

tendency over time [Frad04].

2.3.2 Integrated Semiconductor Sensors

Semiconductors exhibit a strong linear dependency between conductivity and
temperature in the range between -50°C and 150°C; the nonlinearity is usually
less than 3% [Frad04]. Diodes and transistors can be used for temperature meas-
urement because the behaviour of their PN-junction(s) is influenced by tempera-

ture. Temperature sensors can be integrated directly into chips by two transistors
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using the following principle called PTAT (proportional to absolute temperature)
[MichO1] [Opas06]: The difference between two base-emitter junction voltages is
directly proportional to the absolute temperature when the two emitter currents are
not equal but at a constant ratio. The transfer function is expressed in formula (2)
[MichO1]:

absolute temperature 7, voltage PTAT V7, constant circuit parameters k, g, r

v, 75, 2

q

Sensor accuracy does not only depend on the good modelling of the transfer func-
tion but it is also degraded by power supply noise, thermal noise of the circuit and
clock jitter during AD conversion. Therefore an RFID transponder equipped with
a temperature sensor should not be in the field while the temperature is sampled
[Opas06].

2.3.3 Properties and Problems

A temperature sensor generally represents a first order dynamic system, because
the sensor element itself and its package must be warmed up to the temperature of
the measured medium. Thus a temperature sensor exhibits dynamic errors until
steady state is reached. The smaller the sensor, the faster the reaction. The dy-
namic behaviour is specified by the time required to reach 90% of steady state or
by the time constant of the exponential function describing the step response (cor-
responds to 63% of steady state) [Frad04].

Anyway the sensor must be brought into contact with the investigated body. In
case of blood bags this is by contact on the surface of the bag. The best solution,
mounting the RFID transponder in the bag, in the centre of the concentrate, poses
both hygienic and technical difficulties. The sensor interacts with the surface de-
pendent on the specific thermal conductivity of the materials involved. The step
response on the surface is obviously different to the temperature measured within
the substance, because the sensor is not entirely surrounded by it [MichO1]. In
case of blood bags the blood temperature does not change itself but is changed by
the ambient temperature. A surface sensor reacts faster than the blood in the be-
ginning but a steady state is not reached earlier (see Fig. 12). The dependency
between the bag content’s temperature and the sensor temperature can be im-

proved by increasing the contacting surface, reducing the thickness of the layers in
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between and using materials of higher specific thermal conductivity and by insu-

lating the sensor against the ambience [MichO1].

investigated body

surface sensor

-

»>
time

Fig. 12: First order response
of the investigated body and the surface contact sensor’s response to a step in ambient tem-
perature (cf. [Frad04])

Dynamic errors can be corrected by applying a dynamic correction filter which
compensates for the temporal effects [MichO1]. A practical problem has been ob-
served with RFID RW devices with an integrated antenna which radiate big
amounts of heat and thus warm up the blood bags and disturb the measurement

process.

2.3.4 Calibration

Calibration means bringing the real value of the quantity and the sensor output
closer together by applying a function to the sensor output. Calibration is normally
performed using fixed points, e.g. defined in the ITS-90 (international temperature
scale), practically points with lower accuracy are widely used, e.g. the ice or boil-
ing point of water (0°C resp. 100°C). Laboratory calibrators have an inaccuracy of
about 0.3°C down to 0.03°C [MichO1].

A sensor with a linear transfer function requires at least two calibration points for
correcting both, offset and slope. The sensor output is read for two points and a
correction function is calculated as shown in formula (3) (cf. [Frad04]).

calibration points (17,1, ., ), (T}, T,

,sensor )

Tsensor (Tl - T2) + TlTZ - T2T

_ sensor 1,sensor (3)

=T

1,sensor

measurement ~ T
2,sensor
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Calibration is often performed computationally by the computer system process-
ing the sensor data, thus called digital calibration [Mich01].

sensor
output
(in “real” units)

“real" line

| slope correction

A offset correction

physical entity

' uncalibrated line

Fig. 13: Digital calibration
(cf. [Frad04])

2.3.5 Applications

A temperature sensor allows to determine the temperature at a particular instance
in time. Temperature monitoring requires continuous observation of the tempera-
ture. Thus for a given application, the temperature has to be sampled at a suffi-
ciently high frequency. Plotting the values over the instances at which they were
obtained is the most common representation. In many applications [Flei05] it is
required that the temperature stays within a certain temperature window defined
by a lower and an upper temperature limit. In this case it is sufficient to report
when the temperature falls out of this range. Nevertheless the temperature must be
sampled in the same manner at regular intervals in order to be able to recognize

the changes.

Mobile sensing as performed by an RFID transponder equipped with a tempera-
ture sensor implies that the measurements must be stored on the transponder at
least until they are read by an analyzing computer system. Since the transponder
memory is limited the values must be efficiently stored. In case of a temperature
alarm system of which the only aim is to detect whether the valid range has been
left a single Boolean flag is sufficient. But in most cases a more detailed represen-

tation of the temperature history or log is requested (see 3.2.2).
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In some applications an object is changed proportionally to the amount of heat
having acted upon it. This is of special importance in biological applications, e.g.
the development of organisms is often directly proportional to the heat accumu-
lated over time. The time-temperature product provides a mean of quantifying this
heat and furthermore gives a compact representation by summarizing the tempera-

ture history (see formulae (4), Fig. 14).

temperature 7, measured at time t, upper temperature limit 7" , logging interval At

t u’

TTP(0)=0
TTP(1+A1):{TTP(I)+AI(71—TM) if (T,-T,>0) “
TTP(1) else

A
temperature-

time-product
temperature

Ve

upper limit

time

Fig. 14: Time-temperature product
It is in fact the integral over time of the temperature outside a limit.

The real value of temperature data for the different applications is its analysis. For
example aggregate information (e.g. the number of times the temperature has ex-
ceeded certain limits, the mean or total duration of exceeding the allowed tem-
perature interval) can be calculated. Furthermore it can be superimposed with
other data, e.g. event logs, in order to find correlations between certain events and

corresponding changes in the temperature curve.
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Chapter 3

Requirements

Blood supply is a domain highly regulated by laws and guidelines. Based on the
blood supply chain as presented in section 2.1.3 the emerging requirements on the
system are analyzed. Special attention is put on the features of the transponder
hardware which is naturally the core of an RFID-based temperature monitoring
system. The processes are mainly guided by medical demands, thus the system is
required to fit into these processes and the various aspects as legacy system inte-

gration, security and usability.

This chapter discusses these requirements and states different solution options.
The first section is concerned with general blood supply chain issues and legal
regulations. The second section deals with requirements on the transponder hard-
ware, the third with the requirements on RW and computation devices and the

fourth section considers further requirements, e.g. security and reliability issues.

3.1 Blood Supply Chain and Legal Issues

The blood supply chain (see 2.1) is a rigid process which an RFID-based tempera-
ture monitoring system has to be adapted to. EU guidelines define clear aims to be
achieved in blood logistics and processing concerning traceability and product

quality.
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3.1.1 Blood Supply Chain Aspects

Temperature monitoring has to start directly after the donation. Two storage tem-
peratures during lifetime, 20°C and 4°C, are identified. The desired overall tem-

perature life cycle is depicted in Fig. 15.
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Fig. 15: Permitted blood bag temperature
After donation the blood is cooled down to room temperature; after processing it is stored at
4°C until transfusion. The dotted lines denote the acceptable temperature ranges.

Blood supply spans over several institutions which are strongly dependent on each
other while being quite loosely coupled at the moment. A minimum data exchange

has to be established in order to fulfil the traceability requirements (see 3.1.2).

Blood bags are handled manually. The interaction with the transponder has to be
unobtrusively integrated into the current clinical process by logically accompany-
ing it. The number of times a bag has to be handled should not be increased, by
setting the points of interaction accordingly. Temperature checks have to be per-
formed at the interfaces between the institutions, because transport is naturally the
most critical phase and the receiver has to control the integrity of the product be-

fore accepting it.

3.1.2 Legal Background and Guidelines

Although blood supply is nationally or even regionally implemented it is an issue
of European concern. Therefore the European Commission has enacted a series of

guidelines:
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e 2002/98/EC [ECO02]: Setting standards of quality and safety for the collec-
tion, testing, processing, storage and distribution of human blood and

blood components.

e  2005/61/EC [ECO05a]: Traceability requirements and notification of serious

adverse reactions and events.

e 2005/62/EC [ECO5b]: Certain technical requirements for blood and blood

components.

In Austria quality standards for blood donor centres are defined in the "Blutsicher-
heitsgesetz" (blood safety law) [BSGOS]. Other relevant regulations are found in
laws on medical documentation, data protection and privacy. In addition there are
quality and processing guidelines of associations and institutes, e.g. the Austrian
Society for Biotechnology (Osterreichische Gesellschaft fiir Biotechnologie,
OGBT) and the Red Cross (Osterreichisches Rotes Kreuz, ORK) have published
guidelines on blood serology and transfusion medicine [OGBTO0O0]. Blood process-
ing and treatment is subject to good clinical and medical practices (GCP, GMP):
On international level the Pharmaceutical Inspection Convention, an organization
for arrangements between health authorities, has worked out a good manufactur-
ing practice (GMP) guide for blood establishments [PICS04].

The core clause about blood temperature monitoring in the EU guidelines is that
"after blood collection, the blood bags shall be handled in a way that maintains the
quality of the blood and at a storage and transport temperature appropriate to fur-
ther processing requirements” [EC05b, Appendix 6.2.6]. This means that the
blood bags must be verifiably stored and transported at the right temperatures

which can only by guaranteed by continuous monitoring.

Moreover they define which requirements on blood bag labelling and which data
has to be documented for establishing full traceability: "[...] Every blood estab-
lishment has a system in place to uniquely identify each donor, each blood unit
collected and each blood component prepared, whatever its intended purpose, and
the facilities to which a given blood component has been delivered." [EC05a, 2.3]
"[...] All facilities have a system in place to record each blood unit or blood com-
ponent received, whether or not locally processed, and the final destination of that
received unit, whether transfused, discarded or returned to the distributing blood
establishment." [EC05a, 2.4] "[...] Blood establishments, hospital blood banks, or
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facilities retain the data [...] for at least 30 years in an appropriate and readable
storage medium in order to ensure traceability." [EC05a, 4]

The tracing data [EC05a, Appendix I] [EC05b, Appendix, 6.2] consists of the IDs
of the donation service and the donor, the date of collection, the IDs of blood bags
and those establishing the connection between blood components and samples. In
addition the blood bank must record to which institutions which products have
been distributed. The consuming institution has to document the institution which
supplied the blood component, the ID of the product, the ID of the recipient and

the date of transfusion.

The OGBT/ORK guideline [OGBTO00] also states which documents should be
created and archived: The donation service has to justify the donor admission and
document donation reactions. The blood bank keeps the laboratory testing results.
The transport must be accompanied by a transport document including a tempera-
ture documentation. The blood depot: archives information about requests, the
recipients, cross-matching results and the disposal of blood bags. The ward keeps
a copy of the request, the bedside test results and creates a transfusion respectively
haemovigilance report (in Austria: Meldung iiber unerwiinschte Arzneimit-
telwirkungen (UAW)). A detailed definition of donor related documentation in
Austria can be found in the Blutsicherheitsgesetz 1999 §11 [BSGO5]. The
Arzneimittelverordnung 2005 (drugs regulation) [ABVOO05] suggests a nationally
unified labelling of blood bags.

The EU guidelines demand certain reliability, security and privacy properties of
the employed computer systems, of which “[...] software, hardware and back-up
procedures must be checked regularly to ensure reliability, be validated before use,
and be maintained in a validated state. Hardware and software shall be protected
against unauthorised use or unauthorised changes. The back-up procedure shall
prevent loss of or damage to data at expected and unexpected down times or func-
tion failures." [EC0O5b, Appendix 4.5] Furthermore it is necessary “[...] to ensure
that all data, including genetic information, collated within the scope of this direc-
tive to which third parties have access have been rendered anonymous so that the
donor is no longer identifiable. For that purpose, they shall ensure: (a) that data
security measures are in place as well as safeguards against unauthorised data ad-
ditions, deletions or modifications to donor files or deferral records, and transfer
of information; (b) that procedures are in place to resolve data discrepancies; (c)
that no unauthorised disclosure of such information occurs, whilst guaranteeing
the traceability of donations." [EC02, Chapter VII Article 24]
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RFID technology is subject to normative regulations too. The 13.56MHz technol-
ogy lies in the globally free ISM frequency band, although the power radiated by
the antenna is not uniformly restricted throughout the world: The European Tele-
communications Standards Institute (ETSI) responsible for frequency regulations
in Europe restrained it to 4W ERP (effective radiated power); the Federal Com-
munications Commission (FCC) in the US to 3W; and 1W in Japan. The problem
with UHF is that there do not exist any common global standard. In Europe the
band from 865MHz to 868MHz is used. Within this range three bands with power
restrictions from 0.1W up to 2W are defined. RW devices must employ a listen-
before-talk scheme or they are limited to short duty cycles. In the US a range from
902MHz to 928MHz at 4W maximum is dedicated to RFID technology; in Japan
it is 952MHz to 954MHz at 4W [Eede04].

3.2 Transponder Hardware

The RFID transponder is the core device of the system. Every erythrocyte concen-
trate bag is equipped with it in order to monitor each bag separately. This chapter
defines the minimal features and essential properties of a suitable RFID trans-
ponder such as size, battery lifetime and temperature logging functionality. The
considerations are based on ISO 15693 technology, however, the majority of con-
cepts is technology independent. The transponder which has been used for proto-
typing ([KSWO06], see 4.3.7] is used as a basis of the discussion. Fig. 16 shows the

modules a transponder consists of (respectively its chip contains).
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Fig. 16: Temperature measurement transponder
The leftmost modules are the analog interfaces to the antenna and the temperature sensor.
The temperature logging modules have their own energy and clock source. (cf. [Opas06])
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3.2.1 General Features

The transponder has to be attached to the blood bag, preferably under the primary
label, which has a size of about 10x10cm. The transponder must be thin and flexi-
ble because blood bags may be folded, e.g. for putting into the slots of a centri-
fuge. Nevertheless it is not desired that the transponder gets folded too, so it
should not be mounted centric which implies that its size must not be greater than

credit-card format.

A difficulty arises from transponder recycling: Due to economic reasons the trans-
ponder should be used several times, which means that the transponder has to be
easily detached while detaching is irreversible in order to prevent tampering. A

possible solution is using a flap which is simply torn off as shown in Fig. 17.

Fig. 17: Transponder mounting and detachment
[Wagn06a]

Another aspect of attaching and packaging is the good heat conductivity from the
bag contents to the transponder and the insulation towards the ambience, because
the temperature measured on the surface should reflect as good as possible the

core temperature. PVC has a low heat conductivity (0.16 %K ) and thus serves as

a heat barrier, which on the one hand makes the bag reacting slower on changes
but on the other one the temperature measurement less accurate [ZimmO05]. So at
least the transponder package should have good heat conductivity.
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kcal
kg

Erythrocyte concentrate has a lower specific heat capacity (0.77 K ) than water

(1 k]j:l K') or whole blood and thus reacts more quickly to changes in temperature

[ZimmO5]. Tests by MacoPharma [ZimmOS5] have shown that the measurement
yields almost the same values inside the bag and on its surface if the transponder
is insulated towards the ambience in the outside case. [ZimmO05] suggests insula-

tion over the whole bag as the best solution.
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Fig. 18: Surface temperature of a bag
filled with water, measured by insulated (additional 2 mm PVC) and not insulated trans-
ponders, when moved between two ambient temperatures (own experiment, cf. [ZimmO5])

The transponder memory is used for the blood bag specific information and the
temperature data. Setting a minimum to the memory size depends on various as-

pects being part of the following discussion.

3.2.2 Temperature Logging

The transponder must be able to autonomously perform temperature measure-
ments and stores them until they are read; this is called temperature logging. The
way the transponder performs the logging should be configurable. The minimum
logging features are worked out in this section and it is explained why they are

required.

Fig. 19 depicts the general interactions necessary for a transponder to perform the
logging. The configuration and the data produced during logging is subsumed un-

der the term log. The log is configured and started; then the transponder obtains
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the measurement data until it is stopped. During logging or afterwards the logging
data can be read.

configure

Fig. 19: Logging command cycle
The log is configured and started; the stored measurements can be read during logging and
afterwards.

The sensor calibration must be performed by each transponder individually, which
is at best performed directly by the manufacturer. For linear transfer function sen-
sors a two-point calibration is sufficient (see 2.3.4). The calculations for the cor-
rection of the transfer function can be performed either on chip or by software, the
latter implies that the coefficients of the calibration function must be read from the

transponder.

The log configuration defines the way the logging is performed. The required pa-
rameters are discussed in the following: Monitoring requires periodic sampling.
The rate at which the measurements are taken can be defined by the interval be-

tween two measurements (with an order of magnitude from seconds up to hours).

The transponder’s memory capacity is restricted. Hence it is essential that some
pre-processing, e.g. the decision, when a measurement is stored respectively how
or if at all, is performed by the transponder. Thus different logging modes can be
defined. The simplest one is storing all values. Normally, one is only interested in
exceptional values outside an acceptable temperature range defined by a lower and
an upper limit. It would be possible just to store these "bad" values or alternatively
the information could be compressed by memorizing only three points [KSWO06],
i.e. a point when the range is left, one at the extreme value (minimum or maxi-
mum) and one when the “acceptable” window is entered again. Fig. 20 illustrates
these modes. The log configuration and the information stored about a measure-

ment should allow to associate it with a point in time, i.e. eventually, it should be
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possible to transform them into a measurement record consisting of the tuple
(time, value).

temperature temperature
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Fig. 20: Logging modes
Logging all values (left); storing only three points for each time the acceptable range (be-
tween the dashed lines) have been left.

The choice of the mode depends on the goal to be achieved. If the whole tempera-
ture life cycle should be recorded, all values have to be logged. Also digital cali-
bration requires some function which allows unconditional reading of the sensor
output. Clearly, this mode needs the most memory space. For monitoring purposes
the temperature curve within the allowed range need not be stored. What has to be
done with the values outside depends on the information needed by the applica-
tion, e.g. the duration of the exceeding, the extreme value, or the time-temperature
product. The mode which stores only three points for an exceeding allows for de-
riving this information to a large extent while using little memory space. In this
mode the memory occupied is not dependent on the duration of an “exceeding”
but only on their number. A problem arises when the temperature oscillates leav-
ing the range and entering it again, each time causing the storage of the maxi-
mum/minimum information and thus filling up the memory. This can be tackled

by a hysteresis mechanism (see Fig. 21), i.e. for example, an exceeding of the up-
per limit 7, is recognized when the temperature goes beyond 7, + AT and its end

is recorded when the temperature falls below 7, — AT .

Another desired function is interrupting a running log, reconfiguring it using other
parameters and further continuing. This is needed if several possibly different logs

should be run subsequently keeping the data of all logs in memory.
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Furthermore it must be decided what to do when memory is full. When continuous
monitoring is performed and it is not a problem that parts of the temperature his-
tory are lost it is possible to continue in a “ring” overwriting the oldest record. In
other cases it might be desirable to simply stop the log when the memory is ex-
hausted [KSWO06].

temperature

A

Ty +AT //v\

A

Fig. 21: Hysteresis for suppressing oscillations

T, is considered to be exceeded when T, + AT has been surpassed; the temperature is re-

garded to be within the acceptable range again as soon as it has fallen below 7, —AT .

stop when full overwrite oldest
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Fig. 22: Memory management
At most the first N measurements are stored (left); the oldest measurements are replaced af-

ter the end of the memory has been reached (right).

3.2.3 Basic Functions

Based on the logging functionality, this section defines the functions which must

be entirely mapped on the functions of a suitable transponder:
¢ Identifying the transponder, i.e. reading its UID.

e Initialization prior to first use, i.e. setting transponder specific configura-

tion, e.g. memory settings, and the digital calibration of the sensor.
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e Starting the log: The configuration for this log is set and the log is started.
® Stopping the log.

e Reading the log: The whole log data is read, including the state of the log,
when it has been started, if it is running, when it has been stopped and the
internal timer time; the log configuration parameters and all data necessary
for decoding the temperature data, e.g. digital calibration coefficients, and

the temperature data itself.

®  Writing custom data: This function allows for writing arbitrary information

to the transponder, e.g. blood and blood bag data.
e Reading custom data.

Moreover security functionality is desirable in order to prevent from eavesdrop-
ping and manipulating data, illegitimate stopping or reconfiguring the log. The

following functions are necessary:

e Initializing and configuring security: The information used for the security

functions, e.g. keys, passwords, is set.

e Log-in: Authentication is performed and a session with authorization for a

subset of functions is opened.
e Log-off: The current session is closed.

The problem of providing state-of-the-art security features on primitive trans-
ponders has already been addressed in 2.2.4, which does not imply that the im-
plementation of functions only providing degraded security is useless. Some is

still better than none, being aware that security is not fully guaranteed.

3.2.4 Timer

The transponder autonomously performs periodic measurements, therefore a time
base on the transponder is needed in order to know when sampling has to be trig-
gered. A power source must be integrated into the transponder which supplies the

oscillator and measurement circuit.
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A reasonable minimum logging interval is a second, therefore it makes sense that
the timer counts seconds. The blood bag monitoring application requires the timer

running for 50 days.

ld(50-24-60-60) = 22.04bit 5)

A 24 bit counter runs about 388 days before overflowing. For a 13.56 MHz oscil-

lator a second 24 bit counter is necessary to trigger this timer.

The oscillator cannot be expected to run stably at a frequency, which results in
clock jitter in the circuit. Retuning the oscillator can only be performed during
interaction with the transponder, i.e. when the blood bag is put into the RW de-
vice’s field during the blood supply chain. Furthermore it is not expected that a
“second” as emitted by the counter has really the duration of a second. The latter
property results into a gradually accumulating deviation between the timer’s time
and real time, called drift. The drift [Kope97] is defined by the relative deviation:

time instances [, #; with their respective timer times ¢ =tyand £, ..

0,timer

t,,. —t
d — 1,timer 0 (6)
I~

The maximum acceptable drift is given by the requirement that the absolute devia-
tion has to be smaller than half the log interval at the end of the log (when the log
is stopped). For [KSWO06] a drift of +5% is guaranteed, which is far off acceptable

considering that a drift of 1% results in a deviation of 12 hours after 50 days.
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Fig. 23: Real time and drift
(cf. [Kope97])



Requirements 40

This problem can be tackled by two methods (cf. [Kope97]): resynchronization
and correction. Resynchronization (see Fig. 24) requires interaction with the
transponder. A constant is added to the timer in order to make it approximately
representing real time again. The calculations can be performed on the transponder
or by the host computer system. The first method requires one command at the
interface but additional computational resources on the transponder, the second
one a command for reading the timer time and one for sending the correction con-

stant.

The timestamps of past measurements remain unaffected and partly wrong after
resynchronization. They can be corrected by drift correction (see Fig. 25), which is
rather performed by the host computer system because of its computational ex-
pense. The current timer time must be read from the transponder and the time-
stamps are moved accordingly by stretching or compressing the time grid to the

real time grid under the assumption of constant drift:

with constant drift d from tyto 1,

Vi:0n: t,=t,+d(, ;.. —1,) @)

timer time
i perfect

clock

- ~.| timestamped
| - : events

i
v
-

real time

Fig. 24: Resynchronization by offset correction
The timer is synchronized with real time by adding a constant. The timestamps of previous
events remain uncorrected.
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Fig. 25: Timestamp correction

Assuming constant drift, the timestamps can be corrected a posteriori.

3.2.5 Choice of Temperature Measurement Parameters

The temperatures an erythrocyte concentrate blood bag is exposed to range from
2°C to 120°C; during the cold chain between 2°C and 37°C. A measuring range of
the sensor from -10°C to 50°C is sufficient. The best accuracy must be achieved
between 0°C and 25°C. The desired measurement accuracy is 0.5°C [ZimmO05],
normally #1°C is guaranteed [Tech02]. 0.5°C accuracy means that the encoding of
the temperature uses at least 120 values for the range -10°C to 50°C, i.e. at least 7
bits are needed when temperatures outside the range are mapped to the maximum
respectively minimum value. But normally, the number of bits used depends on

the ADC output which usually spans over the whole sensor output range [Frad04].

The overall accuracy depends on various factors: The intrinsic sensor accuracy,
the resolution of the ADC, the accuracy of the calibration procedure and the stor-
age format of the calibration function coefficients and the measurement values

themselves:

digital calibration function C with limited precision of the memory representa-

tion (rounding function P, ) of the coefficients d, k, real temperature T,.

with sensor accuracy dT and limited ADC resolution by 0 ,,~

CT)= LT, Premors (s Premory (K))

3)
T= C(pADC (Treul +dT))

The choice of the logging interval depends on the dynamic behaviour of the whole
system consisting of bag contents, bag, sensor and ambience. According to the

sampling theorem the interval must be at most half the time needed to reach an
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unacceptable value and return again into the acceptable range. In order to illustrate
this, in Fig. 26 a constant change rate of 0.2°C per minute is assumed as a simpli-
fication according to the rule of thumb (see 2.1.3). The acceptable range of 2°C to
6°C actually means permitted permanent storage temperature. If an exceeding of
more than 2°C should be reliably detected ten minutes would be a good choice.
The optimal interval will have to be found out operationally by a test series with
different choices. It is of no use to determine the limits too tight because of the
fact that the bag’s surface and the transponder are heated up first, thus generating a

false alarm.

The memory necessary for storing the measurement data depends on the choice of
the measurement mode. Due to the features explained in 3.2.2, the three-point
extremum measurement mode is the most interesting for normal operations. If the
transponder does not support the hysteresis feature, a filled up memory can be
interpreted in a way that there definitely exists a temperature problem, because
each extremum means an average duration outside the limits of one logging inter-
val. If the memory size is chosen accordingly a full memory is enough for recom-
mending the disposal of the bag. Using the same argumentation the memory man-
agement mode is of no importance since it is only relevant when the memory is
full. Using a ring buffer has the advantage that the latest measurements are present
which are normally of higher importance in tracing the temperature problem, since
temperature problems in the far past should already have been recognized earlier.
Thus the size of the measurement memory depends on how many minor tempera-
ture problems justify a disposal. The rest of the memory is reserved for custom
data.

not detected
just detected
clearly detected

°C A

0 10 20 30 40 50  minutes

Fig. 26: Choice of the logging interval
The leftmost exceeding remains undetected; the middle one is just over the edge; the right-
most is clearly recognized.
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3.2.6 Transponder Communication Time

Every interaction with the transponder consists of two messages: A request by the
RW device and the corresponding response by the transponder. In ISO 15693 fast
mode this communication is performed at 26.6kbit/s. For the whole communica-
tion cycle starting from the initiation of an interaction by the application running
on the host computer until receiving the transponder’s response by the application,
the communication with the RW device, often a serial line, and also the computa-
tion overhead of the RW device must be considered. Table 1 shows some experi-

mental figures on these overall communication cycles.

In any case, reading bigger parts of the memory or even the whole memory is im-
possible on conveyer belts. Normally, the bags are handled manually in the blood
application, so it can be assumed that the transponder is not in motion during in-
teraction. Nevertheless, it is important that only small chunks of data are written in

order to increase the responsiveness of the application.

Generally, the time for performing the inventory of transponders in the field grows
exponentially with the number of transponders [Lee0S5]. In order to keep the time
needed for bulk detection acceptably low only the most important data should be

read.
4 bytes1 64 bytes1 whole transponder2
read 16 ms 141 ms 3922 ms
write 31 ms 312 ms 5235 ms

" one command, 2 approx. 1024 bytes, whole command sequence

number of transponders | 0 1 2 3 4 5 6
inventory time (inms) | 188 | 281 | 281 | 281 | 297 | 375 | 375

Table 1: End-to-end transponder communication time for read, write

and inventory

Naturally, the time needed for multi-tagging increases with the number of transpond-
ers in the field. Even if there is no transponder in the field, the anti-collision sequence
has to be performed once. (Experimental results with Siemens Moby D10 over
RS232 with baud rate 38400)

3.2.7 Battery

For autonomous logging the transponder has to be equipped with an independent

energy source; communication is still powered by the field, i.e. the transponder is
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semi-active. The figures given in brackets in this section apply to a product
[Infi04] which has been tested to satisfy all criteria [Ocke06]. This accumulator is
based on lithium-cobalt-dioxide (LiCo00,) technology.

The accumulator’s size (approx. 1cm?), shape, thickness (<0.36mm) and flexibil-
ity must allow the integration into the transponder. For recycling and reuse the
accumulator must be rechargeable. The recharging is performed by RF energy
charging, i.e. inductively in the field. The number of recharge possible cycles (up
to 100000) lies far beyond the transponder reuse count. The necessary battery ca-
pacity (up to 300pnAh/cm?, 85% efficiency) depends on the energy the transponder
needs for logging (cf. [Cho05]), the time the logging is active (a maximum of 50
days for erythrocyte concentrates), and loss during storage. Blood bag systems
may be stored in the warehouse about one year before being sold, that’s why the
overall lifetime of the battery being unused for a long time and afterwards in full
operation should be at least 1.5 years with a small energy loss per year (1%). As
already said, the temperature a bag is exposed ranges from 2°C to 120°C, the bat-
tery should survive these temperatures without degradation (-40°C to 150°C). Fur-

thermore it is subject to extensive physical stress discussed in the next section.

L

E

Fig. 27: Foil accumulator

(www.inifinitepowersolutions.com)

There are also ideas implementing sensor-enabled transponders without battery,
which scavenge the energy from the electromagnetic fields surrounding us nowa-

days almost everywhere [PhilO5a].

3.2.8 Physical Environment

The transponder has to be mounted on the erythrocyte concentrate bag before the
blood bag system is packaged, and is detached after use of the blood product.
Therefore the transponder is exposed to the physical stress the bag and bag con-

tents have to undergo during their lifetime.
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Before being packaged the whole blood bag system is vapor-sterilized at 120°C
and 2bar for 30 minutes. A pasteurization at 85°C for 40 minutes follows
[Wagn06a]. During production blood cells and plasma are segregated by centrifu-
gation at 4247g and 22°C for 13.5 minutes [Wagn06a].

Irradiation is a further blood treatment necessary for patients with certain immu-
nodeficiencies in order to reduce lymphocytes [Psch98]. It is performed using
Caesium 137 with an energy dose equivalent of 30Gy for 9.8 minutes (1Gray =
1Sievert = 1J/kg energy absorption) [Wagn(06a].

Tests (see Fig. 29) [Wagn06a] have been performed whether off-the-shelf passive
transponders get along with such environmental conditions. 2.3% have been as-

sessed to be defect at the end of the process.

Fig. 28: Blood bag systems in the centrifuge
[Wagn06a]
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Fig. 29: Passive transponder tests

The biggest increase of defect transponders has been observed directly after centrifugation.
The subsequent failures are attributed to irreversible damage by centrifugation which ap-
pears later (cf. [Wagn0O6a]).

The main challenge with semi-active transponders has been the battery so far,
which might be solved now using the product [Infi04] which has been tested to be
insensitive to 5000g [Ocke06]. Nevertheless the survival of the physical intercon-
nections, the bonding between chip and printed circuits, the antenna and the bat-

tery, has to be evaluated and improved in order to increase reliability.

3.3 RW Device and Computational Hardware

The interactions with the RFID transponders must be seamlessly integrated into
the current process. Depending on the environment and use case the RW device

and computational hardware have to comply to different requirements.

Main criteria are multi-tagging capability and mobility. Bulk detection is neces-
sary for receiving and shipping operations where it should be possible to concur-
rently interact with several bags. RW devices which provide the full range and are
able to manage several antennas must be chosen for this task. During processing
or in clinical areas the bags are handled one by one, thus the range can be smaller.
However, an RW device’s range has to be clearly defined in order to prevent er-
rors because of inadvertently interacting with the wrong transponder lying nearby

the antenna. In the laboratories stationary RW devices and standard computers are
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used. For many operations in the wards mobile RW devices and handheld com-
puters must be employed because e.g. the bedside test has to be carried out at the
patient’s bed and not in the ward room and therefore operations must not be bound
to some fixed workstations. The handhelds must be robust and preferably sealed

and sanitizable.

The whole RW device, computational and software infrastructure must be flexible
enough to support different RW devices and transponder types at the same time in
order to allow possible changes and unhampered growth because of economic,

functional, and system evolution and expansion reasons.

3.4 Further Requirements

The computerized systems deployed in the blood supply chain institutions make
up an inhomogenous landscape of systems which have to be integrated in order to
make an unobstructed flow through the institutions possible. Open and generic
means for data exchange with these systems must be applied. The integrity of the
information flow has to be guaranteed and access must be restricted to authorized
personnel. The blood bags are in intensive interaction with medical and laboratory
personnel who have the focus on their primary work, the interaction with the sys-

tem is done along the way, therefore its use must be easy and natural.

3.4.1 Legacy Systems Integration

The software systems currently in use in the supply chain are dedicated to special-
ized administration tasks. It is no use and quite unrealistic to create a new system
which supports all operations in the entire supply chain. It is rather desirable that
the new system is like a line or bus through all institutions where existing and fu-

ture systems can plug in and interact with its services.

Considering the example of the blood center Graz (see 2.1.3) [WagnO6b], there is
a blood banking administration application, eProgesa of MAK-SYSTEM
(www.mak-system.com), which performs all tasks ranging from donor and dona-
tion administration, laboratory and testing organization and blood bank warehous-
ing. This software suite also includes patient and cross-matching administration

support for blood depots. Currently [Wagn(06b], there is no automatic blood proc-
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essing protocol for each blood bag. For accounting an extra application is used. In
Styria an electronic request system is installed for requests issued by blood depots.
Hospitals which do not have their own blood depot must still send their request
using paper forms, in this case the blood samples must anyway be sent physically.
The fact that hospitals have their own hospital information systems which are not
linked to the blood depot systems implies that hospital wards and blood depots
have their separate patient administration applications [Wagn06b].

One principle of integrating these systems is the minimization of interfaces. In-
crementally building up the system assures that interaction is minimized to the
process points where it is unavoidable. E.g. it could be started with stand-alone
applications which implement new functions which do not require communication
with existing systems. Interaction is either immediate, or in form of batch updates,
e.g. on a daily basis. Data import, export or bidirectional communication is re-
quired. The base system must be open to every existing and future system. It need
not to change if the administrational systems alter or new systems are installed. An
extension of its service should be possible without interfering with existing ser-
vices. Therefore it should not be tailored and specialized to the existing systems.
The use of RFID middleware systems (see 5.2) is encouraged to provide the nec-

essary infrastructure for pushing and pulling the data.

3.4.2 Security

Due to privacy considerations personal data must not be stored on the transponder,
but only IDs which can be resolved by authorized institutions. The necessity of
encrypting transponder data and setting up a full-featured public key infrastructure
is avoided that way. It is of higher importance that the data integrity is guaranteed,
i.e. that it is assured that the data read is correct and reliable and has not been ma-
nipulated maliciously or non-deliberately. Data integrity consists of two stages:

detection and correction.

Data integrity measures (see Fig. 30) span all layers: Checksums for transmission
on all links in order to protect against errors introduced by the communication
system; and checksums on the transponder data in order to detect transponder
memory errors and unintended changes by other systems. In order to detect a ma-
licious manipulation where the checksum is recalculated, it is necessary to store
and compare the checksum using a secure information channel forwarding the

checksum in parallel to the transponder’s path. This problem could be solved by
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digital signatures which again require a public key management over the entire
process, but though, limited storage space on the transponder poses difficulties.
Correction is of minor concern since a blood bag of which the data is proven to be
tampered will be definitely discarded considering other physical manipulations
which could have been applied. For network connections secure channels, e.g.

SSL-based, are obligatory, this applies also for network-enabled RW devices.

host computer
data
A data CRC check
data CRC/ communication protocol CRC/parity check
CRC | Parity \Kf\ serial line / network communication error

\ J

RW device
A communication protocol CRC check
data
CRC | &J ™ RF communication error
CRC
A\
transponder
data &f\ data manipulation
CRC

Fig. 30: Data integrity measures
Checksums are a common means for detecting communication errors and non-deliberate
data manipulations.

Transponder security features, e.g. authentication and authorization before being
allowed to execute certain commands, would provide the most effective protection
against tampering. Otherwise data could be read and written by every other RFID
system, even accidentally. The transponder should support different permissions
(see Table 2) for different types of operations and access to certain memory areas.
The simplest way is that the user has to supply an authorization token before being
able to perform a command. Of course this method does not offer real security
because the tokens are subject to eavesdropping since fully-fledged encryption is
hard to be implemented on the transponder due to significant increase of costs and
energy demands far beyond current economic viability [Sarm03]. Nevertheless the
security credentials must be managed over the whole supply chain, i.e. the security
configuration must remain constant or it must be consistently updated over the

transponder life cycle.
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write X|X|X|R|R|R|R
start log X | X | XX
stop log X | X | X X[ X ]| X

Table 2: Transponder permissions
(R: only for pages which the institution (role) is responsible for)

The data collected in the course of the supply chain has to be reliable, and fur-
thermore appliances are used by many users spread over several institutions, thus
unauthorized use must be prohibited. Transponder security goes hand in hand with
application-level security. Only certain institutions should be allowed to perform
certain operations or write specific data. Even within institutions certain decisive
actions should only be allowed to be taken by responsible personnel. Whoever is

authorized is accountable too.

Entering passwords or pins is cumbersome especially on handhelds, and they are
subject to propagation; biometrics would be a better approach, but as an example
fingerprints pose a problem because of often used protective clothing, e.g. gloves.
A good solution are employee cards without pins, which make propagation more
difficult because other permissions are also bound to them. Access cards are gen-
erally reasonable in hospitals for patients, staff and guests, to make hospitals more
secure against criminal attacks. An RFID card for every patient would have many
advantages in identification and in preventing confusion [Dalt05], but nevertheless

still additional checks are necessary.

Another aspect is establishing process security: Every time data is written or a bag
is received by the next institution in the supply chain, it is checked by the person

in charge and his/her responsibility is recorded by a timestamp and a signature.
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Since every security mechanism relies on a secret piece of information, these
measures only protect against external intruders. If keys and passwords are propa-
gated due to convenience in daily work even the theoretically best security system
could be compromised. Thus overall security includes physical security measures

and training to handle the security credentials in a responsible way.

3.4.3 Usability

The system is used by medical and laboratory personnel and has to be designed for
easy handling. The terms in the user interfaces must be unambiguous and self-
explanatory, the logical course of the dialogs clear, the operations intuitive. It
should not prohibit actions, but guide the user and interrupt the routine and warn
him/her when sudden non-standard situations emerge. This is particularly impor-
tant in laboratories and wards where the system is often used in stress situations
and important deviations from the routine behaviour are to be taken into consid-

eration.

Special attention has to be paid to the handling of the bags concerning alignment
of transponders and RW devices which could easily lead to frustration when not
performed correctly. After installation of the system it is important to document
best practices in handling the system, e.g. because of manual interaction, the user
cannot be prevented to remove a bag during a read or write operation. An interac-
tion with the transponder cannot be done transparently but must be made visible to

user.

Designing high usability interfaces is especially difficult with handheld devices
which come into use in this kind of application. Handhelds are already success-
fully used [Sche04] in various clinical practice for administrational purposes, e.g.
for looking up drug information and scheduling patient visits. Their greatest ad-
vantage is the direct availability at the patient’s site and as a reminder instrument
for important actions. A problem is still the small size of the screen and the cum-
bersome data entry. Therefore one should not try to pack a load of information on
the tiny screen using small fonts, and data entry by the touch-screen keyboard
should be generally avoided. Entries should be rather chosen from lists and num-
bers entered using up-down numeric fields. The manual entry of critical data
should be avoided at all.
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A significant factor of usability is performance. Waiting seconds for a response or
watching progress bars advancing slowly in routine operations immediately pro-
vokes the opinion that the system is of no use. Designing good user interfaces is a
very important dimension for the success of a system, since it eventually helps to

make the overall process less error-prone.

3.4.4 Fault Tolerance and Failure Recovery

A basic principle of achieving reliability is application modularity [Kope97], i.e.
the components (fault containment units) of the system must fail independently
without affecting the rest of the system, thus enabling redundancy as a fault toler-

ance measure:

® When a transponder fails to be accessed, the data solely stored in its mem-
ory is lost, and it will have to be disposed like the bag it is attached to (be-
cause at least its recent temperature history cannot be retraced). The rea-
sons of the failure can be probably a posteriori inferred by diagnosing the

symptoms manifested in the application logs.

e  When an RW device fails the problem could be either a hardware failure or
a configuration problem, which can be easily identified by diagnosing the
logs. Normally, such failures can be quickly settled by the local technical
staff by redundancy, i.e. by having spare RW devices and redundant work-

stations.

e A failure of the RFID software is more severe because its reason is mostly
a design fault, i.e. a bug. This is especially bad for tasks which require di-
rect interaction with the transponders. A service outage can only be im-
peded by redundancy. Usually, several workstations are available for the

same task.

® An administration system failure is a big problem for the process. Direct
interaction tasks should not be affected by design, e.g. by implementing
emergency features with degraded service. Data to be exported to those

systems must be cached until they are available again.

A general rule is that blood must not be wasted because of a system failure. The
analysis shows that this is especially difficult for transponder failures. The second

critical system is the RFID base software, which is mainly threatened when up-
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dates are performed or configurations are changed. It must be accentuated that in a
hospital the business process continues in spite of system failures. The most im-
portant fault tolerance measure is infrastructure redundancy. Computation hard-
ware failures are masked that way which is facilitated by splitting up the applica-
tion into independent modules for different tasks which can be run on each work-

station.

admifustration severe

system
RFID RFID RFID RFID
application 1 app.1 | app.2 | app.3 redundancy
RFID RFID ical
base SW base SW critica
host host
computer 1 computer 2 redundancy
R.W R.W R.W redundancy
device 1 device 2 device 3

transponder transponder

transponder critical

Fig. 31: Failure levels, severity and fault-tolerance measures

A transponder failure is critical because the blood has to be disposed practically. A problem
with the RFID base SW is caused by a design or configuration fault which can show its ef-
fects in other parts of the system too. Administration system failures affect direct interaction
applications which are dependent on data from these systems. The other failures can be
tackled by redundancy.

Logging all interactions is an absolute must for maintenance reasons as it is the
only means for enabling a posteriori diagnosis. An important design measure is
the minimal dependency on links to the administration systems especially for di-
rect interaction tasks. In case of an administration system failure, the data which

has to be imported from this systems has to be provided by different means.

Data discrepancies can arise between the transponder data and the information
printed on the bag label. This is clearly a human error by the personnel having
performed the release of the blood product or a deliberate manipulation, the bag

has to be disposed.
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Recovery after failure actually consists of maintenance actions, i.e. replacing the
failed components in order to maintain the redundancy level, and establishing con-

sistency with the administration systems.

3.4.5 System Deployment and Evolution

An RFID system has to be finely adapted to the customer’s needs in a multi-stage

deployment process [Flei05]:

First of all a technical proof-of-concept must be performed, which evaluates the
core technical implementation of the basic functional requirements and the proper-

ties of transponders and RW devices in the respective environment.

In the second stage it has to be shown that the overall function of the system can
be fulfilled by installing a pilot which implements a vertical cut through the in-
tended system. During these pilot phases intensive reporting and error tracing
must be performed facilitating stepwise improvements of the system. Then the
system can be introduced step by step into the whole process. Often old systems
cannot be removed at once but have to run in parallel until the entire system is

deployed.

During the operation phase the system often has a tendency to grow: More fea-
tures have to be included, more institutions have to be spanned, and even legacy
systems change. System changes have to be applied in the same manner by evalu-
ating first their impact on the process and the running system before full deploy-
ment. This requires a scalable architecture which is designed for making changes
and extensions manageable. Therefore an RFID based blood temperature monitor-
ing system cannot be expected to use a single transponder type or a single data
configuration throughout its lifetime. Even essential hardware and data structure
changes must be handled in a plug-in manner and multiple versions have to be

supported simultaneously.
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Chapter 4

System Design

This chapter discusses the key features of a possible realization. It is argued why
certain design and architecture options are preferred. Thereafter we describe how
RFID-based temperature monitoring fits into the blood supply chain by examining
the use cases which accompany it. The last part presents an RFID temperature
monitoring framework, which has been implemented in the course of this thesis in

order to demonstrate technical feasibility.

4.1 General Concepts

RFID system architecture is concerned with the structure and relations of tasks
and responsibilities between transponders and the computer systems, i.e. which
functions and tasks are fulfilled by the transponder and how the computer systems
manage the data flow vertically and horizontally. Transponder life cycle manage-
ment is a topic which comes into play with multiple re-use of transponders. Fur-
thermore it is discussed which data is acquired where and how (during the supply

chain).

4.1.1 RFID System Architecture

There are three types of RFID architecture concepts: One extreme uses the trans-

ponder for identification only, the other extreme regards the transponder as port-
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able data store and a hybrid approach which replicates the transponder data in the
infrastructure. Fig. 32 through Fig. 34 illustrate the three concepts.

EPCglobal item identification and tracking (see 5.2) is based on the first concept
[EPCO5]. The transponders are initialized once with an ID and remain unaware of
what happens to them during the processes, i.e. the transponders do not carry any
state. The only information they offer is their ID, and the only information the
RFID system is interested are the events generated by moving transponders. This
approach is somewhat “minimalist” [Sarm03], but it perfectly addresses the need
of large scale and high speed automatic identification. There is no time for reading
big amounts of data from a transponder when items are running on a conveyor
belt, or a large number of cartons on a palette or items in a carton must be identi-
fied within a second. RFID blood bag monitoring does not require large scale
identification, therefore this approach misses the real requirements of this applica-

tion.

application application application
A
information
server
object event
data data
edge edge
server server
‘ reader H reader H reader ‘
A A A

1D 1D ID
transponder P process

Fig. 32: RFID system architecture for large scale identification applications
As the transponder passes through the process it creates events, which are collected and pre-
processed by edge servers, and stored and made accessible to applications by an informa-
tion server (cf. [EPC05], [Prab05]).

A hybrid system makes use of a database which replicates and backs the trans-
ponder data and possibly extends it by further information [Floe05]. The decisive

advantage that the transponder data is not totally lost when a transponder turns
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unreadable is paid by the need of employing consistency measures which guaran-
tee that the information in the database as well as the transponder data are up to
date in order that they can be used separately. Furthermore discrepancy resolution
has to be applied when both transponder data and database information has been
changed concurrently and independently. The backing database can be installed
centrally, or the information can be stored locally at each institution and for-
warded when the transponder is transported too. The receiving institution has to

synchronize physical object arrival and the data import accordingly.

application application application application

A
virtual
transponder
Y

‘ RW device ‘ ‘RWdevioe ‘ ‘ RW device ‘ ‘ RW device
A A A A

data data data data

transponder y - process

Fig. 33: Hybrid RFID system architecture
The transponder data is replicated in a database as virtual transponder. Applications operate
only on the transponder, on its virtual image or on both (cf. [Floe05]).

virtual
transponder

The third concept is storing the data on the transponder only, i.e. RFID transpond-
ers are used as a portable data store; an RFID system interacting with a large
number of transponders thus represents a distributed database. In such a system
the transponders form an implicit physical data transmission channel which car-
ries the data always exactly to that location where it makes sense, namely directly
to the object to which it is linked. It is clear that this is only useful if the data
stored on the transponder is insomuch intimately linked to the object that it does
not have much value if separated from the object itself and therefore the data loses
its value when the object is lost. It would not make much sense cramming central

databases with that type of data.

The latter concept is also encouraged by another aspect related to sensor equipped
transponders: A sensor performs autonomous data generation recording and

makes dynamic properties of its current and past environment readable and acces-
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sible. The necessity of storing that data at least temporarily in the transponder

memory is self-evident.

application application
A local
database
‘ RW device ‘ ‘ RW device ‘ ‘ RW device
A A
data data data

transponder ) ) ) - process

Fig. 34: "Pure RFID" system architecture

This concept goes far beyond the original idea of RFID, namely contactless no-
line-of-sight identification. The real value of RFID technology in applications
making use of these ideas arises from using transponders as portable memory,
computation and sensing devices. This is qualitatively different from normal sim-

ple tracking and tracing applications.

Which of the latter two concepts is best suited depends also on transponder life
cycle implications, the data stored on the transponder and the following concep-
tual consideration: On the one hand there are use cases where operations are per-
formed directly in the presence of the physical object. In such cases the portable
database property of the transponder can be exploited: Object information is
available everywhere, every time. On the other hand there are operations which
are performed without having the object. These operations have to be performed
on a logical or virtual object representing the real object in the computer system
(cf. [Roem04]), which must contain all the information necessary in synchrony
with the data on the transponder (see Fig. 35). This case strongly favours the hy-
brid approach.

An advantage of the transponder-only approach is the minimalization of infra-
structure as opposed to providing wireless access to object related data via
WLAN. Transponders with large memories are more costly which is negligible
regarding the costs for sensor and battery. More severe problems are definitely
higher access times and the loss of data when the transponder is defect. Consider-
ing the blood monitoring application the transponder can be used as link between

inhomogeneous systems, and it increases the interchangeability where no common
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infrastructure is available. The hybrid approach would require further redundant
information channels where the bag is transported physically.

object v

database

transponder
D1 ID1 data
ID 2 /ﬂ
data

| consistency

write write

Fig. 35: Physical and virtual object
Consistency has to be maintained between the data on the transponder and in the databases,
especially when applications operate on both representations independently (cf. [Roem04]).

Fig. 36 depicts a possible architecture which especially aims at the integration of
existing administration systems. The RFID base system separates RFID concerns
from the application logic. It feeds data into a general purpose, e.g. publish-
subscribe-based middleware communication system (cf. [Arre03]). Administration
applications pull and push data to this system. Data for direct interaction tasks is

channelled through this system.

stationary mobile

administration administration - o -

RFID application RFID application RFID application

system system
A A ) A A
. ™, '

‘ communication system R4 ‘
RFID middleware layer ‘ RFID base system ‘ RFID base system

h J

RW device RW device RW device

A A
\ J

/ \ Y
‘ transponder ‘ ‘ transponder ‘ ‘ transponder ‘ transponder

Fig. 36: Generic open modular architecture for RFID integration

(see text)




System Design 60

4.1.2 Transponder Circulation and Recycling

Due to economic reasons the transponders are used several times, i.e. the trans-
ponders are collected at the end of the supply chain and prepared for the next cy-
cle. A side effect of recycling is that the supply chain becomes a closed loop
which eases reporting and statistics. A problem is that the principle that a trans-
ponder is uniquely linked to an object is violated and thus the use of the UID for
identification is restricted. Of course a transponder is not attached to two blood
bags at the same time, but problems arise in administration databases when the
UID is used as a key; the bag ID must be used for this purpose. The transponders
are collected in the hospital’s blood depots which are also the central place for
reporting on blood and transfusion issues. A solution for transponder detachment
is described in 3.2.1. All transponders, also defect, and supposedly defect trans-

ponders must be collected.

transponder
manufacturer
recycling
centre
blood bag system
manufacturer
—
blood bank: ‘ blood depot
blood.donation W 4
service
blood centre hospital

Fig. 37: Transponder cycle

The blood bag manufacturer is provided with new transponders by the transponder manu-
facturer and reused ones by the recycling centre. The transponders of transfused and dis-
carded blood bags are returned to the recycling centre.

A recycling centre has to be established which is responsible for the transponder
life cycle management. A maximum number of cycles which can be guaranteed
has to be fixed. A good evaluation must be carried out by experiments first to de-

termine the maximal number.

The recycling centre performs the following tasks (cf. also Fig. 38 and Fig. 39):
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e [t registers the transponders and counts how often they circulate.

e ]t checks the transponder’s functionality and its further usability and re-

jects defect entities.
e |t decontaminates the transponders and recharges the battery.
e [t forwards the transponders to the bag manufacturer.

e [t is the central place for reporting technical issues: It obtains information
from the blood depots on encountered transponder problems and defects;
furthermore it aggregates this information and forwards it to the bag or

transponder manufacturer.

The recycling centre is ideally installed at the site of the bag or transponder manu-
facturer. A very transparent organization of the reporting channels is essential to
eliminate the existing problems and to constantly improve the equipment’s quality

due to the fact that a blood bag must be discarded if its transponder gets defect.

In case of problems the temperature history is analyzed in these blood depots. For
the detection of the correlation between the bags history throughout the chain and
the temperature chart, important events in the bag’s lifetime, as well as begin and

end of transport are marked by timestamps.

4.1.3 Data and Data Flow

In the course of the supply chain data which belongs to different categories is gen-

erated, collected, and made available to the different applications, i.e:

® The transponder identifier (UID) which is permanently assigned at its pro-

duction.

e The blood bag identifier which is assigned prior to donation and is used

for identifying the blood bag throughout the supply chain.

®  Blood information data which subsumes all the medical properties of the

bag contents.
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o  Temperature measurement data which represents the temperature history
of the bag contents. The data is autonomously generated by the trans-

ponder.

e Operational data which comprises the data (temporary or accumulated)
and which supports the process itself, i.e. it carries information related to

the process’ state and progress.

e Tracking data: data acquired when the bag passes an identification point
and consists of the bag identifier, a timestamp, the location and possibly

the bag state. It is no use storing tracking data on the transponder.

® Tracing data: the totality of data collected during the supply chain for trac-
ing a bag’s way back and for finding possible causes of events. It can be
used at any position in the supply chain to explore the life story of a given

bag.

Table 3 illustrates the different data categories and their properties.

acquired stored

S = = =

S g 5 A=
UID fixed X
blood bag identifier X X
blood information X O O
temperature measurements sensor | O X
operational data X O O
tracking data X X
tracing data X O O

Table 3: Data categories
The origin of the data and where it is reasonably stored (X mandatory, O optional or alter-

native).

Due to tightly restricted memory capacity on the transponder the data structure
and encoding has to meet certain requirements. We can either assume variable
length data and store both the length of an item and its value, or use special sym-
bols as delimiters to separate the values; but in any case a maximum length has to

be fixed which must not be exceeded. Therefore the simplest and best way is to



System Design 63

use only constant length data items. The grouping of the data into pages is not
only advantageous from a modelling perspective (since grouping naturally exists),

but also because reading contiguous blocks is faster.

Responsibility Attribute
blood bag manu- | manufacturer ID
facturer bag system serial number
blood donation donation service ID
service donation ID
donation timestamp & signature
blood bank blood bank ID
blood product type
blood group (ABO, Rh(D))
expiry date

release timestamp & signature
shipping timestamp & signature
take back timestamp & signature
hospital & blood depot ID

blood depot receiving timestamp & signature
return state

return timestamp & signature
hospital & ward ID

patient ID

cross-matching state
cross-matching timestamp & signa-
ture

shipping timestamp & signature
take back timestamp & signature

ward receiving timestamp & signature
return state

return timestamp & signature
bedside test state

bedside test timestamp & signature
blood bank, blood |final state

depot, ward finalization timestamp & signature

Table 4: Blood information

So, each institution is responsible for the pages for which it is authorized to
change the data. Bag related data is physically propagated with the help of the
transponder; and the most important information is also printed on the bag’s label;

furthermore information about the shipped bags is listed in the according transport
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documents. There is no transfer of personal data, except by IDs which are resolv-
able by the producing institution. Table 4 lists the proposed set of data stored on
the transponder. There are different norms for blood bag data (see 5.3.4). The data
chosen here is based on [ICCB04], [EC05a], [ECO5b], and operational require-

ments.

The majority of attributes is written once. In case of cycles in the process the cor-
responding attributes must be reset. Online data transmission is necessary for ad-
ministrational purposes, e.g. blood bag orders, i.e. the tasks where the bag is

treated virtually.
The collected data on the transponder are used for the following purposes:

¢ Immediate checking: This is the main advantage of data tagged and of en-
vironmentally aware objects. A bag is checked at each interaction point in
the process if its state constitutes the precondition of the intended opera-
tion. For bulk handling it is necessary to provide an outlining view which
shows whether problems are encountered and it allows the inspection of

details only in this case.

e Automatic documentation: Medical/laboratory documentation and proto-
cols can be automatically created from a subset of the data. This is an im-

portant added value since copying errors can be prevented.

e Reporting: Medical, administrational, technical, and operational statis-
tics/reports can be automatically generated by aggregating the data. The
creation of resource consumption, haemovigilance and productivity reports

for the management and superordinate institutions is facilitated.

e Tracing: Operational and tracking data allows to a posteriori investigate
the life history of a bag in order to detect problems in the supply chain
processes. The superposition of the temperature curve and the operational

timestamps eases the analyses.

Security and reliability issues are already discussed in enough detail in 3.4.2 and
3.4.4.
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4.2 Process Embedding

Process embedding means defining how the system has to fit into the existing
processes in order to support the workflow. The first section describes the points
of interaction and the operation patterns. The subsequent sections describe the

workflow system for the different institutions involved.

4.2.1 System Overview

A point of interaction is a location in the supply chain where information is read
from or written on the transponder, or where an operation on the virtual bag is

performed. These points define the use cases of the application (see Table 5).

single detection

stationary
mobile

institution interaction

X lbulk detection

blood bag manufacturer |testing & initialization

X |X
X

blood donation service |donor permission
donation finished X | X

blood bank receiving & weighing

centrifugation & separation

>

filtering

>

labelling & release, finalization

shipping, take-back, finalization

blood depot receiving, returning
cross matching
shipping, take-back

finalization & reporting

X X X X X [X X X X X
x

ward receiving, returning

bedside test

X
X X X | X X X

Finalization X

recycling centre reporting & reinitialization X X

Table 5: Points of interaction
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The bags are always handled manually, i.e. there is no automatic manipulation.
The identification is either single or in bulk in cooling boxes. The user interface
and the RW device are always in proximity since bag handling, monitoring and
triggering actions are usually performed by one person. The possible environ-

ments range from mobile donation facilities over laboratories to wards.

The finalization operation is the last write operation on the transponder. The final
state indicates what happened to the bag at the end, e.g. is it successfully trans-
fused, or is it discarded due to certain reasons. The reporting system uses the data
of the finalized transponders and aggregates it for generating medical and techni-

cal reports.

4.2.2 Blood Bag Manufacturer and Recycling Centre

The transponder is mounted as part of the erythrocyte concentrate bag manufac-
turing process. It is mounted irreversibly detachable under the primary label. The
transponder is delivered as already calibrated and tested by the transponder manu-
facturer or recalibrated and tested by the recycling centre. After the sterilization
and the packaging of the bag system, the transponder is once again tested and also
initialized. The bag manufacturer and bag information is written to the trans-
ponder. The bags are added to the warehouse system. The transponder can be used
for identification in warehouse processes, i.e. inventory and commissioning (cf.
Fig. 38 and Fig. 39).

blood bag manufacturer

bag system recycling centre

manufacturing S - ship

es no i
recharge y usable? - dispose
transponder
.| transponder test N
manufacturer e
,
receive

blood bank & blood depot

mount y
transponder

’.‘

- bag systems
order #

blood donor centre

Fig. 38: Blood bag system manufacturer and recycling centre workflow

(see text)
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transponder
manufacturer
testing & ‘ o
initialization [~ N
"""""""""" reporting
system
RW device receiving, -
recharging,
testing,
reinitialization T
& shipping ~—
— recycling
RW device administration
system
~

Fig. 39: Blood bag system manufacturer and recycling centre systems
(left resp. right); A double-framed RW device has multi-tagging capabilities; see text.

4.2.3 Blood Donation Service

The blood donation service (cf. Fig. 40 and Fig. 41) obtains the blood bag systems
from the blood centre. Blood is mostly collected by mobile facilities touring
around in companies and public institutions. These facilities are equipped with a
computer system for registering donors and donations. The identity of the donor is
determined and its suitability is assessed by a questionnaire. If he/she is accepted
the donor is registered and the link between donor and donation is established by
adding a new donation number for him/her. The donation service identification
and the donation number are written to the transponder. The bag system is un-
wrapped, the bags and probes are labelled in advance; furthermore the bag system
is checked for defects and returned to the blood centre if necessary . After the suc-
cessful completion of a donation the integrity of the donation is checked by the
responsible doctor, it is time-stamped and the log is started. Afterwards the bag

system is cooled down to room temperature and returned to the blood centre.

4.2.4 Blood Bank

The donor and donation records are imported. When the boxes containing the bag
systems arrive, the bags are put on the balance for weighing, the donation data is
read from the transponder, data and temperature integrity are checked. During
processing the bags are tracked by their UIDs and a process protocol is generated.
The number of bags which can be processed in parallel depends on the equipment.

After processing, the plasma and erythrocyte concentrate bags are clipped off, the
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plasma is frozen and the erythrocyte concentrate bags are stored temporarily until
the blood analysis results are readily provided by the laboratory systems. The
blood data is electronically imported from the laboratory, it is written to the trans-
ponder and the labels are printed and sticked on. The data consistency and the
temperature integrity are checked before the release is confirmed by a responsible
and the log is reconfigured for 4°C and started. Contaminated products are prop-

erly disposed. The released bags are stored in a warehouse.

blood bag manufacturer

f blood donor centre
: purchase
i blood bag systems

4 blood bank

unused blood import data
bag systems

process not usable

blood donation service | d
"
ood bags
permit finish | |
donor donation laboratory

test results

finalize ,.| recycling

transponder / centre

product safe?

yes

I

dispose bag
label &
release

o blood bag
7| storage room | not usable

product Ctakebaok) ( ship )
order
% *

N J
he

blood depot

Fig. 40: Blood donor centre workflow
(see text 4.2.3,4.2.4)

When a request by a blood depot arrives appropriate bags are automatically sug-
gested by the warehouse system, they are taken out of the cooling room, their
identity is checked and their integrity confirmed, they are put into cooling boxes,
and transport documents are generated. Taking back blood products from blood
depots is made possible by temperature monitoring. On receiving it is checked if

they can be accepted by controlling their temperature integrity. For all disposed
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bags the reasons for their elimination, e.g. contamination, bag or transponder de-
fects, are recorded in the reporting system. The transponders are detached and
collected and sent to the recycling centre weekly or monthly including a report on

technical defects (cf. Fig. 40 and Fig. 41).

temporary
donor &
donation data dp nor
admission & donation
registration
RW device
weighing
RW device e —
blood bank processing

administration
system

RW device

labelling &
release

RW device

local reporting
system

laboratory shipping &
system receiving
i RW device Y

blood consumption
& haemovigilance
reporting system

product order

Fig. 41: Blood donation service and blood bank systems

4.2.5 Blood Depot

In our case the warehousing processes in the blood depot are already computer
aided. On receiving the transport documents and the shipment are checked against
the order by bulk detection. The integrity of the cold chain is confirmed and the
necessary data is imported to the local administration systems. Improperly trans-
ported and wrongly delivered bags are rejected and returned to the blood bank.
After reception of an electronic blood product request from a ward (or a paper-
based order from another hospital), the most appropriate bags are reserved for the
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particular patient for cross-matching in the depot system. As soon as the probes
have been received, the bags are taken out, and the patient ID is written to the
transponder. In case of emergency, the bags are immediately issued. After cross
matching the results are written and confirmed by responsible staff. If an incom-
patibility is detected the patient ID is reset, the bag is restored, and another bag
chosen. This can be repeated as long as available blood probes exist for cross-
matching. If the bag has already been issued in advance the ward is notified about

the results.

blood bank
N
e N
+ blood depot
not needed
- t not usable o/ finalize
.|  blood bag mvenoly "~ \transponder
" coldstorage | AN
- ) recycling

centre

reserve product

yes'
compatible?
yes

product
order

\

~

ward

Fig. 42: Blood depot workflow
(see text); ' Though in case of emergency the bag is immediately shipped, cross-matching is
done anyway.

In case that expired or not usable products are found in the depot system, the
transponders are finalized and the bags are disposed. Temperature monitoring
makes it possible that bags are returned from the wards. It is checked if they are
still usable and stored or disposed accordingly. Bags having caused transfusion

reactions are analyzed. In case of a successful transfusion only the transponder is
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returned by the ward. The transponder is read and the data is fed into the reporting
system (cf. Fig. 42 and Fig. 43).

product order

shipping &
4 receiving
RW device
blood consumpton
& haemovigilance
reporting system
blood depot cross
administration matching

system

RW device

local reporting
system

shipping &
| receiving

product order RW device

Fig. 43: Blood depot systems

4.2.6 Ward

When a blood bag is needed for a patient, blood probes are taken and sent to-
gether with a request to the blood depot. When the bag is received it is checked
and its integrity is confirmed. It can be temporarily stored in the transport cooling

box. If a bag is not needed or not usable it will be returned to the blood depot.

Before transfusion a bedside test has to be performed: Directly at the patient’s bed
the doctor responsible for the transfusion checks the bag and decides whether it is
still usable. Since mixing up patients and bags often ends up lethally, it must be
assured that the right patient gets the right bag. The result of the bedside test is
written to the transponder and confirmed; furthermore it is documented in the
patient history. Then the transfusion starts. The success of the transfusion is indi-
cated by the final status, e.g. successfully completed, aborted due to transfusion
reactions, which is written to the transponder. A transfusion report is created,
which is also part of the patient’s medical history. In case of reactions or problems
all probes are returned to the blood depot (cf. Fig. 44 and Fig. 45).
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Fig. 44: Ward workflow

(see text)
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Fig. 45: Ward systems

4.3 RFID Temperature Monitoring Framework

An RFID temperature monitoring framework has been implemented in order to
demonstrate the technical feasibility. Essentially, it implements the edgeware
layer of the RFID middleware stack (see Fig. 66), and primarily targeted at reus-
ability and quick pilot application development. It realizes the majority of the

mechanisms and concepts presented in the preceding chapters.



System Design 73

4.3.1 Tasks

Our framework provides abstractions in order that the application developer need
not to deal with low level issues. This enables flexibility and openness for exten-

sions. The abstractions are based on the following three layers:
e RW device communication
e Transponder communication protocol
e Raw data transformation and interpretation

Another important task concerns measurement processing: The timer drift has to
be corrected, erroneous measurements must be cleaned up and interpolated, and
there are functions for deriving aggregate information from measurements, e.g.

extremum information (cf. also 4.3.6).

access control

data preprocessing

raw data interpretation

logging

transponder protocol

RW device protocol

Fig. 46: Framework tasks

Besides the task described above, logging is especially important for the provision
of diagnostic information in order to quickly find the source of problems when

evaluating a prototype system.

Moreover mechanisms are realized in order to get along and transparently com-

pensate for the deficiencies of the prototyping hardware.

4.3.2 Concepts

The framework provides facilities for accessing transponders and pre-processing
transponder data by an edge host or server. It represents the basis for implement-
ing its business logic. It is capable to handle several RW devices for a couple of
threads (Fig. 47).
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The most important conceptual feature is flexibility and configurability. The
framework is generic with respect to RW devices, transponder protocols, trans-
ponder types, transponder data, and applications. The data model of the configura-
tion is depicted in Fig. 48. Different transponder types the protocols and data con-
figurations are dynamically resolved; so different transponder types and data con-
figurations can be handled at the same time. The resolution process is illustrated
in Fig. 49.

The next principle arises from the need of applications being deployed on both,
desktop and handheld computers: Portability is ensured by compliance to the

.NET compact framework. C# is used as programming language.

computer computer
application application application
host computer
N v 4
application '\ f
\ ( edge server /
thread thread thread
\V \ il /
T — thread thread thread
/ \ framework
RW device RW device /\
RW device RW device

Fig. 47: Framework usage in simple architectures
Left: stand-alone application, right: server application

A concept going along with configurability is extendability. Extension modules
can be implemented to support other RW devices, transponder protocols, trans-
ponders, and high-level data types. Moreover transponder specific temperature
logging features, e.g. new log operations, multiple sensor values or several logs in
transponder memory, can be easily supported by extension. Framework-level ac-
cess control is provided on a thread basis. If a transponder provides security fea-

tures they can be seamlessly integrated with the framework-level features.
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1 0.n
RW device type RW device
0.i 0. 0.k 1 1 0.m 1 0..n
transponder type data configuration data definition page attribute
0. 0., 0.m 0.n
user role permission

Fig. 48: Data model of the configuration

Interaction with a transponder means interaction with a physical object outside the
sphere of influence of the software. That’s why it must be ensured that the devel-
oper has full control over its behaviour, i.e. when operations on the transponder
are executed. This is also important due to the fact that transponder operations are

usually rather time-consuming.

transponder configuration
uiD P transponder type
formatted data key data configuration
data definition
raw data

data

Fig. 49: Dynamic resolution of transponder type and data configuration

The transponder type is identified by its UID. Based on the transponder type and the for-
matted data key the appropriate data configuration and data definition for raw data interpre-
tation is loaded.

A second aspect arising from the relationships between the physical and the vir-
tual world is data consistency, which originates from write operations. When a
write operation results in an error, it must be checked if the data has been written
at all, or only partly or even correctly. Commit, verify and rollback mechanisms
(see Fig. 50) are provided in order to alleviate implementing transactional seman-

tics for write operations.
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Fig. 50: Transponder data consistency mechanisms
The rollback information always contains the data of the last read or the last successful
commit operation.

A feature tackling transient inaccessibility is command re-execution. A command
is tried to be retransmitted at random time delays until it is either successfully

executed or a maximum number of retries is reached.

Logging debugging information can be enabled for different layers: Exceptions,

RW devices, transponder protocol command modules, and transponders.

The modular design of the framework aims at enabling integration of certain

modules into bigger middleware systems.

4.3.3 Internal Architecture

The framework is composed of the core system, specialized classes and extension

modules (see Fig. 51).

\ application
A
A
‘ framework
specialized
classes
extension core
module system
extension
module
A
\ 4
\ hardware

Fig. 51: Framework internal architecture
(see text)
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The core system is a collection of abstract classes and interfaces, which are im-
plemented by specialized classes and extension modules, and classes implement-
ing the basic infrastructure and features. It is based on an abstraction of RW de-
vices, protocol command modules and transponders. There are different trans-
ponder types forming a hierarchy (see Fig. 52) according to the transponder’s
functionality. Raw data transponders allow binary data to be written. High-level
data types can be written on formatted data transponders. On the top level we

have remperature measurement transponders.

TempMeasTransponder
/ Implementation
TempMeas Transponder
FormattedDataTransponder 1SO15693
RW Device
RawDataTransponder e RawDataCmd Implementation
Transponder - RW Device

Fig. 52: Transponder hierarchy

The framework defines the interfaces for RW devices, protocols (raw data command mod-
ules) and transponders independent of technologies and implements common features in a
hierarchic way.

The specialized classes provide an implementation of some abstract classes and
interfaces which are commonly used by extension implementations, e.g. the basic
ISO 15693 commands.

Extension modules implement abstract classes and interfaces in order to support
technology dependent features, e.g. specific RW devices or transponders. An ap-
plication which only uses the common framework features is absolutely unaware

of the extension modules the framework makes use of.

In the course of an application the framework has to be initialized, i.e. the con-
figuration has to be verified and loaded. Performing an inventory on a chosen RW
device returns the transponders on which operations can be executed subse-
quently. The framework core implements the dynamic resolution of configuration

which applies for a specific transponder. If the access control features are used the
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executing thread must be authorized to perform a certain action. This general

model of using the framework in an application is illustrated in Fig. 53.

RW device communication proceeds as follows: The RW device is initialized and
after a connection has been established, an inventory can be performed. For use in
conformity with the ISO 15693 protocol the RW device has to provide methods

for selecting a transponder and sending a command. The connection is closed on
finalizing the framework.

|—> Transponder
RW Device
Y

Framework

Fig. 53: Using the framework

An RW device is selected via the framework interface; the transponders in its field can be
accessed subsequently.

The temperature measurement interface (Fig. 54) provides functions for getting
and setting the transponder sensor calibration and the log configuration. The log

can be started and stopped, and the log state and the measurements read.
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Fig. 54: Temperature measurement transponder interface

The rationale behind the formatted data interface works as follows. Every data
configuration is associated with a key identifying it. The ISO 15693 [ISO01b]
standard would provide two one byte fields, AFI (application field identifier) and
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DSFID (data storage format identifier) to store this information, though the key is
stored in the custom memory area for ease and flexibility. The formatted data
model enables grouping attributes into pages. An attribute has a fixed length type.
Transponder operations are performed pagewise and each page is tagged by a 16
bit CRC.

block0 block1 block2 block3 block4
key attribute0 attribute1 | attribute2 | CRC attribute0 | CRC
page0 page1

Fig. 55: Transponder data storage
The transponder memory is organized in blocks (usually 32 bit).The formatted data pages
are aligned with the blocks. For each page a CRC-16 over the page data is stored.

An XML import/export utility class enables XML-formatted data input/output

to/from the transponder classes.

4.3.4 Engineering Aspects

Designing an RFID systems involves the creation of a variety of software modules
in the vertical dimension, from low-level protocol and device drivers up to multi-

threaded and networked applications.

Prototyping is an important method for solving technical challenges in isolation
before starting integration steps. Essentially, a framework consists of a set of in-
terfaces. This is exactly where to start the specification as soon as the technical

problems are settled and it is known which information has to be exchanged.

Modular design requires design by contract, i.e. the specification defines exactly
what a component expects at its interfaces and what its reactions will be, not only
on a semantic level but also on a formal level. A method applied in formal verifi-
cation languages is using pre- and postconditions. A precondition restricts the
parameters in order that the postconditions are always fulfilled. The postcondition
defines the exact behaviour, i.e. the return value of a function or the state change
performed by the function. This method has proved to alleviate implementation

and specifying tests decisively.
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When the implementation proceeds incrementally, module tests can already be
written in parallel by defining test cases using the specification. A tested module
represents a reliable building block which forms the basis of continuation. Ex-
tendability implies that framework extensions must reliably cooperate with the
framework. Therefore extension interface functions are guarded by issuing “pro-

gramming exceptions” when the preconditions are violated.

The logging features integrated into the framework are actually a good structured
instrumentation which can be executed optionally and which is absolutely neces-

sary for testing, debugging and diagnosis in the field.

4.3.5 Test

A problem with testing the framework is that there are inherently stateful entities
which make it difficult to achieve a high coverage. An efficient classification of
input data is necessary for tackling the combinatorial explosion of test cases.
Therefore it is necessary to reduce states during operation wherever possible. For

those classes simple module tests can be employed.

RW device behaviour

test application framework interface

transponder behaviour

unit(s) under test transponders

RW device interface

protocol command modules

RW device

RW device library

simulation

RW device hardware

transponder hardware

Fig. 56: Test framework

A simulation of the hardware layers allows for testing the effects of hardware errors.

A second issue with RFID systems is that many test cases are related to hardware
errors and transient problems of hardware interaction, and thus cannot be repro-
duced arbitrarily. A simulation model of the hardware components makes these
cases testable. There also exist hardware emulators for transponders [Rede05]. In
this project a software solution has been chosen covering both the RW device and



System Design 81

the transponder. This enables testing the reaction of the software to RW device
errors or errors emerging from transponder interaction, as well as transponder
errors and transponder data errors. The simple testing framework (Fig. 56) allows
to plug-in the simulation model as a special RW device and thus the same test
cases for protocol command modules, transponder implementations and the

framework interface can be used as for the real hardware.

Besides these automatic tests, semi-automatic tests which demand the user to in-
teract with the hardware have been created to test the most important problems

with RW device communication.

4.3.6 Application Development Components

Certain operation patterns are repeatedly used in RFID applications, these blocks
are grouped to components which are intended to facilitate application develop-

ment:

Some RW devices offer a scan-mode which continuously looks for transponders
in the field - using software this means inventory polling. Normally, the trans-
ponder has to be aligned with the RW device’s antenna and then a button is
pushed to detect it and perform the corresponding operation. With inventory poll-

ing the operation is performed as soon as the transponder is readable.

Bulk detection (see 5.1) requires a sophisticated visualization in order to make it
viable under adverse circumstances. Bulk detection consists of several inventory

rounds, the detection status of the transponders has to be tracked.

Temperature measurement data encourages a graphical representation by a line
chart. Temperatures plotted over the timeline is the adequate visualization of a
complete temperature history. Three-point measurements are rather visualized by
a compact, intuitive arrangement of the following information: Begin time of the
violation (exceeding the allowed range), its extreme value, the duration and the

limit which has been violated.

For the prototyping it has been necessary to perform the two-point calibration (see
2.3.4) by myself. A component enables step by step bulk calibration. The trans-
ponder’s log is initialized and started, the transponders are exposed to the first

ambience with constant temperature, after reaching steady state they are exposed
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to the second one. Then the log is stopped and the automatic detection of the cali-
bration points is performed as follows:

T,

1,sensor

Find measured steady state temperatures 7T, at ambient temperatures

sensor

To, T[ with

(ITO,sensor - le,sensor

dTO sensor . dT’l sensor .
- maX)/\ ————— > min ([A| ————— — min
dt dt

Time discrete version: N measurements, window length K

n+K-1 n+K-1
Vn:0.N — K —1 calculate m, = ZTk and d, = Z|Tk -m,
k=n

k=n

Find indices ny, n; satisfying the conditions

(]dn1 —dnz| - max)/\ (dnl - min)/\ (dn2 - min) )

4.3.7 Prototyping Hardware

As prototyping transponders samples of the KSW microtec VarioSens [KSWO06]
have been used. The VarioSens is an ISO 15693 transponder with an integrated
temperature sensor and a foil accumulator as energy source. It provides 1024kbits
of memory and the logging features described in 3.2.3.

KSW-VarioSens”
Functional Probofypss ¥ 02

Fig. 57: KSW microtec VarioSens

For desktop applications the RW devices of the Siemens Moby D series [Siem03]
have been used. The Moby D10 is able to handle two antennas, which provide in a
tunnel a detection window of about 40x40x70 cm. A device driver is supplied

which handles the serial port communication and RW device commands.
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Fig. 58: Siemens Moby D10

(www.siemens.com)

A Fujitsu Siemens Pocket Loox with an ACG Handheld Reader (www.acg.de) for
the CF slot has been used for mobile applications with a device driver for the

Windows™ mobile operating systems available.

Fig. 59: Fujitsu Siemens Pocket Loox equipped with an ACG Handheld
Reader

Calibration points have been measured with the help of a commercially available

digital multimeter and a thermocouple with a resolution of 0.1°C.

4.3.8 Demo Applications

General purpose demo applications for desktop and handheld platforms for show-
ing the transponder features have been developed allowing the following tasks to

be performed:
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e Bulk detection.
® Visualization of transponder measurements and data.

e Configuration of the transponder, i.e. the log, the data, including the pos-

sibility to store default values.
e (Calibration of the sensor.
e Logging transponder interactions on various levels.

Applications for demonstrating the chosen use cases of the blood supply chain
have been implemented. As an illustrating example, we describe the bedside test

application with the following aims;
e Identify the bag and the patient and check if they match.

e Check if the temperature history is in order. Inspect the details if neces-
sary.

e  Write the bedside test result to the transponder and confirm it.

The patient is identified by his/her patient card. The user cannot read the blood
bag and the patient card without authentication and authorization by his/her hospi-
tal staff card. The confirmation of the result must be done by the entitled respon-

sible personnel. The application flow is depicted in Fig. 60.

view
temperature
details

identify patient ;(check patient - blood bag

confirm

change test result

authenticate

& authorize set test result

identify blood bagI check temperature

Fig. 60: Action flow of the application

The greyed actions involve transponder interaction.

A screen shot of the confirmation dialog is shown in Fig. 61. All inputs are done

by reading transponders or pressing buttons.



System Design

85

. P9876543
Public JohnQ.  1970-01-01
A+ 0123456
Patient - Blood Bag |«

Temperature vy >> Details
Test Result X >> Change

Responsible:  Dr. Joe Bloggs
Time: 2006-04-01 12:00:00

Restart | >> Confirm >>

Bring the bag into the field! user: S0123456

Fig. 61: Bedside test dialog for confirmation of the test result
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Chapter 5

Further Aspects

Three major topics which appear when considering an RFID-based temperature
monitoring system of blood bags are discussed here: The problem of detecting
several transponders in the RW device’s field, usually referred to as bulk detec-
tion; Furthermore RFID middleware and tracking and tracing systems and the
usage of their features in the given application; and also the status of standardiza-

tion throughout the layers of the system are subject of this chapter.

5.1 Bulk Detection

Bulk detection means recognizing several transponders in the RF field of one RW
device which is a very useful means for parallelizing operations at the user inter-
face. The intrinsic problems of bulk detection as well as the specific problems
with blood bags, e.g. the transmissibility of their liquid content are discussed in

this section..

5.1.1 Anti-Collision

Communication with several transponders in the RF field makes a medium access
mechanism necessary. In RFID technology normally, TDMA (time division mult-
liple access) is used, i.e. it is communicated sequentially. This is rather easy when
a transponder can be addressed for information exchange, but an “address”, i.e.

the transponder’s ID, is not known in advance, hence it must be determined dur-
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ing the inventory phase. Therefore anti-collision algorithms are required for get-
ting the appropriate IDs. A detailed description of these algorithms can be found
in [Fink03], [Vogt02] and [Lee05].

Generally, we can distinguish two access types: deterministic and probabilistic
medium access. In HF systems the ALOHA method is used, which belongs to the
latter type. The RW device issues a request and each transponder answers after a
random delay. Obviously, collisions are not avoided by this scheme and it needs
several rounds for detecting all transponders. UHF systems mostly use a determi-
nistic approach, namely binary tree walking. The RW device requests only trans-
ponders with certain UID prefixes to respond. A branch of the tree is no longer

pursued if there is one or no transponder found.

ISO 15693 [ISO01b] makes use of framed slotted ALOHA. The RW device sends
the inventory command; the response window (frame) is divided into slots which
are marked by the RW device by issuing a special pattern (i.e. the EOF signal).
The transponder chooses a slot randomly for its response. This eliminates colli-
sions due to the partly overlapping responses. The efficiency of this approach
reaches 36.8%, i.e. the number of slots filled with one transponder [Lee05]. A
recognized transponder is set mute and the procedure is repeated until there are no
more collisions or a timeout is reached. The required number of slots increases
exponentially with the number of transponders [Lee05]. Using too few slots yields
the majority of them filled with collisions, and obviously using too many results

in waste of time.

5.1.2 Practical Problems

Bulk detection requires that all transponders must be recognized, but the number
of transponders is normally unknown. The resulting problem is referred to as the
false negative read problem [FloeO4], because transponders remain undetected
due to collisions, interference, and antenna detuning when transponders are to
close to each other. In [Vogt02] this problem is formalized and investigated by a
Markov model. Each inventory round is regarded to independently return a subset
of the present transponders. A detection probability is chosen, e.g. 99% of trans-
ponders have to be recognized. An inventory algorithm has been developed which
estimates the number of transponders and determines the number of slots dynami-
cally and adaptively. Unfortunately, the predicted results are hard to achieve in

practice.
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Furthermore, the use of probabilities is not sufficient and appropriate in the appli-
cation considered here, because with probabilistic anti-collision one can never be
sure that all transponders are recognized. The blood bag application poses the
problem that all bags have to be recognized which cannot be inferred from having
detected all transponders, because a transponder could be defect and does not re-
spond. Moreover the recognition rate depends on the distribution of the trans-
ponders in the RW device’s field. There are special effects, such that adding a
transponder to the field could produce fewer transponders being recognized be-
cause of two transponders one or both are not recognized when they lie too close

to another.

5.1.3 Solution

Defect transponders cannot respond, therefore even in case of a perfect detection
algorithm still there are bags which remain unrecognized. That’s why we need an
assumption for the blood bag application in order to be able to decide if there are
undetected transponders: The number of transponders, i.e. the number of bags, is

known.

unrecognized

in the field

4

A

removed

Fig. 62: Bulk detection state chart
Initially, all transponders are unrecognized. In the end, they are classified as detected (in the
field or removed from it in the final inventory round) or defect.

Practically, the first attempt, when a transponder is not recognized, is changing
the spatial distribution, e.g. by shuffling. Clearly, this method will not succeed if
one transponder is defect. A more systematic approach is the iterative physical
removal of transponders. If a transponder has already been detected, it must be-

come undetected in the next round. Otherwise it has not yet been recognized and
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has to be left in the field, and another transponder is chosen. Therefore the unrec-
ognized transponders are never removed from the field. Finally, all removed
transponders have been recognized; all remaining transponders have to be
checked individually whether they are defect. The detection of transponders fol-
lows the states in Fig. 62. In the worst case all transponders are checked sequen-
tially. For probabilistic anti-collision it has to be assumed that each inventory re-
turns an arbitrary subset of transponders in the field. Therefore the decision
whether a physically removed transponder has already been detected unfortunately

requires user intervention. This procedure could be formulated as follows:

transponders in the field P; inventory(P)cCP; initially |PI=N; transponder #; predi-
cates removed(t), recognized(t), defect(t)

T := inventory(P)

do

{

P :=P\{t}, teP

T := T vinventory(P)

If (t2T) v ~removed(t)) P := P U {t}

}

while (IT\<N) A (F:T:—removed(t))

vt:T:recognized(t)

ifl\PI>0) Vi:P:((inventory({t}) = ©) = defect(t)) (10)

5.1.4 Experimental Results

Experiments with the Siemens Moby D10 RW device [Siem03] have been per-
formed. As passive transponders we have Infineon my-d (www.infineon.com),
with an allowed range of about 38cm, and KSW microtec VarioSens [KSWO06]
with a range of up to approx. 30cm due to its higher interrogation field strength
(cf. 2.2.2). Bags are filled with 500ml NaCl solution and have showed no effect
on the range. The effects of orientation and distance on the field strength are
shown in Fig. 63.

The minimal distance between two transponders is about Smm. At maximum four
transponders directly stacked with a minimal distance of 5cm could be detected.
When two antennae are arranged in a tunnel the fields add up and increase the

total range by approx. Scm.

A general recommendation for bulk detection is that the transponders’ antennae
are distributed as uniformly as possible over the RW device’s antenna cross sec-
tion. With blood bags in a box this could look like in Fig. 64. The cooling plates
have to be aligned normal to the RW device’s antenna.
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Fig. 63: Field strength and maximum angle
between the antennae over the distance between them for the interrogation field strength
Hyin=150mA/m [KSWO06] (cf. [Fink03])

T

Fig. 64: Blood bag arrangement for bulk detection

5.2 RFID Middleware Systems

This section gives a survey of RFID middleware systems. Most RFID middleware
systems are modular, loosely coupled and event-based. Besides the four ubiqui-
tous computing base functions [Scho02], identification, monitoring, localization

and notification, management and maintenance aspects play a major role.

5.2.1 RFID based Tracking and Tracing

Tracking means monitoring an object as it passes through the process, whereas
tracing is analyzing how an object has passed through the process. One could say,
that in the temporal dimension, tracking follows an object’s trace in the forward

direction, whereas tracing in the backward direction (see Fig. 65).
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Existing RFID middleware suites target especially at tracking and tracing tasks in
logistics and manufacturing automation. This is monitoring, looking up and trac-
ing shipments, alerting and informing trading partners. Benefits [McFa03]
[Flei05] come from optimal route planning, acceleration of loading and unloading
operations. Goods are commissioned, transport documents generated, and on re-
ceiving charges are checked — all automatically, thus an increase of delivery qual-
ity in time and count shall be achieved. Processes can be optimized by analyzing
throughput times. Reduction in data entry and the time needed for reconciling
missing or wrong shipments, reduction of out-of-stock problems in warehouses,
good misplacements, an increase in inventory visibility and theft prevention are
expected. Furthermore tracing enables effective product recall. In pharmaceutical

industry traceability is often a legal requirement..

objectt —m object! F—————— B object! {~_
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Where is Where is Where has ----"
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(at the (at the
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Fig. 65: Tracking and tracing
The information gathered during tracking the object is later on used for tracing its path
back.

5.2.2 RFID Middleware Features

Most RFID middleware systems are driven by the tracking and tracing scenario,
which is characterized by an information flow from the “edge” of the network,
where the data is collected and subsequently pre-processed, to its centre, where
the information is held ready for distribution. The software layers (see Fig. 66)
running on the hosts, where the low-level data processing is performed, next to
the RW devices are subsumed under the term edgeware. Middleware means hid-
ing the network, i.e. transparent information exchange over a scalable architecture

providing reliability, availability and security; infrastructure management aiming
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at maintainability; and application specific adaptability by openness, and plug-

and-play capabilities.

RFID middleware systems generally consist of the following modules (cf.
[Prab05]): Modules abstracting transponders and RW devices, protocols, i.e. for
transponder communication and RW device communication. Data processing
modules perform filtering, aggregation, correction and caching of data. Filtering
means data reduction by selecting events by information of RW device, UID or
transponder type or by pattern matching on this information. Aggregation leads to
creation of condensed information out of selected groups e.g. by establishing rela-
tions between entities, counting events, recording passage by entry-exit-pairs, or
joining several RW devices to one logical one [FloeO5]. The information ex-
change system buffers the data temporarily and provides it to enterprise applica-
tions over web services, publish-subscribe mechanisms and asynchronous mes-

saging. The whole stack is spanned by management and security features.

enterprise applications

enterprise application interface

data distribution

filtering, aggregation, caching

raw data processing

security

transponder protocol drivers

management

RW device drivers

RW device interface

RW device hardware

air interface

transponder hardware

Fig. 66: RFID system layers

The information passes through several layers from the transponder hardware to the enter-
prise applications and vice versa. The inherent spatial distribution of the infrastructure re-
quires effective management and security mechanisms across all layers (cf. [Prab05]).

RFID middleware systems provide real-time data for operational monitoring and
analytical data for reporting to enterprise applications, e.g. ERP (enterprise re-
source planning) systems. Besides the productive information paths, management,
maintenance, and error diagnosis are highly important: A variety of hardware,
PCs, handhelds and RW devices have to be administrated in dynamic networks



System Design 93

with on-the-fly device registration and configuration, different configurations
have to be supported - device firmware updates and software deployment have to
be performed centrally without service interruption, and device status and health
have to be continuously monitored. It is important from a maintenance perspective
that these management services are strictly separated from the business logic.
Middleware system often come with development support to easily adapt a system

to the application needs, e.g. for building workflow processes.

Initially, RFID solutions were often isolated within companies or only span a few
trading partners. EPCglobal (formerly the Auto-ID-Center at the MIT,
www.epcglobalinc.com) is an attempt to create an infrastructure reference model
for sharing information throughout companies and has developed standards for
such a global system [EPCO05] [Sarm03]. Although the system does not pose any
restriction on the transponder functionality, it is aimed at a reduction of costs by
using the most primitive transponders possible which carry only a UID. In es-
sence, it is recorded when a transponder has been detected. The EPCglobal net-
work consists of the following elements: An object naming service (ONS) for
querying which decentralized EPC information service (EPC-IS) provides object
and tracking information about a given EPC (electronic product code). The data
can by queried by whatever enterprise application is authorized. The RFID infor-
mation is acquired from edge servers which implement the application level event
(ALE) engine which filters and aggregates events in order to generate business-

relevant events to be forwarded upwards.

5.2.3 Examples

This section describes the key features of some chosen commercial and academic

RFID middleware systems.

Sun’s RFID Network [SunMO06] uses three conceptual layers: sensor, event and
business layer. Sensors are all imaginable data generating devices. The Java Sys-
tem RFID Software is mainly based on Java technologies. The RFID event man-
ager implements an EPC compliant ALE engine; the RFID information server the
business-level event (BLE) engine. The Sun Industry Solution Architectures aim
at the integration of third party modules. The system is used in a pilot at Narita
Airport, Japan, for baggage tracking including an online querying application of
the baggage state.
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WinRFID [Prab05] is a development by the University of California in Los Ange-
les (UCLA) . It is a general purpose RFID middleware system based on .NET and
structured in five layers: hardware, protocols, data processing and persistence,
web services including management and monitoring, and the applications. The

layers can be adapted to application needs by a rule engine.

RFIDStack [Floe05] is developed at the ETH Zurich. The messaging system is
exploited to implement a feedback mechanism for performing filtering directly on
the air interface and thus freeing up RW device bandwidth. A second feature is
the virtual transponder memory system (VTMS), which provides transponder

memory replication and consistency mechanisms.

Effectively, every big integrator offers RFID solutions. There are the explicitly
EPC-targeted systems, i.e. OAT foundation suite by OATSystems
(www.oatsystems.com), and RFTagAware by ConnecTerra
(www.connecterra.com) which are both involved in the EPC standardizing proc-
ess. More general solutions are IBM’s WebSphere RFID Device Infrastructure
(www.ibm.com), Oracle Sensor-Based Services (www.oracle.com), SAP’s Auto-
ID Infrastructure (www.sap.com), which is also used in Metro’s Future Store Ini-
tiative  (www.future-store.org), and systems by Franwell/Globeranger
(www.globeranger.com), and Manhattan Associates (www.manh.com). Smaller,
but complete systems are Tavis by RF Code (www.rfcode.com), and Savi’s
SmartChain (www.savi.com). The immense investments and process changes
involved with a full-featured RFID solution demand the ability of starting small

and expanding it to a big system in order to minimize initial costs.

RFID middleware systems offer the infrastructure on the top of which applica-
tions are built and the necessary facilities for gluing existing applications together.
Considering the blood supply chain, it can easily take advantage of the general
infrastructure features like management and monitoring, as well as conventional
tasks like warehousing, receiving and shipping operations. One problem is that the
big EPC-targeted RFID systems are not designed for information flow towards the

edge and manual handling with direct user interaction.
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5.3 Standards and Standardization

There are several attempts to standardize the entire RFID system stack: the trans-
ponder-RW device interface, the RW device-host interface, the data structures and
encoding and the RW device management. E.g. EPCglobal for tracking applica-
tions, which standardizes all from the air interfaces, over the EPC ID data struc-
tures, the RW devices, a high-level API, the network facilities, e.g. the ONS, to
the reader management (currently in work) [EPCO5]. This section surveys the

existing standards and assesses where standardization is reasonable and desirable.

5.3.1 Transponder - RW Device Interface

Depending on the RFID technology a variety of standards exists for the air inter-
faces. ISO 18000 [ISO04c] is the attempt to subsume specifications for all RFID

technologies in one standard for item management applications.

The transponder [KSWO06], which has been used for prototyping, employs custom
commands for the temperature measurement functions. Clearly, all types of opera-
tions can be mapped to standard read (send request, receive data) and write (send
data, receive acknowledgment) commands, but the internal implementation might
be different from “normal” custom memory, because memory containing configu-
rations, measurement state and data are also accessed by the logging logic. Stan-
dardization has to pay attention to an efficient transponder-internal implementa-
tion. However, the basic properties and functions as digital calibration, log con-
figuration and measurements are worth being standardized, both in data and
command structure. Such a standard need not be focused on temperature meas-
urement but can be generically applied to a variety of sensors following the same
logging scheme. Moreover e.g. access control features, should be concern of fur-

ther standardization activities.

5.3.2 RW Device - Host Interface

For the interface between the RW device and the host computer widely accepted
standards do not exist yet. There is no standard providing a generic abstraction of
RW device operations and data, although this would immensely improve interop-
erability.
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Aspects subject to standardization are: Protocol-independent transponder interac-
tion and data exchange, RW device configuration, health status and firmware up-
date management, and security features on both interfaces. The specifications

should be independent of the communication medium used.

An attempt made by the Internet Engineering Task Force (IETF) [Kris05] is the
smart lightweight RFID reader protocol (SLRRP) which provides a generic com-

mand set for RW device configuration and transponder interaction.

Other trends are intelligent RW devices [Hess06] which replace the edge host
computer by performing the data pre-processing and business logic itself, thus

providing high-level data at the network interface.

5.3.3 Data Representation

Data representation concerns the data encoding on the transponder as well as the
data exchange with the RW device respectively within the middleware system.
Such standards are currently in work [Walk0O4]; they are generally based on
ASN.1 (abstract syntax notation, ISO 8824, 8825, and 9834) for encoding trans-
ponder data and XML/XSD (XML schema definition, www.w3c.org) for RW

device data exchange.

The standards ISO 15961 and 15962 tackle these problems for item identification:
ISO 15961 [ISO04a] describes the application interface, i.e. the application-side
RW device interface, i.e. the RW device communication by high-level operations
performed on the transponder data and the data representation; ISO 15962
[ISO04b] deals with the transponder-side interface. ISO 24752 will define the RW
device management interface, ISO 24753 support for sensor functions; the latter
two standards are still in work [Walk04].

XML/XSD based data representation has evolved to a widely used for data inter-
change between distributed applications, because of its flexibility, automatic syn-
tax verification, tagged semantics and easy mapping to relational databases. XML
is only reasonable if the data has already been pre-processed; it does not make
sense transferring raw binary data over XML. Therefore it is perfectly suited for

data transfers above the edgeware layers.
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5.3.4 Blood Bag and Measurement Data

Traditionally, Codabar-based barcodes data structures, e.g. as defined by the ABC
(American Blood Center, www.americasblood.org), have been employed for
blood bag labels, but there have been and there are still proprietary systems in use
[Wagn06b]. The ISBT-128 standard [ICCB04] [Ashf02] should unify these sys-
tems. It is based on Code 128, which provides more characters and better integrity
checks. The ICCBBA administrates databases for looking up the codes’ meaning

and for registration of institutions.

In the long term, a unification of blood bag labels at least on a European level
should be achieved for breaking down the regional barriers for blood supply. In
any case a minimum common knowledge among the institutions is required for

interpreting the codes.
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Fig. 67: ISBT-128 barcode label
[Ashf02]

The problem with standardizing measurement data representation is the need to
store it as compact as possible and without performing much computation on the
transponder. Nevertheless an easily parameterized and standardized procedure for

decoding measurement data is desirable.



Discussion 98

Chapter 6

Discussion

In this chapter the properties of the solution options are presented, impacts of
RFID-based temperature monitoring on the blood supply processes as well as
economic aspects and remaining problems. are discussed Finally, a prospect on

system extensions and future developments is given.

6.1 Properties

A decentralized solution has been strived for, which minimizes communication,
infrastructure, common knowledge and process changes. The use of an RFID
transponder as a portable data store allows a maximal degree of decoupling the
involved members of the process chain, due to the fact that many operations can
be performed locally, even offline. However, an RFID-only approach has decisive
impacts on reliability: A defect transponder, i.e with a sensor defect, or which
refuses its measurements or data to be read, causes a disposal of the bag it is at-
tached to. This problem cannot be solved by the hybrid approach neither because
the most recent temperature history is lost, although previous measurement data is
still available in the transponder’s virtual counterpart. RFID technology is “perva-
sive”, i.e. it leaves many processes untouched at the surface but provides benefits

in the background.

The RFID temperature monitoring framework provides a reference implementa-
tion of general concepts related to sensor-enhanced RFID transponders. It is tar-

geted at reusability and deployment in pilot projects.
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6.2 Impacts on the Process

Computerized systems become indispensable for their users when they offer them
clear benefits. Usability plays a major role, but there is also the effect that — if not
exaggerated — the processes become more guided and channelled because a

stricter workflow is imposed, which can improve process quality on the whole.

RFID temperature monitoring does not provide a continuous warning capability,
i.e. problems are only recognized when it is already too late. The benefits come
from the feedback on the process by improving it steadily, the increase in the
quality of blood products, and traceability. Automatic identification reduces hu-
man-made faults and aims at less confusion of blood products. The time savings
due to this automation are also substantial, although there will be some loss in the
beginning until RFID interaction is mastered as routine. The closing of the blood
chain by the RFID recycling system increases transparency in blood supply and

haemovigilance monitoring.

6.3 Economic Aspects

Simple transponders are sold for 0.05€ or less; the price may be two orders of
magnitude higher for high-end transponders. The higher the value of the product
monitored by the transponder, the less significant becomes the transponder’s
price. Although blood is not a cheap resource, single use of transponders is not
encouraged. A closed-loop scheme with transponder recycling may reduce the
price to a bearable amount. As in any RFID project, one has to start small and
think big. Blood supply institutions usually belong to the public health care sys-

tem which currently suffers from financial problems.

The RFID temperature monitoring system comprises initial costs for the hard-
ware, RW devices, computers, handhelds, and the network infrastructure, for
software, the RFID middleware, the development of the applications, and the in-
tegration effort, for the process adaptions at the bag manufacturer, and for the
recycling centre. Furthermore the users have to be instructed and trained. The
running costs consist of transponders, maintenance, and the operation of the recy-

cling centre.



Discussion 100

The money and resource savings probably will not be recognizable at the begin-

ning, but after process improvements.

6.4 Open Problems and Prospect

Although the current technology is suitable for the intended tasks, further tests are
still required in order to improve the reliability of the transponder, the most criti-

cal part of the system.

For establishing nationally and internationally unified systems, it is strongly en-
couraged to define open standards as quickly as possible in order to channel the
system development of different competitors to interoperability. However, the
short durability of blood products restricts the geographical expansion of logistic
networks in blood supply. Nevertheless future benefits can arise from cooperation
efforts amongst regions in emergency situations. Reporting will become signifi-

cantly easier due to this technology.

Furthermore supply chain transparency allows a better coordination between
blood banks and blood depots, and thus tackling another problem, namely the

disposal due to expiry which amounts to almost 50% of discard [Parr03].
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Chapter 7

Further Applications

RFID-based temperature monitoring is also interesting in other application do-
mains. This chapter gives an overview of the specific problems and properties of

four selected fields: Wine, beer, drugs, and sensitive ancient documents.

7.1 Wine Trading

The degradation of the wine quality during storage and transport is directly imput-

able to temperature exposition.

7.1.1 Goals and Properties

The monitoring of wine bottles during transport, especially by ship from overseas,
can support the keeping of the contracted temperature conditions with the carrier

and thus improve the quality control of wines.

Wine is usually shipped in 0.75 litre bottles. Quality wines are traded for up to
50€ per bottle. The Austrian wine importer and trader Wein & Co [HammO6] sells
1.6 million bottles per year, the ratio red to white wine is about 40:60. Wine is
ideally stored at 12°C #4°C. Temperature conditions show direct effects on the
wine quality. The peak temperatures are critical: If wine freezes the bottle could
eventually get broken; continuous coldness leads to the precipitation of tartar,

especially for young wines in the first year. Above 30°C the cork may be driven
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out or the bottle gets broken; furthermore proteins start to excrete. White wines
and wines with natural cellar treatment are more susceptible. Moreover the pro-
tein stability is dependent on the year and grape. Red wines are less sensitive be-
cause of the higher alcohol and tannin content. Red wines are usually stored up to

25 years, white wines up to 10 years.

7.1.2 Scenario

Due to economic reasons monitoring on carton packaging level has to be consid-
ered first. Wines from overseas, e.g. Australia, are ordered directly after bottling,
i.e. one to three years after vintage. The producer transports the bottles in cartons
(six or 12 bottles) to the port where it is temporarily stored. They are shipped in
normal or thermo containers (12000 bottles), which takes about 3.5 weeks from
South Africa, and five weeks from Chile or Australia to Hamburg. Afterwards
they are transported by train to Vienna and by truck to the central warehouse and

to the shops.

temperature monitoring
A

order '
producer| - distributor | consumer

overseas
transportation

Fig. 68: Wine import from overseas

It is desirable to perform the monitoring on the carton level from the producer to
the shop. The warehouse management in the central depot as well as the payment
and inventory in the shops makes use of EAN-13 barcodes on cartons and bottles
which are either on the product label or sticked on in the central warehouse.
Handheld computers are used for performing the administrational tasks
[HammO6].
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7.1.3 Discussion

Quality problems provoke discontent of customers. There are no figures about
reclamations, but the wine has to be taken back because of economic competition
reasons, even if a customer’s fault can be proven. The replacement of carton bar-
codes by temperature monitoring RFID transponders is possible. A recycling sys-

tem can be established between producers and wholesalers [HammO06].

RFID temperature monitoring of wines is a promising application because of the

clear, well-examined effects of temperature exposition on the quality.

7.2 Beer Kegs

Beer for the gastronomy is shipped in kegs. Beer degrades in quality and loses its
flavour when exposed to heat or coldness. Tracking and monitoring beer kegs is a

classic closed-loop application because kegs are returnable and reusable.

7.2.1 Goals and Properties

RFID-based temperature monitoring is used to find out problems during transport
and to check the quality of returned products for reselling. Furthermore the track-

ing of the kegs allows for finding out more easily where kegs are lost in the cycle.

The Ottakringer brewery [Aroc06] uses 20, 30, and 50 litre stainless steel kegs
which are practically indestructible. The value of an empty keg amounts to
approx. 80€. Each keg is reused about four times per year employing a deposit
system; 80000 kegs circulate in total. Individual kegs are currently not tracked,
only pallets are labelled with barcodes for warehousing tasks. Beer should be
stored at a constant temperature between 6°C and 12°C for at most three to six
months depending on the brand. Quick temperature changes lead to quality degra-
dation by clouding. The kegs are transported without temperature monitoring; the
only guidelines are to deliver as quickly as possible in winter below -3°C and not
to expose them to direct sun in the summer. There is no information about cus-
tomer reclamations, but inappropriate storage by the customer is considered to be

a problem.
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7.2.2 Scenario

Each new keg is equipped with transponder in the brewery. The monitoring is
started after filling and stopped on take back. The process chain proceeds as fol-
lows: Empty kegs are filled and stored up to 15 days in the brewery. The transport
to the customer, mostly gastronomy, is performed by trucks owned by the brew-

ery. The kegs are picked up at the customer and cleaned.

brewery

cleaning returning
empty kegs / \

customer

Y

filling > full kegs > shipping =

Fig. 69: Keg circulation

Temperature monitoring is performed along the bold arrows.

The following data is stored on the transponder: A circulation counter, the article

number, the lot number, the expiry date, and the identification of the customer.

7.2.3 Discussion

Tagging kegs with RFID transponders for identification purposes is already im-
plemented by e.g. Scottish & Newcastle [Pfla02]. Ottakringer also plans to equip
all kegs with transponders [Aroc06]. The main problem in this application is that
the transponder cannot be read when directly attached to a metal surface; for
13.56MHz technology the distance has to be at least Smm. Nevertheless the tem-
perature measurement has to be authentic. Moreover, manipulations have to be
prohibited and the transponder has to be protected from mechanic stress. Due to

the value of a keg, defect transponders have to be replaced.
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7.3 Pharmaceuticals

Pharmaceutical products are subject to temperature monitoring by law
[AMBOO04]; but drug safety does not only involve storage conditions but also pro-
tection against counterfeiting which could be tackled by RFID technology.

7.3.1 Goals and Properties

RFID temperature monitoring could enable effective control of carriers and dis-

tributors, especially with respect to accepting returned goods.

Generally [AMBOO04], all drugs must not be stored outside the range from 2°C to
25°C; some medicaments as vaccines require cooling between 2°C to 8°C. Cur-
rently, the cold storage is monitored and single-use loggers are employed during
transport for valuable products; but there is no control, guarantee or documenta-
tion during storage and transport enforced by law. Usually, the temperature integ-

rity is not even checked by the customers [D61106].

Drug counterfeiting is an international problem [Flei05], i.e. medicaments with
no, weak or even detrimental effects are traded under the brand of well-known
pharmaceutical companies. There are lots of methods thwarting counterfeiting
which are more or less effective. An RFID-based approach means equipping drug
packages with transponders and registering them in a database which enables cus-

tomers to check the authenticity of the obtained product.

7.3.2 Supply Chain

After production and packaging the drugs are transported to a central warehouse
where they are stored up to four month on average. On order by a wholesaler the
shipment is commissioned and accompanied by transport documents. Sensitive
drugs are carried in a cooling box for short distances and in a cold-storage carrier
for long distances. The distributor buffers the products up to one month before
they are forwarded to pharmacies and hospitals. Medicaments usually expire after
three to five years [Do1106].
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7.3.3 Discussion

The effects of temperature affected drugs are not that clear, considering that they
are not determinable directly at the product without laboratory analysis. Therefore
there does not exist any data on reclamations [D61106]. The majority of products
has to be stored between 8°C and 25°C and are therefore regarded as robust and

not sensitive. In these cases the benefits of monitoring are not obvious.

A problem of introducing such a system emerges from the competitive situation.
The supplier cannot exert control on its customer because it will change the sup-
plier when, e.g. with respect to returned goods, it is told that it has not kept the
contract concerning storage conditions. It is necessary that the responsibility for
drug safety is moved towards the customer. A transponder recycling system over
the pharmacies would be possible. The customer has to be made aware of drug
safety and thus the last control of the temperature has to be performed by him/her
when buying a sensitive medicament. Anyway, RFID-based temperature monitor-

ing is a good instrument for the quality control of carriers [D61106].

A problem within the supply chain is the immense ramification from big ship-
ments to a single product at the customer [Dol106]. Solutions are cheaper trans-
ponders for item tagging or stepwise monitoring with copying and forwarding the

data where the shipments are split up.

The introduction of continuous temperature monitoring of drugs would be easier

and become necessary if enforced by laws.

7.4 Sensitive Documents

Ancient documents, e.g. parchments, require controlled storage and transport with
monitoring of temperature and humidity. This is especially important when they
are loaned for an exhibition. A transponder supporting the measurement of both,

temperature and humidity, has to be employed.

7.4.1 Goals and Properties

RFID-based temperature and humidity monitoring concerning old documents has

the following aims and advantages [Hofm06]:
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e The climatic monitoring can be performed directly in the object, e.g. be-
tween the pages of a book.

e Objects can be permanently monitored while they are transported and on

loan.

e It is of good use to check the keeping of the loan contract and to attribute

responsibility in case of assurance issues.
e Objects can be prevented from damage and reduction in value.

For example, parchments have to be stored at a temperature between 18°C and
20°C and a relative humidity of 40% to 50%. The conditions should be constant
without oscillations. Parchments are destroyed e.g. by embrittlement at low hu-
midity and by microorganisms at high temperatures and high humidity. Tempera-
tures below 16°C and over 22°C, and humidities below 30% and above 60% are
considered as critical. Light irradiation poses a problem too. The degradation pro-
ceeds gradually and results in a reduction in value which cannot be improved by
restauration. The value of parchments ranges from approx. 10000€ up to
1000000€; the Osterreichische Nationalbibliothek (Austrian National Library)
gives between 10 and 20 loans per year [Hofm06].

7.4.2 Humidity Sensing

Humidity means the amount of water vapour in gases [Frad04]. The relative hu-

midity at ambient temperature 7 is defined as follows:

vapour pressure of the air P,,, maximum vapour pressure P,

_A.{)

Y

(11)
Because of the dependency on the temperature, hygrometric sensors are only rea-

sonable in combination with temperature sensor.

Sensor principles are based on the direct proportional change of the dielectric
constant of an material to its moisture [Frad04]. Capacitive humidity sensors can
be manufactured in thin-film technology, i.e. on chips, and consist of interdigi-
tized electrodes coated with a dielectric layer. Their accuracy is typically +2% in a
range of 5% to 90% relative humidity. Another method is a hygristor, i.e. a hu-
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midity dependent resistor of nonmetal conductors, which can also be integrated
using thin-film technology. The capacitor resp. resistor is included in a oscillation
circuit and its change of capacitance and/or resistance which results in a frequency

change is registered with the help of a counter.

7.4.3 Scenario

An application scenario is monitoring parchments on loan. When e.g. a museum
requests an exhibit for its expositions, a loan contract is agreed on, where the cli-
matic conditions for transport and the exhibition area are fixed. The loanibility of
the object is checked and, if necessary and possible, measures are taken to estab-
lish it. The parchment is put into a passe-partout and a frame and is wrapped. The
transponder can be put into the passe-partout or the frame. An art shipping agency
is charged with the transport. At the exhibitor it is unwrapped and positioned in
the exposition area. In case of valuable objects the conditions are controlled on
the spot by the ONB. After the exhibition which normally lasts about three
months the object is returned and a condition report is worked out in order to

check whether the contract has been kept.

request

contract

check
loanability

give loan
= exhibitor

check
adherence to contract

return loan

Fig. 70: Loaning procedure by the Osterreichische Nationalbibliothek

7.4.4 Discussion

The monitoring of the transport conditions is especially important when the object
is shipped per plane. At the moment there exists an object catalogue, but there are
no computerized systems yet for the administration of the stock and the loans. An
interesting application is storing a loan temperature and humidity history of an
object, including where, when, the shipping company, etc. This would support
fixing the duration the object is banned after an exposition and possibly defining

extra-conditions if there has been a problem with an exhibitor in the past.



Further Applications 109

Barcodes are already in use for some object types, but they will eventually be in-
troduced for all, although there are problems with the attachment, i.e. glues. This
would be the same with transponders which must not contain substances which

cause chemical reactions with the object.

The storage rooms are under climatic control, but however, monitoring directly on
or in the object in storage rooms would have significant advantages because the
conditions are often different in shelves, especially with respect to humidity. Bat-
tery lifetime might pose a problem because there is currently no annual inventory
or control of the object conditions. Active transponders will have to be used be-
cause permanent storage condition monitoring aims rather at automatic alerting

than tracing back problems.

Monitoring of sensitive documents does not exhibit direct economic benefits be-
cause the costs for restauration are negligible; the aim is rather preserving the

value of the stock and ancient artworks.
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Chapter 8

Conclusion

The feasibility of a system for RFID-based temperature monitoring of blood bags
has been discussed. The supply chain has been analyzed and the technical and
functional requirements on the transponder have been defined. There are still
partly open issues concerning the physical reliability of the transponder as a whole
which will have to be evaluated. A solution for integrating the transponder into
the bag system which enables authentic measurement and transponder reuse at the

same time has to be chosen in practice.

RFID-based temperature monitoring has many advantages as acquiring a continu-
ous temperature history of each blood bag separately and closing the supply chain,
thus enabling efficient reporting and tracing. Different approaches to RFID system
architectures have been discussed, especially those which exploit the full func-
tional range of RFID technology.

RFID-based temperature monitoring of blood bags is feasible from the technical
perspective as soon as reliability problems of the transponders have been solved.
The introduction of the system is a long-term process which is accelerated by le-

gal pressure concerning traceability and quality.

RFID-based temperature monitoring of blood bags is a high-end application
which boosts an innovative technology. By setting a proof-of-concept, it could

path way for other sensor-related applications in ubiquitous computing.
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