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Zusammenfassung

Das Web ist zu einem unerlässlichen Teil unseres Lebens geworden. Web-
applikationen sind unzweifelhaft die vorherrschende Methode um Onlinedi-
enste zu nutzen. Jeden Tag verwenden Millionen Benutzer das Web um
einzukaufen, Bankgeschäfte abzuwickeln, Informationen zu suchen und zu
kommunizieren. Obwohl das Web für die Benutzer den Komfort bietet, jed-
erzeit und überall an Informationen zu kommen und Dienste zu nutzen, ist
es gleichzeitig das Ziel vieler böswilliger Menschen, die sich leichten Profit
von Angriffen auf ahnungslose Benutzer erwarten. In den letzten Jahren hat
die Anzahl webbasierter Angriffe stark zugenommen, was die Wichtigkeit
von Techniken und Werkzeugen zur Erhöhung der Sicherheit im Web unter-
streicht. Zum Beispiel sind Banken, die ihre Dienste im Web anbieten, ein
primäres Ziel von Phishingattacken. Weiters gab es viele Pressemeldungen
über den Diebstahl von Kreditkartendaten von Millionen von Benutzern.
Ein wichtiges Forschungsproblem im Bereich der Websichertheit ist, wie man
einem Benutzer auf einer unsicheren Platform (also einem Computer, der mit
bösartigen Programmen infiziert ist) die sichere Übermittlung von Daten
an eine Webapplikation gewährleistet. Die bisher vorgeschlagenen Lösun-
gen benötigen in den meisten Fällen zusätzliche (und oft teure) Hardware,
zum Beispiel eine Chipkarte und ein entsprechendes Lesegerät. In dieser
Diplomarbeit besprechen wir Angriffe auf Webapplikationen, die über den
Computer eines Benutzers ausgeführt werden können, zum Beispiel mit-
tels eines Trojanischen Pferdes. Wir haben aktuelle Sicherheitslösungen
auf Webseiten von verschiedenen Banken untersucht und präsentieren die
Schwächen dieser Lösungen. Weiters stellen wir zwei neue Möglichkeiten vor,
wie sichere Eingabe in Webapplikationen realisiert werden kann. Wir haben
in kleinem Umfang eine Benutzerstudie durchgeführt, um zu überprüfen ob
unsere vorgeschlagenen Lösungen praktikabel sind.
Da unsere Abhängigkeit vom World Wide Web weiterhin steigt, erwarten wir,
dass Angriffe auf Webapplikationen seitens des Clients weiterhin zunehmen.
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Abstract

The web is an indispensable part of our lives. Undoubtedly, web applications
have become the most dominant way to provide access to online services. Ev-
ery day, millions of users purchase items, transfer money, retrieve information
and communicate over the web. Although the web is convenient for many
users because it provides anytime, anywhere access to information and ser-
vices, at the same time, it has also become a prime target for miscreants who
attack unsuspecting web users with the aim of making an easy profit. The
last years have shown a significant increase in the number of web-based at-
tacks, highlighting the importance of techniques and tools for increasing the
security of the web. For example, online banking web sites all over the world
are frequent targets of phishing attempts and there has also been extensive
press coverage of recent security incidences involving the loss of sensitive
credit card information belonging to millions of customers.
An important web security research problem is how to enable a user on an
untrusted platform (e.g., a computer that has been compromised by mal-
ware) to securely transmit information to a web application. Solutions that
have been proposed to date are mostly hardware-based and require (often
expensive) peripheral devices such as smart card readers and chip cards. In
this thesis, we discuss some common aspects of client-side attacks (e.g., Tro-
jan horses) against web applications. We review current protections schemes
deployed on online banking sites and discover their shortcomings. Further,
we present two simple techniques that can be used by web applications to
enable secure user input. We also conducted a small-scale usability study to
examine whether the techniques that we propose are feasible.
As our dependency on the web increases, we expect that client-side attacks
against web applications will be continuing problems in the future.
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Chapter 1

Introduction

1.1 Motivation

Since the advent of the web, our lives have changed irreversibly. Web ap-
plications have quickly become the most dominant way to provide access
to online services. For many users, the web is easy to use and convenient
because it provides anytime, anywhere access to information and services.
Initially, web sites were mainly used for providing information to visitors,
but today, a significant amount of business is conducted over the web, and
millions of web users purchase items, transfer money, retrieve information
and communicate via web applications.
Unfortunately, the success of the web and the lack of technical sophistication
and understanding of many web users has also attracted miscreants who
aim to make easy financial profits. The attacks these people have been
been launching range from simple social engineering attempts (e.g., using
phishing sites) to more sophisticated attacks that involve the installation
of Trojan horses on client machines (e.g., such malicious software may be
automatically installed by exploiting vulnerabilities in browsers in so-called
drive-by attacks [35]). The strong increase in the numbers of such attacks
that target web applications have highlighted the need for techniques and
tools to increase the security of the web.
An important web security research problem is how to effectively enable
a user using a client on an untrusted platform (i.e., a platform that may
be under the control of an attacker) to securely communicate with a web
application. More precisely, can we ensure the confidentiality and integrity
of sensitive data that the user sends to the web application even if the user’s
platform is compromised by an attacker? Clearly, this is an important, but
difficult problem.
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Ensuring secure input for web applications is especially relevant for online
services such as banking applications where users perform money transfers
and access sensitive information such as credit card and account numbers.
Although the communication between the web client (e.g., the browser) and
the web application is typically encrypted using technologies such as Trans-
port Layer Security [24] (TLS) to thwart man-in-the-middle attacks, the web
client is the weakest point in the chain of communication. This is because
it runs on an untrusted platform, thus, it is vulnerable to client-side attacks
that are launched locally on the user’s machine. For example, a Trojan horse
can install itself as a browser-plugin and can then easily access, control and
manipulate all sensitive information that flows through the browser. In this
case, using an encryption technology such as TLS does not solve the problem.
Malware that manipulates bank transactions already appears in the wild.
Last year, for example, several Austrian banks were explicitly targeted by
Trojan horses that were used by the miscreants to perform illegal money
transactions. In most cases, the victims did not suspect anything, and the
resulting financial losses were significant and alarming. Note that even if
the costs of such an attack are covered by insurance companies, it can still
easily harm the public image of the targeted organization and may cause
immeasurable damage such as the loss of customers (who may lose confidence
in the organization).
A number of solutions have been proposed to date to enable secure input
on untrusted platforms for web-based applications. The majority of these
solutions are hardware-based and require integrated or external peripheral
devices such as smart card readers [25, 42] or mobile phones [29]. One disad-
vantage of such hardware-based solutions is that they impose a financial and
organizational burden on users as well as service providers. First, users typ-
ically need to buy and install the necessary hardware and service providers
need to install, adapt, extend and configure their services accordingly. Sec-
ond, such solutions may also involve higher maintenance costs and a part
of this cost typically reflects back to the users in that they are required to
pay more for the services. Third, a key disadvantage of device-based solu-
tions is that they eliminate the anytime, anywhere advantage of the web by
tying users to specific computers where the devices are available and pre-
configured. Also, note that the fact that a hardware device is used to enable
secure input between the web client and the web application does not neces-
sarily guarantee that the communication channel is indeed secure. These de-
vices often require and depend on device drivers that are installed and config-
ured on the untrusted platform. Hence, it might be possible for the attacker
to modify or replace these components with tampered versions [27, 47, 48].
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1.2 Contributions

In this thesis, we discuss some common aspects of client-side attacks against
web applications and present two simple techniques that can be used by web
applications to enable secure input, at least for a limited quantity of sen-
sitive information (such as bank account numbers). The main advantage
of our solutions is that they do not require any installation or configura-
tion on the user’s machine. Furthermore, as our prototype implementations
demonstrate, our techniques are easy to implement and integrate with exist-
ing applications. Finally, in order to evaluate the feasibility of our techniques
for mainstream deployment, we conducted a usability study.
The main contributions of this thesis are as follows:

• We present a technique that extends graphical input (on-screen key-
boards) with captchas [8] to protect the integrity of the user input
even if the user platform is under the control of an automated attack
program (such as a Trojan horse).

• We present a technique that makes use of confirmation tokens that are
bound to the sensitive information that the user wants to transmit.
This technique helps to protect the integrity of the user input even if
the user platform is under the control of the attacker.

• We present a usability study that demonstrates that the two techniques
we propose in this thesis are feasible in practice.

• We present details on the prototype implementations of our techniques
and describe how existing web applications can integrate them.

1.3 Organization of this thesis

Chapter 2 explains the threats against web applications and outlines the
type of applications most likely to be targeted. It describes the possible
attacks and gives an example of a typical client-side attack. Chapter 3 is
an overview of related work concerning secure input. Additionally, currently
deployed solutions for protecting user input are reviewed and their shortcom-
ings are discussed. Chapter 4 outlines the idea behind a captcha and it’s
current uses. Chapter 5 presents techniques developed in the course of this
thesis to enable secure input for web applications. Chapter 6 discusses their
implementation. Chapter 7 presents the results of the user study and and
discusses limitations of this approach. Finally, Chapter 8 summarizes and
concludes this thesis.



Chapter 2

Problem Definition

Web-based services cover a wide range of applications, with different levels
of criticality. Non-critical applications generally do not cause damage to the
user when abused by a malicious third party. Critical applications can cause
substantial personal (i.e., causing a severe breach of privacy) or financial
damage to the user when compromised. However, neither of these applica-
tions is likely to be targeted by an attacker for the sole purpose of damaging
another person. The main incentive of the cyber-criminal is financial gain, as
it is with any real-life criminal. Therefore, the web applications most likely
to be targeted are online-banking services, preferably from banks with a large
customer base, online payment services such as PayPal or e-commerce sites
such as eBay (for some examples, see [18, 36, 45]). In short, attacks on web
applications occur most often wherever the virtual equivalent of real money
can be moved.
An attacker targeting a web applications has three possible avenues of attack.

1. Compromise the server

2. Compromise the communication channel (man-in-the-middle)

3. Compromise the client

Large corporations providing web services are well aware of the risks involved
and have the funds and the staff to secure their web servers adequately. There
have been (successful) attacks on Bank servers in the past, but these have
become less common and less successful in recent times due to the heightened
awareness of the service providers.
When using state-of-the-art encryption, the communication channel can be
considered secure. TLS/SSL [24] encrypts data between the application layer
and the transport layer. Therefore, unencrypted data exists only on the client
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computer and on the application server. The data stream between client and
server cannot be read or tampered with.
On the other hand, the people using a web service are, in general, no IT
professionals or computer security experts. Although, in recent times, the
media tried to raise the general awareness concerning security risks in the
World Wide Web, people are still widely unaware or misinformed on how
these risks can affect them. Many only “use” their computers and require
assistance when it comes to maintenance tasks like installing/updating appli-
cations, drivers or the operating system. Therefore, many users could have
difficulties detecting malicious software installed on their computers. Consid-
ering the growing sophistication of malware writes and their attack methods,
even experienced users sometimes cannot prevent a malware infection.
Additionally, and considering the anytime, anywhere nature of the web peo-
ple have grown accustomed to, it is likely that they will access (possibly
critical) web services from computers other than their private desktop PC.
It could as well be the workstation in the office or a terminal in an Inter-
net café in the favorite vacation spot or even a friend’s PDA using wireless
LAN in an airport terminal. There is often no way of knowing what software
might be installed on them, but, in general, people are trusting and do not
assume malicious intentions unless convinced otherwise. People will often
use “foreign” computers without prejudice.
Hence, the weakest link of the web application is the client, that is, the
computer a person uses to access a web service and the software running on
it.

2.1 Client-Side Attacks

To successfully compromise a client computer, the attackers have to install a
malicious software on it. That will give them (at least partial) control of the
computers actions. In order to achieve this objective, the attackers either
have to trick the user into installing the software on their behalf or exploit
(use a vulnerability in a program to inject and execute foreign machine code
in the program’s context) a service or application on the user’s computer. A
combination of these two methods is also possible: The user is tricked into
performing an action (e.g., click on a link) that in turn triggers an exploit.
A malicious program that tricks the user by pretending to be harmless is
called “Trojan horse1” or simply “Trojan,” in reference to the ancient Greek
legend. Trojan horses do not attempt to spread further. Their only goal is
to stealthily install their payload on the victim’s computer. A program that
spreads autonomously over the network using application vulnerabilities is
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referred to as “worm”. [44] The first (unintentionally malicious) worm (Mor-
ris Worm [46]) appeared in 1988 and affected the then prevalent DEC VAX
and Sun systems running BSD 4, a flavor of UNIX. Recent examples of mas-
sively popular worms include W32.Blaster, W32.Sasser and W32.CodeRed
which attacked Microsoft Windows machines. A sub-family of worms com-
bines characteristics from both Trojans and classical worms. These “mass-
mailing” worms propagate via e-mail, with the worm code as attachment, dis-
guised as image, document or archive (Examples: Melissa, Anna Kournikova,
ILoveYou, MyDoom). Mass-mailing worms rely on the user to open the at-
tachment and hence continue the spreading cycle. Nimda [9], a successful
worm from 2001, used multiple attack vectors (e-mail, exploits, drive-by,
open network shares and backdoors from other worms) to propagate.
To be of any use to the attackers, the malware, regardless of the propagation
method, has to include some kind of payload besides the spreading routines.
This payload can be the application the attackers wish to install, or a small
bootstrap program that, when activated, will attempt to download the main
application from the network. The latter method is used where payload size
is limited, for example, in worms that exploit buffer overflows. In general,
the attackers will attempt to install a backdoor that gives them control over
the computer and a rootkit that attempts to conceal their actions by hiding
files and processes from the user’s view.
The best-known backdoor programs for the Microsoft Windows OS are Back-
Orifice, Netbus and SubSeven, and their authors refer to them, quite accu-
rately, as “remote administration tools.” Backdoor program “features” in-
clude keystroke logging, screenshot grabbing, modification of files and system
settings and installation of additional software. Traditional rootkits modify
the behavior of standard system tools, like the ls and ps commands in Unix
or the Explorer and Task Manager in Windows. Alternatively, rootkits
change the underlying functionality in the system kernel. Examples of such
rootkits include Hacker Defender, FU and NT Rootkit [23]. In recent years,
after the introduction of hardware-assisted virtualization techniques2, a new
generation of rootkits has emerged, with Blue Pill [41] being the prime exam-
ple. These rootkits move the entire OS inside a virtual machine while acting
as hypervisor, which makes them hard to detect.
Besides these powerful tools, the attackers might use something more subtle
and specialized. To attack a web application, only the web browser needs to
be compromised. Since modern browsers are extensible in design, this task is

1The term “Trojan horse” was coined by “MIT-hacker-turned-NSA-spook” Dan Ed-
wards in the early 1970ies.

2VT a.k.a. Vanderpool by Intel and SVM a.k.a. Pacifica by AMD
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not difficult. The Microsoft Internet Explorer supports Browser Helper Ob-
jects (BHOs), dynamically linked libraries (DLLs) that are loaded with the
main application. The idea behind BHOs is to provide added functionality
beyond what the browser is able to do. For instance, a BHO from Adobe
Systems facilitates the display of PDF3 files, often encountered on the web,
directly inside the browser window. Unfortunately, the BHO functionality
can be abused for malicious purposes. BHOs can, for example, extract and
modify the content from web pages the user is viewing, or intercept and
change the HTTP requests the user submits. Therefore, BHOs are the ideal
means to attack web applications from the client side. Other browsers have
comparable extension mechanisms. For instance, the Mozilla Firefox sup-
ports Extensions and Plug-ins that can modify it’s appearance and behavior
in similar fashion to BHOs. For the sake of simplicity, we will refer to all
browser extensions with comparable functionality as BHOs. The following
section will illustrate, with an example, the entire chain of events that con-
stitutes a successful attack.

2.2 Trojan-Based Attack: An Example

In a typical client-side web attack, the aim of the attacker is to take over
control of the user’s web client in order to manipulate the client’s interaction
with the web application. Such an attack typically consists of three phases.
In the first phase, the attacker’s objective is to install malware (i.e., malicious
software) on the user’s computer. Once this has been successfully achieved,
in the second phase, the installed malware monitors the user’s interaction
with the web application and waits for the user to perform a security-critical
operation. The third phase starts once the malware detects that a security-
critical operation is taking place and attempts to manipulate the flow of
sensitive information to the web application to fulfill the attacker’s objectives.
A possible way for an attacker to complete phase one would be to set up
a website containing an exploit for a recently discovered vulnerability in a
popular browser (e.g., the Internet Explorer). For example, it could be a se-
rious parsing-related vulnerability that allows malicious code to be injected
and executed on the victim’s system just by visiting the aforementioned web
site. Then the attacker sends thousands of e-mails (possibly looking like
Figure 2.1) containing a link to his website, and encouraging users to click
on that link by offering something that might interest most of them. This
technique is often used by “spammers” (people who send unsolicited e-mail

3Portable Document Format, an open file format for device-independent and resolution-
independent 2D documents.
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Figure 2.1: A typical SPAM e-mail. Note that the image is a hyperlink, and
while the advertised URL (in the image) is http://www.viagonline.com/,
it is actually pointing to a different URL, http://tuzkbwtardzz.com/. This
is a common feature of malicious e-mails.

containing advertisements) who, as such, have no malicious intent, but wish
to sell (mostly) legitimate goods. Since people indeed respond to spam (oth-
erwise spamming would be unprofitable and cease to exist), we can assume
that the attacker’s website will be visited by some unsuspecting victims.
Further, we can assume that not all users have their browser patched, even
when the browser manufacturer has released a fix for the aforementioned
vulnerability. As a result, a Trojan horse is automatically installed on their
computers when the browser parses the contents of the web page — they
have become victims of a drive-by attack.
The Trojan horse that the attacker has prepared is a Browser Helper Object
(BHO) for the Internet Explorer (IE). This BHO is automatically loaded
every time IE is started. With the BHO, the attacker has access to all events
(i.e., interactions) and HTML components (i.e., DOM objects) within the
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browser. Hence, he can easily check which web sites the user is surfing, and
he can also modify the contents of web pages. In this example, the attacker
is interested in web sessions with a particular bank (the Bank Austria).
Whenever an affected user is online and starts using the Bank Austria online
banking web application, the Trojan browser-plugin is triggered. It then
starts analyzing the contents of the bank web pages. When it detects that
he is about to transfer money to another account, it silently modifies the
target account number.

Figure 2.2: A BHO Trojan horse targeting the real-life online banking web
application of the Austrian BA-CA bank. In this proof-of-concept attack,
the user is informed of the attack with a message dialog.

Figure 2.2 depicts a screenshot of the message dialog that is displayed to a
victim in a proof-of-concept implementation of a BHO-based Trojan horse
that targets the real-life Bank Austria online banking web application. Obvi-
ously, in a real attack, a message dialog would not be displayed to the victim,
who would not notice any suspicious behavior.
Note that the imaginary attack described here is actually very similar to
the attacks that have been recently targeting Austrian banks. Clearly, there
can be many technical variations of such an attack, and the possibilities of
the attackers are only limited by their imagination. For example, instead of
using a BHO, the attackers could also inject Dynamic Link Libraries (DLLs)
into running applications or choose to intercept and manipulate Operating
System (OS) calls.
The key observation here is that the online banking web application has
no way to determine if the client it is interacting with has been compro-
mised. Furthermore, if the client has indeed been compromised, all security
precautions the web application can take to create a secure communication
channel to the client fail. For example, the fact that an TLS web connection
(i.e., an encrypted channel) is established with the client will not prevent a
man-in-the-middle attack within the browser. That is, the web application
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cannot determine if it is directly interacting with a user, or with a malicious
application that performs illegitimate actions on behalf of a user.

2.3 Mitigating Trojan-Based Attacks

There are many points in time, where the client from the example in the
previous section could have been protected from harm. First, a well-trained
spam filter on the users e-mail server could have detected and dropped the
attackers e-mail. Second, the e-mail application on the client computer could
have built-in spam and scam protection (or use third party software for that
purpose) and could warn the user of the malicious content of the e-mail.
However, such software works with statistical and probabilistic methods and
is not 100% reliable (e.g., see [21]).
The next points lie in the responsibility of the user. He could decide not
to click on the link in the e-mail because he is aware of the dangers this
might produce. Also he could be aware that in order to keep his system
safe, he needs to keep his applications up to date by installing all available
patches and service packs. Unfortunately, we cannot expect people to behave
in a safe manner, rather we must assume that the majority will not concern
themselves with such practices.
Finally, a virus scanner on the user’s computer might detect the malicious
software in memory or on the hard drive and remove or quarantine it. How-
ever, current anti-virus (AV) software relies on signatures4 to positively iden-
tify malicious binaries. Virus signatures are created by AV manufacturers
when a new malware is discovered and AV scanners need to update their
signature database regularly to offer protection against current threats.
The conclusion is that, although there are many possibilities to protect clients
from infection with malicious programs, on current platforms there is no
reliable way to prevent it with absolute certainty. Combined with the fact
that such and similar attacks as mentioned in 2.1 occur in great number,
this implicates a high probability that some of the vulnerable clients are
indeed infected. Current statistics prove this hypothesis (e.g., reports from
the Windows Malicious Software Removal Tool [31]).

4Signature: An immutable bit pattern inside a binary which can be used to fingerprint
it
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2.4 Realizing Secure Input on Insecure Plat-

forms

Following the argument from Section 2.3, a web service provider must as-
sume that some of the clients accessing it’s services are compromised. As
mentioned in Section 2.1, the web server has no way to distinguish safe from
unsafe clients, since the only information a server has about the client is
that which the client chooses to disclose. Therefore, the server cannot single
out the compromised clients and ban them from accessing it’s services. This
leaves the service provider with the choice of either offering a service to ev-
eryone, with the risks imposed by insecure clients, or offering no service at
all. Clearly, providing no service is not an option.
When designing a secure web application, three goals have to be met. First,
the application should protect the confidentiality of sensitive data, such as
passwords, account or credit card numbers, medical records, etc. Second, it
should protect the integrity of the data, that is, prevent unauthorized modifi-
cation of the data by third parties. Finally, the application must maintain it’s
usability to remain popular. The next chapter reviews how well these goals
have been met in existing applications, focusing on online-banking sites.



Chapter 3

Related Work

Client-side sensitive information theft (e.g., spyware, keyloggers, Trojan hor-
ses, etc.) is a growing problem. In fact, the Anti-Phishing Working Group
has reported over 170 different types of keyloggers distributed on thousands
of web sites [1]. Hence, the problem has been increasingly gaining atten-
tion among security researchers and a number of mitigation ideas have been
presented to date.
Several client-side solutions have been proposed that aim to mitigate spoofed
web-site-based phishing attacks. PwdHash [39] is an Internet Explorer plug-
in that transparently converts a user’s password into a domain-specific pass-
word so that the user can safely use the same password on multiple web sites.
A side-effect of the tool is some protection from phishing attacks. Because
the generated password is domain-specific, the password that is phished is
not useful. SpoofGuard [16] is a plug-in solution specifically developed to
mitigate phishing attacks. The plug-in looks for “phishing symptoms” such
as similar sounding domain names and masked links in the web sites that
are visited. Alerts are generated based on the number of symptoms that are
detected. Note that both PwdHash and SpoofGuard focus on the mitiga-
tion of spoofed web-site-based phishing attacks. That is, they are vulnerable
against client-side attacks as they rely on the integrity of the environment
they are running in. Similarly, solutions such as the recently introduced In-
ternet Explorer anti-phishing features [32] are ineffective when an attacker
has control over the user’s environment.
Spyblock [26] aims to protect user passwords against network sniffing and
dictionary attacks. It proposes to use a combination of password-authen-
ticated key exchange and SSL. Furthermore, as additional defense against
pharming, cookie sniffing, and session hijacking, it proposes a form of trans-
action confirmation over an authenticated channel. The tool is distributed
as a client-side system that consists of a browser extension that runs in an
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untrusted environment and an authentication agent that runs in a virtual
machine environment that is “protected” from spyware. A disadvantage of
Spyblock is that the user needs to install and configure it. The solutions we
propose, in contrast, are server-side and require no installation or configura-
tion by the user.
A number of hardware-based solutions have been proposed to enable secure
input on untrusted platforms. Chip cards and smart card readers [25, 42], for
example, are popular choices. Unfortunately, it might be possible for the at-
tacker to circumvent such solutions if the implementations rely on untrusted
components such as drivers and operating system calls (e.g., see [27, 47, 48]).
As an alternative to smart-card-based solutions, several researchers have pro-
posed using handhelds as a secure input medium [5, 29]. Note that although
hardware-based solutions are useful, unfortunately, they are often expensive
and have the disadvantage that they have to be installed, configured and
available to users.
A popular anti-keylogger technique that is already being deployed by certain
security-aware organizations are graphical keyboards. Similar to our graph-
ical input technique, the idea is that the user types in sensitive data using a
graphical keyboard. As a result, she is safe from keyloggers that record the
keys that are pressed. However, there has been increasing reports of so-called
“screenscrapers” that capture the user’s screen and send the screenshot to a
remote phishing server for later analysis [20, 43]. Also, with many graphical
keyboard solutions, sensitive information can be extracted from user elements
that show the entered data to provide feedback for the user. Finally, to the
best of our knowledge, no graphical keyboard solution uses captchas. Thus,
the entered information can be determined in a straightforward fashion using
simple OCR schemes.
Finally, client-side attacks could be mitigated if the user could easily verify
the integrity of the software running on her platform. Trusted Computing
(TC) [38] initiatives aim to achieve this objective by means of software and
hardware. At this time, however, TC solutions largely remain prototypes
that are not widely deployed in practice.
The following sections review security solutions deployed in real-life online
baking applications and investigate how well these solutions protect users
against client-side attacks.
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3.1 Online Banking - A Security-critical

Web Application

Most banks offer the following services online to their customers.

• Viewing of bank statements for all accounts and credit cards

• Payment of bills

• Transfer of funds to own or foreign accounts

• Management of investments (stocks, bonds, etc.)

• Loan application and repayment

All of the above transactions must be considered security-critical, since they
operate on private and sensitive data of the customer. Most banks employ
a two-tiered approach (on the client side) to protect the confidentiality and
integrity of this data. The first level of protection, which aims at ensuring the
confidentiality, is a login challenge. The customer has to provide a user ID
and a password or PIN1 to view the protected data (a method common on e-
commerce sites). The credentials are passed to the customer either personally
or via mail, but never in electronic form. It has been a long-standing practice
for banks to distribute similarly sensitive data in such form (e.g., the PIN
for a debit card), for practical and legal reasons. For an attacker, this limits
the window of opportunity for stealing these credentials to the time when
the customer needs to input them in order to access the bank’s web services.
Current methods to secure the input of confidential data are outlined in
Section 3.2.
A second level of protection is implemented where the sensitive data can be
modified (protect the integrity). When, for example, issuing a funds transfer,
the user inputs all relevant data (target account, routing number, amount,
etc.) in a web form and submits this data together with a security token.
This token serves as and is equivalent to a signature confirming the identity
of the issuer. To enhance the security, such tokens are typically single-use or
valid for a limited time only. An attacker who is able to steal the token while
the legitimate user enters it, cannot use it after the user has completed the
transaction. There is a variety of methods for obtaining or generating such
tokens, and Section 3.3 will describe the most prominent ones.

1Personal Identification Number
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3.2 Input Methods

The keyboard is the prevalent method of inputting text, and, despite some
recent advances in voice recognition, will remain so in the foreseeable future.
In a modern operating system (OS) with multi-tasking and a graphical user
interface (GUI), all key presses are registered by the OS. The OS makes
the codes of the pressed keys available to the “foreground” application, ei-
ther by actively informing the application (with a message or an interrupt)
or by allowing the application to poll that information. However, the OS
also provides means for applications running in the background to access the
keycodes. In the Microsoft Windows operating system, the Application Pro-
gramming Interface (API) call GetAsyncKeyState(int vKey) can be used
by every running application to query the present state of the key with the
keycode vKey. Other, more sophisticated methods to monitor keystrokes
also exist (e.g., hooking the keyboard input handler). These methods have
legitimate uses. For instance, a music player could allow to pause playback
without the need to find and bring the application window to the foreground
(“global hotkeys”). However, this functionality can be used to implement a
keystroke logger without much effort. Backdoor Trojans can, and in most
cases do, include keystroke logging and reporting facilities.

Figure 3.1: The Gnome On-screen Keyboard on Ubuntu Linux.

A possibility to hide input from a keystroke logger is the virtual keyboard
(a.k.a. graphical or on-screen keyboard, Figure 3.1). A virtual keyboard
is accessed with a pointing device, for example, a mouse or a stylus on a
touch-sensitive screen. Clicking the mouse button or tapping the screen
simulates a keystroke, while the position of the pointer determines the key
code. On computers with regular keyboards, a virtual keyboard is used as
an accessibility measure. On small handheld devices an on-screen keyboard
is often the only way of typing text since these devices have limited space
to include a physical keyboard. Such virtual keyboards included in the OS
aim at replacing the physical keyboard at the lowest level, and therefore
are not suited to protect input from keystroke logging. However, when a
virtual keyboard is integrated into the application, conventional keylogging
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methods will only record a series of mouse click events, while the actual
keycodes remain hidden.
Integrating virtual keyboards in web applications is fairly simple. Modern
browsers come with all the features required to implement them. Cascading
Style Sheets (CSS) facilitate the exact layouting and positioning of HTML
elements to build the user interface. Scripting languages, most prominently
JavaScript, provide the application logic. The general structure of all en-
countered solutions is similar. The user interface consists of a single image
or a group of images arranged in a grid, representing the keys. Additionally,
there is a “cancel” or “backspace” button and a “submit” button, also real-
ized with images. A handler for mouse events (e.g., onClick, onMouseDown
or onMouseOver) is responsible for decoding and storing the input. Then the
(encoded) input is submitted to the server, often with additional informa-
tion. Some examples of deployed virtual keyboard solutions can be seen in
Figure 3.2. They have been gathered from login pages of online-banking sites
(we do not posses accounts with these banks and therefore cannot investigate
beyond the login page) and attempt to protect the users password/PIN from
disclosure. We have analyzed these examples to assess how well they can
protect the user input from trojan-style attacks as outlined in Section 2.2.
The weakest solution is from La Banque Postale (Figure 3.2(d)), as it offers
absolutely no protection from malicious BHOs, although it uses a sophis-
ticated input method. The keys are arranged in two blocks, each block
resembling the number five on a dice, with the digits 0–4 in the left block
and 5–9 in the right. Within the block, the digits are randomly placed on
each instantiation. To input a digit, the mouse must not be clicked, but
hovered above the digit for about 0.5 seconds. This is obviously an attempt
to battle screen-grabbing Trojans that attempt to grab the area around the
mouse pointer when a button is clicked. Each digit is a separate image and
the digit’s value is encoded within the id attribute of the <img> tag. The
JavaScript function triggered by the hovering extracts the value and appends
it to an array. When clicking the submit button, a hidden <input> element
is generated, and the digits from the array are concatenated to a string and
set as the element’s value. The resulting HTTP POST request contains (assum-
ing the user has entered 1234567890 as user name and 12345 as password)
the following data: username=1234567890&password=12345, which can be
easily extracted by a BHO.
Caja Murcia (Figure 3.2(e)) has an equally poor solution which, in addition,
contains a fatal bug. The PIN input field is a 5 by 2 grid of images rep-
resenting the digits. The onClick handler of each digit calls a JavaScript
function that has the digit’s value as parameter and appends it to the value of
a (visible) <input type=‘‘password’’> element. On submission, the PIN
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(a) (b)

(c) (d) (e)

Figure 3.2: Examples of virtual keypads from online-banking portals. (a) Air
Force Federal Credit Union (by Bharosa), (b) Desert Schools Federal Credit
Union (by Bharosa), (c) Société Générale Bank, (d) La Banque Postale,
(e) Caja Murcia

is encoded with the DES algorithm, using a Unix timestamp from a hid-
den frame as the key. Originally, the encoded PIN was sent together with
the key to the server. With the ciphertext, the key and the (publicly avail-
able) DES algorithm, the PIN can be extracted easily. This was discovered
and published last year [43] and while the article states that the bank failed
to respond to their communication attempts, this vulnerability seems to be
resolved now (i.e., the key is no longer sent with the message). However,
since the key has to be transmitted from the server at some point in time,
it is still possible, albeit more complicated, for a malicious BHO to obtain
it. Tragically, all the encryption efforts are negated by a severe bug. The
unencrypted PIN is stored in an <input> element and this element is part of
the same HTML form that holds the encrypted PIN field. The plaintext PIN
field is not cleared before the submission (most probably an oversight) and
submitted together with the encrypted version. There, it can be grabbed as
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easily as in the previous example.
A better solution comes from Bharosa, and is deployed, among others, in
several US financial institutions. Bharosa offers, according to their web-
site, “proactive, real-time fraud detection and multifactor authentication
solutions for the enterprise.” Bharosa virtual keyboards come in two de-
signs, either as numeric keypad (Figure 3.2(a)) or as alphanumeric key-
board with support for upper and lower case letters (Figure 3.2(b)). In
either case, the keypad consists of a single large image. When clicking
on it, a JavaScript function stores the mouse coordinates (relative to the
upper left corner of the image) in a string. For example, after clicking
the digits 1,2,3,4,5 in the alphanumeric keypad the string looks like this:
‘‘97,46:118,49:141,50:164,50:187,49:’’. Coordinates of clicks that do
not hit digits or letters are also recorded. When submitting the input, the
HTTP POST request contains the URL-encoded version of this string. A plain
request-sniffing BHO cannot extract the password from that. However, the
solution has a weakness which can be exploited by an adapted BHO. The
layout and size of the keypad and the coordinate origin remain fixed — to
decode the input, it is possible to hard-code the corners of each letter and
digit into the malicious program and compare them with the coordinate pairs
from the request.
The best solution, the only one that is potentially able to defeat a BHO
Trojan, was found on the Société Générale Bank website (Figure 3.2(c)).
Upon initialization, a XML file with the keypad description is fetched. The
description contains the keypad dimensions (kprows, kpcols), a long session
ID (637 characters) and the “encoding array.” In the next step, the key-
pad image is retrieved using the session ID. The keypad is a single image,
containing a regular kprows ∗ kpcols button grid where the digits 0–9 are ran-
domly distributed (differently for each invocation) and the remaining fields
are blank. To determine which digit the user wants to enter, each “button”
has an associated HTML anchor element that is positioned and sized using
CSS to exactly cover the button’s area. Each button has an associated index
value, that denotes the button’s position inside the grid by simply number-
ing them 0..(kprows ∗ kpcols − 1) from upper left to lower right. Therefore
there is no connection between the button’s index and value. The onClick

handler of the anchor element encodes the button index and the position
of the entered digit inside input as a single number. It calculates an index
((kprows ∗ kpcols) ∗ posdigit + indexbutton) for the encoding array. The value re-
trieved from that array is appended to a code string. After entering 123456
the code string might look like this: 75,136,88,164,134,39. Upon sub-
mission this code string is sent to the server together with the session ID.
Even though the encoding scheme can be reversed when the array content is
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known, simple request-snooping will not reveal the input, because the true
values of the entered digits do not appear at any point inside the applica-
tion. The random placement of the digits in the input image prevents attacks
that are effective against Bharosa solutions. To decode the actual input, the
image has to be analyzed.
The virtual keyboard solutions have been in use for some time now, and while
some do not raise the difficulty for the attacker at all, others show formidable
resistance against traditional methods. Malware authors start to adapt to
these new challenges by including screen-capturing facilities [20, 43]. The
best method to defeat virtual keyboards is to make a screenshot (including
the cursor) each time a mouse button is clicked. Most operating systems have
a built-in screenshot utility which can be abused for that purpose but that
is beyond the scope of a BHOs capabilities. The malicious program would
have to be anchored at a lower level of the system. To extract any useful
information (e.g., a PIN) from a series of captured images the attackers need
to analyze them. The simple approach is to analyze them manually, that
is, to have a human look at them. The delay imposed by that does not
mitigate the threat to “permanent” security tokens like passwords or PINs,
which are likely to remain unchanged for an extended period of time. To
automate the extraction (and make it instantaneous), the malware might
have built-in Optical Character Recognition (OCR) or other image analysis
features (possibly tailored to overcome a specific protection scheme). So far,
there have been no reports of such malware, but with the raising popularity
of on-screen keyboard based input protection and many freely available OCR
solutions, it seems like the next logical step.

3.3 Confirmation Methods

We have to concede, that every existing scheme protecting the confidentiality
of sensitive user data (security tokens and the data they guard) can fail,
at the latest with the intervention of a human attacker. To mitigate the
damage imposed by stolen user credentials, most banks2 use a second layer of
protection to safeguard the integrity of their customer’s finances. To issue any
kind of financial transaction, the user needs to confirm his identity (again)
by providing a security token that is either single-use (or valid for a limited
time only) or bound to a physical item the users possesses. Currently the
following methods are in use and some fit both categories:

2This statement is true for most European banks. The two-level authentication scheme
is not very common in U.S. banking institutions
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• Single-use:

– TAN

– Indexed TAN (i-TAN)

– TAN-Generator (sm@rt-TAN)

– Mobile TAN (m-TAN)

• Physical:

– Smart Card + TAN-Generator (sm@rt-TAN)

– Smart Card with Digital Signature Function + Card Reader

– Digital Signature on (Floppy, Compact) Disc (deprecated)

Transaction Authentication Numbers (TANs) are short (4–8 digits) randomly
generated numbers. The distinguishing feature of the many TAN incarna-
tions is the method how these numbers can be obtained. In the simplest
form, the customer receives a list of TANs in a hardcopy letter via regular
post delivery services from her banking institute (the bank uses the regular
post delivery service as a second secure communication channel to the cus-
tomer). A typical list has 50 TANs, what is considered to be sufficient for 6
moths of regular use. To complete a transaction, the customer has to pick a
random TAN from the list and enter it. Each TAN in the list can be used
once, and when a certain amount of TANs has been used up, the customer
receives a new list. It is general practice that only the two most recent lists
are valid; all unused TANs on the older list become invalidated when a new
one is received. Since a TAN is only entered once to confirm a transaction
and is invalidated upon completion, simply stealing it is of no benefit to the
attackers. To obtain a valid TAN with a Trojan attack, the malware has to
capture the user input3 and intercept the submission of the transaction form.
The captured data is transmitted to the attackers while a fake confirmation
message is displayed to mislead the user. Then the attackers are free to use
the still valid TAN.
A different scheme to obtain valid TANs (or personal data in general) is
called “phishing.” A phisher tries to lure (hence the idiom) the victim into
handing over sensitive information, by pretending to be a trustworthy entity.
This is a general social engineering technique that predates the web (and
computers) by far, and “phishing” is only the name for it’s extension into
the Internet domain. We mention phishing only for the sake of completeness,

3A simple keylogger is sufficient. To our knowledge, no online-banking portal protects
the input of TANs with virtual keypads yet
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since it is a current and related problem, but further elaboration would go
beyond the scope of this thesis.
To counter the TAN-stealing Trojans (and phishing attacks) several enhanced
versions of TAN have been introduced over the years. The Indexed TAN (i-
TAN) is requested by the web application instead of picked randomly by the
user. More specifically, the TANs in the list are numbered serially and the
application asks for a TAN with a specific number, for example, “Please enter
the TAN number that starts with 48.” Only this TAN can be used to confirm
the transaction, all others are invalid at this point in time. A TAN-stealing
Trojan can obtain only one TAN at a time, and with a list of 50 TANs to
choose from, the chance that this TAN will be requested when the attackers
attempt to make a transaction is 2%. While phishers have adapted to this
situation (they now request 10 or 20 TANs at once), attackers using Trojans
would need multiple attempts, at which point even the most uninformed
users should turn suspicious.

(a) Simple TAN Generator

(b) Generic Smart Card (c) Smart Card Reader

Figure 3.3: Examples of hardware-based confirmation solutions.

All further methods to improve TAN security resort to external hardware.
TAN generators (Figure 3.3(a)) are small handheld devices that will gener-
ate a series of valid TANs, one at a time. They can work stand-alone, or in
tandem with a smart card. In both cases, a shared secret between the bank
and the customer must exist, that will produce, through the generation algo-
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rithm, the same series of tokens on both sides. However, this method seems
only to mitigate the (rather insignificant) threat of intercepting the TAN list
in the mail since it is vulnerable to the steal-and-deceive trojan-based attack.
The mobile TAN (m-TAN) idea was inspired by the ubiquity of mobile phones
and the popularity of text messaging services. It is held to be the most secure
TAN-based scheme so far. A transaction consists of three steps. First, the
user submits the transaction details to the server. Then, the server arranges
for a text message to be sent to the users mobile phone, containing the
TAN. The TAN is valid for limited time only and bound to the submitted
data. Finally, the user submits this TAN to conclude the transaction. This
thwarts steal-and-deceive Trojans, since the obtained TAN is of no use for
a different transaction, and phishing attempts, since TANs are only issued
when required. However, all the TAN-based methods are still vulnerable to
the request-tampering BHO presented in Section 2.2.
An alternative to TAN-based solutions is the digital signature [30] method.
Digital signatures are based on public-key cryptography and used to prove
the integrity of the message and the identity of the sender at the same time.
In many countries, digital signatures are legally equivalent to handwritten
signatures. A digital signature is generated by encrypting a checksum of the
signed message with the sender’s private key. The signature is then sent with
the message and the recipient decrypts the signature with the public key of
the sender. The resulting number is compared with the checksum which
is computed anew from the received message — if they match the message
is authentic and has not been modified. In web banking applications the
“message” is the transaction data (account, amount, etc.) and the private
key is stored on a smart card (Figure 3.3(b)). Storing the key on a floppy or
compact discs is also supported by some (legacy) systems, but that method
has serious drawbacks and it’s use is discouraged. Since data discs can only
store information, an application (on the potentially compromised computer)
must retrieve the key to perform the encryption and exposes it hereby to the
risk of theft. In contrast, (cryptographic) smart cards never reveal the key
and perform the encryption on-chip.
To use a smart card at home, additional hardware (a smart card reader, Fig-
ure 3.3(c)) is required. A smart-card-confirmed transaction works as follows:
The transaction data is submitted to the server via a regular web form. Then
the data is sent back from the server and displayed in a “secure viewer” (e.g.,
a Java applet). The secure viewer sends the data via a trusted path to the
card reader. After the user enters the card PIN (using the reader’s keypad),
the smart card signs the data and sends the signature back to the viewer.
Finally, the viewer submits the data together with the signature back to the
server. None of the attacks previously introduced here are able to break this
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scheme, but new attacks targeting the smart card infrastructure, for instance,
the card reader’s driver [27, 48] or the secure viewing applet4, have been
proposed. For the customer, the smart card solution indeed brings height-
ened security, but at the penalty of additional hardware (and the associated
software and drivers) that restricts the mobility and might not work on all
platforms. This limits the “anytime, anywhere” aspect of web applications.
In a recent development (December 2006), a novel TAN generation method
has appeared on the market. To date, and to our knowledge, only one online-
banking site [3] uses it. The method is, in some aspects, similar to one of the
ideas presented in this thesis (Section 5.2). However, work on this thesis has
started three months prior to that publication and the ideas presented here
do not rely on additional hardware. The new TAN generator has a numeric
keypad, where the destination account of the transaction is entered, and the
TAN is computed from this data and a timestamp, binding the TAN to the
input. There is little additional information on this method, therefore we
cannot make any assumptions on it’s efficacy.

4Research on that topic has been carried out at our department just recently, but
unfortunately is covered by non-disclosure agreements
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CAPTCHA

In this thesis, we present a new method to protect user input in web ap-
plications from automated exploitation techniques introduced in Chapter 2.
We attempt to create a graphical keyboard that is resistant to the attacks
outlined in previous chapters by combining the virtual keyboard idea with
a captcha challenge. Virtual keyboards have been covered extensively in
Section 3.2 and this chapter will explain the origins and the current appli-
cations of captchas. The name “captcha” is an acronym of “Completely
Automated Public Turing test to tell Computers and Humans Apart.” It is
a challenge-response mechanism that potentially allows a computer to deter-
mine if the challenged party is a human or a machine and is a variation of
the test to determine machine intelligence first proposed by Alan Turing in
1950 [49].

4.1 The Turing Test

Soon after the introduction of (electronic) computers in the 1940ies, people
began to speculate if such machines could ever attain human-like intelligence.
The mathematician Alan Turing, in his article “Computing machinery and
intelligence” [49], stated, that the question “Can machines think?” is too
ambiguous. Instead, he proposed a test based on the “imitation game,” a
then popular parlor game. In the original game, a judge would converse
(without personal contact) with a man and a woman, and while the man
would try to convince the judge he is the woman, she would attempt to affirm
her true identity. The task of the judge is to correctly assess who is who.
In Turing’s version, the judge and the truthful contestant would be human,
and the machine would be the deceiving party. When the judge, based on
the answers he receives from both contestants, is unable to determine which
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one is the machine, then the machine “passes” the test. Therefore, the
new question posed by Turing is: Can a machine make a human interrogator
believe it is a human, when the interrogator has to base his decision solely on
the machines “mental” capabilities (excluding any physical characteristics)?
Turing believed, that it is only a matter of storage capacity and processing
power, and that by the end of the 20th century computers would be powerful
enough to pass the test. This turned out to be overly optimistic, even with
a rise of storage and performance way beyond Turing’s expectations. Ad-
ditionally, over the years, criticism has arisen if the Turing Test1 can truly
measure machine intelligence, or just if a machine is good at imitating a
human (and if there is a difference between these two). Nevertheless, the
challenge to build a computer that would pass the test inspired many ad-
vances in artificial intelligence (AI) and machine learning. One of the more
recent “byproducts” is the captcha.

4.2 CAPTCHA - An Automated Turing Test

The idea of using a Turing Test to verify that a human is making a request to
a web service can be traced back to an unpublished manuscript in 1997 [37].
The first practical implementation was deployed by AltaVista, a search en-
gine and free web hosting provider, around the year 1998 [28] to prevent auto-
mated “bots” from registering for web services. Academic work on this topic
started soon thereafter at the Carnegie Melon University (CMU) [8, 50, 51],
and there the term captcha was coined (and trademarked). The key differ-
ence between a regular Turing Test and the Automated version is that the
judge is now a machine. The term “Reverse Turing Test” is sometimes also
used but is considered inaccurate and ambiguous (other possible reversions
exist, e.g., both contestants might try to convince the human judge that they
are a machine). The task of the judge remains the same: Pose challenges to
the contestants to determine which one is human. Since the test is supposed
to bar machines from accessing a web service while simultaneously allowing
humans to pass, the challenges must be devised in such a way that a ma-
chine will fail with a high probability (optimally 100%) while a human will
pass most of the time. At first glance, this seems paradox, since the judge is
also a machine, and therefore unable to solve the challenge itself. However,
the judging machine does not need to solve the challenge, it only needs to
know the correct answer(s) and compare them with the solution submitted
by the contestant. Additionally, if it can be proven (or assumed with high

1This name was made popular by Arthur C. Clarke in his 1968 science-fiction novel
“2001: A Space Odyssey,” 14 years after Turing’s death
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probability) that the challenge is impossible to solve for a machine, there
is no need for a parallel interrogation like in the original test and a single
challenge-response cycle is sufficient (instead of a series) to positively decide
the outcome. Finally, the “P” in captcha stands for “public,” meaning that
the hardness of the challenge shall not rely on obscurity of the algorithms in-
volved, but rather the problem itself is “hard” in a mathematical sense. This
is analogous to public-key cryptography, where the encryption algorithms
are publicly available and the effectiveness is based on the assumption (and
backed with mathematical proofs) that with state-of-the-art technology, it is
impossible to extract or guess the decryption key in reasonable time.
In case of the captcha, which was born from a test of machine intelligence,
the challenge is based on an (hard) AI problem. Or, in the words of the
captcha inventors from CMU [50]:

A captcha is a cryptographic protocol whose underlying hard-
ness assumption is based on an AI problem.

Since Turing’s times, AI research has diverged from the goal to create a
human-like machine intelligence, and instead focuses on specialized solutions
for different AI problem classes (e.g., chess, expert systems, machine vision,
natural language). To create a good captcha, one need to consider the
classes of problems where humans (by far) exceed the best AI solutions.
Such problems, for example, are the understanding of natural language or
the recognition of visual patterns. In fact, most of the captchas in use are
based on these problems.
The visual captcha consists of an image or a set of images. The challenge
for the contestant is to identify the subject matter of these image(s) and
base the answer on that knowledge. Several kinds of visual challenges are
in use. Text recognition captchas are prevalent, but there are also some
object recognition or object classification challenges. Novel visual challenges
are a topic of ongoing research (see Section 4.3).
A natural language captcha could have the form of a “common sense”
question, for instance, “What color is the sky?” To be effective, this would
require a large repertoire of questions. Another option is posing mathemati-
cal tasks in textual form, for example, “What is the sum of twenty-three and
forty-two?” However, there is only a limited amount of possible ways to pose
such a question and the vocabulary is strictly defined, so building a parser
able to “understand” the problem is imaginable. A third possibility is to use
analogy questions known from aptitude tests, for instance, “car : driver =
airplane : ???” with several choices presented for the missing word. With a
large enough database of analogies, this might also be effective.
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A different kind of language captcha is the aural captcha. Aural cap-

tchas were introduced after the lack of accessibility in visual captchas was
criticised. To solve the challenge, the user has to understand what a voice
in a (slightly distorted) audio recording is saying. Although language (and
aural) captchas have certain advantages with regard to accessibility (see
Section 4.5), they are not widely used. The prevalent type of captcha in
use is the visual captcha, mainly because it’s easy to implement (and the
web is a visual medium after all).

4.3 Visual CAPTCHAs

The oldest (and still most widely used) kind of captcha challenge is based
on the recognition of text [28]. A word (or a series of meaningless characters)
is printed in the image. To positively solve the challenge, the user must
identify the characters in the image and enter them in a text field (Fig. 4.1).
The hardness assumption is that it is not possible for a machine to identify
the characters using Optical Character Recognition (OCR). OCR algorithms
are designed to translate images of handwritten or typewritten text into
machine-editable text. That is, it is not enough to display simple text to
users graphically as a form of captcha. Such graphics can be analyzed
using OCR and the embedded text can be easily extracted. To defeat OCR,
captchas generally use background clutter (e.g., thin lines, colors, etc.), a
large range of fonts, and font transformations. Such properties have been
shown to make OCR analysis difficult. In contrast, the human brain and
visual system is very good at recognizing patterns (e.g., letters) in incomplete,
obscured and/or vague information.

Figure 4.1: Part of the Yahoo! registration page including the captcha

challenge.

A different class of captcha is based on object recognition [15, 17]. The
user is shown an image/set of images and has to identify the object contained
in it/them (Fig. 4.2). This is called a naming captcha. A variation of
this theme is the distinguishing captcha, with two sets of images. Each
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set contains pictures of the same subject. The challenge is to identify if
both sets show the same subject or not. Another possibility is the anomaly
captcha, where the user has to pick, from several images, the one whose
subject differs from all the others. Or, there are several different objects
in a single picture and the user has to correctly name some of them. As
with text-based captchas, distortions of the image can be used to make the
recognition task harder for machines. To create effective object-recognition
captchas, a sufficiently large database of (correctly) annotated images is
required. Additionally, potential ambiguities (e.g., an object having many
synonyms or a word having multiple definitions) have to be avoided.

Figure 4.2: PIX - An object naming captcha.

4.4 Breaking Visual (Text Recognition)

CAPTCHAs

The recognition of printed text to convert it in a digital form (e.g., Uni-
code character codes) that can be processed by computers is an active re-
search topic for as long as electronic computers exist [34]. The recognition
of printed Latin characters, regardless of the typeface used, is considered a
solved problem as of today, Optical Character Recognition (OCR) algorithms
for Latin exceed 99% accuracy. Hand-printed or cursive script and alpha-
bets with a large number of characters (e.g., traditional Chinese) produce
much lower success rates and are still subject of active research. The design-
ers of the earliest captcha implementations [28] looked at state-of-the-art
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OCR solutions and tried to construct cases which, according to the OCR soft-
ware manuals, would produce poor results. This included background clutter
(Fig. 4.3(a)), characters with fuzzy or blurry edges (Fig. 4.3(b)) and warped
text (Fig. 4.3(c)) — effects that often naturally occurred when documents
were photocopied or faxed.

(a) Background clutter

(b) Blurry characters

(c) Warped text

Figure 4.3: Examples of early captchas (EZ-Gimpy).

Soon, researchers and bot creators alike started to devise ways of “breaking”
(i.e., machine-solving) these captchas. The EZ-Gimpy captcha (Fig. 4.3)
has been broken with a success rate of 92% by Mori et al. in 2003 [33]. This
is partially due to the fact that EZ-Gimpy uses a dictionary of approximately
600 short English words (4–6 letters), so a dictionary can be used to identify
the word, even if a few characters cannot be recognized with high confidence.
Other captcha generation algorithms have appeared, with varying degrees
of sophistication. They were built on the same principles as EZ-Gimpy, but
at least used combinations of random characters (upper/lower case letters,
digits, non-alphanumeric) instead of dictionary words. Still, many of them
are considered to be broken (Fig. 4.4). Unfortunately, most of the breaking
attempts did not occur in an academic setting and are poorly documented,
which hardly makes them a citeable source (e.g., the PWNtcha captcha de-
coder [22]). Still they help to identify common weaknesses of captchas, for
example, constant font, aligned characters, predictable character positions,
no rotation and no perturbation.
Researchers have identified the two steps necessary to successfully break a
textual captcha: segmentation and recognition. Segmentation is required to
pin-point the position of each character in the image and identify all the pix-
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Figure 4.4: captchas allegedly solvable by the PWNtcha captcha decoder
with near 100% success rate.

els belonging to it while removing any disturbing clutter. Then recognition is
performed on each segment to determine the character it represents. Recent
advances in OCR [11, 13] allow machines to perform en par with or even
surpass humans in in some cases of (printed) character recognition. To over-
come this, captchas based on hand-written text [40] have been proposed.
Recognition of handwriting is still considered a hard problem and existing
solutions (e.g., post address interpretation) require contextual knowledge and
a constrained dictionary to perform adequately.
Other captcha algorithms tend to focus more on the segmentation task. In
the human visual system (HVS), segmentation is an important preprocess-
ing step that occurs partly in the retina and partly in different regions of the
brain (lateral geniculate nucleus and the visual cortex). Many properties of
the HVS are still not well understood and it is difficult to create algorithms
that would emulate them. The segmentation-based captchas try to ex-
ploit such inherent properties of the HVS. For example, humans are able to
“see” complete shapes even when some parts are missing or some superfluous
parts are added. Most researchers agree, that segmentation is a harder (AI)
problem than character recognition, which is reflected by the new types of
captchas developed by them.
ScatterType [4] tries to make segmentation for machines very hard by split-
ting the characters vertically and horizontally in many parts and drifting
them apart. The Microsoft Passport captcha [10] (Fig. 4.5(a)) uses a com-
bination of non-affine text transformation (global and local warp) and in-
tersecting geometric shapes in foreground (hinders segmentation and creates
false positives) and background (breaks characters apart) colors. Another
recently proposed captcha [19] exploits the masking2 property of the HVS.

2Masking is the effect when interference between two different visual signals either
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Through the balanced application of textures, edges and noise these cap-

tchas have an interesting property: Some of the characters can be identified
by computer vision while being (deliberately) invisible to humans.
While ScatterType and the masking captcha are, to date, only academic
propositions, Passport and some similar captchas (Fig. 4.5) have been de-
ployed on popular websites for some time now, and no reports of successful
breaking have surfaced yet. This gives confidence that it is indeed possi-
ble to develop effective captchas which are not machine-solvable with very
high probability. If, in the future, algorithms are developed to solve these
captchas, it is conceivable that even better generation algorithms can be
developed as well.

(a) Passport (b) Yahoo!

(c) IMDb (d) CFXCaptcha

Figure 4.5: captchas currently deployed on popular websites with no re-
ports of successful breaking.

4.5 Criticism on Visual CAPTCHAs

Although captchas have proven effective against automated web service
abuse, they have met with criticism. Some people pointed to the successfully
broken captchas to question the efficacy of the approach in general. This
is partially due to the many “homebrewn” captcha implementations based
on the AltaVista captcha and EZ-Gimpy, which indeed have been compro-
mised. However, the new generation of captchas, based on sound research
of OCR algorithms and human perception, demonstrates great resistance to
breaking attempts.
A more justified criticism comes from web accessibility advocates [52]. Since
visual captchas are by design not machine interpretable, common assis-

increases or decreases their visibility.
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tive technologies like screen readers and braille displays which transform the
on-screen text in alternative forms cannot be used. This effectively bans
people with disabilities, who are dependant on these technologies to surf the
web, from accessing a captcha protected service. Matt May from the W3
Consortium states it this way:

In many cases, these systems make it impossible for users
with certain disabilities to create accounts, write comments, or
make purchases on these sites, that is, captchas fail to properly
recognize users with disabilities as human.

Although the W3C proposes some more accessible alternatives, it admits
that none are entirely satisfactory and some (e.g., universal biometric iden-
tification) are not realizable with today’s deployed technology. Indeed, it
seems that web security, which inherently tries to restrict access, and web
accessibility are somehow contradictory, unless completely new paradigms
for web security and accessibility are developed.
A further point of criticism is targeted at the hardness of some (newer) cap-

tchas, which are sometimes reported to be unsolvable even for humans with-
out disabilities. While the new visual captchas like Passport (Fig. 4.5(a))
or Yahoo (Fig. 4.5(b)) are very effective against OCR attacks, some unfor-
tunate configurations might be unreadable for humans, too. There is active
research on the topic of how hard a captcha can get before humans start
to fail it in numbers [12].
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Proposed Solutions

As described in Chapter 2, the web application must assume that the user’s
web client (and platform) is under the control of an attacker. There are
two aspects of the communication that an attacker could compromise: the
confidentiality, and the integrity of input sent from the client to the web ap-
plication. The confidentiality of the input is compromised when the attacker
is able to eavesdrop on the entered input and intercept sensitive information.
Analogously, the integrity of the input is compromised when the attacker is
able to tamper, modify or cancel the input the user has entered.
As far as the user is considered, there are cases in which the integrity of
input may be more important than its confidentiality. For example, if the
attacker is able to read the account number that the victim has provided
to an online banking web application (i.e., the confidentiality of the entered
account number is compromised), this information cannot be used by the
attacker to perform an illegitimate money transaction. However, if the at-
tacker can modify the account number that has been typed as described in
the example in Section 2.2 (i.e., the integrity of the entered account num-
ber is compromised), an illegitimate money transaction can be performed,
causing a financial damage to the user and/or the bank.
In this chapter, we present two techniques that web applications can apply
to protect sensitive user input. We assume a threat model in which the
attacker has compromised a machine and installed malicious code. This
code has complete control of the client’s machine, but must perform its task
in an autonomous fashion (i.e., without being able to consult a human). This
assumption is realistic, since an attacker will typically infect a large number
of machines (to maximize the the effort-benefit ratio) and will be unable to
monitor all the infected machines in real time.
Our solutions are implemented on the server and are client-independent.
They are primarily aimed at protecting the integrity of financial transac-
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tions. Specifically, we present measures that should prevent any successful
tampering of the transaction details to redirect user-initiated transactions to
destinations of the attacker’s choosing. Additionally, we design the confir-
mation tokens in such a way, that stealing them does not enable the attacker
to use them for a different transaction. The secure input method we present
has the additional bonus of protecting the confidentiality of the transaction,
at least from automated attacks. Unfortunately, as we had to concede in
Section 3.3, total protection of confidentiality is not possible since even if the
Trojan cannot analyze all data itself, it can always pass it on to a human
attacker for later (off-line) analysis.

5.1 Solution 1: Using CAPTCHAs for Secure

Input

5.1.1 Overview

The basic idea of the first solution is to extend graphical input with cap-

tchas [8]. We have covered the different types of captcha in Chapter 4.
To recap, a captcha is a test that:

• a machine can generate and grade

• a human can easily pass

• a machine is unable to pass

A graphical input method that adheres to these principles would be safe from
tampering by any automated attack (e.g., from the Trojan attacks presented
in Chapter 2).

5.1.2 Description

Although captchas are frequently used to protect online services against
automated access, to the best of our knowledge, no one has considered their
use to enable secure input to web applications. On the other hand, graphi-
cal keyboards are already deployed on several online-banking sites to protect
identification tokens such as passwords or PINs. While several poor imple-
mentations can be bypassed by traditional means, even the best solutions
are susceptible to OCR attacks. Moreover, we did not encounter graphical
keyboards used to protect user input from tampering, for example, when
entering the destination account for a money transfer.



CHAPTER 5. PROPOSED SOLUTIONS 35

In our solution, whenever a web application requires to protect the integrity
of user information, it generates a graphical input field. Then, captcha

characters are randomly placed on this field. When the user wants to transmit
input, she simply uses the mouse to click on the area that corresponds to
the first character that should be sent. Clicking on the image generates a
web request that is then sent to the web application. This request contains
the coordinates on the image where the user has clicked with the mouse.
The key idea here is that only the web application knows which character
is located at these coordinates. After the first character is transmitted, the
web application generates another image with a different placement of the
characters, and the process is repeated. By using captchas to communicate
with the human user, a web application can mitigate client-side attacks that
intercept, or modify the sensitive information that users type. Because the
captcha characters cannot be identified automatically, a malware program
has no way to know which information was selected by the user, nor does it
have a way to meaningful select characters of its own choosing.

Figure 5.1: A generated captcha for enabling secure user input. Note that
the input the user has entered, 980, is also displayed as a captcha.

Figure 5.1 depicts a screenshot of our prototype captcha input element. In
this example, the user would like to securely enter her bank account number
980.243.276. It can be seen that the web application has generated digits
from 0 to 9 that are randomly distributed on the upper portion of the image.
To transmit the account information, the user locates the desired numbers on
each generated image and sequentially enters the account number that she
would like to send. In order to give immediate feedback to the user about
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the number she has just entered, a part of the captcha can be used to
reflect back the input. In our prototype implementation, we chose to use the
bottom line of the captcha to give feedback to the user about the number
she has just entered (see the marking in Figure 5.1; the first three digits have
already been entered). Of course, one can also allow the user to modify the
input she has entered by including input elements in the captcha that can
be used for deleting and editing.

5.1.3 Possible Attacks

The security of the captcha-based solution is based on the assumption that
it is impossible (or sufficiently difficult) for malicious software installed on the
user’s machine to analyze and identify the coordinates on the captcha where
the input values are located. Our solution also relies on the presumption that
we can adapt and integrate recent advances in captcha research and hence,
match advances in OCR research.
In order to successfully defeat our solution automatically, the malicious soft-
ware would need to identify the mouse coordinates that it needs to send to
the web application. Suppose, for example, that a Trojan horse would like
to send the account number 276.173.862 to the bank instead of the original
account number 980.243.276 that the user would like to enter. Each time a
captcha input element is generated and displayed by the web application,
it would have to automatically identify the target input value that it requires,
intercept the user’s mouse click and simulate a mouse click of its own. In
our example, the Trojan would first have to identify the number 2 in the
first generated captcha, the number 7 on the second generated captcha,
and so on. Since the input is reflected in the captcha, the user is bound
to notice that instead of 980 that she entered, 276 is displayed — this is
another obstacle for the attacking Trojan. To successfully deceive the user,
the Trojan would need to retouch the image (remove the original digits from
the image and replace them with the ones the user entered, while keeping the
appearance of the image intact). A human with image-editing software like
Photoshop would need a few minutes to do that and a machine performing
such a task is, to date, unheard of.
Although algorithms exist that can make it sufficiently difficult for software
to solve captchas automatically, the main problem currently is that it may
be possible to relay captchas to human operators that can then solve them
manually. In fact, some spammers have been using this technique in real-
life to defeat captchas [52]. One popular idea is to divert the captcha

to another web site where visitors willingly solve them because they believe
that they will access “free” pornographic content. Note, however, that in the
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solution we propose, it is more difficult to deploy an unsuspecting human
operator to defeat the captcha. That is, in our case, the required task is
not simply reading the content of the captcha, but identifying input values
sequentially. Hence, a human operator would have to follow the input that
is being entered in real-time while the victim is entering this information
during an online banking session. Additionally, he would need to retouch
each image before it reached the user.
The attackers could nevertheless deploy human operators that indeed an-
alyze and enter information on captcha-based input elements. One can
imagine, for example, that the miscreants would employ and pay these op-
erators for their services. However, in this case, the attackers would have to
make sure that the communication between the Trojan horses on the victims’
machines and their human operators are reliable and fast. Furthermore, they
would also run the risk of being traced back if service providers monitor net-
work connections and detected Trojan horses are analyzed for their behavior.
Thus, we believe that the captcha-based input solution we propose consid-
erably raises the difficulty bar for attackers and significantly increases the
costs of client-side attacks.

5.2 Solution 2: Binding Sensitive Informa-

tion to Confirmation Tokens

5.2.1 Overview

The second solution is to based on confirmation tokens. In principle, the con-
cept of a confirmation token is similar to a transaction number (i.e., TANs)
commonly used in online banking (see Section 3.3).
TAN-based schemes rely on the assumption that an attacker will not have
access to a user’s TAN list and hence, be able to perform illegitimate financial
transactions at a time of his choosing. However, TAN-based schemes are
easily defeated if the attackers perform a client-side attack (e.g., using a
Trojan horse as described in Section 2.2). Furthermore, such schemes are
also vulnerable to phishing attempts in which victims are persuaded to give
away their TAN numbers that are then used by the attackers to perform
illegitimate financial transactions.
The problem with regular transactions numbers is that there is no relation-
ship between the data that is send to the web application and the (a-priori
shared) TANs. Thus, when the bank requests a certain TAN, malicious code
can replace the user data without invalidating this transaction number. To
mitigate this weakness and to enforce integrity of the transmitted informa-



CHAPTER 5. PROPOSED SOLUTIONS 38

tion, we propose to bind the information that the user wants to send to our
confirmation token. In other words, we propose to use confirmation tokens
that (partially) depend on the user data. Note that when using confirmation
tokens, our focus is not the protection of the confidentiality, but the integrity
of this sensitive information.

5.2.2 Details

Imagine that an application needs to protect the integrity of some input
data x. In our solution, the idea is to specify a function f(.) that the user is
requested to apply to the sensitive input x. The user then submits both her
input data x and, as a confirmation token, f(x).
Suppose that in an online banking scenario, the bank receives the account
number n together with a confirmation token t from the user. The bank will
then apply f(.) to n and verify that f(n) = t. If the value x, which the user
desires to submit, is the same as the input n that the bank receives (x = n),
then the computation of f(n) by the bank will equal the computation of
f(x) by the user. That is, f(x) = f(n) holds. If, however, the user input is
modified, then the bank’s computation will yield f(n) 6= f(x), and the bank
will know that the integrity of the user’s input is compromised.
One important question that needs to be answered is how f(.) should be
defined. Clearly, f(.) has to be defined in a way so that malicious software
installed on a user’s machine cannot easily compute it. Otherwise, the mal-
ware could automatically compute f(x) for any input x that it would like to
send, and the proposed solution fails.
We propose two schemes for computing f(x). The first scheme, called token
calculation, uses a collection of simple algorithms that are sent to users in
a code book (i.e., similar to TAN letters described in the previous section).
The code book contains a sufficient number (e.g., 100) of simple algorithms
that can be used by users to manually compute confirmation tokens (e.g.,
similarly to the obfuscation and challenge-response idea presented in [14] for
secure logins). All algorithms are based on the input that the user would like
to transmit.
Suppose that the user has entered the account number 980.243.276, but a
Trojan horse has actually sent the account number 276.173.862 to the bank.
The user does not suspect anything and sees 980.243.276 on his screen. In the
first scheme we propose, the bank would randomly choose an algorithm from
the user’s code book. Clearly, in order to make the scheme more resistant to
attacks, a different code book would have to be created for each user (just
like different TANs are generated for different users). Figure 5.2 shows an
excerpt from our sample token calculation code book. Suppose the bank
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. . .

Token ID 4:
Create a number using the 5th and 7th

digits of the target account and add 542 to it.

Token ID 5:
Create a number using the 3rd and 5th

digits of the target account and add 262 to it.

Token ID 6:
Multiply the 4th and 8th digits of the
target account and add 17 to the result.

Token ID 7:
Create a number using the 3rd, 6th and 7th

digits of the target account.

. . .

Figure 5.2: Excerpt from our sample token calculation code book.

asks the user to apply algorithm ID 6 to the target account number. That
is, the user would have to multiply the 4th and 8th digits of the account
number and add 17 to the result. Hence, the user would type 31 as the
confirmation token. The bank, however, would compute 23 and, because
these confirmation values do not match, it would not execute the transaction
and would thwart the attack.
For our second scheme to realize f(.), called token lookup, users are not re-
quired to do any computations. Suppose that the user is faced with the same
attack that we discussed previously. That is, the user enters 980.243.276, but
the malicious application sends 276.173.862 to the bank. In this variation,
the code book would consist of a large number of random tokens that are
organized in pages. The bank and the user previously agree on which digits
of the account number are relevant for choosing the correct page. The bank
then requests the user to confirm a transaction by asking him to enter the
value of a specific token (on that page). For example, suppose that the rel-
evant account digits are 2 and 7 for user John and that the bank asks John
to enter the token with the ID 20. In this case, John would determine the
relevant code page by combining the 2nd and 7th digits of the account number
(82 in our case) and look up the token on that page that has the ID 20 (see
Fig. 5.3). However, because the attacker has sent another account number
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to the bank, the token that John transmits would not be accepted as valid.

User: 980.243.276 Bank: ID = 20

Page = 82

Page 85

Page 84

Page 83

Page 82

20: F2342U

21: 47B1S3

22: 5M2F33

. . . .

Figure 5.3: The token lookup scheme.

5.2.3 Possible Attacks

The security of the confirmation-token-based solutions relies on the assump-
tion that the relevant information remains secret. In the case of the compu-
tation scheme, that means the algorithms the bank asks the user to apply are
not revealed or can be deduced from the account number and the computed
confirmation token. The lookup scheme can be compromised, when both
the relevant digits for code lookups and the contents of the code book are
disclosed.
Note that it is possible in theory that some digits of the target account of the
attacker correspond to the digits in the target account number of the user.
Hence, it could be possible that an algorithm is chosen randomly by the bank
that computes the same confirmation token for both account numbers. The
probability for such an event is 1

10n
, with n being the number or relevant

digits when we assume that account numbers are uniformly distributed.
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Furthermore, an attacker could try to perform an illegitimate transaction
to an account number that is very similar to the original account number
entered by the user. However, our proposed scheme significantly raises the
difficulty bar for the attacker because in order to launch a successful attack,
he would have to own a similar account number for each account number the
user enters.



Chapter 6

Implementation

We implemented the prototype of the ideas we proposed in the previous chap-
ter to perform usability testing and to identify eventual weaknesses in our
approach. An important design consideration was the integration of our pro-
totype with existing web applications. Hence, we used common and popular
web technologies such as the Common Gateway Interface (CGI). Our choice
of the implementation language was guided by performance requirements as
well as the availability of (graphical) open source libraries. Since interpreted
languages such as Perl have a performance penalty when used with standard
CGI (i.e., the overhead when launching and killing the interpreter for each
request), we used compiled languages (i.e., C and C++). C was used for the
most performance-critical parts, that is, captcha generation and grading.
C++ was used for the more text-intensive parts (HTML code, SQL queries)
due to superior string handling. We are aware that modern web servers
like Apache [2] have built in script interpreters (mod perl, mod php) that
perform en par with (compiled) CGI binaries, but we want to stress again
that we aimed at developing a universally deployable solution and CGI is
supported by virtually every web server.

6.1 The Framework

In order to evaluate our techniques on real users and to demonstrate that
they are easy to implement and integrate with existing web applications, we
built a simple proof-of-concept online banking web application that provides
transaction functionality. That is, after a user logs in, she can perform
(simulated) money transactions. Our transaction functionality is similar to
real-life online banking web applications where the user is required to enter a
target account number, a routing number and a sum that is to be transferred.
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Screenshots of our web application are presented in Appendix A.
We follow the general structure of web applications. We have a database
back end, where relevant user and session data is persistently stored. A CGI
application generates the HTML code on-the-fly, fetching the required data
from the database and incorporating eventual user input. On the client side,
JavaScript is used to perform initial input validation and the client part of
the captcha input protocol.
Each sub-page (login, choose method, enter data, enter confirmation) is gen-
erated dynamically. Normally, this would not be necessary, but we wished to
keep a tight record on the users’ actions for evaluation purposes. Therefore,
each page is generated by the CGI application, and in the process, a time
stamp and eventual submitted data is recorded in a “tracking table” in the
database.
As discussed in the previous chapter, based on the technique the user wishes
to use, either a captcha input element is presented for entering the input
or confirmation tokens are requested after the input has been entered.

6.2 Confirmation Tokens

To realize the confirmation token schemes, we created simple scripts that
would produce random token lists in printable form (i.e., LATEX source files →
PDFs) and at the same time enter the tokens into the database for automatic
grading. For the lookup scheme, the tokens are similar to regular TANs (see
Fig. 5.3). The application chooses the index and computes the page number
just as the user would do, and retrieves the correct token from the database
to compare it with the user-submitted token.
For the token computation scheme, a human readable version of the compu-
tation algorithm is printed, while a machine-readable (a Perl code snippet) is
placed in the database (Fig. 6.1). Matching algorithms are identified by the
same ID. When a submitted token is to be verified, Perl code representing
the input values (e.g., the target account number) is generated on-the-fly
and concatenated with the predefined algorithm snippet. In a second step,
the resulting Perl program is executed using a built-in Perl interpreter (via
libperl). Finally, the result of the operation is read into a string variable
and compared with the submitted input. This mechanism allows for an easy
extension or modification of the algorithm list. For our test runs, we created
five algorithm classes and varied the significant positions and the constants,
producing a list of ≈ 500 distinct algorithms.
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Token ID 4:
Human-readable:

Create a number using the 5th and 7th

digits of the target account and add 542 to it.
Machine-readable:
$v1 = substr $dst, 4, 1;

$v2 = substr $dst, 6, 1;

$code = ($v1 . $v2) + 542;

Figure 6.1: The human and machine readable forms of a token computation
algorithm.

6.3 The CAPTCHA Graphical Keypad

(ImageIO)

Although there are many open source (and also non-free) captcha imple-
mentations available we did not find one we could use for our purposes. This
is mainly due to the fact that no one thought about using captchas the
way we do and the capabilities of the captcha generators are rather con-
strained.1 Specifically, they do not give sufficient control over the placement
of characters in the image and retain only the complete string without any
extra information for the grading comparison. Therefore, we decided to build
our own captcha generator from scratch with all the features we required:

• Image generation

• Rendering of text

• Drawing of geometric shapes

• Image transformations

• Image output in web-compatible formats (e.g., PNG)

• Handling of HTTP requests & generating HTTP replies

• High performance

1On a side note, most of the available (even commercial) solutions are pretty poor by
the standards we established in Chapter 4.
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To meet the performance criterion, we wrote the generator in C and used
two excellent open source C libraries to handle the HTTP part (libcgic [6])
and the image part (libgd [7]). The captcha generator is designed to be
easily integrateable in any existing web application, that is, to replace a
<input type=‘‘text’’> HTML element. Therefore, we made the interface
as lean as possible.

6.3.1 ImageIO Generation

To produce an ImageIO captcha keypad, the generator creates two images
with identical dimensions. In accordance with Figure 6.2, we will refer to
them as left and right. The left image is the one displayed to the user, the
right one is the lookup map stored on the server. The desired input elements,
in our case the digits 0–9, are placed at random (but not overlapping) in the
left image. The bounding boxes of the digits are rendered in the right image.
The color of the bounding box encodes the value of the related input ele-
ment.2 Any additional text that is to be displayed (e.g., the reflected input)
is rendered in the left image only. Then, miscellaneous transformations (i.e.,
rotate, scale, shear, warp, etc.) are applied to the left image and mirrored on
the right. This guarantees that the input elements and their lookup coun-
terparts are always congruent. Finally, clutter (salt-and-pepper noise and
geometric shapes) is added to the left image.

Figure 6.2: The captcha input element and the corresponding server-side
lookup image side-by-side.

The lookup map is used to decipher the input the user wishes to submit.
The map is sampled at the coordinates the user chose by clicking the input
image and the color value determines what the user has clicked on. Using an

2We use 8-bit palette-based images as maps — that is sufficient to encode the entire
ISO-8859-1 character set.
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image instead of simply storing the coordinates of each bounding box’ corners
has two advantages: (a) Exact congruence of input element and bounding
box, taking into account that after the transformations the box is in fact an
irregular polygon. (b) Lookup times are O(1). On the down side, there is the
overhead from loading the image but with the small image sizes3 in question
we found it negligible.
We have to concede, that our prototype captcha is only mediocre when it
comes to OCR resistance, but it was never an objective of this work to create
the perfect captcha. Instead, our main goal was to test if the idea itself
was acceptable to the users and thus, presenting them with a challenge of
comparable hardness. The generator is designed to allow for easy replace-
ment of the captcha rendering engine without affecting any other part, so
stronger algorithms can be included should the need arise.

6.3.2 ImageIO Protocol

The protocol, that is, the parameters and possible values accepted by the
ImageIO binary, is kept simple. The action ID tells ImageIO what action
is requested. The two relevant4 actions are input and display. Each input

request generates a new ImageIO keypad and needs a second parameter,
either target or position. With target, the name of the field we wish to
provide input for is set. This allows us to have multiple ImageIO keypads
on one page and is comparable to the name attribute of a <input> element
which is used as parameter name when the corresponding form is submitted.
When the target is set, each request with a position parameter (with the
click coordinates as value) is treated as input to the active field. Other
actions like clearing the input (after an eventual error) are realized in the
same manner, that is, some positions in the image are reserved for “special
actions,” denoted by special characters.
The display action was added after initial usability tests. It generates a
small image containing only the input received so far for the field denoted by
the accompanying target parameter. This image can be displayed alongside
other (regular) <input> elements in a form without breaking the layout and
thus improving the legibility of the page, while the keypad resides in an
unobtrusive location (or, as in our implementation, is freely positionable by
the user).

3E.g., 256x256 pixel 8-bit paletted PNG ≈ 1KiB
4There are other actions implemented for debugging purposes.
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Finally, to establish a connection between the different actions and also the
rest of the web application, a random generated session ID is sent with each
request.

6.3.3 ImageIO Client-side Implementation

In the client browser, JavaScript is used to register user clicks and generate
the appropriate requests. The only (surprisingly) challenging part of that is
obtaining the correct coordinates of the click event relative to the input im-
age. There are many different user agents available and while the W3C has
established standards for all the involved protocols and languages (HTML,
CSS, JavaScript, DOM, etc.), the implementations by the browser manufac-
turers vary greatly. On different browsers, there are different ways to both
calculate an objects position and an events position relative to the page ori-
gin (the difference of both being the events position relative to the object
— this is what we need). Fortunately, many web designers have faced this
dilemma before, and many helpful resources are available on the web.
This problem set aside, the remaining functionality is straight-forward. The
requests to the ImageIO generator are created by changing the src attribute
of the appropriate image (input or display). This method is available since
the earliest JavaScript versions and is supported by virtually every browser.

6.3.4 Integrating ImageIO with a Web Application

A web application that needs to protect some input with ImageIO has to
implement the following: Each page with ImageIO elements needs to include
the JavaScript file implementing the client-side functionality. Placeholder
images for display and input elements (with appropriate id and class

attributes) are required, so the script functions can locate them. On the
server side, for each session a configuration file (identified by the session ID)
for the ImageIO generator is required, specifying the names of the protected
fields and the dimensions of the images. After the user completes her input
via ImageIO and submits the entire form, the securely transmitted value can
be retrieved by the web application from another file created by the ImageIO
generator (and also identified by the session ID). It would also be possible
for ImageIO to leave the values in a database, but the amount of data in
question is very small and the file-based solution is decisively faster.
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6.4 Simulated Trojan Attack

We included a simulation of a Trojan horse attack in our testing framework.
The rationale behind this will be explained in the next chapter. The task of
the fake Trojan was to emulate the attack outlined in Section 2.2, that is,
to modify the account number in a request sent to initiate a money transfer.
The attack was implemented on the server side for three reasons: (a) We
wanted to control when the attacks occurred and we wanted to assure each
test session started with a few untampered transactions to avoid confusing the
test subjects, (b) we had to record the occurrence of attacks in our tracking
table (see Section 6.1) for later evaluation and (c) we faced the prospect of
performing the tests on different machines and browsers, so the centralized
solution was more economic.



Chapter 7

Evaluation

In Chapter 5, we discussed a number of possibilities an attacker possesses to
subvert our protection schemes. The discussion showed that our system offers
appealing security properties even in the presence of powerful adversaries.
However, to be usable in practice, it is not sufficient that a scheme is secure,
but it is also necessary that it is easy to understand and to use. In Section 2.4
we have established usability as one of the three fundamental properties of
secure web applications. To assess the ease-of-use of our proposed protection
mechanisms, we conducted a small-scale user study. This chapter summarizes
the results of the study and presents our conclusions that outline differences
in the acceptance by different user groups as well as necessary improvements
to the user interface.

7.1 Usability Study Setup

The goal of the user study was to evaluate how suitable our protection mecha-
nisms are to protect online bank transactions. Each participant in this study
was asked to log into our prototype bank site (as described in Chapter 6) and
carry out a number of money transfers. To this end, every user was provided
with a list of transactions that s/he should perform; each entry contained
the target account number, routing number, and the amount. Also, for each
transaction, the user was told to select one of the three available protection
schemes.
On the login page, a help section was displayed that briefly described all
protection methods and the input data that the server required for a money
transfer. This text was about two screen pages long and contained a descrip-
tion of the basic workflow. It had no figures or examples. In the beginning,
users were given no additional information by the experimenter. That is, the
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task of the test subject was to work through the given list of transactions
solely based on the description of the textual introduction. When a user
failed to correctly perform a transaction and gave up on a certain protection
method after some time, the experimenter took on the role of a customer
support agent and was allowed to answer some specific questions or to ad-
dress a particular problem that the subject encountered. For each protection
technique, a number of transactions were performed. We silently observed
the problems that subjects encountered before any hints were given, and
also after some support was provided. At the end, we asked each person
to rank the protection mechanisms with regards to their personal feeling of
ease-of-use. Also, we were interested in suggestions that people might have
to improve their user experience.
In addition to the ease-of-use, our study was also designed to assess the se-
curity of schemes that require some collaboration (and alertness) from users.
To this end, we pretended that a Trojan horse was installed on the client ma-
chine. This Trojan horse attempted to tamper with some of the transactions.
Of course, the malware could silently change the user input that is sent to the
bank. However, our schemes are precisely designed to counter such attacks.
Thus, we decided to design a Trojan horse that sends malicious data to the
bank server and displays the modified account number openly on the page
where the user has to confirm the entered information. The hope (from the
point of view of the attacker) was that the user would accept the malicious
account number and use the incorrect data for the calculation or lookup of
the confirmation token. In case of the captcha-based solution, the Trojan
horse had to rely on the fact that a user would not recognize that random
points in the image were clicked (instead of the desired digits). We did not
specifically advise users of the fact that the machine could be compromised.
The introductory text, however, contained a warning that pointed out that
the local machine could be infected with malware that might attempt to in-
terfere with the bank transfers (similar to warnings found on real-life banking
web sites).
In total, our study included 16 users. To ensure that the results of our
study have some generalizable meaning (despite the small sample set), we at-
tempted as much as possible to select participants from diverse backgrounds
and different ages. For this study, we considered four different user attributes:
age, education, technical sophistication, and previous experience with online
banking. The age attribute was divided into three classes: less than 30, 30
to 50, and more than 50 years old. Education has only two values: technical
and non-technical. These values are assigned based on the type of school that
a person has attended. Note that technical education is not only limited to
computer science, but includes all subjects that are related to mathematics



CHAPTER 7. EVALUATION 51

(such as engineering or physics). We introduced this attribute to understand
the effect of previous exposure and affinity to math on the ability to solve the
computations required for confirmation tokens. The technical sophistication
is an attribute with two values: yes and no; a user is considered technically
sophisticated when she is able to install her own operating system and main-
tain it (e.g., by installing updates or device drivers). Previous experience
with online banking also has two values, and should be self-explanatory. An
overview of our subjects with their corresponding attribute values is shown
in Table 7.1.

Total 16

Age
Less than 30 7
30-50 3
Older than 50 6

Education
Technical 10
Non-technical 6

Tech. sophistication
Yes 7
No 9

Exp. with online banking
Yes 13
No 3

Table 7.1: Subjects of user study.

7.2 Usability Study Results

The 16 subjects performed a total of 189 transactions. This amounts to about
four transactions per person for each of the three protection methods. The
first transaction for each method was guaranteed to be free of any tampering
from the simulated Trojan horse. This should ensure that a test subject
does not attribute the effects of a malicious modification to a legitimate
but misunderstood action required by the bank application. After the first
transaction for a particular method, the simulated malware would tamper
with all subsequent transactions with a probability of 1

3
. This relatively

high probability was selected to ensure that most users would encounter
attacks early on to be able to observe how they reacted to unforeseen events.
Table 7.2 provides a summary of the transactions that were performed with
each protection technique. This table lists the total number of transactions,
the number of transactions that were maliciously modified (bad transactions),
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and the number of regular transactions (good transactions). For both the bad
(Table 7.4) and the good (Table 7.3) transactions, we present tables that
show a breakdown of how users reacted. That is, the tables list the number
of times a transaction successfully completed, the number of times it was
aborted, and the number of times it was unfinished. Note that a successfully
completed bad transaction means that a Trojan horse would have managed to
redirect the money transfer to an arbitrary account, despite any protection
mechanism in place. An unfinished transaction is a transaction for which
the user never provides a confirmation. This can have various reasons: the
user pressed the back button and started a new money transfer, the browser
crashed, etc.

Total Good Bad

Graphical Input 50 37 13
Token Calculation 61 42 19
Token Lookup 78 62 16

All Techniques 189 141 48

Table 7.2: Transactions performed for user study.

Total Completed Aborted Unfinished

Graphical Input 37 30 2 5
Token Calculation 42 40 1 1
Token Lookup 62 53 3 6

All Techniques 141 123 6 12

Table 7.3: Regular transactions (the “Good”)

Total Completed Aborted Unfinished

Graphical Input 13 5 4 4
Token Calculation 19 5 13 1
Token Lookup 16 2 10 4

All Techniques 48 12 27 9

Table 7.4: Simulated attacks (the “Bad”)



CHAPTER 7. EVALUATION 53

It can be seen from Table 7.4 that 12 out of 48 attack attempts were success-
ful. For us, this was a quite surprising result, as it indicated that in seven
cases, people used the incorrect account number displayed by the Trojan
horse to perform token lookup and token calculations. Also, in the five case
where graphical input was used, the incorrect account number was clearly
visible on screen, completely different from the digits that the user previ-
ously clicked. These 12 successful attacks underline in a disturbing fashion
the limits of security solutions that require user cooperation. Our proposed
detection techniques force an attacker to rely on social engineering to trick
a user to accept a clearly incorrect account number. This is in contrast to
current solutions, where the attack can be carried out completely transpar-
ently. Indeed, 36 malicious transactions were discovered and left unfinished.
However, there was still a substantial fraction of users who could be deceived.
To support these users, research into novel user-interface designs seem to be
the most promising direction.
In general, we observed that, initially, most users had difficulties to under-
stand how our protection mechanisms work. In particular, this was true for
the algorithm calculation of the confirmation token and the captcha-based
input. The mechanism to look up the code depending on the input was
the easiest to understand. This is not surprising, as users familiar with on-
line banking already have to perform a very similar task when using their
real bank accounts (by looking up indexed TAN numbers). Nevertheless,
after users got over the initial obstacles and had a chance to develop some
familiarity with a new technique, they were typically able to carry out trans-
actions swiftly and with few problems. When asked about the favorite pro-
tection mechanism, each user was supposed to assign three points to the
preferred technique, two points to the second-best, and one point to the
least-appreciated input mechanism. The method of looking up codes (token
lookup) ranked first, with a total of 45 points. The second place was taken
by the captcha-based approach (graphical input) with 27 points, closely
followed by the algorithmic calculations of tokens (token calculation) with 24
points. For a complete overview of the assignments of points based on user
attributes, refer to Table 7.5.
Table 7.5 shows that the token lookup method scores highest among all users.
It is interesting that there is a negative correlation between the age and the
appreciation for the graphical input. We assume that this is related to the
problem of recognizing distorted digits in the captchas. This hypothesis is
supported by a number of comments of mainly older users that reported prob-
lems with distinguishing certain digits (such as ’1’ and ’7’). The strongest
difference in preferences can be found among users with different technical
sophistication. It seems that sophisticated users better understand the ad-



CHAPTER 7. EVALUATION 54

Algorithm Age Education
-30 30-50 50+ Tech. Non-Tech.

Graphical Input 16 4 7 16 11
Token Calculation 8 5 11 15 9
Token Lookup 18 9 18 29 16

Techn. Sophistication Online Banking
Yes No Yes No

Graphical Input 16 11 22 5
Token Calculation 8 16 20 4
Token Lookup 18 27 36 9

Table 7.5: Preference points for different protection techniques.

vantages of graphical input and appreciate the fact that “they don’t have to
get up and look for the code book.” Users that have less experience with
computers, on the other hand, seem to prefer the token calculation, which
is closer to the traditional TAN system used by online banking today. Fi-
nally, note that a technical education does not favor the use of the token
calculation.
As stated previously, we observed that users were able to use our protection
mechanisms with few problems once the process was understood. Of course,
part of the complexity lies in the way our techniques are designed. How-
ever, a non-negligible part of the initial difficulties can also be attributed to
weaknesses in our user interface design. For example, we only provided a
textual explanation of the protection mechanisms. Obviously, many users
simply refused to read the online manual and failed later. For them, a sim-
ple example that (interactively) guides through the process would have been
helpful. Another issue was expressed by a user with a PhD in mathematics,
who criticized the descriptions of our algorithms as too imprecise. Indeed,
this was the expression of a general feeling many users shared. For example,
for one algorithm, we stated that the result of a calculation should be “con-
catenated” with some value. Some people misinterpreted the concatenation
operation as summation and added the value to the previous result. Also, it
was often unclear what to do if one part of the calculation yielded zero. For
the graphical input, some users attempted to type the captcha input on
the keyboard, especially the delete and next symbols. Another problem with
the graphical input was that it was not trivial to correct an input error that
occurred some digits ago. Our current implementation requires that all input
up to the erroneous position is deleted before the problem can be resolved.
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This frustrated some users.
Given the results of our evaluation and our experiences while conducting the
user study, it was apparent that once our proposed solution was understood,
most people were able to perform the required steps with little difficulty.
Thus, considering the additional protection that our techniques provide, we
believe that they are suitable for deployment in security-critical environments
such as online banking. Also, given the different preferences of different user
groups, one can envision a scenario in which a bank offers multiple protection
techniques in parallel and let the user select her favorite one.



Chapter 8

Conclusion and Future Work

Web applications have become the most dominant way to provide access
to online services. A growing class of problems are client-side attacks in
which malicious software is automatically installed on the user’s machine.
This software can then easily access, control, and manipulate all sensitive
information in the user’s environment. Hence, an important web security
research problem is how to enable a user on an untrusted platform to securely
transmit information to with a web application.
Traditional TAN-based schemes are vulnerable to Trojan and phishing at-
tacks. Previous solutions to this problem are mostly hardware-based and re-
quire peripheral devices such as smart card readers and mobile phones. Such
solutions are often expensive and not always available to users. Software-
based solutions, such as graphical keyboards were promising at first, but
some were poorly implemented, providing a false sense of security, and the
good ones were beaten with screenscrapers and OCR techniques.
In this thesis, we present two novel server-side techniques that can be used
to enable secure user input. The first technique extends graphical input
with captchas to protect the integrity of user input against automated
attacks. We have discussed the current uses of captchas and provided
arguments that it is possible to create OCR-resistant captchas, making
this idea feasible. The second technique uses confirmation tokens that are
bound to sensitive data to ensure data integrity. Confirmation tokens can
either be looked up directly in a code book or they need to be calculated
using simple algorithms.
The usability study that we conducted demonstrates that, after an initial
learning step, our techniques are understood and can also be applied by a non-
technical audience. The experiences gathered from that study have allowed
us to improve our solutions in order to make them more usable. We are
planning to conduct further usability studies to evaluate these improvements.
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Our dependency on the web will surely increase in the future. At the same
time, client-side attacks against web applications will most likely be contin-
uing problems as the attacks are easy to perform and profitable. We hope
that the techniques we present in this thesis will be useful in mitigating such
attacks.



Appendix A

Screenshots of our Simulated
Online-banking Site

Figure A.1: The login page
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Figure A.2: Method selection

Figure A.3: Form for transaction details
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Figure A.4: Form for transaction details with captcha input element

Figure A.5: Form for confirmation token — in this case it’s the “token cal-
culation” variant
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