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Kurzfassung

Die formale Spezifikation und Analyse von hochintegrierten Schaltungen (VLSI Cir-
cuits) ist fiir die Verwendung in hochzuverliassigen Anwendungen unerlisslich. Zwei Trends
im VLSI Design sprechen fiir einen Modellierungsansatz analog zu dem verteilter Syste-
me: (i) merkliche Kommunikationszeiten zwischen Schaltungskomponenten und (ii) nicht
vernachldssigbare Fehlerraten, verursacht durch Abnutzungseffekte und Teilchentreffer in
Schaltungen mit immer kleiner werdenden Strukturgrofien. Trotz dieser vielversprechenden
Gemeinsamkeiten konnen VLSI Circuits mit Modellen klassischer verteilter Algorithmen
nur umstindlich oder gar nicht spezifiziert und analysiert werden: Im Gegensatz zu klas-
sischen verteilten Systemen, in denen Berechnungen von Prozessen in diskreten Schritten
ausgefiihrt werden, bendttigt die Modellierung von VLSI Circuits ein kontinuierliches Be-
rechnungsmodell. Ein on-chip Algorithmus wird in diesem Kontext zu einer Menge von
Schaltungskomponenten, die auf kontinuierlichen Berechnungsstréomen operieren und via
kontinuierlicher Nachrichtenstrome kommunizieren.

In der Dissertation wird ein Spezifikations- und Analyse-Framework vorgestellt, welches
auf die Besonderheiten von fehlertoleranten on-chip Algorithmen abgestimmt ist. Dieses
basiert auf einer dreifachen Darstellung des Verhaltens der Komponenten iiber die Zeit. Die
elementarste Darstellung ist ein “signal”, eine Folge von Ereignissen. Darauf folgt die ab-
straktere Représentation des “status”, der mehrere dhnliche signals umfasst und schliellich
die “counting function”, die eine noch groflere Menge von signals repréasentiert. Diese drei-
fache Darstellung erlaubt die Spezifikation von unterschiedlichen Schaltungskomponenten
auf verschiedenen Abstraktionsniveaus.

Die Stérken des vorgestellten Frameworks werden beispielhaft an einem asynchronen
on-chip Algorithmus, das ist ein Algorithmus, der nicht von einem zentralen Taktgenera-
tor versorgt wird, illustriert. Die Erweiterung des Frameworks um eine Petrinetz-ahnliche
Spezifikationssprache erlaubt es einige fiir das Design von asynchronen Schaltungen zen-
trale Komponenten kompakt zu spezifizieren. Unter diesen befindet sich auch das “General
Join” Modul, welches das Zusammenfiihren von mehreren Datenpfaden von verschiedenen
Quellen auf eine fehlertolerante Weise ermoglicht. Neben einer vollstandigen Spezifikati-
on werden fiir dieses Modul auch allgemeine Aussagen iiber das Zeitverhalten abgeleitet.
Weiters wird eine Implementierung des General Join Moduls, bestehend aus einfachen
Subkomponenten, prasentiert und deren Korrektheit bewiesen.

Im Gegensatz zu asynchronen werden synchrone Designs von einem zentralen Takt ver-
sorgt, welcher einen unvermeidbaren single-point of failure darstellt. Eine iibliche Methode,
um synchrone Designs fehlertolerant zu machen, ist die Replikation des Designs und der
Taktquelle. Dies fiihrt allerdings zum sogenannten “Tick Generation” Problem: alle ein-
zelnen Komponenten mit fehlertoleranten, synchronisierten Taktsignalen, die nicht iiber



die Zeit divergieren, versorgen zu miissen. In der Dissertation wird eine Losung mit Hil-
fe einer Schaltung aus interagierenden General Join Modulen présentiert, deren zeitliches
Verhalten charakterisiert und deren Korrektheit bewiesen.

Abschlieend werden Grenzen einfacher Schaltungen aufgezeigt, die nur aus kombinato-
rischer Logik und deren Verbindungen bestehen. Es wird bewiesen, dass es keine derartige
Schaltung gibt, die das “short-pulse-filter” Problem 16st; ein Problem von grofler Wichtig-
keit fiir das Design von zustandsbehafteten Schaltungen, wie Arbitern, an deren Ausgéngen
keine beliebig kurzen, transienten Zustandswechsel erlaubt sind. Die Dissertation endet mit
einem probabilistischen Ansatz zur Implementierung eines short-pulse-filters.



Abstract

For Very Large Scale Integrated (VLSI) Circuits intended to be used in highly reliable
applications, formal specification and analysis is mandatory. Two trends in VLSI design
favour a modeling approach analogous to that used for distributed systems: (i) noticeable
communication delays between circuit components and (ii) increasing failure rates caused
by wear-out and particle hits in circuits with ever decreasing feature sizes. Despite these
striking similarities, specifying and analyzing circuits by means of classic distributed system
models is either overly lengthy or not possible: In contrast to classic distributed systems,
where computations are performed by processes in discrete steps in time, digital circuits in
general adhere to a continuous computation model. An on-chip algorithm thus becomes a
set of circuit components that compute on continuous streams of events and communicate
by continuous streams of messages.

In this thesis a modeling and analysis framework tied to the peculiarities of fault-
tolerant on-chip algorithms is presented. It is based on a three-fold representation of the
behavior of a circuit’s outputs over time. The most fundamental is the signal, a trace of
events; next comes the more abstract status, grouping together similar signals, and finally
the counting function, grouping together an even larger set of similar signals. The three-
fold representation allows the specification of diverse circuit components at different levels
of abstraction.

The capabilities of this framework are then illustrated by applying it to clockless on-
chip algorithms, that is, circuits that are not driven by a central clock. The framework is
extended by a Petri net like specification language, which is used to state pivotal circuit
components for building clockless fault-tolerant on-chip algorithms. Among those is the
General Join module, a module that allows to merge data provided by different sources
in a fault-tolerant manner. In the thesis a complete specification is provided and generic
timing properties are derived. Furthermore, an implementation of a General Join module
in terms of simpler circuit components is given and proven correct.

In contrast to clockless circuits, synchronous circuits are driven by a central clock which
inherently constitutes a single-point of failure. A common technique to make synchronous
circuits fault-tolerant is by replication of the circuit and its clock source. Thereby, the
problem arises to provide fault-tolerant, synchronized clock signals that do not diverge
over time to each of the replicas. This problem is termed the “tick generation” problem. It
is shown that an alternative to replicated synchronized clock sources is to let a set of Gen-
eral Join modules, forming an on-chip distributed algorithm, generate synchronized clock
signals in the course of their interaction. A correctness proof and performance measures
of this solution are derived.

Finally limitations of a restricted set of on-chip algorithms are established: It is shown
that there is no circuit, only comprising combinatorial gates and wires with constant delay
that solves the short-pulse-filter problem, a problem of great importance when building
state-holding devices like arbiters that are not allowed to glitch at their output. The thesis
concludes with a probabilistic by-pass of these limitations.
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CHAPTER 1

PREFACE

HE AIM of this thesis is to approach the challenging area of on-chip fault-tolerant

distributed algorithms in a way inspired by the formal analysis of classic distributed
algorithms. As such, the thesis is neither the first step into this direction (for exam-
ple, [17] is a special issue on hardware design) nor the last. However, the author hopes
the reader will still find one or the other inspiring novel approach towards this interest-
ing field. Classically a distributed system is a set of autonomous processes equipped with
means to communicate with each other, e.g., by message passing. A distributed algorithm
is an assignment of locally executed algorithms to the processes of a distributed system,
where each local algorithm operates only on the process’ local state (including its received
messages). Interesting distributed algorithms are intended to solve a global problem, de-
spite their lack of global knowledge. In this thesis the term “on-chip algorithm” denotes
an algorithm that is intended not to be implemented in software, but rather in terms of
(simple) hardware building blocks (modules) directly placed on a chip. In this thesis a
distributed system is a set of modules residing on a chip that can communicate with each
other by signalling, and an on-chip algorithm is an assignment of an implementation to
each of the distributed system’s modules. Implementations themselves comprise of modules
that perform very simple computations only (here a multiplication of two 8-bit numbers is
already a non-simple computation).

Due to the impossibility to cover all significant aspects in satisfactory depth, this thesis
has to concentrate on a few particular issues that, however, are still representative. The
following were chosen:

(i) A formal framework to model on-chip algorithms is introduced. We assume that
the algorithm’s hardware modules may fail during operation time due to wear-out,
particle hits, etc., and behave in an arbitrary way after they have become faulty.
Therefore major ingredients of the framework are the possibility to capture timing
properties and fault tolerance.



(ii) A high-level Petri net like specification language is presented, together with building
blocks that can be used to construct fault-tolerant on-chip algorithms.

(iii) An example non-toy algorithm is stated in terms of high-level building blocks and is
proven correct; performance bounds are also derived.

(iv) The possibility of fault-containment of modules, that is, the possibility to build mod-
ules that meet their specification even if some of their inputs are driven by faulty
modules, is investigated.

A brief description of the above issues follows.

Not to the least because of their great aesthetic attraction, this thesis only covers
clockless algorithms, i.e., on-chip algorithms that do not make use of a central clock source.
A second, more practical, reason in favor of clockless algorithms can be easily given: unlike
their classical synchronous counterparts, clockless algorithms are not driven by a central
clock which inherently constitutes a single point of failure. Clearly, though, synchronous
algorithms can be made fault-tolerant by replicating the clocks. This, however, inevitably
leads to metastability-prone! communication between functional units, clocked by different
clocks, unless the clocks are synchronized. A method of how to obtain synchronized clocks is
the topic of one of the chapters: interestingly the presented solution makes use of a clockless
algorithm. Most of the ideas presented, however, can be easily applied to synchronous
circuits as well.

Obviously, a thorough analysis of any system requires a formal modeling and analy-
sis framework. It is first shown that classical modeling frameworks do not fit very well
the peculiarities of on-chip algorithms: either they are not expressive enough, or a repre-
sentation of important concepts in their language is lengthy. Thus a new modeling and
analysis framework for on-chip algorithms is proposed, capable of expressing continuous
time and fault-tolerance. This approach allows the specification of hardware components
in terms of modules that communicate with each other and together form the system under
consideration.

A more abstract, Petri-net-like, way of specifying clockless circuits is presented. The
proposed language is then used to specify common building blocks of fault-tolerant clockless
circuits. For example, a standard module used in non fault-tolerant circuit design is the
Join module. It is used to merge data of multiple predecessor modules and forward it to a
successor module. It does so by waiting to receive data from all its predecessor modules,
before handing over the merged data to the successor module. Because of this “wait for
all” semantics the join, however, is of limited use in fault-tolerant on-chip algorithms. Thus
the set of modules is extended by a General Join module that does not wait for data from
all predecessor modules. Rather, it only waits for a subset of its predecessor modules. In

'A hardware module that is bistable, i.e., has two stable internal states, may remain in an unstable
state different from the two stable states for an unbounded time before it flips into one of its stable states.
This problem is called the “metastability problem”. See Section 6.2 for more details on metastability.
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terms of the Petri net like specification language, this change boils down to introducing
anti-tokens circulating in the Petri net.

A further point of interest is to measure the timing performance of a given algorithm.
In the field of distributed computing this is classically done by giving best case and worst
case bounds for the sought timing measures. Typically, those bounds are too conservative.
We thus present a (simulation) relation between non fault-tolerant control structures of
clockless algorithms and a well-known simple distributed algorithm, namely Full Reversal
introduced by Gafni and Bertsekas [42], of which the detailed performance measures are
known. While the technique is restricted to non fault-tolerant clockless algorithms with
identical communication delays, it provides good estimates for real systems with homoge-
neous communication delays. An adaptation of this method to fault-tolerant algorithms
and to non-homogeneous delays is planned future work.

The new framework, together with the abstract specification language, is then “tested”
by applying it to a fault-tolerant tick generation algorithm: the latter comprises a set of
tick generation units that locally generate ticks (0/1-transitions) in a distributed manner
and establish synchronization, even in spite of a certain fraction of arbitrarily faulty tick
generation units. Using the new modeling framework, the algorithm is proven correct and
performance metrics are derived.

When proving a distributed system correct, one typically partitions it into isolated and
autonomous parts, which may fail, and then proceeds to prove that the distributed system
still solves a certain problem in spite of up to some number f of faulty parts. Such a
partitioning only makes sense if a single faulty part cannot cause another part or even all
other parts to fail, i.e., if fault-containment can be guaranteed. The thesis’ final topic is a
short investigation of fault-containment in terms of the new modeling framework.

1.1 MOTIVATION

This thesis is motivated by three important aspects of on-chip algorithm design, namely
fault-tolerance, the distributed system’s view, and the focus on clockless circuits which are
discussed in detail below.

Fault-tolerance. The International Technology Roadmap of Semiconductors [48] projects
that feature sizes and operating voltages will further decrease, such that product failures
and parametric shifts of a chip’s components will increase. While these trends result
in a higher number of permanent faulty chips at production time, decreasing the man-
ufacturer’s yield [48], system failures that occur during operation will and have already
increased, too [4,18,19]. The latter types of failures, clearly, play a crucial role when used
in high-reliability applications. The reasons for failures that occur during system opera-
tion, and by this their effects on the system, differ. A possible classification of faults in
terms of persistency is given in [18,19]: faults can be permanent, intermittent or transient.



4 1.1 Motivation

A permanent fault is one that results in an irreversible malfunction of the faulty device,
e.g., a transistor, logic or memory cell. A malfunctioning cell with, say, one output is not
necessarily silent, i.e., produces a constant signal after it has failed. The latter type of fault
is called a stuck-at fault. Simulations carried out by Grahsl et al. [43] with a C-Element
(a cell widely used in asynchronous circuit designs) where transistors were replaced by
permanently faulty transistors, have shown that stuck-at faults only make up a minority
of possible faults of a C-Element. In [33], Fuchs et al. discussed alternative fault models to
the stuck-at fault. Unfortunately, it turned out that only arbitrary (in terms of distributed
computing, Byzantine [56]) behavior of faulty cells can be assumed with sufficiently high
coverage of the fault hypothesis.

An intermittent fault results from a device that behaves slightly off specification, e.g.,
due to a parameter shift or highly resistive interconnections between cells, which may result
in (data dependent) delay faults [19]. While not permanently faulty, an intermittently
faulty cell produces failures, e.g., glitches?, with an increased rate. When being replaced
by a correct device, the rate decreases.

Transient faults occur because of environmental conditions, like radiation, and thus
their rate cannot be decreased by replacement of cells with equivalently designed (identical
design, layout, etc.) cells. The main reasons for radiation-induced faults at sea level are
(i) alpha particles emitted from package impurities, as well as neutrons (the most common
hadrons at sea level) colliding with (ii) 1°B isotopes from the B-doping of Si and with (iii)
Si atoms, which both produce ionized secondary particles [4,5]. Ionized particles, while
traversing the Si material, produce e”-h* (electron-hole) pairs along their track. The effect
an ionized particle has on the circuit hit is typically given in terms of LET (linear energy
transfer), % /p, where E is the energy deposited in the material and p the material density.
Given the LET of a particle, the number of induced e™-h™ pairs generated per traversed
distance can be calculated. The pairs are typically collected at reverse biased junctions
of transistors, thereby generating a current, respectively, voltage swing when moving in
the material [65,93]. Note that, particle movement is both due to drifting in the electric
field and diffusion, initiated by the higher e~ and h™ concentrations near the ion track.
Baumann [4] states that typically the drifting process produces a large current spike, while
the diffusion process becomes dominating later on, leading to a long tail of the induced
charge pulse.

The induced current then may either (i) flip a memory bit stored in a DRAM, SRAM
or flip-flop (we say a soft error (SE) and more specifically, a single-event-upset (SEU) has
occurred), (ii) create a glitch (we say a single-event-transient (SET) has occurred), that is,
either generate a new or mask an existing voltage pulse at a logic cell’s output, or (iii) be
masked by electrical means. Since masked electrical pulses are not necessarily well-formed,
they may be perceived differently by successor cells. In terms of a purely digital system
model, as our framework, the above failures map to spurious and missing 0-to-1 and 1-to-0
transitions that are received by a (possibly proper) subset of successor modules, leading to
arbitrary and asymmetric failures.

2A cell’s output is said to glitch, if it takes on an unintended, wrong state for a short time.
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DRAM cells used to be more susceptible to radiation-induced faults compared to SRAM
cells because of their large surface and dynamic update. However, this is not any longer the
case [4]. Two trends can be observed: due to decreasing feature sizes, SRAM cells became
smaller and thus less likely to be hit by a particle. However, for the same reason and
because of the reduced operating voltage, the critical charge necessary to flip a bit became
smaller [4,20]. While mitigation techniques allowed to reduce the resulting soft error rate
(SER) of a single bit cell, the system SER is nearly constant for DRAM and has increased
for SRAM [4], because of the increasing system size, and for combinatorial logic [4,18-20],
due to dominating interconnects with non negligible and varying RC, reduced voltage swing
and smaller drivers, which make electrical masking less likely.

Summarizing, according to Constantinescu [18-20], the rate of transient and intermit-
tent system faults will further increase and affect combinatorial logic to a larger extent.
Mitigation techniques are numerous and reach from material level to the system level.

Material level techniques comprise the use of different or highly pure materials. For
example, it was observed that alpha particles result from radioactive impurities in the
device material as well as solder bumps [5]. Baumann et al. [5] have identified '°B isotopes,
used in doping and to form dielectric layers, as a major contributor to the system SER and
propose not to use °B. Advanced VLSI process technology like Silicon on insulator (SOI)
has also been proven to effectively reduce radiation susceptibility: the idea is to have a
buried insulator in the substrate that shortens the effective path an ion can generate e~-h*
pairs along [65,93].

Techniques on higher levels of abstraction include W/L sizing of transistors®, where a
larger W/ L results in stronger drivers and thus less susceptible combinatorial logic. Zhou et
al. [99] have proposed a model allowing fast estimation of the reliability gained by transistor
sizing, enabling tradeoff-decisions between reliability, circuit size, and power consumption.
Further mitigation techniques consider layout adaptations [86] and different cell-designs.

Techniques at even higher level of abstraction consider error detection and correction
codes which are widely used to protect highly-regular circuit designs, like memory, against
transient faults. Another example is the Dual Interlocked Storage Cell (DICE) [11] which
is a storage cell made tolerant to SEUs by (i) replicating the internal inverter storage loop
of a memory cell and (ii) interlocking both storage loops in a way such that transient upsets
of one loop are corrected by the second loop within a short time.

Finally, system level methods use replication of functional units in space as well as cal-
culations redundantly performed in time, and combinations of both. Clearly, redundancy
in time is restricted to transiently faulty units, while redundancy in space allows to tol-
erate permanent, intermittent and transient faults, provided that a single fault occurring
at a functional unit does not lead to faulty behavior of other replicated functional units,
i.e., fault-containment is guaranteed. While replication of functional units within a single
chip is expensive, it is expected to gain in importance because of the increase of system

3W denotes the width and L the length of the transistor.
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SER [20] and the decrease in cost per transistor. Further, system-level techniques may use
standard fabrication processes and cells and therefore, too, are attractive for industry.

Distributed Systems’ View. Due to the replication of functional units, forming a
system-on-chip (SoC), and the need to keep their state consistent, problems arise that are
analogous to the problems encountered in the context of classic replicated state machines.
Related issues have been studied for decades by the distributed algorithms community,
both for non-fault prone systems [54] and systems where functional units may fail [30,
56,83]. Indeed an SoC comprising a system of functional units that (i) may fail and (ii)
communicate by signaling each other with non-negligible message delays, deceptively looks
like a classical distributed system, formed by autonomous processes that communicate by
message passing. It is thus promising to apply approaches used in the context of distributed
computing to SoCs. A recent investigation of whether such approaches exist and can be
successfully used to solve problems in fault-tolerant chip design, has been undertaken in a
Dagstuhl seminary, organized by Charron-Bost, Dolev, Ebergen and Schmid [14].

Despite all similarities classical distributed systems share with systems-on-chip, there
are major differences: the most striking ones being (i) the absence of a discrete zero-time
step abstraction that performs complicated computational tasks in SoCs and (ii) the high
degree of heterogeneity in SoCs. Chapter 2 is concerned with discussing the implications
of (i). Here we will concentrate on (ii): most of the theoretical work assumes classical
distributed systems to be highly regular with respect to the local algorithms run on the
processes (the only difference of any two local algorithms run on distinct processes are
often just their process identifiers) and the communication structure. While it could be
argued that distributed algorithms for SoCs, too, comprise only a few distinct algorithmic
components (consider, for example, a circuit that is only built from NAND, NOR and
NOT gates), the heterogeneity of the communication structure, typically, does not match
classically assumed homogeneous communication structures. Although there exists a large
body of work on classical distributed algorithms that may be run in systems with irregular
communication graphs, links in the communication graph are typically assumed to be
equally constrained. For example, in case of synchronous systems, the lower and upper
bounds of all timely links are identical. An interesting exception is the work by Halpern,
Megiddo and Munshi [46] who consider the clock synchronization problem in distributed
message passing systems with arbitrary communication graphs and not necessarily equal
delay uncertainties on its links. Contrary, in a circuit of NAND, NOR and NOT gates
interconnections are not necessarily equally long; rather, their actual delays depend on the
outcome of the layout process.

We will next see why global, homogeneous constraints on the interconnect often are too
restrictive: typically, a circuit C is intended to solve a problem, e.g., the adder problem,
where inputs to the circuit are two binary numbers (in a certain range) and the output is
the sum of the inputs. One would consider C a correct solution for the adder problem, if
the output really is the sum for each possible input number pair, possibly subject to some
additional properties on the inputs and output. Figure 1.1 shows an example solution for
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the adder problem, where inputs A and B are restricted to 1 bit numbers and the output
comprises two ports Oy and Oy, whose state is the binary sum of the input’s states after
some time. Assume we further demand that when the inputs’ states change at exactly the
same time, the outputs’ states must not glitch, i.e., produce arbitrarily short pulses. Then
we must require that the delay from port A to the input port of the XOR gate and the
delay from port B to the other input port of the XOR gate are equally long. Otherwise,
Oy might glitch?. Notice that not all the interconnect delays in C affect correctness: while
some delays must adhere to restrictions, like relative delay constraints (e.g., say, in the
circuit of Figure 1.2 the delay along the path from gate a via b to ¢ must be at least twice
the delay along the path from a via d to ¢) and absolute delay bounds, others can be chosen
arbitrarily, without violating C’s correctness and having only effects on the performance
of C. The approach taken in this thesis is to assume unknown, but finite delay bounds on
sets of links, i.e., links that can be assumed to have common delay bounds, but allow each
link to have an arbitrarily and typically varying delay within the bounds. The proofs then
show which constraints have to hold for these bounds in order for a circuit to correctly
solve a problem. Note that, the less timing constraints exist and the easier it is to fulfill
those, the more robust the circuit will be.

Clockless Circuits. Consider a distributed system that communicates by message pass-
ing. In the context of distributed computing the term “asynchronous” is used to describe
systems where no restrictions on the end-to-end message delays (from message send to
message receive) exist and the relative speed by which processes perform computing steps
is unbounded. That is, nothing but the finiteness is known on message and computing
delays. By contrast, in VLSI the term “asynchronous” describes systems that are not
clocked by a single oscillator. It does, however, not specify the degree, to which delay
bounds are restricted: there, too, exist design styles for asynchronous hardware, in partic-
ular, delay insensitive (DI) circuits [16,91], where no assumption beyond the finiteness has
to be put on the message (signal) delays between the components. Automatic compilation
techniques that map languages to distributed SoCs were proposed, e.g., by Martin [62] and
Ebergen [26]. Interestingly, both had to introduce additional constraints on some com-

4For example consider the inputs A, B to change from state 0,0 to 1, 1.
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munication forks®, namely to have approximately the same delay on all the fork’s paths,
thereby forming an isochronic fork. A circuit, with some of its forks being isochronic is
called quasi delay insensitive (QDI), whereas a circuit with all of its forks being isochronic
is termed speed-independent. In [63], Martin proved that the set of problems solvable with
circuits without any isochronic fork is very restricted. In that sense, QDI circuits make
use of inhomogeneous timing assumptions. In this thesis, we will, however, only partially
make use of the QDI design style: to prove complicated algorithms correct, like the one
presented in Chapter 5, even more general timing assumptions than the isochronic fork
have to be considered, allowing to express delay constraints on arbitrary circuit paths and
not just forks. In terms of general constraints, often looser constraints can be found, that
are easier to fulfill than isochronic fork assumptions.

Whenever confusion may arise which of the two meanings of “asynchronous” we refer
to, we will replace the VLSI related term by the more descriptive “clockless”.

It remains to motivate the use of clockless circuits in the context of fault-tolerant on-chip
algorithms. From the above discussion it is already clear that clockless circuits allow for
heterogeneous use of relative as well as absolute timing constraints, whereas synchronous
circuits demand absolute timing constraints (introduced by the fixed clock period) on all its
paths of combinatorial logic between two successive flip-flops. Therefore a larger robustness
of asynchronous circuits to (slightly) varying communication delays is expected: in [18],
Constantinescu performed a case study with commercial of-the-shelf (COTS) components
under harsh environmental conditions (operating voltage and temperature), where it was
shown that most failures were due to setup/hold-violations, i.e., violations of the absolute
timing constraints of the combinatorial logic. The violations even lead to multi-bit errors
and most of the time occurred in bursts.

There is a further concern about the appropriateness of synchronous systems for fault-
tolerant on-chip algorithms: the clock together with the clock distribution network makes
up a significant part of the chip and clearly is a single point of failure. Seifert et al. [84]
have found the impact of radiation hits on the clock distribution network to be significant:
simulations of particle-hits on a synchronous flip-flop-based design showed that bit failures
in flip-flops due to current pulses in the clocking network made up 20% of the total system
soft-errors.

Despite all the reasons given in favor of clockless circuits for fault-tolerant on-chip
algorithms, some changes to classical clockless algorithms have to be made: ordering of
computational events, respectively signal transitions, is achieved by two means in clock-
less algorithms: (i) explicit handshaking by acknowledging and (ii) implicit handshaking
by timing constrains between two communicating components. Clearly, in case of fault-
tolerance explicit handshaking cannot be used alone: consider a network of components,
where each component receives data from its predecessor components, processes it and
hands it over to all its successor components. Here, explicit handshaking can be used as a
communication scheme between the components. However, as soon as one allows compo-
nents to become faulty, a correct component that simply waits for all its predecessor and

5A component, providing data to two or more successor components does this by a communication fork.
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successor components might stop making progress as soon as one of these is faulty. To over-
come this limitation, implicit handshaking can be used, however, introducing additional
timing constraints.

1.2 STRUCTURE OF THE THESIS

In Chapter 2 the major difference between classical computation and a computation model
that is tied to on-chip algorithms are discussed. It is followed by the introduction of a
new formal framework in Chapter 3. The framework is then used to describe important
components for building the control structures of fault-tolerant clockless algorithms in
Chapter 4. The central component presented is the General Join Module. In Chapter 5
this component is used to solve the fault-tolerant tick generation problem. The solution
provides the chip designer with a generic solution to replace the central clock signal by a
set of synchronized, local clock signals, generated by a fault-tolerant distributed on-chip
algorithm. Chapter 6 finally discusses the fault-containment assumptions made throughout
the previous chapters from a theoretical point of view: it is investigated whether the
modules previously used can be implemented with boolean gates and channels alone. Each
chapter is ended by a “related work” section which both discusses existing related work as
well as lists further, detailed, work by the author.
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CHAPTER 2

INTRODUCTION

N THE previous chapter it has been motivated that the formal analysis of fault-tolerant

clockless on-chip algorithms is of its own interest and cannot (very well) be performed
by standard formal means to analyze classical distributed algorithms. The most signifi-
cant difference between hardware-based and classical algorithms is the missing abstraction
of discrete computing steps in the former. To shed light on this major difference, we
will compare the causal structure of a classical asynchronous computation model and an
asynchronous hardware-based computation model.

2.1 CLASSICAL ASYNCHRONOUS COMPUTATIONS

Consider a computation model analogous to the one proposed by Fischer et al. in [30]: a
distributed system comprises a finite set P of processes, with |P| > 2, where processes can
communicate by message passing and each can run a local algorithm, resulting in a series
of (receive-compute-send) steps happening at each p € P. Each process p in P is equipped
with a local memory (that holds p’s state). A distributed algorithm is an assignment of
local algorithms to processes in P. A configuration is a tuple of all the processes’ state
as well as the message layer state (containing the messages in transit). A step is a tuple
comprising (i) the process p € P that makes the step, (ii) the messages received in the
step and (iii) the messages sent in the step. A step is either applicable to a configuration
or not. For example, a step involving the reception of message m is only applicable in
a configuration where m is in transit. An application of a step to a configuration leads
to a new configuration and the possible state transitions are specified by the distributed
algorithm’s transition relation ¢: let X be the set of steps and I' the set of configurations.
Further, let relation ¢ C T'x ¥ x I', where (C,s,C") € ¢ iff s is applicable to configuration
C and results in configuration C’. We further restrict ourselves to deterministic algorithms,
i.e., ¢ is right-unique!. Without formally stating the details, transition relation ¢ is the

IThat is for any two (C,s,C”) and (C,s,C") in ¢, C" = C"".

11
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union of local transition relations of every process’ algorithm: the application of a step
of process p € P comprises (i) either p receiving a message which is in transit to p or p
receiving a special () message, and (ii) based on p’s current local state and the message
received: p changing its state according to its local algorithm and sending messages to a
(possibly empty) subset of processes in P. In case p € P sends some message m (m is
unique in each execution) in step s and ¢ € P receives m in step s, s will be called a send
step (of m) and s’ the corresponding receive step. An execution of a distributed algorithm
is an alternating sequence of configurations and steps made by processes in P, generated
by the successive application of applicable steps to an initial configuration. For analysis
purpose the existence of global Newtonian time is assumed and steps of an execution occur
at instants in Newtonian time from Ry .

The only restriction on the message communication is that a process performing in-
finitely many (receive-compute-send) steps during an execution will eventually receive any
message sent to it. Since we do not assume any failures here, we demand that every process
in P makes an infinite number of steps during an execution. Thus, every message sent is
eventually received.

We will next recapitulate the means by which the causal structure of asynchronous
distributed computations can be captured: for this purpose let us define an event of process
p € P in an execution. Given an execution €, we define the set of events of €, denoted by
E(e) or simply by E, as the set of (¢, s), such that step s occurs in € at time ¢. For an
event e = (t,s) € E, we denote its time of occurrence by T'(e) = t.

For execution € an event e = (t,s) € E(e) is a send event (of message m) iff s is a
send step (of m) that occurs at time ¢ in €. Event e, = (t,, s,) € E(e) is the corresponding
receive event (of message m) iff s is a receive step s, € ¥ where m is received that occurs
at time ¢, in e.

In his seminal work [54], Lamport introduced a general formalism to express the po-
tential causal structure of some execution €, which can be also applied to the computation
model described above. The key components are events e from a set £ = E(€) and a
binary relation — on E? = E x E, called “happened before” that is defined by:

Definition 2.1. — is the smallest (with respect to set inclusion) relation for which:
(i) If a and b are events of process p and a directly happens before b, then a—b.
(ii) If a is a send event and b is the corresponding receive event, then a—b.

(iii) If a—b and b—c, then a—c (transitivity). O
The intuitive meaning of “—" is that if a—b, event a can potentially influence event b
via a chain of local computations and messages sent between processes. If =(a—b), there
does not exist such a chain and a cannot influence b. Two events a and b are said to be
concurrent iff both =(a—b) and —=(b—a).

Mattern [64], too, investigated the potential causal structure of executions, with a
slightly different notation: the direct successor relation on a process is denoted by <, i.e.,
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Figure 2.1: Classical asynchronous execution

a <; b iff both events a and b occur at the same process and a is a direct successor of b and
a < b is analogously defined to a—b. To avoid confusion of happened before with logical
implication we will stick to Mattern’s notation throughout the thesis. In [64] Mattern
introduced consistent cuts of executions. A consistent cut S for a given execution with
events F is a set S C FE that is left-closed with respect to <: for all e in S and ¢’ in F,
¢ <e= ¢ €8. A special consistent cut is the causal past of event e in E, defined by the
set {¢/ € E| ¢ < e}. The importance of the causal past of e is that in an asynchronous
distributed system analogous to [30] (with a deterministic algorithm run on it), a process’
local state after an event e is fully determined by the causal past of e, with the < relation
on it, together with the initial states of the processes. It is this latter observation that will
play an important role in Chapter 6 for proving impossibility results.

Example 2.1. An example execution of three processes is depicted in Figure 2.1. The
asynchronous execution has been embedded in global Newtonian real-time which, however,
s mot visible to the processes themselves. Events of a process happening at a certain time
are depicted as dots on the process’ timeline. A message send event e with the corresponding
receptive event € is shown by an arrow from e to €. Here a <; b and a < ¢ holds. It is
important to note that the local state of process py after application of ¢ only depends on
the causal past of ¢ and the initial local states of processes p1 and py. In Figure 2.1 the
causal past of c is the set of events to the left of the dashed boundary line.

2

We will next discuss asynchronous® executions in hardware and relate these to classical

asynchronous computations.

2.2 ASYNCHRONOUS COMPUTATIONS IN HARDWARE

The most significant difference to classical asynchronous computations is the absence of
discrete computing steps which are replaced by a continuous stream of computation. We
discuss this difference by means of the example of the digital AND gate depicted in Fig-
ure 2.2. The gate has one output port ¢ and two input ports that are connected to ports a

2Here “asynchronous” refers to the distributed computing term, i.e., unbounded but finite delays.
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Figure 2.2: AND gate Figure 2.3: Asynchronous execution in hardware

and b via wires with varying, unbounded delay. The behavior of ports is described by sig-
nals, where a signal s is assumed to be binary; thereby s : Rj — {0, 1} is a function, where
s(t) is the state of signal s at time t. We can model this hardware setup as a distributed
system comprising three processes p,, p, and p.. Process p, and process p, continuously?
send messages to process p., where the content of the message is the current binary state
of signal a and b, respectively. Let us further assume that after some initial phase ending
at time 7" > 0, at any point ¢t > T in time, process p. receives two messages, one from p,
and one from p,. This is true if a wire is modeled by a FIFO channel with a delay that is a
continuous function in time, which is a realistic assumption: wire delays change because of
chip temperature, voltage etc. It is adequate to assume that these changes are continuous
over time. The FIFO property for channels results from the fact that binary signal transi-
tions from 0 to 1 and vice versa do not overtake each other on a wire, if properly encoded
(like 0 corresponds to low voltage and 1 to high voltage). If p. receives two messages at
time ¢ > 0, it can easily determine ¢(¢), by computing the logical AND of both message
contents received at time ¢. In case it does not receive a message from either p, or p,, we
may model this by the reception of a special () message from the respective sender process
and define default values for the message (), depending on whether it comes from p, or
py- The latter models the initial state of the wire: e.g., to model the fact that the wire
from p, to p. is initialized to 0 (respectively 1), the default value () received from p, is 0
(respectively 1).

Figure 2.3 shows an execution of the distributed system just described. The status
of the three signals a, b and ¢ is depicted above the timeline of the respective process.
There have only been drawn 8 out of the continuum many messages and 12 out of the
continuum many steps performed by the processes.* For example, process p, at time 3
receives a message from p, with content a(2) = 1, which is the value of signal a when
Po sent the message, and a message with content b(1) = 0 from p,. p. then computes
c(3) = a(2) Ab(1) = 0. Similarly, ¢(8) is computed by ¢(8) = a(6) A b(5) = 1.

Before we investigate the causal structure of asynchronous hardware computations by

3Here, the term “continuously” does not mean forever periodically, but at every time ¢ in Rar . Thus an
uncountable number of messages are sent.
4The messages drawn are those p. received from p, and py in the 4 steps depicted.
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means analogous to [64], we have to take a look at the formal definition of an execution
and a process making a step. Clearly a modeling approach as described in Section 2.1 is
not possible here, since there is no immediately preceding step in a continuum of steps: a
step thus cannot take a pre-state and transform it into a post-state. Further the concept of
a transition function must be replaced. We thus define: A distributed system is a set P of
processes. Steps are from a set ¥ and are tuples that comprise (i) the process p € P that
makes the step, (ii) the messages received from all other processes (possibly () messages)
and (iii) the messages sent to all other processes (possibly () messages). Whether a process
p’s step is applicable at some time ¢t € R} and the effect of the application of the step on
the process’ output state is specified by p’s output relation ¢,: let H, be the set of histories
of p. Then ¢, C H, x ¥ x {0,1} is a right-unique relation, (H,s,z) € ¢, is applicable
at time ¢ iff s happens on p, p’s history at time t, Hy(t) (defined later on), is equal to H
and the result of applying s is that p’s output state at time ¢ is set to . An execution
€: PxRf — ¥ x{0,1} is a function that maps each process p € P and time t € R]
to the tuple (s, x), where s is the step process p makes at time ¢ and z is the resulting
output state of process p at time ¢. It remains to specify H,(t), p’s history at time ¢. There
are two natural ways to do this, both of which will be needed throughout the thesis: (a)
processes with empty history and (b) processes with full history. We will discuss one after
the other. Before doing so, we adapt Definition 2.1 not to make use of the term “directly
happens before”. Consider an execution e. The set of events of ¢, denoted by E = E(e) is
analogously defined as for the classic asynchronous system from Section 2.1, namely, the
set of all tuples (¢, s), such that s occurs in € at time ¢. Relation <; on E? is defined in a
way specific to the two cases (a) and (b) and therefore detailed later on. We define relation
< on E? by:

Definition 2.2. < is the smallest (with respect to set inclusion) transitive relation for
which:

(i) If a and b are events of process p and a <, b, then a < b.

(ii) If a is a send event and b is the corresponding receive event, then a < b. O

ad (a) In case of processes with empty history we define: for all processes p € P and
times t € Ry, H,(t) = 0. By the definition of ¢,, a process thus becomes a device that
sets its output state at time ¢ € R only according to the messages it receives at time t. If
a process wants its current output state to influence its future output state it has to send
a local message to itself which then influences its output state at the time of reception.

To model the absence of causal influence of locally performed steps on their successor
states, we simply define <;= (). The definitions of consistent cuts and causal past can
be taken over from Section 2.1 without a change. Again, it holds that the causal past of
event e at process p happening at time ¢ > 0 determines p’s output state at time ¢: the
output state at time ¢ is a function of the causal past of e, together with the < relation,
alone. In case of the example execution depicted in Figure 2.3, the casual past of the event
happening at p. at time 8 is the set comprising the events happening at p, and p, at times
6 and 5, respectively.
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This approach is useful when modeling simple gates, like the AND gate. However, it
has its limitations when describing more complex systems: first, there are systems whose
specification in terms of this system model is lengthy; and secondly, in Chapter 6, it is
shown that there exist important hardware systems that cannot be specified in terms of
this system model.

ad (b) In case of processes with full history we define: for all processes p € P and times
t € Ry, Hy(t) is the set of s € ¥, such that s happens at process p at least at time ¢,
equipped with the happened before relation, i.e., tuples (s, s’) € X2, for which holds that s
and s’ happen at process p, s happens before s’ and s’ occurs at latest at time ¢. To model
the fact that each event is possibly causally influenced by all local predecessor events, we
define <; to reflect exactly this dependence, by letting <; be the set of (e, ¢’) € E?, where
T(e) < T(€'). An example specification making use of a full history ¢, follows:

Example 2.2. Consider the gate depicted in Figure 2.2. We will specify the behavior of
the AND gate in a different way, making it act as an AND for 0-to-1 transitions: p. sets
its state to 1 in the event e happening at time t > 0, iff either (i) it has received a message
with value 1 from both p, and p, at time t, or (ii) it has already set its state to 1 in an
event locally happening before e. Otherwise, it sets it state to 0. Note that, as a result of
(ii), p. thus remains in state 1 once it has changed to 1.

Again the definitions of consistent cuts and causal past can be taken over from [64]
without any changes. In case of Example 2.2 and the execution depicted in Figure 2.3, the
causal past of p.’s event at time 8 is the set comprising all events at p. with time stamp
less than 8, and all events at p,, as well as py,, with timestamps not greater than 6 and not
greater than 5, respectively.

Specifying distributed systems with the latter kind of transition function often turns
out to be more compact. In Chapter 6, we will show that there exist systems that can be
specified by means of transition functions as defined in (b), but not by means of transition
functions as specified in (a).

Unfortunately, there are problems that are neither expressible solely in terms of (a) nor
in terms of (b), but rather by general constraints that a correct execution must fulfill. Here,
the concepts of [64] cannot be applied. Since we do not restrict our attention to purely
asynchronous computations, we will make also use of such augmented specifications in the
thesis. Examples of the latter kind are systems with time constraints that are expressible
by processes with a timed history: in contrast to (b) where H,(t) only includes an ordering
on steps (by the happened before relation) we include timing information in H,(t): for this
purpose let H,(t) be the set of events that happened at p at latest at time ¢. Note that
some systems (e.g., non-causal systems) require even more general constraints. After this
brief discussion of specifications of continuous executions, a detailed formal framework is
presented in the following chapter.



CHAPTER 3

MODELING AND ANALYSIS FRAMEWORK

HE KEY differences between classical and hardware based asynchronous computation

models were discussed in the previous chapter. It has been shown that these differ-
ences lead to distinct forms of causal structures inside an execution. It is thus evident, that
despite the many commonalities classical distributed systems have with hardware systems,
a different formalism must be used to specify, analyze, and prove correct hardware sys-
tems. In this chapter we provide such a formal modeling and analysis framework, which is
adapted to the peculiarities of computations in hardware and amenable to mathematical
correctness proofs as well as worst-case and average case performance analysis. To handle
the design complexity challenge, which arises when analyzing non-toy hardware systems
specified at a very low level of abstraction, it also supports hierarchical modeling: The
framework is based on modules that possess input and output ports, which themselves are
modeled via binary signals whose values evolve over time. A module’s behavior specifies
how the input and output signals are related. There are two different techniques to specify
a module’s behavior analogous to the two classical VLSI specification types: either directly
(termed “behavioral specification” in VLSI designs), or via a composition of sub-modules
whose input/output ports are connected in an a priori defined way (termed “structural
specification” in VLSI designs). The former kind of module is named basic module, while
the latter kind of module is called compound module. Before we proceed to the definition
of the basic concepts the framework relies on, namely signals and ezxecutions, we intro-
duce some notation used throughout the thesis: both (a,b) and (a,b) denote a tuple with
components a and b. The different styles of brackets are only used for better readability.
To denote component z from tuple y = (..., z,...), we may write y.x. To specify that a
lemma (respectively theorem) holds if a constraint C' holds, we write “Lemma (C)” (re-
spectively “Theorem (C')”) when stating the lemma (respectively theorem). An interval
[a™, at], with o=, a™ € R is denoted by a*. For convenience we even allow the use of more
complicated terms to specify intervals, e.g., a® + 3% is short hand for [a~ + 37, at + 7]
We denote the set of Boolean values by B = {0,1}. We further assume Newtonian real-
time for analysis purpose and let the domain of time 7 = R{ be the set of non-negative

17
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reals, that is, we assume that the system starts booting at time ¢ = 0. For some systems
it is necessary to include the possibility of different booting completion times for different
modules in the formal system model. Note that this is not prevented in the presented
framework.

3.1 SIGNALS

Signals are the key elements for specifying systems. Although signals are abstract math-
ematical concepts, they can be thought of as the behavior of measurement points in a
digital circuit over Newtonian time. While signals are event traces, that is, sets of time-
value tuples, more abstract representations can be given for a signal: (i) a status and (ii)
a counting function. At first sight it might seem superfluous to represent a single signal
by three different means, since a formal framework typically intends to unify concepts.
During the analysis of more complex hardware systems [23,41], however, the three-fold
representation turned out to be of practical importance when writing specifications and
proofs. While combinatorial logic like AND gates can be compactly specified in terms of
how the input’s events or status is mapped to the output’s status, components from asyn-
chronous circuit theory, like the Muller C-Element [72,92] (later discussed in this chapter)
can be easily specified in terms of the input’s status and the output’s events. Counting
functions finally turn out to be of great help when specifying components with queueing
effects, like micropipelines [92] (which will be extensively used in Chapter 4). On the other
hand, trying to specify a queueing system via signal states or combinatorial logic via the
event representations results in long behavioral definitions.

Certainly, a three-fold representation of signals, would be of no use unless different
representations could be used interchangeably as appropriate, e.g., to specify different
components inside a single system. We will thus show under what assumptions the repre-
sentations can be converted into each other and how this can be done. In fact, conversion
between different representations of a signal is not possible for arbitrary signals. While all
signals are event traces by definition, a status representation can only be assigned to signals
with certain properties. Finally, counting functions can be assigned only to a proper subset
of those signals that have a status representation. This leads to a hierarchical ordering of
the representation possibilities with respect to their expressiveness.

Since we focus on purely digital systems, except for Chapter 6, we consider signals
which can take on Boolean values only. We thus restrict a signal’s value to be from B only.
We now present the formal definitions.

Event trace. A signal S is an event trace, i.e., a relation

S CT xB.
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We say that signal S has value v at time t iff (t,v) € S. We require non-simultaneity of
contradicting events on a single signal by

VieT: ({(t,bvy e SA{EV)ES) = v="1, (3.1)
and demand the existence of an initial event by

I eB: (0,1) €S, (3.2)
stating that S must have some initial value I at time 0.

Example 3.1. An example signal S is S = {(0,0), (5,1),(7,0),(8,0)}. Here S initially
has value 0, then at time 5 takes on value 1 and finally at both time 7 and 8 takes on value
0 again.

From the above definitions and Example 3.1 it becomes evident that event traces can
involve idempotent events (i.e., events with the same value and no event with a different
value in between) and do not need to be dense in time 7.

We further define the prefix pre(S,¢) and suffix suff(S,¢) of signal S at time ¢t € 7 by

pre(S,t) == {{t',v) € S|t <t}
suff(S,t) := {{t',v) € S|t >t}

Clearly for all t € T, S = pre(S,t) Usuff(S,t).

Typically, when specifying and analyzing a signal, one is interested in the “last event”
that happened until (and including) some time ¢t € 7. As has been motivated in Chapter 2,
terms like “direct predecessor” and “last event” generally are not well defined on (poten-
tially) continuous computations. Indeed, this is reflected in the definition of an event trace
which is only restricted to adhere to (3.1) and (3.2). Consider for example the event trace

S={(t,0)]t <2}, (3.3)

for which no last event of pre(S, 2) is well-defined. Note that this is in contrast to classical
distributed “event-by-event” computations, where for any process and time ¢t € 7 a last
event locally executed at time not greater than t exists. Although we cannot speak of a
“last event” before time ¢, it is sometimes possible to speak of the “last value” of an event
trace before time t. We thus specify

last-val(S,t) = v &
(¥, 0") € pre(S,t) : V(t",v") € pre(S,t) : (" = t') = (v =7). (3.4)

The idea behind (3.4) is that a signal has a last value of v at time ¢ iff an event with value v’
occurred until and including time ¢ and no other-valued (non-idempotent) event occurred
between this event and time t. For (3.3), we thus obtain last-val(S,2) = 0. The question
arises, whether the last value is always well-defined, that is: does either last-val(S,¢) = 0
or last-val(S,t) = 1 hold for all t € 7. The answer is no, as can be seen from the following
example.
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Example 3.2. Let signal S = {(0,0)} U {(t;,v;) | i = 1,t41 — t; = 5 and v; =i mod 2}.

S of Example 3.2 comprises of events (0, 0), (1, 1), (5/4,0), etc., which alternate in value,
approach time 72 /6, but never reach it. Thus, last-val(S, 72/6) is undefined. Following [58,
p. 737f] such behavior will be called Zeno-behavior (formally defined later on). We will see
that if an event trace is non-Zeno, we may safely apply the last-val function to it. For this
purpose, we introduce the concept of transitions: a set of events A is said to have at least
n € N transitions iff there are events a; € A with 1 < ¢ < n+1, where a; occurs before a; 1
and consecutive a; have alternating values. Note that the initial event (0, I) is not counted
in n. The set A is said to have exactly n transitions iff it has at least n, but not at least
n+ 1 transitions. In case there is an n € N such that A has exactly n transitions, A is said
to have finitely many transitions, otherwise it is said to have infinitely many transitions.
We say that an event trace S is non-Zeno until time t > 0 iff for all times ¢’ < ¢, the prefix
of S at time t' has only finitely many transitions. Event trace S is non-Zeno iff all finite
time prefixes have only finitely many transitions. Interestingly, the non-Zeno property of
S implies the existence of last-val(S,¢) for all ¢ € 7, however, the existence of last-val(.S, t)
for all ¢t € 7, does not imply the non-Zeno property as shown by Example 3.3:

Example 3.3. Let S be the set of events {{t,v) | t e TNQ=v=1)A(t € TN(R\Q) =
v=0)}. Clearly S is Zeno but has a well-defined last-val(S,t) for allt € T, because S is
a “complete” trace with an event happening at allt € T.

Zeno-behavior is not just a tedious property that one must take care of when arguing
about signals, but provides us with a means to model metastable behavior of signals.
Metastability is a physical effect, discussed in Section 6.2, that can result in a physical
signal taking on an indefinite (non 0/1) value for a potentially unbounded time. Since our
signals may only take on values in B, a direct modeling of metastability is not possible.
Fortunately, Zeno-behavior comes as a rescue here: an undefined last-val(.S, ¢) for ¢ in some
interval Z can be used to model metastability of S during Z.

If, however, last-val(S,t) is well defined for all ¢ € 7, we may make use of a different
type of a signal’s representation, namely its status.

Status. Sometimes it is more convenient to describe the behavior of signal S by means
of its status. Formally, ~ is a function that maps (in a way defined later on) a signal S to

status S , where
S:T > B.
We say that signal S has value v at time ¢ iff S(t) = v.
Example 3.4. A possible ezample for the status of signal S from Ezample 3.1 is
B 0 f0<t<b,
SH)=<1 if5<t<T,

0 otherwise.
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It remains to specify function . For this purpose we define the following transformation
from S to S: For allt € T,

S(t) = last-val(S, t), (3.5)

and say that S has status (representation) S. Thus, provided that S is non-Zeno, (3.5) is
well-defined and a status representation of S exists. The set of all signals that have the
same status S forms an equivalence class Fvent(S). Formally

Event(S) := {S|Vt € T : last-val(S,t) = S(¢)}.
For two signals S € Event(S) and S’ € Event(S), we say that S and S are equivalent
with respect to their status. When transforming back from Sto S , one loses information
about the original event trace. However, for most systems, the exact event trace is not
important, as long as it has the same status. If not otherwise specified, we transform back,
by returning the “complete trace” (having many idempotent events) representative of the
equivalence class, i.e., the graph of S (t):

S = max-event(5)

with

max-event(S) := {(t,S(t)) | t € T}. (3.6)

Example 3.5. Reconsidering Example 3.1 and Example 3.4, by (3.5), we obtain that

S € Event(S), i.e., that S has status S.

Counting function. Finally, some signals can be represented by the number of non-
idempotent events (excluding the initial event) that occur during (0, ¢] for time ¢ together
with the initial status I € B. Formally function #- maps (in a way defined later on) a
signal S to a counting function #.S, where

#S:7T — N.

Formally, function #5S is defined by: For all t € T,
#S(t) = ¢ if pre(S,t) has exactly ¢ transitions.

The counting function exists iff the signal is non-Zeno. It immediately follows from the
definition of the counting function that it is non decreasing, i.e., for any ¢; < to, #S5(t1) <
#S(ty). Let v — ¢t~ denote the fact that v is approaching ¢ from the left. We say S makes
transition k at time t, for k > 0 and ¢t in 7, iff #S(t) = lim, - #S(v) + 1 = k.

Example 3.6. Let S = {(0,0),(1,0),(2,1),(3,1)}. Then #S5(0) = 0, #5(1.5) = 0,
#S5(2) = 1 and S makes transition 1 (to value 1) at time 2.
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Sometimes we will also employ generalized counting functions, which are counting func-
tions with an arbitrary but fixed offset. A generalized counting function #S’ for signal S
at time ¢t € 7 is defined by

LS/ (1) = Sy + #S(1), (3.7)

where #5S is the counting function of S and Sy is a constant offset.

Vice versa, given signal S with counting function #5 and initial value I, we say that
it has status S, iff for all ¢t in 7,

S(t) = (#5(t) + I) mod 2.

3.2 EXECUTIONS

We begin with the definition of a system. A system is a set of ports P. Ports correspond to
processes in classical distributed computing and can be thought of as measurement points
on a chip. An ezecution (of ports P) is a function ep that maps each port p € P to a
signal p. To avoid cluttered notation we shortly write e instead of ep, when P is clear from
the context. Further, for p € P, we write p for the status p as well as #p for the counting
function #p. When no confusion may arise we write “port p” instead of “the signal of
port p”. For example, we say “port p has status p” instead of “the signal of port p has
status p”.

Example 3.7. A (very small) ezxample execution ep of ports P = {i, 0, x} is e(i) =7, e(0) =
0 and e(x) =T with i =0 =7 = {(0,0)}. It consists only of the initial events happening
at the three ports.

Given two non empty subsets of ports P’ and P with P’ C P, we define for any
execution e” the abstraction e” | P’ of execution €” to ports P’ to be e”’s restriction to
the domain P’. Clearly an abstraction e” | P’ is an execution, too.

Example 3.8. Given the execution from Ezample 3.7, the abstraction f¥' := €| P’
with P' = {i,0}, has domain P’ = {i,0} and value f¥ (i) = €P(i) and f¥ (o) = €7 (0).
Abstraction is used to strip down an execution of many ports to some ports only (here from

{i,0,x} to {i,o}).

The inverse process of abstraction is combination. Given two disjoint, non-empty sets
of ports P’ and P”, we say execution e” := e Ue}”, with P = P'UP”, is the combination
of executions el and e}”. Clearly one can separate the executions with, e? | P’ = ¢’ and
eP | P" = el again.

A useful abbreviation, further, is ¢”[< t], denoting the execution prefix of execution e”

until (and including) time ¢ € 7. Formally, for all t € 7, we define e”[< t] by
Vp € P :e”[< t](p) := pre(e”(p), t).

Finally, we will denote the set of all executions of a set of ports P by Exec(P).
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3.3 MODULES

Executions of ports P will be used to model the behavior of a hardware system comprising
ports P over time 7. However, until now, we did not introduce any computational device
corresponding to a process in classical systems that is capable of performing computations.
The purpose of computational devices is to restrict the set of possible executions. As an
example consider a zero-delay AND gate with input ports a, b and output port c: this gate
(representing a hardware computing device) affects the execution of ports P = {a,b,c}
by imposing the restriction that, for any time ¢ € 7, if the outcome of a(t) /\g(t) is well-
defined, then &(t) = @(t) A b(t) has to hold. A hardware system thus can be modeled as a
set of restrictions on the executions of its ports. Typically it is useful to group restrictions
that result from a single hardware component together. For this purpose we introduce the
concept of a module. A module M = (I, 0, E) consists of

(i) a finite (possibly empty) set of input ports I,
(ii) a finite, non empty, set of output ports O, together with

(iii) anon empty set of possible executions £ on the ports /UO that module M produces.

E’s form depends on whether [ is empty or not. We therefore distinguish between
I is empty: Then F is a non empty set of executions of ports O.

I is non empty: For each e;, € Exec(I), there is a non empty set of output executions
Eo(ein) of ports O. We refer to the executions in Ep(e;,) as the output executions cor-
responding to input execution e;,. Eo(ein) = {€out,€hy, - - - } means that M reacts to e,
with one of ey, €, ,, etc. There are two extreme cases for the outcome of Ep: (i) Eo(ei)
is a singleton, in which case M reacts deterministically to e;, and (ii) Eo(e;,) is the set of
all possible output executions, in which case M reacts arbitrarily. Let React(e;,) be the
set of all combinations of e;, and e,,; € Eo(ein), i-e.,

React(e;,) = {e| e = ei U epur With e € Eol(ein)}-
Then FE is defined as
E = U React(e;,).

ein€Exec(I)

There are different ways to specify Fo, and by this, E: (i) By explicitly stating the
restrictions on F in terms of formulas, which is done for the basic modules. (ii) By
specifying E by means of connected submodules, which is done for compound modules.
Hereby, the port x of a module M; is said to be connected to port y of a module M,, iff
x =1y. A submodule M;’s output o; even can be another submodule Ms’s and M3’s input.
We, however, demand that a single input port must not be connected to more than one
output port. The next paragraphs introduce two important basic modules that will be
used throughout this thesis: the channel and the Boolean function modules.
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Channel. A (FIFO) channel C' = ({i}, {o}, E) = Ch(i,0,7,7,v9) is a module with
one input port ¢ and one output port o only. Its delay may vary during the execution in
the range [77,7"]. We define a delivery time function d(t) : T — T of the channel to be
a continuous, strictly monotonically increasing (¢t < t' = d(t) < d(t’)) function for which

dit)y—te [r,7]. (3.8)
The channel’s behavior is specified by the initial value conditions

(0,v9) € 0 and
B(t,v)€0: 0<t<d0) (3.9)

as well as the existence of a delivery function d that fulfills the propagation condition
VieT: (t,v) €i e (d(t),v) €o. (3.10)

The delivery time function d may vary from execution to execution, i.e., for each execution
of the channel, there must exist some d that correctly models the channel’s delivery times.
Because of d’s properties (continuous and strictly increasing), d is a bijection from 7 to
its codomain d(7). More specifically, d maps every closed interval [t1, t5] bijectively to the
closed interval [d(t1),d(t;)]. Thus there exists an inverse function d=*(t) which again is
continuous and strictly increasing. In the special case of a constant delay, i.e., 77 = 77T,
we obtain d(t) =t +7~ and d'(t) =t — 7.

Since d carries over the total order of the events (t,v) in i to the events (d(t),v) in &
[called matching events in the sequel], it follows immediately that o is an event trace, if i
is an event trace.

Boolean function module. A (zero-delay) Boolean function module B = (I, {0}, F) =
Bfm(I, 0, f) is a module with a finite set of inputs ports I = {a,b,...} and one output
port o. f is an arbitrary finite Boolean function with propositional variables from the set
I. The module’s behavioral equation is: an execution of B is in F, iff it holds: for each ¢
in 7, if f(a(t),b(t),...) is well-defined, then

5(t) = f (a(t),Z(t), . ) , (3.11)

where the status of the execution’s ports at time ¢ € 7 is obtained by (3.5). Note that,
in contrast to the channel, (3.11) defines a Boolean function module’s behavior in terms
of the status of its executions; here we do not care about the exact output event trace as
long as it has the correct status. We thus observe:

Observation 3.1. For any Boolean function module B = (I, {0}, E) = Bfm(I,o, f), any
input execution ey, of ports I and output executions ey and €., of port o, if e (o) €

out
Event(eout(0)) and ep € Elein), then €, € Eeqn).
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Compound module. A compound module M = (I,0, E) = Cm(I, L,0, A) is a module
specified by a composition of submodules: [ is the set of input ports, L the set of local
ports and O, the set of output ports. A, the architecture, is a finite set of submodules
A= {M*' M?, ...} with the submodule’s inputs and outputs from I U L U O. We further
demand that:

(i) For all pairs of distinct submodules M* = (I', 0%, E*) and M7 = (I, 07, E7) with
i # j, the sets of outputs are distinct, i.e., O’ N 07 = (). This reflects the designer’s
rule of not connecting two submodule’s outputs.

(i) For all submodules M* = (I', O°, E*), O'N I = (). That is, submodule outputs are
never connected to module inputs.

(iif) Forevery s € (LUOU|J, I"), there is a submodule M7 = (I7, 07, E7) with s € (OUI).
The meaning is that every submodule’s non-input port is driven by a submodule
output or is a module’s input port.

We now specify the predicate that egys is a valid system execution for input execution e,
denoted by valid(esys, €:n), where ey, is an execution of ports JULUO and e;, an execution
of ports I, by

valid(egys, €in) <

(i) esys| I = e and

(ii) for all submodules M* = (I', O', E%): egys | O' € Eb(esys | IY).

With this in mind we define the set of possible output executions for an input execution
€in as

Eo(ein) == {(esys | O) | valid(esys, €in)}-

Clearly, there exist compound modules with input ports I and e;,, € Exec(()[), for which
Eo(ein) = 0, ie., which do not have a valid definition of output executions corresponding
to input e;,. As an example for such a system see Example 3.9. In this case the module’s
possible executions are not well defined. Thus, before using a compound module, one
always has to prove, that its executions are well defined.

Example 3.9. Consider a module comprising only a single output port o and a single
submodule, namely an inverter with zero-time loopback from the output to the input. Such
an inverter can be modeled by the Boolean function module Bfm({o},{o},o(t) = —o(t)).
This module has no valid system executions: assume by contradiction that the system has
a valid execution. In this execution, signal 0 must comprise of an initial event (t,I), for
some I € B. However, by the specification of the module, I = =1 — a contradiction.
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3.4 PROBLEMS

A problem P is a module, i.e., it is specified by the triple P = (I, 0, E), where I are
the input ports, O the output ports and E the possible executions. When we intend to
emphasize the problem character rather than the module character of P, we print it in bold
face, e.g., SPF is the short-pulse-filter problem, introduced and investigated in Section 6.1.

3.5 RESTRICTING PROBLEMS

In the context of a module M = (I, 0, E), we often use the term (input) environment for
a set Env C Exec([). Given problem PROBLEM = (I, O, F) and environment Env, we
define PROBLEM restricted to environment Env, in short PROBLEM | Enwv, as the
problem PROBLEM' = (I, O, F’), with

E':= EU{epn Ueou | €in € (Exec(I) \ Env)A
eout € Exec(0O)}.

Informally, this means, that for every e;, in the input environment Env, PROBLEM’
behaves as PROBLEM, while for every e;, not in the input environment, PROBLEM’
behaves arbitrarily.

3.6 PROBLEM SOLVING

Let M be a module and PROBLEM be a problem both with the same set of inputs [
and outputs O. Again we distinguish between two cases for I:

In case I is empty: We say that M solves PROBLEM ift
M.E C PROBLEM.E. (3.12)

In case I is non empty: In this case demanding (3.12) is too weak to get the intuitive
meaning of problem solving: M could possibly not react to any input executions e;, at
all and still satisfy (3.12). What we want is that, for any possible input execution e;,, M
reacts in a way allowed by PROBLEM. It thus may only not react to input execution
ein if PROBLEM allows it to do so. Formally, let Env be an input environment, that
is, a non empty set of executions of ports I. Then we say that M solves PROBLEM in
environment Env iff

Ve, € Env : M.React(e;,) € PROBLEM.E
or, which is equivalent, in the syntax of restricted problems

Ve, € Exec(I) : M.React(e;,) € (PROBLEM | Env).E.
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3.7 IMPLEMENTATION

When formalizing hierarchical systems, two design approaches are of importance: (i) Mod-
ules are built out of submodules corresponding to a bottom-up approach. For this purpose
it is necessary for a formal model to precisely define the behavior of a module that is
built from a set of submodules. This is what has been done by the introduction of the
compound module in Section 3.3, whose behavior is defined by means of the behavior of its
submodules. (ii) However, hardware systems are typically not designed solely in a bottom-
up fashion. For the top-down approach, the designer specifies an abstract (that is, not yet
physically implemented) module M, which is implemented later on by module M; during
the design process. Hereby, the designer does not care about M as long as it behaves like
M, that is, solves problem M. This process has not yet been reflected in the proposed
model. We thus proceed with:

Definition 3.1. Module M; implements module M (in environment Env), iff My solves
problem M (in environment Env). O

¢

One of the key properties of the “implements” relation is expressed by the following
lemma. Intuitively, it justifies the correctness of approach (ii) in the above paragraph in
our modeling framework.

Lemma 3.1. If M implements M’ (in environment Env) and M’ solves problem P (in
environment Env), then M solves problem P (in environment Env ).

Proof. We distinguish two cases:
(i) M.I is empty: Then, by Definition 3.1, M.E C M'.E. Further, M'.E C P.E, yielding
M.E C P.E. The lemma holds.
(i) M.I is non empty: Choose an arbitrary e;, in Env. By Definition 3.1, M.React(e;,) C
M’ E, that is M.Eg(e;n,) € M'.Eo(ei,). The combination with M'.Ep(e;,) C P.Eo(emn)
yields the desired result M.Ep(e;,) € P.Eo(ei,). The lemma holds. |

Furthermore, if two modules implement each other, we say that these modules are
indistinguishable. In terms of a hardware design, these modules can be replaced by each
other without changing the behavior of the whole chip. In formal terms:

Definition 3.2. Two modules M and M’ are indistinguishable (in environment Env), iff

M implements M" (in environment Env) and M’ implements M (in environment Env).
U

3.8 FAILURES

Since the aim of this chapter is to provide a formal framework for analyzing fault-tolerant
clockless algorithms, and we have only focused on specifying the correct behavior of mod-
ules up to now, it remains to specify the incorrect behavior of modules. In [43], it was
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shown that the effects of faults in physical hardware cannot just be restricted to benign
failures while maintaining a high assumption coverage. Thus, we have to assume Byzan-
tine, that is unrestricted, behavior of faulty modules. While modules can often easily be
designed to deal with missing transitions on ports, the adverse power of Byzantine failures
typically lies in the ability of a faulty module to generate wrong transitions (early or even
spurious transitions) that are perceived inconsistently at different successor modules. Such
failures could be the consequence of manufacturing defects or electrostatic breakdown [51],
particle hits [4,76], or electromagnetic noise [66], which may affect any module in a circuit.
Due to different wire lengths and signal-level detection thresholds, such faults typically
propagate differently to different successor modules. Note that we allow faulty modules to
create even metastability [55], but we must assume that metastability cannot propagate
beyond so called fault-containment regions (see below); the latter assumption will be dis-
cussed in detail in Chapter 6. After this brief motivation on which failures we would like
the framework to be capable of expressing, the formal definitions follow:

A distributed system is specified by a compound module comprising of multiple nodes,
which are sub-modules, and their interconnect.

We partition our system into multiple fault-containment regions (FCRs), i.e., sets of
(sub-)modules, such that, (i) modules in the same FCR are potentially affected by a single
fault like a particle hit and thus cannot be assumed to fail independently, and (ii) modules
in different FCRs are not affected by the same fault.

Throughout the thesis, let C' be the set of correct FCRs, and F', with f := |F|, the set
of faulty FCRs. Clearly P=CUF and CNF =), i.e., C' and F partition P. The set of
correct (respectively faulty) modules thus is given as |J C' (respectively | F).

Given a distributed system together with a partitioning into FCRs, one typically needs
to constrain its set F' such that, the distributed system still solves a problem in spite
the |J F faulty modules. A widely used approach is to simply constrain |F| by an upper
bound f, the maximum number of faults that can occur in the system.

3.9 RELATED WORK

Further reading: Part of the proposed system model has already been presented in [40] as
well as [37], where the model has been applied to analyze a fault-tolerant on-chip algorithm.

Existing work: There exist a number of formal frameworks both from the distributed
computing community and from the VLSI community:

In [59], Lynch and Tuttle introduced I/O Automata. An I/O Automaton comprises
shared input and output actions for communicating with the environment, a state and
transition rules. The latter are specified by (i) a transition name, (ii) a pre-condition (on
the automaton’s state) and (iii) its effect on the automaton’s state. Whenever the pre-
condition of a transition is true, it is applicable to the current state; and being applied leads
to a new state. If multiple transitions are applicable, the scheduler chooses any one among
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those and applies it. Clearly, additional constraints have to be put on the scheduler to
guarantee fairness. As such, /O automata are well suited to model classical asynchronous
computations.

Merritt et al. [69] extended I/O automata by introducing time-constrained automata,
a simplified version of which is presented in Lynch’s book [58] as MMT Timed Automata:
Transitions are grouped into tasks. Tasks are assigned lower and upper time bounds, say
A~ and AT, respectively. When a transition of a task becomes enabled, say at time ¢ > 0,
it has to occur within ¢ + [A7, AT], unless it is disabled (by its pre-condition becoming
false) in the meantime. The pre-condition of a transition and its effect can be written in
form of a guarded command of the form P = action, where P is a predicate that is true
iff the pre-condition is fulfilled and action the action taken by the transition. As such the
behavior of an internal (that is, not externally triggered) transition can be specified in the
thesis’s system model by means of equations of the form!

Vt>0: Py(t) < (0,t) € S and
P(t) = (1,t) € S, (3.13)

where Py(t) and Pj(t) are predicates on the status of a module’s signals at time ¢, that
specify when the status of signal S should be set to 0 and 1 respectively.? The delay
[A~, A*] can be modeled by a FIFO channel with delay [A~, A*] and input port S. Clearly,
this approach allows an infinite number of events to occur at S during a finite duration,
a property, that is forbidden for executions of time-constrained automata. These are only
allowed to have a finite number of events during any finite interval of time.

General Timed I/O Automata were introduced by Lynch and Vaandrager [58,60]. They
generalize time-constrained automata in several ways: most notably, in (a) allowing Zeno-
traces, where a Zeno-trace is an execution with an infinite number of events occurring in
a finite interval of time, and (b) replacing the task’s time bounds with a time-passage
event v(t), t > 0, that increments state now (the current time) by ¢, and allowing a
transition to have access to now. For example a transition’s pre-conditions may depend
on now. While the specification of Timed I/O Automata does not exclude Zeno-traces,
they are not capable of specifying an execution that has both (i) an infinite number of
events occurring during a finite prefix and (ii) events with unbounded time stamps. Thus
continuous computation streams cannot be captured.

In the VLSI community, both exist untimed and timed models of computation exist as
well. Martin [62] and Ebergen [26] both proposed frameworks that allow (i) to specify a
system’s behavior in terms of a language on the occurrence of transitions of its ports’ states
and (ii) to systematically map, i.e., compile, this language into a set of basic modules that
have known physical implementations.

Note, that (3.13) does not allow disabling.
2The system model only allows binary state signals. More complicated state signals must be represented
by a set of binary signals.
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In [62], the behavior of a system is stated in terms of guarded commands, as in (3.13),
where guards are predicates on state variables and their effects transitions of the system’s
state. An example specification for an AND gate with input ports a and b and output port
cis

Hland—ct|=(anb) — el

@, ”

The proposed language allows to specify execution of guarded commands in sequence (“;”),
in parallel (“|”) and their repetition (“x[[...]]”). The specification is then translated into a
set of production-rules (guarded commands as in (3.13)), that are all executed in parallel.
Analogously to [59,69], a production rule’s effect is only guaranteed to take place, if the
rule’s guard is enabled until the effect has occurred; otherwise the effect may not take place.
Stability is the property that the rule’s effect always take place before the guard is disabled
again. The set of production rules, finally can be mapped to basic components, whose
production rules are known. The method is time-free in the sense, that it does not contain
any references to time, except for the isochronic fork, a forking wire with (nearly) equal
propagation delays on both forks, that is added to the basic components. The resulting
circuits are called quasi-delay insensitive (QDI) circuits.

In [26], Ebergen proposes a similar approach, however, in terms of transition logic: the
system is not specified by a set of guarded commands (mapping state to events), but by
commands, that specify a language over the alphabet of signal transitions: for each port
a, symbol a (ended by either ? or ! depending on whether it is an input or output port)
represents the occurrence of either a T or a |. An example specification of a C-Element in
an environment, where transitions on both a and b only occur after the effect (a transition
of ¢) has taken place, is

pref * [a?]|b7; c!]. (3.14)
“| |77

Here, “;” denotes sequential, parallel, “x[...]” repeated execution and “pref” is the
prefix-closure operator. An execution in the language specified by (3.14) is a; b; ¢; b; a.

Both, [62] and [26], however, do not allow to introduce fine-grained timing constraints
on paths between system components (besides isochronic forks), an important property
of a formal framework when specifying fault-tolerant systems, since the behavior of faulty
system components cannot be restricted, leading to violation of stability.

In [74,75], Myers et al. proposed a system model that allows to capture detailed timing
constraints: the order in which events occur is either specified by means analogous to
production-rules (however, where guards are not on the system state, but on the occurrence
of events) or by Petri net like graphs (orbital nets), which can be automatically derived from
the production-rules. Both representations capture the causal structure of the occurrence
of events together with numeric timing constraints on the maximum and minimum time
between two causally related events. While this method allows to specify and verify a
large class of clockless circuits, it has two drawbacks: (i) the large representation of state
based logic (like combinatorial gates) in a purely event based specification language and
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(ii) the explicit use of explicit numbers for timing constraints (instead of symbolic timing
constraints).

An untimed framework that is capable of not only expressing AND causality between
occurrences of events but also OR causality was proposed by Yakovlev et al. in [98]: they
discuss existing, Petri net like, system models with respect to their ability to express two
types of OR causality, namely disjoint and joint OR causality: constraints on rising and
falling transitions of state variables are expressed via Petri net like graphs. In disjoint
OR causality, causal predecessor events of an event e are not related: any occurrence of a
predecessor event causes e to happen. That is, the number of occurrences of e until some
time t > 0 is the sum of the numbers of occurrences of each predecessor event until ¢.
Contrary, in joint OR causality, causal predecessor events of e are related: consider the
example where the k", k > 1, occurrence of e depends on the k' occurrence of any of its
predecessor events by joint OR causality. Then, for all £ > 1, only the first &' occurrence
of a predecessor event causes e to happen. All later k™" occurrences of predecessor events
have no effect. Thus, the number of occurrences of e until some time ¢ > 0 is the minimum
over the number of occurrences of each predecessor event until £. Yakovlev et al. then
introduce the Causal Logic Net, capable of capturing both joint and disjoint OR causality
and represent it in an efficient way. The main idea is to assign each event in the Causal
Logic Net an enabling function, that is, a Boolean predicate on the occurrences of the
predecessor events. While joint OR causality is important when specifying fault-tolerant
systems, the proposed framework does not allow for explicit use of time.
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3.9 Related Work




CHAPTER 4

MODELING FAULT-TOLERANT
CLOCKLESS ALGORITHMS

E HAVE presented a comprehensive modeling framework, which is expressive

enough to specify the behavior of any fault-tolerant on-chip algorithm. In this
chapter we try to identify key “building blocks” of fault-tolerant clockless algorithms and,
step by step, build these building blocks in terms of our modeling framework.

We start this chapter by giving a very short introduction of how Petri nets can be used
to model the control structure of clockless algorithms. Since Petri nets are too expressive for
many clockless algorithms, we restrict our considerations to the subclass of event graphs.
Starting from event graphs, we add more and more expressiveness to finally arrive at
threshold graphs which turn out to be particularly well suited for modeling an important
subclass of fault-tolerant clockless algorithms.

4.1 PEgETRI NETS AND EVENT GRAPHS

Since the author assumes that the reader is familiar with the basics of Petri nets, this section
only very briefly summarizes definitions and results on Petri nets needed throughout the
thesis. For an extensive introduction consult [73,77], for example. In this thesis, we follow
the notation of [15], since we will later in this chapter build on a generalization of Petri
nets introduced therein.

A Petri net PN is a tuple PN = (P, T, E, M), where P is a finite set of places, T a
finite set of transitions, £ = E,,. U Eg,.. a relation, where for the predecessor set E,. it
holds E,,. € P x T and for the Ej,. successor set it holds Fg,.. €T x P. My : P — N
is a function which assigns every place an initial number of tokens. An example Petri net
with P = {aw, bw, Cu, ap, by, ¢, } and T = {t,, t,, tp, t.} is depicted in Figure 4.1. Relation
E is visualized by arcs— whenever (x,y) € E we draw an arrow from z to y. The initial
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Figure 4.1: Example Petri net

configuration of the Petri net, My, is not drawn in Figure 4.1. Typically one depicts
My(p) = k for some p € P and k € N by placing k black tokens in place p.

Due to its length, we do not give a formal definition of an execution of a Petri net
here. Rather we will give (much shorter) definitions for executions of certain subclasses
of Petri nets. Let us start with an important subclass, the so called event graphs [15]:
Let the predecessor places (respectively, successor places) of transition t,, denoted by et,
(respectively, t,e), be

ot, == {p| (p,t.) € E,re} and
t:c. = {p| <txap> € Esucc}~

Analogously the predecessor transitions ep (respectively, successor transitions pe) of a
place p, are defined as

op = {t,| (t;,p) € Esuee} and
pe = {t.| (p,t,) € Epm}.

An event graph is a Petri net for which
VpeP:|lep|<1A|pe| <1 (4.1)

holds. Property (4.1) constraints a place p to have at most one predecessor and at most
one successor transition. The Petri net depicted in Figure 4.1 thus is an event graph. The
restriction comes at the price of reduced expressibility; its most important effect being
the impossibility to model choice (a place has more than one successor transition) in event
graphs. However, we will see that event graphs are expressive enough to model the behavior
of many clockless algorithms.

n [73] the same subclass is called marked graph.
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Let a state of the event graph PN be a function p : P — N, where u(p) is the number of
tokens that reside in place p. A transition t, is said to be enabled in p, iff for all predecessor
places p € ot,, u(p) > 1 holds. A transition ¢, is said to fire in u resulting in (', iff (i) t,
is enabled in p and (ii)

Vp € ot, 1 1/ (p) = p(p) — 1 and
Vp €ty 1 p'(p) = p(p) + 1.

Then an execution e of PN is a possibly infinite sequence of states pg, i1, ..., where
initially

Vp € P : puo(p) = Mo(p) (4.2)

and for any p;,1, with @ > 0, in the execution, p,y; is the result of a (possibly empty)
subset of T firing in p;:

Example 4.1. Consider the event graph PN given in Figure 4.1 with My(a,) = My(b,) =
My(cy) = 1 and My(ay,) = My(by) = Mo(cy,) = 0. PN can be interpreted to model the
behavior of three computing devices a,b and ¢ which initially all are in their processing
state, ap,b, and c, (modeled as tokens in the respective places). As soon as a process, say
a, has finished processing, it changes into its waiting state, say a,. When all processes
reside in their waiting states, they interchange their processing results and afterwards start
the next phase of processing, by changing into the processing state again.

Example 4.1 is a very simple example for a set of collaborating processes. While its
structure has commonalities with the triple-mode redundancy (TMR) technique used to
make synchronous designs fault-tolerant, it is not fault-tolerant. A simple crash of one
of the processes would result in a blocking of the other correct two processes. During
this chapter, we will derive techniques which in fact are analogous to TMR in synchronous
designs. While it is not possible to directly apply [30] or techniques therein, without clearly
specifying the exact problem, there is a strong indication that untimed event graphs are not
expressive enough for modeling hardware components that solve non-trivial fault-tolerant
problems. Thus, a first feature that has to be added to event graphs to allow the modeling
of fault-tolerant designs are timing properties.

4.1.1 TiMED EVENT GRAPH

While event graphs can be used to model asynchronous behavior, they are not expressive
enough to model some behavior that is restricted by timing constraints. To overcome this
restriction, we introduce a function D : E,.. — (7 x T), which assigns every edge in
E,e a delay interval [7~,77], with 7~ and 7+ in R{. Further, we distinguish between two
types of places in P: (i) binary places and (ii) unbounded places, the former of which are

visualized as places with a double boundary line. In terms of the visualization of timed
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event graphs, binary places can hold only 0 or 1 tokens. However, unlike 1-bounded places
of standard Petri nets, where a place p’s predecessor transition is forbidden to fire if the
1-bounded place p already holds one token, we allow firing of the predecessor transition,
with the effect that the token in p is overwritten, resulting in 0 tokens in p. In contrast,
unbounded places can store an arbitrary number of tokens. A timed event graph thus
becomes a tuple TEG = (P, p, T, E, My, D), where p assigns every place p in P whether it
is binary (p(p) = 2) or unbounded (p(p) = o).

Behavior of Timed Event Graph. We are now equipped to specify the behavior of
timed event graphs in terms of the formal framework introduced in Chapter 3. Assume
that TEG = (P, p, T, E, My, D) is given. Let the set of ports P be defined by

P =PU{revd,,|pe P, t, € ep and q € ot,}. (4.3)

Intuitively, rcvd, , represents the output port of a channel from ¢ to p and is formalized
later on. Note that, for any p € P, if there exists a ¢, in ep, then it must be unique by
(4.1). We say that e is an execution of TEG, iff all of the following properties hold:

(i) eis an execution of the ports P, where for all pin P and t in 7, #p(t) is well-defined.

(ii) For each revd,, € P, port revd, , is the output port of a channel with input port g,
initial value 0 and delay bounds D({q,t,)), where ¢, is the unique transition in ep.
In terms of revd,, ,’s status, we thus demand that there exists a delay function d with
bounds D({q,t,)) such that,

— [0 if d=1(t) undefined
revd,, ,(t) = { G(d-1() else (4.4)

We will also refer to d as the outgoing delay function of q.

(iii) For each p € P with unique t, € ep: let P, be the set of binary places in ot, and Ps
the set of unbounded places in ot,. Then for any t € 7 and v € B, (t,v) in p(¢) iff,

(a) for all ¢ in P, r/c;//dp,q(t) = v and
(b) #p(t) < Mo(p) + min{#rcvd, (t) | ¢ € P} U {+00} is not violated.

Note, that we do not constrain #p in case there exists no preceding transition ¢,. Places
with no preceding transition are input places and will play an important role in the next
section.

There are two special cases, where condition (iii) can be simplified significantly:
In case ot, comprises binary places only: then condition (b) is trivially fulfilled and signal
p is defined as: for any ¢ in 7 and v in B, (¢,v) in p(¢) iff, for all ¢ in P, r/c:fap,q(t) =.
In case ot, comprises unbounded places only: here, condition (a) is trivially fulfilled and
we thus obtain: for all ¢ in 7,

#p(t) = Mo(p) + min{#rcvd, ,(t) | g € ot,}. (4.5)
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Timed Event Graph Module. Since the behavior of timed event graphs can be ex-
pressed within the formal framework of Chapter 3, one can specify the behavior of a module
via a timed event graph. Let TEG = (P,p,T, E, My, D) be a timed event graph, where
P =TUOUL is partitioned into the three sets I (the input places), O (the output places)
and L (the local places). We demand two properties to hold on the TEG:

(P1) Input places have no preceding transitions and exactly one succeeding transition.
Output places have no succeeding transitions and exactly one preceding transition,
while all local places have exactly one preceding and succeeding transition.

(P2) Input places and output places are binary places.

We are now equipped to define the set of executions E of module M = (I, O, FE) =
TEGm(P, p, T, E', My, D): consider an arbitrary execution e of ports P as defined in (4.3).
In case e| I has a well defined counting representation, e| P in E if e is an execution of
TEG. In case e| I does not have a well defined counting representation, e in E, i.e., the
module’s possible reactions are unconstrained.

Example 4.2. The Muller C-Element is a frequently used basic building block for clockless
algorithm designs [92]. A zero-latency Muller C-Element is a module with two input ports
a and b and one output port ¢, whose behavior is specified by: for allt in T and v in B, in
case #a and #b are well-defined for all timest € T,

(t,v) € 1 a(t) = b(t) = v.

An equivalent behavioral definition of a Muller C-Element in terms of a timed event graph

18 given in Figure 4.2.

Figure 4.2: Muller C-Element

4.2 AND-OR EVENT GRAPH

Adding time to event graphs alone does not add the capability to model fault-tolerant
systems. Again, consider Example 4.1. Intuitively the crash of process a, i.e., t, not firing
anymore, still results in an execution where no process makes a step.



38 4.2 And-or Event Graph

t3

000

Figure 4.3: Timed and-or Event Graph

To overcome this restriction we would need to replace t, by a different kind of transition,
one that does not have “wait-for-all” semantics. There exists work form both the VLSI
community and the control theory community [15,44,98] which have in common that they
add a transition with “wait-for-first” semantics, also called Or-Transition, in contrast to
the And-Transitions with the “wait-for-all” semantics. During this work we will follow [15]
and name the resulting graph an and-or event graph. Figure 4.3 depicts an example graph,

where And-transitions are depicted as filled bars, while Or-transitions are depicted as
unfilled bars.

Formally a timed and-or event graph (or short and-or graph) AOG is defined as a tuple
AOG = (P,p, T, E, My, D, ) where all variables are defined analogously as for the timed
event graph, except for the additional 6 : T"— {min, max} which maps a transition to a
type. With the intention to keep the behavioral specification of an and-or graph simple,
we demand: for p in P with preceding transition t¢,, where 6(¢,) = max, all places in et,
are unbounded. In analogy to (4.5) the behavior for those signals p is then specified by:
for all tin 7T,

#p(t) = Mo(p) + max{#revd, (1) | g € ot}

The behavior of all other ports is specified analogously to the ports in timed event graphs.

Executions of and-or event graphs can be visualized by tokens and anti-tokens traversing
through the graph. For this purpose let the number of tokens residing at place p at time ¢
be k = #p(t) — #4q(t) if p is an unbounded place and k = (#p(t) — #q(t)) mod 2 if p is
a binary place, where ¢ is an arbitrary “successor” place (¢ € (pe)e).? In case k > 0, we
draw k full tokens at place p. Otherwise, if the number of tokens is negative, we draw |k|
anti-tokens, that is, unfilled tokens at place p.

2Note that for any two successor places ¢ and r of p, #q(t) = #r(t) which justifies the choice to use an
arbitrary one among them.
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Figure 4.4: Example Threshold graph

4.3 THRESHOLD GRAPH

We will next generalize and-or graphs to threshold graphs. While this generalization does
not add any extra capability in terms of expressiveness, it provides means to replace large
sets of and-or transitions and places, which are interconnected in some regular way, with
new kinds of transitions, namely threshold transitions.

Timed event graphs can be modeled as and-or graphs whose range of 6 is restricted to
{min}, while and-or graphs have a 6 with range {min, max}. We can extend the range
even more. Consider a transition ¢, and let the number of the input places of ¢, be n.
Then 6(t,) may be of any type out of the set {15,274 ... n'} where k™ applied to a
multi-set S, with |S| > k, returns the k smallest element. Thus as special cases 15 = min
and n'® = max. A transition ¢, with 6(t,) = k' will be called threshold transition. A
threshold transition is depicted as an unfilled bar with the number k inside the bar. The
special cases for min respectively max still are depicted as filled respectively unfilled bars.
An example threshold graph is depicted in Figure 4.4.

It remains to define the set of possible executions of a threshold graph. The behavioral
specification of a threshold graph is analogous to the specification of an and-or graph:
given place p in P with preceding transition ¢,, where 6(t,) # min, we require all places in
o, to be unbounded. The behavior of signal p is then specified by: for all ¢ in 7,

#p(t) = Mo(p) + 0(tp){#revd,, (1) | g € ot}
The behavior of all other ports is defined analogously to those in and-or graphs.

Example 4.3. Analogous to Example 4.1, consider a system comprising three nodes a,b
and c. Each process p either is in the waiting state p, or in the processing state p,.
However, unlike in Example 4.1, a process in the waiting state does not wait for all processes
to reach the waiting state, before it enters the processing state, but only for a majority of
(two) processes. This behavior can be modeled via the threshold graph depicted in Figure 4.4.
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Although a formal definition of the failure of a process has not been given yet, the
example system above intuitively tolerates the crash failure of a single process.

4.4 MODELING CONTROL CIRCUITS

Clockless circuits can be modeled at different levels of abstraction. In Chapter 3 we have
introduced modules and ways to specify the behavior of modules. During the design
process, the circuit designer typically uses even higher levels of description than available
for modules. One such abstraction, not possible with modules, is to group ports together
to buses. For example a typical asynchronous interface, when considering bundled data
communication, comprises: (i) a binary request port (short req), (ii) a data bus and (iii)
a binary acknowledge port (short ack). The communication interface between two such
modules is depicted in Figure 4.5. Here module A pushes data to module B by sending

req [ |
A ack B A = B
data

Figure 4.5: Asynchronous communication Figure 4.6: High level view

the data value over the data bus and issuing a request over the req line. After B has
successfully captured A’s data, it issues an acknowledge back to A over the ack line. As
soon as A receives the acknowledgement, it may push the next data item to B.

Sparso describes in [87] a high level graphical notation, where he abstracts from the
specific communication interface, by drawing only a single “=" between the modules, as
done in Figure 4.6. This has two benefits: (i) the graphical notation of a system becomes
smaller and less tedious to paint and (ii) the abstract communication interface can be
substituted by any asynchronous communication interface. The decision of using, e.g.,
four-state logic communication instead of bundled data communication is thus deferred
to a later design stage. In this thesis, however, we restrict ourselves to 2-phase bundled
data communication, that is explained in the following. The protocol of data exchange
between two modules communicating by 2-phase bundled data communication is depicted
in Figure 4.7. It shows the state of ports ack, req and data at their respective origin, i.e.,
req and data at A’s output ports and ack at B’s output port. For convenience, we say
that A (respectively B) makes a step at time t, t > 0, iff A produces a transition on its
req (ack) port at time ¢.

The protocol may be started from one of two possible initial states, depending on
whether initially (at time 0) (i) B waits to receive data from A or (ii) A waits to receive
an acknowledge from B:

(i) Assume that module A initially is waiting to receive an acknowledgement from B. In
this case let the ports’ status be req(0) = ack(0) = 0. As soon as B is ready to receive data
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from A, it makes a step, thereby producing a transition on ack. This instant is depicted in
Figure 4.7 by vertical line @. As soon as A receives the transition and is ready to provide
data, it applies the data on the bus and makes a step, thereby producing a transition on
req. As soon as B receives the req transition, B can be sure that the data on the bus is
valid (assuming that the propagation delays of data and req are matched), and makes a
step, thereby again producing a transition on ack, as soon as it is ready to receive new
data (e.g., when it has safely stored the data). The protocol repeats.

(i) Otherwise, assume that module B initially is waiting to receive data from A. In this
case we let req(0) = 0 and QEE(O) = 1. The initial state is depicted by the vertical line @
in Figure 4.7. As soon as A is ready to provide data, it makes a step and thereby issues
a request and additionally applies its data on the data bus. As soon as B receives the
req transition, B can be sure that the data on the bus is valid and makes a step, thereby
producing a transition on ack, as soon as it is ready to receive new data. When A receives
the ack transition, it may repeat as before.

We thus observe for any two modules A and B communicating by the 2-phase bundled
data protocol:

Observation 4.1. During an execution of two modules A and B communicating by the
2-phase bundled data protocol, A and B alternate in making steps, where, depending on the
protocol’s initial state either B (in case of (i)) or A (in case of (ii)) makes the first step.

ack _| /l — /I
req \ | \I_
valid data L L
(1 (2]

Figure 4.7: 2-phase bundled data communication

A simple, but central, module is the register. A register R has one input communication
interface and one output communication interface. The input communication interface
is connected via channels to a predecessor module that provides data to R. Likewise
the output communication interface is connected via channels to a successor module that
receives data from R. A register R can only store one data word at a time. It behaves
as follows: as soon as R has received both (i) a request (and by this, valid data) from its
predecessor module over the input communication interface and (ii) an acknowledge from
its successor module over its output communication interface, it makes a step, that is, (i)
takes over the data applied to the input communication interface (storing it in its local one
word memory) and issues an acknowledge over the input communication interface as well
as (ii) provides the newly captured data to the output interface and issues a request over
the output interface. Alternative registers exist that provide more decoupling between the
input and output communication interface by the possibility to store a second word [87,92]
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o A > -
= B = F = =2 J;

Figure 4.8: Queues Figure 4.9: Fork Figure 4.10: Non-buffering/General Join

(thus the instant when data on the input communication interface is captured and the
instant when that data over the communication interface is provided is not necessarily the
same).

Besides registers, Sparso further introduces the fundamental design modules forks and
joins (among others) and later on discusses their physical implementations in [87].

Though the method presented in [87] is very appealing, for fault-tolerant asynchronous
designs it is not possible to strictly stick to the asynchronous communication scheme based
on handshaking in all cases: A single faulty module that deadlocks may prevent all its
successor modules from performing computations, by simply not issuing the acknowledge
signal. We therefore extend our high level view with a communication interface comprising
of no acknowledge line. Whenever we make use of this communication interface between
two modules, we denote it with a thin “—”, between the two respective modules.

4.4.1 HicH LEVEL VIEwW

We follow [87] and introduce a set of fundamental modules in the high level model: queues,
forks and non-buffering, respectively, General Joins which are depicted in Figures 4.8, 4.9
and 4.10. After an informal description of these modules, an exact definition in terms of
our system model is given.

Queue. Queues are FIFO buffers, which are written by a single producer module and
read by a single consumer module. There are two kinds of queues: unbounded and
bounded queues. While unbounded queues do not have an apriori bound on their
maximum fill size, bounded queues have. An unbounded and a bounded queue are
depicted in Figure 4.8. For bounded queues the maximum fill size is drawn in the
lower left corner. Bounded queues with maximum fill level 1 are identical to registers.

Fork. A fork is a data broadcast. Forks are used whenever the same data has to be
processed by different successor modules along different lines of computation. A fork
for three successor modules is depicted in Figure 4.9. The forks we use here are
identical to those introduced in [87]. Forks handshake with all successor modules by
waiting to receive acknowledges from all of them before acknowledging its predecessor
module.
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Non-buffering Join. While forks are used to broadcast data, their counterparts, non-
buffering joins, are responsible to merge data coming along different data paths.
A non-buffering join (comparable to the join in [87]) is a module that allows the
join’s successor module to handshake with all predecessor modules of the join. The
join performs this task, by waiting to receive requests and data from all predecessor
modules before it hands over the merged data and a request to the successor module.
The acknowledge it receives from the successor module is simply forwarded to all
predecessor modules. Note that non-buffering joins do not intermediately store data
from the predecessor modules and are thus named “non-buffering”.

General Join. In case of fault-tolerant on-chip algorithms a join’s successor module can-
not wait for all predecessor modules’ data. Otherwise a single faulty predecessor
module could prevent the successor module from making progress. Therefore we
generalize a join’s behavior as we did for and-transitions: let J be a General Join.
Then a type 6(J) is assigned to J, where the range of 6 is defined in analogy to 6 of
a transition; however, we allow for a more general type 6(.J) than a single threshold,
namely,

0(7) € {ky' k", (ko' ) [ 1 < K, 0 < |QJ}, (4.6)

where Q is the set of J’s predecessor modules. We then define: For a multiset S,
k!(S), where 1 < k < |S], is given by

EM(S) = kM z —i|z € S} (4.7)
and (ki () (S), where 1 < k, ¢ < |S], is given by
(Ko, 1) == max{kg"(S), (1"(S)}. (4.8)

Figure 4.10 shows a General Join J; for three predecessor modules. In this work
we require a General Join to have a “—” communication interface to its successor
module. This implies, that the successor module cannot put backpressure onto the
General Join, by delaying its acknowledge signal.> Clearly the Fork module suffers
the same problems as the Non-buffering. Here the same techniques could be ap-
plied, obtaining a General Fork module. For simplicity of the thesis’ presentation
we will however concentrate on the Join Module and obtain a fault-tolerant Fork
module simply by dismissing the Fork’s acknowledge signals, leaving it with “—”
communication interfaces only.

The idea behind the generalized 6(.J) is to not only allow J to wait for the data of
a certain threshold of predecessor modules, but, in case 6(J) = (o, ) to combine
two thresholds with distinct offset together: J will wait for the k', k > 0, data item
from at least o predecessor modules, or k+ 15 data item from at least 3 predecessor

31t is definitively of interest to eliminate this simplifying restriction in future work.
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A = = E
C => Jl

Figure 4.11: Example high level view

modules, before it outputs the k + 15¢ data item. Clearly, a General Join requires a
data buffer for each predecessor module, since the successor module makes progress
even if data has not been received from all predecessor modules. Thus buffering is
necessary in order not to loose the predecessor modules’ data (a reception of the &
data item could be taken for the reception of the k + 1% data item).

While the motivation of the two generalizations of timed event graphs, the first to
and-or graphs and the second to threshold graphs, are natural generalizations on the
way to express fault-tolerant on-chip algorithms, the combination of two thresholds in
a single module does not have a straightforward application. However, it is shown in
Chapter 5 that General Joins with two thresholds play an important role in Byzantine
fault-tolerant on-chip algorithms like the simulated authenticated broadcast primitive
introduced by Srikanth and Toueg in [88] and refined by Widder and Schmid in [97].

Example 4.4. An example high level model of a simple system is shown in Figure 4.11.
Here, three queues A, B and C' feed their data into a General Join J,. The type of the
General Join is not further specified here. The result is fed into queue D (without being
acknowledged, which is denoted with the “—” communication interface). D’s results are
then broadcast (via fork Fy) to two bounded queues E and F.

It remains to formally specify the queue, fork, non-buffering join and General Join
modules. A common technique is to partition a module in a control part (comprising of
the req and ack input and output ports) and a data part (comprising of the data lines) and
only model the control part. The simplification is justified whenever the data values have
no direct consequences on the signals of the control ports. Since this holds for many typical
asynchronous circuits, we might follow [87,92] and model only the control structure. The
data path can be added at a later stage by analogous methods as described in [87,92].
For our purposes (2-phase bundled data) it suffices to think of a simple coupling between
control path and data path: transitions (both 0-1 and 1-0) of a module’s control signals
trigger associated flip-flops in the data path.
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4.4.1.1 QUEUE MODULE

The unbounded queue module is defined as a module M = (I, O, E), with two input ports
I = {reql,ackl} and two output ports O = {reqO,ackO}. Its set of possible executions
E' is specified via the timed event graph shown in Figure 4.12. Note that delays D and
initial values M, are omitted on purpose, as they depend on the queue to be modeled. For
example, My(q) = k > 1 models a queue prefilled with &k data items.

Figure 4.12: Unbounded Queue Module

The bounded queue module of size 1 is defined as a module M with identical input and
output ports as the unbounded queue module, however, E' is specified by the timed event
graph shown in Figure 4.13. A bounded queue module of size k > 1 can be modeled as a
compound module comprising of a sequence of £ bounded queue modules of size 1 each.

4.4.1.2 NON-BUFFERING JOIN MODULE

Consider a non-buffering join module with predecessor modules Q = {A,B,...}. The
module is defined to have input ports I = {reqA,reqB, ...} U {ackO} and output ports
O = {ackA,ackB, ...} U{reqO}. The module’s behavior is specified by the timed event
graph depicted in Figure 4.14; for reasons of simplicity, it shows only two predecessor
modules A and B. Furthermore, delays and initial number of tokens are not depicted.

4.4.1.3 GENERAL JOIN MODULE

A General Join module with predecessor modules Q = {A, B, ...} is defined as a module
with input ports I = {reqA,regB, ...} and output ports O = {ackA, ackB, ...} U {reqO}.

Figure 4.13: Bounded Queue Module of size 1
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Figure 4.14: Non-buffering Join Module

Its behavior is specified by the threshold graph depicted in Figure 4.15. In the figure, the
threshold graph is only depicted for a General Join with two predecessor modules A and B.
A generalization to more than two predecessor modules is obtained by a straightforward
replication of the thresholds graphs’ structure. In the threshold graph, we set all delays to
0, except for those explicitly depicted in the figure. Further the initial number of tokens
at all places, except for s and X", with X in Q, are set to 0. For place s, My(s) = 1 and
for all X in Q, My(X") = —1.

We will start with an informal description of the behavior of a General Join module:
the graph can be partitioned into (i) the component comprising of the places reqX, ackX,
X" and X!, for X in Q, (ii) the places X, for X in Q, th, th’ and s, and (iii) places reqO
and [. Subgraph (i) roughly looks like unbounded queues without output. It is responsible
for storing transitions that arrived at input reqX, separately for each X. Subgraph (ii)
determines how many times the threshold 6(J) = (af®, 3") has been reached in X and
stores the result in s. Finally, (iii) generates the output transitions at reqO after a latency
delay in Th., + 77y, as well as feeds back the generated transition via [ to X" and X", for
all X in Q. This feedback serializes the output transitions generated by J to occur one
after the other.

4.4.2 TIMING PROPERTIES OF GENERAL JOINS

Since General Join modules shall be used as building blocks in fault-tolerant on-chips
algorithms a formal characterization of their correctness and timing properties is inevitable.

Before we formally state important properties of a General Join J, we introduce some
notation: for time ¢ in 7, £k > 1 and predecessor module X of General Join module J,
we say J receives transition k from X at time t, iff reqX makes transition k at time ¢.
Analogously, we say J sends transition k at time t iff reqO makes transition k at time t.

In the following, we assume that #reqX(t), for each X in Q, is well defined and right-
continuous for all ¢ in 7 unless stated otherwise. Further assume that 6(.J) = (af?, g,
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Figure 4.15: General Join Module

for some « and 3. Later on in the thesis it will be shown that this assumption is non
restrictive, since we can easily extend our results to the simpler case where 6(J) = o® for
some i € {0,1}. We are now prepared to state properties on when J must send transitions:

Lemma 4.1. Let J be a General Join with predecessor modules @ = {A, B,...}. Then J
sends the first transition at ty, in Tlfc + T%H.

Proof. According to (4.5), for all times ¢ in 7,

#reqO(t) = #revdyeqo s(1).

Let d be the outgoing delay function of s. Then for ¢ < d(0), #reqO(t) = 0 and for t > d(0),
#reqO(t) > 1, i.e., J sends the first transition at time d(0). Since d(0) in 75, + 7o, the
lemma follows. u

Lemma 4.2. Let J be a General Join with predecessor modules Q = {A, B,...}. Wlog.
assume 0(J) = (i, BhY. For all k > 1: if

(i) J sends transition k at time t;), and

(ii) there is a set Q C Q, with |Q| > « such that J has received at least transition k from
all X in Q) by time to,
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then J sends transition k 41 by time max{t . + 7}, tor} + Tpg + Tpo + Ty

Proof. For all t, #1(t) = #reqO(t). Because of assumption (i), for all t < ¢, #I(t) < k—1
and for all ¢ > ¢, #1(t) > k. Let d be the outgoing delay function of {. Then for each X
in Q, port X* as well as port X* make transition k at time ¢ = d(¢;x). Due to the delay
bounds of d,

t e tJ’k _'_Tl:(l):c’
and therefore, for each X in Q, port rcvdy x1 makes transition k at ¢” with
t" € Ly + Tioy + Thigr (4.9)

Because of assumption (ii), for all X in @), port X" makes transition £ by time tq .
Thus, for all times ¢ > tgx + Tgiﬁ and X in @,

revdx xr(t) = k. (4.10)

From (4.9) and (4.10), we deduce, that port X’ makes transition k by time ¢, with
t" = max{t + 70 tor} T Thy (4.11)
Further

revdy g (£") = #th(1")
= o™ {#X(")| X € Q} > k,

i.e., rcvdsy, makes transition k by time t".

Clearly, port s makes transition k + My(s) = k + 1 by time t"”, too, and thus reqO
makes transition k+ 1 by time "' + 77, + 74 Combination with (4.11) yields the desired
result and the lemma follows. |

The following lemma’s requirements are similar to Lemma 4.3, except that the lemma
only holds for transitions greater or equal to 2, and requires to receive transition k + 1
from at least 3 predecessor modules.

Lemma 4.3. Let J be a General Join with predecessor modules @ = {A, B,...}. Wlog.
assume 0(J) = (o, B, For all k > 1: if

(i) J sends transition k at time t ;) and

(ii) there is a set Q C Q, with |Q| = [, such that, J has received at least transition k+ 1
from all X in Q) by time tg,

then J sends transition k 41 by time max{t ;. + 7,5, + T tor + €} + Tpo + Top
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Proof. The proof follows the proof of Lemma 4.2 in large parts.

For all ¢t in 7, #l(t) = #reqO(t). Let d be the outgoing delay function of [. Because
of assumption (i), for each X in Q, ports X! and X" make transition k at time ¢ = d(t )
and due to the delay bounds of d, t' € t;; + Tlfc. Thus, for each X in Q, port revdy xn
makes transition k at t’ with

t €t +1i+ Tbtiﬁ. (4.12)

Because of assumption (ii), for all X in @), port X'” makes transition k+14+My(X"") = k
by time g . Therefore, for times ¢ > tg , +¢ and X in @), it holds that

I'CVdX7X/r(t) 2 k. (413)

From (4.12) and (4.13), we deduce, that port X’ makes transition & by time ¢, with
" = max{tJ,k + Tl—gc + Tgiﬁ, tor + 8} (414)
Further

revd, g (87) = #th' (¢")
— 6th{#X/(t/”) ‘ X c Q} 2 ]{?,

i.e., rcvd 4y makes transition & by time ¢"”.

Again, port s makes transition k + My(s) = k + 1 by time ¢ and thus reqO makes
transition k + 1 by time ¢ + 74,4 74 Combination with (4.14) yields the desired result.
The lemma follows. n

Lemmata 4.2 and 4.3 state that a General Join J is able to “make progress” despite
the failure of subset of its predecessor modules: both lemmata state that J only needs
to receive transitions from a sufficiently large subset () of predecessor modules to send
transitions.

We will next derive a necessary condition on the transitions received by J for sending
transition k > 2:

Lemma 4.4. Let J be a General Join with predecessor modules Q = {A, B,...}. Wlog.
assume 0(J) = (o, Ny, For all t in T: if #reqO(t) = k + 1 > 2, then J has sent
transition k at time t;;, with

tik S tik+1 — Trw = Tpo = Tpif — Tioe (4.15)
and either
(i) there exists a set Q C Q of size |Q| = a such that fort' =1 — Ty — Tpo — Tpp-

VX € Q: #regX(t') > k (4.16)
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(11) or there exists a set ) C M of size |Q| = [ such that for t' .=t — 70y — Tpeo:
VX € Q: #regX(t') > k+ 1. (4.17)
Proof. Since #reqO(t) > k + 1, and #s(0) = 1,
#s(t —Tpo— Try) = k+ 1 (4.18)
must hold. Further (4.18) only holds if either (i)
aM#X(E —Tpe— o) | X € Q) 2 k
or (ii)
BM#X(t — Tpo— o) | X € Q} > k.
We consider both cases one after the other:

(1) Then there exists a set Q C X of size || > «, such that, for all X in Q, #X (t — 75, —
Try) = k. Since #X (t — 7pp — Try) < #reqX(t — Tpo — Try — Tpi), (4.16) follows. Since
further #X (t — 7po— Try) < #1eqO(t — Tpo — Try — Tpig = Tioe)» (4.15) follows. The lemma
follows.

(i) Thus there exists a set @ C X of size |Q| > [, such that, for all X in Q, #X'(t —
Tpo— Try) = k. Since #X'(t — 7pp— Try) + 1 < #reqX(t — 7pp — Ty — €), (4.17) follows.
Since, further #X'(t — 7pc — T7y) < #1eqO(t — Tpo— Try — Tpig = Tioe)» (4.15) follows. The
lemma follows.

The lemma follows in both cases. [ |

From Lemma 4.4 (4.15), there follows a minimum time between two successive transi-
tions sent by a General Join:

Corollary 4.1. If General Join J sends transition k, k > 1, at time t ), and transition
k+1 at time typer, then typ1 —tik 2 Trg + Tpe + Toig & Tioe:

4.5 IMPLEMENTING GENERAL JOINS

In the previous sections, a high level view has been introduced, which allows to model
the control structure of on-chip algorithms at the level of data flows. The key component
herein is the fault-tolerant join, called General Join module, for which the deadlock of one
of its preceding input modules does not necessarily lead to a deadlock of the join output.
Interestingly threshold transitions introduced in Section 4.3 can be used to formally express
join behavior, which does not necessarily follow a “wait-for-all” semantics and still keeps
the synchrony between the join’s successor module and all the join’s predecessor modules.



Chapter 4: Modeling Fault-tolerant Clockless Algorithms 51

Given the importance of General Joins in fault-tolerant clockless circuits, the question
arises how to physically implement them. For this purpose we make use of the ideas
presented in Chapter 3: we will discuss an implementation of a General Join module .J
by a compound module G Jyyp(J) comprising less complex sub-modules. For a physical
implementation, it thus remains to implement the less complex G'Jiyp(J). In order not to
hide the key message, we slightly modify the General Join module J: we discard J’s AckX
output ports for all X in J’s predecessor modules Q. Further, for each X in Q, we attach
a so called input channel, that is a channel with input port by, output port ReqX, delay
within [7'_ Tt ] and initial value 0 to each of J’s inputs. Port bx is the output port of

rem’ "rem

predecessor module X.

In the previous sections of this chapter we only investigated the behavior of correct
modules. Here the analysis is extended to the behavior of a GJiyp(J) module in the
presence of faulty predecessor modules. We will thus explicitly state whether a predecessor
module is assumed to be correct or not. In case a predecessor module is faulty, we do not
restrict the behavior of the corresponding input channel, i.e., the channel may produce an

unconstrained series of events at its output. We only require that its counting function is
well-defined for all t € 7.

We start by formally specifying the architecture of a module GJy,,(J) for a given
General Join module J, i.e., stating G'Jimp(J)’s sub-modules (including their behavior) and
interconnect. It is important to note that the behavioral properties of the sub-modules
defined in this subsection are assumed properties, i.e., basic properties that must a priori

be guaranteed by the implementation of the sub-modules.

Again we will attach input channels with delay in [7'_ Tt } and initial value 0 to

rem?’ ' rem

each of GJimp(J)’s input ports. It is then shown in Section 4.6 that G Ji,,(J) with input
channels implements J with input channels, given that certain constraints hold.

4.5.1 SPECIFICATION OF THE COMPOUND MODULE G Jpp

Consider a General Join module J with a set of m predecessor modules Q = {q,r,...}.
Wlog. assume that 0(J) = (o, 8i1). We will next define a GJipp(J) module. In the
following let p be a GJiyp(J) module. Further let t,, € T be p's booting completion
time. Figure 4.16 shows p’s architecture which has been inspired by the architecture of
our DARTS fault-tolerant tick generation approach [41]. It consists of one +/— counter
module per predecessor module (only two are depicted), four Threshold modules, two of
which are implementing the af" rule and the other two implementing the B rule, and
a request broadcast module that finally generates p’s output request transitions #b,(t).
Every +/— counter is refined into several additional sub-modules: A pair of elastic pipes
(remote pipe, local pipe) that form FIFO buffers for (remote, local) transitions, a Diff-
Gate module that removes matching remote and local transitions from the pipes, and a
PCSG module that generates the status signals reflecting the difference of the number of
transitions present in the local and the remote pipe.

We will now specify the ports and the behavior of all these modules in detail.
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4.5.1.1 PAIRS OF ELASTIC PIPES

Module p incorporates m pairs of unbounded queues, each of which corresponds to a single
q € Q. We will denote the pair of pipes at p corresponding to ¢ by (p, ¢) in the sequel. (p, q)
consists of a remote pipeline that stores transitions sent by ¢, and a local pipeline that
stores transitions sent by p locally. Since our intention is to physically implement the pair
of pipes, we will have to replace the pipepair by bounded queues as soon as we know their
maximum attained fill level. For this purpose we denote the maximum attainable fill level
of a remote respectively local pipe by S, respectively Sj,.. Note that the numbers S,
and S,. depend on the circuit the General Join is used in, as well as its delays. However,
as soon as we manage to prove that the bounds S, and Sy, hold, we can substitute
the unbounded queue pair by a bounded queue pair with the respective bounds without
changing the overall behavior.

The local pipe in (p, ¢) has a single (req) input port that is fed by p’s local transitions,
i.e., #0,(t), supplied via the channel (LOC, p, q), and a single (req) output port represented
by the counting function #rl"c(t). Similarly, the remote pipe in (p,q) has a single (req)
input port that is fed by ¢’s transitions, and a single output port represented by the
counting function #r 7"(t).

We say that p receives transition k from q at time t, or, equivalently, that transition k
is received at the remote pipe of (p,q) at time t, iff ;7" makes transition k at time ¢.
Analogously, we say that transition k is received at the local pipe of (p,q) at time t, iff rl‘fc
makes transition £ at time .

Behavioral description: Both pipes in the pair (p, q) have the behavior of a zero-delay
queue: For any ¢ > 0, #rl°c(t) respectively #r7%"(t) counts the number of transitions
received at the local respectively remote pipe of (p, q) until time ¢. Upon reset, both pipes
are pre-filled with the virtual transition 0 (such a transition is called virtual since it has
never been sent). Formally, for each t € [0,,], it holds that #r/"(t,s) = #r1% (tps) := 0.

4.5.1.2 DIFF-GATE MODULE

To avoid pipes with infinite capacity, each pair of pipes is equipped with a special Diff-
Gate circuit that removes matching transitions, i.e., transitions received in both pipes. The
Diff-Gate for (p,¢) has two input ports connected to #ro"(t) and #rloc( ), and a single
output port represented by the counting function #d, ,(t), which gives the largest transition
number that has been removed from both the remote and local pipe of (p,q) by time ¢.
To formalize the removal of the virtual transition 0, the initial value is #d, ,(t,,) = —1.
Formally, we say that transition k > 0 is removed from (p,q) at time t iff port d,, makes
transition £ at time .

Behavioral description: Recall that virtual transition 0 is received in all local and
remote pipes at booting completion time #;,.o = t,,. Transitions are removed from pairs
of pipes as follows:
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e k=0:1If

— transition k£ + 1 = 1 is received at the remote pipe of (p, ¢) at time ¢,¢p, y+1, and

— transition k + 1 = 1 is received at the local pipe of (p, q) at time tjoc 11,
then transition k& = 0 is removed from (p, q) at ¢, %, with
trmog € MaX{trem k1, tioeht1 ) + [TBiﬁ7 Tgiﬁ} .
o k>1:1f

— transition k + 1 is received at the remote pipe of (p, q) at time t,em x+1, and
— transition k + 1 is received at the local pipe of (p,q) at time ;5 k41, and

— transition k£ — 1 has been removed from (p, ¢) at time t,,p k-1,
then transition k is removed from (p, q) at ¢, With
trmv,k € maX{trem,k—l—la tloc,k—l—la trmv,k—l} + [TBiﬁ7 Tgiﬁ] .

On top of #r/(t), #rlc(t) and #d,4(t), we define the actual fill size of the local and
remote pipe of (p, q) at time t as

#mq(t) = F1q(t) — #dp(t)
Hspg (8) 1= 1" (t) — Fdp (1)

4.5.1.3 P1pE COMPARE SIGNAL GENERATOR (PCSG) MODULE

The ports provided by the pair of pipes (p,q) and its Diff-Gate are connected to the
PCSG, which generates four status ports ﬁng’o(t), ﬁng’e(t), ﬁﬁf"’(t) and ﬁﬁf’e(t) that
characterize the difference of the number of transitions stored in the remote and local
pipes by time ¢. Different ports are provided for odd and even transitions. For example,
PSfQ’O(t) signals when the number of transitions in the remote pipe of (p,q) is greater
or equal than the number of transitions in the local pipe of (p, q), provided that the last
transition that was received in the local pipe of (p, q) was odd; ﬁfj"’(t) does the same for
“oreater” replacing “greater or equal”.

All these signals are fed, via dedicated channels that add some delay, to the Threshold
modules of the General Join Module p.

Behavioral description: The status signals generated by the PCSG associated with
(p, q) must satisfy the following properties: for all ¢ in Q and all ¢ in 7,

Por@0(t) = [#rp(6) = #rya(®] A [#re(t) € {1,3,. . 3 A [fspa(t) = 1]
P @e(t) = [Hrya(8) = #rya®] A [rye(t) € {0,2,. . 3 A [#spa(t) = 1]
Poao(t) i= [#rya(t) > #rpe(®)] A lfrya(t) € (1,3, 1] A [Hspe(t) = 1]
Poae(t) = [y (t) > #rpe (O] A [#rye(t) € {0,2,. J A [#sie(t) = 1]
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Note that these signals need to be valid only if the local pipes contain exactly one tran-
sition (#s/%(t) = 1), which makes it easier for a physical implementation to fulfill these
properties.

The above signals are fed into four dedicated channels that connect the PCSG with
the Threshold modules: for all ¢ in Q, there exist the following channels, all of which are
initialized to 0:

e Channel (PYECtoGEQ, o, p, q) with input ﬁgf@o(t), output G@Z):,q(t) and delay in
[Thes Thel -

e Channel (PYEQtoGEQ, e, p,q) with input ﬁquQ’e(t), output C%;q(t) and delay in
[Tres The] -

e Channel (P“FtoGR,o0,p,q) with input ﬁgf"’(t), output é\é;,q(t) and delay in
[Tﬁoa TJJDFC}-

e Channel (P9RtoGR, e, p, q) with input ﬁgf’e(t), output é\}/%;q(t) and delay in [7‘130, 7';0].

4.5.1.4 THRESHOLD MODULES

@Z)Z{: (t) and é\é:/qe (t) are further processed at four Threshold modules: If the number
of active CTEZ)Z/; (t) receptively é\f/{:/; (t) signals exceeds the « respectively [ threshold,

the corresponding threshold signal TE@EQO/e( t) respectively ’f]_fG/RO/e( t) becomes active
within [TTH, TTH} This property will be formalized below as a logical predicate [which is
a function of time here| involving the sum of the status functions of a Threshold module’s
input ports, which is fed into a channel.

Behavioral description: The Threshold modules are modeled as Boolean function mod-
ules with channels at their outputs: for each ¢ in Q there are the following Boolean function
modules and channels, all of which are initialized to 0:

e Channel (3 GEQtoTHGEQ, o,p) withinput ), GEQ ,(t) = a, output THGEQ (1)
and delay in [77, T4y].

e Channel (3 GEQtoTHGEQ, e, p) with input ) __, GEQ ,(t) = a, output THGEQ (1)
and delay in [77, 4]

e Channel (} GRtoTHGR,o0,p) with input quQ (t) > [, output ﬁif\G/R:(t)
and delay in [77, T4y

e Channel (3 GRtoTHGR,e,p) with input > , é\ﬁ’;g(t) > [, output ﬁif\G/R;(t)
and delay in [77,, 74].
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4.5.1.5 REQ GENERATION MODULE

Module p sends the next transition at time ¢, when (i) both threshold outputs for the
previously generated transition, say, THGEQ,(t) and THGR,(t), are inactive again, and
(ii) at least one threshold output THGEQ,(t) or THGR,(t) for the current transition
becomes active. We will refer to (i) as the disabling path and to (ii) as the enabling path
in the sequel. The Req generation module hence has four input ports connected to the
threshold output ports, and a single output port represented by the counting function
#b,(t), which is the number of transitions broadcast by p by time t. Finally, #b,(t) is
distributed to the local pipe in (p, q) at p for all ¢ € Q, via dedicated channels (LOC, p, q),
and to the successor module.

Behavioral description: Let port b, be defined by its event trace gp as the set for which
(0,0) € b,

and for all ¢ in 7,

o

(THGEQ,(t) v THGR,(t)) A ~(THGEQ,(t) v THGR,(t)) < (t,0) € b,
(THGEQ,(t) v THGR, (1)) A ~(THGEQ, (t) v THGR, () < (t,1) € b,

Then, #0b,(t) is the counting function of b,, with initial value #b,(0) = 0.

4.6 CORRECTNESS PROOFS

In the previous section we have formally defined module G Jiyp(J), where J is a General
Join module with threshold ©(p) = (o', Bi"). It remains to formally prove that G'Jy,(J)
with input channels implements module J with input channels. For this purpose we derive
properties for G Jiy,p(J) analogous to the properties obtained for the General Join module
in Section 4.4.1.3.

For ease of reading we denote the delay function d of a channel Ch in module G Jiyp(J)
with d(Ch;-). For example, the value of some channel (P“FtoGR, o0, p, q)’s delay function
at time t € 7 is d((P“FtoGR, 0, p, q); t) and the value of the inverse delay function at time
tis d Y ((PFtoGR, 0,p, q); ).

We start our detailed treatment with the technical Lemma 4.5, which asserts a certain
persistence of the number of transitions present in the local and remote pipe for a certain
time.

Lemma 4.5. Let p be a correct GJp,,(J) module. If, for a correct predecessor module
q € Q, at time t it holds that

(#rq(t) = k) A (Fsa(t) =1)
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for some k > 1, then it must hold that

#rl(t — Tpig) = k and
#T;,e;n (t— TDiﬁ) zk

(Frye(t) = k) A (Fspe(t) = 1) = (#rya(t) = k) A (#r06(t) — #dp q(t) = 1)
= #d,,(t) =k —1 (4.19)

Let t,mo k-1 be the time at that transition k — 1 is removed from the pipepair (p,q). From
(4.19) it follows that

trmo k-1 < L. (4.20)
Now assume by contradiction that

#r;‘ffl(t — Tpig) < k or

#rpa (t— Tgiﬁ) < k. (4.21)
Denoting by tjocx (respectively t,em,x) the time at that transition k is received in the local
(respectively remote) pipe of (p, q), it follows that
tiock > — Tpg T€SD. (4.22)
trem,k >t — Tl;ijj”‘ (423)
Combination of (4.20) with (4.22) (respectively (4.23)) yields

trmv,k—l < tloc,k + TBiﬁ resp. (424>
trmv,k—l < trem,k + TBiﬁ' (425)

From the behavioral specification of the Diff-gate, however, we know that

trmv,k 1 = tloc kTt TDzﬁ and

trmv,k 1 2 trem,k + TDz‘ﬁa

contradicting (4.24) and (4.25). |

We next establish a main result, the Interlocking Lemma 4.6, which states that an “old”
transition k — 2, k — 4, etc. is never falsely interpreted as a “new” transition k in the GR
and GEQ rules of the algorithm. This is not immediately evident: An even transition k+1

is generated by either T%@o or TH GRO being active (depending on whether the GEQ
or the GR rule trlggered the broadcast); assume that it was triggered by the THGEQ
signal. TH GEQ is only enabled, if enough (at least «) G’EQ signals are active. For all of
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these signals, it must hold that the responsible +/— counter has received an even number
—~—0
of transitions locally, that is, any GE() may be based on local transition k, k — 2 or even

earlier. We, however, require transition k£ 4 1 to depend solely on E’\E/QO signals based on
transition k& only.

The Interlocking Lemma will require that all the local loop delays in p are within a
factor 2 of each other, which is expressed formally in Constraint 1.

Constraint 1. [C1] (Interlocking Constraint). With the abbreviations
Tmax = T;H + 7_;0 + Tl—gc
Tin = Ty + Tpe + Tioe + Tpig (4.26)
Tmm,dis = TEH + T];C + Tl;m
the relation Ty < Tinin 4 Trnin, dais must hold.

Lemma 4.6 (C1 Interlocking Lemma). Let p be a correct GJp,,(J) module. For all times
tinT: if #b,(t) =k + 12> 2, then

(i) either there exists a set ) of size |Q| = « such that for t' ==t — T — Tpe:

ke{0,2,.. . }=VgeQ: 3,

L PETOE () A Hri(ty) >
ke{l,3,...} =Vqe@:3, >

<t

<t PEEDO(t,) A Hri(ty)

(11) or there exists a set Q) of size |Q| = B such that for t' ==t — 17y — Tpo:
kel0,2,..)=VqeQ: 3,
ke{l,3,...} =VYqe@:3,

. DGR.e loc
<t PSR(t) A HrI(ty) = k
! . »GR,0 loc
<t PSRt NI (t,) =
Proof. The proof is by induction on k£ + 1 > 2, the number of transitions sent by p until
time ¢t. To carry out the induction step, we will prove a slightly stronger lemma, where in

case of (i) we require

Y((PHtoGEQ, e,p, q);d~ () GEQtoTHGEQ, e,p);t,y)) for k € {0,2,...},

d-
A~ ((P9"CtoGEQ, 0,p,q);d (Y GEQLoTHGEQ, 0,p);t,x)) for k € {1,3,...},

and in case of (ii) we require

L(PYRtoGR, e, p,q);d ZGRtoTHGR e,p)ityr)) for ke{0,2,...},

d-
A~ ((P9"toGR, 0,p, q);d"*((d _ GRtoTHGR, 0,p); t,4)) for k € {1,3,...}.

The lemma is first shown for transition & +1 = 2. Then we assume that some transition
k 4+ 1 > 2 is the first transition for which the lemma does not hold. By investigating
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the cause which triggered the sending of this transition, we obtain a contradiction to
Constraint 1.

Begin (k + 1 = 2): Assume p sends transition 2 at time t,5. Then, by the module
specification (specification of the Req generation module), either (a) THGEQ,(tp2) or (b)
THGR,(t,2) must have held. We consider both cases:

case (a): If TEE’—EQZ(tM), then by the module specification (specification of the Thresh-
old modules), there must be a set @ C Q, of size || > «, such that, for time
t':=d (O, GEQtoTHGEQ, 0,p); t,2)

Vg€ Q:GEQ,,(t).

Again by the module specification (specification of the PCSG to Threshold module chan-
nels), and with the time t, := d~'({P“FQtoGEQ, 0, p,q);t') defined for every ¢ € Q, we
obtain

Vg € Q: Prroe(t,)
and by this
Prir@e(ty) = [#rp(ty) = #rya(ty)) A [#rve(ty) € {13, J A [#sie(ty) = 1], (4.27)

Since #r°¢(t,) > 0 from reset on and #r(t,) € {1,3,...},

p,q p,q

#rict) > 1=k (4.28)

p.q

Finally, from the channel properties, we know that

tyas — tg = tyo — d ' ((PY"UtoGEQ, 0,p, q);d" () GEQtoeTHGEQ, 0,p);i )

2 Trg + Tpe-

case (b): If T%Z(tpg), then, by the module specification (specification of the Thresh-
old modules), there must be a set Q@ C P\ {p}, of size |Q| > 3, such that, for
t':=d (3. GRtoTHGR, 0,p); t,2)

Vg€ Q:GR, (1)

By the module specification (specification of the PCSG to Threshold module channels),
and with the point in time ¢, := d"'((P“®toGR, 0,p, q); ') defined for every ¢ € @, this
implies

Vg € Q: PERo(t,) (4.29)
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and by this
Poa?(ty) = [#rpa(ty) > #rie(t)) A [Hrye(ty) € {1,3, 3 A [fspe(ty) = 1) (4.30)

Since #r/%(t,) > 0 from reset on and #r/(t,) € {1,3,...},

#rict,) > 1=k (4.31)

p.q

From the channel properties, we know that

tpo =ty =tpo — d (P t0GR, 0,p,q);d " ((>_ GRtoTHGR, 0,p); t,2))

2 Try + Tpe

Step (k+1 > 3): Assume by contradiction that k + 1 is the first transition for which the
lemma does not hold. Let ¢, 41 be the time p issues transition k 4+ 1. Assume wlog. that
ke {1,3,...}*. We will establish two delay bounds, one on the enabling path and the
other on the disabling path.

Enabling path: To send transition £ + 1 at time ¢, 41, by the module specification
(specification of the Req generation module), at least one of the two threshold signals

must have been enabled, i.e., (a) T%Q:(tp7k+l) or (b) T%Z(tpwrl) must have held.
We consider both cases:

case (a): If T%Q;(tp,kﬂ), then, by the algorithm (specification of the Thresh-
old modules), there must be a set @ C Q, of size || > «, such that, for time
t':=d ({3 GEQtoTHGEQ, 0,p); ty1+1)

Vg e Q:GEQ, (). (4.32)

Again by the algorithm (specification of the PCSG to Threshold module channels), and
with the time ¢, := d~'((PS¥CtoGEQ, 0, p, q); t') defined for every ¢ € @, this implies

Vg€ Q: PEEQo(t,) (4.33)
and by this
BEEQ0(t,) = Wire(ty) > #rl(t)] A [rle(ty) € {13, ] A s () = 1), (434)
By the channel properties

T+ Tre < tpi1 — tq < Tiy + Toe (4.35)

4The proof for k € {0,2,...} is analogous.
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Assuming that Vg € @ : #rif,‘fg(tq) > k yields the desired result of the Lemma. Thus we

only have to investigate the negation:

Jq € Q: #r(t,) < k.

Since, by (4.34), #rlc(t,) € {1,3,...}, we obtain

p,q
Jg€Q:#ri(ty) <k -—2.

Thus, transition & — 1 must be received in the local pipe of pipepair (p, q) at time ¢,y k-1,
with

trcv,k—l > tq-
The combination with (4.35) yields
tp,k-i—l - trcv,k—l < T;H + 7-;0- (436)

Let t, -1 be the sending time of transition k£ — 1. Clearly, by the local channel properties,
we arrive at

J’_
tp,k—l 2 trcv,k—l ~ Tioc =

tp,k—l—l — tp,k—l < T’}L—H + T;C + Tl—gc‘ (437)
Before proceeding further, we will handle the disabling path.

Disabling path: Let ¢, ;, be the sending time of transition k. By the induction hypothesis,
we know that the lemma holds for transition k. According to the lemma, we have to
distinguish two cases (i) and (ii):

case (a.i): Assume that implication (i) is valid, i.e., there exists a set @' of size |Q'| > «,
such that, for

ty = d *((PFRtoGEQ, e, p,q'); d_1(<z GEQtoTHGEQ, e,p);tyr))
it holds that
Vg € Qi PII(ty) NI (ty) > K — 1. (4.38)

Thus, transition k£ — 1 must have been received in the local pipe of (p, ¢’) at time ty ,ev k-1,
with

tq’,rcv,k—l < tq’ - Tgiﬁ
by Lemma 4.5. Furthermore, by the properties of the local channels,

tq’,rcv,k—l - tp,k—l 2 Tl;c'
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Thus, we find
togk = tpk—1 2 Tpg + Tpo & Tpyg + Tioe- (4.39)

From the algorithm (specification of the Req generation module), it follows that at time

Lp ki1

~THGEQ,(tp 1) (4.40)

[and also — Y%Z(tp,kﬂ), which is handled analogously, cf. (a.ii) below] must hold, i.e., the
threshold signals that generated (the odd) transition & must be inactive again. Therefore,
for the times ¢, defined as

tyr = d " ((PP°toGEQ, e,p.q');d () GEQtoTHGEQ, €, p); tp 1)) (4.41)
it must hold that
1Q",1Q" = a: V" € Q" P (ty). (4.42)

Let us choose Q" := @'. Because of the FIFO property of the channels and because of
tpk < tpi+1, We obtain

ty <ty
Clearly, there has to be at least one ¢’ € @)’ for which
PEE(ty) but =PIV (t ), (4.43)

since otherwise Q" := Q" would have been a choice for )", contradicting (4.42). However,
(4.43) can only hold if local transition & has been in pipepair (p,q’) at time ¢y ¢y, With

Ly reve < g
In combination with (4.41) and the channel properties, this implies
tp k1 — Lo revde = Try + Tho (4.44)
and, by the local channel properties,
Ly reok — tpk 2 Tie (4.45)
Finally, (4.39) together with (4.44) and (4.45) yields

tpkt1 — tpk—1 = (Tog + Tpo + Tpig T Tioe) + (To + Toe =+ Tige)- (4.46)
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case (a.ii): Assuming that implication (ii) is valid, i.e., that there exists a set @’ of size
|Q’| = /3, such that, for

ty = d *((P“"toGR, e, p,q); d_1(<z GRtoTHGR,e,p);tyk))
it holds that
Vg € Q' PSI(ty) A HTIC (ty) =k — 1.
By analogous arguments as in case (a.i), we obtain
tpkir = tpk—1 = (T + Tpo + Tpig + Tioe) + (Tow + Too + Tige)- (4.47)
Combination of (a.i) and (a.ii): Combining (4.37), (4.46) and (4.47) leads to

(Trm + Tpo + Tpig + Tioe) + (Trg + Tpe =+ Tioe)

+ + +
S pkt1 = lpk—1 < Trg + Tpo + T,
which is a contradiction to Constraint 1.

case (b): If Tfj{\CTR;(tpka), then, by the algorithm (specification of the Threshold
module), there must be a set Q@ C P\ {p}, of size |Q| > (3, such that, for ¢’ :=
d (> GRtoTHGR, 0,p); tpri1)

Vg€ Q:GR, (1)
By analogous arguments as in case (a), we obtain an analogon to (4.37) as
bl — tpk—1 < T + Tpe =+ Troos (4.48)
as well as analogons to (4.46) and (4.47), namely,
tpkt1 — tpk—1 = (Tog + Tpo + Tpig T Tioe) + (To + Toe =+ Tige)- (4.49)
and

tpiir = tpp—1 Z (T + Tpo + Tpig + Tioe) + (To + Tpe + Tioe)- (4.50)

Combination of (b.i) and (b.ii): Combining (4.48), (4.49) and (4.50) leads to

(Trm + Tpo + Tpig T Tioe) + (Trm + Tpe + Tioe)

+ + +
S pkt1 — lpk—1 < Trg + Tpo + T,

which is a contradiction to Constraint 1. [ |
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The next lemma provides a lower bound on the time p sends transition k > 1. Before
we state the lemma, we introduce some notation:

Consider a GJppp(J) module p. For any ¢ in Q and k£ > 0, we denote with tGEQ
(respectively t$7¥) the first time ¢, such that, in case k € {0,2,...}, ngQ “(t) (respec—
tively PGRE( )) and #rl(t) = k hold, and in case k € {1,3,...}, PSFL(t) (respectively

PGRO( )) and #r(t) = k hold. For each k >0, let t; GEQ 1o the earliest time ¢, such that,
there exists a set Q C Q of size |Q| = a, where for all qin Q, #r)7(t) > k and let (e be
the earliest time ¢, such that, there exists a set ) C Q of size |Q\ > (3, where for all ¢ in
Q, #ry(t) = k+ 1.

We are now ready to state:

Lemma 4.7 (C1). Let p be a correct GJpy,(J) module with input channels. Then p sends
transition k > 1 at time t,;, with

tp1 = Tpe+ Tpy and (4.51)

GEQ - -
max{tk ) tp,k + Tloc} + TDiﬁ } + 7—];0 + T;H (452)

ma’X{tk-i-l’ tpke + T T TDiﬁ}

Proof. By the algorithm (specification of the PCSG to Threshold module channels and
Threshold modules), it follows that p sends transition 1 at t,; with

tp1 2 Tpe+ Try-

Thus (4.51) holds.

We will next prove, that (4.52) holds, too. Assume that p sends transition k + 1 > 2
at time ¢, 541, wlog. for k € {0,2,...}. We apply Lemma 4.6 for transition k + 1. Thus,
either implication (i) or (ii) has to be true:

case (i): There exists at set Q@ C Q, |Q| > «, where for all ¢ in @), for some ¢, <
tokt1 = Tryg — Tpey

Por@e(ty) A (#rie(ty) 2 k) =

(Fspa(te) = 1) A FHryalty) = k).
By applying Lemma 4.5, we obtain

#r;;jg(tq — Thi) and (4.53)
A P

Because of (4.54) it must hold that,

>k
>k
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Furthermore, by the local channel properties,

#r1e(ty = Toig) < #by(tg — Thig — Tioe)- (4.56)
Combining (4.53) and (4.56) yields
#bp(tq — Ty — Tioe) = K,
i.e., transition k& must have been sent at time ¢, ; with
bk S g = Tpig = Tioe
S k1 = Tpig — Trr — Tpe = Tioe: (4.57)
Combination of (4.55) and (4.57) yields,
per > max{B by + Tiol} + Thig + To + Tho (4.58)
case (ii): There exists at set @ C Q, |Q| = [, where for all ¢ in @, for some ¢, <
tpk+1 = Trg = Tpes
PERe(t) A (#r0(t) > k) =
(#s(tg) = 1) A (#rie(ty) = k) A (Fr)(ty) >k +1). (4.59)
Thus it must hold,
tiry < tpkst = T — Tper (4.60)
Furthermore, from applying Lemma 4.5 to (4.59) we obtain,
#r(tg — Thyy) = k and (4.61)

By the local channel properties,
#T;?S(tq - ngff) < #b,(tg — Toiff Thoc)- (4.62)
Combining (4.61) and (4.62) yields
#bp<tq — Ty — Tioe) = K,
i.e., transition k& must have been sent at time ¢, ; with

tok S g = Tpig = Tioe

S bkl = Tpgg = Trr = Tpe ™ Tioe: (4.63)
Combination of (4.60) and (4.63) yields,

tpirr = max{tyly, by, + 7, + Toigd + T + Tre (4.64)

The lemma follows from combining (4.58) and (4.64). |
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From Lemma 4.7, a minimum duration between two successive transitions sent by a
correct GJimp(J) module p directly follows:

Corollary 4.2 (C1). Let p be a correct GJp,,(J) module. If p sends transition k > 1 at
time t, 1, then it cannot send transition k + 1 before t, i + Thin.

Before we proceed to prove further properties on a GJyyp(J) module p with input
channels, we need to introduce some notation: for predecessor module ¢ in O, we say that
q sends transition k > 1 at time t, iff b, makes transition k at time ¢.

Lemma 4.8 together with Constraint 2 allows us to exclude the possibility of unbounded
queuing effects inside a pipepair (p, q) for ¢ in Q. Constraint 2 and Assumption 1 ensure
that the Diff-gate can remove matching transitions at least as fast as any predecessor
module can send them.

Constraint 2. [C2] Tgiﬁc < Tin

Assumption 1. We say that Assumption 1 holds for a GJp,,(J) module p, iff, for all q in
Q: if q is correct and it sends transition k > 1 at time t,, then it does not send transition
k+1 before g1 + Tonin-

Lemma 4.8 (C1,C2). Let p be a correct G Jpmy(J) module with input channels and assume
Assumption 1 holds for p. For any correct predecessor module q in @ and k > 1: If both

(i) p sent transition k at t, ) and

(ii) q sent transition k at t,,

then transition k —1 is removed from the local and remote pipe of (p,q) by time max{ty,+
7—l—gc’ tkvq + T:;m} + Tgiﬁ'

Proof. The proof is by induction on the number of transitions £ > 1 that are sent by p
and q.

Begin (k = 1): Assume that p sends transition 1 at t, . Transition 1 will be received in
any of p’s local pipes by t,; + 7,5 . Furthermore, assume that ¢ sends transition 1 at tg k.
It will certainly be received in the remote pipe of the pipepair (p,q) by t,x + 7,5,,. Since
there is no transition that could block the removing of transition 0, transition 0 is removed
by max{t,r+ T, tor+ Trm} + TDlﬁ from both the local and remote pipe, according to the
Diff-gate properties.

Step (k > 1): As our induction hypothesis, assume that transition k — 2 is removed from
both pipes by max{t, 1 + 7., tgk-1 + 71} + Ty By analogous arguments as above,
transition k is received in both pipes of (p, q) by tpem, defined as

Looth 1= maX{tp kT Tlocv q,k =+ rem}
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Because of Corollary 4.2 and since Assumption 1 holds for p, consecutive transitions cannot
be generated with less than T, distance in-between, i.e.,

tp,k - tp,k—l 2 Tmin and
tq,k - tq,k—l 2 Tmin-

Thus

tboth 2 max{tp,k—l + Tl—(i;ca tq,k—l + T:;m} + Tmm
= m

+ + +
aX{thk—l + Tiocs t%k—l + Trem} + 7_Dijj’

by Constraint 2. According to the induction hypothesis, transition £ — 2 has already been
removed by t,.,. By the properties of the Diff-gate, transition £ — 1 is hence removed by
Looth + T 57;17' n

On executions with marginal queueing effects. Lemma 4.8 provided us with means
to get rid of queueing effects when considering executions of a correct GJpy,(JJ) module
with input channels: whenever a local or remote transition £ > 1 arrives at the latest
possible time at pipepair (p, q) for some correct g in Q, there are no queueing effects from
before that could further delay the removal of transition k — 1.

We will next show that it even suffices to study executions of GJiy,(J) modules with
input channels, where queuing effects can block the removal of transition £ — 1 no longer
than e, for an arbitrarily small £ > 0. For this purpose we introduce the concept of
non-¢-queueing respectively non-e-blocking executions:

Consider an execution e of a G Jyyp(J) module with input channels. Let us denote the
time of arrival of transition k at the local (respectively remote) pipe of (p,q) in e by té’k
(respectively t} ).

For k > 2, by the Diff-gate specification, the removal of transition k — 1 starts at time
taife—2 = max{ty ,, t;,w trmok—2 }, Where t,,, k2 is the time transition £ —2 > 0 is removed
from both the local and remote pipe of (p,q). Thus a late ¢, x—2 can lead to queueing
effects in deleting transition k — 1 from the pipepair (p,q). We say that the Diff-gate is
busy at time ¢ > 0, iff ¢ is within an interval [tgifk, trmokl, for & > 0. For an arbitrary
interval Z, the Diff-gate is busy during Z, iff it is busy for all ¢t in Z. For some small € > 0,
we say the removal of transition k — 1 at (p,q) did not face e-queueing whenever

r l
q,k > trmv,k—2 —&or th{; > trmv,k—Z - &,
which is equivalent to
r 1
trmuk—2 < max{ty . t, .} +¢.

Otherwise it did face e-queueing. In case of 0-queuing, we simply speak of queueing. If
the removal of transition & — 1 at (p, ¢) did not face e-queueing,

taif k-1 € max{ty y, tfm} + [0, €] (4.65)
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holds. We say that an execution e of GJuy,(J) is non-e-queuing iff for all k > 2, ¢ in Q,
the removal of transition & — 1 at (p, q) did not face e-queueing.

We obtain the following result:

Lemma 4.9 (C1,C2). Let e be an execution of a GJp,(J) module p with input channels.
If Assumption 1 holds for p, then there exists an execution €' of p with input channels,
denoted by € = nonqueueing_(e), for an arbitrarily small e > 0, for which:

e ¢ is non-e-queueing,
e ¢ and e have the same behavior of input and output ports,

Proof. Let € be identical to e, except that for each k > 1, we shift the time of arrival of
transition k at the local pipe of (p,q) in e, say ok to t’lk in ¢/, and the time of arrival of
transition k at the remote pipe of (p, q) in e, say t ok O t”:k in ¢’ as follows. Clearly, one has
to make sure that e’ still is a valid execution. For this purpose, we will show by induction
on k > 1 that the new arrival times ¢/, and ¢/, (i) do not violate the FIFO property or the
delay bounds of the local and remote channels and (ii) during [tq k,t } as well as during
[ ako b } the Diff-gate is busy. The latter is 1rnportant as it makes sure that the behavior
of the PCSG’s output ports is the same in e and €’: if the Diff-gate of pipepair (p, q) is
busy at time ¢ € 7, all output ports of (p,q)’s PCSG module are inactive.

For k=1:t], =t , and ¢/, =t . The FIFO property and the delay bounds of both the
local and remote channels are trivially fulfilled. Thus both (i) and (ii) are valid.

For k > 2: assume that both (i) and (ii) hold for k — 1. We will show that they hold for
k, too. We distinguish between two cases:

e Assume the removal of transition £ — 1 at (p, q) did not face queuelng Further we
distinguish between two cases on the order of occurrence of 7 , and tq7

— In case t], > tf;,k and since k — 1 did not face queuing at (p, q), trmor—2 <ty
and tgifp—1 = ok Thus the Diff-gate is not busy within [ rmv,k—2; by, k] By the
induction hypothesis, (ii) holds for k—1 and thus the arrival of remote transition
k — 1 is not shifted beyond t; ;. We may thus safely set

tq7 — tq ks
without violating the FIFO property of the remote channel. We will next choose
a value for ¢, . If t\ >t} | we may safely set

tq7 t (4.66)

Otherwise, (4.66) would violate the FIFO property of the local channel and we
set t’l + to a value within (tq k1> trmv,g), where t,,,¢, £ = 0, is the next removal
of a transmon at (p, q) that occurs after tfik_l. Note that the Diff-gate is busy
throughout [¢! , ¢, ]. Thus both (i) and (i) are fulfilled.
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— Otherwise, if ], <!, we set

g,k

n gl
tq,k tqk

If t7 >t 1, we set

t—t

q7

Otherwise, in order not to violate the FIFO property of the remote channel, we
set ¢, to a value within ( k15 trmy g) where ¢, ¢ > 0, is the next removal
of a transition at (p, q) that occurs after ¢, ;. Again the the Diff-gate is busy
throughout [

fulfilled.

oo by, } By analogous arguments as before, (i) and (ii) are hence

(i) and (ii) are fulfilled in both cases.

e Assume the removal of transition k — 1 at (p,q) did face queueing. We distinguish
between two cases for q.

— q is correct. Then we may apply Lemma 4.8 and obtain that transition k — 2 is
removed at

+ + +
aX{thk—l + Tiocs t‘Lk—l + 7_7“em} + 7-Diﬁ

trmv,k—2 m

+ + +
max{t,r — Tomin + Tiows tak — Lomin + Trom} + TDiff
m

NN N

aX{tP k + 7—loc’ q,k + rem}

Thus, it is always possible, for tg respectively ¢, , to be set such that t’l & Within
trmok—2 + [—€, 0) respectively ¢, within ¢, 12 + [—¢,0) without Vlolatlng the
delay bounds of the local and remote channels. Wlog. assume that we may shift
tyy to a later time, by setting t,; to a Value > 17 Within £, 2+[—¢,0). Note

that the Diff-gate is busy durlng [ ] For tl + We again have to make sure

q, kot
that it does not violate the FIFO property of the local channel. If t q k1>
set

the=1t,

and otherwise set t’l 1« to a value within ( ’q k1> Lrmo g) where t,,,0, £ > 0, is the
next removal of a transfcmn at (p, q) that occurs after £, ;. Again the Diff-gate
is busy during [¢! .7, ]. Thus (i) and (ii) are fulfilled.

— In case ¢ is faulty, we do not assume any bounds on the remote channel delay.
We can thus choose t”"k to lie within ¢,,,, k-2 + [—¢,0) without having to pay
attention to not violating the delay bounds of the remote channel and then
proceed as above. Again (i) and (ii) are fulfilled.

(i) and (ii) are hence fulfilled in both cases as well.
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Thus, € does not violate the FIFO property of the local and remote channels, does not
violate the upper bounds of the local and remote channel delays, and is non-e-queueing by
definition.

Further, since, the arrival of local and remote transitions are only shifted throughout
intervals during which the Diff-gate is busy, the status outputs of the PCSG modules
behave the same in ¢ and e. Thus, € is a valid execution. |

One can transform an execution of G Jiy,,(J) with input channels even further: we say
that execution e of the General Join implementation p is non-e-blocking, for an arbitrarily
small € > 0, iff (i) e is non-e-queueing and (ii) it holds that for all £ > 1 and ¢ in Q,
transition k — 1 is removed from pipepair (p, ¢) at

trmv,k—l < maX{tfl’k + Tgiﬁ’ t;,k—l—l} + €. (467)

We are now ready to deduce:

Lemma 4.10 (C1,C2). Let e be an execution of GJp,(J) module p with input channels.
If Assumption 1 holds for p, then, for an arbitrarily small € > 0, there exists an execution
e of p with input channels denoted by ¢’ = nonblocking_(e), for which:

e ¢’ is non-e-blocking,

e ¢ and e have the same behavior of input and output ports.

Proof. Let € be identical to nonqueueing.(e) except for the following changes:

For each k > 1 and ¢ in O, distinguish between the two cases:

o Assume t, , >t!, ;. Clearly then, since €' is non-e-queueing, transition k& — 1 is
removed from the pipepair (p, q) at ¢, k-1 With

trmogh—1 < max{t} i, th}+e
- t;,k—l—l ‘l’ E =
trmv,k—l < max{tz,k-l-l + €, tf]Jf + Tgiﬁ_l_ 8}'
Thus (4.67) is fulfilled.
e Otherwise, assume that t; ., < té,k +1- We distinguish between two cases for 7 ; ,

namely, (i) thks1 T € 2= tomuk—1 and (ii) thper T € <trmug-1:

ad (i) By the assumption transition k — 1 is removed at

r
t?‘mv,k—l < tq,k—i-l +e
<

maX{t;k_i_l + g, tf},k‘ + Tl—i)_zﬁc‘i‘ 8}.



Chapter 4: Modeling Fault-tolerant Clockless Algorithms 71

Thus (4.67) is fulfilled.

ad (ii) This is the only case, where ¢’ is changed. Choose ¢, , such that ¢, ., >
£ jsts by >t and €7, | within

trmv,k—l + [_67 O) .

Clearly, this shifting ensures the FIFO property of the remote channel. Further it
does not violate the remote channel delay bounds and does not change the value of
PIEQe(t), PGEQo(t), PSfe(t) and PSe(t) in ¢ for all t € T, since the Diff-gate is

busy during [t;kH, Z;HJ.

We will next derive results for non-e-queueing and non-e-blocking executions of a
G Jimp(J) module with input channels.

Lemma 4.11 (C1,C2). Consider a non-e-queueing execution of a GJp,(J) module p
with input channels, where ¢ > 0. If Assumption 1 holds for p, then p sends transition
kE+12=2 at time t, 41 with

tpri1 < max{thEQ, tok + 70+ ngiﬁ +e4+Tho+ Thy (4.68)
Proof. Wlog. assume that k£ € {0,2,...}. Let
t' o= max{t; "%ty + T} + g+ €+ Tho + THy

By definition of tSEQ, there exists a set Q C Q with |Q] > « such that for all ¢ € Q,
#r e GPQ) > k. We distinguish two cases:

(a) Suppose that Jg € Q : #rlc(t') > k. Since #r/%(t') < #b,(t), as no transition can
be locally received if it has not been sent before, #bp(t’ ) > k must hold. Thus, p has

sent transition k£ + 1 by ¢’. The upper bound follows.

(b) Otherwise, assume that

Vg e Q: #rlet) <k. (4.69)

Y2

Enabling condition: p must receive transition k in all its local pipes by t,c,, =
tpk + 7i5. Since the execution is non-e-queueing, it follows that transition k — 1 is
removed from all of pipepairs (p, q) (for all ¢ € Q) by

GE
tdel,k—l = max{tTCW, tk Q} + Tgi[f_'_ E.
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Consequently, at

e GEQ
trcv = maX{trcv,pa tk >tdel,k—l}

GE
< max{typ, + 7ty O+ Thg €

with .., < t/, it holds that:

Hrie(tren) = k o (tren) = K (1) =k —1 (4.70)
By combination of (4.70) with (4.69), it holds that for all £ € [t,e,, t']:
#,q(8) = k. (4.71)
Furthermore,
Per@e(€) = (#ry7(€) = #rive(©)) A (#rie(€) €{0,2,... ) A (Fspe(§) = 1)
= (#r50(6) = k) A (#r76(6) — #dpe(§) = 1)

= (#dpq(§) =k —1). (4.72)

Assuming 3¢ € Q : #d,,(&) > k — 1 implies #rl"c(f) > k, contradicting (4.71).
Thus Vg € Q : #d,,(§) = k — 1 must hold. Therefore Vg € @ : ﬁgfve(g) is true for
€ € [trew, t'].

By the algorithm (specification of the PCSG to Threshold module channels), Vg €
Q : CTEZQ;(I(E) is true for & € [t + The,t']. Again by the algorithm (Threshold
module),

THGEQ, (¢) (4.73)
is true for

§ € [trew+ Tho+ T;H, t’] C

Disabling condition: It remains to be shown that the disabling path cannot inhibit
the generation of transition k + 1 at p. For the sake of contradiction, assume that
the disabling path can enforce ¢, ;41 > t'.

Transition k£ must eventually be received in all of p’s local pipes corresponding to a
predecessor module r in Q. Thus, for all r in Q, #rloc(f ) >k, for € € [ ok T t}

Since transition k£ + 1 is not generated by ¢, we actually have #rl"c(ﬁ) k. As
k€ {0,2,...}, this implies

= (PERo(e) v PEFO“(e))



Chapter 4: Modeling Fault-tolerant Clockless Algorithms 78

Consequently, by the algorithm (specification of the PCSG to Threshold module
channels and the Threshold modules),

- (THGR:(g) v TEEEQ:(Q) (4.74)

for € € [ty + 7o, + Tho+ T ']
Combining (4.73) and (4.74), it is apparent that p must send transition k + 1 by ¢,
providing the required contradiction.

The lemma follows in both cases. [ |

From Lemma 4.9 and Lemma 4.11 we can deduce:

Corollary 4.3 (C1,C2). Let p be a GJpny(J) module with input channels and assume
that Assumption 1 holds for p. If there exists a set Q C Q of correct processes with
|Q| > «, such that, for all q € Q, all processes q send transition k > 1 by tQ &, then p
sends transition k + 1 at t, g1 < max{t, s + 70tk + T} + Tog + Too + T

Lemma 4.12 (C1,C2). Consider a non-e-blocking execution, € > 0, of a GJpny(J) module
p for which Assumption 1 holds. Then p sends transition k+1 > 2 at time t, 11 with

tpwrr <max{tglh, tyn + 7 + Tog+ €+ Too+ Tin (4.75)

The proof follows the proof of Lemma 4.11 throughout large parts. Nonetheless, to
fully convince the reader from the result’s correctness it is stated here.

Proof. Wlog. assume that k € {0,2,...}. Let
t' = max{tgl, tox + T, + T;iﬁ +e}+ Tho + Tha

By definition of ¢Z'F;, there exists a set @ C Q with |Q| > 3 such that for all ¢ € Q,
#rrem(i ) > k+ 1. We distinguish two cases:

(a) Suppose that g € Q : #rc(t') > k. Since #rl(t') < #b,(t'), as no transition can
be locally received if it has not been sent before, #b,(t') > k must hold. Thus, p has
sent transition k& + 1 by #’. The upper bound follows.

(b) Otherwise, assume that
Vg € Q: #r(t) < k. (4.76)

Enabling condition: p must receive transition k in all its local pipes by t,c,, =
tpr + 75 Since the execution is non-e-blocking, it follows that transition k& — 1 is
removed from all pipepairs (p, q), for all ¢ € @, by

taetk—1 7= Max{tyeyp + TDzjjfv tk+1} +e.
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Consequently, at

. GR
trcv - max{trcv N2 tk+1a tdel Jk— 1}

< max{tp Kt Tloc + TDzjj”’ tk—l—l} +e
with t,., < t/, it holds that:
Hr (trey) > k A (N H#d, (1) =k —1 (4.77)

By combination of (4.77) with (4.76), it holds that for all £ € [t,e, t']:

#ri(&) = k. (4.78)

Furthermore,

PErOE) = (#r(€) > #rie(©) A (#re(€) € 0,2, 1) A (#s15(€) = 1)

= (#r)0(6) = k) A (#r,06(6) — #dp () = 1)

= (#dpy(§) =k —1). (4.79)
Assuming Jg € Q : #dp4(§) > k — 1 implies #r/%¢(&) > k, contradicting (4.78).
Thus Vg € Q : #d,,(§) = k — 1 must hold. Therefore Vg € @ : ﬁgfve(g) is true for
€ € [trew, t'].
By the algorithm (specification of the PCSG to Threshold module channels), Vq € @ :
GR (&) is true for £ € [treo + Then t']. Again by the algorithm (Threshold module),

THGR,(€) (4.80)

is true for

€ € [treo + The + T%H, t’} Q

Disabling condition: It remains to be shown that the disabling path cannot inhibit
the generation of transition k + 1 at p. For the sake of contradiction, assume that
the disabling path can enforce ¢, ;41 > t'.

Transition k£ must eventually be received in all of p’s local pipes corresponding to a
predecessor module r in Q. Thus, for all 7 in Q, #rloc(g )=k, for € € [ kT t}

Since transition k£ + 1 is not generated by ¢, we actually have #rl"c(ﬁ) k. As
k€ {0,2,...}, this implies

= (PERo(e) v PEFO“(e))
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Consequently, by the algorithm (specification of the PCSG to Threshold module
channels and the Threshold modules),

o

- (THGRp(g) v TEEEQ;(Q) (4.81)

for € € [tp,k + Tl—(lj—c + T;’C + T;:H, t’} )
Combining (4.80) and (4.81), it is apparent that p must send transition k + 1 by ¢,
providing the required contradiction.

The lemma follows in both cases. [ |

From Lemma 4.10 and Lemma 4.12 we can deduce:

Corollary 4.4 (C1,C2). Consider a GJp,(J) module p for which Assumption 1 holds:
If there exists a set QQ C Q of correct processes with |Q| > 3, such that, for all ¢ € Q,
all processes q send transition k + 1 = 2 by tgit1, then p sends transition k + 1 at
tprr < max{tyk + T + Thig to i1 + T} + Too + Trp

The following corollary, deduced from Lemma 4.11 and Lemma 4.12, provides us with
an upper bound on when p sends transition £ > 1:

Corollary 4.5 (C1,C2). Consider a non-e-blocking, ¢ > 0, execution of a GJpmy(J)
module p with input channels, where Assumption 1 holds for p. Then p sends transition k >
1 at time t, with

max{thEQ, tok + 70+ Tgiﬁ +e€

tp ket < min +1h 7T
S { max{tSF, tpr + T, + Thigt + € } pe o

Lemma 4.13 (C1,C2). Let p' be a General Join module with input channels and p the
corresponding GJp,,(p') module with input channels. Let e be a non-e-blocking execution,
e >0, of p for which Assumption 1 holds. Then there exists an execution €' of p’ where
the delay bounds Tﬁiﬁ of p’ are replaced by the bounds Tﬁiﬁjt 0,¢], such that, for all k > 0,
t>0 and q in Q,

o #reqO(t) =k in €' iff #b,(t) =k in e.
o #b,(t) =k ine iff #b,(t) =k ine.
o #ry(t) =#r (t)+1=Fkine iff #r"(t) =k ine.

Since the detailed proof is rather technical, we only give the proof idea here:

We first construct e’ from e and show that it is an execution of General Join module p
with input channels.

Choose the behavior of the input and output ports of ¢’ identical to those in e, i.e., for
all k > 1,
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e p sends transition k in ¢’ at the same time, p sends transition & in e,
e for all ¢ in Q, whenever ¢ sends transition k in e, ¢ sends transition k in ¢/, and

e for all ¢ in Q, whenever transition k is received at the remote pipe of pipepair (p, q)
in e, both ports ¢" and ¢ make transition k in €’.

We then make use of an inductive argument over £ > 1. From the above choice, it
follows that for each k > 1, (i) the earliest time ¢ by which transition k is received from
a set of @ C Q, |Q| > «, predecessor modules in €’ is identical to thEQ in e and (ii)
the earliest time ¢ by which transition k + 1 is received from a set of @ C Q, |Q| > [,
predecessor modules in ¢’ is identical to {1 in e. Further, p must send transition & + 1
in e within the bounds given by Lemma 4.7 and Corollary 4.5. By analogous arguments
as given in the proof of Lemma 4.2, 4.3 and 4.4, we can thus let transition k arrive at the
X" and X", for each X in Q, such that p sends transition k + 1 in €’ at the same time, p
sends transition k£ + 1 in e.

From Lemma 4.13 we deduce the main result of this section, namely:

Theorem 4.1 (C1, C2). Let p be a GJpy(J) module with input channels, where Assump-
tion 1 holds for p. Then p with input channels implements the corresponding General Join
module J with input channels, where the delay bounds Tﬁiﬁ of J are replaced by the bounds

Tﬁiﬁ—l- 0,¢], for an arbitrarily small e > 0.

4.7 PERFORMANCE OF CLOCKLESS ALGORITHMS

Given a clockless algorithm it is usually of interest to know its worst-case performance.
While classical methods from distributed computing can be used to analyze the worst-case
timing behavior of highly regular distributed systems (e.g., those with fully connected or
regular communication graphs), stating worst case performance bounds for systems with
irregular communication graphs is typically difficult.

In this section it is shown that executions of non fault-tolerant clockless algorithms built
from bounded queue modules of size 1 (registers), forks and non-buffering joins, can be
mapped to executions of the simple and elegant distributed algorithm called Full Reversal
(FR) that was introduced by Gafni and Bertsekas [42]. FR is an algorithm on directed
graphs® that transforms an initial graph Gy with nodes from the set N = {0,...,n},
n > 0, and links between nodes, in discrete time steps ¢ > 0, yielding a series of graphs
Go, Gy, ..., Gy, ... as follows: anode7in N is said to be enabled in Gy, t > 0, iff it only has
incoming links in G;. The graph G; at time ¢ > 1 is obtained from G;_; by letting a non
empty subset of nodes from the set N\ {0} that are enabled in G;_; perform a step at time
t — 1. We will denote the set of all these nodes by S;_1. The result of node p performing a

5We further demand that the graph’s support is connected.
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step at time t — 1 is that it reverts the directions of all its links in G;_;. In case no nodes
are enabled at time ¢, the algorithm terminates. In the original algorithm, node 0 plays a
special role and never performs a step. Removal of node 0 leads to an algorithm that never
terminates in case G is acyclic. This adaption of FR has been studied in the context of
mutual exclusion by Chandy and Misra [12] as well as Barbosa and Gafni [3] and will be
used throughout this section. We will thus assume in the following that N = {1,...,n},
for some n > 1. An execution of FR with initial graph Gg is a (possibly infinite) alternating
sequence Gy, Sy, G1,51, ... of graphs Gy, t > 0, and node sets S; C N, t > 0, where GG} and
S; are defined as above. An execution where for all £ > 0, S; is the set of all nodes enabled
in Gy is called greedy. We will next establish a relation between greedy FR executions and
executions of a general class of non fault-tolerant clockless algorithms.

Relation to Executions of Clockless Algorithms. Consider a compound module
M (Dy, s), comprising only registers, non-buffering joins and forks, that is specified by
a directed graph Dy = (N’ E'), called data flow graph®, and an initial state function
s: B — {P, S}, where P (standing for “predecessor”) and S (standing for “successor”)
are constants. Function s determines the initial state of the communication interface, as
described in Section 4.4, between two nodes p and ¢, where (p,¢) € E’: in case s(p,q) = S,
p is initially waiting for ¢’s (¢ is among p’s successor modules) acknowledge and in case
s(p,q) = P, q is initially waiting for p’s (p is among ¢’s predecessor modules) request (and
data). Module M then is obtained by the following means: for each p in N':

(i) There is exactly one register p in M.

(ii) For each (q,p) € E’, ¢ € N', the output communication interface of ¢ is connected to
the input communication interface of p via channels: in case there is only one such
q, directly, and otherwise, via a non-buffering join module.

(iii) For each (p,q) € E', ¢ € N’, the output communication interface of p is connected to
the input communication interface of ¢ via channels: in case there is only one such
q, directly, and otherwise, via a fork module.

Throughout this section we make use of the following simplifying assumption”:

Assumption 2. For each (p,q) € E': (i) the delay between p issuing a request (and
applying the data on the bus) and q receiving the request (and the data) is exactly 1 and
(ii) the delay between q issuing an acknowledge and p receiving it is exactly 1.

Given a module M (Dy, s) specified by Dy = (N’, E’) and function s, we will next
construct an initial FR graph Go(Dy, s) = (N, E) by: (i) N = N’ and (ii) (p,q) € E iff:
(p,q) € E" and s(p,q) = S, or (¢,p) € E' and s(q,p) = P.

6 Again, we demand that the support is connected.

"Getting rid of this assumption is central interest in future work. A refined delay assumption, e.g.,
with the possibility to specify different delay bounds for REQ and ACK signals thus is subject to current
research.
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Interestingly, the following correspondence holds:

Theorem 4.2. [f Assumption 2 holds in an execution of M(Dy,s), p in N makes a step
at time t > 0 iff p makes a step in the greedy FR execution with initial graph Go(Dy,s) at
time t.

Theorem 4.2 provides means to answer performance questions of executions of M (Dy, )
by answering related performance questions of executions of FR with initial graph Gy (Do, s).
For the latter, important measures are either known or have recently been discovered by
means of a min-plus algebraic [47] approach.® Before stating one such measure, namely
the average rate, we introduce some notation: a chain ¢ (of length ¢(¢) = k > 1) in graph
Go = (N, E) is a finite sequence ¢ = (p;)o<i<k 0f nodes p; from the set N, such that for two
successors p; and p;.1, either (p;, piy1) € E or (pir1,p;) € E. Its start node is py, its end
node is py and its weight we,(c) the number of links traversed in the direction of E, that is
the number of (p;, p;+1) € E, where 0 < i < k. For both FR executions with initial graph
Go(Dy, s) and executions of module M (Dy, s) let the work #w,(t) of node p € N until and
including time ¢ > 0 in an execution be the number of steps made by p at times no greater
than ¢ in the execution, and the average rate of p in the execution be lim;_, #w,(t)/t.

Average Rate. From Theorem 4.2, we deduce that, given a module M (D, s) with graph
Dy = (N, E’) and function s, for each p € N’, the average rate of p in the execution of
module M (D, s) is equal to the average rate of p in the greedy FR execution with initial

graph Go(Do, s).

From [3] (Theorem 16), it follows that the average rate of p € N in a greedy FR
execution eg, with initial graph Go(Do,s) = (N, E) is equal to min{wg,(c)/l(c)| ¢ €
C(Gp)}, where C(Gy) is the set of chains in Gy with identical start and end node. From
this, we obtain the following results: (i) If G is cyclic, for each p € N, the average rate of
p in eg, is 0. If Gy is acyclic, for each p € N, the average rate of p in e, is greater than
0. (ii) In case Gy is acyclic and the shadow of G is a tree, the average rate of any node
p€ N is 1/2.

4.8 RELATED WORK

Further reading: The G Jiyp(J) module was developed in the DARTS project® to solve the
tick generation problem (see next chapter). The work by Fligger et al. [36,41] contains
its formal analysis dedicated to the specific tick generation problem and stated in terms
of a predecessor formal model. Further, [41] contains a description of a physical gate-level
implementation of a GJyp(J) module. In [29] implementation details are discussed to a
greater extent and a field programmable gate array (FPGA) implementation is presented.

8A joint paper of the author with Bernadette Charron-Bost, Jennifer Welch, and Josef Widder is
submitted for review at the time of writing.
9see ti.tuwien.ac.at/ecs/research/projects/darts
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In [35], alternatives to GJup(J) were investigated and their timing constraints analyzed.
In [24,37] part of the system model as well as a specification and formal analysis of an
adapted GJiyp(J) module have been published. Again, both with respect to solving the
tick generation problem. The adaption consists of a further generalization of (4.6) which
restricts the threshold ki, k& > 1, to an offset i in {0,1}. In [24,37], it was shown
how to implement General Join modules with arbitrary offset ¢ > 0. Fuchs’ thesis [32]
contains a thorough investigation of the implementation of a system of G'Jyyp(J/) modules
for solving the tick generation problem. An approach to measure the performance of some
(fault-tolerant) clockless control structures introduced in this chapter using min-max-plus
algebra [45,47] was presented by Fiigger et al. in [38].

Existing work: Different approaches for designing fault-tolerant clockless circuits are de-
scribed in literature. Most of them, however, either deal with finding defects after fabrica-
tion, typically gate level stuck-at faults'?, or tolerating single event upsets (SEU) happening
during mission time. Those, however, do not permanently destroy a circuit’s components.

Verdel and Makris [95] propose a technique to detect errors in clockless circuits, whose
components communicate by 4-phase handshaking. Their idea is to duplicate the D-
elements that perform the 4-phase handshaking, and compare their output signals. How-
ever, the point in time of performing the comparison for equality is not clear in clockless
circuits, unlike in synchronous circuits. The presented error detection circuit thus tolerates
inequality of the output signal status of duplicated D-Elements within timing windows of
predefined length, and raises an error signal otherwise. Clearly, though, detailed knowledge
of the time window length is required. Further, no permanent faults, but only faults leading
to soft-errors can be tolerated by resetting (part of) the circuit after a detected error.

LaFrieda and Manohar [52] present a method to make QDI circuits less susceptible to
faults and, further, to map faults to stuck-at faults where possible. The latter are easier
to detect than other faults as they typically result in deadlock after some time. A method
proposed in their work is to duplicate all synchronization channels forming system’s control
structure (yielding a top and a bottom channel) and let each handshaking component not
only perform handshaking with its predecessor and successor components, but also with its
duplicated instance. Unfortunately, however, this introduces significant additional delay:
because of the handshaking between the duplicated top and bottom components, they do
not communicate in parallel, but one after the other with their predecessor and successor
components. Further, this approach does not allow to tolerate permanent faults.

Monnet et al. [71] consider hardening of QDI circuits and propose duplicating the data
path and crosschecking its memory cells (C-gates). In case there is a memory mismatch an
alarm is triggered. Clearly, however, this method is restricted to SEUs only, that is, does
not allow to tolerate permanent faults.

Jang and Martin [49] proposed a simple and efficient method to tolerate soft-errors.
They transform a gate GG into a soft-error tolerant gate, by duplicating it and introduc-
ing synchronizing cross-coupled C-Elements after both duplicates of G, say G; and Gs.

10A stuck-at fault at port = at some time ¢ results in a constant 0 or 1 status of 2 from ¢ on. Note that
this may produce an extra transition at time ¢.
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Thereby each C-Element has its inputs connected to the outputs of both G; and G5. In
case a spurious transition occurs on either GG;’s or GGo’s output, or in case a transition is
lost, both C-Elements do not propagate the gate’s outputs, until they both match again.
Thereby, the technique makes use of the stability property of correctly designed QDI cir-
cuits: both gates’ production rules remain enabled until they are acknowledged. Thus,
after the spurious pulse has decayed, the faulty gate, whose production rule is still enabled
by stability, will change its output to the correct output, resulting in matching outputs
of G; and G5. Now the output can propagate, possibly leading to a deactivation of the
gates’ production rules. While this method is powerful and has successfully been used to
implement a soft-error tolerant microcontroller [50], again, it does not allow to tolerate
permanent faults.

OR causality, which is central in the specification of the presented General Join module,
has also been investigated by the asynchronous VLSI community, albeit with a focus of early
decision joins: a join module with > 2 predecessor modules that receives data from one
of its predecessor modules, which makes the reception of data from the other predecessor
modules superfluous (the first data allows for an early decision), is not required to wait for
these before handing over the data to its successor module. In order, however, not to loose
synchrony with the other modules, the early deciding join generates an anti-token at all its
inputs corresponding to the other predecessor modules. In case a data item (represented
by a token) and an anti-token collide, they cancel each other. Typically, control structures
are extended by structures that propagate anti-tokens (against the token direction) to
predecessor modules.

As already stated in Section 3.9, Yakovlev et al. [98] investigated OR causality and
separated it into joint and disjoint OR causality. In [10], Bystrov et al. extend this classi-
fication by the slack: consider two ports a and b whose transitions cause a third port ¢ to
make a transition by means of joint or disjoint OR causality. Then slack is the maximum
number of transitions, the two ports a and b can be off at any time ¢t € 7. As an example
consider ports a and b, whose transitions cause transitions of port o with joint OR causality.
In case the slack is 1, the £, & > 1, occurrence of a transition of either a or b whichever
first occurs (say a) causes a transition of 0. However, before the (k + 1) transition of a
can happen, b must make a transition. Typically, slack is enforced by handshaking with
the components with output port a and b, respectively. In [10], implementations of a com-
ponent (called a joint merge) with joint OR causality of its input ports with respect to
its output port are presented: one with bounded slack and one with “almost” unbounded
slack. While the solution with bounded slack cannot be used in fault-tolerant circuits
whose components may permanently fail (leading to deadlock in case of bounded slack),
the “almost” unbounded slack joint merge module could be used as an implementation
for a General Join module as presented in the thesis.!! However, here, we allow faulty
components to act arbitrarily, making it unnecessary to keep synchronization with these.
Thus, we do not profit from the benefits of the “almost” unbounded joint merge and can

" (Clearly, the OR semantics, that is, waiting for the first transition, had to be changed to a more general
waiting for the k™ transition, with & > 1.
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use the simpler GJiy,(J) implementation.

Another approach making use of joint OR causality has been described in [21]. In [22]
Cortadella et al. proposed to use elastic handshaking protocols between synchronously
clocked pipeline stages. Later, in [21] the design method was extended to allow not only
for tokens, but also for anti-tokens flowing into the opposite direction. The idea is to
double the pipelines and add combinatorial logic between corresponding pipeline stages,
such that a token and an anti-token annihilate each other. Unfortunately, the possibility
of metastability during normal operation'? and the central clock are prohibitive for use in
fault-tolerant systems.

Another approach intended to speed-up asynchronous circuits by early evaluation and
using anti-tokens is proposed by Brej [8]. The idea is as follows: in case a module M does
not need a predecessor module’s data any more, it may acknowledge and thereby disable
the predecessor module’s request port at any time. The approach, however, is susceptible to
produce glitches on the request port, by race conditions between the predecessor enabling
it and M disabling it. This may lead to metastability during normal operation, unless a
detailed timing analysis and optimization are carried out.

Ampalam and Sigh [1] presented building blocks (stage, fork, join) that support circu-
lation of tokens and anti-tokens. The blocks can be connected with each other to form an
asynchronous circuit that supports early evaluation and preemption of superfluous compu-
tations by feeding back the anti-tokens. While this method is close to the one presented
in this thesis, there are significant differences: unlike [1] we do not excessively make use of
stages that can propagate and merge tokens and anti-tokens. In fact, the Diff-gate can be
seen as such a merging gate (of far smaller size), which merges tokens stored in the remote
pipeline with anti-tokens stored in the local pipeline. This approach (i) allows to store to-
kens and anti-tokens locally at the General Join module (which is necessary when building
fault-tolerant circuits), rather than propagate them back to the predecessor modules and
(ii) yields shorter token passage times (and by this higher throughput) through the remote
pipelines of the General Join, since inside the General Join conventional pipeline stages
are used instead of merging pipeline stages.

12Unless conservative clock periods are used such that under normal operation, transient effects have
decayed before the clock transition occurs.
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CHAPTER b

FAULT-TOLERANT TICK GENERATION

N THIS chapter an application of the framework from Chapters 3 and 4 is presented.
The application is both sufficiently simple in order not to distract from the major points
but complex enough to show the applicability for practical systems.

Because of physical environmental effects like ionizing particle hits inducing current
on one of their ports [4,100], components of digital systems are subject to faults. In
order to protect a system from failing due to a faulty component, different mitigation
techniques exist on different levels of abstraction: well-known methods to obtain fault-
tolerant systems range from sizing transistors [99] and layouting techniques (see [86] for
an example application) for making cells less susceptible to radiation faults to introducing
error correction mechanisms for memory and computation by redundant logic, just to name
a few. A typical approach at system level is to replicate a single module n times and let
the replica communicate via channels in order to remain consistent in their state. In the
following we will refer to the i, 1 < i < n, module as functional unit Fu;. The problems
arising from this replication have been extensively studied for classic distributed system
models in the past decades, see e.g., [56,83]. It is well known that solving important
problems arising in this context (like the consensus problem) require a certain degree of
synchrony on the computations performed by the replicated modules [30]. Synchrony
is thereby typically obtained by restricting message and computation delays. Distributed
algorithms that directly rely on these timing constraints are usually complex. A commonly
used approach thus is (i) to provide a synchronized notion of time to the functional units
Fu; and (ii) run algorithms that maintain a consistent global state of the Fu;’s on top of
the synchronized functional units. In case of a digital system, a notion of time is typically
provided by a clock signal to a functional unit. A measure of how good any two clock
signals are synchronized can be defined by different means: (i) By its skew, that is the
maximum difference in real-time two clock signals produce their k" transition, over all
k > 1. (ii) By a less accurate synchrony measure, their precision, that is the maximum
difference in the number of transitions of every two clock signals at some real-time ¢, over
all t € 7.

83
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One possible approach to supply a set of replicated functional units with synchronized
clock signals is to provide a global clock signal from a single oscillator to all functional
units. Although becoming more and more difficult due to decreasing feature sizes and
increasing transistor densities, there exist clock tree engineering techniques by which the
maximum skew can be minimized. Clearly, however, these designs bear a single point of
failure, namely the oscillator itself.

An alternative approach without this weakness is to replicate the clock sources, too,
one for each functional unit. It remains to specify the means by which the functional units
communicate with each other: (i) In case of asynchronous communication, we arrive at the
well known GALS (globally asynchronous, locally synchronous) designs [13]. (ii) In case of
synchronous communication, an underlying fault-tolerant clock synchronization protocol
must be available, which ensures that the functional units’ local clocks do not arbitrarily
drift apart, which would lead to arbitrarily large skews between corresponding (k') clock
transitions. Unfortunately, both solutions (i) and (ii) are susceptible to metastability
during communication, even if no single component is faulty.

Fortunately there is a further possibility to provide the functional units with a local
clock signal: to generate the clock signal in a distributed manner. The idea is to make the
k™ clock transition of a correct functional unit’s clock at about the same time all other
correct functional units generate the k' clock transition of their clock signals. We will call
this problem the tick generation problem. An interesting question thus is to find a set of
modules that solve the tick generation problem in the presence of faults and prove them
correct.

In this chapter it will be shown that a module comprising of (i) a set of General
Join modules, with identical, well-chosen thresholds (af, ) and (ii) a set of channels
interconnecting all these General Join modules solves the tick generation problem, in spite
of a fraction of Byzantine faulty general join modules. The proposed architecture is called
DARTS and was developed in the DARTS project! in our group.

5.1 THE DARTS ARCHITECTURE

As shown in Figure 5.1, the basic idea of DARTS is to replace the common quartz oscil-
lator and the clock tree by a fully distributed GALS-like approach [13]: every functional
unit Fu; has attached a dedicated fault-tolerant tick generation node (TG node) here,
which generates Fu;’s local clock signal. To accomplish this, all TG nodes communicate
with each other over a simple “network” by broadcasting their clock signals (TG-Net).
In contrast to standard GALS, however, DARTS ensures that the local clock signals of
different Fu’s are synchronized to each other to within a few clock cycles (sometimes called
multi-synchronous clocking [85,94]). In [78], Polzer et al. have shown that even such loose
synchrony suffices for implementing metastability-free high-speed communication between

ti.tuwien.ac.at/ecs/research/projects/darts/
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different Fu’s. Thus SoCs built atop of DARTS do not need asynchronous communication
mechanisms.

Fu, Data Bus Fus

%

3
|5 Oscillator

Figure 5.1: Replacing synchronous clocking by fault-tolerant distributed tick generation.

DARTS clocks (patented in [82]) provide a number of additional advantages, which
makes them particularly promising for critical applications in the aerospace domain: First
of all, the approach entirely circumvents quartz oscillators, which are fairly big and sen-
sitive devices (shock, vibration, temperature etc.), as well as the cumbersome clock tree
engineering issue [6,31,70,79]. It is fault-tolerant, in the sense that clock signals supplied
by correct TG-Algs are not affected by transient and permanent failures occurring in other
TG-Algs and/or in the TG-Net. DARTS clocks can also be guaranteed to indeed start
operating at booting time, a feature that is crucial to ensure for oscillator-based clocking
approaches in difficult to maintain applications, like space applications. Moreover, the
clock always runs at the maximum speed and adapts to the current operating conditions.
And last but not least, since different Fu’s are driven by slightly different clock signals,
DARTS clocks alleviate EM radiation and ground bouncing problems [66] that typically
plague devices using synchronous clocking.

We will next describe the idea of the TG-Alg’s algorithm: the TG-Algs derive from a
simple synchronizer algorithm for the ©-Model [57,96,97] introduced in [97]. Consider a
system of n > 1 nodes in a classical message-passing system, where nodes make atomic
receive-compute-send steps whenever they receive a message. Further consider the code
shown in Figure 5.2.

1: /* Initialization */

2: VAR £k : integer := 0;

3: initially send tick(0) to all [once];

4:

5: if received tick(k) from all n processes then
6:  send tick(k + 1) to all [once]; k :=k + 1;
7: end if

Figure 5.2: Simple algorithm for generating approximately simultaneous tick(k) messages.
Assume that all processes are correct and boot at time 0. Processes are connected by a

reliable point-to-point message-passing network: no spurious messages are ever generated,
no messages are lost or altered, and all messages sent at time t are eventually received at
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some time in ¢ 4 [77,77], where 7= resp. 7 denote the (possibly unknown) lower resp.
upper bound on the end-to-end delay of messages exchanged between processes.

All processes will send tick(k), k& > 0, within 77 —7~ of each other and thereby generate
synchronized ticks: assume that a process sends tick(k), & > 1, at time ¢, € 7. Then it
must have received tick(k — 1) from all processes by time ;. Thus, all processes must have
sent tick(k—1) by time t; —7~ and all processes will receive tick(k—1) by time ty —7~ +771.
Thus all processes will send tick(k) by then. The proposition follows. Clearly, however,
the above algorithm fails to make progress in case of even a single crashed process that
stops sending ticks after some point in time.

A fault-tolerant variant of this algorithm, whose core is based on Srikanth & Toueg’s
consistent broadcasting primitive [88], is shown in Figure 5.3. It again assumes a message-
driven system of n = 3f + 1 processes (i.e. TG-Alg instances), but this time, at most
f of those may behave arbitrarily faulty, i.e., Byzantine. The processes are connected
by a reliable? point-to-point message-passing network (i.e. the TG-Net) with the same
restrictions as before: there are no spurious, lost or altered messages and all messages sent
from correct nodes to correct nodes are received within [77,77]. Let ¢ = 77 — 77 be the
maximum uncertainty of the message delay, and © = 71 /7~ the maximum delay ratio.

. /* Initialization */
: VAR £k : integer := 0;
: initially send tick(0) to all [once];

. send tick(k + 1), ..., tick(¢) to all [once]; k := ;
: end if
. if received tick(k) from at least 2f + 1 distinct processes then
send tick(k + 1) to all [once]; k := k + 1;
10: end if

1
2
3
4:
5: if received tick(¢) from at least f + 1 distinct processes with ¢ > k then
6
7
8
9

Figure 5.3: Fault-tolerant algorithm for generating approximately simultaneous tick(k)
messages.

The algorithm works as follows: initially, every process broadcasts tick(0) in 1ine 3. If
a correct process p receives f + 1 tick(¢) messages (line 5), it can be sure that at least
one of those was broadcast by a correct process. Therefore, p can safely catch up and
send tick(k + 1), ..., tick(¢). If some process p receives 2f + 1 tick(k) messages (1ine 8)
and thus send tick(k + 1), one can be sure that all tick(k) messages broadcast by correct
processes, i.e., at least f + 1, will be received within ¢ by every other correct process.
Hence, every correct process will execute line 5 and send tick(k), if it has not already
done so. Consequently, at most 7" later, every other correct process g will receive 2f + 1
tick(k) messages and thus send tick(k + 1).

2Note that this reliable network assumption is not unduly restrictive, since communication failures can
be mapped to failures of the sending process.
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In conjunction with the fact that the fastest correct process cannot send consecutive
tick(k), tick(k 4+ 1), ...arbitrarily fast, this implies a bound on the synchronization preci-
sion: The detailed analysis will reveal that correct nodes generate a sequence of consecutive
messages tick(k), k > 1, in a synchronized way: if #b,(t) denotes the number of tick(k)
messages broadcast by process p by real-time ¢ (which is identical to the value of variable
k at real-time ¢, cf. Figure 5.3), it will turn out that (ty — t1)amin < #b,(t2) — #b,(t1) <
(ta — t1)aumax for any correct node p and ¢y — t; sufficiently large (“accuracy”); the con-
stants apin and amax depend on 77, 7. Moreover, every two correct nodes p, ¢ maintain
|1#0,(t) — #b,(t)| < 7 (“precision”), for a small constant 7 that depends on © only. Note
carefully that the algorithm automatically adapts to the instantaneous timing character-
istics of any involved computation and communication.

Since the algorithm in Figure 5.3 looks very simple, it is tempting to conclude that it
is easily translated into a hardware description language: Node p’s TG-Alg just needs to
drive a boolean-valued clock signal, where it outputs the k-th signal transition when the
algorithm sends its tick(k) message; the TG-Net is formed by feeding all clock signals to
all TG-Algs. It turns out, however, that a number of challenging issues must be solved to
actually accomplish this:

e How to implement the TG-Net efficiently?

The algorithm assumes a fully connected network, consisting of n? links,® so anything
beyond a single wire per link is unacceptable [35]. Moreover, for implementation
simplicity and performance, the information transmitted via the TG-Net must be
kept to a minimum. Ideally, and almost mandatory, the TG-Net should just feed the
emitted clock ticks, i.e., signal transitions, of every TG-Alg to every other TG-Alg.

e How to adapt the original algorithm for zero-bit messages?

By just sending signal transitions, no information except the occurrence time can be
conveyed over the TG-Net. Thus, the tick number £ contained in the messages of
Figure 5.3 must be maintained at every receiver, individually for every sender.

e How to map hardware faults to process failures?

Given that the algorithm shown in Figure 5.3 tolerates Byzantine failures, we are
on the safe side here. Interestingly, there is evidence [43] that assuming less severe
failures is inappropriate in the presence of real hardware faults: Even simple stuck-
at faults could produce early and/or inconsistently perceived signal transition, and
cannot hence be modeled as a crash or omission process failure. More severe hardware
faults, like delay faults or early/spurious clock transitions induced e.g. by particle hits
or crosstalk, can also easily lead to Byzantine failures.

3Note that a bus of n broadcast links that provide every TG-Alg with the messages from all other
TG-Algs is in fact sufficient here.
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e How to ensure atomicity of actions in a VLSI implementation?

This turned out to be the most demanding challenge, which actually triggered this
thesis: All fault-tolerant distributed computing models assume atomic computing
steps at the level of a single process. For example, the algorithm presented in Fig-
ure 5.3 assumes that: (i) messages are received, (ii) the number of received messages
is checked with respect to a threshold, and (iii) possibly a new message is broadcast
and variable k£ is updated; all this happens in one atomic computing step. This
abstraction does not apply when the algorithm is implemented via asynchronous dig-
ital logic gates, which concurrently and continuously compute their outputs based
on their inputs. Explicit synchronization (serialization of actions/interlocking) must
be introduced if two local computations must not interfere with each other.

Recalling Chapter 4, it should become clear that the algorithms stated in Figure 5.2
and 5.3 are just abstract (zero-time) descriptions of the behavior of General Join modules:
the first algorithm corresponds to a General Join module J with ©(.J) = n{" and the second
algorithm corresponds to a General Join J with O(J) = ((2f + 1)5, (f +1)5). It is exactly
this correspondence which will allow us to elegantly express and prove correct the DARTS
solution for the tick generation problem.

In the following we will describe the distributed system under consideration as well as
the assumed failure model in detail.

5.1.0.6 DISTRIBUTED SYSTEM

The distributed system is a compound module comprising of (i) a set P of TG nodes, where
|P| = n = 3f + 2, for some f > 0, and (ii) the interconnection formed by the TG-Net.
Each TG node p in P has n input ports req, ,, one for each ¢ in P\ {p}, and 1 output
port, b,, over which it broadcasts its locally generated clock signal. Each output port by,
p in P, is connected to exactly one input port, namely req, ,, of each remote TG node q
in P\ {p}, via a channel with delay bounds 7, . The channels are forming the TG-Net
and are all initialized to 0.

5.1.0.7 FAILURE MODEL

We partition our system into multiple fault-containment regions (FCRs) as follows: let
FCR p in P consist of the single TG node p together with all its outgoing channels, as
depicted in Figure 5.4. Since every FCR is associated with exactly one TG node, we will
also use these terms interchangeably. As already stated in Chapter 3, we assume each
of the FCRs to fail in an arbitrary way: the adverse power of Byzantine failures in our
context lies in the ability of a faulty TG node to generate wrong clock ticks (early timing
failures or even spurious) that are perceived inconsistently at different remote TG nodes.

Recapitulate from Chapter 3 that the set of FCRs is partitioned in to the correct FCRs
C and the faulty FCRs F. We will prove that there exist modules with the same input and
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output ports as the TG nodes, which solve the tick generation problem specified below in
Section 5.1.1 in the presence of up to f Byzantine faulty FCRs, provided that the total
number of TG nodes is n > 3f + 2. Note that this is slightly more than the required lower
bound of n > 3f + 1 for clock synchronization [25], but facilitates a considerably better
precision and accuracy (attained by counting only remote messages when calculating the
f+1resp. 2f+41 thresholds; including self-reception would lead to 7,,,, = 7, in Theorem 5.2
and hence spoil the achievable worst-case precision).

 FCRp (REM,p,q) | #req, , (tnode g
- |node p #b,(t) (REM,p,7) #req, ,(t)node r
i <REM7 D, 8> 3 #reqs,p(t) node S

Figure 5.4: Fault-containment region for TG node p

5.1.0.8 BOOTING

We assume that the whole system is simultaneously reset at time ¢ = 0. However, we
allow the modules to complete booting at (slightly) different times: If ¢, , denotes the time
by which all modules in a correct FCR p in P have completed booting, we require that
tpp € [0, B] for some constant B < 7,,,,,. The latter condition ensures that messages sent

by p are never lost at a different correct module ¢ in P because of late booting.

5.1.1 TicK GENERATION PROBLEM

We will next formally state the tick generation problem: in all executions complying to
the system and failure model introduced in the previous sections, the set P of TG nodes
must guarantee the following properties:

(P) Precision: There is a constant m, such that for every pair of correct TG nodes
p,q € C:
Vte T : |#b,(t) — #b,(t)] <. (5.1)
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(A) Accuracy: There are constants R~, O~, RT, Ot > 0, such that for every correct
TG node p € C:

Virty € Tty >t 0 O (ta—t1) —R™ < #b,(t2) —#b,(t1) < OT(ta—t1)+R". (5.2)

Informally, the precision requirement (P) just states that the difference of the number
of clock ticks generated by any two different correct TG nodes is bounded, whereas the
accuracy requirement (A) guarantees some relation of the progress of the clock ticks with
respect to the progress of real-time. Note that (A) is also called envelope requirement in
literature, and effectively bounds the frequency of the generated clock ticks.

5.1.2 A SOLUTION WITH GENERAL JOIN MODULES

A solution of the tick generation problem is an assignment of modules to TG nodes P,
such that the obtained distributed system solves the tick generation problem in spite of up
to f faults. We will next present two solutions: a high-level and a low-level one.

5.1.2.1 TG NODE IMPLEMENTATION

High-level solution. The proposed solution is fairly simple: let each TG node p, p in
P be a General Join module p with thresholds ©(p) = ((2f + 1)5, (f + 1)5'). A correct
solution additionally has to fulfill Constraint 3, defined later on.

Low-level solution. In a second step, we will give a more refined module of a TG
node p. Since we know how to implement a General Join with input channels in terms
of even simpler building blocks, namely by module G'Ji,p(J) with input channels, we can
simply let each TG node p in P, be a G Jiy,(J) module. This solution is well suited to be
mapped to physical hardware. To underline the importance of GJyy,(J) modules being a
solution for the tick generation problem, we will also call module G Jyy,(J) with parameters
a=2f+1and = f+1a TG-Alg module.

Clearly, for a physical implementation of a TG-Alg, we have to further restrict module
GJmp(J): up to now GJimp(J) comprises of a set of +/— counters and we assumed +/—
counters to have unbounded capacity. To get rid of this unduly restrictive assumption, we
require the following size requirement (S) to hold for all executions of the low-level solution
complying to the system and failure model.

(S) Size: There are constants Sy, and Sj,., such that for every pair or correct TG nodes
p,q € C;

Vi€ T : #5°(t) < Sie and #5™™(t) < Spem.

p,q p.q

In the following section, we will show that the distributed system with TG-Algs as TG
nodes indeed satisfy the above properties (P), (A) and (S) in all executions complying to
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our system and failure model, provided that the already introduced Constraints 1-2 and
the additional Constraint 3, introduced later, hold. Our Theorems 5.2, 5.3, 5.4 and 5.6
will also establish numerical values for all the constants introduced in (P), (A) and (S),
which only depend on the delay parameters of the TG-Net and those introduced in the
specifications of the TG-Alg basic modules.

5.2 CORRECTNESS PROOFS

Unless otherwise stated, we consider the high-level solution first. Its correctness proof can
be partitioned into three layers of abstraction. The bottom proof layer is concerned with
deriving basic results on how a single TG node behaves. We thereby heavily make use
of the results derived for General Join modules and restate them in terms of the given
distributed system.

The intermediate proof layer builds upon the results derived in the bottom proof layer.
Its main result is the proof that a set of global properties, so called synchronization prop-
erties, hold for the distributed system.

Finally, properties (P) and (A) are derived from the synchronization properties in the
top proof layer.

In a second step, we will show that (P) and (A) also hold for the low-level solution,
and prove that (S) also holds for the latter.
5.2.1 BoTTOM PROOF LAYER

We first prove a minimum time between two ticks sent by a correct TG node:

Lemma 5.1. If correct node p in C' sends tick k > 1 at time t,, then it cannot send tick
k+1 before ty, j; + Thin.

Proof. Since node p is a General Join, the result follows from Corollary 4.1. |

Next, we derive, that the 2f + 1 threshold performs its duty:

Lemma 5.2. For all correct nodes p in P and ticks k > 1: if there exists a set Q C C' of
correct nodes with |Q| = 2f + 1, such that, for all ¢ € Q:

(i) for all ¢ € Q, q sends tick k by tg,

(ii) p sends tick k at t,,

then p sends tick k + 1 by time max{t, x + Ty, to.k + Trom} + Toug + Tho + Tru-
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Proof. Node p and nodes ¢ in @ all are General Joins with threshold ((2f+ 1), (f +1)5%).
Since all nodes ¢ in ) are correct, node p receives transition k from each node ¢ by time
toxr + 7,h,. Since further |Q > 2f + 1, we may apply Lemma 4.2 and obtain that p
sends transition k + 1 by time max{t,, + 7., tQ.k + Tt} + Ty + Tpo + Ty The lemma
follows. |

Further, the f 4 1 threshold performs its duty:

Lemma 5.3. For all correct nodes p in C and ticks k > 1: If there exists a set (Q C C' of
correct nodes with |Q| = f + 1, such that,:

(i) for all ¢ € Q, node q sends tick k+ 1 by tg+1, and

(ii) p sends tick k at t,,
then p sends tick k + 1 by time max{t, + Tjs, + Thm tQh+1 + Trom} + The + Tha-

Proof. The proof follows the proof of Lemma 5.2 in large parts: node p and nodes ¢ in @
all are General Joins with threshold ((2f + 1), (f 4+ 1)5*). By the correctness of the nodes
in Q, node p receives transition k 4 1 from each node ¢ by time tg j + 7,5,,. Since further
|Q| = f + 1, we may apply Lemma 4.3 and obtain that p sends transition k + 1 by time

max{t,; + 7. + Tgiﬁ, tok + Toem} + The + T4y The lemma follows. n

5.2.2 INTERMEDIATE PROOF LAYER

Based on the results of the bottom proof layer, we can now establish elementary synchro-
nization properties of the ticks generated by different correct nodes. The following Theo-
rem 5.1 corresponds to well-known classic results on consistent broadcasting [57,80,88,97],
which are expressed and proved in our new modeling framework. For the theorem to hold,
Constraint 3 must hold, which essentially guarantees that even the slowest local channel
is faster than the fastest remote channel.

Constraint 3. [C3] With T}, ., defined by

irst
Tf_irst = T;m + T[_)iﬁ + TI;C + TJ_“H7 (53>
the relation T, = T, + Toyg + Tpe + Ty must hold.

Theorem 5.1 (C3, but only in (QS)). (Synchronization Properties). The algorithm sat-
isfies the synchronization properties Progress (P), Unforgeability (U), Quasi-Simultaneity
(QS) and Booting-Simultaneity (BS), if n > 3f + 2 holds.

(P) Progress. If all correct nodes send tick k > 1 by time t, then every correct node sends
at least tick k + 1 by time t + Tp, with

Tp:= maX{Tngc, Tl—:)_c} + T;)riﬁ + T;C + T}_H' (5.4)
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(U) Unforgeability. If no correct node sends tick k > 1 by time t, then no correct node
sends tick k + 1 by time t + T, ., or earlier, where T, , is given by (5.3).

irs

irs

(QS) Quasi-Simultaneity. If some correct node p sends tick k + 1 > 2 by time t, then
every correct node (p included) sends at least tick k by time t + Tgs, with

(T:c;m - T;m) - TBiﬁ? + - + =
Tos = max B_T- + (Tpe = Tpe) + (Trw — Trn)- (5.5)
first

(BS) Booting-Simultaneity. If some correct node sends tick k > 1 by time t, then every
correct node sends at least tick k by time t + Tgs(k), with

Tps(k) := B+ (o0 = Tpo) + (Tpm = Tow) + (Te = Ty ) (k= 1) (5.6)

We will show the properties Progress (P), Unforgeability (U), Quasi-Simultaneity (QS)
and Booting-Simultaneity (BS) one after the other.

Progress (P)

Proof. Assume that all correct nodes C, with |C| > 2f + 2, sent tick k¥ > 1 by time .
Now focus on a correct node p € C: We can apply Lemma 5.2 with @ = C'\ {p} and
tpr = tor =t. Thus, p must send tick k£ + 1 by
t' = max{ty + Ttk + Trom} + Toig+ Tho + T
=t + max{7;}, 7.} + Tgiﬁ +Tpe + Ty

=t+Tp.

The lemma follows. [ |

Unforgeability (U)

Proof. Let p be the first correct node that sends tick £+ 1 > 2 at time ¢, ;1. Since p is a
General Join, we can apply Lemma 4.4 and consider its two possible implications (i) and
(ii), one of which must hold:

(i) Since |@Q| = 2f+1, there must be a subset C" C @ of correct nodes of size |C’| > f+1.
Clearly, it must hold that, for t' = ¢, s 41 — (Tpp+Tpo+ Ty + 7.) and for all 7 in 7,

#req, . (t') > k.
By the remote channel properties, this implies #b,(t") > k with

"o g - _
=1t — Trem = tp7k+1 o Tfirst’

i.e., r—and by this the first correct node which sent tick k—has sent tick k by

tpk+1 — Tpingy- The lemma follows.
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(ii) Since |Q| = f+ 1, there must be at least one correct node r # p among ) for which
Hreq,, () > k+ 1,

with ¢ = ¢, 541 — Tpy — Tpe- For r, this implies #b,(t') > k + 1—a contradiction
to the assumption that p was the first correct node to send tick k + 1. The lemma
follows.

The lemma follows in both cases. [ |

Before turning to the proof of (QS), we proceed with two technical lemmas.

Lemma 5.4. If the first correct node p sends tick k +1 = 2 at time t, 41, then at
t = tprt1 — Ty — Tpo — Tpyy 6 must hold that there exists a set Q C P \ {p} of size
Q| = 2f + 1, such that

Vg € Q : #req, (') > k.

Proof. Analogous to the proof of Unforgeability (U), we apply Lemma 4.4 and consider its
two possible implications (i) and (ii):

(i) This case exactly matches the implication of our lemma. The lemma follows.

(ii) Since, |Q| = f + 1, there must be at least one correct node r # p among () that has
already sent tick k+ 1 before p did; this contradicts the assumption that p is the first
correct node to send tick k£ + 1. The lemma follows.

The lemma follows in both cases. [ |

Lemma 5.5. Let t, be the time when the first correct node boots. Let tg;s11 (respectively
tiast) be the time the first (respectively last) correct node sends tick 1. Then,

b+ Tpo+ Try, and

tfirst,l 2
<ty + B+ mhe + Thy-
=X W pPC TH

t
tlast,l t
Proof. Correct nodes can boot only within ¢, + [0, B] by assumption. Further, from

Lemma 4.1, we know that a correct node p that boots at time t,, sends transition 1
within ¢, + Th, + T2 The lemma follows. n
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Quasy Simultaneity (QS)

Proof. The proof is by induction on the number of ticks k 4+ 1 > 2 sent by the first correct
node.

Begin (k+ 1 =2): By Lemma 5.5, the first correct node must send tick 1 at ¢, 1 with
tfirst,l 2 tb + TI;C + TJ_“H‘
Let tf5t2 be the time when the first correct node sends tick 2. By Unforgeability (U),

tf’irgt72 = tfzrstl + Tf_zrst
2+ oo+ Tou + Thiva

By Lemma 5.5, all other correct nodes must send tick 1 by #4517 with
tlastn <ty + B+ Tpo + Ty
Thus we obtain the bound,

B+ (tp¢ — Tpe) + (Tiy — T7w) — Tt
TQS-

tlast,l - tfirst,2 <
<

Step (k+1 > 3): Let tfisx be the time when the first correct process sends tick k. As
our induction hypothesis, we assume that all correct nodes send tick k — 1 by g5t -1 <
tirste + T0s-

Let tfirstp+1 be the time the first correct node, say p, sends tick k +1 > 3. By
Lemma 5.4, there exists a set () of size |Q| > 2f + 1, such that at time ¢’ = tf;5t 541 —

Tra = Tpe — Toigp
Vg € Q : #req, (') > k. (5.7)

Clearly, there is a subset Q C (@ of correct nodes among () of size at least |Q\ f+1
Let Q’ C'\ (Q U{p}). Now consider the partitioning of correct nodes C' = Q U {p} U Q’
We will prove the lemma separately for each of the three partitions: In case q € Q by
(5.7) and the remote channel properties, ¢ has sent tick k by t' — 7, < tfirstp+1. In case

q = p, it has sent tick k by tf;st,+1. For the only non-trivial case ¢ € @', it follows from
the remote channel properties that any g € @, as a correct node, must have sent tick k by

t@,k = tfirsth+1 = Toew — Tpe = Tpig — Trem: (5.8)
Now consider an arbitrary correct node r € Q. By the induction hypothesis and (U),

tr,k 1 x tfzrst kE+ TQS
< tfirst,k—i—l - Tfirst + TQS- (59)
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We may now apply Lemma 5.3 to node r and the set of correct nodes @ with ¢, ,_1 and
t5, from (5.9) and (5.8). This yields: r sends tick k at time ¢, ; with

trp_y + 70 + 1
J— 1 Diff + +
trr < max { bt ¢ LU Tpo+ Trg
Q.k 7_7“em
tri — Thee + Tos + T, + 71
< first,k+1 first QS loc Diff + +
S maxyq = — - - + + Tpe + Trh
first,k+1 — Trg — Tpo — TDiﬁ — Trem + Trem

— + +
_Tfirst + TQS + Tloc + TDiﬁ’

= tfirst k+1 + max { } + T+ + T+
) I + PC TH
Tra — Tpc TDijj” Trem + Trem

_ _ _ 5.10
—Try — Tpc — Tpig — Trem T Trom + Toc + Ty } (5.10)

< trirstk+1 T 10ss (5.11)

Tos
< tfirst,k-i—l + maX{ 05 -

where (5.10) follows by applying Constraint 3 and (5.11) from the definition of Tgs. W

Booting Simultaneity (BS)

Proof. The proof is by induction on k£ > 1.
Begin (k = 1): From Lemma 5.5, we deduce, that

tlast,l - tfirst,l < B + (7_]——‘”_0 - T];C) + (T;H - 7—EH)
< Tis(1).

Step (k > 1): Assume the Lemma is true for k. From (U) and (P), it follows that
T

first

Tp.

tfirst,k—l—l - tfirst,k 2
tlast,k—l—l - tlast,k <

In combination with the induction hypothesis, this yields:

tiasti+1 — trirst o1 = (Lastki+1 — tiastk) + (taste — trirste) + (Epirste — Lpirst k1)
< Tp+ Ths(k) = Ty
= Tps(k +1).

This completes the induction step and the lemma follows. [

Lemma 5.6. (Fastest Progress). Assume that p is the first correct node that sends tick
number k > 1 at time tyiar. Then no correct node can send tick k' > k before time
tfirst,k =+ (k/ - k)Tf_irst'
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Proof. The proof is by induction on k' — k.

Begin (k' = k): The lemma trivially holds since the first correct node cannot send tick &
before time  ¢iygt -

Step (k' > k+1): Assume that p is the first correct node that sends tick k. The first correct
node ¢ € C, by the induction hypothesis, does not send tick k" before t + (k' — k)T, ;.

Because of (U), no other correct node can send tick &'+ 1 by time t+ (k' — k)T, + T =
t+ (K +1—-k)T5 |

first:

Having completed the proof of our major Theorem 5.1, we proceed with Lemmas 5.7, 5.8
and 5.9 that bound the progress of the ticks generated by the fastest node. For this purpose,
we define 6™ (t) as the maximum of #b,(t) over all correct nodes C, i.e., b™*(t) =
max{#b,(t)| p € C}. Similarly, we define b™"(t) := min{#b,(t) | p € C}. Furthermore,
we abbreviate the left limit of a function f(§) at point t as limg_,~ f(§) = f(t). For
example, if node p sends tick k > 1 at time ¢, , then #b,(¢,}) = k — 1 (whereas it holds
that #0,(t,r) = k).

Lemma 5.7. (Maximum Increase of 0™ (§) in (tirstk,t)). If the first correct node sends
tick k > 1 at tyipse i, then
maz [ 4— mazx t— tfirst k
Vt > tfirst,k . b (t ) - b (tfirst,k) < _7’ -1
Tfirst
or, equivalently: The number N of ticks sent by the correct first node in the interval
T = (tirst,t) is upper bounded by {M —1.
first
Proof. Let tgirs; be the time when the first correct node sends tick j, and assume by
contradiction that

t—t irs
N> |tk (5.12)
sz'rst
According to the definition of NV,
Urirst e+ N < T (5.13)

By applying Lemma 5.6 to tfipst 1 and pipse p4-n, we find

tfirst,k—l—N - tfiTSt,k > NTf_irst
t— tfirst k -

Z || Lrirst
Tfirst "

_ t— tfirst k

> T —
Z 4 fpirst -
e Tfirst

=t— tfirsuk- (514)
Clearly, (5.14) contradicts (5.13). |
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Lemma 5.8. (Maximum Increase of 0™ (&) in (¢ first i, t]). If the first correct node sends
tick k > 1 at tyipse i, then

T

first

max max t—1 irst,k
Vt > tfirst,k . b (t) - b (tfirst,k) < \‘4J

or, equivalently: The number N of ticks sent by the correct first node in the interval

T = (tfirstk, t] is upper bounded by LMJ ‘

first

Proof. Let tgrq; be the time when the first correct node sends tick j, and assume by
contradiction that

t—1 irs
N > {#J +1. (5.15)
first

According to the definition of N,
tfirst,k—i—N < t. (516)

By applying Lemma 5.6 to tf;rser and t s pn, and recalling o < [z| + 1 for all real z,
we find

ErirsthN — Cpirsth 2 NTpq

t— tfirst k -
= — |+ 1| Ty,
( \‘ sz'rst J ) Jirst

_ t— tfirst k
>T irs B
first Tfirst
=t - tfirst,k- (517)
Clearly, (5.17) contradicts (5.16). |

The following Lemma 5.9 is a weaker form of Lemma 5.8, where the beginning of the
interval Z not necessarily coincides with the sending of a tick by the first correct node, i.e.,
where 7 is not “aligned” with g k-

Lemma 5.9. (Maximum Increase of 0™ () in (t,t']).

T

first

VE >t b () — b () < {t _ﬂ

or, equivalently: The number N of ticks sent by the correct first node in the interval

T = (t, '] is upper bounded by Lfl_t —‘ .
first




Chapter 5: Fault-tolerant Tick Generation 99

Proof. Let tf;5 ; the time when the first correct node sends tick j. We distinguish two
cases: (i) N > 1,1i.e., 3k : tpses1 € Z and (ii) N = 0.

ad (i): Assume by contradiction that

T

t—t

N > + 1. (5.18)
first

According to the definition of N and the assumption N > 1, there must be some k s.t.

tfirst,k—i—l > 1 (519)
tfirst,k—i—N < t,- (520)

By applying Lemma 5.6 to ttipst o1 and ¢ gipst kot v, We find

Lrirst kN — U > Crirst ke N — Cfirst k+1
Z= (N - I)Tf_irst

t—t
> — T_irs
|7Tfirst“ first

/ J—
> Tf_irstt——t
Tfirst
—t -t (5.21)
Clearly, (5.21) contradicts (5.20).
ad (ii): Obviously N =0 < [Tﬂ_t —‘ holds for ¢’ > t. |
first

The following Lemma 5.10 is an analogon to Lemma 5.9 for any correct node p.

Lemma 5.10. (Maximum Increase of #0,(§) in (¢,']).

V' >t 4b, (1) — #b,(t) < F/T_’ ﬂ

or, equivalently: The number N of ticks sent by the correct node p in the interval T = (t,t]

is upper bounded by H_ﬂ.

min

Proof. Let t,; the time when node p sends tick j. We distinguish two cases: (i) N > 1,
ie., 3kt k41 € Z and (i) N = 0.

ad (i): Assume by contradiction that

t—t
N> || +1 (5.22)
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According to the definition of N and the assumption N > 1, there must be some k s.t.

tp,k;—i—l > t (523)
tyrin <t (5.24)

By applying Lemma 5.1 to ¢, x4+1 and ¢, x+n, we find

bpktN =t >ty N — tp ks
2 (N - 1)Tmm

/_

Tmm
t—t
2 Tmin
Tmin
=t —t. (5.25)
Clearly, (5.25) contradicts (5.23).
ad (ii): Obviously N =0 < [;}’ﬂ holds for ¢/ > . n

The next Lemma 5.11 bounds the progress of the last correct node.

Lemma 5.11. (Last Progress) If the last correct node sends tick k > 1 at tqs1 1, then the
last correct node sends tick k + N, N > 0, by tigstk+n, with

tlast,k—i—N - tlast,k < NTP

Proof. The proof is by induction on N:
Begin (N = 0): Clearly tast 5 — tiastr < 0 is true.

Step (N > 0): As induction hypothesis, assume that the Lemma is true for N — 1. By
applying (P), we immediately obtain

tiast k+N — stk = (Liast kN — tiast k+N—1) + (tlast k+N—-1 — tiast.k)
<Tp+ (N—-1)Tp
= NTp.

The following two simple technical lemmas complete the intermediate proof layer.

Lemma 5.12 (C3). (Progress by (QS)). If p is a correct node which sends tick k > 2 at
tpk, then p sends tick k+ N, N > 1, at t, o n with

tpien — tpk < (N +1)Tp+ Tgs.
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Proof. With Lemma 5.11 and (QS), it follows that

tp,k-i—N - tp,k < tlast,k-‘,—N - tfirst,k
= (tiast ket N — tiastk—1) + (tlastk—1 — trirst k)
< (

N+ 1)Tp+ Tgs.
[ |

Lemma 5.13. (Progress by (BS)) If p is a correct node which sends tick k > 1 at t,,
then p sends tick k+ N, N > 1, at t, y4n with

torsn — by < NTp + Tps(k).

Proof. With Lemma 5.11 and (BS), it follows that

tp,k—l—N - tp,k < tlast,k-}-N - tfirst,k
= (tiastk+N — tiastk) + (tiastke — Crirst i)
< NTp + Tgs(k).

5.2.3 Tor PrROOF LAYER

We are now ready for establishing our major results. The first one, Theorem 5.2, bounds
the precision 7 of our algorithm, i.e., shows that for every pair of correct nodes p,q € C' :

Wt : |4b, (1) — #b(8)] < .

D

first

Theorem 5.2 (C3). (Precision). 7 := {h—‘ + 1 is a valid precision-bound.

Proof. Let p, q be two distinct correct nodes. Clearly for all ¢, |#0b,(t) —#0,,(t)| < 0™ (t) —
b™"(t). We will bound this term by distinguishing three cases for ¢: (i) ¢ € [0, tja51.1), (ii)
t = tigstr for some k > 1 and (iii) ¢ € (fiast i, Liast k+1) for some k > 1.
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ad (i): Since t € [0, tiqer,1), We have b7 (t) <™ (t;,,, ) and b™"(t) = 0. Thus,

pmaz (t) _ bmm (t) — pmaz (t)
<" (Hast,)
= (67 (ti) = V" (tipatn)) + 0™ (Eirer,)

< | Hasta — Lrirsta (5.26)
Tfirst
< B+ 1pc+ T;fi — (Tpe + T1n) (5.27)
Tfirst
Tfirst
T
_ | fes |y (5.28)
Tfirst

where (5.26) follows from Lemma 5.7 and (5.27) from Lemma 5.5.
ad (ii):

bmax(tlast,k) - bmin(tlast,k) = (bmax (tlast,k) —bmer (tfirst,k-‘rl)) + (bma:c (tfirst,k-l—l) - bmin(tlast,k))
= (0" (tiast k) — 0" (tfirst 1)) + 1

tas —t irs
< last,k _f t,k+1 +1 (529)
L Tfirst
T
<=2 +1 (5.30)
_Tfirst

where (5.29) follows from Lemma 5.8 and (5.30) from (QS).

ad (iii): Since t € (Liast ks tast,kr1), We have b7 () < 6™ (87, ). Thus,

() = O™ (tirstpr2)) + (0 (Epirstra) — D™ (2))
(b ( ) - bmax(tfirst,k—i-Z)) + (kf +2— k‘)
(b x(tl_a)st,k—l-l) — b (tfz'rst,k+2)) + 2

_t as —1 irs
last,k+1 f t7k‘+2“ + 1 (531)

b (£) — b (t)

(bm[l(E t
max t

<

/N

T

first

/A

T

first

Tos } +1, (5.32)

where (5.31) follows from Lemma 5.7 and (5.32) from (QS).
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Combining (5.28), (5.30) and (5.32) provides a precision bound 7 for arbitrary ¢:

T T
T := max _QS , _QS +1
_Tfirst Tfirst

- _
= |2 +1
Tfirst
The statement holds in all three cases. [ |

Our next major result, Theorem 5.3 (Accuracy), bounds the number of ticks generated
locally at a correct node p during some real-time interval (¢q,ts], i.e., allows to make
statements about the local clock frequency. For example, it reveals that the long-term
frequency is within [1 /Tp,1/ Tf_mt}.

Theorem 5.3 (C3). (Accuracy). Given t; and ty with to > t; > t,1, the accuracy
#b,(t2) — #b,(t1) of any correct node p is bounded by

max {O, Vz — t1 — max {Ts(1), mil’l;TBS(k)a Tos+Tp} | k> 2}J N 1}
P

< #bp(tQ) - #bp(tl) <

) to — 11 to — 11
mln{|rTf_irst—‘ +7T’ ’V Tmm -‘}

Proof. To prove the accuracy upper bound, we start from

#b,(t2) — #b, (1) < b (t2) — 0™ (1)
< (0 (tn) = b0 () + (0 (1) — 0™ (t)) - (5.33)

Both terms of (5.33) can be bounded by applying Lemma 5.9 and Theorem 5.2, respectively,
which gives

T

first

BT (1) — B (1) < {t2"t1} (5.34)
b () — b () < (5.35)

thus yielding

#b,(t2) — #b,(t1) < P;__ ﬂ + (5.36)

first
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Moreover, from Lemma 5.10, it follows that

(1) - #,(0) < | 2. (537)

A combination of both bounds (5.36) and (5.37) leads to

#b,(t2) — #b,(t1) < min{ {t;ﬁ::} + FzT;:—‘ }

To prove the accuracy lower bound, let k = #b,(t1) > 1 and N > 0, s.t., k + N =
#b,(t2). Clearly such k and N exist since p has sent tick 1 by #;. By the definition of &
and N,

for <t (5.38)
tp,k+N+1 > to. (539)

For k > 2 we can apply Lemma 5.12 together with (5.38) and (5.39), yielding
to — 11 < tp,k+N+1 — tp’k (540)

S(N+2)Tp+Tos =
to —t;1 — Tpog — 2T
2 1 Qs P:>

N >
Tp
to—t; —Tos—T
N>{2 L o8 PJ+1. (5.41)
Tp

For k > 1, we apply Lemma 5.13 to (5.40), which yields

to — 11 < (N + 1)Tp+ Tgs(l{?) =
to —t1 —Tps(k) =T
= 2 1 BS( ) P =

N
Tp
=T
N > VZ h BS(k)J +1. (5.42)
Tp
Combining the bounds (5.41), (5.42) and the trivial bound 0 yields (with #b,(t1) = k)
max{o, e k=1,
7#by(t2) — #b,(t1) = N > 1 —min 5.43
o (t2) o(t1) max{O, to—t1 {T;If(k),TQS+TP}J N 1} ith> o (5.43)

In case k is not known, a valid bound is the minimum of all lower bounds, i.e.,

4, (12) — #b, (1) >
|22 = Do ) Tas £ T} L6223 ) Gy
P
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Note that the term min {Tzs(k), Tos + Tp} for k > 2 in both (5.43) and (5.44) accounts
for the fact that correct nodes may be synchronized very tightly after booting (within
Tps(k)), such that Tps + T would be too conservative. From the definition of Tpg(k)
in (5.6), however, it follows that the initial synchrony from booting cannot usually be
maintained: When T, ., < Tp, which is typically the case in real systems, we obtain
limy oo Tps(k) = 0o. Thus, for some ko, Yk > ko : Tos + Tp < Tps(k), i.e., the constant
bound from (QS) will be tighter, which prevents the nodes from drifting apart further.

This ends the analysis of the high-level solution. Now we will prove the low-level
solution correct.

5.2.3.1 LOW-LEVEL SOLUTION

We will first show that Precision and Accuracy, hold, too:

Lemma 5.14 (C1). Assumption 1 holds for each correct node p in C.

Proof. Consider an arbitrary p in C. Let @) be the set of correct predecessor modules of
p. Since all ¢ in @ are G'Jimp(J) modules, we can apply Corollary 4.2 to each of them. It
follows that Assumption 1 holds for p. [ |

We are now in the position to state and prove correct a result that allows us to take
over the bounds for Precision and Accuracy derived in Theorems 5.2 and 5.3:

Lemma 5.15 (C1,C2). Each correct node p in C' with input channels implements a Gen-
eral Join (with respective thresholds ((2f + )&, (f + 1)) with input channels, where
the delay bounds Tﬁiﬁ of the General Join are replaced by the bounds Tﬁiﬁ—i- [0,¢], for an
arbitrarily small € > 0.

Proof. Consider a correct node p in C'. By Lemma 5.14, Assumption 1 holds for p. We
may thus apply Theorem 4.1. The lemma follows. |

From Lemma 5.15, it follows that Theorems 5.2 and 5.3 hold for the low-level solution
as well, provided that (i) each occurrence of ngiﬁ has to be replaced by Tgiﬁ + ¢ for an
arbitrarily small € > 0, and (ii) Constraints C1, C2 and C3 hold.

Our final Theorems 5.4 and 5.6 establish bounds on the size of the local and remote
pipeline. We start with a technical Lemma 5.16, which bounds the maximum time some tick
can exist in the system before it is eliminated by the Diff-Gate in all pipepairs associated
with correct nodes.

Lemma 5.16 (C1, C2, C3). If the first correct node has sent tick k > 2 by time t, then
every correct node p € C has removed tick k — 2 from all its pipepairs corresponding to
correct nodes q € C' by time t + Ty, with

Taer = Ts + max{7., 7,0} + T (5.45)
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or, which is equivalent
#d, o (t + Tyer) = 0™*(t) — 2.

Proof. Consider a pair of pipes (p, q) located at p € C', corresponding to a different ¢ € C.
Furthermore, assume that v™%*(¢) > k holds at time t. We are interested in how much
later tick & — 2 is removed from this pipepair:

Clearly, t st < t, and by (QS),

tpk—1 < liastk—1
< tfzrst,k + TQS and (546)
Lgk—1 < tpirsth + Tgs. (5.47)

We can now apply Lemma 4.8 in combination with (5.46) and (5.47), which reveals that
tick k — 2 is removed from the pipepair at p corresponding to ¢ by time ¢, k—2, With

+ + +
trmv,k—2 max{tp,k_l + Tiocs t%k—l + Trem} + 7_Dijj’

<
< tfi?“StJf + TQS + maX{Tloc’ rem} + TDzjj”
= trirstk + Ldel

<A Ty
[

Theorem 5.4 (C1, C2, C3). (Local pipeline size bound). For every pair of distinct
correct nodes p,q € C, #sloc( ) is bounded by Sy, with

Tger — 71 Tger — T1
Soe 1= max { | —2 " Tloe | o | 2T Thoe | 4 gL (5.48)
Tfirst sz'rst

Proof. Choose two arbitrary distinct correct node p, ¢ and consider #sl”c( ). We distinguish
between two cases for t: (1) t > tgisto + Tae and (ii) ¢ < tpipsto + et

ad (i):
Hs10o(t) = #rive(t) — #dpq(t)
< #bp(t - 7—loc) - #dp,q(t)
<O (t - Tl;c) — #dp 4(t)
Mt = Tipe) — UMt = Tyer)) + (0 (t = Tyer) — #dp o(t))

(
Tger — T,
< 0oC .
< {7T_ “ + 2 (5.49)
S
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where (5.49) follows from applying Lemma 5.9 and Lemma 5.16.

ad (ii): Since #s)7"(t) < #r)7"(t) + 1 must always hold, because the local pipe may
contain at most all ticks received so far plus the initial tick 0, we obtain

1% (1) < Hro2(t) +
p(t — Tloc) +1

Bt — i) + 1

b (t pirst2 + Tger — Tp,) + 1

(0™ (t pirst2 + Taet — i) — U™ (pinst2)) + 0" (Epirst2) + 1 (5.50)

Tger — 7,

Zdel T Tioe | 4 3 (5.51)
Tfirst

< Slom

where (5.51) follows from Lemma 5.8. |

N
:H:
¥

NN N

N

In order to derive a bound for the size of the remote pipelines, we can use exactly the
same derivation based on Lemma 5.16 as used in Theorem 5.4 (with remote delays instead
of local delays) to obtain the following Theorem 5.5.

Theorem 5.5 (C1, C2, C3). (Remote pipeline size bound). For every pair of distinct
correct nodes p,q € C, #s]7(t) is bounded by Syem, with

Tyt — 7 Tyt — 7=
Srom i= max { | 24 _Trem | o | Zdel " Trem | | g\ (5.52)
Tfirst Tfirst

However, the resulting bound is overly large in most parameter settings: In order to
maximize #srem(t), we need a scenario where the local node p is slow and the remote
node ¢ is fast. The time Ty, established by Lemma 5.16 is too conservative for this case,
however, since it actually considers ¢ being slow. The following Lemma 5.17 provides a
refined result.

Lemma 5.17 (C1, C2, C3). If k := b™**(t) > 2, then for every pair of correct nodes
p,q € C, with

Tii = Tos+ Tity + Thp (5.53)
=1+ Té(é? Trom — Tgiﬁ’
/.
k T #bq( )a

the following holds:
(a) If k' > k — 1, then tick k — 2 is removed from pipepair (p,q) by time t + T, i.e.,
Fdyo(t+ Tigp) = 0 (1) — 2.
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(b) If k' < k —2, then tick k' — 1 is removed from pipepair (p,q) by time t + T, i.e.,
#elyq(t + Tic) = #, (1) -
Proof. To prove case (a), assume k' > k — 1, which implies ¢, ,_; < t'. Hence,
okt + Toom + TDZﬁ t+7t + TDZﬁ Tclfef,
and, by (QS) and our assumption ¢ s, < t,
tpk—1 + Tloc + TDzﬁ < Lfirstk + Tos + Tloc + TDzjj” t+ Téoef (5.54)

We can now apply Lemma 4.8, which reveals that tick £ — 2 is removed from the pipepair
(pa Q) by time trmv,k—2> Wlth

trmv,k—2 < max{tp,k—l + 7';0, tq,k—l + T;gm} + Tgiﬁ
<t+ T
(5.55)

as asserted.

To prove case (b), assume k' < k — 2, which implies ¢,,_; >t and ¢, < t'. Hence,

tawr + Toom + Thig S+ 0+ Thg =t + T,
tqk 1+ rem+TDzjj”> t + rem_‘_Tgiﬁ:t_l—TcllZ?

Since (5.54) also holds in case (b) and trivially ¢,z < ¢, -1, we find
tp Kt 7—loc + TDzjj” t+ Tcll(;?

We can again apply Lemma 4.8, which reveals that tick &’ — 1 is removed from the pipepair
(p, q) by time .y g1, With

t?“m%k’—l <m aX{tp Kt Tloc? tq kT rem} + TDzjj”
<t

loc
Tdel
as asserted. [ |

Now we can establish our final major Theorem 5.6.

Theorem 5.6 (C1, C2, C3). (Remote pipeline size bound). For every pair of distinct
correct nodes p,q € C, #s)5"(t) is bounded by Srem, with

Tloc e Tloc e T:e—m — Tr_em + T+i
S = max{ {C”T%Tm} 42, {‘“T%T"LJ +3, { ST 1 (5.56)
first first min
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Proof. Choose two arbitrary distinct correct nodes p, ¢ and consider #smm(t).

will apply Lemma 5.17, we distinguish the following cases:

Since we

Case (a): Suppose t > tpipa,2 + Tioi and #b,(t — 7,5, — 75.5) = 07 (t — Tj%) — 1. Then,
Hspq (1) = #rpg" (t) — Fdpq(1)
< #b ( - rem) #dpq( )
<O (t - Trem) - (t)
= (b7 (t = Tyom) — bm”(t Tiet)) + (b7 (¢ = Tigh) — #dpq (1))
Tloc_ -
S L (5.57)
szrst
< STGm’
where (5.57) follows from applying Lemma 5.9 and Lemma 5.17.
Case (b): Suppose t > trisro + Tyof and #b,(t — 7.1, — 75,5) < 0™ (t — Tj2) — 2. Then,
we find
Hspg () = F#rpq" (1) — ##dpq(1)
#b ( rem) #dp q( )
- #b ( rem) #b ( - rem - Tgiﬁ‘)
+ #b (t rem TDlﬁ) #dp Q( )
Trbm = Trem + Tio
< |V rem rem Dl[f“ +1 (558)
Tmin
< Srema

where (5.58) follows from Lemma 5.10. Note that 7.} —

Case (c): Suppose t < tga + 102 Since #s77m(t) <

J’_ . .
Trem + Tpyy 18 always non-negative.

#rye(t) + 1 must always hold,

because the remote pipe may contain at most all ticks received so far plus the initial tick 0

we obtain
#pq (1) < #r"() +1
#0y(t = Trom) + 1
bt —T1,,,) + 1
0™ (tpirst2 + Toot —
M (Einst2 + T —

rem) + ]'

INCINCIN NN

< ST‘CTI’Z?

where (5.60) follows from Lemma 5.8.

rem) — b (tfiTStQ)) + 0"

(tfirst2) + 1 (5.59)

(5.60)
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5.3 REMARKS ON THE T'G-ALG SOLUTION

At the beginning of this chapter, it was argued that the DARTS distributed tick generation
solution provides synchronously clocked functional units with local clock signals that are
synchronized to each other in spite of up to f faulty TG-Algs. Different functional units can
also exchange data over a communication medium distinct from the TG-Net either (i) by
appropriately downscaling their local clock to non-overlapping macro-tick rounds or (ii) by
communication via bounded-size ring-buffers. This is enabled by bounded precision which
both allows constant factor clock division and read/write-conflict-free communication via
the shared buffers. The latter approach has been described and analyzed in detail by Polzer
et al. in [78].

There is, however, a different solution for the functional units to communicate with
each other, which combines the data communication with the proposed TG-Alg solution.
Remember that Chapter 4 was concerned with the modeling of asynchronous fault-tolerant
circuits. There it was argued that one possible solution to perform the modeling is to
partition the circuit under consideration into a control part and a data-dependent part.
With this in mind, the proposed TG-Alg solution is not only a circuit that solves the tick
generation problem, but can be viewed as a set of interconnected General Joins, forming
the control part of a fault-tolerant asynchronous design. The idea now is to add the data-
dependent circuit to the TG-Alg solution, i.e., to attach data word k& > 1 to tick k. This
can be done in a way analogous to a method that has been described by Sutherland in [92]
for micropipeline structures:

e Each stage of a micropipeline provides a clock signal for an m-bit wide register, where
m is the bit width of the data path. That is, beneath each of the local and remote
pipes of the +/— counters a data path is added.

e Each point-to-point connection of the TG-Net is extended by an m-bit wide bus over
which the data of the sending TG-Alg is provided to the respective remote pipe of
the receiving TG-Alg.

e The Tick Generation unit is extended by a Data Generation unit, which merges all
the data attached to the remote k received the other TG-Algs, and generates the data
attached to the newly broadcast tick k (respectively &+ 1, depending on whether the
f+1or2f+ 1 rule fired).

Short Note on Transient Failures. A straightforward simplification of the resulting
circuit is to remove the data registers from all the local pipes of the +/— counters, since
the local pipes’ sole purpose is to memorize how many ticks have already been locally
broadcast (that is, to store the anti-tokens). Thus, attaching the locally generated data to
all of these ticks seems to be unnecessary.

There is an important generalization, however, where one could profit from data at-
tached to the ticks residing in the local pipes: In this work we only considered static failure
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models, that is, (i) modules in a faulty FCR may behave arbitrarily during the whole ex-
ecution and (ii) the number of faulty FCRs is upper bounded by f per execution. We
therefore do not benefit form the difference of transient and permanent faults, but treat
them equally. While this is appropriate for small mission-times, long-mission-time systems,
where a large number of transient failures can violate any f-bound, require dynamic failure
models, where all FCRs may be faulty during an execution, albeit not at the same time.

Unfortunately the proposed TG-Alg solution is non-straightforward to adapt to a dy-
namic fault model: in contrast to the high-level algorithm stated in Figure 5.3, the TG-Algs
only send event (differential) information in form of anonymous tick transitions, without
tick numbers attached, over the TG-Net. Thus the conversion back to the state infor-
mation, i.e., the tick number, has to be performed by the receiving TG-Alg. While this
approach is cheaper (we need only a single wire from each TG-Alg to each other TG-Alg),
it is the root of the “anonymity” problem. When two ticks are lost, say from node p
to node ¢, (either because of a temporarily faulty TG-Alg p or a temporarily faulty link
from p to q), the corresponding TG-Algs p and ¢ remain unsynchronized forever, i.e., the
Diff-Gate of pipe (¢, p) will match p’s remote tick £ — 2 and ¢’s local tick k. Consequently,
transient faults are in fact converted into permanent faults. If we would, however, be able
to attach data to both ticks, the Diff-Gate could note the difference in the tick numbers.
A possible solution thus is to periodically use the data path for sending a tick identifier
attached to a tick. Since the identifiers are fed back into the local pipes, the Diff-gate can
detect transient faults when matching a tick with identifier in one pipe and a tick without
identifier in the corresponding pipe. A detailed discussion of a system of TG-Algs within a
dynamic failure model is outside the scope of this work and will be subject to future work.

5.4 RELATED WORK

Further Reading: All work that has been published on the General Join Module has been
done in the context of solving the tick generation problem. Thus one could cite all the
work presented in Section 4.8, here, too. A short overview of the DARTS approach can be
found in [89]. The reader interested in the non-trivial implementation testing of DARTS
is pointed to the work of Steininger et al. [90] and Fiigger et al. [39].

Ezisting work: The publications on (fault-tolerant) clock synchronization are numerous.
Since one of the advantages of DARTS is to avoid external clock sources, we do not consider
the sizeable body of work on hardware-assisted fault-tolerant clock synchronization (see [81]
for an overview) here. The few approaches for distributed clock generation without external
clock sources we are aware of are essentially based on a (distributed) ring oscillator, which
is formed by gates arranged in a feedback loop. Instead of being dictated by a quartz,
the frequency of the generated clock signal is determined by the end-to-end delay of the
feedback loop. In [67], a regular structure of closed loops of an odd number of inverters
is used for distributed clock generation. Similarly, [27,28] employs local tick generation
cells, arranged in a two-dimensional grid, with each cell inverting its output signal when
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its four inputs (from the up, down, left and right neighbor) match the current clock output
value. Since clock synchronization theory [25] reveals that high connectivity is required
for bounded synchronization tightness in the presence of failures, however, the sparsely
connected designs proposed in [27,28,67] are not fault-tolerant.



CHAPTER 6

FAULT CONTAINMENT

N CHAPTER 4, an implementation of a general join module with input channels was

given. Although the presented implementation uses only low-level building blocks, which
are easier to implement in hardware, one could imagine implementing its basic modules by
even more refined modules, comprising only very simple standard design building blocks
like combinatorial logic gates (NAND, NOR, etc.) and channels. It is the topic of this
chapter to investigate whether such very low-level implementations, which will be called
circuit implementations, exist for a given module like, e.g., the pivotal +/— counter module
of the TG-Alg.

Rather than searching for positive answers, Section 6.1 will be concerned with showing
that a Byzantine fault-tolerant circuit implementation does not exist for the so-called
short-pulse-filter module, which is important for building stable storage. Interestingly, the
degree of freedom of the faulty module that generates the input to be harmful is quite
modest: The capability to generate a single pulse of arbitrary length suffices. From there
it will be proven by reduction that a +/— counter module, as well as a TG-Alg module,
does not have a circuit implementation if just one of the inputs are allowed to be driven
by a Byzantine faulty module: a Byzantine faulty module can produce an erroneous extra
transition at a correct TG-Alg’s output and thus violate fault-containment. Clearly, this
negative answer is disappointing. However, there is still hope that the probability that
a Byzantine faulty module can produce a glitch of a correct TG-Alg module is very low.
This topic is investigated in Section 6.2.

6.1 DETERMINISTIC FAULT CONTAINMENT

In this section, we focus on the short-pulse-filter problem. We thus start with its definition:

113
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6.1.1 THE SPF PROBLEM

We define the parametrized short-pulse-filer problem, abbreviated by SPF (71}, T1), with
parameters T,,;, > 0 and T, > 0, as follows: Consider a module with one input port ¢ and
one output port o. We will first define an environment for the input port.

Definition 6.1. Let Envgpr be the set of executions of input port ¢ that fulfill at least one
of the properties:

e There are constants t, > 0 and t. > t, such that 1 is well defined and

0 ifte [O,tb)
i) =<1 ifteltt] . (6.1)
0 ift € (te,00)

We will call this input i(t) a (ty,t.)-pulse.
e The input is a constant-0 signal, i.e., for all t > 0,

i(t) = 0.

[
Definition 6.2. The SPF(T,n, T1) problem is defined by: For every single input execution
i in Envgpr, let the set of valid output executions Eo(i) for input i be those 0, which are
non-Zeno (thus we may use state functions for their description) and further fulfill the
properties:

(No short pulse) The output does not contain a short pulse, i.e.,

‘v’tl <ty <tg e 7T: (5(t1) =0 A 5(t2) =1A 5(t3) = 0) = (tg -1t = Tmm)

(No generation) Ifi(t) =0 for allt € T, then o(t) =0 for allt € T.
(No muteness) If the input pulse length A :=t. —t, > Ty, then the output must not be
mute, i.€.,

IGeT: oft)=1. (6.2)

O
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We say that module M solves the SPF problem in environment Envgpp iff there exist
Toin > 0 and T, > 0 such that M solves the SPF(7},,, T1) problem in environment
Envgpr. Further, since we are only interested in solving the SPF problem in environment
Envgpr and no other environments, we abbreviate “M solves SPF in environment Envspgr”
with simply: “M solves SPF”.

Note that the properties in Definition 6.2 do not prevent the output to oscillate, i.e.,
make transitions arbitrarily often, or steadily stay at 1 after a transition has occurred at
the input signal. Clearly the above properties are an insufficient restriction of the allowed
behavior of real-world short-pulse-filters. Those are typically intended to filter not only
one short pulse, but multiple short pulses through its mission time, and are thus required
neither to oscillate nor to produce a constant 1 from some ¢t € 7 on. Here, however, we
are interested in impossibility results and we will show that even a short-pulse-filter that
must adhere to only the above properties is does not admit a circuit implementation.

6.1.2 CIirRcUIT IMPLEMENTATION OF A MODULE

The main goal of this chapter will be to show that there is no circuit implementation of
the SPF module in environment Envspr. For this purpose, we formally define a circuit
implementation module.

Given a module M, we are interested in whether there exists a physical implementation
of M. Typically, a positive answer is given if the hardware designer comes up with a correct
implementation — that is a collection of well-known basic gates (like NAND and NOT) and
their wiring that behaves as the module M. In this section we are mainly concerned with
impossibility results on the physical implementability of a module M, i.e., if we are able
to deduce that no circuit implementation for M exists, this should suggest that there
does not exist a physical implementation. By contrast, if we came up with a circuit
implementation in our framework, this would not necessarily tell us whether there really
exists a feasible physical implementation: Our solution might require ideal components
that are not available in practice: constant delay channels (that do not jitter in time) and
arbitrarily large (zero-delay) Boolean function modules.

We start our formalization of the concept of “circuit implementability” by introduc-
ing the circuit tmplementation graph, which will be helpful later on in specifying circuit
implementations.

Circuit Implementation Graph. A circuit implementation graph G = (I, L, O, fg, E, fo)
is a directed graph with a finite set of nodes V' =1 U LU O (input nodes I, local nodes L
and output nodes O) and a finite set of weighted edges £ C V x V x (0,00) between its
nodes. The intended meaning of (a, b, d) € E is that there is a channel with delay (exactly)
 from node (port) a to node (port) b. We demand that nodes in I have in-degree 0 and
nodes in L U O have in-degree at least 1. Further, every node v € (L U O) has assigned
a finite propositional formula fz(v) to it with its propositional variables from the set of
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incoming edges E, = {(z,v,0) | (z,v,0) € E'}. The meaning of f(v) is the instantaneous
output of v computed from the current output of its incoming channels. Function f; is a
from E to B and assigns every edge e an initial value fy(e). The meaning of fy(e) is the
initial value of the channel e.

Example 6.1. An example circuit implementation graph G = ({i},{a},{b}, B, E, fo)
has nodes V- = {i,a,b} and edges E = {(i,a,1),{a,a,2),{a,b,1)}. Further let fp(a) =
(a,a,2) A\ (i,a,1), as well as fp(b) = —(a,b,1). The initial values are fo({i,a,1)) = 0,
fo({a,a,2)) =1 and fo({a,b,1)) = 1. See Figure 6.1 for a visualization of the graph.

OanOnn0

Figure 6.1: Circuit implementation graph of Example 6.1

Circuit Implementation Module. We define a circuit implementation module to be
a composed module M; = Cm(/, L, O, A), specified by a circuit implementation graph
G={(I,L,0, fg, E, fo), where the set of local ports L’ and the architecture A (comprising
only of channels and Boolean function modules) are defined as follows:

(i) L' := LUE, i.e., the set of local ports contains all local ports of G and additionally
one port per edge.

(ii) For every edge e = (a,b,d) € E there is a channel (a, (a,b,0),d,0, fo(e)) in A, with
delay exactly 6 and initial value determined by the function fj.

(iii) For every node v € (L U O) there is a Boolean function module (E,,v, fp(v)), with
input ports from the set F, of incoming edges of v and Boolean function fz(v), in A.

Example 6.2. A visualization of the circuit implementation module specified by the circuit
implementation graph of Example 6.1, is depicted in Figure 6.2: ports are displayed by full
dots together with their names. A channel with delay 0 and initial value vy is drawn as a
rounded rectangle with caption 0, and Boolean function blocks are visualized as rectangles.

We are now ready to specify what it means for a module M; to be a circuit imple-
mentation of module M (in environment Env): it must hold that both M; is a circuit
implementation module and M; implements M (in environment Env).

Given a module M (and environment Env), we say, that M has a circuit implementa-
tion, iff there exists a module M; that is a circuit implementation of M (in environment
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2q)
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<CL, a, 2> fB(a) - o> 1(1) *— fB(b) ~®
o 1(0) o a {a,b, 1) b
i iya,1)

Figure 6.2: Circuit implementation module of Example 6.1

Env). Carefully note that the concept of a circuit implementation captures physical im-
plementability in terms of purely binary building blocks, but not in terms of analogue
components. Further, it is important to notice that the environment plays a key role when
analyzing whether a given module has a circuit implementation module or not. Consider
the following example:

Example 6.3. The perfect C-Element problem, namely CELEMENT (v, 0), where vy €
B is the initial value and 6 > 0 is the propagation delay is the problem ({a,b},{o}, E),
with E defined by: For all non-Zeno input executions e;, of ports {a,b}, the set of possible
output executions Fo(ey,) consists of those o, for which: For allt € T :

(0,v9) € 0 and
) AD(E) & (t+6,1) €0 and
(=a(t) A =b(t)) < (t +6,0) € 6.

Notice that in the environment Envy defined by

Vte T at) =b(t) =0 (6.3)

it can easily be proven that a Boolean function module that always produces 0 implements
CELEMENT(0,0) for arbitrary 6. Further, considering the environment Envs, where
a always changes before (and remains steady until) b changes, a single identity gate with
input b and output y (Boolean function module Bfm({b},0,5(t) = b(t))) succeeded by a
constant delay channel Ch(y,o,9,9,0) implements CELEMENT(0,0). Clearly for more
complex environments, more complex implementation modules will be needed.

An interesting question that will be answered later on in this chapter is whether
CELEMENT(0, ) has a circuit implementation for less restricted input environments
at all. A positive answer here is of severe importance when trying to physically build a
module like the CELEMENT(0, 0) module that can cope with faulty (Byzantine) input
environments.

A first step towards this direction is the characterization of a circuit implementation
module’s properties.
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Every Circuit Implementation Module is non-Zeno. We will now deduce that a
circuit implementation module cannot produce Zeno traces out of non-Zeno traces. We
start with auxiliary lemmata which state that channels and Boolean function modules
cannot introduce Zeno behavior.

Lemma 6.1. Let C' = Ch(i,0,6,6,v9) be a channel with constant delay 6 € (0,00) and
some initial value vy € {0,1}. If the input event trace i is non-Zeno until time t € T, then
the output event trace o is non-Zeno until time t + 6.

Proof. Assume by contradiction that the input event trace is non-Zeno until ¢, but the
output event trace is Zeno by time t 4+ J. By definition, this implies that infinitely many
transitions occur on port o during time [0,¢ + §], that is, there is an infinite series ((a;);en)
of successive alternating-value events a; = (t;,v;), with ¢; € [d(0),t + J], occurring at o.
Because of (3.10) and d being a bijection, an infinite series of successive, alternating-value,
events b; = (t,v}) with j € Nand b;.t} € [d~"(d(0)),d ™" (t + 0)] = [0, t] must have occurred
at 7, a contradiction to the assumption. [

Lemma 6.1 enables us to safely make use of the state function in the channel’s behavioral
description if its input is non-Zeno. In the case where we do not mind about the exact
input trace and corresponding output traces, as long as they behave equivalently in terms
of state, (3.9) and (3.10) become

~ . Vo if ¢ S [0, d(O))
o) = {Z(d—l(t)) it>do) (6.4)

An analogous result for Boolean function modules, namely, that Boolean function mod-
ules cannot produce Zeno behavior out of non-Zeno behavior holds, too:

Lemma 6.2. Let B = Bfm(I, 0, f) be a Boolean function module. If all input event traces
i, where 1 € I, are non-Zeno until time t € T, then the output event trace 0 is non-Zeno
until time t.

Proof. Assume that all input event traces are non-Zeno until t. Thus for every input
in [ = {x1,...,%,} there exists a counting function #z; until time ¢. By induction on
> 1<j<n #24(t) it can be shown that

#o(t) < Y #uy(1), (6.5)

1<j<n

i.e., that the number of transitions at the output port is at most the number of transitions
occurring at all input ports. By definition of the non-Zeno property, #x;(t) is finite for
each 1 < j < n. Thus by (6.5), #o(t) is finite or, which is equivalent, o is non-Zeno until
time ¢. [
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Combining Lemmata 6.1 and 6.2 we can deduce the following result:

Lemma 6.3. Let M; be a circuit implementation module with circuit implementation
graph G and let 6., be the minimum of all its channels’ delay times, that is, Oy, =
min{d | (a,b,0) € G.E}. If the input execution e;, is non-Zeno until time t € T, then the
output execution €,y s non-Zeno until time t 4+ Opip.

Proof. Assume that the input execution is non-Zeno until time t. Now assume by con-
tradiction that the module’s execution is Zeno by time t + d,,;,. Thus at least one of the
non-input ports has an event trace that is Zeno by t. Let o be among the “earliest” be-
coming Zeno, in the sense that for some tyz., € (0,t] and some & € (0, §,i,) it holds that:
all signals of non-input ports are non-Zeno until time tz., — e > 0 and 0 is Zeno by time
tzen- Such a tz., and € must exist, since all signals of non-input ports are non-Zeno until
time 0 and at least one is Zeno by time t. To determine €, we approach from both sides
the point where at least one port’s signal becomes Zeno and stop approaching when the
difference between the left and right bound is € < d,,i-

Since o is a non-input port, it is the output of either (i) a Boolean function module or
(ii) a channel. In case of (i), we apply Lemma 6.2, yielding that at least one of its inputs
must have been non-Zeno by time t4.,. Because every input of a Boolean function module
is the output of a channel, (i) has been reduced to (ii). In case of (ii), let o = (a,b,d).
Application of the negation of Lemma 6.1 implies that @ must have been Zeno by time
tzen — 0 < tzen — Omin < tzen — €, a contradiction. [ |

Lemma 6.3 is of great importance for the subsequent analysis, as it allows to handle
circuit implementation modules and their components by means of status functions rather
than event traces. This considerably simplifies our proofs.

6.1.3 DEPENDENCE GRAPH

We have introduced the concept of a circuit implementation graph, which allows to formally
describe implementation modules. In this section we will concentrate on a technique for
arguing about executions of circuit implementation modules. For this purpose we introduce
the dependence graph. Given a circuit implementation module M (with output port o) and
an input execution, a natural question is now to determine the value of o(7) for a given 7
in 7. Intuitively, the dependence graph provides some means to answer this question, by
providing us with all input signal values o(7) depends on:

Consider a circuit implementation module M with output o (possibly among others)
specified by the circuit implementation graph GG. Further let 7 € 7 be an arbitrary instant
in time. Then the dependence graph D(G,o0,7) = (V, K) is a directed graph with the set
of nodes V' and the set of edges K defined as

Vi= | J@ileeviy K= J{{(zi+1),(y,0)] (x,y) € Kip}, (6.6)

i>0 i>0
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where the sets V;, K; make up the layers ¢ of the dependence graph and are constructed
by the rules defined below. In order to disambiguate between two identical nodes x in two
different layers ¢ and i/, we extend the nodes in V' with the layer number, obtaining (z, )
and (z,j). Every z actually is a tuple (p,d) where p is a port (output of a channel or
function module) and § is a time. In the following we define the sets V; and K, for i > 0,
as the smallest sets for which

e Base case (Vp, Ky):

— Vo ={(o,7)}
~Ky=0

e Function module iteration step (V;, K; with i € {1,3,...}): For all (s, 7') € V;_; with
arbitrary 7" and s € (G.L UG.O):

— For all edges e = (a,s,0) € G.E with arbitrary a and J: (e,7') € V; and
({e, "), (s, 7)) € K.

e Channel iteration step (V;, K; with ¢ € {0,2,...}): For all (e,7’) € V;_; with arbi-
trary 7" and e = (a, s,0) € G.E:

—If 7 = 6> 0: (a,7 —06) € Vi and ((a,7' = 6), (e, 7)) € K.

Given a circuit implementation module M = (I,O, E) with output o € O and its
dependence graph D(G,o0,7) = (V, K), we call a node z € V' a leaf, denoted by =z € L,
iff x has no incoming edges in K. Nodes that are not leafs are called intermediate nodes.
We further call node z an input leaf, denoted by x € L, iff x € L and z is of the form
x = ((s,7'),1), with s € I (i.e., it is a module input) and arbitrary ¢ and 7. Note that
non-input-leaf nodes are those where a further channel iteration step would have led to

7 —§ < 0. We further observe:

Observation 6.1. Consider a circuit implementation module M and a dependence graph
D = (V,K). For each intermediate node x = (s, ) in Vi, with arbitrary port s, 7 > 0 and

i > 0, the value () is a function of the values s'(7"), where ((s',7'),i+ 1) is a child of
((s,7),1) in graph D.

Observation 6.1 states that the value of an intermediate node just depends on the value
of its children — justifying the term “dependence graph”. We will next consider the value
of the leafs: notice that leafs (x,i), i > 0, are always of one of two kinds: either (i)
(x,i) = ((s,7),1) is an input leaf, or (ii) (x,7) = ((e,7),1), for e = (a,b,0) in G.E and
7 < 0 and a, b being ports of the circuit implementation module M.

In case of (i), the value of (z,14) is given by s(7) and in case of (ii), the value of (x,7) is
given by (a,b,6)(7). Since 7 < J, the value is equal to the initial value of the channel with
input port a, output port b and delay §. We thus observe:
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Observation 6.2. Consider a circuit implementation module M and a dependence graph
D = (V,K). For each leaf (x,i) = ((s,7),1) in V, with arbitrary port s, 7 > 0 and i > 0,
the value S(T) is either (i) the status of input port s at time T, or (ii) the initial value of
one of M’s channels.

We will exemplify all this by means of a simple dependence graph:

Example 6.4. An example dependence graph is depicted in Figure 6.5. It is the dependence
graph D(G,b,7) with G from Example 6.1. The leafs are depicted as filled nodes, while
intermediate nodes are empty. To enhance readability, we denote node (a, ) € V; with the
string (a(7),1) (although related, not to confuse with the value a(T)).

layer 1
Figure 6.3: Dependence graph D(G,b,7) of Example 6.4

We will next prove a series of lemmata, which provide us with basic properties of
dependence graphs. We start with:

Lemma 6.4. For every node (z,i) € V of the dependence graph D(G,o0,T), the set of paths
P ={p1,pa, ...} from (x,i) to the root ({0, T),0) is non empty and the length of all paths
18 1.

Proof. The proof is by induction on the layer ¢ > 0.

Begin (i = 0): Node ((0,7),0) clearly is reachable from ({0, 7),0) over the empty path of
length 0. Since, by construction of D, there is no edge from a node (x,i) € V, with ¢ > 1
to node ({0, 7),0) the statement follows.

Step (i — 1+ 1) with i > 0: Assume that, for all nodes (z,i) € V, the lemma holds. We
will show that for all (y,i+ 1) € V, the proposition holds, too.
By construction of V, since (y,i+ 1) € V, y € V;;1. By the minimality of V;,1, y has

been added by one of the rules (i) or (ii). By these rules, there must be a node = € V;
with (y,x) € K;41. Thus ((y,i+1),(x,i)) € K. Therefore there is at least one path to the
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root of length 7 + 1. Since (y,7 + 1) has only outgoing edges to nodes (a,7) € V, and all
(a,1) have paths to the root of length exactly i, (y,7 + 1) has paths to the root of length
exactly ¢ + 1 only. [ |

Let D(G,o0,7) = (V, K) be a dependence graph. For all layers V; = {(s,7') | ({(s,7'),7) €
V'}, we define maxtime(i) as the maximum time-instant of any of the nodes in layer V;,
that is,

maxtime(i) := max{7'| (s,7) € V;}. (6.7)

Recall the definition of §,,;, from Lemma 6.3, which is the minimum of all the channels’
propagation times. We now prove:

Lemma 6.5. Let D(G,0,7) = (V, K) be a dependence graph. For any non empty layer V;,
with 1 > 0:

(i) If i = 0, then maxtime(i) = .
(i) If i € {1,3,...}, then maxtime(i) < maztime(i — 1).

(1i1) If i € {0,2,...}, then maxtime(i) < maxtime(i — 1) — dpin-

Proof. (i) is trivial.

(i1) In case i € {1,3,...}, if node (e, 7") € V;, by the minimality of V;, there must be a
node (s, 7") € V;_1. By (6.7), 7" < maxtime(i — 1).

(111) In case 1 € {0,2,...}, if node (a,7") € V;, by minimality of V;, there must be a node
(e, ") € V;_1, with 7" = 7" 4 9, for some channel delay §. By (6.7), 7 < maxtime(i — 1)
and thus 7" + 0 < maxtime(i — 1), i.e., 77 < maxtime(i — 1) — dpin. |

Lemma 6.6. Any dependence graph D(G,o0,7) = (V, K) has a finite number of nodes V
and edges K.

Proof. The number of nodes V; and edges K; is finite for every finite ¢ > 0: V and K, are
finite and every node x € V; adds only finitely many nodes y (which are all connected to
x) to Viyq1 by rules (i), resp., (ii). Thus the finiteness of a single layer follows by induction.

Further because of Lemma 6.5 in conjunction with ¢,,;, > 0 and the fact that nodes
always have time values > 0, D has only finitely many non empty layers. Thus the total
number of nodes V' and edges K is finite. [
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Dependence Graphs with equivalent Structures. Consider a circuit implementa-
tion module M; with circuit implementation graph G. We call two of its dependence
graphs, D(G,o0,7) = (V. K), for 7 > 0, and D(G,0,7+¢) = (V' K'), for € € R, equivalent
in structure, denoted by D(G, 0, T) S D(G,o0,7+¢) or shortly D(G,0,7) = D(G,0,T+¢),
iff there exists a bijection . : V' — V' such that,

(i) w=({(a,7),4)) = {{a, 7" + €),4) and
(ii) (z,y) € K & {(p(2), p:(y)) € K.

We are now ready to prove the central lemma on equivalence, namely the indistin-
guishability of two input executions at two successive times 7 € 7 and 7+ ¢, for ¢ € R, at
some output port o of a circuit implementation module:

Lemma 6.7. Let M; = (1,0, E) be a circuit implementation module with o € O and
D(G,o0,7) = (V, K) respectively D(G,o0,7 4+ ¢€) = (V' K') its dependence graphs at times
T respectively T + €. Further let ey, and €}, be two input executions of ports I, and ey €
Eol(ei) and e, € Eo(el,) be the corresponding output executions. If

(i) D 2D and
(ii) for all input leafs ((s,7'),1) € V and p-({(s,7'),1)) = ((s, 7 + €),1) € V', it holds

that s(7') in e;, is identical to the value s(7' +¢€) in €,

then 0(T) in e,y is identical to o(T +€) in €.,.

Since the proof is rather technical and lengthy, only the proof idea will be presented.
Because of Lemma 6.4 and Lemma 6.6 we may use induction on the depth ¢ > 0 to show
that, for all nodes (z,7) in V the value of node = in the execution of M corresponding
to input execution e;, is identical to the value of node ¢.({z,)) in the execution of M
corresponding to input execution €, .

The induction base (i = max{i| (z,i) € V}) thereby makes use of Observation 6.2
and the induction step (from i — ¢ — 1 > 0) uses both Observation 6.2 for leafs and
Observation 6.1 together with the induction hypothesis for intermediate nodes.

From Lemma 6.7 we immediately obtain the following result:

Corollary 6.1. Let M; = (1,0, E) be a circuit implementation module with o € O and
T €T a time. For an input execution e;, of ports I, the set of possible output state values
o(1), My might produce on e;,, is a singleton.

Proof. Let D(G,o0,7) = (V, K) respectively D(G,o0,7+¢) = (V' K') be M/’s dependence
graphs at times 7 respectively 7 4+ €. Application of Lemma 6.7 with ¢ = 0 and input

executions €}, = e;,, yields, that the set of possible output state values o(7) is a singleton.
n
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Furthermore we observe from Lemmata 6.6, 6.5 and §,,;, > 0 that a dependence graph
can always be shifted by a small ¢ > 0 such that the resulting dependence graph has no
additional nodes.

Observation 6.3. Let M; = (I,0, E) be a circuit implementation module with o € O and
D(G,o,T) its dependence graphs for some time 7 € T. There exists a € > 0 such that

D(G,o0,T + ¢) has no leafs at time 0 and D(G,o0,T) 2 D(G,o0,7 +¢).

6.1.4 CircUIT IMPLEMENTATION MODULE CHARACTERIZATION

A circuit implementation module can be further characterized with respect to determinacy
and causal behavior. These characterizations then lead to first impossibility results, which
support the intuition on the non-existence of circuit implementations of modules that are
not deterministic in state or not causal.

We start with a formal definition: module M = (I, O, E) is deterministic (in environ-
ment Env), iff (i) in case it has no inputs (I = 0), £ = {e,} is a singleton and (ii) in
case it has inputs I, for each input executions e;, € Env, there is only one corresponding
output execution—that is, Eo(e;) = {€ou } is a singleton.

In case we do not care about the specific event trace but solely about the state of the
execution, we are not interested in determinism but rather determinism “modulo state”.
Formally, we thus define: module M = (I, O, E) is deterministic in state (in environment
Enwv), iff (i) in case it has no inputs (I = ), for each o in O, any two e,,(0) and €, (0),
where e,,; and €/ , in E, are elements of the same equivalence class Fvent(0), for some
status function o; and (ii) in case it has inputs I, for each o in O and input execution
ein € Env, any two eq(0) and e! ,(0), where ey, and €, in Eo(e;,), are elements of the

out
same equivalence class Event(0), for some status function o.

Example 6.5. Let M = (0, {0}, E) be a module with no inputs and output o only. Assume
that E = {eout, €} Wwith exut(0) = {(0,0), (1,0),(2,1)} and €, ,(0) = {(0,0),(2,1)}. Then
M is not deterministic, but deterministic in state.

Lemma 6.8. Any circuit implementation module My = (I, O, E) is deterministic in state
if I =0 and in the environment Env consisting of all non-Zeno input executions for I # ().

Proof. Assume that I # (): consider an arbitrary output o in O and time 7 > 0. Further,
since E'nv consists of all non-Zeno input executions, the input’s state functions are well
defined. Application of Corollary 6.1 reveals that the set of possible output state values
o(7) is a singleton. Since this holds for arbitrary 7 > 0, it follows that M is deterministic
in state in Enwv.

Otherwise, assume that I = (): by analogous arguments as above, it follows that M is
deterministic. |
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We further say that module M = (I, O, E) with non empty [ is causal in environment
Env iff there exists a function Fp(-,-), that maps an input execution prefix e;,[< t] and a

time t > 0 to a set {eouw[< 1], €l [< ], ...} of output execution prefixes, such that, for all
t >0,

Vein € Env : Yep: € Eo(ein) @ eont[< t] € Folem[< T, 1) (6.8)
and

out

Ve, € Env : Ve, [<t] € Fo(em|<
E|€out € EO(ein) : eout[< t] = e;ut[<

t
1], (6.9)

Both that causality is defined with respect to event traces only and not modulo state.
Intuitively, (6.8) makes sure that for a given input execution e;,, Fp contains at least the
prefixes (until time ¢) of all the possible output executions e,,; that M might produce when
fed with input e;,. Thus (6.8) is a “minimum size” requirement on the set Fp(e;,[< t],t)
and it can be simply fulfilled by letting Fp(e;,[< t],t) be the set of all output execution
prefixes (until time t) with arbitrary behavior. By contrast, (6.9) is a “maximum size”
requirement on Fp(e;,[< t],t). Given an input execution e;,, it specifies that those output
execution prefixes that are in Fp(e;,[< t],t) must be the prefix of an allowed output
execution for e;,. As such, (6.9) alone can be simply fulfilled by letting Fp(e;,[< t],t) = 0.

We are now ready to prove that all circuit implementation modules are causal in non-
Zeno environments:

Lemma 6.9. Any circuit implementation module M; = (I,0O, E) with non-empty I is
causal in the environment Env consisting of all non-Zeno input executions.

Proof. We define Fy by its graph, namely

Fo = {{{ewn[< t], 1), Y (ein, 1)) | € € Env,t > 0}, where
Y(eina t) = {6out[< t] | Cout € EO(ezn)}

In case Fp is a function, both (6.8) and (6.9) are fulfilled by the construction of Fp. It
thus remains to show that Fp indeed is a function.

Assume, by contradiction, that Fp is not a function. Then there exists some (e;,[< ], t)
that is both mapped to set Y; and set Y5 # Y;. Thus there exist two input executions e,
and ¢, as well as an output execution e,,; such that (i) ey in Fo(ey,), but €y, not in
Eo(e€),) and (i) e;[< t] = €], [< ).

By (i), there must exist an o in O and a time t' < ¢, such that the value o(t') = x
for some x in B is allowed by module M when fed with e;, but not allowed by M when
fed with € !, i.e., o(t') = =z must hold for M when fed with €/,. Clearly, for all input

m )

!'Note that this must be the case, because o is the output of a Boolean function module, which allows
arbitrary behavior of 0 as long as 0 has the correct status. By Observation 3.1, Eo(e;,) and Eo(el,) do
not only differ by output executions that are equivalent in status.
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executions in Enwv, the status function is well-defined. Application of Lemma 6.7 with
7 =1t and € = 0 reveals that the value o(t') is a function of ¢ and the status of the input
ports at times < t’ only. However, the status of e;, and €, does not differ until time ¢’ by
(ii) — a contradiction to the different values o(#') for e;, and €. [

6.1.5 IMPOSSIBILITY RESULTS

At the beginning of this chapter, the naturally arising question whether any module M has
a circuit implementation module M; that implements M (in a given environment Enuv)
was stated. With the characterizations of circuit implementation modules carried out in
the former section, we know that this is not the case: a module M that is non-deterministic
in state or acausal does not have a circuit implementation. As a simple example consider
the following module:

Example 6.6. Let PRED(T) = ({i}, {0}, E) be the “predictive step” problem with one
input i, one output o and prediction range T > 0. The input environment Envr is defined
to consist of only those i, for which either (i) or (ii) below holds:

(i) there exists a time t, > 2T, such that,

- {o ift €0,t) (6.10)

1 th S [tb,OO)

(i1) for allt >0, i(t) = 0.

For every input execution e;, € Envr of type (i), we define the set of valid output executions
Eo(ein) as those for which

Jt, € [0,t, —T] :0(t,) =1 (6.11)
and for the input executions of type (ii), the only valid output execution is

3(t) = 0. (6.12)

PRED does not have a circuit implementation. By Lemma 6.8 and Lemma 6.9
we know that all circuit implementation modules behave deterministically in state and
causally in the environment of non-Zeno input executions. Thus all that remains to show
for the impossibility is to prove acausality:

Lemma 6.10. For any T > 0, PRED(T) is not causal in the environment Envrp.
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Proof. Assume by contradiction that PRED(T) = (I,0, E) is causal in environment
Envr. Clearly, Envr is non-Zeno.

Then there exists a function Fp(e;,[< t],t) as defined in (6.8) and (6.9). Now consider
the two (non-Zeno) input executions e;, and €}, :

~ ~ 0 ifte|0,2T
em(i) =7, with 3(t) = ifrelo.2r)
1 ift € 2T, 00)
el (i) =7, with 7(t) = 0
together with the output executions
o~ 0 iftel0,T
eout(0) = 0, with o(t) = ' 0,7) , and

1 iftelT, o0)
el +(0) =7, with o'(t) = 0.

out
By definition of PRED, e,,: € Eo(ein). Thus by (6.8), eout[< T] € Fol(em[< T),T).
Since e, [< T =€],[< T, eou|< T € Fole,[<T),T).

By (6.9), there must exist an output execution e, € Eo(el,), for which, e/ ,[< T] =

out out

eout|< T. Since e,y (0)(T) = 1, however, this contradicts (6.12). |

SPF does not have a circuit implementation. After having shown the not too
surprising result that PRED does not have a circuit implementation in environment Enuvy,
we proceed with proving the main result of this chapter, namely, that SPF does not have
a circuit implementation in the single-pulse environment Enwvspr of Definition 6.1. Since
the environment Enuvspr consists only of (¢, t.)-input pulses and the 0 signal, we are able
to make some simplifications first.

The impossibility proof for SPF will be by means of contradiction. To this end we
assume that a circuit implementation module M; exists, such that M; solves SPF in
environment Envspr. We will next characterize M; and introduce some useful notation:
let G be M;’s circuit implementation graph and D, = (G, 0, 7) be the dependence graph
for some time 7 > 0. Recall that we denote the set of leafs of D, as I, and the set of input
leafs as L. Given that the input signal is a (t;, t.)-pulse, we partition the input leafs L,
into three sets: 0p, 1 and 04, where,

0p:={(i,7) e LL| 7" <},
1:={{,7)ell| 7 ett]},
04:={(i,7) €Ll 7 >t}
The intended meaning of the sets Og, 1 and 04 is to contain those input leafs with value

0 before the pulse, those with value 1 during the pulse, and those with value 0 after the
pulse, respectively.
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Example 6.7. As an example consider Figure 6.4, which depicts a (2,5)-pulse together
with the positions of the input leafs of some dependence graph. Here, 0 = {(i,0), (i,1)},
1 ={(i,2.5),(i,4), (i,5)} and 04 = {(i,5.9)}.

i(t)

i(0) (1) i(25)  i(4) i(5)i(5.9)
Figure 6.4: Input pulse with positions of input leafs marked.

We are now ready to prove:

Theorem 6.1. SPF does not have a circuit implementation in environment Envgpp.

Proof. Assume by contradiction that SPF has a circuit implementation in environment
Envspr, namely module M;. The proof proceeds by the following steps: (i) A time ¢ > 0,
where output o(t) = 1, is determined that will be used to construct the glitch (arbitrarily
short pulse) of 0 around ¢. (ii) The shortest input pulse that still produces o(t) = 1 is
constructed. It is then shown by an indistinguishability argument that (iii) at an arbitrarily
short time before ¢ and (iv) at an arbitrarily short time after ¢, the status of the output
must have been 0, contradicting the (No short pulse) property of the SPF problem in
Definition 6.2. The theorem follows.

(i) Finding a time where M; will glitch. Choose an arbitrary #, > 0, and choose
t. > t, such that M; reacts to input pulse <fb, fe) with o, in the sense that there exists a
t' € T with o(t') = 1. Such a f, must exist because of (No muteness). Fix this ¢’ and
observe the dependence graph Dy = D(G,o0,t"). The point of time where we intend to
generate a glitch will be called ¢” and is obtained as follows:

e In case there is no leaf (may it be an input leaf or not) (s, 7') € Ly with time 7/ =0,
we simply set ¢ := ¢’ and t;, := t, as well as t, = ..

e Otherwise, we add a small v > 0 to ', i.e., t” := ' + 7, such that Dy» = D(G,0,t")
has no leaf at time 0 and Dy = Dy = (G, 0,t'). Such a v exists by Observation 6.3.
Further we shift the input pulse ¢ by the same amount v to the right, such that the
(ty, t.)-pulse becomes a (t;,t.)-pulse, with t;, := t, +~ and t, := t, +~. By definition
of Dy, Dy = Dy and by the right shift of the input agnal both D, with input
pulse (t,%,) and D;» with input pulse (¢;,.) have the same input leaf values. Thus
by Lemma 6.7, it holds that o(t") = o(t') = 1.
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The existence of an input 7, being a (ty, te)-pulse with 0 < #, < ., and a time ¢ > 0,
such that D; = D(G, o,t) has no leafs with time 0 and produces o(t) = 1 when fed with ¢
follows.

In the following we call every input pulse that produces o(t) = 1 a one-pulse and every
input pulse that produces o(t) = 0 a zero-pulse. Clearly, by construction, our (¢, t.)-pulse
is a one-pulse.

(ii) Searching for the shortest one-pulse. We now consider the set P C 7 x T of all
tuples (¢},t.) (representing (t;,t.)-pulses) with ¢, > t, and ¢, < t.. For each such pulse let
A = t, — t. be the pulse length.

Since (ty,t.) € P and (ty,t,) € P, P consists of at least a one-pulse and a zero-pulse?.
We denote the set of zero-pulses with Fy and the set of one-pulses with P;.

We are interested in the shortest (w.r.t. pulse length) pulse (or if there are more fulfilling
this requirement: one of the shortest) that is a one-pulse. Let

A== int{t, — 1] (£),1)) € P,). (6.13)

We first prove that the infimum is a minimum: since the value o(¢) only depends on
the structure of the graph D, and the values of its finitely many input leafs, the shortest
(infimum) pulse (¢},¢.) must be one with an input-leaf at time ¢, and an input leaf at
time t,; otherwise we arrive at a contradiction:

e If there is no input leaf at either ¢} or t, but an input leaf with time in [t,¢], then
there is a shorter (¢}, t7)-pulse, with ¢; > ¢} and t” < t, and input leafs at both time ¢}/
and time ¢! such that: the input leaf values are identical for both the (¢}, t.)-input
pulse and the (¢}, t”)-input pulse. Thus, by Lemma 6.7, 0(t) = 1 must hold in both

cases— a contradiction to the minimal length of the (¢}, t.)-pulse.

e If there is no input leaf at either ¢, or ¢, and there is no input leaf with time in [t}, ¢.],
then the values of the input leafs are identical for both the (¢}, t.)-input pulse and
the constant 0 input. By Lemma 6.7, 0(¢) = 1 in both cases— a contradiction to (No

generation).

Since there are only finitely many input leafs LI by Lemma 6.6 and by the above
arguments, the shortest pulse’s t; and ¢, must have times identical to input leaf times. As
there are only finitely many combinations ¢, and ¢,, the minimum exists.

2By analogous but simplified indistinguishability arguments as in the proof of this theorem it can be
easily shown that any (¢, t,)-pulse must be a zero-pulse: If a (¢, t)-pulse were a one-pulse, the output o
would produce zero-length pulses, contradicting (No short pulse) of SPF. For sake of better readability
of the proof’s key message we leave the proof of this simpler case to the reader.
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(iii) Left-shift. We now proceed by observing the output value after a small left shift:
we define

7o ;= min{7" — 0] ((s,7'),i) € L, and 7 > 0,7 > 0},

7= min{7’ —t, | ({(s,7),i) € LI and 7 € (t,,t.],i > 0},

T :=min{7 —t.| {{s,7'),i) € Ly and 7" > t. i > 0}.
In case any of these values is not well defined, we set it to +00. The meaning of 7,, 7, and
T, i8: T, is the maximum amount D; = (G, o0,t) can be shifted to the left, by say e, > 0,
obtaining D; ., = (G, 0,t —¢e), without violating D; ~ D;_,. Clearly, by a left shift, the
input leafs with time ¢, are moved from 1 to 0p. 7, is the maximum amount D; can be
shifted to the left, without moving other leafs in 1 into Og. 7. is the maximum amount D,

can be shifted to left, without moving any leafs in 04 into 1. Now choose an arbitrarily
small

er € (0, min{7,, 7, 7. }) -

Clearly, D;_., ~ D,. Further, by the definition of ¢, the input leaf sets 05, 1" and 04’
after the shift are:

0" = {(s,7 —e1) [ (s,7) € (05 U{(i,t})})},
UV={({s,7—cer)| (s,7) € A\ {{i,t;)})},
OA/ = {(8,7’ — &?L) ‘ <8,T> S OA}.
We are now interested in o(t —e1). It turns out that the input leaf sets 0g’,1" and 04" are

equivalent to those of D; with the input forming a (¢, + 7, .)-pulse. Clearly the size of
the latter pulse is smaller than A~ and thus by Lemma 6.7,

5(t —ep) = 0. (6.14)

(iv) Right-shift. We further observe the output value after a small right shift:

7 =min{0 — 7| (s,7) € L, and 7 < 0},

7, :=min{t, — 7| (s,7) € L, and 7 € (0,¢})},

7o =min{t, — 7| (s,7) € L; and 7 € (8,t.)}.
In case any of these values is not well defined, we set it to co. Further choose an arbitrarily
small

er € (0, min{7., 7, 7.}) .

Clearly, Diy.,, = D(G,0,t+¢r) = D,. By the definition of eg, the leaf-sets 05’, 1" and 04’
after the shift are:

OB/ = {<S,T+€R> | <8,T> c OB},

U={(s,7+er)|(s,7) € A\ {(i,t)H},
04" ={(s,7+er) [ (s,7) € (04 U{(i, t) D}



Chapter 6: Fault Containment 131

The value o(t + €g) is obtained as follows: the leaf-sets 05',1" and 04" are equivalent to
those of D; with the input forming a (¢}, ¢, — 7.)-pulse. Clearly the size of the latter pulse
is smaller than A~ and thus by Lemma 6.7,

ot + e5) = 0. (6.15)

Since €7, and e may be chosen arbitrarily small, equations (6.14) and (6.15) violate
property (No short pulse) of SPF. Thus M is not a correct circuit module implementation
of SPF in environment Enuvgpr. [ |

Theorem 6.1 tells us that a certain problem, namely SPF does not have a circuit
implementation even in quite a restricted environment Envspr, which allows only for single
pulses of arbitrary length. The result is noteworthy, as it might have been suspected that
for very complicated circuit implementation modules My, only very complicated input
behaviors can make M;’s output glitch. This, however, is not the case. By the constructive
nature of Theorem 6.1’s proof, we even obtained an algorithm that, given any such module
M7, can construct a malicious input pulse, producing a glitch. Interestingly, as soon as
we further restrict Envspr to contain only pulses of minimum length A; > 0, or, more
generally, does not contain pulses with length in [A, Ay] for arbitrary A; < Ag, SPF turns
out to have a circuit implementation. Let us call the latter environment Envspr(Aq, Asg).
The circuit implementation module Mgpg, with input port ¢ and output port o, which
solves SPF in Envspr(A1, Ag) for arbitrary Ay < Ay is depicted in Figure 6.5. Its Boolean
function modules are defined by the functions fp(a) = AND and fp(0o) = OR. The delay
A_ is set to Ay — Ay. Mgpr’s correctness follows from the following lemma:

Lemma 6.11. Mgpr solves the SPF problem in environment Envspr(Ay, Ay) for arbitrary
Al < AQ.

Proof. We distinguish between two cases for the input behavior:

e In case the input has a constant-0 status, or is a pulse with A < Ay, a(t) = 0, for all
t > 0. Thus o(t) = 0, for all t > 0, implying, that Mgpg fulfills (No shortpulse), (No
generation).

e In case the input is a pulse with A > Ay, a is a pulse of length
A=A Z2A A=A,

which is at least of the length of the feedback delay of 0. Thus, the output o will once
make a single transition from 0 to 1 and then steadily stay at 1. Clearly, therefore,
(No shortpulse), (No generation) and (No muteness) are fulfilled.

The lemma follows. [ |
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Figure 6.5: Circuit implementation module Mgpr solving SPF in a restricted environment.

6.1.6 REDUCING CIRCUIT IMPLEMENTABILITY

The result of Theorem 6.1 has some impact on the question of whether certain well-known
modules have a circuit implementation. By means of reduction one can show that this
question has to be negatively answered for many modules introduced so far in this thesis.
For example the CELEMENT (v, §) module, with initial value vy € B and delay § > 0,
which was introduced in Example 6.3, can be shown to have no circuit module implemen-
tation in environment Enuvspr: assume for the sake of a contradiction that it has a circuit
module implementation M;. Then we can construct a circuit module implementation for
SPF by connecting (i) input port ¢ over an arbitrary delay channel initialized with 0 to
port a of My, and (ii) connecting input b of M; with a subcircuit that steadily produces
1 (simply obtained by an OR gate and a feedback channel initialized with 1), and (iii)
connecting the output port of M; with o. Since this gives a circuit implementation module
that solves SPF in environment Enuvspr, M; cannot exist, which completes the proof.

Likewise, a +/— counter which is among the key components of a TG-Alg module can
be shown to have no circuit implementation if its remote input behavior is arbitrary within
environment Enuspr.

Relation to Fault-containment. What effects do these results have on the fault-
containment of, e.g., a TG-Alg module? Assuming that the concept of circuit imple-
mentability of module M indeed captures physical implementability of M, they state that
there are modules M whose input environments have to be further restricted in order for
M to work correctly. Typically, if M is not stateless but has some memory, one such
input constraint is a minimum duration of input pulses. Restricting M’s input signals
appropriately is not a problem at all, if the module driving M’s input is correct and de-
signed in a proper way to fulfill the additional requirements. However, assume that the
predecessor module, call it B, that drives M’s input is in a different fault-containment
region than M. In case B is Byzantine faulty, it may provide an input signal that does
not fulfill any restrictions. Since M is driven by an unrestricted input, it may behave in
an arbitrary way itself, thereby leading to a violation of the fault-containment region. An
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obvious workaround would have been to insert a short-pulse-filter in between B and M.
Unfortunately, however, we have shown that there does not exist a circuit implementation
of such a short-pulse-filter.

6.2 PROBABILISTIC FAULT CONTAINMENT

We have shown that there does not exist a circuit implementation solving the SPF problem.
For a circuit implementation, we can hence only hope that no input signal ever experiences
a forbidden pulse that produces an output signal violating the SPF specification. It could
be argued that the unsolvability result of the SPF problem with circuit implementation
modules is overly pessimistic and suffers from over-abstraction: more accurate predictions
of the behavior of physical components are obtained by modeling their signals’ behavior
with continuous-valued and differentiable status, leading to finite rise and fall times of
transitions. Clearly an arbitrarily short pulse with zero rise and fall times, as allowed by
our purely digital framework cannot be produced by a physical circuit. However, analog
representations of digital circuits face another problem: metastability. Metastability is
the problem?® of a physical module that is bistable, i.e., has two stable internal states, to
remain in an unstable state different from the two stable states for an unbounded time. An
example of such a bistable module is the C-Element. Here metastability occurs if the C-
Element’s input signal changes such that the C-Element reacts with an output transition
from, say, 0 to 1. In case the input changes back before the transition has completed
(note that it has non-zero duration in an analog representation), the C-Element might end
up in a metastable state, where it remains for an unbounded time. The adverse power
of metastability is that (i) the unstable state may switch to any of the stable states at
any time and (ii) it may lead to an output state that lies in between the voltage range
of logical 0 or 1 for an unbounded time, thereby possibly being perceived differently by
different successor modules: one may take the value as a 0 and one as a 1. Several
realistic system models for physical modules [7,53,61, 68| have been utilized to prove the
impossibility of implementing bistable modules that are required to be in a stable state
within bounded time. By analogous means, a natural adaptation of the SPF specification
in terms of continuous signals can be shown not to have a physical implementation [61].
Consider, for example, the physical implementation of a short-pulse-filter with a C-Element
as presented in Section 6.1.6. Figure 6.6 shows SPICE simulation results of a C-Element
based on detailed Bsim3v3 [9] transistor models. A set of input pulses together with their
corresponding output pulses is shown: it can be observed that the shortest pulse (100ps
length) leads to a spike at the output that returns to OV before it reached the final 1.8V
representing a logical 1. If we assume that it did not reach the threshold voltage of any of
its successor modules, these consistently interpret the pulse as a steady logical 0 signal. The
longest pulse (150ps length) already produces a 0-to-1 transition with normal slope. Pulses
with A € Z = [100, 150]ps either produce spikes that possibly reach the successor modules’

3Not in the sense as SPF is a problem.
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threshold voltages or may take arbitrarily long to reach the final steady state (either 1.8V
or O0V). 7 is called interval of forbidden pulse lengths. Note that the metastable state is
with high probability in the logical 1 region of all the successor modules here.* While this
prevents inconsistent recognition at different successor modules, the output signal of the
short-pulse-filter may drop to logical 0 at an arbitrary time after the transition to 1—
thereby possibly leading to a short pulse at the output port.

1.8
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Figure 6.6: Simulation results of a C-Element short-pulse-filter implementation.

How do metastability and short-pulses relate? Despite the quite abstract, since
purely digital, means used to describe circuits in this thesis, it is conjectured by the author
that the presented digital framework reflects the metastability problem (continuous in
value) in terms of arbitrary short pulses (discrete in value). The question is whether the
concept of circuit implementation modules alone already captures all important aspects of
metastability of analogue physical implementations. Unfortunately, this is not the case.
Although a detailed treatment is outside the scope of this thesis and subject to future
work, we will give ideas why this holds and how the formalism of circuit implementation
modules could be extended. We start with a discussion of metastability upsets in physical
implementations using the example of DARTS.

Consider the distributed system of TG-Algs presented in Chapter 5. Clearly, the +/—
counter modules in the TG-Algs comprise bistable modules and are thus susceptible to
metastability. A faulty TG-Alg may thus provide an input signal that propagates through
the +/— counter and leads to a metastable upset of the PCSG module outputs, further
leading to a metastable upset of the Threshold module and finally driving the Req gener-
ation module into an unstable state —a violation of fault-containment.

4Actually the voltage of the metastable state changes with the output load of the C-Element.
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Although this scenario seems unlikely, an investigation of its likelihood is inevitable
for a system intended for high-reliability applications like DARTS. In Fuchs et al. [34] it
has been shown that a faulty TG-Alg that may produce pulses of arbitrary length is very
unlikely to lead to a metastable upset of a correct TG-Alg’s PCSG module’s output: the
remote pipeline, part of the +/— counter, acts like a chain of synchronizers that decrease
the possibility of a metastable upset of a PCSG output with each additional pipeline
stage. Simulation results carried out in Matlab with simplified C-Element models (first
order approximations of forward and backward path in the storage loop, calibrated by
matching with simulations from detailed Bsim3v3 transistor models) have shown that the
intervals A € Z (where a pulse with length A at the remote pipeline’s input leads to a
metastability upset of the remote pipeline’s output) decrease exponentially in length with
the number of the remote pipeline’s stages. This provides us with an effective method
to make the probability of a metastable-upset across fault-containment regions arbitrarily
small: concatenating an appropriate number of equivalent pipeline stages.

Now, consider the related SPF problem in our purely digital modeling framework.
It was shown that module Mgpr from Figure 6.5 solves the SPF problem if the input
environment is forbidden to contain pulses of length A in interval Z = [A, Ay], with
arbitrarily small |Z|. A concatenation of Mgpps forming a module chain, however, does
not further reduce the interval of forbidden pulse lengths but rather enlarges it to Z =
[0, As]. Alternative short-pulse-filter designs seem to behave similarly: in contrast to their
analogue counterparts, concatenation does not result in shrinking |Z|. It turns out that
this is not an ultimate restriction of a purely digital framework. One way to capture the
synchronizing behavior of concatenated circuit modules is to allow their channels to have
more complicated delivery functions: for example, instead of a constant value one could
allow delivery times that depend on the pulse length A. This would allow mapping of short
pulses to even shorter pulses at the output. Finding appropriate delay functions that are
in accordance with analogue models is subject to future work.

6.3 RELATED WORK

Further reading: All the details, including the analytic model and simulation results, on
the synchronizing behavior of the control structure of micropipelines can be found in [34].

Ezisting work: Besides the work by Lamport [53,55], Marino [61] and Branicky [7], who
all studied metastability in system models with continuous signal behavior, Anderson et
al. [2] presented a proof for the impossibility of implementing an arbiter (a bistable mod-
ule) in a purely discrete system model: the model is discrete in the signals’ state, like the
model presented in this thesis, with the major difference, however, that modules perform
only a countable number (rather than continuous many) of discrete steps, like in the clas-
sical system models described in Section 2.1. Furthermore [2] does not allow to constrain
channel delays.
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CHAPTER 7

CONCLUSIONS

AULT-TOLERANCE OF VLSI systems plays an important role, and is even gaining

in relevance, not only for highly-reliable but also for everyday applications, because
of decreasing transistor sizes. Appropriate failure mitigation techniques allow to increase
both the yield and a circuit’s probability to fulfill its specification during mission-time.
To rigorously analyze such techniques, and to answer the question whether some circuit
indeed solves a problem (respectively implements its specification), an investigation in
terms of a formal framework is inevitable. Formalization approaches are typically of one
of the following two kinds: (i) The circuit under investigation is specified in a framework
that allows to assign probabilities to system executions. From these the probability that
a system fulfills its specification can be calculated. (ii) A deterministic fault-hypothesis
is formulated (e.g., up to f Byzantine faults may occur in any execution) and the circuit
is proven to fulfill its specification in each of the executions that adhere to the fault-
hypothesis. The latter can solely be carried out in a non-probabilistic framework. Finally,
the probability that the circuit fulfills its specification at least is equal to the probability
that the fault-hypothesis holds during mission time (the so called coverage). Although (ii)
may lead to conservative bounds, its decoupling into a probabilistic and non-probabilistic
analysis is usually the only feasible way to rigorously analyze real-world applications.

In this thesis, method (ii) was hence chosen and a framework for purely digital VLSI
circuits following those of classic distributed systems was presented. We have seen that de-
spite the convincing commonalities between classic distributed systems and modern VLSI
systems, a number of key differences exist, most notably the absence of discrete computing
steps in circuits, which prevents a trivial take-over of results from one community to the
other. The formalism introduced in this thesis incorporates the peculiarities of chip-level
computations, but in contrast to detailed electrical engineering system models, abstracts
from analogue signals: a port’s status can be 0, 1 or undefined at some time t € 7.
In general a port’s behavior over time can be specified by three different means in our
framework: most fundamentally by signals, by its status and finally by its counting func-
tion. This three-fold representations turned out to be flexible for specifying and analyzing
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non-trivial circuits like the system of TG-Algs presented in Chapter 5.

The introduction of Petri-net-like languages in Chapter 4 allows writing specifications
and correctness proofs of circuit modules at a more convenient level of abstraction. Never-
theless, it can be translated back into a set of relations on signal level at any point during
the analysis if needed. Petri-net-like approaches are well known to be a useful way to
model control structures of clockless circuits. To adequately express fault-tolerant control
structures we restricted ourselves to the analysis of event graphs and, in a second step,
introduced threshold graphs by adding so called threshold transitions, naturally capturing
OR causality. The latter becomes inevitable when describing the behavior of clockless
circuits in the presence of faults. General Join modules were found to be central circuit
components in this context, as they generalize the well known Join modules with “wait-for-
all” semantics to modules with “wait-for-k-out-of-n” semantics with arbitrary 0 < k < n.
Interestingly, General Joins have short representations in terms of threshold graphs. In a
detailed treatment of General Joins, their timing properties have been analyzed and an
implementation in terms of low-level building blocks has been presented and proven cor-
rect. These results not only showed the adequacy of the formal framework for non-trivial
modules, but also allow a hardware designer to systematically incorporate fault-tolerance
at control flow level into clockless circuits.

The importance of General Join modules was underlined in Chapter 5, where it was
shown that a system of General Joins interconnected by channels, called DARTS, provides
us with a solution of the tick generation problem in spite of a fraction of Byzantine faulty
modules. This is of considerable practical importance, as a circuit fulfilling the tick gener-
ation specification can be used to provide synchronized clock signals to a set of replicated
synchronously clocked functional units in a fault-tolerant system-on-chip. In [32], it was
shown that the attainable synchronization of DARTS in realistic scenarios is in the order
of a few clock ticks only.

Throughout the thesis faulty modules and thereby faulty General Joins were allowed
to behave arbitrarily. Although a low-level circuit was shown to correctly implement a
General Join in spite of possibly faulty predecessor modules in Chapter 4, the question
arises whether an implementation in terms of simple Boolean gates and fixed delay channels
(called circuit implementation) exists that implements a General Join even if some input is
driven by a faulty module. Clearly, an affirmative answer is necessary if fault-containment
of modules like the General Join shall be maintained. In order not to distract form the
essence of the problem, the simpler question of whether a module with a single input and
output port can filter out arbitrarily short pulses at the input in a non-trivial way (filtering
all pulses as well as always producing a proper pulse at the output is both not allowed)
was investigated. Unfortunately, it turned out in Chapter 6 that such a short-pulse-filter
module does not have a circuit implementation and thus cannot be built by purely digital
components. The chapter ended with a brief investigation of whether switching from
digital to analogue system models helps to circumvent this impossibility result. However,
this is not the case: in the latter, the problem of metastability is inevitable [61]. Fault-
containment thus can only be ensured if faulty modules are disallowed to produce pulses
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of lengths within an arbitrarily small, but non empty, interval.

7.1 FUTURE WORK

The author’s aim was to provide a representative overview on a formal framework intended
to argue about fault-tolerant on-chip algorithms and to show its usability by deriving non-
trivial propositions. Along the main track, a number of interesting future research questions
have been identified. We will briefly summarize some here:

e In Chapter 4 the General Join module was introduced. Since it is intended to be
used in on-chip algorithms where modules may deadlock, General Joins comprise
queues of unbounded size at their input ports, which allow only limited backpressure
on the predecessor modules. For this reason the acknowledge output ports to the
predecessor modules have been entirely removed when implementing a General Join
J with a G'Jimp module. However, in cases where no permanent but only transient
faults are assumed to occur, General Joins with bounded queue size become inter-
esting. Clearly, their treatment becomes more involved since backpressure can be
passed from successor modules to predecessor modules, resulting in non-negligible
queueing effects.

Related to this topic is a refined analysis of queuing effects inside a GJp,, module:
In this thesis queueing of transitions occurs because of the Diff-Gate only. All prop-
agation delays of transitions through the local and remote pipes are conservatively
mapped to the Tlfc and T;'e:m delay bounds while the queues themselves are modeled
by zero-delay queues of unbounded size. If this leads to unacceptable results, the
queue models could be replaced by bounded size queues, built of separate stages that

explicitly take queueing effects into account.

e The current DARTS solution of the tick generation problem turns transient faults
into permanent faults: since only event messages (in contrast to status messages) are
exchanged between the T'G-Algs, spurious or missing transitions are memorized in
the local and remote pipes at the respective TG-Algs. This is especially problematic
if the probability of link failures is significant. Ideas on how to restore the pipe’s
status were presented in Section 5.3. A formal specification, correctness proof as well
as a prototype implementation are planned future work.

e In Chapter 6 limitations of fault-containment regions in the presence of Byzantine
faulty modules have been discussed. The main theorem of this chapter is an impos-
sibility result of the implementability of short-pulse-filters with purely digital com-
ponents. Many results on the non-existence of circuit implementation modules for
other important problems, like the arbiter problem, follow by reduction. A detailed
investigation of which problems can be reduced to which is a topic of future research.
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Recently there has been made some progress': It has been shown that there exists a
circuit implementations of an eventual short-pulse-filters, i.e., a module that fulfills
properties (no generation), (no muteness) and is allowed to glitch only finitely often.

It was conjectured that the impossibility to build short-pulse-filters with digital cir-
cuits relates to the impossibility to build metastability free circuits with continuous,
analogue components. An in depth treatment of this research topic is of great im-
portance as it would allow to abstract from analogue system models to purely digital
models while still not loosing the essential characteristics.

Unpublished note by Matthias Fiigger and Thomas Nowak
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