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Abstract

The study at hand examines change and development of Air Traffic Management
systems in the context of Complex Systems Theory. A literature review of Systems
Theory, Complexity Science and Engineering Management as well as an account of
Air Traffic Management and the role of safety provide the groundwork for analysis
and highlight the necessary considerations when dealing with complex socio-
technical systems in general and Air Traffic Management Systems in particular.
Building on the concepts discussed in the literature review, the study explores
which internal and external complexity drivers impact system development at an
Organization providing Air Navigation Services and suggests that safety culture
and safety regulation have not yet reached the end of the line in terms of

acknowledging the role of complexity in the change management process.

Key words: Complex Systems, Systems Engineering, Requirements Engineering,

Holism, System Development, Air Traffic Management, Air Navigation Services
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1 Introduction

While working on the literature review for this study, I came across the following
quote, and it struck me as the ideal entry point for explaining my aim with this

work:

“Look at the news as organizations struggle to meet new demands on their
performance, how to be more efficient under resource pressures, or how to
recognize and exploit opportunities created as the technology baseline
advances. Back and forth the comments cycle: Are people the solution or
are people the problem to be solved? Is human performance the key to
achieving goals or is human performance the limit to be overcome? People:
sinners or saints? An old debate to be sure, but a false position that
continues to fail to improve performance or safety as it assumes the wrong
unit of analysis and design. The path to success begins with recognizing the
paradox that, simultaneously, we are both the source of success and of
failure as we create, operate, and modify human systems for human

purposes.” (Woods and Hollnagel 2006: 1)

In my current professional activity in Air Navigation Services, I frequently observe
and experience this organizational struggle. The quest for increased efficiency and
capacity (i.e. the ideal of fewer Air Traffic Controllers handling more flights) while
still maintaining high levels of safety and remaining cost efficient is a tricky task
for organizations. In socio-technical systems such as Air Traffic Management or
Aviation in general is one, these goals often translate into new requirements for
technical systems and implementation of these requirements is becoming
increasingly difficult as the level of system complexity rises. But why exactly is
that? What are these complexity drivers exactly and why do they become so
virulent in system development? What role does safety play in all this? These are

the questions that lead to this work.

1.1 Relevance and contribution

In the context of Complexity Theory applied to Air Navigation Services (ANS) or
Air Traffic Management (ATM) a great deal of the research falls in the category of
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analyzing human-machine-interaction at the air traffic controller working position:

The visible front end of the Air Traffic Management System.

James Reason’s much-acclaimed Swiss Cheese Model reveals, by means of
describing accident trajectories that penetrate weak points of multiple safety layers
— for which the mid-air collision of Uberlingen in 2002 is a tragic, real-life example
— that Air Traffic Management is a multi-layered, inherently complex high risk
system. Consequently, the aforementioned controller working position constitutes
only the tangible tip of the iceberg of Air Traffic Management as a complex system

of systems that unfolds underneath the surface: The back end, so to speak.

Reason notes that the complexity of such systems tends to make them opaque to
operators and impossible for individuals to understand in their entirety (Reason,
1998). This becomes especially relevant in a reality, where digitalization continues
to create even higher degrees of complexity: Previously discrete services (e.g. radio
communication, radar), become increasingly interwoven/interdependent in their

further digital processing.

Whereas Reason’s focus lies on engineering a safety culture around the operation of
such systems throughout their lifecycle, I would like to deal with the role
complexity plays in the process of continued system development, during which

new requirements are introduced, analyzed and may trigger changes to the system.

In order for systems development to avoid steering from opaqueness into utter
darkness, already present complexity factors and applied safety measures need to be
understood. The research aim of this work is to identify relevant complexity factors
in a case study of a European Air Navigation Service Provider, with a focus on Air
Traffic Management system development and change, with the intention of
delivering a comprehensive picture of internal and external complexity influences

on Air Traffic Management system architecture.

From an academic perspective, this study aims at delivering an inside account and
analysis of a complex, high-risk socio-technical system such as Air Traffic

Management is one.
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From a practitioner’s perspective, the solution-oriented application of Complexity
Theory with the aim to solve real world problems is the core contribution of this

work.

1.2 Research objectives

The research objectives of this work are guided by the following considerations and

interests:

* Systems Thinking and Complexity Theory: Review and application
potential to the research topic.

¢ Identification of the factors that continue to drive complexity into the socio-
technical system architecture of a European Air Navigation Service
Provider.

* Understanding in what ways Requirements Engineering acknowledges and
takes into account these factors or not and resolves conflict between them.

* Analysis of the perceived clash between safety culture and digital
innovation.

* Discussion of emergent behavior and uncertainty in Air Traffic

Management System Development.

1.3 Research Questions
RQ1: What are the main internal and external drivers of complexity into Air
Traffic Management System Architecture and what are their (potentially reciprocal)

effects?

RQ2: In what ways has Safety Culture (relevant regulation as well as internal
measures) responded to increased organizational and system complexity and how is

this factored (or not) into the requirements engineering process?
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1.4 Thesis structure

Chapters 2 and 3 contain the theoretical foundations. Chapter 4 and 5 provide an

account of the research process as well as the results, and chapter 6 concludes with

a discussion of the research findings:

Chapter 2

Chapter 3

Chapter 4

Chapter 5

Chapter 6

discusses various relevant concepts and theories on systems thinking,

systems engineering, requirements engineering and complexity.

outlines how Air Traffic Management in Europe developed, what it is
composed of and impacted by and focuses on the relevance of safety

and safety culture in Air Navigation Service Provision.

gives an account of the methodological approach chosen as well as

of the data collection through meeting participation.
reports the results of the study.

discusses the results of the study in the light of the research questions

and concludes with an outlook and suggestions for further research.
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2 Systems and Complexity: Theoretical background and

Literature Review

2.1 Introduction

“A perfectly optimized system is a set of suboptimal subsystems. If teams try to
optimise each subsystem there will be conflict.” (Hood et al. 2008: 2)

This chapter sets out to review and discuss the fundamentals of Systems and
Complexity Theory as well as Systems and Requirements Engineering. The
concepts presented in this chapter set the scene for the subsequent chapter on Air

Traffic Management (ATM) and Safety.

2.2 Fundamental system terminology and attributes

In this section, let us have look at some fundamental system terminology, as

described by Haberfellner et al. (2015: 31ff):

System, elements and relations: Many phenomena in everyday language are
described as “systems”, such as the solar system, the economic system, the
education system. All these examples are united by the connectivity they entail. A
system is defined as a system, because it is made of elements that stand in relations
to one another and form a perceived whole. These relations can be material flow
relations, information flow relations, position relations or cause and effect relations.

Elements themselves can be seen as their own system. (ibid.)

System boundaries and environment: A system boundary is a more or less
arbitrary demarcation between the system and its environment. The systems
discussed here are open systems, meaning they not only exhibit relations between
elements within the system, but also with the system environment. The periphery or
environment of a system is made up of elements or systems outside the boundaries
of the system in focus and are sometimes described as peripheral systems. What
separates a system from peripheral system and justifies boundary setting is the
degree of relations. The predominance of the internal bond is what separates a
system from its environment, and depending on the perspective, this boundary may

be variably set. (ibid.)
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Structure of a system: Elements and relations exhibit a certain order. This
structure of a system follows patterns and principles, such as hierarchical, network,

historical, star or feedback structures. (ibid.)

Subsystems: The term subsystem is useful when zooming into a system element to

capture it as a system in itself. (ibid.)

Hyper- or super-system: An aggregation of multiple systems into one

comprehensive system. (ibid.)

System of systems: This is a term — sometimes also abbreviated to SoS — gets used
in more recent scientific literature. There is no clear differentiation from sub- or
hyper-systems. System of systems describes a system that consists of multiple
individual systems 1) which aren’t exclusively dependent from its super-ordinate
system, but which have a standalone use, accomplishable independently from other

systems and 2) which each can be developed and procured independently. (ibid.)

System hierarchy: When a system is partitioned along levels or steps, a specific
structure — a system hierarchy — is the result and reveals the relativity of the terms

of system, subsystem and element. (ibid.)

Black, grey and white box: The term black box is used when the inner structure of
a phenomenon is — temporarily — unimportant. What matters is solely the function
(or use) as well as the existing or desired inputs and outputs (results). Black box
observation is an important tool for reducing complexity. White box observations
are used when exact relations between output and input are of interest, or when the
detailed observation of — analytically derived — inner relations is desired. A grey
box is a system observation, in which a system is either only roughly structured or

parts of the system are structured in more, others in less detail. (ibid.)

System aspects/types: Each system can be described from multiple viewpoints.
Depending on the point of view or filter that is chosen, certain system properties of
the system, its elements and relations come to the fore. Each description of this kind

serves as one system aspect (of many). (ibid.)
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Individually represented
aspects

System aspect 3

”

Overlapping structures

—— = Material flow  ---—- = Information flow oo = Energy flow SS = Subsystem

Figure 1: Aspects of a system (Haberfellner 2019: 10)

Simple system: A simple system is made up of few elements which are firmly and
permanently connected and exhibit a low intensity of relation. The simple system
serves as a basic model. An increase in number and diversity of components and
relations as well as of more dynamic interdependencies and cross-links between
elements results in three further system types: Strongly cross-linked, complicated

systems, dynamic, complicated systems and complex systems. (ibid.)

Strongly cross-linked, complicated system: Such a system is characterized by its
high number of elements and their diversity. Elements are connected statically. Due
to the size of the system, an explicit description of the system and its behavior is

oftentimes not possible. (ibid.)

Dynamic, complicated system: Such a system exhibits temporal, often non-linear
convertibility of the connection between elements as to their interaction type,

strength and structure, but with a low degree of interdependencies (in number and
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strength). However, due to their dynamic nature, it is difficulty to describe them in

a quantitative manner as well as to predict system behavior. (ibid.)

Complex system: A system that is characterized by a high number of diverse
elements and dynamic connections is complex. Usually, in complex systems ,
system-wide interdependencies are the case. These are the systems, systems

engineering methods focus on. (ibid.)

2.3 System Thinking: Concepts and methods
Crawley et al. define system thinking as the act of thinking about a problem or as

system. System thinking can be used as a means of

understanding the behavior and/or performance of a current system
e assessing consequences of a potential system change
* informing decisions that concern the system

* supporting the system architecture (i.e. the design and synthesis) of a system

(Crawley et al. 2016: 22f)

with a system being defined a set of entities including their (either static or
dynamic) relationships, whose functionality is greater than the sum of the
individual entities. (Crawley et al. 2016: 23) System architecture in turn can be
defined as “an abstract description of the entities of a system and the relationship

between those entities” (Miller in Crawley et al. 2016: 23)

But what exactly makes systems greater than the sum of its parts? This is where the
system effects of synergy and emergence come into play. Both these effects are

essentially based on the non-linearity of system relations.

2.3.1 Synergy

Mallikarjan and Smith (2015) highlight synergy among functions as well as
synergy among components. On component level, positive synergy usually stands
for increased reliability (e.g. multiple rollers on a conveyor belt as a simple
example), whereas negative synergy describes unexpected interactions among
components. On function level, synergy describes the (positive or negative) effect
of the existence of one function on another function. Here, Mallikarjan and Smith

2% 66

give the example of a military ship with the given functions “floating”, “sailing”,
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“shooting” and “resisting”. In a case of positive synergy, the sailing function can be

seen as an aid to the floating function.

2.3.2 Emergence and emerging system properties

Mallikarjan and Smith define emergence as something that “occurs when
properties that are not present at a lower level arise at a higher level. In other
words, the whole at a higher level is fundamentally different that any predictable

consequence of combination of elements or properties at a lower level”. (2015: 10)

Crawley et al. (2016: 24) define emergence as ‘“what appears, materializes, or
surfaces when a system operates”. Emergence can be detected on the function as
well as on the performance level of a system. Function describes what a system
does and when a system is designed, it is designed in a way so the intended,
primary function of a system is able to emerge. At the same time, other unintended
functions (desirable or undesirable) can and will emerge. This is the essential aspect
of systems. On top of the emergence of functions, performance (i.e. “how well a

system operates or executes its function(s)”’) also emerges within systems.

Crawley et al. (2016: 25) highlight the following emerging “ilities” as attributes of
operation within systems, who differ from emerging functions and performance
mostly due do the fact that their value does not become apparent immediately, but

rather over the lifecycle of a system:

e Safety

* Robustness

* Maintainability
* Operability

* Reliability

On top of those “ilities”, emergencies are suggested as a discrete class of severe,

unintended and undesirable emergent behavior.

2.3.3 Holism
Form is the informational or physical embodiment of a system — a shape,
configuration, arrangement or layout — that exists or may exist. Form remains static

over a certain period of time and it is needed to deliver function. Function
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describes the activities of a system, which cause or contribute to performance.

(Crawley et al. 2016: 28f.)

A system can be considered as an entity with a certain form and certain function(s)
and it can, in itself, be decomposed/broken down into further entities, each of which
again are characterized by a certain form and certain function(s). The difficulty of
decomposing a system entity into entities along internal boundaries depends on the
interconnectedness and dependencies between those entities. Decomposition may
be unambiguous with clearly distinct elements, slightly more challenging but still
clear enough with modular entities and most difficult with integral entities, whereas
information systems are usually characterized by a high level of integrality.

(Crawley et al. 2016: 33)

Holistic thinking insists that things are intimately connected and that deliberately
thinking about the whole is a necessity. Crawley et al. name the following holistic

principles (2016: 34):

¢ All things exist and act as wholes and cannot solely be understood through
the explanations of their parts.

e All aspects of a system as well as any potential influences and consequences
of anything that might interact with it need to be taken into account.

* Anything of potential importance to a specific question or problem needs to
be considered (entities and their relationships, the system context etc.).

* Holistic thinking methods include structured and unstructured
brainstorming, frameworks, multiple perspective thinking, context thinking.

* The goal is to identify as many unknown-unknowns as possible and transfer

them into known-unknowns.

Holistic thinking generates a lot of information, of which the system thinker then
needs to separate critical and consequential information from non-critical and non-
consequential information: The principle of focus. Further, abstraction is used to
focus on important details of an entity (and environment) and hiding any details or
complexities that are not necessary to consider. The following abstraction

principles are relevant (Crawley et al. 2016: 35f.):
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* Abstractions of form and function shall allow for the representation of
important information on the surface and conceal less relevant details.

* Abstractions shall allow for the representation of appropriate relationships.

* Abstractions shall consider the appropriate level of decomposition or
aggregation.

* Abstractions shall be minimized to what is needed to effectively represent

the aspects of the system.

As part of system thinking, it is also necessary to clearly define system boundaries
and thereby separate systems from their context. This limitation is needed for two
reasons: Either because we, as humans, are not capable of considering a more
extensive set of entities or because we, out of our human judgment, simply do not

consider it useful. (Crawley et al. 2016: 38)

Haberfellner et al. (2015: 39f.) also understand the illustration of systems and
complex relations as a central principle of system thinking. The appraisal of
problem relevance and expediency of the chosen abstraction are essential to system
thinking. Here, three approaches to arrive at useful conclusions about a specific

system are highlighted:

1. Environment/periphery approach: With this approach, the system in itself
is disregarded at first, it is seen as a black box. Instead, focus lies on the
relations between the system and its environment. Asking about the kind
and extend of external factors provides a good entry point.

2. Input/output approach: The central question in this approach is which
relevant impacts and inputs from the environment/periphery, in connection
with the possible behavior of a system has which effects and outputs
relevant to the environment. This approach supports a rough
characterization of problem fields (and potential solutions) and provides a
good basis for the more detailed structure-oriented approach.

3. Structure-oriented approach: This approach focuses on the elements of a
system and their relations and specifically those mechanisms of action and

processes which are of dynamic nature. This perspective supports the
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analysis of how output is generated from inputs, or how input can be

transformed into a specified output.

These approaches also reflect the order in which system thinking shall be applied.
However, depending on the point of view taken, any approach chosen will result in
a system description that highlights one aspect but neglects the other: A necessity
when handling complexity in an orderly fashion. (Haberfellner 2015: 44)

2.3.4 System dynamics

Languages like English, German, French are linear languages, meaning they
transform everything we chose to express into a point of view (e.g. “x causes y”).
This linearity leads us to focusing on one way relations instead of circular or
reciprocal relations. However, usually the most difficult problems are the ones
resulting from a network of interconnected reciprocal relations. In this sense,
system thinking can be understood as a language that allows for the visualization of
such relations and interdependencies. This is also where the power of graphic

system representations comes into play. (Haberfellner 2015: 49f.)

2.4 Exploring Complexity

Geels (2005: 37) describes complex systems theory as “an interdisciplinary
research perspective, with intellectual roots in mathematics, linguistics, economics
and biology. Complex systems theory is not (yet) so much a theory as a perspective

for theorising and modeling system dynamics.” (Geels 2005: 37)

Complexity is inherent in system architecture. It is driven into systems by asking
systems to provide more function, performance, robustness and flexibility. System
complexity itself therefore isn’t a negative system attribute, it is rather, a logical
consequence of these demands. (Crawley et al. 2015: 49). While a differentiation
between essential complexity (i.e. the level of complexity required to address a
demand) and superfluous complexity (i.e. anything beyond the required level of
complexity) is possible in theory, reality rarely proves as straight forward.
Reymondet (2016: 27) mentions system part redundancy as an inconclusive
example: Depending on the perspective, this redundancy could be seen as either

gratuitous or essential.
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2.4.1 Complexity versus complication
“Complex” and “complicated” are often used interchangeably, which may lead to a
merely “complicated” system being described as a “complex” one. However, these

notions do differ in meaning and it is worth keeping them apart:

Garnsey and McGlade (2006: 4) differentiate as follows: A complicated system is
one that can be understood and explained through disassembly and re-assembly of
its components, meaning a system that can be explained through the description of
its component parts, like a watch. Hence, complication can be understood as a
quantitative escalation of what is theoretically reducible: A weakly complicated
system comprising a simple hierarchical structure and a strongly complicated
system comprising a hierarchical structure with circuits of influences. A complex
system on the other hand is one, whose components interact in a non-linear manner
and are also connected through various feedback loops. A complex system can
therefore not be understood by merely isolating and describing individual

components.

The view of Crawley et al. (2016: 50) is slightly different. While complexity is
understood as a necessity, complicatedness is seen as something that should be
avoided: “Build systems of the necessary level of complexity that are not

complicated!”

2.4.2 Technology as a source of complexity
Woods and Hollnagel (2005: 1f.) describe three main driving forces which lead to
the development of their “Cognitive Systems Engineering” (short: CSE) approach

to deal with complex systems:

1. The increasing complexity of socio-technical systems, due to an
unprecedented growth in the power of applied information technology and
ultimately leading to computers becoming the dominant medium for work
and interaction, while at the same time creating new fields of work.

2. The problems and failures created by clumsy usage of emerging
technologies as often, practitioners did not have sufficient time to adapt to

the growing complexity of their work environment. This development led to
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real world failures of complex systems, which called attention to human
factors and the buzzword “human error”.

3. The realization, that humans could not be viewed as mere information
processing systems and that existing linear models were inept to capture

human-machine interaction in its entirety.

In reference to the Kuhnian concept of paradigm and paradigm shifts (Kuhn 1967)
Woods and Hollnagel (2005) argue, that information processing represents a
paradigm, whose positive innovatory aspects initially attract more attention than its
negative aspects. While the quick application and integration of information
technology into our everyday lives was driven by the initial enthusiasm, it took
decades for the negative aspects of this paradigm to emerge as a stumbling block

for further development.

Woods and Hollnagel (2006: 18) point out the “law of stretched systems”, a
concept originally coined by Lawrence Hirschhorn: “Every system is stretched to
operate at its capacity; as soon as there is some improvement, for example, in the
form of new technology, it will be exploited to achieve a new intensity and tempo of

activity.”

Whenever a new black box technology is introduced, the following consequences

are observed by Woods in his studies:

* New capabilities create new increased demands
* New capabilities create new complexities
o through increased coupling and dependencies across respective
system components
o as aresult of a higher speed of operations
o as aresult of “clumsy” use of new technological possibilities
o as an unintended side effect of design intent
* New complexities result in adaptations of practitioners
o to exploit capabilities due to a pressure to meet operational goals
o to work around complexities

* These adaptations then may lead to
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o the occlusion of complexities from designers and after-the-fact-
reviewers
o Failures occasionally breaking through these adaptations, when they

are incomplete. (Woods 2006: 18f.)

2.4.3 Complexity and Unpredictability

Inevitably, increased system complexity also leads to increased task complexity
(Perrow: 1984). Furthermore, chaos, shall be acknowledged as an intrinsic property
of complex systems, undermining the idea that future system behavior is
scientifically predictable. In fact, a complex, chaotic system provides increased
degrees of freedom, which enable new, unpredictable pathways (Garnsey and
McGlade 2006: 5f.). Unpredictable pathways may and will in turn also include the
occurrence of problems and major malfunctions. Referring to the Challenger and
Columbia space shuttle accidents as well as general issues with delays in every
launch, Seife (1999: 2) describes the space shuttle as a system, whose complexity

renders it nearly unmanageable.

When introducing new technologies, Woods and Hollnagel (2005: 4) point out how
expectation and reality are rarely a match: “Some of the explicit motivations for
putting technology to use are reduced production costs, improved product quality,
greater flexibility of services, and faster production and maintenance. It need
hardly be pointed out that these benefits are far from certain and that a benefit in
one area often is matched by new and unexpected problems in another.
Furthermore, once the technology potential is put to use this generally leads to
increased system complexity. Although this rarely is the intended outcome, it is a

seemingly inescapable side effect of improved efficiency or versatility.”
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Woods and Hollnagel acknowledge, that the “self-reinforcing complexity cycle”
only provides a simplified view which makes the consequences of system
complexity look worse than they actually are, because it does not depict the very
real ability of systems to self-correct. This is done with the intention to point out the

following:

e Systems and issues should rather be considered as coupled than as
independent.

* The context of events and relation is important. Human activities shall never
only be understood as reactions to events, but rather in an embedded
manner.

e System control is integral, as unexpected system behaviour and situations
will occur and need to be detected when they do. (Woods and Hollnagel
2005: 6)

Unexpected system behavior can also be described using the concept of uncertainty.
Here, one needs to distinguish between objective and subjective uncertainty.
Objective — or fundamental — uncertainty means a system does not evolve in a

deterministic way and it is therefore inherently impossible to exactly know its state.
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Subjective uncertainty, also sometimes referred to as hidden determinism, describes
a system or artifact, that itself is deterministic, but whose state can nevertheless not
be exactly known due to external dynamics which impact inputs to the system (this
holds true for systems, in which human factors play a significant role. (Rivas and

Vazquez in Cook and Rivas: 2016: 42)

2.4.4 Consequences of increased complexity

In its strive for higher efficiency, increased system complexity will challenge its
limits of safe performance. While the number of incidents and accidents remains
constant, the consequences will be more severe, as the failure of one system is
likely to have an effect on other systems. This results in new system demands for
design, implementation, management and maintenance. Another issue that comes
with increased integration of information technology systems is the amount of data
these systems produce: “The belief that more data or information automatically
leads to better decisions is probably one of the most unfortunate mistakes of the

information society.” (Woods and Hollnagel, 2005: 7)

Sheard (2010) identifies the following contributors to and effects of complexity:

.
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Figure 3: Contributors to and effects of complexity (Sheard 2010: 936)

2.4.5 Complexity Drivers
While considerable literature exists on the topic of complexity drivers in the area of

logistics (Piya et al. 2017; Kohr et al. 2017; Seradarsan 2013; Meyer 2007) as well
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as overall manufacturing (Shafiee et al 2019; Vogel and Lasch 2016) this does not
hold true for the analysis and differentiation of complexity drivers in overall

Complex Systems Theory.

A driver, according to Business Dictionary' is defined as a condition or Rcausing
subsequent conditions or decisions to occur as a consequence of its own occurrence
as well as an element of a system with a major or critical effect on the associated
elements or the system as a whole. Krizanits (2015) highlights, how complexity
drivers can cause for turbulence and new functional models to occur within a

system.

According to Vogel and Lasch (2016: 2) the identification, analysis and
understanding of complexity drivers poses the first step in the development of a
strategy to handle complexity. As one of the leading research questions of this work
is the examination of complexity drivers in Air Traffic Management, the work done
in the field of logistics and manufacturing can be consulted for potentially wider

applicability, by analogy.

Seradarsan (2013) differentiates between static, dynamic and decision making
complexity drivers in logistics. Further, she categorizes these drivers according to
their origin into internal, supply/demand interface as well as external/environmental
drivers. Shafiee et al. (2019) separate between static and dynamic components of
complexity as well as internal and external factors. Here, the static complexity
factor represents the basic product and management complexity, whereas the
dynamic complexity factor is the amount of change (additional to or less than basic
complexity) for a given product. The study results of Shafiee et al. show a higher
complexity impact of external drivers than internal drivers, but note that while the
impact of external drivers is higher, they cannot be controlled by the respective
organization and therefore their research puts a stronger focus on the management

of internal drivers.

! http://www.businessdictionary.com/definition/driver.html
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Kohr et al. distinguish exclusively between internal and external drivers and
highlight the need for understanding how these drivers impact products and
processes and identify the following external and internal drivers (Kohr et al. 2017:

55):

External complexity drivers Internal complexity drivers
* uncertainty of delivery (quality) * Corporate Culture
* uncertainty of delivery (time) *  Organizational structure
* number of suppliers * number of distribution levels
* dynamic of competition * dynamic of production technology
* volatility of customer demand * value added step
* variety of customer requirements * degree of cross-linking
* number of customers ¢ dynamic of product technology
* political factors e product structure
* legal factors * dynamic of product portfolio
* variety of products

Table 1: External and internal complexity drivers in Manufacturing (as identified by Kohr
etal. 2017: 55)

The differentiation between internal and external drivers, as well as the
consideration of decision making complexity will be of value for the case study for

the case study embedded in this work.

2.5 Systems Engineering
In Systems Engineering (SE), system thinking is applied to the problem field as
well as the solution. “Problem field” describes the system, in which problems are

suspected. (Haberfellner 2015: 132)

According to their SE Handbook, NASA defines Systems Engineering as a
“methodical, multi-disciplinary approach for the design, realization, technical

management, operations and retirement of a system.” (NASA 2007: 3f)

It is the objective of Systems Engineering to ensure a system is designed, built and
operable so it fulfills its purpose safely and with a cost-effective balance of
performance, cost, schedule and risk factors. All elements required for the
production of system-level results need to be considered: hard- and software,
equipment, facilities, personnel, processes and procedures. It is essential for

Systems Engineering to put focus on the human element. System level results
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include the performance of the system, its characteristics, functions, behavior,
qualities and properties: “It is a way of achieving stakeholder functional, physical,
and operational performance requirements in the intended use environment over
the planned life of the system within cost, schedule, and other constraints. It is a
methodology that supports the containment of the life cycle cost of a system. In

other words, systems engineering is a logical way of thinking.” (ibid.)

Systems engineering shall be understood as a holistic, transversal discipline, which
aims at producing a coherent whole that is not dominated by a single discipline’s
perspective. It acknowledges opposing interests and potentially conflicting

constraints and seeks to address them with a balanced system design. (ibid.)

In this conflict, the systems engineer may arrive at what NASA describes as the

“System engineer’s Dilemma’:

*  “To reduce cost at constant risk, performance must be reduced.
* To reduce risk at constant cost, performance must be reduced.
* To reduce cost at constant performance, higher risks must be accepted.

* To reduce risk at constant performance, higher costs must be accepted.

In this context, time in the schedule is often a critical resource, so that schedule

behaves like a kind of cost. “ (NASA 2007: 12)

The following figure shows how system design costs tends to get locked in at the
early stages of design and development and how the cost for fixing problems is
considerably higher at later life cycle stages, which underlines the importance of a

holistic system design:
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Figure 4: Life-Cycle Cost Impacts from Early Phase Decision-Making (NASA 2007: 13)

2.5.1 System Architecture

System architecture is the process of allocating functions to elements of a structure.

While function means, what the system does an what kind of value it produces,

form can be understood as the concrete medium of the function. The system

elements and their structure create form. The following characteristics can be

considered elements of a good system architecture:

¢ allows for competitive products

* fulfills the strategic goals of an organization

* ensures compliance with current and future rules and regulations

* s scalable and adaptable with little effort

* s “elegant”

It is the system architect’s role to translate functions into form as well as to define

interfaces between elements. (Haberfellner et al. 2015: 183ff.)
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2.5.2 Requirements Engineering and Management

Customers or users are usually able to describe their preferences/needs in a
qualitative way, before translating them into a need statement, requirements or
functional requirements. The criteria derived from these requirements are used to
assess the fitness of systems, which often are not designed or integrated by the

customer/user. (Mallikarjan and Smith 2015: 1)

Dick et al. (2017) put it like this: “Before any system can be developed it is
essential to establish the need for the system. If the purpose of a system is not
known, it is unclear what sort of system will be developed, and it is impossible to
determine whether the system, when developed, will satisfy the needs of its users.
Forest Gump summed it up quite nicely when he said: If you don’t know where you

are going, you are unlikely to end up there.”

While requirements engineering is vital element of SE, it has developed into its
own field of research as well: “Requirements engineering (RE) is the branch of
systems engineering concerned with the desired properties and constraints of
software-intensive systems, the goals to be achieved in the software’s environment,

and assumptions about the environment.” (Ebert and Wieringa 2005: 453)

The below figure shows, why time invested into RE is time well spent:
Requirement errors tend to result in a high effort of problem fixing during the

further systems engineering process:
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Figure 5: Share of errors in requirements in total number of errors (Hood et al. 2008: 13)
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The three main goals of the RE process, according to Pohl (1994) are 1) to develop
a complete system specification from a vague idea 2) to change informal system
knowledge into formal representations and 3) to arrive at an agreed specification
from a number of individual and potentially contradicting views. As this process
requires decisions and in a human centered RE approach, this is also where the

connection of RE and decision making comes into play. (Alenljung 2008: 12f.)

While there is no agreed definition on the notion of requirement, the IEEE 610
standard defines a requirement as, according to Machado et al. (Machado 2005:47)
in Alenljung (2008: 13):

1. “A condition or capability needed by a user to solve a problem or achieve
an objective;

2. A condition or capability that must be met or possessed by a system or
system component to satisfy a contract, standard, specification, or other
formally imposed documents;

3. A documented representation of a condition or capability as in (1) or (2).”

Requirements are commonly divided into functional and non-functional
requirements. While functional requirements describe what the system will do, non-
functional requirements describe the quality of the system, driven by

organizational, product or external needs. (Alenljung 2008: 14)

Suthcliffe (2002) separates both functional and non-functional requirements into
goals, attributes and constraints (of for instance physical, legal, cost or
environmental nature. Aurum and Wohlin (2005) see requirements fall into goal,

domain, product or design level. (Alenljung 2008: 14)

However, independent from the classification chosen, requirements must be defined
in a clear and unambiguous manner and to arrive at this quality, several iterations of
requirements elicitation, analysis, negotiation, validation, documentation and

management are usually required, as can be seen in the following figure:
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Figure 6: Requirements Engineering Process (Alenljung 2008: 17)

Requirements Management is a part of the RE process that is highlighted by Hood

et al. (2008: 59) as “all activities that are necessary to bring or keep the value of

the requirements on a high level after the requirements have first been elicited and

documented.” This also includes changes made to requirements as they must be

managed and their impact on the relevant project must be understood.

If

requirements are not managed well, they will end up having little meaning, as their

quality and applicability deteriorates when not kept up to date.

Dick et al. (2017: 36) highlight the necessity for acknowledging requirements at all

of the following levels:

* Needs statement
* Stakeholder Requirements
¢ System component requirements

* Sub-systems component requirements

Consequently, concurrent work on requirements takes place at these different

levels.
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Figure 7: Requirements Management (Alenljung 2008: 29)

As mentioned earlier on, requirements engineering and decision-making are
strongly connected in the management of system changes and according to Aurum
and Wohlin (2003) as well as Evans et al. (1997) the Requirements Engineering
Process can be understood as a decision process, requirements as decisions and

requirements engineers as decision makers. (Alenljung 2008: 36)

The application of the eight factors of decision making as described by Orasanu and
Conolly (1993) to Requirements Engineering leads us to the following view, as

outlined by Alenljung (2008: 37):

1. Tll-structured problems that are taken up by a decision-making process
rarely come out as clear and unambiguous requirements. The current state of
practice reveals that decision problems are usually neither well described
and understood, nor is the impact of these decisions comprehended enough

2. Uncertain, dynamic environments usually produce poor data quality and
induce volatility into the decision-making process, due to fuzzy,
inconsistent or incorrect information. The larger the system gets or the
higher the number of system parts, the more design options there are and the

larger and complex the decision space gets.
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3. Shifting, ill-defined or competing goals or values cause conflicts and
require trade-offs. Shifting goals include usability, security, reliability,
maintainability, efficiency, portability and time-to-market.

4. Action and feedback loops are put in place so that the problem solving and
decision-making may occur in an iterative manner. A loop problem is
spoken of, when e.g. a main constraint is discovered too late in the process.

5. Time stress causes stress on the decision-maker and promotes ad hoc
decision making.

6. High stakes are involved when the cost of the systems is significant or
when the outcome is of significance.

7. Multiple players can actively be involved in the decision process, which
adds complexity due to different expectations, perspectives, interests or
constraints. However, what is often overlooked in the current state of
practice is that by not taking into account all relevant stakeholder
perspectives when making decisions, this can and usually will lead to
problems at later stages of system development.

8. Organizational goals and norms are relevant and decision-making is

bound to organizational context (norms, structures, procedures).

2.6 Selected System Theories and Concepts

The aim of this section is to present and discuss system concepts of value for the

research problem.

2.6.1 Socio-Technical Systems (STS)
The term “sociotechnical system” was coined by Emery and Trist (1960) with the
aim to challenge the technological determinism dominant at that time. This

determinism postulated:

* the autonomy of technology
* the need for humans and human work to follow technical structures
* the expectation for humans to adapt to machines through training, which

makes them replaceable if needed
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In the late 1990s, the term was adopted in software engineering, as projects became
more aware, that their objectives would alter not only the technical but also the

social. (Maté and Silva 2005: viii)

STS is about providing an arsenal of descriptive methods as much as a research
program for the optimization of the interaction between humans and technology.
Central to STS theory is the assumption of equifinality of the socio-technical
system, meaning that system goals can be reached in various ways and with various
means, i.e. through adapted technology, change of behavior of people or new
leadership structures in organizations. In the field of engineering and information
technology, STS is also known under the names of “Re-Engineering” and Socio-
Technical Systems Design (STSD). Social and technical sub-systems are
understood as inherently and complexly connected to one another through
functions, operations and values which leads to reciprocal effects. With technical
changes, social effects need to be considered. (Karafyllis in Liggieri and Miiller:

2019: 300f.)

2.6.2 (Joint) Cognitive Systems (JCS)
The Joint Cognitive Systems (JCS) approach does not define systems by what they
are, but what they do. (Woods and Hollnagel 2005: 22)

JCS has developed as a concept in the realm of Cognitive Systems Engineering
(CSE), which itself can be understood as a specific approach to Systems
Engineering (for a discussion of Systems Engineering, see respective section
above). In Cognitive Systems Engineering, the question is shifted from “how can
limits be overcome” to ‘“how can adaptability and control be supported”?: “To
study and design work, the unit of analysis is the joint cognitive system—not people
and computers as separate components which then interact. Observing JCSs at
work reveals processes of coordination and miscoordination as multiple parties
contribute to handling evolving situations and achieving goals. Automation
surprises are not simply a type of coordination breakdown at the sharp end of
practice. The stories of coordination breakdown reveal a deeper surprise about
automation as developers’ oversimplifications about how JCS work lead them to

miss predictable effects of technology change that create new complexities

27


https://www.tuwien.at/bibliothek
https://www.tuwien.at/bibliothek

Die approbierte gedruckte Originalversion dieser Masterarbeit ist an der TU Wien Bibliothek verfiigbar.

The approved original version of this thesis is available in print at TU Wien Bibliothek.

thelo

[ ]
lio
nowledge

:

i
r

(workload, attention bottlenecks), miss how people adapt to work around
complexities, and miss the actual functions in coordinated activity that require

support.” (Woods and Hollnagel 2006: 142)

While JCS can be understood as closely related to STS, there is a much stronger
focus of how human-machine co-agency evolves and leads to (unforeseen, by
system design) workarounds. This approach will become relevant in chapter 2, as
we discuss safety concepts in Air Traffic Management and specifically the concepts

of “work as done” versus “work as imagined”.
JCS puts focus on systems with the following characteristics:

* non-trivial functioning, meaning that more than a simple action is
required to achieve a result or get a response from the technical system

* the technical system functions unpredictably or ambiguously to a degree

* the technical system is inherently dynamic, meaning that the pace or
evolution of events in not user-driven, meaning that time pressure is a

factor (Woods and Hollnagel 2005: 23)

The aim of JCS is not to distinguish between “the human” and “the machine” but
to treat it as a whole. The cooperation and congruence of the system components
(be it human or technical) is considered more relevant, than their internal processes

and mechanisms. (Woods and Hollnagel 2005: 42f.)

2.6.3 Complex Products and Systems (CoPS)

The units of analysis within the Complex Products and Systems (CoPS) approach
are, literally: products and systems and especially those that are technology- and
capital-intensive and highly customized, such as flight simulation system, chemical
plants, air traffic control systems, submarines etc. They are often designed to serve

a particular purpose, based on user requirements. (Geels 2005: 32ff.)

The high level of customization leads to a close involvement of the user in the
innovation process. The complexity in CoPS stems from the high number of
specialized components involved, the breath and depth of (new) knowledge and

skills involved in the design and production. (ibid.)
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Usually, CoPS are not made by one company, but a network of companies, due to
their high complexity and capital intensity. The typical organizational and
management structure for CoPS is the project. the complex system gets broken up
into discrete sub-systems or modules within a system architecture and are
understood to communicate through standardized interfaces. As long as these
interface standards, data transmission protocols and component specifications are
are met, sub-systems are modifiable and improvable without affecting the workings
of the remaining sub-systems. However, this modular approach has it limits, as
innovation and change tends to not be confined to the module itself, but often
impacts the other sub-systems or even the entire system architecture. This

phenomenon is called “cascade dynamics”. (ibid.)

In this sense, it can be argued that CoPS focuses too strongly on the individual
modules or sub-systems while masking their wider embeddedness. Geels therefore
suggests to pay attention to the interaction between the CoPS and LTS approach as

well as between the CoPS and the STS approach for analytical synergies. (ibid.)

2.6.4 Large Technical Systems (LTS)

Large technical systems (LTS) theory focuses on a technology that consists of
interrelated technologies, often within infrastructure networks with a certain
geographic extent, such as telephone networks, railroad systems and the internet,
while also considering the role of people, companies, text, contracts and legislation.
Hughes (1987) points out the following five phases that LTS traverse 1) invention
2) development 3) innovation 4) growth, competition and consolidation and 5)
momentum. He argues that invention is a continuous process and the task for
development is to create a working configuration in the technical, economic and
political sense. Once components are made to work, the phase of innovation is
reached. In the growth phase, economies of scale become increasingly important,

while, after continued growth, systems acquire momentum. (Geels 2005: 291f.)

It is apparent that LTS has a strong focus on innovation and in general the ramp-up
phases of systems, while it does not really look at system decline/end of life,

thereby leaving out a relevant part of a system life cycle.
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2.6.5 Innovation as a product of systems

In this concept, the system is not considered the actual topic of analysis, but rather,
innovation is. Two relevant approaches are the sectoral system of innovation (SSI)
as well as the technological systems approach. SSI can be defined as “a system
(group) of firms active in developing and making a sector’s products and in
generating and utilizing a sector’s technologies; such a system of firms is related in
two different ways: through processes of interaction and cooperation in artefact-
technology development and through processes of competition and selection in

innovative and market activities.” (Breschi and Malerba 1997: 131)

The technological systems approach looks at systems as networks that consist of
dynamic knowledge and competence and are rather defined in terms of the flow of
said knowledge and competence than flows of goods and services. It is an approach

relevant also for the analysis of the emergence of new systems. (Geels 2005: 35)

2.6.6 Complex Network Theory

As all complex systems have interconnected components, Complex Network
Theory (CNT) plays a central role in complexity science: “/[...] complex systems
invariably involve networks. Generic topological properties are present in different
complex systems, suggesting that some general principles govern the creation,

growth and evolution of such networks.” (Cook and Zanin in Cook and Rivas,

2016:9)

CNT is rooted in graph theory, which defines graphs are mathematical structures
that show relationships between elements. In CNT, these elements are called
“nodes” (or “vertices) and the connections between them “edges” (or “links”).
Entities can be considered as assets in a way that the provide an intrinsic value to
the network, but negative/unwanted examples are possible as well (such as the
propagation of delay through a transport network as a domino effect, caused by a
single flight). Graphs are considered “directed” when the direction of flows from
one node to another is of relevance, and “undirected”, when this is not the case. In
addition, graphs can be weighted (i.e. associated to real life values, such as the
number of flights in a given time window in an airport network, where each

relevant airport represents a node. The value and power of network theory lies in its

30


https://www.tuwien.at/bibliothek
https://www.tuwien.at/bibliothek

Die approbierte gedruckte Originalversion dieser Masterarbeit ist an der TU Wien Bibliothek verfiigbar.

The approved original version of this thesis is available in print at TU Wien Bibliothek.

ability to abstract the underlying system structure independent from the nature of
the system itself. While real life networks are often co-dependent, an edge in one
network could be disruptive to an edge in another network (Cook and Zanin in

Cook and Rivas, 2016: 10fY)

Network  Node Edge Flow Disruption Flow cost
Generic Collection Transport Asset Loss of Energy
capacity
Transport
Air —flight- Airport Flight Aircraft Mechanical Monetary
centric failure
Air —pax-  Airport Flight(s) Passengers Missed Monetary
centric connection
Urban (road) Junction Road Vehicles Bridge Monetary
segment collapse
Rail Station Track Trains Signal Monetary
segment failure
Goods Warehouse Road Goods Traffic Monetary
segment congestion
Services/utilities
Water Plant, reservoir Pipe Water Pipe breakage Energy
Electricity  (Sub) Cables Electrons Cable Energy
Station breakage
Telecoms  Hub, router Wire/fibre ~ Data packets: Cable Energy
electrons/photons  breakage
Biology/ecology
Mammalian Distinct grey =~ White matter Electrical impulses; Breakage Energy
brain matter regions fibre bundles Neurotransmitters  (e.g. disease)
Fungal Branch point, Cord (e.g.  Aqueous nutrients  Breakage Energy
ecology fusion, tip packed with (e.g. grazing)
hyphae)
Animal Habitat patch  Landscape  Species dispersal ~ Road Energy
ecology segment segment

Table 2: Examples of Network Properties across multiple domains (Cook and Zanin in

Cook and Rivas, 2016: 11)

It should be noted that many of these networks share common functional themes,
such as capacity (expressed through varying metrics) or rerouting (e.g. in water

distribution or telecommunication).
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Complex system networks are commonly described on three scales:

* Microscale: Focus lies on the properties of a single node or link.

* Mesoscale: Focus lies on patterns and core-periphery structures. The

Mesoscale provides a level between the separate study of single system

elements and the system as a whole.

e Macroscale: Focus lies on the overall structure of and movement of

information within the system as a whole. (ibid.)

Scale Mammalian brain example

Air transport example

Microscale A single neuron

A single flight

Mesoscale A community of neurons, cooperatively The community of flights of a

processing a single stimulus

single airline

Macroscale  The brain

The air transport network

Table 3: Introducing network scales (based on Cook and Zanin in Cook and Rivas, 2016:

13)

Here’s an illustration of some metrics used in CNT in the context of a

corresponding network scale:

Metric Classification Basis Summary Description

Centrality Microscale Node A generic term for metrics that identify the
most important nodes in a network.

Clustering  Mesoscale Triplets The fraction of pairs of a node’s neighbours

Coefficient of nodes  that are directly connected — thus a count of
the number of triangles in the network, e.g.
in the airport context

Global Macroscale Network  The ease of information flow between pairs

efficiency of nodes.

Table 4: Selected complexity metrics (extracted from Cook and Zanin in Cook and Rivas,

2016: 14)

The power and success of CNT lies in its capacity to describe network

characteristics shared by many real life systems. Network theory is able to show,
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for example, how, due to a biased attachment mechanism in networks, highly
connected nodes gain additional links much more rapidly than smaller nodes, thus
becoming hubs. Or as Cook and Zanin put it in short: “The rich get richer.” (Cook
and Zanin in Cook and Rivas, 2016:16fY)

2.7 Chapter Summary

The concepts described in this chapter show that there is a large number of valid
viewpoints, from which complex systems can be deconstruct and analyzed The
central common thought of systems thinking is interconnectedness of things and the
necessity of a holistic approach, that knows where to draw the line between a
system and its environment, depending on the problem focus. The concepts of
Systems Engineering and Requirements Engineering, as well as the breakdown of
the meaning of complexity and complexity drivers provides particular guidance to

the study.
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3 Air Traffic Management and Safety: Theoretical

background and literature review

3.1 Introduction

With the concept of systems thinking from the previous chapter in mind, the aim of
chapter three is to provide an overview of the development and status quo of
European Air Traffic Management as a system of systems as well as to give an
understanding of the paramount role of safety and safety culture in this system of

systems.

3.2 The Formation and Organization of Air Traffic Management
(ATM) in Europe

In the first years of aviation, air traffic was sparse enough for the pilots alone to
take responsibility for aircraft safety. During that time, the aircraft captains were in
charge of keeping safe distances to other aircraft as well as to obstacles and terrain.
But the ability to guarantee flight safety in this way was gradually lost with
increased air traffic density. This is the reason why air traffic control (ATC) from
started to develop as a service delivered to aircraft from the ground. In its initiation
phase, the biggest progress was made during WWII, when sovereignty of airspace
started to develop as a concept. Governments were pushed into taking action to
ensure and improve safety and efficiency of air traffic and in this environment, the
International Civil Aviation Organization (ICAO) was founded in 1944 with the
signing of the convention of International Civil Aviation and equipped with the
mandate to establish procedures and declare standards for national governments to

comply with. (Baumgartner in Cook, 2016: 1)

In EU member states the situation shifted from European States mostly financing
air navigation services (ANS) themselves with a dedicated department for civil
aviation to the setting up of corporate entities, who finance themselves through
charges levied from airspace users. These corporate entities (most of them publicly
owned, but some partly privatized) are now commonly referred to as Air
Navigation Service Providers (ANSPs). European states are responsible for

providing air traffic services (ATS) as a public service in the sovereign airspace
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above their respective state territory, while states may delegate part of their airspace

to neighboring states for operational reasons. (Baumgartner in Cook, 2016: 10)

In 1960, EUROCONTROL, the European Organization for Safety of Air
Navigation was established and its convention revised and broadened in 1997. The
organization plays a key role in European Air Traffic Management with a wide
range of strategic as well as operational programs, initiatives and bodies.
(Baumgartner in Cook, 2016: 11). As an intergovernmental organization,
EUROCONTROL is based on its own treaty and not part of the EU family (van
Houte in Cook, 2016: 181)

The Single European Sky is an initiative introduced in 1999 by the European
Commission, for the reform and defragmentation of Air Traffic Management and
adopted in 2004 by the European Parliament and Council. The legislation takes the
form of EU regulations. (Van Houte in Cook, 2016: 181)

As part of the Single European Sky regulatory framework, the concept of
Functional Airspace Blocks (FABs) was introduced, with the aim of giving ANSPs
the responsibility to enable optimum use of airspace. The EU vision for FABs is to
gradually adjust from national territory airspace to more functional areas. (Van

Houte in Cook et al. 2016: 193)

3.3 Terminology in the ATM domain

Now, let us have a look at the different terms that were used so far (ANS, ATS,
ATM, ATC) and see in what way they are related. However, while it is necessary to
be aware of these differences in meaning and scope, it should be mentioned that
ATM is often used as the generic term when describing the overall domain, in

which Air Navigation Service Providers act:
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Figure 8: Services in the Framework of Air Traffic Management (EASA, 2018)

Air Traffic Control (ATC): The actual control of airspace on and around
aerodromes as well as en-route, in the sovereign airspace of a country, plus

potentially delegated airspace, as explained prior.

Air Traffic Services (ATS): ATS comprises ATC as well as flight information and

alerting/advisory services

Air Traffic Management (ATM): ATM comprises ATS as well as airspace
management (ASM) — i.e. the civil-military coordination of airspace — and air
traffic flow management (ATFM) — i.e. the coordination of air traffic flows

including potential restrictions.

Communication/Navigation/Surveillance Service (CNS): CNS comprises the
provision of pilot-controller (air-ground) as well as controller to controller/other
coordination partners (ground-ground) communication, the provision of navigation

aids for pilots (e.g. instrument landing systems) as well as the provision of
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surveillance information to the controller (e.g. radar technology for the exact

position detection of an aircraft)

Meteorological Service (MET): MET comprises the provision of meteorological

information to aviation stakeholders (air traffic controllers, airports, airspace users)

Aeronautical Information Service (AIS): AIS ensures the information flow

necessary for a safe, orderly and efficient air traffic flow.

Air Navigation Services (ANS): ANS comprises ATS, CNS, MET and AIS.

3.4 Air Navigation Services as a System of Systems
Kontogiannis et al describe the ATM System as a “complex, highly interactive
engineering system that involves many organizations and a large number of

subsystems and components on board and in the ground.” ( 2018: 4)

He goes on by listing six discrete control elements which represent the main

components of the ATM system:

1. Procedures and regulations: The ATM system operates according to
international and national legislation (ICAO, EU, EASA and state
legislation)

2. ATCOs: Air traffic controllers are trained, licensed and responsible for
providing ATM services.

3. Automation systems: The Controller Working Position which runs special
software for providing the ATCO with information related to the position,
status and separation of aircraft as well as other support systems.

4. Communication systems: Exchange systems for air-ground, ground-
ground, and air-air voice and data communications

5. Navigation systems: Systems that provide real-time positional information
to aircraft in order to support their navigation through airspace.

6. Surveillance systems: Technology that provides real-time positional

information to controllers for tracking aircraft. (Kontogiannis et al. 2018: 7)
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This view however does not acknowledge: The role system operators play (e.g.
engineers responsible for the integration and maintenance of the controller working
position or navigation systems). To reflect this, point 2. “ATCOs” could be
changed to “people”, to include ATCOs, procedure experts, safety staff, engineers

as planners integrators, maintenance staff etc.

Point 3 “automation systems” could be represent a very complex component,
especially as systems become increasingly integrated and interconnected, so let us
have a closer look on which sub-system constitute “automation systems” according

to Kontogiannis et al. (2018: 10f.):

1. Controller Working Position (CWP): This represents the work environment
and tools used by ATCOs to control air traffic. It is made up of voice and
date input devices (such as headsets, telephone, displays, mouse, keyboard)
as well as special purpose software for, among others:

a. communicating with aircraft as well as with other units on ground

b. monitoring the status of CNS systems

c. monitoring meteorological data

d. manage flight progress

2. Decision support systems (DSS): These systems support ATCO decision
making and fall into three main categories:

a. Sequencing managers: These systems provide suggestions for
optimal traffic sequencing for instance for departing and arriving
aircraft to an aerodrome

b. Monitoring aids (MONA): These systems assist in the monitoring of
tracks and adherence to clearances.

c. Air Traffic Flow and Capacity Management (ATFCM): These

systems provide decision support for flow controllers.

Safety nets are put in place to close a control loop in the provision of ATM
services, starting with the issuance of an instruction by an ATCO, the aircraft
follows that instruction and aircraft behaviour is then presented on the air situation
display of the Controller Working Position. When the prescribed horizontal and

vertical separation minima may be infringed in a certain time period, a visual and/or
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aural warning is given to the ATCO, which enables him to detect and acknowledge

the warnings and to intervene accordingly to resolve conflict, which closes the loop.

Aircraft Operations room
Aircraft systems =~ — L -~ Surveillance sensors D22 > Alerting logic
Data Data
Flight deck Controllers working
& position
Gommand Indications
inputs Instructions Instructions ad:lls:trles
clearances clearances A4 b
3 information mmunicati information
Flight crews @ LOTMAION R sysltlxsatmn ———— Controllers
\. / : A /

Figure 9: Safety Nets Loop in the ATM System (Kontogiannis et al. 2018:12)

3.5 VUncertainty in ATM

Rivas and Vazquez have identified the following — very disparate — sources of

uncertainty in the ATM system:

* Data uncertainty: When data is known, but there is a level of uncertainty
in their exact values, this type of certainty appears. An example could be an
aircrafts position given by a global positioning system (GPS) or an aircrafts
performance, based on a simplified aircraft performance model

* Operational uncertainty: Human behavior and decision making introduces
a degree of operational uncertainty into the system, as it is difficult to
predict and can affect, for example, taxi times, departure and arrival times
of an aircraft.

* Equipment uncertainty: A degraded mode or total equipment failure (e.g.
in aircraft or the ATM System) can lead to a system deviating from its
normal mode of operation to degraded operation or failure. A loss of

communication between air traffic controllers and the pilot of an aircraft
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due to communication equipment failure can impact overall traffic
efficiency or may even compromise the safe flow of air traffic.

*  Weather uncertainty: This comprises factors such as uncertain wind
conditions, snowfall or temperature. Meteorological predictions only
provide likelihoods of certain events occurring. The shorter the time
horizon, the more accurate weather predictions become, which means that in
the planning stage for flights, routes are only based on estimations that may

be very far from reality. (Rivas and Vazquez in Cook and Rivas 2016: 43)

In Chapter 2 of this thesis, the three scales of complex systems where already
presented while discussing complex network theory: Microscale, Mesoscale and
Macroscale. With the microscale representing a single flight all uncertainty
concerning that single flight provides a source for uncertainty for the meso- and
macroscale. Within each of the scales, uncertainty leads to two types of problems, a

short term horizon and a medium to long term horizon one:

* Present state estimation: Data uncertainty is the principle uncertainty
source over a short time horizon, during which the main concern is the
ability to maintain safety. Uncertainty can be reduced through information
sharing and filtering techniques.

* Future state prediction: Weather and data uncertainty as well as domino
effects propagate over time, so the aim of planning must be the
minimization of such effects through optimized system performance (Rivas

and Vazquez in Cook and Rivas 2016: 45f)

When studying air traffic under uncertain conditions, flow management presents a
difficult problem, as it needs to take into account weather prediction, environmental
effects, aircraft trajectories, ground holding and en-route decisions and the
propagation of delays into account. The second, more immediate issue is the

detection of conflict or the loss of separation between aircraft. (ibid.)

3.6 Safety in Air Traffic Management

Safety, according to the Oxford English dictionary, is defined as “the condition of

being protected from or unlikely to cause danger, risk, or injury”.
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ICAO defines safety as “the state in which harm to persons or of property damage
is reduced to, and maintained at or below, an acceptable level through a continuing

process of hazard identification and risk management”.

In this context, we speak of organizational accidents, that may cause danger, risk or
injury, not individual accidents. While individual accidents have remained
relatively unchanged in nature, organizational accidents, are, as Reason puts it, a
product of technological innovations which have strongly impacted and changed
the relationships between the human element and technological artifacts in socio-

technical systems.

As organizational accidents occur rarely and are hard to foresee, Reasons notes: “It
has been said that nothing in logic is accidental. But does the reverse hold true? Is
there nothing logical about accidents? Are there no underlying principles of
accident causation?” — and argues that such principles do indeed exist. (Reasons

2016: 2)

The so-called domino model has been used to examine accident causation, with
Heinrich’s original model identifying unsafe acts as the key domino, while Weaver
et al. focused on the interaction between management omissions and unsafe acts,
shifting the main focus of accident prevention onto an organization’s management

system. (Cooper 2002: 31)

Rasmussen visualizes as safety envelope, created by the boundaries of financial
failure (i.e. economic considerations), unacceptable workload (i.e. considerations of

efficiency/productivity) and safety failure (i.e. safety considerations):
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Figure 10: A safety envelope, created by the boundaries of financial failure, high workload
and safety failure (Rasmussen in Kontogiannis 2018: 69)

3.6.1 Safety Culture

According to Cooper, the term safety culture was first used in the 1987 OECD
report on the Chernobyl disaster. In high risk industries (such as aviation is one),
safety is likely to be the dominant characteristic of corporate culture, but even in
such a primary role, it does not only affect, but is in turn affected by organizational

systems and operational processes. (Cooper 2002: 30)

An ideal safety culture according to Reason — hard to achieve in the real world, but
nevertheless a goal — acts as the engine that propels the system towards the goal of
maximum safety, regardless of its leadership’s personality or potential economic
constraints: “The power of this engine relies heavily upon a continuing respect for
the many entities that can penetrate and breach the defenses. In short, its power is

derived from not forgetting to be afraid.” (Reason 2016: 195)

Reason identified the following characteristics as the cornerstones of such a safety

culture:
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Reporting culture: A safety system depends on the people’s (those in direct
contact with the hazards) will to participate in it and report relevant
information. For this, a reporting culture, which invites the reporting of
errors and near-misses needs to be engineered.

Just culture: Reporting culture requires an atmosphere of trust, that
encourages or even rewards people for providing essential safety-related
information. As just culture does not mean an across-the-board non-blaming
culture, a line must be drawn between acceptable and unacceptable behavior
(such as non-compliance or sabotage)

Flexible culture: This characteristic of a safety culture points to the ability
of high-reliability organizations to reconfigure themselves in the face of
danger, switching from the conventional hierarchy to a flatter structure,
where control passes to the experts at work and switching back to normal
operations once the situation has been dealt with. This adaptability strongly
depends on respect for skills, experience and abilities of the people who do
the work.

Learning culture: Both the will and the competence needs to be instilled in
the people to draw correct conclusions from the information the safety
information system provided as well as to implement appropriate reforms
when needed.

Together, these four elements create an informed culture: A safety
information system shall collect, analyze and disseminate information from
incidents and near-misses as well as from regular checks on the vital signs
of the system. This data provides knowledge to those who manage and
operate the system, about the human, technical, organizational and
environmental factors determining the overall system safety. (Reasons

2016: 195f.)

Building on Reason’s work, Hudson (2003) defines four organizational

components of safety culture:

1. Safety Values: Safety is regarded as the license to operate.
2. Safety Beliefs: Safety is regarded as commercially feasible and considers

accidents as “waiting to happen”.
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3. Common Problem-Solving Methods: Pro-active risk assessments, cost-
benefit analyses and search for problems in advance of incidents take
place.

4. Common Working Practices: Safety is understood as integral to the
design and operations and there is a sense of “chronic unease” about

safe operations.

Reason suggests that accidents occur when undetected failures, called latent
pathogens are associated with active failures and failed defenses by operators.
Westrum and Adamski (2009: 77) provide a visualization of these latent failures
and active errors in the context of the human envelope which, according to their
definition comprises learning, decision making, information processing,
involvement, adaptability, coordination, training, requisite imagination and

resource management.

sociotechnical
system

Latent failure

The human envelope

Error
recovery

Error repair

Active and latent failures in the human envelope.
Figure 11: Active and latent failures in the human envelope (Westrum and Adamski in
Wise et al. 2009: 91)

Here, Westrum differentiates between three types of organizational cultures and
explains their typical behaviors: The pathological, the bureaucratic and the

generative. Each type, because of its specific communication pattern breeds
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different latent pathogens in the human envelope. The more effective the
communication, the more latent pathogens can be identified and removed, with the
generative type representing the ideal culture, as it is actively and constantly trying

to improve itself.

Pathological Bureaucratic Generative

iy YO
a

N
= Information is hidden = Information may be ignored = Information is actively sought
= Messengers are shot = Messengers are tolerated = Messengers are trained
= Responsibilities are shirked | = Responsibilities are compartmentalized | = Responsibilities are shared
= Bridging is discouraged = Bridging allowed but not encouraged = Bridging rewarded
= Failure is covered up = Organization is just and merciful = Failure causes inquiry
= New ideas are crushed = New ideas create problems = New ideas are welcomed

Figure 12: How organizational cultures treat information (Westrum and Adamski in Wise
et al. 2009: 91)

However, it is important to point out that according to Schein (1992) no mature
aviation organization is ever uniform, as, over a period of time, any social unit will
also produce subcultures and this lack of harmony has the potential to erode the
integrity of the human envelope. (Westrum and Adamski in Wise et al. 2009: 92f.)
While Schein was specifically referring to air crews as social units, I believe this

observation is also valid within Air Navigation Service Providers.

3.6.2 A new approach to safety in ATM

In their White Paper on “From Safety-I to Safety-1I"” Hollnagel et al. advocate for a
revised safety approach: They describe the traditional “Safety-I” approach as
ensuring that as few things as possible go wrong and suggests a turn-around into a
“Safety-II" approach, the task of which should be to ensure that as many things as
possible go right. (Hollnagel et al. 2013: 21)

Hollnagel et al. argue this is necessary, as the traditional Safety-I view was
developed in a time (1960s-1980s) when systems were simpler and more
independent and performance demands where lower. In this approach, systems are

thought of as decomposable and linear - assumptions, that do not fit today’s reality
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any more: “Crucially, the Safety-I view does not explain why human performance
practically always goes right. The reason that things go right is not people behave
as they are told to, but that people can adjust their work so that ist matches the
conditions. As systems continue to develop, these adjustments become increasingly
important for successful performance. The challenge for safety improvement is
therefore to understand these adjustments, beginning by understanding how

performance usually goes right.” (Hollnagel et a. 2013: 3)

Safety focus: Exceptional performance:
accidents & disasters gratefully accepted

0.1% 0.5% 0.5% 0.1%
1.7% 1.7%

-3 -25 -2 15 -1 05 O 05 1 15 2 25 3

Figure 13: Event probability and safety focus (Hollnagel et al. 2013: 20)

Hollnagel et al. point out how Heinrich’s Domino model was based on linear cause
and effect relations and a root-cause understanding that cannot be applied to
modern-day system complexity any more and explain further, how the principles of
functioning of current ATM systems are actually only partly known anymore and
systems tend to change at an even faster pace than their description or specification

can be completed.

Resilience engineering is explored as a key approach to a new understanding of
safety, that acknowledges these increased demands and system complexity as we
keep spinning in what Hollnagel calls “the self-reinforcing cycle of technological

innovation”:
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Figure 14: Self-reinforcing cycle of technological innovation (Hollnagel et al. 2013: 13)

Work-as-imagined versus work-as-done

Work-as-imagined describes what should happen under nominal working
conditions, whereas work-as-done describes how an concrete work situation
unfolds over time. Work-as-imagined is rooted in Taylorism and used as a method
to break done tasks and activities in order to improve work efficiency. Applied to
safety, this approach meant that in case of an adverse event, system components
could be analyzed to identify those that failed and safety could be improved
through the careful planning of work, combined with clear instructions and regular
training. This approach is built on the belief that procedures and compliance are

met in real life as imagined.

The work-as-done approach on the other hand acknowledges, that the reality of
work differs significantly from how work is imagined to be carried out: “A
practical implication of this is that we can only understand the risks, if we get out
from behind our desk, out of meetings, and into operational environments with
operational people. [...] The way we think of safety must correspond to Work-as-
Done and not rely on Work-as-Imagined.” (Hollnagel et al. 2013: 15)
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The Safety-II approach therefore propagates the application of the work-as-done
concept and instead of asking why or what went wrong (as in Safety-I) it asks why
and what went right and how to ensure this is maintained. Hollnagel et al. argue,
that instead of treating failures as individual events, they need to be understood as
an expression of daily performance variability: “Safety-1I is the system’s ability to
succeed under varying conditions, so that the number of intended and acceptable
outcomes (in other words, everyday activities) is as high as possible.” (Hollnagel et

al. 2013: 17)

Instead of causality, the concept of emergence should be applied to intractable
systems. In the causal thinking of Safety-I, an effect is usually traced back to its
root cause, either until the root cause is reached or until we run out of time or
money, as Hollnagel et al. put it, while in the emergent thinking of Safety-II
acknowledges, that a certain effect could be due to transient phenomena/conditions
which only ever exist at a particular point in time and space and are do not repeat

themselves. (Hollnagel et al. 2013: 19)

So instead of chasing these transient causes, Safety-II sees more value in investing
into the understanding, monitoring and management of performance (i.e. how
working conditions are created or maintained, which compensate for a lack of time,
information or other resources in order to avoid conditions that are known to harm

the work). (ibid.)

Having said that, Safety-II is to be seen as a view complementary to Safety-I, rather
than a conflicting approach. It is, after all, about the mix but while Safety-I is
straight forward in its clarity of a linear root cause thinking, Safety-II is more fuzzy
and harder to visualize. Below is a good visualization of why we should pay

attention to the daily activities we usually ignore because they work anyway:
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Figure 15: Relation between event probability and ease of perception (Hollnagel et al.

2013: 23)

Hollnagel et al. argue that, instead of focusing on severe events that are

unpredictable due to our constantly changing environment, focus should be put on

regular events, as they are not only easier to manage, but also easier to change. Of

course, this must be done while still remaining sensitive to the possibility of failure.

3.7 Chapter Summary

This chapter has provided a brief history of the development of ATM in Europe,

explained relevant terminology, elaborated a system of systems view and discussed

the role of safety as well as the need to further develop present-day safety culture in

in the light of rising system complexity with a stronger focus on work-as-done,

instead of solely looking at work-as-imagined.
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4 Research Process

4.1 Introduction
In this chapter, the research process is broken down and reflected upon and the

methodology chosen is described.
The research was carried out as a three-step-process:

1. Execution of a literature analysis which provides the theoretical framework
for the case study.

2. Realization of a case study to generate a data corpus aimed at answering the
leading research questions.

3. Formulation of a synthesis based on the empirical results and the theoretical

work.

The purpose of the literature analysis was to identify key concepts related to
systems theory and complexity as well as to portray the key properties of the Air
Traffic Management as a complex system and the central role of safety culture with
said system. Chapters 2 and 3 of this work constitute the outcome of this work and

provide a framework for the case study.

The case study was conducted in the Austrian Air Navigation Service provider.
Data was collected in through the participation in various meetings, from meeting
notes, working papers, decision papers, project planning documentation as well as a
few brief open-ended interview sessions over the course of six months (09.2019 to

02.2020) and analyzed in a qualitative fashion.

The synthesis presents and combines empirical outcomes from the case study with

the theoretical grounding established in the literature analysis.

4.2 Methodology

This work choses an adaptation of Grounded Theory for the process of data
collection, analysis and interpretation. Grounded theory is a method rooted in data
directly and defines itself an abductive mechanism, meaning it is used for deriving
hypotheses. Whereas inductive methods draw conclusions from the usual to the

general, abductive methods aim at forming a hypothesis about a case, through the
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analysis of a case. Developed by Glaser and Strauss in the 1960s, Grounded Theory
is built and (temporarily) confirmed through the systematic collection and analysis
of data, that relate to the phenomenon under examination, meaning that data
collection, analysis and theory stand in a reciprocal relation to one another. It is
therefore, according to Strauss and Corbin (1998) not an initial theory, waiting to
be confirmed, but instead a problem field, whose pertinent issues will be revealed
through the research process. Grounded theory is, essentially, not a theory, but a
method for theory development, anchored in the interactionist paradigm of Mead

and Blumer (Weszelits 2010).

The following assumptions of grounded theory developed on the basis of an

interactionist perspective:

* If you want to understand what is going on, you need to enter the field

* Theories anchored in reality contribute to the development of professional
disciplines

* The nature of experience and acting develops and changes constantly

* Humans play an active role in the shaping of the world, they live in

* The process-like and complex nature of life needs to be highlighted

* There is a connection between condition, meaning and acting. (Strauss and

Corbin 1996: 9)

Theoretical sampling is a central principle of grounded theory: In the process of
data collection, which aims at generating explanatory hypotheses, the researcher
collects, codes and analyses in iteratively, deciding step by step which data to
collect next. The selection needs to correspond to the theoretical relevance for the
research topic. It is therefore not a statistically representative sampling (which can
only be achieved through random selection), but a sampling, which facilitates the
criteria of minimal and maximal contrast of data within the established data corpus.
According to Strauss and Corbin (1996: 150) as well as Keller (2007: 109),
theoretical sampling guarantees the tracing of variation, process and density and it
is important to not chronologically separate the process of data collection, coding

and analysis in in subject-anchored research. (Strauss and Corbin 1996: 148-165)
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Apart from the concept of theoretical sampling as explained above, the coding
process as a methodological approach is at the heart of grounded theory. This study
follows Keller’s suggestion of a “loose” orientation on the coding process: The first
step is an open coding, at which the compiled data are broken down, examined and
categorised. (Strauss and Corbin 1996: 43f.) The text fragments get broken down
into individual fragments, which receive codes to describe their characteristics.
Codes are never final and may therefore change during the process. Once all
fragments relevant to the research questions have been coded, fragments are
grouped into superordinate codes, whose frequency will sheds light on their

relevance in the overall research area.

4.3 Data Compilation

Data was compiled from the following sources:

1. Meetings: This source provided the biggest share of data in the overall
compilation. The following meetings were considered:
a. Strategic ANS planning meeting (3 sessions)
b. ANS Requirements Consolidation Meeting (6 sessions)
c. Change Advisory Board Meeting (6 sessions)
d. System Architecture Board Meeting (10 sessions)

2. Various internal documents: Working papers, decision papers, project
planning documentation, safety documentation.

3. Open ended “flash’-interviews with requirement engineers, integrators and
managers of the company who are involved in the management, planning
and integration of system changes (seven flash interviews in total):

a. These interviews were of very short nature and usually done on the
sidelines of the above meetings.
b. The purpose of these flash interviews was to elaborate further on

topics discussed in the meetings as well as to collect sentiment.

Access to these meetings and documents was granted through my role of System
Architecture Manager in the Engineering Department of the Austrian Air

Navigation Service Provider.
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4.4 Benefits and limitations of the research approach

The benefits of the research approach can be summarized as follows:

Access: Access to a large pool of data that would otherwise not be
accessible for research as well as to a relevant network of experts and
managers

True-to-life: Experience and expert knowledge allows for the formulation of
targeted research questions, which address an actual real life problem in the

field.

The limitations of the research approach can be summarized as follows:

Confidentiality: Apart from the quotes included in the results chapter, the
documentation used is confidential due to the internal nature and can
therefore not be published as an annex to this work.

Focus/reduction: Findings that are valid for one Air Navigation Service
Provider might only have limited validity for other Air Navigation Service
Providers. A clear identification of surrounding conditions (environmental
analysis) is therefore crucial.

Some untapped consolidation potential: The research conducted is of clear
explorative nature, leaving some consolidation potential unaddressed as a

result of the general set-up chosen.

4.5 Chapter Summary

The nature of the research questions rendered a qualitative research approach

suitable, building on a set of data composed of meeting notes, working papers,

decision papers, project planning documentation as well as short open-ended

interviews. The collected data yields the coding results as presented in the

succeeding chapter.
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5 Results

5.1 Introduction
Before proceeding with the presentation of the coding results, the first part of the
chapter will deliver relevant background information about the organization, at

which the study was conducted.

5.2 Background and context

The Austrian Air Navigation Service Provider is a government limited liability
company with a little over 1000 employees, whose key task is to maintain a safe,
punctual and efficient air traffic flow in Austrian (as well as delegated) airspace,

24/7 throughout the year.

The company received its Single European Sky certification in 2006 and is entitled
to provide air traffic services throughout the European Union. The organization
operates one Area Control Center in Vienna as well as six Towers in Vienna
Schwechat, Salzburg, Innsbruck, Linz, Graz and Klagenfurt (from where Tower
and Approach Control Services are provided). The engineering department of the
organization operates all infrastructure required for operations (Surveillance,
Communication, Navigation Systems, Meteorological Systems and the overall Air

Traffic Management System of Systems).

For systems development all Air Navigation Service departments of the company
(i.e. the Air Traffic Management department, the Engineering department as well as
the Meteorological department) collaborate in a number of expert groups and

management boards under the inclusion of safety peers.

5.3 Coding results

As explained in chapter 4 the data compilation was analyzed and categorized into
codes. The most relevant (i.e. most frequently allocated codes) are described in

detail in this section.
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5.3.1 The unknown unknowns

’

“We must work on the reduction of the unknown unknowns.’

This statement, or variations thereof, come up frequently when discussing system
changes. The underlying assumption is, that unknown unknowns always exist in a
system in a latent fashion, that may never cause a problem if the system remains
unchanged. However, when a parameter in a system is changed or a new function is
introduced, the unknown unknowns may cause an undesired effect. This issue was
already touched upon in the discussion of Safety-II as a concept that acknowledges,
that systems have long outgrown their specifications, because documentation
simply cannot keep up. At the end, the fear of the unknown unknowns becomes a
question of liability: If a change causes an unknown unknown to generate a
negative effect, who will be liable and will the reason, the change was made after

all, justify a potentially adverse outcome?

This is also connected to a concept described as the “grandfather principle”: Old
rules continue to apply to some existing situation, while new rules only apply to
future cases. “But once you start digging, you will certainly find deficiencies in

existing situations”’.

5.3.2 Dynamics of the environment

)

“Environment dynamics are a heavyweight factor in the planning of changes.’

There are a number of environmental factors, that dynamically change and thereby
impact the planning and implementation of changes into the ATM system and that

may create domino effects. To give some examples:

* The replacement of an old secondary surveillance radar infrastructure with a
modern mode-s radar, depends, among others, on the receipt of a building
permit. This lengthy bureaucratic approval process could significantly delay
the schedule to a point where other interrelated projects are impacted or to a
point where the old radar can no longer be operated for end of life reasons.
While safety is always ensured through a multilayer surveillance system as
well as through procedures that cover various failure modes, these delays tie

resources of the project manager and others.
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* A regulatory requirement might pop up with not enough lead time to
implement it. An example for this is the recently imposed “requested flight
level adherence”, which asks ANSPs to only clear aircraft to the flight
levels they filed in their flight plan per segment. This is a sensible
requirement in principle, as it ensures that flow management measures are
actually able to take effect. However, there is a catch: Most ATM systems
in Europe are not able to show the last filed flight level to the ATCO in a
specific segment between waypoints, once a direct has been given that

overrides the initial route. Which leads us to the next topic:

5.3.3 “Quick and dirty” solutions that become permanent

The pressure to act often provokes the necessity of finding a quick solution to a
specific problem (such as the one described above). Due to the inertia of the stable
architectures that carry the overall system, quick solutions are usually found “off
the beaten track”. While the initial aim is usually to replace those quick solutions
with proper solutions when possible, organizations tend to end up keeping a
growing number of skeletons in the closet (cue: work-as-done), that the overall

system needs to support.

5.3.4 Emergence

’

“I can’t tell you what I want, before I have seen all possibilities there are.’

This is an expression commonly raised by Air Traffic Controllers as system users
during the requirements definition for a certain change. Emergence and emerging
functions of systems were already discussed in detail in the context of systems
theory and safety culture. Emerging applications of system functions have a long
history. It is often, that new possibilities of application are discovered, once a new
system or technology is put into operation for an entirely different reason. One
striking example is Mode-S technology. Originally, the idea behind Mode-S
secondary radar technology (s stands for selective) was to reduce “all call”
surveillance radar interrogation rates through selective interrogations of single
aircraft. However, the downlinked parameters provided by aircraft through Mode-S
technology provided not only useful for position identification of aircraft, but also

for meteorological data (since aircraft also downlink their sensor measurements for
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wind etc. through Mode-S). Now, a lot of meteorological systems use Mode-S data
as a foundation for weather services. While this is an excellent example of

emergence, it is also a great input for the next topic:

5.3.5 System limits

An issue, when implementing changes and additional functions in the ATM system
are system limits or bottlenecks. The above mentioned Mode-S usage for
meteorological services for example contributes to the transponder interrogation
overload currently experienced in Europe. Since interrogations in some areas in
European areas now by far exceed the transponder limits as specified by ICAO, a
sudden loss of surveillance coverage has become a real risk. European Air
Navigation Service Providers are therefore now starting to work on potential
solutions together. Until a solution is found, any emerging application of for
example Mode-S data (that does not serve the main function of position
identification) have to be cut back. Another example are ATM system processing
limits: While a wider surveillance horizon is desired by ATCOs for planning
reasons (for early identification of future traffic) the system has upper processing

limits, that might not allow for the full desired planning horizon.

5.3.6 Vendor lock-in and partnership issues

ANSPs depend hugely on their relations with industry partners. First of all, it is a
specialized market with limited competition, leading to a few big players
controlling the market. This is due to the fact that the development and sustainment
of ATM systems is a voluminous and capital-intensive endeavor, that does not
really allow for a “start-up culture”. Whenever partnerships are contracted, their
time horizon is usually measured in decades. The same is valid for partnerships
between ANSPs. While there are many upsides to stable relations, there are also
undesired effects, which usually surface when contrarian interests meet. When an
individual interest of one organization in a partnership is not met by others, this can
cause an organization to feel locked-in and immobile and it can make certain

changes impossible or delay them.
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5.3.7 Maturity

In ATM, maturity of solutions is an issue, leading to situations, were certain
solutions are required through regulation, that will not have reached maturity by the
time they are mandated. This is an issue known to regulatory bodies and has
recently lead to the shifting of implementation deadlines, such as for the
implementation of time based separation (as opposed to distance based separation)

on major European aerodromes.

5.3.8 The thin line between safety and capacity

The relevance of safety considerations in ATM has been outlined in chapter 3.
While there is agreement on the fact, that ensuring safe operations is the paramount
priority in ATM, it is often discussed, whether or not a certain change is safety-
relevant or not. There is even a common expression, referring to someone applying
the “safety cub” in order to enforce certain interests. While it is certainly not
appropriate to trivialize safety requirements, an organization needs to exercise care
in not using safety as an argument, where it isn’t one. For example: The non-
availability of a certain function could lead to reduced capacity, while still

maintaining required safety levels.

5.3.9 Airborne equipage

Some changes in the ATM system depend on airborne equipage, such as — for
example — ADS-B transponder equipment. Without a sufficient number of aircraft
equipped, an implementation on ground is of little use, sometimes leading to
chicken or the egg causality dilemma, with neither party willing to be the first

mover for financial reasons. Which brings us to the next topic:

5.3.10 Cost-benefit-analysis issues

With certain requirements, it is hard or even impossible to assess, whether the
benefit of a change will outweigh its cost. Stranded cost is another issue that
ANSPs have to sensibly deal with in their economic responsibility towards airspace

users, whose charges are impacted by ANSPs investments.

5.3.11 Dynamic needs and fuzzy requirements
In the process of pinning down and accurately describing requirements for a system

change or new system, the issue of dynamic needs and unclear requirements arises.
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When not dealt with, this can lead to stranded cost, when an unclear case for action
is taken to far. At the same time, it needs to be understood, that requirements are
hardly ever born “perfect”, they need to be developed and there needs to be room

for development. This is an issue, which strongly interacts with the next topic:

5.3.12 Perpetuation of operations beats improvement

This conflict is a slippery slope, kicked off by resource bottlenecks. In certain
situations, where the effort to implement requirements exceeds the resources
available for the cause, prioritization becomes a necessity. With the CBA issues
explained above, this becomes an unpopular task. If no decision is made, the rule is
“perpetuation of operations has priority”. In order to not arrive at a deadlock at

some point, this conflict needs to be solved.

5.3.13 Safety in the context of system changes

In accordance with EU Regulation 2017/373, the organization defines its Safety
Management System (SMS) as “a systematic approach to managing safety,
including the necessary organizational structures, accountabilities, policies, and

procedures.”

The organization’s SMS foresees the conduction of a safety support assessment for
each relevant change. While it is the responsibility of the change owner, trained
Safety Assessment Peers are provided as support. The change owner is defined as
person responsible for the implementation of the change. There is no indication,
that this change owner may shift as the change process advances (e.g. from the
initial requestor to the requirements engineer to the project manager to the
integrator). The safety process supports the system lifecycle transversally, with a
hazard analysis, the provision of safety criteria, safety requirements, safety support

requirements as well as a documented safety case.

The SMS acknowledges, that the organization’s management system or its sub
systems may have an (latent) impact on the functional systems. This includes
changes in organization, personnel, strategic decisions and mechanisms for the
provision of resources, modification of company culture, goals, management
methods etc. However, there is no specific focus or detail on the requirements

engineering process or the concept phase of a change.
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5.4 Chapter Summary

The findings extracted from the collected data show how the management of
change and system development is susceptive to a number of system-internal as
well as external influencing factors, as well as how decision making challenges
appear as a central aspect of system development. The succeeding chapter will

confront the findings with the research questions formulated in chapter 1.
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6 Discussion of Findings and Outlook

6.1 Introduction
The closing chapter of this thesis is dedicated to the discussion of the study findings
in the light of the research questions, as well as to delivering suggestions for further

research.

6.2 Research Findings
The findings presented in chapter 5 have yet to be confronted with the research
questions RQ1 and RQ2, which were presented in chapter 1 as guidance for the

literature review and the study:

RQ1: What are the main internal and external drivers of complexity into Air
Traffic Management System Architecture and what are their (potentially reciprocal)

effects?

RQ2: In what ways has Safety Culture (relevant Regulation as well as internal
measures) responded to increased organizational and system complexity and how is

this factored (or not) into the requirements engineering process?
RQ1 can be answered as follows:

There are various internal and external drivers of complexity into ATM System

Architecture that have strong reciprocal effects:

* Dynamics of the system environment, including regulations that act as
moving targets

¢ Overall system limits which need to be considered

* Pressure to act quickly, which leads to solutions that do not conform with
overall system architecture principles

* The fuzziness of requirements as well as the unpredictability of exact
outcomes

* The fuzzy line between safety and capacity considerations

* Dependency on airborne equipage, on industrial readiness as well as on the

actions of other ANSPs
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ATM system development navigates in a very volatile space. While some of these

complexity drivers are external and cannot be controlled, there are some internal

factors worth tackling from a perspective of improving organizational efficiency.

Also, the results indicate a strong need of strengthening decision making power as

well as providing decision making support tools in the requirements engineering

phase of the change, as it is there, where the kind of errors occur which require the

highest effort to correct in later stages. The considerations of the Safety-II approach

that focuses on work-as-done could also be of value to the change management

process.

The table below presents a mapping of the most relevant findings to RQ1:

Driver I/E Summary Description Evi- Implications
dence
1. Emergence | Internal In multifunctional, 5.2.4 Requirements engineering
complex systems a change and ATM system
or additional function will architecture need to be more
often lead to usages aware of these emergent
outside the initial core effects and factor them in to
requirement. a defined extent.
Reciprocity with: 4.
(emergent uses may lead to
additional bottlenecks); 5.
(emergent uses may lead to
additional requirements)
2. Dynamic External | There are a number of 5.2.2 Risk management needs to
Environment environmental factors, that | 5.2.7 take place increasingly not
dynamically change and 5.2.9 just on a project

thereby impact the
planning and
implementation of changes
into the ATM system and
may create domino effects.

management level, but also
on a programme
management level.

Reciprocity with: 3.
(environmental dynamics
and deceleration through
partnership complexity may
create a field of conflict); 4.
(dynamic external
requirements may put
additional stress on existing
bottlenecks)
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3. External | ANSPs depend on long- 5.2.6 Complexity issues need to
Partnership term relations with 529 be recognized and dealt with
Dependencies industry partners as well as | 5.2.12 on partnership level.
with other ANSPs. These
partnerships drive Reciprocity with: 2 (see
complexity into the above); 4 (the resolution of
system, as partnerships system bottlenecks depends
need to consider and on the capabilities of the
reflect the interests and partners to do so)
requirements of all
involved parties.
4. Internal Technical system 523 An early warning system for
Bottlenecks bottlenecks as well as 525 bottleneck detection needs to
resource bottlenecks 5.2.12 | be factored into the change
increase system planning and decision
complexity, e.g. through process.
the implementation of
workarounds. Reciprocity with: 1. (q.v.), 2
(q-v.); 3 (q.v.); 5. (volatile
requirements could worsen
existing bottlenecks)
5. Volatility/ | Internal The number, variety and 5.2.10 | A stable decision support
variety/ volatility of requirements 5.2.11 framework for requirement
number of boost complexity. With prioritization needs to be put
requirements certain requirements, it is in place.
hard or even impossible to
assess, whether the benefit Reciprocity with: 1. (q.v.); 4.
of a change will outweigh (q.v.); 6. (volatile
its cost. In some cases, it is requirements could create
hard to assess whether a preventable unknown
certain requirement is a unknowns)
safety or a capacity
requirement.
6. Internal Unknown unknowns 5.2.1 A human factors perspective
Uncertainty/ always exist in a system in on manageable levels of
Unpredict- a latent fashion, that may technical complexity needs
ability never cause a problem if to be established.

the system remains
unchanged. However,
when a parameter in a
system is changed or a new
function is introduced, the
unknown unknowns may
cause an undesired effect.

Reciprocity with: 4. (q.v.)

Table 5: Summary of Findings for RQ1: Main internal and external drivers of complexity

into Air Traffic Management System Architecture and (Reciprocal) Effects
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RQ 2 can be answered as follows: While the organization manifests a strong Safety

Culture that delivers an above average safety level, there has been no specific

response towards increased system or organizational complexity beside the

incorporation of EU IR 2017/373 considerations concerning the change process.

The safety guidelines for change management start at the concept level and not

already at the inception of a need, meaning that the initial requirements engineering

process receives no targeted safety guidance. Overall, the safety approach can be

described as still mostly following the linear Safety-I concept, meaning that there is

potential to examine potential benefits of the Safety-II concept as an extension.

The table below presents a mapping of the findings to RQ2:

Safety Response to increased system | Evi- Implications
Culture complexity dence
Aspects
Regulation | EU Regulation 2017/373 puts 5.2.13 ATM Regulation could benefit
(external) stronger focus on system from increased appreciation of the
changes, requiring an update of complexity drivers which
the change management process impact/limit the room for
for the regulator to be informed manoeuver of ANSPs.
on any changes of the functional
system. However, this does not
automatically ensure specific
safety focus in the requirements
management phase of a change.
Organi- Internal procedures have been | 5.2.1 The organization could benefit from
zation updated to reflect regulatory | 5.2.5 an increased focus of safety culture
(internal) requirements, they do however | 5.2.8 on the initial phases of the change
provide a transversal function | 5.2.13 management process, supporting a

with no specific focus on the
requirements management and
system architecture definition

phase.

clear differentiation of safety
requirements versus capacity
requirements. Safety-II
considerations could be factored in,
to reflect the non-linearity of

current systems behavior.

Table 6: Summary of findings for RQ2: Safety Culture in the face of increased system

complexity
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6.3 Outlook

The purpose of this study was to generate a better understanding of how complexity
impacts system development in Air Traffic Management. The exploration of system
development in the light of system complexity revealed a number of research paths
worthy of further exploration: Further research could widen the initial argument
with a study that looks at and analyzing similarities and differences between
various Air Navigation Service Provides in Europe. Also, a closer look could be
taken at the role automation plays and will continue to play as ATM systems
mature and how safety culture might need to further adapt to these developments.
As the results of the study show a strong connection between Requirements
Engineering and decision making processes, a deepened exploration of this relation

seems highly relevant for further research as well as application.
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Air Traffic Management Abbreviations:

AIS: Aeronautical Information Service

ANS: Air Navigation Services

ANSP: Air Navigation Service Provider

ATC: Air Traffic Control

ATM: Air Traffic Management

CNS: Communication Navigation Surveillance:
EASA: European Union Aviation Safety Agency
ICAO: International Civil Aviation Organization
MET: Meteorology

SES: Single European Sky

SMS: Safety Management System

System & Complexity Theory Abbreviations:
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CoPs: Complex Products and Systems
CSE: Cognitive Systems Engineering
JCS: Joint Cognitive Systems

LTS: Large Technical Systems

RE: Requirements Engineering

SE: Systems Engineering

STS: Socio-technical Systems
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