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Kurzfassung

In den letzten Jahrzehnten haben es technologische Verbesserungen ermöglicht, die
Komplexität in mobilen Applikationen zu erhöhen und sie einer großen Anzahl von
Benutzern zur Verfügung zu stellen. Daher ist das Konzept des Task-Offloading zu
einer attraktiven Lösung für Mobilgeräte geworden, um den Problemen der begrenzten
Rechenkapazität und Akkulaufzeit entgegenzuwirken, da Aufgaben zur Ausführung an eine
Remote-Infrastruktur gesendet werden. Zusätzlich hat das Konzept des Edge Computing
in den letzten Jahren an Bedeutung gewonnen, um End-to-End-Kommunikation in
Echtzeit zu erreichen. Dies wird ermöglicht, da sich die Edge Server in geringer Entfernung
zu den mobilen Endgeräten befinden.

In dieser Arbeit beschäftigen wir uns mit der Herausforderung, verschiedene Aufgaben
einer mobilen Anwendung mit unterschiedlicher Wichtigkeit zu behandeln, um die Latenz
von sensiblen Aufgaben zu verringern. Aus diesem Grund haben wir einen Priority Based
Mobile Edge Cloud Offloading (PBMECO) Algorithmus entwickelt, der in einer Edge
Cloud Computing Umgebung ausgeführt wird. Dabei werden Aufgaben der mobilen An-
wendung entweder an Edge-Knoten oder die öffentliche Cloud gesendet. Unser Ansatz trifft
Offloading-Entscheidungen basierend auf den vordefinierten Prioritäten HIGH, MEDIUM
und LOW sowie den Ressourcenanforderungen der Aufgabe. Diese drei Prioritäten können
sowohl der Kommunikations- als auch der Berechnungslatenz zugewiesen werden, um eine
granulare Differenzierung für das Finden einer passenden Zielinstanz zu ermöglichen. Die
Kommunikationslatenz spezifiziert hierbei die Netzwerkübertragung, währenddessen die
Berechnungslatenz verwendet wird, um die Priorität für die Ausführungszeit festzulegen.

Zusätzlich haben wir noch ein Simlationsframework entwickelt, das auch zur Bewertung
unserer PBMECO-Implementierung verwendet wird. Das Simlationsframework basiert
auf einer Monte Carlo Simulation und wir haben die Simulation mit drei unterschiedlichen
realen Anwendungen durchgeführt, um Einblicke in die Performance unseres Algorithmus
im Vergleich zur zufälligen Auswahl von Zielknoten unter Vernachlässigung von Prioritäten
zu erhalten. Die Simulationsergebnisse haben gezeigt, dass die Performance unserer Lösung
bei steigender Anzahl von Aufgaben mit hoher Priorität konstant bleibt. Darüber hinaus
haben die numerischen Ergebnisse gezeigt, dass die Kommunikationslatenz von Aufgaben
mit hoher Priorität um bis zu 65% reduziert werden kann, und dass unser Offloading-
Ansatz eine Latenzreduktion von bis zu 30% für Aufgaben mit hoher Berechnungslatenz
erreichen kann.
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Abstract

In the last decades, technological improvements have made it possible to increase the
complexity in mobile applications and to offer them to a large number of users. Therefore,
the concept of task offloading has become an attractive solution for mobile applications to
overcome the problems of limited processing capabilities and limited battery life because
tasks are sent for execution to a remote infrastructure. Additionally, the concept of Edge
Computing has gained considerable attention in recent years to achieve near real-time
end-to-end communication, which is possible due to the close proximity of edge servers
to mobile devices.

In this work, we are tackling the challenge that different tasks of a mobile application
need to be treated with different importance to reduce the latency of latency sensitive
tasks. Therefore, we have implemented a Priority Based Mobile Edge Cloud Offloading
(PBMECO) algorithm, which is operating within an Edge Cloud Computing environment.
This means, that the tasks of the mobile application can be either sent to edge nodes or
the public cloud. Our approach makes a joint offloading decision based on the pre-defined
priorities HIGH, MEDIUM and LOW and the task’s resource requirements. These three
priorities can be assigned to each task for both the communication and computation
latency to enable more granular differentiation for finding offloading targets. Hereby, the
communication latency specifies the importance with respect to network transfer whereas
computation latency is used to set the priority for the execution time.

We have additionally proposed a simulation framework, which is also used to evaluate our
PBMECO implementation. The simulation framework is using Monte Carlo Simulation
and we have applied three different real-world mobile applications to get insights about the
performance of the algorithm compared to randomly selecting target nodes and ignoring
task priorities. Firstly, the simulation results have illustrated that the performance of
our solution remains constant when the number of HIGH prioritized tasks increases.
Furthermore, the numerical results have shown that the communication latency of
HIGH priority tasks can be reduced by up to 65% and it has been demonstrated that
our offloading approach can achieve a latency reduction by up to 30% for tasks with
computation latency HIGH.
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CHAPTER 1
Introduction

This chapter starts with the motivation for this diploma thesis. Afterwards, it provides
the description of the problem statement, which this diploma thesis is tackling. The
problem statement is followed by the defined research questions, expected results and
methodological approach. Finally, this chapter closes with an overview about how this
diploma thesis is structured to provide a guideline for the reader.

1.1 Motivation

The two topics Internet of Things (IoT) and Mobile Computing can be tracked back
to the end of the 20th and the beginning of the 21st century [A+09, p. 1] [Pie01, p.
1]. Since the invention of those two paradigms, a growing demand for mobile devices
can be recorded and we have reached a notable turning point in October 2016, when
more users were accessing the internet via mobile devices than desktop computers [Lö17].
This statement highlights, that the use of smartphones or wearable / IoT devices is
already widespread in the community and therefore, it is indispensable in our everyday
life. Examples for using mobile devices are areas like healthcare, transports, e-commerce
or telecommunication [SGFW10] [Sto02, p. XVII].

As handheld devices have gained more interest in recent years, mobile applications
consequently become more complex and provide an increasing amount of services [DMB18,
p. 1]. The growing number of available applications leads also to an increase of data
that is produced and must be transferred over the network. Cisco Systems Inc. states,
that the total amount of data created by IoT-devices will reach 600 ZB per year by 2020,
up from 145 ZB per year in 2015 [Cis16, p. 3], which means quadrupling the amount of
data. Additionally, the increasing complexity and functionality of the mobile applications
requires more processing power which in further consequence leads to higher energy
consumption [DMB18, p. 1].
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1. Introduction

Therefore, mobile devices are facing two challenges. On the one hand, mobile devices
have limited processing capabilities and on the other hand they have only a limited
battery lifetime. To overcome these two problems, the concept of task offloading has
become an interesting approach for researchers and companies. Kumar and Lu have
shown that offloading helps to save energy on the mobile devices [KL10, p. 1] whereas
Palmer et al. emphasize that more complex operations can be executed when offloading
tasks to a Grid [PKKB09, p. 3]. Task offloading means that the execution of tasks is
done on a remote environment including physical or virtual instances. In the beginnings,
the target environment was the cloud infrastructure because it provides almost unlimited
processing power. But due to the rising demand in near real-time applications and the
increasing network traffic, Cloud Computing has reached its limits and the new concept of
Edge Computing has been introduced. "Near Real-Time means effectively Real-Time but
without guarantees of hitting specific deadlines. Also known as soft real-time." [OnL11].
Hereby, a key-driver for handling the increasing data is the invention of the 5G network.
It is built as an ultra-dense network including a huge number of small cell and macro cell
base stations [CHQ+16]. To achieve near real-time communication, the Edge Computing
paradigm has been proposed to provide computing services with short delay and high
performance [CH18, p. 1]. The edge environment consists of so-called Micro Data Centers
(MDCs) or cloudlets and are used to bring the processing power closer to the end devices
and build the path along the edge nodes and the cloud data center [SCZ+16, p. 1]
[GHMP08, p. 2] [SBCD09, p. 6]. This enables the execution of application tasks on
remote instances that are in close proximity to the end user. Examples of near real-time
applications that benefit from Edge Computing are augmented reality, face recognition
or navigation systems.

In order to perform remote task executions, it is necessary that each mobile devices is
equipped with an offloading algorithm. The aim of the algorithm is to reduce latency
times in order to achieve near real-time communication. Therefore, on the one hand it
has to identify which task can be sent to a remote instance for execution and on the
other hand to find the most suitable target instance where the task can be deployed.

1.2 Problem Statement

This diploma thesis deals with the topic of offloading tasks of a mobile application
into an Edge Cloud Computing environment. In theory, Edge Computing is a natural
extension of the Content Delivery Network (CDN) architecture. It is a new concept which
pushes business logic as well as data processing from corporate data centers out to proxy
servers at the "Edge" of the network [PT04, p. 1]. This means that Edge Computing
tries to bring the processing power closer to end users, sensors, machines or devices
[Sem16] [SCZ+16, p. 1]. The paradigm of Edge Computing states that edge devices can
communicate with each other and make decisions without interacting with the cloud
[Sem16]. Emerging applications in the field of Internet of Things (IoT) like Connected
Cars, Industry 4.0 or Smart Cities, where the fundamental aspects are real-time data

2
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1.3. Research Questions

processing and decision-making based on the calculated data, rely on this new approach
of Edge Computing [Sem16].

To achieve near or real-time end-to-end communication the main metrics that needs
to be focused on is network and computation latency [Roe17] [TKS05]. According to
Beal [Bea] network latency describes the time taken until a packet has been transmitted
from source to destination. Based on this definition the essential point to focus on is
the distance between the producer and the consumer. The larger the distance for data
transmission the higher is the latency. And with respect to computation latency, it is
essential that the execution is done on instances with high computational power.

To tackle the previously mentioned problem regarding distance and the impact on latency,
the end user device needs to find an edge device nearby. But start scanning the device’s
surroundings every time on-demand, which means when there is a need to process
something [Pre] on an edge node, time is lost. Even if it is just 1 Milli Second (ms), this
time is essential for latency sensitive applications and may cause them to fail.

Furthermore, another problem arises when such an application is deployed in an Edge
Computing environment and all parts of the application like tasks are treated equally.
This may cause unimportant tasks to block resources. As a result, urgent tasks cannot
make use of the best edge nodes (like closest or most powerful nodes) which in further
consequence leads again to higher latency times.

1.3 Research Questions

Based on the problems mentioned within the problem statement the following main
research question is derived:

What is an appropriate means for the algorithm to reduce the latency of

latency sensitive tasks on mobile devices in an Edge Cloud Computing

environment that have execution dependencies and can be offloaded to data

centers?

In order to answer the given main research question, it is split into the following sub-
questions and objectives:

Q1. What benefits and limitations exist in Edge and Cloud Computing for
offloading latency sensitive tasks?
When dealing with task offloading in an Edge Cloud Computing environment,
the first step is to identify what benefits and limitations exist in both paradigms.
Therefore, both concepts must be analyzed towards these aspects to get general
information about their strengths and weaknesses and how one’s benefits can help
to overcome the other’s limitations.
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1. Introduction

Q2. What is an appropriate means to find nearby nodes to offload the task?
To quickly perform the offloading of a task – especially a latency sensitive task
– the algorithm must be able to find and select a nearby suitable node in a fast
way. To achieve this goal, this sub-question deals with the implementation of an
appropriate concept.

Q3. What is an appropriate means for the algorithm to process the applica-
tion’s tasks?

a) What is a proper way to handle execution dependencies between tasks?
In this sub-question a mechanism which is able to deal with dependencies
between tasks is developed. This is necessary because some upcoming tasks
may rely on data from previous tasks.

b) What is a better way to prioritize the upcoming tasks and decide where to
offload?
This sub-question will result in a concept on how to handle tasks with different
priorities regarding latency sensitivity. When the algorithm is processing an
application, tasks with high priority must take precedence over low prioritized
one’s in order to minimize latency.

c) What is an appropriate means to deal with unforeseen tasks?
When e.g. an emergency application is started during a regular offload-
ing process it is required that the algorithm can handle the offloading of
the emergency application too. Therefore, in this sub-question a concept is
provided which allows the algorithm to deal with this scenario.

Q4. Propose a simulation framework in order to evaluate the performance
of the algorithm.
In order to evaluate whether the designed and implemented algorithm fulfills
the previously mentioned requirements like task dependencies, task prioritization
and unforeseen task processing, multiple simulations must be executed. Thus, a
simulation framework needs to be designed to measure the average latency of the
tasks. The results of several simulation runs applying the structured algorithm
versus random offloading of tasks can be compared afterwards to show that the
algorithm can reduce latency times, especially for latency sensitive tasks.
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1.4. Expected Results

1.4 Expected Results

In the end of this diploma thesis the following results should be achieved:

• Overview about benefits and limitations of Edge and Cloud Computing for task
offloading

• Latency times for high priority tasks during the offloading process can be de-
creased by applying the implemented Priority Based Mobile Edge Cloud Offloading
(PBMECO) algorithm

• The implemented simulation framework can be used to simulate different task
offloading scenarios in an Edge Cloud Computing environment

1.5 Methodological Approach

This diploma thesis is guided by the following methodological approach for answering
the research questions described above:

Systematic mapping study
A systematic mapping study based on Peterson et al. [PFMM08] is made to gather
the benefits and limitations of Cloud and Edge Computing. Furthermore, the
advantages and disadvantages of both concepts are analyzed to find out how each
concept can be integrated in and supports the task offloading process.

Cloud Computing aspects
The advantages of the concept of Cloud Computing are applied to the task offloading
process in order to provide a fully reliable algorithm. Hereby, the high availability
and scalability of Cloud Computing can be perfectly used as fallback mechanism
when no edge node is available.

Edge Computing aspects
The Edge Computing paradigm and its benefits are used to support the task
offloading process to minimize the latency of sensitive tasks. Due to the proximity
to end user nodes this concept is best suited to be applied in this area. Furthermore,
as the edge nodes are interconnected via a high-speed connection, Edge Computing
also enables migrations between the different edge nodes.

First Fit (FF) offloading algorithm
When executing the task offloading process the algorithm must select the best node
where to offload the task. The best node is defined as "the closest node which has
enough resources to execute the task". The closest nodes are passively tracked and
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1. Introduction

sorted in the background. Therefore, the algorithm acts as First Fit (FF) offloading
algorithm because during the offloading process the sorted nodes are checked one
by one and it takes the first node which fulfills all resource requirements of the
offloaded task with respect to task priorities.

Directed Acyclic Graph (DAG)
The dependencies between the tasks of an application are modelled as a Directed
Acyclic Graph (DAG). By using this technique, the predecessors for each task can
be defined to identify when a task can be offloaded or must wait for others.

Predictive model
The algorithm also makes use of a predictive model based on historical data to
assume how many resources will be needed per task priority for upcoming tasks.
This information is used to potentially reserve resources on close nodes for high
priority tasks.

Event-driven Monte Carlo Simulation
The Monte Carlo Simulation helps to simulate the expected offloading latency times
when using the implemented algorithm compared to random offloading of tasks.
This simulation method supports to model the tasks’ volatile resource requirements
and the movement of an end user node. By executing a high number of simulation
runs and based on the Law of Large Numbers we can expect a confident result
for the simulated latency times [WH16, p. 8]. As the state of the model is only
changed when an event occurs (e.g. task is offloaded or mobile node is moved) an
event-driven Monte Carlo Simulation is used [WH16, p. 79].

1.6 Structure of Work

This diploma thesis starts in Chapter 2 by providing the necessary background information
about the several concepts like Edge, Cloud and Mobile Computing, and Task Offloading
that are used throughout the work. In Chapter 3 it continues by pointing out existing
publications in the area of Mobile Edge Cloud Offloading (MECO) and a discussion on
the lack of knowledge, which this thesis is tackling. Afterwards, Chapter 4 covers all
the details about the conducted systematic mapping study for identifying the benefits
and limitations of both the paradigms Cloud and Edge Computing. In Chapter 5 we
are describing firstly what concepts we are using within our algorithm. Secondly, we
provide a generic overview of the algorithmic procedure followed by a detailed technical
description of the whole implementation of our PBMECO algorithm. Chapter 6 includes
covers all information about the evaluation we have made for measuring the performance
of our solution. Finally, this diploma thesis closes with a discussion of our findings and
points out limitations that are not covered within this work in Chapter 7. This chapter
also gives some ideas about future research that can be made upon this thesis.
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CHAPTER 2
Background

This introductory chapter provides some background information about the concepts
Cloud, Edge and Mobile Computing to get an understanding how they differ. The chapter
covers details about the evolution as well as a description of each paradigm is given.
Furthermore, the chapter is completed by explaining what task offloading actually is and
what Mobile Edge Cloud Offloading (MECO) means.

2.1 Cloud Computing

This chapter provides information about the origin of Cloud Computing. Furthermore,
the concept and the infrastructure is described in detail.

2.1.1 Evolution

To get an understanding about today’s concept of Cloud Computing it is necessary to
know its origins and what is expected in the future.

The first concepts of Cloud Computing have been originated in 1957 when the so-
called time-sharing concept has been invented by John McCarthy. This concept states
that idle CPU times where dynamically distributed to several users. In the beginning,
large companies offered their mainframe computing resources, where software packages,
programming environments, file storage and printing services were included [BLRK11, p.
9]. The users gained access to the mainframe computer from connected stations called
dumb terminals [God18].

A milestone for Cloud Computing has been achieved in the mid-1960s when scientist
J.C.R. Licklider presented an interconnected system of computers which lead to the
development of the first network of computers in different physical locations called
Advanced Research Projects Agency Network (ARPANET) [God18]. In the 1990s, there
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2. Background

was the next new trend for centralizing data storage and businesses began offering virtual
private networks which is still true for the current concept of Cloud Computing [BLRK11,
p. 9] [God18].

Those concepts - time-sharing, centralized data storage and virtual private networks -
had to be adopted by today’s main data center operators like Amazon or Google. Böhm
et al. [BLRK11, p. 10] explains that those big players had to find a way to provide their
computing resources to users because any application needs a model of computation, a
model of storage and a model of communication [AFG+10, p. 3].

To achieve this goal, today’s paradigm of Cloud Computing makes use of already well-
established concepts like grid computing, virtualization or Software-as-a-Service (SaaS).
But the real innovation within this new paradigm is how cloud providers have made
computing services like software applications, programming platforms, data-storage or
computing infrastructure available to the customer [BLRK11, p. 10]. The data center
operators have also identified the opportunity in gaining profit by constructing and
operating their large-scale data centers at low-cost locations [AFG+10, p. 3].

Over the past decade Cloud Computing has been widely adopted at consumer and
enterprise level. Most modern enterprises could not run their business any more without
using cloud services [God18]. 451 Research has proposed a study that about 90% of
organizations will be interacting with the cloud until 2020 [Mac18]. Furthermore, Cisco
Systems Inc. [Cis16, pp. 9-10] has written in Cisco Global Cloud Index: Forecast and
Methodology, 2015-2020 that the annual global cloud traffic will reach 14.1 Zeta Byte
(ZB) (1.2 ZB per month) by 2020. This is an increase of about 260% compared to 2015
(3.9 ZB per year in 2015).

2.1.2 Paradigm

The National Institute of Standards and Technology (NIST) describes Cloud Computing
as "a model for enabling ubiquitous, convenient, on-demand network access to a shared
pool of configurable computing resources (e.g., networks, servers, storage, applications,
and services) that can be rapidly provisioned and released with minimal management
effort or service provider interaction" [MG+11]. It is characterized by the following five
properties [MG+11, p. 6]:

1. On-demand self-service: Consumers have the possibility to self-provision the
required computing capabilities without human interaction between the consumer
and the service provider.

2. Broad network access: The cloud resources are accessible through standard
mechanisms over the network.

3. Resource pooling: The provider’s computing resources are pooled using a multi-
tenant model and the consumer is dynamically assigned and released physical and
virtual resources, where the consumer has no exact control over the location.
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2.1. Cloud Computing

4. Rapid elasticity: Based on the consumer’s demand, the cloud provider can
dynamically scale resources.

5. Measured service: Cloud services are monitoring the resource usage at some
level of abstraction (e.g. storage, bandwidth) to provide transparency for both the
provider and consumer.

The following graphic demonstrates the Cloud Computing structure [SCZ+16, p. 2]:

Figure 2.1: Cloud computing paradigm

Figure 2.1 illustrates that there are two actors which are interacting with the cloud
environment. On the left side there are the data producers who are generating raw data
and sending it to the cloud. And on the right side data consumers are requesting specific
data - based on their needs - and the cloud environment responds with the requested
data if it exists [SCZ+16, p. 2].

NIST specifies three service models of today’s paradigm of Cloud Computing [MG+11,
pp. 6-7]:

1. Software-as-a-Service (SaaS): SaaS defines the possibility for a consumer to
access the provider’s applications that are running on a cloud infrastructure via a
thin client or program interface. The consumer is neither responsible nor permitted
to manage the underlying cloud infrastructure except application specific settings.

2. Platform-as-a-Service (PaaS): PaaS allows a consumer to deploy custom appli-
cations implemented with provider supported languages, libraries, services and tools.
The consumer is neither responsible nor permitted to manage the underlying cloud
infrastructure except configuration settings for the application-hosting environment.

3. Infrastructure-as-a-Service (IaaS): IaaS provides a consumer the capability
to provision computing resources (e.g. processing, storage or network) to deploy
any software. The consumer is neither responsible nor permitted to manage the
underlying cloud infrastructure but has control over the operating system and
deployed software.
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2. Background

The layered service models of Cloud Computing with examples can be seen in figure 2.2
[ZCB10, p. 9]:

Figure 2.2: Cloud computing architecture

2.2 Edge Computing

This section of the diploma thesis deals with the topic of Edge Computing and its
evolution. Additionally, it contains further information about the paradigm of Edge
Computing.

2.2.1 Evolution

The concept of Edge Computing is a form of distributed computing, which has already
been invented in the 1960s. But the main innovation for Edge Computing – as it is
known today – was the launch of Akamai’s Content Delivery Network (CDN) in the late
1990s. The CDN operates an edge network with servers to bring content closer to the
consumers [Ham18]. Pang and Tan [PT04, p. 1] states that Edge Computing is just a
natural extension of the CDN architecture.

Then in 1999, the concept of Internet of Things (IoT) in supply chain management was
introduced for the first time by Kevin Ashton. He said that the Information Technology
(IT) depends on data originated by people and that it is necessary to empower computers
to gather information by themselves. This limitation has been overcome by using Radio
Frequency Identification (RFID) and sensor technology [A+09].
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2.2. Edge Computing

According to Shi et al. [SCZ+16, p. 1] IoT has been the starting point of the post-cloud
era where things are generating a huge amount of data and applications are deployed
at the edge to consume this data. In 2012, the term fog computing was introduced by
Cisco to label dispersed cloud infrastructures. Cisco wanted to highlight IoT scalability
to support handling of big data volumes for real-time applications [Akt19].

Cisco Systems Inc. [Cis16, p. 3] predicts that the total amount of data created by any
device will reach 600 ZB by 2020. Compared to 145 ZB in 2015, the data generated
would have been almost quadrupled. Another prediction made by IDC shows that at
least 40% of IoT-created data will be stored, processed or analyzed close or at the edge
of the network [MTC+16, p. 4].

2.2.2 Paradigm

Shi et al. [SCZ+16, p. 2] defines Edge Computing as the reference to "the enabling
technologies allowing computation to be performed at the edge of the network, on
downstream data on behalf of cloud services and upstream data on behalf of IoT services".
In literature Edge Computing is sometimes also referred to as "fog computing", "local
cloud" or "cloudlets" [Wan16a]. According to Hamilton [Ham18] fog computing is a
standard whereas Edge Computing is a concept based on that standard.

Moreover, the publication The NIST Definition of Fog Computing describes fog computing
as "a horizontal, physical or virtual resource paradigm between end devices and cloud
data centers" with the following characteristics, which can also be applied to the concept
of Edge Computing [IFB+17, pp. 9-10]:

1. Contextual location awareness and low latency: As fog nodes are closer to
the consumer the response times are reduced.

2. Geographical distribution: Fog nodes with deployed services must be widely
distributed.

3. Large-scale sensor networks: Such networks are necessary to monitor the
environment.

4. Very large number of nodes: Due to the wide geo-distribution fog computing
requires a large number of nodes.

5. Support for mobility: The fog nodes must be capable of communicating directly
with mobile devices, e.g. via the Locator/ID Separation Protocol (LISP).

6. Real-time interactions: Fog computing addresses real-time applications instead
of applications with batch processing.

7. Predominance of wireless access: Fog nodes are well suited to communicate
with wireless sensors in an IoT environment.
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2. Background

8. Heterogeneity: The concept of fog computing can be applied in a wide range of
environments where the fog nodes cover different sectors. The runtime of each node
can differ from each other.

9. Interoperability and federation: Fog nodes must be capable of supporting
different data formats and exchanging it between different providers.

10. Support for real-time analytics and interplay with the cloud: On the one
hand fog nodes must be able to communicate with end devices to provide low
latency and on the other hand they have to be able to connect to the cloud in case
the fog nodes must operate as middleware between end devices and cloud data
centers.

Edge Computing (previously called fog computing) also provides the possibility to
implement the three service models Software-as-a-Service (SaaS), Platform-as-a-Service
(PaaS) and Infrastructure-as-a-Service (IaaS) as described in chapter 2.1.2 [IFB+17, p.
11].

Figure 2.3: Edge Computing paradigm
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2.2. Edge Computing

Figure 2.3 shows that there are actors who are only producing data and pushing it into
the cloud and on the other hand data consumers are requesting data based on their
needs. In Edge Computing, data consumers can switch role and act as data producers
too. Additionally, edge nodes do not only have the ability to request data from the cloud
but can also perform computation offloading, data storage, data caching, data processing
and distribute requests or response from or to the cloud [SCZ+16, p. 2]. This figure also
underlines the statement of Iorga et al. [IFB+17, p. 9] that edge nodes are acting within
a layer between the cloud and end devices.

It is also illustrated in figure 2.3 that Edge Computing tries to push business logic and
processing power from the cloud out to proxy servers at the edge of the network [PT04,
p. 1]. The edge itself (e.g. micro data center) is described by Shi et al.[SCZ+16, p. 2] as
"any computing and network resources along the path between data sources and cloud
data centers".

Wanner describes the following requirements for an Edge Computing environment
[Wan16a]:

• The installation of the edge devices must be easy.

• The edge nodes must be easy to use.

• Little administration effort is needed.

• A remote access to the edge nodes is possible.

• Safety measures against system crash or data loss must be implemented.

• The connection to the edge nodes must be end-to-end encrypted [Rie18].

• The system has to be highly reliable [SCZ+16, p. 2].

To built a reliable system, Shi et al. outlines four basic features in terms of service
management at the edge of the network namely Differentiation, Extensibility, Isolation
and Reliability (DEIR) [SCZ+16, p. 7]:

1. Differentiation: The growing trend for IoT devices will result in multiple services
that are deployed at edge nodes. These services must have different priorities
that urgent tasks are executed first. E.g. health related services must be higher
prioritized than services for entertainment.

2. Extensibility: The EdgeOS has to be capable of easily adding new things to an
existing service or replacing nodes in case of defects or other reasons.

3. Isolation: There will be scenarios where multiple applications are deployed on
the same edge node. These applications might share the same data resources.
Therefore, the edge nodes must be well designed that crashing of one application
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2. Background

has no affect on another application. Additionally, a user’s private data has to be
protected from third party applications except the user actively grants permission
to the application.

4. Reliability: Reliability must be guaranteed from different point of views. From
the service point of view, to achieve reliability edge nodes should inform the user
if a component has crashed are could crash in the near future. From the system
point of view, it is necessary that all components in the network can communicate
with each other to monitor the status. And from the data point view, it has to be
made sure that data sensing and communication is reliable too.

An Edge Computing infrastructure is built by using the concept of peer-to-peer ad-hoc
networking [Vel19]. A peer-to-peer network consists of devices that are all interconnected.
Each device can take over tasks from the others because they share the same configuration
and permissions [Rou05].

Within the edge network, edge devices act additionally as middleware and gateway.
The nodes often provide several wired and wireless network interfaces to be able to
communicate with different end devices. As sensors cannot store their generated data, it
is immediately transferred to the edge nodes which further forward the data to other
network components via protocols like Message Queuing Telemetry Transport (MQTT)
or the Open Platform Communications Unified Architecture (OPC UA). During this
process of transmitting data, edge nodes are also aggregating and pre-processing the
generated data (e.g. remove redundant data). Edge nodes are not only able to process
the data but are also capable to monitor the end devices and build analytics upon the
monitored data [Rie18].

2.3 Mobile Computing

The final part of the introductory chapter covers necessary background information about
the concept of Mobile Computing. This includes details about the evolution and provides
a definition of this paradigm.

2.3.1 Evolution

The starting point of Mobile Computing can be traced back to the end of the 19th
century. In 1894 Guglielmo Marconi (sometimes also called "the father of radio") was the
first person who was able to produce and detect radio waves over long distances [JTZ+14,
p. 3]. This innovation made it possible to send the first distress signal using Morse Code
in 1905 and enabled the start of consumer radio broadcasts for news and entertainment
in 1919 [Liv13]. The next milestones in establishing a wireless mobile network for Mobile
Computing was the introduction of the first wireless network called A-Netz and B-Netz,
which was created in 1958 in Germany to make outgoing and receive incoming calls. But
this network had still one limitation because the location of the mobile station must
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2.3. Mobile Computing

be known beforehand. Afterwards, the first commercial analog cellular mobile network
called Advanced Mobile Phone Service (AMPS) has been established in Chicago in 1983,
which allowed a maximum of approximately 800 simultaneous phone conversations per
operator [Liv13] [Ano]. This technology allowed consumers to move around while using
their mobile phones [Rou06].

While there have been made several improvements to the cellular mobile networks there
are two important technologies that must be mentioned. On the one hand there was
the invention of the Third Generation (3G) cellular radio transmission technology which
focuses primary on high-data-rate communications with portable computers. And on the
other hand the technology Wireless Application Protocol (WAP) has been developed.
WAP is designed to reduce the number of bits of mobile applications transmitted through
air by using compression techniques [Pie01, p. 13].

Beside the evolution of wireless mobile network technologies, the focus of the last five
decades was also to develop faster, more reliable and cheaper electronic components. This
trend helped to design smaller and more powerful mobile devices and thus changing the
way of communication and computation [Sto02, p. 17]. The rapid expanding technologies
in creating mobile devices lead to one major key event, which was the release of Apple’s
iPhone and its operating system iOS in 2007 [JTZ+14, p. 4]. With this event we entered
the era of smartphones.

With the development of mobile devices like smartphones or Personal Digital Assistants
(PDAs) and the emerging field of wireless technologies like cellular wireless networks,
wireless LAN, Bluetooth, infrared, and wireless sensor networks, users have access to
several IP-based applications anywhere and anytime [KL07, p. 413] [ZN10, p. 3]. The
opportunities from these technologies lead to the rise of new paradigms called Mobile
Computing or ubiquitous networking [Pie01, p. 1]. Since the release of the first iPhone
there was an exponential growth in Mobile Computing and in October 2016 there were
more users accessing the internet via mobile devices than desktop computers [JTZ+14,
p. 4] [Lö17]. Mobile Computing is already used in the area of e-commerce, personal
communications, telecommunications, monitoring remote or dangerous environments,
national defense (monitoring troop movements), emergency and disaster operations,
remote operations of appliances, and wireless Internet access [Sto02, p. XVII].

2.3.2 Paradigm

Livingston defines Mobile Computing – or sometimes also called Nomadic Computing –
as "a technology that allows for the transmission of data, voice, and video via a computer
or any other wireless enabled device without having to be connected to a fixed physical
link" [Liv13]. The Information Systems Audit and Control Association (ISACA) has
defined the following mobile devices in its white paper from 2010 [ISA10, p. 4]:

• Full-featured mobile phone with personal computer-like functionality, or "smart-
phone"
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2. Background

• Laptop and netbook

• Personal Digital Assistant (PDA)

• Portable Universal Serial Bus (USB) device for storage and connectivity

• Digital camera

• Radio Frequency Identification (RFID) and mobile RFID (M-RFID) device for
data storage identification and asset

• Infrared-enabled (IrDA) device such as printer and smart card

As it can be recognized from the list above, different types of mobile devices exist and
many of them are used in everyday life. Summarizing all aspects of Mobile Computing
and its devices, the following characteristics can be identified:

1. Wireless communication: All mobile devices are equipped with a wireless
component to connect to existing wireless networks and communicate within them
[IB93, p. 1].

2. Mobility: The devices used for Mobile Computing allow everybody to access data
and information anywhere and anytime [Buc18].

3. Small size: Compared to desktop computers, mobile devices have to be much
smaller in order to be portable and allow users to carry them around [Bra].

4. Heterogeneity: As it can be seen from the list of mobile devices above, Mobile
Computing uses a variety of different devices. This means that the runtime or
operating system of each device differs.

5. Resource-constraint: In order to build portable devices, they have to be smaller
which can only be achieved by removing or shrinking computational components
(e.g. CPU). Furthermore, the mobile devices have no permanent energy supply but
rely on the power of their battery [Sto02, p. 173].

The concept of Mobile Computing can be split into two operational modes – connected
and disconnected mode. The connected mode allows the mobile device to connect to
a wireless or wired network to access online information from the network whereas in
disconnected mode information is accessed locally like managing a schedule or address
book [ZN10, p. 2]. Furthermore, there is another type of distinction based on mobile
applications. On the on hand there exist horizontal applications, which are domain
independent and where the device’s location plays a significant role (e.g. local yellow
pages with information of movies currently playing at the local theater). And on the
other hand vertical applications have been developed which are written for a specific
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2.3. Mobile Computing

domain (e.g. field technicians who require access to manuals while on a repair assignment)
[Pie01, p. 18].

In order to enable Mobile Computing the following generalized architecture has been
established [IB93, p. 3].

Figure 2.4: Mobile Computing architecture

As seen in figure 2.4 there exist mobile hosts as well as fixed hosts. The mobile hosts
are represented by Mobile Units (MUs) operating in different wireless networks. Each of
these networks is connected with a fixed host called Mobile Support Station (MSS). The
Mobile Support Stations (MSSs) are equipped with a wireless interface to communicate
with the MUs. Moreover, the MSSs have deployed application software which can be
downloaded by mobile devices or used to execute operations remotely on the MSS. The
architecture represented in figure 2.4 shows a two-tier structure. Firstly, there exists
a powerful and reliable fixed network with MSSs and secondly, the two-tier structure
consists of multiple often unreliable wireless networks containing MUs [IB93, pp. 3-4].
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2. Background

2.4 Task Offloading

2.4.1 Offloading Process

Task offloading in general – or often called computation offloading – is defined by Akherfi
et al. as "the task of sending computation intensive application components to a remote
server" [AGH18, p. 3]. During this process, mobile applications are partitioned into
sub-components and these components are afterwards offloaded to remote target servers
to get executed there. The main goal of task offloading is to overcome the hardware
limitations of Smart Mobile Devices (SMDs) such as limited battery lifetime, limited
processing power and limited storage capacity [AGH18, p. 1 + 3].

Figure 2.5: Task offloading process

Figure 2.5 illustrates the process flow of the task offloading procedure and where the
execution takes place based on a very simple application, which consists of two tasks only.
The process is initialized on the mobile device with the first task of a mobile application.
If a task can be offloaded (like task_2) the task and all its data is sent to the remote
environment to be executed there. The remote instance can either be hosted in the cloud
or in an edge infrastructure. Once the execution has been finished on the remote instance
the output data of the task is finally downloaded again to the mobile device and the
offloading process terminates. The light-gray icons in 2.5 within the mobile device are
used as placeholders to demonstrate that the task is currently executed but the execution
is not happening locally.
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2.4. Task Offloading

2.4.2 Mobile Edge Cloud Offloading

The concept of Mobile Edge Cloud Offloading (MECO) has been introduced to overcome
the limitations of Mobile Cloud Computing (MCC) – especially for latency sensitive
applications. MECO makes use of aspects from Mobile Cloud Computing (MCC) and
Mobile Edge Computing (MEC) and combines them for the offloading process.

The first concept – Mobile Cloud Computing – is defined by Alzahrani et al. as an
infrastructure or platform where the storage and computing power used for mobile
applications is transferred from mobile devices into centralized powerful computing
platforms located in the cloud [AAS14, p. 2]. These centralized applications can be
accessed via wireless connection based on a thin native client or web browser on the mobile
devices. This concept has also gained attraction in recent years for companies to cut
down development and operating costs of mobile applications [AAS14, p. 2]. Nowadays
there exist already many applications that make use of Mobile Cloud Computing in the
commerce, banking, learning or healthcare sector [AAS14, p. 2].

Secondly, the definition of Mobile Edge Computing (MEC) according to European
Telecommunications Standards Institute (ETSI) is that "Mobile Edge Computing provides
an IT service environment and cloud-computing capabilities at the edge of the mobile
network, within the Radio Access Network (RAN) and in close proximity to mobile
subscribers" [HPS+15, p. 4]. The concept of MEC is a big enabler for the evolution of 5G
because it provides key aspects regarding technology and architecture. It helps to satisfy
critical requirements in 5G networks like throughput, latency, scalability and automation.
MEC is based on a virtualized platform which provides the possibility to run applications
at the edge of the network [HPS+15, p. 4]. Hu et al. mentions several areas which can
benefit from MEC which are augmented reality, intelligent video acceleration, connected
cars and internet of things gateway [HPS+15, pp. 8-11].

As it can be seen from figure 2.6, MECO makes use of the three paradigms described in
the chapters 2.1, 2.2 and 2.3 which are illustrated as three different layers. The bottom
layer represents the concept of Mobile Computing. All different types of mobile devices
like e.g. smartphones or tablets are located there. The middle or second layer makes
use of the Edge Computing paradigm. It consists of several edge nodes or MEC servers
which are deployed at Base Stations of the telecommunication network. Finally, the top
layer in figure 2.6 represents the Cloud Computing concept. This layer is made up of
central cloud data centers characterized by high computational power and large storage
capacity.

In Mobile Edge Computing the mobile devices connect via the Radio Access Network
with Base Stations (BSs) and in further consequence also with the MEC servers to offload
tasks from mobile applications. Compared to MEC, Mobile Cloud Computing interacts
directly with the cloud and offloads computations to centralized cloud data centers. The
connection between the mobile devices and the cloud environment is established via the
BSs of the RAN and afterwards via the core network (internet).

The three different layers of the MECO network topology shown in figure 2.6 also

19

https://www.tuwien.at/bibliothek
https://www.tuwien.at/bibliothek


D
ie

 a
pp

ro
bi

er
te

 g
ed

ru
ck

te
 O

rig
in

al
ve

rs
io

n 
di

es
er

 D
ip

lo
m

ar
be

it 
is

t a
n 

de
r 

T
U

 W
ie

n 
B

ib
lio

th
ek

 v
er

fü
gb

ar
.

T
he

 a
pp

ro
ve

d 
or

ig
in

al
 v

er
si

on
 o

f t
hi

s 
th

es
is

 is
 a

va
ila

bl
e 

in
 p

rin
t a

t T
U

 W
ie

n 
B

ib
lio

th
ek

.
D

ie
 a

pp
ro

bi
er

te
 g

ed
ru

ck
te

 O
rig

in
al

ve
rs

io
n 

di
es

er
 D

ip
lo

m
ar

be
it 

is
t a

n 
de

r 
T

U
 W

ie
n 

B
ib

lio
th

ek
 v

er
fü

gb
ar

.
T

he
 a

pp
ro

ve
d 

or
ig

in
al

 v
er

si
on

 o
f t

hi
s 

th
es

is
 is

 a
va

ila
bl

e 
in

 p
rin

t a
t T

U
 W

ie
n 

B
ib

lio
th

ek
.

2. Background

Figure 2.6: MECO network topology

illustrate how close each concept – Mobile, Edge or Cloud Computing – operates to
mobile devices. The proximity to mobile devices is a critical factor regarding the reduction
of latency times and to support near or real-time applications. MECO uses the concept
of Mobile Computing where task offloading is not possible because the task relies on
components of the device (e.g. camera). The concept of Edge Computing or Mobile Edge
Computing is necessary to offload latency sensitive tasks, which is possible due to the
short geographical distance between the edge nodes / MEC servers and the mobile node
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2.4. Task Offloading

and higher bandwidth. Cloud Computing or Mobile Cloud Computing is mainly used as
backup solution within the offloading process of latency sensitive applications because
it cannot achieve acceptable latency times. The reason for this is on the one hand the
long transmission distance and each packet has to bypass multiple network components
within the core network.
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CHAPTER 3
Related Work

This chapter covers related work for doing task offloading to either an edge computing
environment only or in combination with the cloud. At the end of the chapter, the main
aspects of the research papers are discussed and the lack of knowledge is pointed out.

3.1 Mobile Edge Cloud Offloading

Due to the emerging area of Internet of Things and the increasing demand in mobile
applications, offloading tasks to the cloud has reached its limits. Therefore, the idea
of offloading tasks to an Edge Computing environment has arisen and has attracted
high attention in the past years in research. By now, there already exist a considerable
number of scientific papers for doing mobile edge offloading.

For example, in the publication Task Offloading for Mobile Edge Computing in Software
Defined Ultra-Dense Network by Chen and Hao [CH18], the two authors are presenting
a Software Defined Task Offloading (SDTO) scheme for reducing the task duration
(communication and computation time) but also considering the battery capacity on the
mobile device within an ultra-dense network. A similar setup can be found in [TP18]
but in addition these authors also take the prioritization of users into account, which is
done by the providers based on the users’ payments. In both publications, the network
architecture consists of multiple small-cell Base Stations (BSs) – particularly with regard
to the use of 5G network [GTM+16] – where each of them is equipped with edge nodes
for performing remote computations. Therefore, both research papers focus on a scenario
with a single user and multiple remote instances.

A different work published by You et al. is instead considering a mobile edge offloading
system with multiple users and a single edge server [YHCK16]. In this paper, the authors
are targeting the problem of energy-efficient resource allocation based on Time-Division
Multiple Access (TDMA) and Orthogonal Frequency-Division Multiple Access (OFDMA).
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3. Related Work

Firstly, for TDMA they have studied the problem for minimizing the energy consumption
on a mobile device by sharing a fixed offloading time-slot with multiple users. Secondly,
for OFDMA You et al. have implemented an offloading algorithm in order to minimize
the energy cost by dividing a fixed bandwidth into sub-channels and each sub-channel
can only be assigned to one user. Their algorithm makes decisions based on an offloading
priority function.

A similar problem is addressed in the publication by Chen et al. [CJLF15]. The
authors are studying the challenge to achieve efficient wireless access coordination among
multiple mobile devices within a mobile edge computing environment. The problem
arises because Base Stations in the mobile network are configured to operate in a multi-
channel setting and the data rates would be reduced if too many users are using the
same wireless channel simultaneously. For solving this challenge, Chen et al. have
used a game theoretic approach to model the distributed mechanisms and the have
designed a distributed computation offloading algorithm. The algorithm is measuring
wireless interference on different channels by sending a pilot signal to the Base Station.
Afterwards, the different interference results are compared and the channel with the least
power loss is chosen for offloading data.

The topic of minimizing the energy consumption of the mobile device based on TDMA is
also covered in Multiuser Resource Allocation for Mobile-Edge Computation Offloading
[YH16]. To solve this problem, You and Huang have designed an offloading algorithm
which takes the channel gain and the local computing energy consumption into account.
The proposed solution operates at the Base Station of the mobile network. The algorithm
assigns priorities to each user and processes them in descending order until the resource
capacities of the Base Station are fully occupied. Hereby, the BS also makes decisions
about the size of data packages during the offloading process.

In comparison to [CH18], [TP18] and [YHCK16], Liu et al. proposes an offloading
algorithm which uses queues on the mobile devices as well as on the edge nodes [LBP17].
Within their work, they have studied an Edge Computing architecture with multiple
users and multiple servers, where they are on the one hand focusing on the trade-off
between the UEs power consumption and the end-to-end delay. Moreover, on the other
hand they are measuring the performance of the end-to-end delay based on the statistics
of the queue length.

The paper Mobility-Aware Caching and Computation Offloading in 5G Ultra-Dense
Cellular Networks published by Chen et al. deals with the impact of the user mobility on
the performance of caching and computation offloading [CHQ+16]. They have identified
that the most powerful caching mechanisms with respect to user mobility are Device-
to-Device (D2D) and Small-cell Base Stations (SBS) caching because they are the least
expensive ones. Regarding the offloading procedure, the authors are focusing on saving
energy on the User Equipment (UE) but also considering user mobility.

A different topic is addressed within the publication Latency Optimization for Resource
Allocation in Mobile-Edge Computation Offloading [RYCH18]. The authors’ goal is to
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3.1. Mobile Edge Cloud Offloading

minimize the weighted-sum delay when offloading data from the mobile device to a base
station at the edge of the network. Therefore, they have proposed three different models
where data compression takes place: local compression, edge cloud compression and
partial compression. They are also using a TDMA-based multi-user system like in the
publication by You et al. [YHCK16]. Ren et al. have shown in their study that partial
compression offloading can achieve the best performance because it jointly utilizes the
communication and computation resources [RYCH18].

Zhao et al. [ZZGN17] are studying in their work the scheduling of tasks into a het-
erogeneous Edge Cloud Computing environment and how the computational resources
of the edge nodes are allocated to the mobile users. Hereby, each task has bounded
delay requirements. The task is successfully processed if the total offloading time lies
within the boundaries, otherwise the task fails. The aim of their work is to maximize the
probability that the defined delay bounds are satisfied. The simulations have shown that
the offloading policy to edge nodes combined with cloud nodes can increase the success
probability of satisfying the tasks’ delay bounds by up to 40% compared to the usage of
an Edge Computing environment only.

In the research [TOD+17], the authors are also dealing with fixed boundaries. Compared
to [ZZGN17], Tao et al. are addressing the problem of minimizing the energy consumption
with constraints on resource requirements and delay bounds [TOD+17]. The proposed
offloading solution makes trade-offs between the energy consumption and completion
performance, whereas the completion time takes precedence. For each offloading decision,
the algorithm chooses whether to process the task locally or transmit it to an edge server

In many publications like the ones by [CH18], [TP18] and [LBP17], the proposed offloading
solution is operating on task level, where each task can be either executed locally or
remotely on an edge node. But there exist also approaches for offloading the whole
application like presented in the scientific papers by Pan et al. [PMRT16] or Mach
and Becvar [MB17]. Furthermore, the offloading algorithms MAUI by Cuervo et al.
[CBC+10] and CloneCloud by Chun et al. [CIM+11] are instead operating on a more
granular level, where each individual method can be offloaded to remote instances.

Another aspect where the individual solutions differ is the topic where the offloading deci-
sions take place. In the work by Chen and Hao, the resource allocation and scheduling of
tasks is done by a centralized network component which is also collecting and maintaining
information of the mobile users and BSs [CH18]. A similar design decision has been made
by You et al, where the Base Station itself is acting as the central point of coordination
[YHCK16]. Also the authors in the publications Latency Optimization for Resource
Allocation in Mobile-Edge Computation Offloading and Multiuser Resource Allocation for
Mobile-Edge Computation Offloading are assuming that the edge environment has perfect
knowledge about the network and its channel gains [RYCH18] [YH16]. In comparison to
that, Tran and Pompili’s solution makes the offloading decisions on the mobile device
[TP18]. The decentralized approach for deciding locally at the User Equipment is also
followed by Liu et al. where each UE has no information about other UEs [LBP17].
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3. Related Work

When talking about the offloading environment, [CH18] and [TP18] have built their
offloading algorithm to be only performed between the end user and the edge environment
but tasks are never transmitted to the public cloud or forwarded to other instances. In
contrast to them, Chen et al. proposes an algorithm which allows computation offloading
also to other mobile devices in addition to edge servers [CHQ+16] which is done by
Device-to-Device communications among the users. In the publication First Hop Mobile
Offloading of DAG Computations by De Maio and Brandic [DMB18, p. 1], the authors
came up with a new approach called MECO where the offloading algorithm decides
whether to offload the upcoming tasks to remote instances in either the Edge or Cloud
Computing environment. Zhao et al. follows an identical approach, where the task can
be processed on the one hand at the edge cloud or on the other hand on the remote cloud
depending on the delay bounds [ZZGN17].

The experimental results presented in the publication by Chen and Hao [CH18] validate
that the proposed Software Defined Task Offloading (SDTO) algorithm can reduce 20% of
the task duration and save 30% of the energy cost as compared to random and uniform
task computation offloading. Numerical results by Liu et al. have shown that it is
possible to achieve a better power-delay trade-off for intense computation requirements
and higher task arrival rates [LBP17]. Furthermore, it has been shown that the MECO
algorithm in [DMB18] can reduce both application runtime and energy cost by up to 70%.
Similar results have been presented in the publication by Chen et al. [CJLF15], where the
experiments have shown that the presented distributed computation offloading algorithm
can achieve a performance improvement by up to 68% compared to local computing.

3.2 Discussion

The given related work show that the offloading algorithms are designed for reducing en-
ergy cost reduction, application runtime or data transmission time for mobile applications.
The provided solutions are developed to either support single or multiple target servers
for offloading components on different levels of granularity – application, task or method.
But according to the best of our knowledge, there exists no offloading algorithm which
operates on the mobile device and makes decisions based on predefined priority levels
in combination with the task’s resource requirements, which is considered in this work.
Furthermore, the mentioned solutions do not take task migrations between the remote
instances into account to free-up resources and the fact of user mobility is often omitted.
Our approach will also be designed to work within a multi-server edge cloud environment
and the main aim will be the reduction of network and computation latency.
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CHAPTER 4
Cloud and Edge Computing for

Task Offloading

This part of the diploma thesis deals with benefits and limitations of Cloud and Edge
Computing. The primary information about benefits and limitations has been extracted
from existing research by conducting a Systematic Mapping Study. Afterwards, the
relevant data has been correlated to the concept of task offloading to provide an overview
about how one’s benefits can help to overcome the other’s limitations when doing task
offloading from mobile devices to cloud or edge nodes.

4.1 The Systematic Mapping Process

To find relevant research about benefits and limitations of Cloud and Edge Computing in
a structured and reproducible way, the following systematic mapping process by Peterson
et al. has been applied in this thesis [PFMM08, p. 2].
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4. Cloud and Edge Computing for Task Offloading

Figure 4.1: Systematic mapping process by Peterson et al.

Figure 4.1 shows all five process steps with their respective outcomes – starting with the
definition of the research question and closing with the systematic map.

1. Definition of Research Question
This systematic mapping study is conducted to provide primary information about
benefits and limitations of Edge and Cloud Computing for answering the following
research question.

What benefits and limitations exist in Edge and Cloud Computing for doing task
offloading?

2. Conduct Search
The search has been executed in the these online databases: ResearchGate, IEEE
(IEEE Xplore), ACM (ACM Digital Library) and Google.
To find existing research, the following generalized search terms have been defined
(the exact search terms for each database can be found in the Appendix A):

• Cloud Computing: ("cloud computing" AND ("benefits" OR "advantages"
OR "pros" OR "limitations" OR "disadvantages" OR "cons" OR "drawbacks"))
OR "Cloud- versus Edge-Computing" OR "Edge computing - Vision and
Challenges"

• Edge Computing: ("edge computing" AND ("benefits" OR "advantages"
OR "pros" OR "limitations" OR "disadvantages" OR "cons" OR "drawbacks"))
OR "Cloud- versus Edge-Computing" OR "Edge computing - Vision and
Challenges"

3. Screening of Papers
In this step, inclusion and exclusion criteria have been defined in order to eliminate
primary search results that do not match, so that the relevant research remains.
The exact remaining results after applying the inclusion and exclusion criteria can
be found in the Appendix A.
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4.1. The Systematic Mapping Process

• Inclusion criteria

– books, papers, technical reports and grey literature ("Grey literature
stands for manifold document types produced on all levels of government,
academics, business and industry in print and electronic formats that
are protected by intellectual property rights, of sufficient quality to be
collected and preserved by libraries and institutional repositories, but
not controlled by commercial publishers; i.e. where publishing is not the
primary activity of the producing body." [Duk19]) describing empirical
findings about Cloud/Edge Computing benefits/limitations in general or
Mobile Cloud/Edge computing

– research must be written in English or German

– when there is the same research published in different journals, the most
recent one is used

• Exclusion criteria

– research that is not publicly available

– research that is only available in the form of abstracts

– studies that do not describe Cloud/Edge Computing benefits but only
state that you can benefit from using it

– studies that do not describe Cloud/Edge Computing limitations but only
state that there exist some

– no abstract available

4. Classification Scheme
By scanning the remaining research the following relevant keywords for the classifi-
cation scheme have been identified:

• Bandwidth/latency

• Computational power

• Energy consumption

• Geographic context

• IT cost reduction

• Legal/rights

• Mobility

• Resiliency/availability

• Scalability
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4. Cloud and Edge Computing for Task Offloading

5. Data Extraction and Mapping Process
In the last step of the systematic mapping process, the remaining studies have been
read and all relevant information has been extracted and categorized based on the
predefined keywords from step 4. The exact mapping result can be found in the
Appendix A.

4.2 Benefits and Limitations of Cloud and Edge
Computing

The results of the systematic mapping study described in chapter 4.1 are listed in this
part of the thesis focusing on how beneficial or limited both the paradigms Cloud and
Edge Computing are with respect to task offloading. It starts with a detailed description
of all benefits and limitations for both paradigms and closes with an overview about the
findings.

4.2.1 Cloud Computing Benefits

This chapters gives detailed information about the identified benefits of Cloud Computing.

Computational power
The first advantage when using Cloud Computing is computational power. As the
cloud consists of multiple data centers full of computers, the processing power of the
cloud is almost limitless [Zor19]. This fact helps consumers of Cloud Computing
services to reduce processing and waiting time because the cloud enables the
automation of tasks and can handle tasks in parallel [MHS15, p. 13].

Energy consumption
Kumar and Lu [KL10, p. 3] have shown in their paper CLOUD COMPUTING
FOR MOBILE USERS: CAN OFFLOADING COMPUTATION SAVE ENERGY?
with experiments for two applications – chess game and image retrieval – that
offloading the application’s tasks to a cloud environment can save energy on mobile
devices when enough bandwidth exists.

IT cost reduction
With conventional hosting it is needed to predict possible loads and to provide
enough computing resources beforehand. Otherwise potential customers are forever
gone because the service is not available due to overloading. This may lead to the
problem that most of the time most of the computing resources are idle, which results
in unnecessary operating costs [AFG+10, p. 1]. By shifting the responsibilities of
operating and maintaining the infrastructure to cloud providers, cloud computing
enables organizations to reduce power, cooling, storage and space usage. It releases
existing resources and budget which can be allocated to business strategic tasks
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4.2. Benefits and Limitations of Cloud and Edge Computing

[CVdMK11, p. 3]. This economic benefit when preferring cloud computing over
conventional hosting is often described as "converting capital expenses to operating
expenses (CapEx to OpEx)" or "pay as you go" [AFG+10, pp. 3-4]. Furthermore,
Cloud Computing also helps to save costs for executing batch processes because
the same operations can be done faster but at the same cost. This concept is called
"cost associativity" [MHS15, p. 12].

Mobility
Mobility in this context is defined as the ability to have access to the cloud resources
everywhere and at any time [AK15, p. 9]. The only requirement of the mobile
device is the possibility to connect to the internet [Has13, p. 2].

Resiliency/availability
Furthermore, organization can become more competitive by providing highly reliable
applications, because the cloud infrastructure is based on a very strong architec-
ture and the vendors need to take care of the availability of their infrastructure
[CVdMK11, p. 3] [AAS14, p. 3] [Mic15].

Scalability
With scalability, Cloud Computing offers consumers to easily add and remove
Virtual Machines (VMs) with CPU, memory, storage, network and other resources
[Set16, p. 8]. Hereby, Cloud Computing provides the possibility to scale-up and
scale-out on demand. Scale-up or vertical scaling means adding more resources
(e.g. memory or storage) to the existing hardware whereas scale-out or horizontal
scaling describes the concept of adding additional hardware to the infrastructure
[Sch18]. Therefore, it helps organizations to adapt their resources quickly to cover
the current demand [AAS14, p. 3].

4.2.2 Cloud Computing Limitations

Cloud Computing does not only offers benefits but there also exist some limitations
which are described below.

Bandwidth/latency
One problem that may arise is the network delay for offloading data to the cloud.
NCTA – The Internet & Television Association – has published a study of Cisco
which predicts that the number of connected devices will exceed 50 billion by
2020 [NCT]. According to Mohan and Kangasharju [MK16, p. 1] this leads to
network congestion due to the large amount of data from IoT generators and limited
bandwidth. Another aspect which is closely related to bandwidth is latency. As the
cloud data centers are spread over the whole globe, the physical distance between
the cloud and the end user increases and consequentially the transmission latency,
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4. Cloud and Edge Computing for Task Offloading

which leads to the main problem for real-time applications [SNKS19, p. 2] [KQA14,
p. 4].

Geographic context
As already mentioned above, the physical resources of the cloud are spread over
multiple locations, which is per design the distributed nature of the cloud [KQA14,
p. 4]. Due to this fact the central cloud data centers are often too far away from
the end user and therefore, there is no possibility to provide geographic context for
further data processing.

Legal/rights
With the launch of the General Data Protection Regulation (GDPR) in the European
Union (EU) cloud consumers - especially for services outside the EU - have been
facing legal challenges about the lack of knowledge where personal data is stored
and who has access to the data. Especially questions like "Who is the owner of the
data?" or "How can this data be used by third parties?" have been arisen [Wan16b].
Therefore, people are afraid of losing some rights and of being unable to protect
user data because they do not know which jurisdiction has to be applied [AK15, p.
10] [BT15, p. 8].

4.2.3 Edge Computing Benefits

Within this part of the diploma thesis, all benefits of the Edge Computing paradigm are
outlined in detail.

Bandwidth/latency
When using Edge Computing, a first benefit that arises is reduced network load. As
the data processing and computing takes place close or at the edge of the network,
the amount of data that must be transmitted to the cloud is reduced [MK16, p.
2]. By transferring data only within the edge environment it is possible to cut
down latency times which is necessary for real-time applications [Wan16a]. The
required low latency times can be achieved by high Local Area Network (LAN)
bandwidth, decreased number of hops and short transmission distance [BOE17,
p. 7] [SCZ+16, p. 8]. In further consequence, the short transmission path also
increases the transmission reliability [SCZ+16, p. 8]. Another positive consequence
of reducing the amount of data transmission from end device to the cloud is that
the limited bandwidth of the internet connection and the core network is saved
[SCZ+16, p. 9] [BOE17, p. 7].

Energy consumption
Based on the research of Shi et al. it can be seen that the energy consumption
on mobile devices can be reduced by 30 – 40% by task offloading into an Edge
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4.2. Benefits and Limitations of Cloud and Edge Computing

Computing environment [SCZ+16, p. 3]. Additionally, in the publication How Can
Edge Computing Benefit from Software-Defined Networking: A Survey, Use Cases
& Future Directions Baktir et al. states that offloading of tasks to edge servers
consumes less energy compared to offloading of tasks to cloud servers [BOE17, p.
7].

Geographic context
Another advantage is that edge nodes provide contextual awareness. They can
combine the generated data from sensors or other devices with location or application
contexts to enrich the information [MK16, p. 2]. This is a big benefit for geographic
based applications like transportation and utility management where data processing
with geographic location information is possible without sending the data to the
cloud [SCZ+16, p. 4].

IT cost reduction
Edge Computing also helps to reduce costs for communication as the edge nodes
do not necessarily need internet connection all the time [Wan16a].

Legal/rights
The concept of Edge Computing also supports enterprises to protect private and
sensitive data against manipulation or theft because the data is not sent to the
cloud and remains within the company’s control [Wan16a]. This may increase the
trust of customers into the companies and better fulfills the requirement for privacy
protection [SCZ+16, p. 2].

Scalability
Baktir et al. mentions that Edge Computing can enhance the scalability of Cloud
Computing by replicating services and applications with the usage of VMs over
several edge nodes [BOE17, p. 7].

4.2.4 Edge Computing Limitations

There are many benefits of Edge Computing but there can also be identified some
drawbacks.

Computational power
As edge nodes in an Edge Computing environment are designed to be energy and
cost saving, edge servers are not equipped with large storage or high computational
power [Rie18].

Resiliency/availability
Edge servers are rarely high available [Rie18] and therefore Shi et al. states that
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4. Cloud and Edge Computing for Task Offloading

reliability is a key challenge for Edge Computing. He mentions from the system
point of view it might get very complex and challenging to maintain the network
topology of the whole system because services are needed for failure protection and
thing replacement in case of errors [SCZ+16, p. 2].

Scalability
Wanner argues that edge computing may be the wrong decision when a scalable
solution is needed [Wan16a]. If there is a high fluctuation in demand for computing
and storage, the ongoing maintenance and configuration effort may lead to high
cost. He states too, that the architecture and specifications should be well designed
beforehand because it does not provide the elasticity like cloud computing.

4.3 Overview of Cloud/Edge Computing Benefits and
Limitations

This section provides an overview of all benefits and limitations of Cloud and Edge
Computing mentioned in the chapters 4.2.1, 4.2.2, 4.2.3 and 4.2.4.

Topic Cloud Computing Edge Computing

Bandwidth/latency – +
Computational power + –
Energy consumption ∼ +
Geographic context – +
IT cost reduction + ∼

Legal/rights – +
Mobility + –
Resiliency/availability + –
Scalability + ∼

Table 4.1: Overview of how beneficial or limited Cloud and Edge Computing
are for task offloading

Legend

+ ... beneficial
∼ ... partly beneficial (only under certain circumstances)
– ... limited

Table 4.1 shows that both concepts – Cloud as well as Edge Computing – have advantages
for doing task offloading from mobile devices to cloud or edge nodes.

On the one hand, Cloud Computing benefits from its high computational power, IT
cost reduction for consumers, mobility, resiliency/availability and scalability. With the
usage of Cloud Computing and its high computational power, the possibility exists to
offload compute-intensive tasks from the mobile device to a cloud data center to get
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4.3. Overview of Cloud/Edge Computing Benefits and Limitations

lower execution times. Additionally, when combining the benefits of mobility, resilien-
cy/availability and scalability, Cloud Computing can be used as a stable backbone or
fallback mechanism for task offloading. Firstly, it can be accessed almost everywhere and
at any time by just having an internet connection. Secondly, it is highly available and
thirdly it enables easy and fast scalability when the whole demand cannot be processed
on the existing Edge Computing architecture. Energy consumption in table 4.1 is only
marked as partly beneficial because it can be reduced only under certain circumstances
as mentioned in chapter 4.2.1.

On the other hand, the strengths of Edge Computing can be identified in lower latency
and higher bandwidth, lower energy consumption of end devices, geographic context and
controllability of legal/rights. The most important aspects when doing task offloading –
especially for near or real-time applications – are low latency times and high bandwidth.
Both benefits are achieved due to the proximity of edge servers to the end devices and
are essential to keep the response times as low as possible. Another big focus of task
offloading is the reduction of energy consumption on mobile devices in order to enhance
the battery life. As shown in table 4.1 this goal can be reached by applying a task
offloading concept in an Edge Computing environment. The proximity of edge nodes
to end devices additionally provides the possibility to use location-aware information
when processing offloaded tasks. Finally, the last big benefit can be identified in legal
aspects and rights because the data on the edge servers is processed locally and is not
potentially sent around the whole globe. Two more aspects are categorized as partly
beneficial. The first one – IT cost reduction – can help to reduce communication costs via
internet because the data is only sent to edge servers and not to the cloud. But there will
rise again some hardware and maintenance costs even if they might be much lower than
the costs for operating on-premise data centers. The second partial benefit is scalability
because it can help to enhance the scalability of Cloud Computing due to literature but
Cloud Computing is the preferred way when dealing with fluctuating demands.

Summarizing all mentioned benefits and limitations listed in table 4.1 it can be clearly
identified that Cloud and Edge Computing are complementary paradigms when task
offloading is required. For each limitation of one paradigm it can be seen that the other
paradigm can help to overcome the problem. Therefore, both concepts can be perfectly
combined to implement a task offloading concept to fulfill the requirement of low latency
times for latency sensitive tasks but also have a stable fallback technology which can step
in if necessary.
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CHAPTER 5
Implementation of the PBMECO

Algorithm

In this chapter, detailed information about the implementation of the Priority Based
Mobile Edge Cloud Offloading (PBMECO) algorithm is covered. The chapter starts
by describing the task prioritization concept, which is used by our offloading algorithm
to differentiate the tasks by priorities. The next part includes information about the
concept for handling task dependencies which may exist in mobile applications. The
last section of this chapter includes a detailed technical description about the working
procedure for selecting nodes and offloading tasks.

5.1 Concept for Task Prioritization

The PBMECO algorithm is a priority based algorithm, which means it makes decisions
based on different latency priorities. Those priorities have influence on how the individual
tasks of an application are treated during the offloading process.

The prioritization technique is based on a technique from requirements management,
which is called "Numerical Assignment (Grouping)". This prioritization technique is
most common and suggested in RFC 2119 and IEEE Standard 830-1998 for grouping
requirements [BA05, p. 76]. The idea of this method is to assign each object a pre-defined
priority group. For priority groups it can either be used labels (e.g. "high", "medium"
or "low") or just numbers from 1 to 3 [Ves10, p. 2]. To avoid misunderstandings of
what the different priority groups mean, a clear definition must be set. The number
of distinct priority groups can be individually set, but in practice, the selection of
three groups is most common [BA05, p. 76]. As this technique is widely adopted in
requirements management and the tasks of an application can be treated in a similar way
like requirements of a project, this method is also applied in the context of prioritizing
tasks of applications for the offloading process of the PBMECO algorithm.
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5. Implementation of the PBMECO Algorithm

Due to Tsiatsis et al. the total latency time can be split into computation and network
latency. [TKS05, p. 7]. Additionally, Toczé et al. defines six workload characteristics
in edge computing: computation demand, communication demand, storage demand,
deadline, arrival type and interarrival time [TSB+19, p. 2]. As there exists an overlap
between network/computation latency and communication/computation demand, the
algorithm takes these two workload characteristics into account to allow prioritization of
network and computation latency for each task. This two types are further referenced as
"communication latency" and "computation latency".

The prioritization concept has defined the three labeled ordinal priority groups "HIGH",
"MEDIUM" and "LOW" for both types of latency. These three latency priority groups
are described in detail below:

• HIGH
The priority group "HIGH" represents the highest level. This level has to be used for
very latency sensitive tasks because this tasks take precedence over all other latency
priorities. In case this latency priority is applied as communication latency, the
PBMECO algorithm tries to find the closest edge node or otherwise – which means
it is set as computation latency – it looks for the most powerful node in the Edge
Computing environment. In both scenarios, the best suitable edge node is chosen
that has enough resources available to execute the task. Hereby, the algorithm also
searches for already offloaded tasks of lower priorities and checks if a migration of
those tasks is possible. The details on how the migration process is implemented can
be found in chapter 5.4.6. Therefore, the latency priority HIGH should be chosen
deliberately. Toczé et al. mentions, that reasons for setting the communication
latency to HIGH are if the demand requires high bandwidth or the service needs
to interact with other services. The computation latency instead should be set to
HIGH if long execution runtime will probably result in a degradation or an error
[TSB+19, p. 2].

• MEDIUM
"MEDIUM" prioritized tasks are offloaded by the PBMECO algorithm to an edge
node with enough storage and computational power. This edge node is probably
not the closest or most power full one – depending on the latency type – because
it maybe reserved for tasks with latency priority HIGH. Thus, this priority group
should be applied to tasks which can be offloaded to edge nodes but higher latency
times are acceptable and not mission critical.

• LOW
The latency priority "LOW" specifies the lowest or least important level. When
the PBMECO algorithm is applied, all tasks with this priority level are treated
with least priority regarding communication or computation latency during the
offloading process. Therefore, such tasks may be offloaded either to edge nodes or
the cloud, depending on the resources reserved on edge nodes for higher priority
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5.2. Concept for Task Dependencies

levels. If it does not matter where the task is offloaded and latency times are
not important, this priority group should be used. This prioritization level is also
defined as the standard level because it should not block resources if no conscious
assignment has been made.

When the PBMECO algorithm is applied for task offloading on a mobile device, each task
has to be applied one of these priority groups to both communication and computation
latency. If no priority group is set, LOW is taken by the algorithm as default setting.
The task prioritization concept of the PBMECO algorithm is designed this way because
it is assumed that the developers of applications know their implementations and the
environment best. Thus the developers should have the full control on how to prioritize
the different tasks of an application within a given environment.

The technical implementation of the handling of the latency priorities is explained in
further detail in the upcoming chapter 5.4.3.

5.2 Concept for Task Dependencies

In practice, each application on a mobile device can be split into multiple tasks, where each
task has different execution responsibilities. For example, a face recognition application
can be divided into the tasks "Image Acquisition, Face Detection, Pre-processing, Feature
Extraction and Classification" [MYZ+17, p. 2]. Usually, the individual tasks of an
application have inter-dependencies and cannot be executed autonomously because
upcoming tasks rely on output data from previous tasks. Therefore, it is necessary to
apply a model in the PBMECO algorithm which can deal with inter-dependencies of
tasks. This model is called task-call graph, which is defined as a Directed Acyclic Graph
(DAG) [MYZ+17, p. 6]. "In computer science and mathematics, a Directed Acyclic
Graph (DAG) is a graph that is directed and without cycles connecting the other edges.
This means that it is impossible to traverse the entire graph starting at one edge. The
edges of the directed graph only go one way. The graph is a topological sorting, where
each node is in a certain order" [Tec].

This definition perfectly matches the characteristics of an application because there exist
one starting point and the individual tasks are executed in logical order. Therefore, each
application is defined as a graph G(V,E) [MYZ+17, p. 6]. The vertices V define the set
of tasks and the edges E represent the inter-dependencies between them. Each edge E is
specified as pair (Vi, Vj), which means that there is a directed path from vertex Vi to
the vertex Vj . According to Mao et al., there exist three common dependency models
between tasks. The model can either include sequential, parallel or general dependencies
[MYZ+17, p. 6]. An example for each model can be seen in figure 5.1.
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5. Implementation of the PBMECO Algorithm

Figure 5.1: Task dependency models (adapted from Mao et al. [MYZ+17, p. 7]

Depending on the mobile application, one of these three dependency models can be
applied. The PBMECO algorithm supports all three models and is therefore not limited
to specific applications. Further information on how the dependencies are technically
handled during the offloading process are described step by step in chapter 5.4.4.

5.3 Algorithmic Procedure

This section describes the procedure of the PBMECO algorithm on a high level to get an
overview how the algorithm executes the task offloading process.

The algorithm is mainly split into two parts – one passive and one active part. On the one
hand there is a procedure which is executed periodically in the background for scanning
and tracking edge nodes in the close surroundings of the mobile node. On the other hand
the algorithm performs the offloading procedure of tasks of an application on-demand,
which means when there is something to offload. Both parts of the PBMECO algorithm
are described below as pseudo code in general and on a high level perspective.

Algorithm 5.1: PBMECO generic edge nodes scanning task

Input: Edge nodes in environment
Output: Available edge nodes in scanning range sorted by distance to mobile

node and computational power

1 PeriodicFunction begin
2 availableEdgeNodes ← scanEdgeNodes(edgeNodes)

storeLocally(availableEdgeNodes)
3 end
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5.3. Algorithmic Procedure

The algorithm 5.1 shows the first part of the PBMECO algorithm which consists of only
one task. This single task is executed periodically in the background and is responsible
for scanning the surroundings of the current position of the mobile node to find available
edge nodes, which are in predefined range. The periodic execution of the task is necessary
due to possible movements and consequent position changes of the mobile node. Hereby,
all available edge nodes are on the one hand sorted by distance between mobile node
and edge node in ascending order and on the other hand by computational power in
descending order. Afterwards, the sorted data is stored locally to enable quick access
to the collected information. The details how the sorting and storage is performed are
described in the upcoming chapters 5.4.1 and 5.4.2.

Algorithm 5.2: PBMECO generic offloading procedure "startDeployment"

Input: A task T , where each task is defined as
Ti(id, name, ram, cpu, storage, isOffloadable,mioInstructionsCount,
communicationPriority, computationPriority, sequence)

Output: A suitable node N where the task Ti is executed, either mobile Nmobile

or edge Nedgej
or cloud Ncloud node

1 Function startDeployment(Ti, Nmobile, Ncloud, Nedge)begin
2 if preDependencyTasks Tipre exist && Tipre are offloaded then
3 undeployTasks(Tipre);
4 end
5 if Ti is offloadable then
6 Nedgej

← getAvailableEdgeNode(Ti);

7 suitableNode ← decideOnNodes(Ti, Nmobile, Nedgej
, Ncloud);

8 else
9 suitableNode ← Nmobile;

10 end
11 if suitableNode is found then
12 deployTask(Ti, suitableNode);
13 return true;

14 else
15 return false;
16 end

17 end
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5. Implementation of the PBMECO Algorithm

Algorithm 5.3: PBMECO generic offloading procedure "getAvailableEdgeNode"

Input: A task Ti

Output: A suitable edge node Nedgej

1 Function getAvailableEdgeNode(Ti)begin
2 suitableEdgeNode ← null;
3 searchPolicy ← evaluateSearchPolicy(Ti);

4 foreach getScannedEdgeNodes(searchPolicy) do
5 if latencyPriority(Ti) == HIGH then
6 if hasEnoughResourcesWithMigration(Nedgej

) then

7 suitableEdgeNode ← Nedgej
;

8 break;

9 end

10 else if latencyPriority(Ti) == MEDIUM then
11 if hasEnoughResources(Nedgej

) &&
expectedRemainingRessources(Nedgej

) ≥

knowledgebase.expectedRessources(latencyPriority HIGH) then
12 suitableEdgeNode ← Nedgej

;

13 break;

14 end

15 else
16 if hasEnoughResources(Nedgej

) &&
expectedRemainingRessources(Nedgej

) ≥
knowledgebase.expectedRessources(latencyPriority HIGH AND
MEDIUM) then

17 suitableEdgeNode ← Nedgej
;

18 break;

19 end

20 end

21 end

22 return suitableEdgeNode;

23 end

As shown in the pseudo code 5.2, the PBMECO offloading procedure receives as input a
task Ti, which is characterized by the following parameters:

• id: is needed for technical differentiation of the tasks

• name: a human readable representation of the task

• RAM: represents the amount of RAM needed in MB
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5.3. Algorithmic Procedure

• CPU: specifies the number of processing units needed

• storage: defines the amount of storage needed in MB

• isOffloadable: boolean flag to specify if the task is offloadable to cloud or edge
nodes

• mioInstructionsCount: represents the number of million instructions needed for
task execution

• communicationPriority: is used to differentiate between HIGH, MEDIUM or LOW
prioritized tasks for communication latency (see chapter 5.1 for more details)

• computationPriority: specifies the computation latency of the task, either HIGH,
MEDIUM or LOW (see chapter 5.1 for more details)

• sequence: describes the execution order of the tasks

The offloading procedure is initialized by the function startDeployment(Ti, Nmobile, Ncloud,
Nedge) and starts by checking if the task Ti has some pre-dependency-tasks Tipre . Pre-
dependency-tasks represent tasks on which the execution of the current task Ti depends
on and therefore the pre-dependency-task must be finished beforehand. If there exist
one and they are currently offloaded to some cloud or edge node, they must be firstly
undeployed from their nodes before the offloading procedure for the task Ti continues.
In the next step a check regarding offloadability is performed. If the outcome of the
check is negative – this means the task cannot be offloaded – the mobile node Nmobile

is selected as suitable node for task deployment. Otherwise, the algorithm searches for
an available edge node Nedgej

which matches the resource requirements of the task Ti

by taking the latency priority – communication or computation latency – into account.
To know whether to use the sorted list by distance or by computational power, the
PBMECO algorithm has implemented a simple heuristic to determine the appropriate
search policy. The search process is executed by the function getAvailableEdgeNode(Ti)
described in general in 5.3. Afterwards, the function decideOnNodes(Ti, Nmobile, Nedgej

,
Ncloud) checks if an edge node has been found beforehand. In case no edge node could
be found, this function decides whether the task Ti should be deployed on the mobile
Nmobile or cloud Ncloud node by calculating the total latency (network + computation
latency). These two steps, represented in line 6 and 7 in the pseudo code 5.2 and in
5.3, are described in detail in the chapter 5.4.3. Finally, the PBMECO algorithm checks
if a suitable node has been found. If yes, the task Ti is deployed on the selected node,
which happens in line 12 in 5.2. If no compatible node could be found by the algorithm,
the PBMECO algorithm returns false to provide the possibility for error handling. The
detailed procedure about the function deployTask(Ti, suitableNode) is explained in chapter
5.4.4.

Once the PBMECO offloading procedure for the task Ti is finished, the task has been
deployed on the best suitable node, which can be either the mobile Nmobile, edge Nedgej
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5. Implementation of the PBMECO Algorithm

or cloud Ncloud node. Hereby, the main offloading target nodes are the edge nodes and
the mobile node is chosen if the task is not offloadable. Finally, the cloud node instead
acts as fallback instance, if no edge node is available or has not enough resources and the
mobile node cannot handle the execution of the task Ti due to resource limitations.

The PBMECO algorithm is designed as an adapted First Fit (FF) decreasing heuristic,
which is known from the bin packing problem. According to Skiena, analytical and
empirical results suggest this method as the best and most intuitive heuristic. The
general idea is to sort the objects in decreasing order of size and insert each object one
by one into the first bin that fits. The implementation of a FF decreasing heuristic
requires O(n lgn) time [Ski98, p. 596]. In case of the PBMECO algorithm, the objects
represent the tasks that have to be offloaded and the bins are the edge nodes. Hereby,
not the objects are sorted but the edge nodes are on the one hand sorted by distance in
ascending order, where the closest edge node Nedgej

is first and the farthest last, and
on the other hand by computational power in descending order, which means the node
with the highest computational power is first. Furthermore, the algorithm always stores
the remaining resources of each Nedgej

locally, which is technically described in chapter
5.4.2. The FF heuristic is applied for finding a suitable edge node Nedgej

– an edge node
which has enough resources available – where a task Ti can be offloaded to. The technical
details on how this procedure is implemented can be found in chapter 5.4.3.

5.4 Technical Components of the Algorithm

The whole procedure of the Priority Based Mobile Edge Cloud Offloading (PBMECO)
algorithm is split into the following six technical components, where each of the them
has different responsibilities within the offloading process:

• Scanning component

• Storage component

• Offloading component

• Node Evaluation component

• Knowledge Base component

• Migration component

5.4.1 Scanning component

As described in the chapter 5.3 the PBMECO algorithm consists of two main parts.
One main part is initialized by the function scanEdgeNodes(edgeNodes) of the scanning
component, which is described in the pseudo code 5.1. The aim of this function is to
discover the environment of the mobile node and to find potential edge nodes for offloading
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5.4. Technical Components of the Algorithm

tasks. Once available edge nodes have been found, the scanning component calculates
the geographical distance between the mobile node and each edge node. The distance
calculation is done by applying the Haversine formula. The Haversine formula enables the
calculation of the distance on the surface in kilometers based on the coordinates (latitude
and longitude) between two different nodes [CN13, p. 2]. It is also an appropriate
approach for numerical calculations at small distances [Ven19]. The Haversine formula is
defined as follows [CN13, p. 2]:

d = 2r sin−1(

√

sin2(
φ2 − φ1

2
) + cos(φ1) cos(φ2) sin2(

ψ2 − ψ1

2
)) (5.1)

The formula uses the following variables:

• r ... radius of the earth in km, which is 6,371 km

• φi ... latitude of the coordinates of node Ni

• ψi ... longitude of the coordinates of node Ni

• d ... is the result representing the distance between the two points in kilometers

After the calculation of the distances between the mobile node and each edge node has
finished, the PBMECO algorithm stores the information about the edge devices locally.
This functionality enables the offloading algorithm to access the information quickly and
it has not to scan the environment to find a suitable edge node every time on-demand
once the offloading process is started. Finally, the scanning node initializes also the
sorting of the edge nodes based on distance and computational power to find the closest
or most powerful node during the offloading procedure first. The storage and the sorting
itself is done in the storage component described in chapter 5.4.2.

The technical implementation of the main function scanEdgeNodes(edgeNodes) for initial-
izing the scan of the mobile node’s environment is defined in the listing 5.1 below.

1 pub l i c void scanEdgeNodes ( @NotNull L i s t <EdgeNode> edgeNodes ) {
2 // get d i s t anc e between mobile node and each edge node
3 edgeNodes . forEach ( edge −> {
4 edge . s e tD i s tance ( getDistanceToMobile ( edge ) ) ;
5 storageComponent . updateAvai lableNodes ( edge ) ;
6 }) ;
7
8 // s o r t edge nodes
9 storageComponent . sortNodesByDistance ( ) ;

10 storageComponent . sortNodesByPower ( ) ;
11 }
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5. Implementation of the PBMECO Algorithm

Listing 5.1: Scanning component: function for scanning, storing and sorting of edge
nodes

As mobile devices may change position, this action must be called periodically to keep
the local information about available edge nodes up-to-date. Furthermore, not just the
resource information must be updated but also the distances between the mobile node
and the edge nodes have to be recalculated to always have quick access to the closest
and most powerful node available.

5.4.2 Storage component

The storage component of the PBMECO algorithm handles the local storage of in-
formation regarding available edge nodes, which have been found by the scanning
component described in chapter 5.4.1. The storing procedure is executed by the function
updateAvailableNodes(edgeNode) described below.

1 pub l i c void updateAvai lableNodes ( @NotNull EdgeNode node ) {
2 // check i f d i s t anc e exceeds max range and node a l ready s to r ed

and no ta sk s are deployed on node −> remove node
3 i f ( node . ge tDi s tance ( ) > MAX_RANGE &&

arrayIndicesOfNodesDistance . containsKey ( node . ge t Id ( ) ) && node
. getTasksDeployed ( ) == 0) {

4 ava i l ab l eNodesDi s tance . remove ( arrayIndicesOfNodesDistance . get (
node . ge t Id ( ) ) . intValue ( ) ) ;

5 }
6 // check i f d i s t anc e i s in range and node a l r eady s to r ed −>

update d i s t ance
7 e l s e i f ( node . getDi s tance ( ) <= MAX_RANGE &&

arrayIndicesOfNodesDistance . containsKey ( node . ge t Id ( ) ) ) {
8 ava i l ab l eNodesDi s tance . get ( arrayIndicesOfNodesDistance . get (

node . ge t Id ( ) ) ) . s e tD i s tance ( node . ge tDi s tance ( ) ) ;
9 }

10 // check i f d i s t anc e i s in range and node i s NOT al ready s to r ed
11 e l s e i f ( node . getDi s tance ( ) <= MAX_RANGE && !

arrayIndicesOfNodesDistance . containsKey ( node . ge t Id ( ) ) ) {
12 // c r e a t e c l one o f o r i g i n a l edge node because i t i s s t o r ed

l o c a l l y in algor ithm , the o r i g i n a l node ob j e c t r e p r e s e n t s
the r e a l edge node

13 ava i l ab l eNodesDi s tance . add ( node . cloneCurrentNode ( ) ) ;
14 }
15
16 avai lableNodesPower = new ArrayList <>(ava i l ab l eNodesDi s tance ) ;
17 }

Listing 5.2: Storage component: local storage procedure
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5.4. Technical Components of the Algorithm

The local storage is built by using a combination of a HashMap and an Array for either
the sorted list by distance and the sorted list by computational power. The HashMap is
used to store a key-value pair consisting of the unique identifier of the edge node and the
array index whereas the Array is needed to save the edge nodes. This structure is chosen
to enable quick access to the objects. The retrieval of values from an Array by index
and the retrieval of an object from the HashMap requires constant time O(1) [Ano12].
Therefore, the PBMECO algorithm can achieve a time complexity of O(n) when selecting
any edge node Nedgej

from local storage.

The procedure implemented in 5.2 has to check three different scenarios. In scenario
one starting in line 3, it checks if the edge node Nedgej

is out of range and it is stored
locally without any tasks deployed. If this condition matches, Nedgej

is removed from
local storage. The second condition starting in line 7 handles the scenario where Nedgej

is still in range and available in the local storage. In this case, the information about the
distance between the mobile node and edge node is updated. Scenario three – the last
scenario – which begins in line 11 covers the case where the edge node Nedgej

is in range
but missing in local storage, therefore Nedgej

must be stored locally. For identifying
the individual nodes, the PBMECO algorithm makes use of the concept Universally
Unique Identifier (UUID). UUID has been established as a standard for generating unique
identifiers by the Open Software Foundation. Based on the defined standard, they are
considered to be unique worldwide [Aug19]. Therefore, they are best suited to technically
identify edge nodes.

The two additional important functions of the storage component are
sortNodesByDistance() and sortNodesByPower(), which actually execute either the sorting
by distance or by computational power of the locally stored edge nodes.

1 pub l i c void sortNodesByDistance ( ) {
2 // s o r t va lue s
3 ava i l ab l eNodes . s o r t ( Comparator . comparingDouble (Node : : ge tDi s tance

) ) ;
4
5 // map Array i n d i c e s to node IDs
6 IntStream . range (0 , ava i l ab l eNodes . s i z e ( ) ) . forEach ( index −>

arrayIndicesOfNodes . put ( ava i l ab l eNodes . get ( index ) . ge t Id ( ) ,
index ) ) ;

7 }

Listing 5.3: Storage component: sorting procedure by distance

1 pub l i c void sortNodesByPower ( ) {
2 // s o r t va lue s
3 Comparator<EdgeNode> edgeNodeComparator = Comparator . comparing (

node −> node . getFreeCpu ( ) ∗ node . getFrequency ( ) ) ;
4 avai lableNodesPower . s o r t ( edgeNodeComparator . r eve r s ed ( ) ) ;
5
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5. Implementation of the PBMECO Algorithm

6 // map Array i n d i c e s to node IDs
7 IntStream . range (0 , avai lableNodesPower . s i z e ( ) ) . forEach ( index −>

arrayIndicesOfNodesPower . put ( avai lableNodesPower . get ( index ) .
ge t Id ( ) , index ) ) ;

8 }

Listing 5.4: Storage component: sorting procedure by computational power

The sorting of the edge nodes Nedge described in line 3 in 5.3 and line 4 in 5.4 is done by
applying a stable, adaptive and iterative Mergesort, which can achieve far fewer time
complexity than O(nlog(n)) when the array is partially sorted [Ora19]. The Mergesort
algorithm implementation uses techniques from Peter McIlroy’s Optimistic Sorting and
Information Theoretic Complexity and is adapted from TimSort for Python by Tim Peter
[Ora19] [McI93]. Finally, the HashMap of the local storage is updated to include the new
mapping between the edge node identifier and the array index. This procedure is done in
line 6 in 5.3 and line 7 in 5.4.

5.4.3 Node Evaluation component

The next technical component of the PBMECO algorithm, namely the node evaluation
component, includes the functionality for finding a suitable target node. This node is
used for offloading the task of the mobile application. The node evaluation component
consists of two main functions, getAvailableEdgeNode(task) and decideOnNodes(task,
mobileNode, edgeNode, cloudNode). The evaluation procedure for finding the best
node – mobile Nmobile, edge Nedgej

or cloud Ncloud node – is initialized by the function
getAvailableEdgeNode(task) defined in 5.5.

1 pub l i c EdgeNode getAvailableEdgeNode ( Task task ) {
2 EdgeNode poss ib leNode = n u l l ;
3 t h i s . eva luatedSearchPo l i cy = eva luateSearchPo l i cy ( task ) ;
4
5 switch ( eva luatedSearchPo l i cy ) {
6 case DISTANCE_FIRST:
7 f o r ( i n t i = 0 ; i < storageComponent .

getNumberOfAvailableNodesDistance ( ) ; i++) {
8 i f ( i == 0) {
9 poss ib leNode = storageComponent . getClosestNode ( ) ;

10 } e l s e {
11 poss ib leNode = storageComponent . getCe i l ingNodeDistance (

poss ib leNode . ge t Id ( ) ) ;
12 }
13
14 // check i f s e l e c t e d node has enough r e s o u r c e s f o r task OR

task has communication pr i o HIGH and migrat ion o f
other task i s p o s s i b l e

15 boolean enoughResourcesAvai l = hasNodeEnoughResources ( task
, poss ib leNode ) ;
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5.4. Technical Components of the Algorithm

16 i f ( enoughResourcesAvai l | | ( task . getCommunicat ionPrior ity
( ) == LatencyPr io r i ty .HIGH && migrationComponent .
migrateTask ( task , poss ib leNode , eva luatedSearchPo l i cy ) )
) {

17 LOG. f i n e ( S t r ing . format ("Edge node found. Distance to

node %s: %.2f km\n" , poss ib leNode . ge t Id ( ) ,
poss ib leNode . ge tDi s tance ( ) ) ) ;

18 re turn poss ib leNode ;
19 }
20 }
21 break ;
22
23 case POWER_FIRST:
24 f o r ( i n t i = 0 ; i < storageComponent .

getNumberOfAvailableNodesPower ( ) ; i++) {
25 i f ( i == 0) {
26 poss ib leNode = storageComponent . getMostPowerfulNode ( ) ;
27 } e l s e {
28 poss ib leNode = storageComponent . getCei l ingNodePower (

poss ib leNode . ge t Id ( ) ) ;
29 }
30
31 // check i f s e l e c t e d node has enough r e s o u r c e s f o r task OR

task has computation pr i o HIGH and migrat ion o f other
task i s p o s s i b l e

32 boolean enoughResourcesAvai l = hasNodeEnoughResources ( task
, poss ib leNode ) ;

33 i f ( enoughResourcesAvai l | | ( task . getComputat ionPr ior i ty ( )
== LatencyPr io r i ty .HIGH && migrationComponent .

migrateTask ( task , poss ib leNode , eva luatedSearchPo l i cy ) )
) {

34 LOG. f i n e ( S t r ing . format ("Edge node found. Distance to

node %s: %.2f km\n" , poss ib leNode . ge t Id ( ) ,
poss ib leNode . ge tDi s tance ( ) ) ) ;

35 re turn poss ib leNode ;
36 }
37 }
38 break ;
39 }
40 re turn n u l l ;
41 }

Listing 5.5: Node evaluation component: initializing function to find best edge node for
offloading

The function getAvailableEdgeNode(task) starts by evaluating the search policy for finding
a suitable edge node Nedgej

. The search policy can either be "DISTANCE_FIRST"
or "POWER_FIRST" and is identified by applying the Latency of Communication
and Computation Heuristic (LACCH). "DISTANCE_FIRST" means that the algorithm
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5. Implementation of the PBMECO Algorithm

starts looking for a suitable edge node based on the list sorted by distance. In case
"POWER_FIRST" has been evaluated, the sorted list based on computational power is
considered for the search process. The LACCH heuristic takes the task’s specified priority
for communication and computation latency into account and evaluates the matching
search policy. This leads to the following three configuration setups:

1. Communication latency = Computation latency
In this case, the PBMECO algorithm makes the decision for the search policy
by identifying which latency type – communication or computation – based on
historic values better fits the current task Ti. Therefore, it compares the char-
acteristics RAM, CPU, storage and millions of instructions of Ti with the his-
toric values from the knowledge base component (described in chapter 5.4.5)
for both latency types. To make it comparable, it calculates the difference be-
tween the needed resources of the current task Ti and the historic value for
each characteristic and each latency type (e.g. if Ti has set communication
and computation latency to HIGH, the following calculations are done for RAM:
RAMcommunication = RAMi − RAMhistcommunicationHIGH

and RAMcomputation =
RAMi−RAMhistcomputationHIGH

). If the total difference of all characteristics of type
communication latency is smaller the algorithm chooses "DISTANCE_FIRST" as
search policy, otherwise "POWER_FIRST" will be used.

2. Communication latency > Computation latency
As the latency priorities defined in chapter 5.1 are comparable due its characteristic
of being ordinal (HIGH > MEDIUM > LOW ), we can evaluate this equation.
If the communication latency of the task Ti is higher, the algorithm will use the
search policy "DISTANCE_FIRST".

3. Communication latency < Computation latency
The last possibility represents the reverse configuration of option two, where the
communication latency is lower in comparison to the computation latency. Hereby,
the evaluation will result in using "POWER_FIRST" as search policy.

After the evaluation of the search policy is done, the function getAvailableEdgeNode(task)
iterates all available edge nodes – starting either with the closest or most powerful one
depending on the search policy – stored in the storage component to find a suitable edge
node Nedgej

. Hereby, each Nedgej
is evaluated if it has enough resources to handle the task

Ti. The resources to check are RAM, CPU and disk storage of both Nedgej
represented by

the variable RESOURCEedgej
and Ti represented by the variable RESOURCEi. The

resource evaluation procedure takes the latency priority groups described in chapter 5.1
into account and uses a cascading approach. Depending on the defined latency priority
in Ti, the following three scenarios are possible:
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5.4. Technical Components of the Algorithm

• Scenario 1: task priority HIGH
When the task Ti is of priority HIGH, the edge node Nedgej

is checked

– CPUedgej
≥ CPUi,

– RAMedgej
≥ RAMi and

– STORAGEedgej
≥ STORAGEi.

If all three equations evaluate to true, the current edge node Nedgej
can be used for

offloading the task.

• Scenario 2: task priority MEDIUM
In case Ti is MEDIUM prioritized and the current edge node Nedgej

is the closest
or most powerful node, it is initially calculated how much free resources on Nedgej

are available after an eventual deployment. The expected value is defined as
E(RESOURCEedgej

). Afterwards, the algorithm retrieves the average values of
resources needed of historical HIGH priority tasks RESOURCEhistHIGH

from the
knowledge base component. The historical data is used to predict how much
resources may be needed for upcoming HIGH prioritized tasks and therefore the
PBMECO algorithm reserves them on edge nodes. Then, the following equations
are evaluated:

– E(CPUedgej
) ≥ CPUhistHIGH

– E(RAMedgej
) ≥ RAMhistHIGH

– E(STORAGEedgej
) ≥ STORAGEhistHIGH

These three equations must be true in order to choose Nedgej
as possible offloading

target. If the current edge node Nedgej
does not represent the closest or most

powerful node, the procedure is equal to the one described in "Scenario 1".

• Scenario 3: task priority LOW
Similar to task priority MEDIUM, the algorithm initially calculates the expected
resources E(RESOURCEedgej

) and retrieves the historical data of HIGH priority
tasks RESOURCEhistHIGH

. In addition, it also retrieves historical values of
MEDIUM prioritized tasks defined as RESOURCEhistMEDIUM

and it evaluates
these equations:

– E(CPUedgej
) ≥ CPUhistHIGH

– E(RAMedgej
) ≥ RAMhistHIGH

– E(STORAGEedgej
) ≥ STORAGEhistHIGH

– E(CPUedgej
) ≥ CPUhistMEDIUM

– E(RAMedgej
) ≥ RAMhistMEDIUM

– E(STORAGEedgej
) ≥ STORAGEhistMEDIUM
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5. Implementation of the PBMECO Algorithm

If all six equations are true, the current edge node Nedgej
can be used for offloading

the task Ti. If the current edge node Nedgej
does not represent the closest or most

powerful node, the procedure is equal to the one described in "Scenario 1".

Once a possible edge node is found as offloading target, no further evaluations are done.
Otherwise the node evaluation component is also responsible for deciding if the best
alternative option is the mobile or cloud node. In this case, this component calculates
the total latency time for both types of nodes and selects the node with the lowest time.
The total latency time is obtained by summing up the the network and computation
latency [TKS05, p. 7]. The network latency consists of two parts, namely propagation
and serialization delay. Both delay times are defined in equations 5.2 and 5.3 [RF 12]:

Propagation delay = distance / speed (5.2)

Serialization delay = packet size (bits) / transmission rate (bps) (5.3)

The whole node decision procedure is implemented within the function
decideOnNodes(task, mobileNode, edgeNode, cloudNode) and can be seen below.

1 pub l i c Node decideOnNodes ( Task task , MobileNode mobileNode ,
EdgeNode edgeNode , CloudNode cloudNode ) {

2
3 // f i n d p r e f e r r e d node
4 Node pre ferredNode = edgeNode ;
5 i f ( edgeNode == n u l l && mobileNode != n u l l && cloudNode != n u l l )

{
6 // mobile node has no la t ency time because no network t r a n s f e r

needed
7 double totalTimeMobileNode = U t i l s . ca lculateComputat ionLatency

( task , mobileNode ) ;
8 double totalTimeCloudNode = U t i l s . ca lculateComputat ionLatency (

task , cloudNode ) + U t i l s . calculateCommunicationLatency ( task
, cloudNode , cloudNode . ge tDi s tance ( ) , f a l s e , t rue ) ;

9
10 // check i f mobile node has minimum t o t a l time and enough

re source s , o therw i se deploy on cloud node
11 i f ( totalTimeMobileNode < totalTimeCloudNode &&

hasNodeEnoughResources ( task , mobileNode ) ) {
12 pre ferredNode = mobileNode ;
13 } e l s e {
14 pre ferredNode = cloudNode ;
15 }
16 }
17
18 . . .
19
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5.4. Technical Components of the Algorithm

20 return pre ferredNode ;
21 }

Listing 5.6: Node evaluation component: node decision procedure

The conditional block starting in line 5 in listing 5.6 is applied when no edge node has
been found. In this case, it is checked if the mobile or cloud node has enough resources
available (CPU, RAM and storage). If yes, the decision procedure takes the node –
mobile or cloud node – with the lowest total latency time as preferred node Npreferred as
offloading target for the task Ti. This node is then used for initializing the deployment,
which is handled by the offloading component described in the upcoming chapter 5.4.4.

5.4.4 Offloading component

Another technical component of the PBMECO algorithm is the offloading component. It is
responsible for the whole deployment and undeployment process of a task Ti and handling
task dependencies based on the concept described in chapter 5.2. This functionality is
initialized by the function startDeployment(@NotNull Task task, Node mobileNode, Node
cloudNode, List<Node> edgeNodes). The implementation of the previously mentioned
function is described in the following listing.

1 pub l i c boolean startDeployment ( @NotNull Task task , MobileNode
mobileNode , L i s t <CloudNode> cloudNodes , L i s t <EdgeNode>
edgeNodes ) {

2 // check f o r pre−dependency ta sk s that are a l r eady deployed on
nodes

3 task . getPreDependencyTasks ( ) . stream ( ) . f i l t e r ( ( preDependentTask )
−> preDependentTask . getDeployedNode ( ) != n u l l ) . forEach ( (
preDependentTask ) −> {

4 LOG. f i n e ( S t r ing . format ("%s depends on deployed %s\n" , task .
ge t Id ( ) , preDependentTask . ge t Id ( ) ) ) ;

5
6 undeployTask ( preDependentTask , preDependentTask .

getDeployedNode ( ) , f a l s e ) ;
7 }) ;
8
9 // s e t mobile node as d e f a u l t f o r deployment

10 Node su i tab leNode = mobileNode ;
11
12 // check edge nodes only i f task i s o f f l o a d a b l e
13 i f ( task . i s O f f l o a d a b l e ( ) ) {
14 EdgeNode edgeNode = nodeEvaluationComponent .

getAvailableEdgeNode ( task ) ;
15 // use f i r s t c loud node because t h e i r e x i s t only 1
16 su i tab leNode = nodeEvaluationComponent . decideOnNodes ( task ,

mobileNode , edgeNode , cloudNodes . get (0 ) ) ;
17 }

53

https://www.tuwien.at/bibliothek
https://www.tuwien.at/bibliothek


D
ie

 a
pp

ro
bi

er
te

 g
ed

ru
ck

te
 O

rig
in

al
ve

rs
io

n 
di

es
er

 D
ip

lo
m

ar
be

it 
is

t a
n 

de
r 

T
U

 W
ie

n 
B

ib
lio

th
ek

 v
er

fü
gb

ar
.

T
he

 a
pp

ro
ve

d 
or

ig
in

al
 v

er
si

on
 o

f t
hi

s 
th

es
is

 is
 a

va
ila

bl
e 

in
 p

rin
t a

t T
U

 W
ie

n 
B

ib
lio

th
ek

.
D

ie
 a

pp
ro

bi
er

te
 g

ed
ru

ck
te

 O
rig

in
al

ve
rs

io
n 

di
es

er
 D

ip
lo

m
ar

be
it 

is
t a

n 
de

r 
T

U
 W

ie
n 

B
ib

lio
th

ek
 v

er
fü

gb
ar

.
T

he
 a

pp
ro

ve
d 

or
ig

in
al

 v
er

si
on

 o
f t

hi
s 

th
es

is
 is

 a
va

ila
bl

e 
in

 p
rin

t a
t T

U
 W

ie
n 

B
ib

lio
th

ek
.

5. Implementation of the PBMECO Algorithm

18
19 // deploy task to a s u i t a b l e node
20 i f ( su i tab leNode != n u l l ) {
21 deployTask ( task , suitableNode , f a l s e ) ;
22 LOG. f i n e ( S t r ing . format ("%s deployed on %s\n" , task . ge t Id ( ) ,

su i tab leNode . ge t Id ( ) ) ) ;
23 re turn true ;
24 } e l s e {
25 re turn f a l s e ;
26 }
27 }

Listing 5.7: Offloading component: deployment initializing function

As defined in 5.7, the code block starting in line 3 until line 7 is responsible for handling
task dependencies. Hereby, each task Ti is checked if there exist already deployed pre-
dependency-tasks and the algorithm undeploys them if necessary, which is specified in
line 6. Afterwards if the task is offloadable, the offloading component initializes the
search process to find a suitable node described in line 14 and 16. Finally, the PBMECO
algorithm performs the actual deployment on the selected node, which can be either the
mobile, edge or cloud node.

In case Ti has been successfully deployed to an edge node, the local information of the
specific edge node stored in the storage component is updated. Thereby, the algorithm
refreshes the data about the remaining resources like CPU, RAM and storage. This step is
necessary in order to have the correct information available when finding a suitable node
for the next task Ti+1. As final steps, the offloading process also includes firstly the update
of historical values in the knowledge base component and secondly the re-ordering of the
locally stored edge nodes based on remaining computational power. Additionally, once the
remote execution is finished, the offloading component is also responsible for undeploying
the task’s data from the remote node back to the mobile node. Hereby, it again updates
the local resource information of the storage component. The technical functions used
for both the deployment and undeployment process are deployTask(@NotNull Task task,
@NotNull Node node, boolean isMigration) and undeployTask(@NotNull Task task, @NotNull
Node node, boolean isMigration) in 5.8 and 5.9.

1 pub l i c void deployTask ( @NotNull Task task , @NotNull Node node ,
boolean i sMig ra t i on ) {

2 . . .
3 node . setFreeRam ( node . getFreeRam ( ) − task . getRamNeeded ( ) ) ;
4 node . setFreeCpu ( node . getFreeCpu ( ) − task . getCpuNeeded ( ) ) ;
5 node . s e tFreeSto rage ( node . getFreeStorage ( ) − task .

getStorageNeeded ( ) ) ;
6 task . setDeployedNode ( node ) ;
7 . . .
8
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5.4. Technical Components of the Algorithm

9 // only update knowledge base i f task i s o f f l o a d a b l e and an edge
node has been s e l e c t e d

10 // re−s o r t l o c a l l y s to r ed edge nodes due to change in a v a i l a b l e
r e s o u r c e s

11 i f ( task . i s O f f l o a d a b l e ( ) && node i n s t a n c e o f EdgeNode ) {
12 knowledgeBaseComponent . updateAvgValues ( task ) ;
13 storageComponent . sortNodesByPower ( ) ;
14 }
15 }

Listing 5.8: Offloading component: task deployment

1 pub l i c void undeployTask ( @NotNull Task task , @NotNull Node node ,
boolean i sMig ra t i on ) {

2 . . .
3 node . setFreeRam ( node . getFreeRam ( ) + task . getRamNeeded ( ) ) ;
4 node . setFreeCpu ( node . getFreeCpu ( ) + task . getCpuNeeded ( ) ) ;
5 node . s e tFreeSto rage ( node . getFreeStorage ( ) + task .

getStorageNeeded ( ) ) ;
6 task . setDeployedNode ( n u l l ) ;
7 . . .
8
9 // re−s o r t l o c a l l y s to r ed edge nodes due to change in a v a i l a b l e

r e s o u r c e s
10 i f ( task . i s O f f l o a d a b l e ( ) && node i n s t a n c e o f EdgeNode ) {
11 storageComponent . sortNodesByPower ( ) ;
12 }
13 }

Listing 5.9: Offloading component: task undeployment

5.4.5 Knowledge base component

The knowledge base component of the PBMECO algorithm holds the historical informa-
tion about CPU, RAM, storage and millions of instructions of already deployed tasks
categorized by latency type and priority. The technical implementation on how the data
is handled and aggregated can be seen in listing 5.10.

1 pub l i c void updateAvgValues ( @NotNull Task task ) {
2 LatencyPr io r i ty latencyPrioCommunication = task .

getCommunicat ionPrior ity ( ) ;
3 LatencyPr io r i ty latencyPrioComputation = task .

getComputat ionPrior i ty ( ) ;
4
5 // c a l c u l a t e moving average
6 // RAM
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5. Implementation of the PBMECO Algorithm

7 priorityTaskMapAvgRam . get ( communication ) . put (
latencyPrioCommunication , calculateMovingAverage (
latencyPrioCommunication , mapValuesRam . get ( communication ) ,
mapSumRam. get ( communication ) , mapIndexRam . get ( communication ) ,

task . getRamNeeded ( ) ) ) ;
8 priorityTaskMapAvgRam . get ( computation ) . put (

latencyPrioComputation , calculateMovingAverage (
latencyPrioComputation , mapValuesRam . get ( computation ) ,
mapSumRam. get ( computation ) , mapIndexRam . get ( computation ) ,
task . getRamNeeded ( ) ) ) ;

9 // CPU
10 priorityTaskMapAvgCpu . get ( communication ) . put (

latencyPrioCommunication , calculateMovingAverage (
latencyPrioCommunication , mapValuesCpu . get ( communication ) ,
mapSumCpu . get ( communication ) , mapIndexCpu . get ( communication ) ,

task . getCpuNeeded ( ) ) ) ;
11 priorityTaskMapAvgCpu . get ( computation ) . put (

latencyPrioComputation , calculateMovingAverage (
latencyPrioComputation , mapValuesCpu . get ( computation ) ,
mapSumCpu . get ( computation ) , mapIndexCpu . get ( computation ) ,
task . getCpuNeeded ( ) ) ) ;

12 // Storage
13 priorityTaskMapAvgStorage . get ( communication ) . put (

latencyPrioCommunication , calculateMovingAverage (
latencyPrioCommunication , mapValuesStorage . get ( communication )
, mapSumStorage . get ( communication ) , mapIndexStorage . get (
communication ) , task . getStorageNeeded ( ) ) ) ;

14 priorityTaskMapAvgStorage . get ( computation ) . put (
latencyPrioComputation , calculateMovingAverage (
latencyPrioComputation , mapValuesStorage . get ( computation ) ,
mapSumStorage . get ( computation ) , mapIndexStorage . get (
computation ) , task . getStorageNeeded ( ) ) ) ;

15 // Mi l l i o n i n s t r u c t i o n s
16 prior ityTaskMapAvgMioInstruct ions . get ( communication ) . put (

latencyPrioCommunication , calculateMovingAverage (
latencyPrioCommunication , mapValuesMioInstruct ions . get (
communication ) , mapSumMioInstructions . get ( communication ) ,
mapIndexMioInstruct ions . get ( communication ) , task .
getMioInstruct ionsCount ( ) ) ) ;

17 prior ityTaskMapAvgMioInstruct ions . get ( computation ) . put (
latencyPrioComputation , calculateMovingAverage (
latencyPrioComputation , mapValuesMioInstruct ions . get (
computation ) , mapSumMioInstructions . get ( computation ) ,
mapIndexMioInstruct ions . get ( computation ) , task .
getMioInstruct ionsCount ( ) ) ) ;

18 }

Listing 5.10: Knowledge base component: historical task data aggregation functionality
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5.4. Technical Components of the Algorithm

The method updateAvgValues(@NotNull Task task) is responsible for calculating predictive
values for each resource (CPU, RAM, storage or millions of instructions). Everytime
a task Ti is deployed, this method is called to compute new forecast values based on
historic data. It differentiates always between the specified latency priorities for each
type – communication and computation latency – described in detail in chapter 5.1. The
algorithm uses the forecast method "moving averages of order five". The formula of a
moving average of order m is written as

T̂t =
1

m

k
∑

j=−k

yt+j (5.4)

where m = 2k + 1. Moving averages is one method for doing time series decomposition
where the trend and cycle are combined into a single so-called trend-cycle component
[HA18, p. 197]. This trend-cycle at time t is calculated by averaging observations of the
time series within k periods of t [HA18, p. 203]. By applying the forecasting method
moving averages, the PBMECO algorithm can follow trends of resource usages of the tasks
of a mobile application. Therefore, it covers scenarios like one-time outliers or behavioral
changes in application usage (e.g. the end user uses different mobile applications over
time). The order of value "five" was chosen due to two reasons: 1) "In general, a larger
order means a smoother curve" and 2) "Simple moving averages such as these are usually
of an odd order that they are symmetric. In a moving average of order m = 2k + 1,
the middle observation and the same amount of k values on either side are used for
calculating the average" [HA18, p. 207]. Thus, the method moving averages of order
five – also written as 5-MA – can help to accurately forecast the needed resources for an
upcoming task Ti+1 of a specific priority class.

5.4.6 Migration component

Finally, the PBMECO algorithm has implemented a migration component. This technical
component kicks in once the algorithm has to find an edge node Nedgej

for offloading a
task Ti of priority HIGH – either communication or computation latency – and there are
currently not enough free resources (CPU, RAM or storage) on Nedgej

. The migration
procedure is initialized by the function migrateTask(Task conflictingTask, @NotNull Node
sourceNode, SearchPolicy searchPolicy) which is implemented as shown below.

1 pub l i c boolean migrateTask ( Task con f l i c t i ngTask , @NotNull Node
sourceNode , SearchPol i cy s ea r chPo l i cy ) {

2
3 . . .
4
5 // f i n d p o s s i b l e ta sk s to migrate based on the migrat ion p o l i c y
6 switch ( migra t i onPo l i cy ) {
7 case LOW_ONLY:
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5. Implementation of the PBMECO Algorithm

8 poss ib leTasksToMigrate = deployedTasks . stream ( ) . f i l t e r (
deployedTask −> deployedTask . getCommunicat ionPrior ity ( )
== LatencyPr io r i ty .LOW && deployedTask .
getComputat ionPrior i ty ( ) == LatencyPr io r i ty .LOW) . c o l l e c t (
C o l l e c t o r s . t o L i s t ( ) ) ;

9 break ;
10 case LOW_AND_MEDIUM:
11 poss ib leTasksToMigrate = deployedTasks . stream ( ) . f i l t e r (

deployedTask −>
12 {
13 return Arrays . a s L i s t ( LatencyPr io r i ty .LOW,

LatencyPr io r i ty .MEDIUM) . conta in s ( deployedTask .
getCommunicat ionPrior ity ( ) ) | |

14 Arrays . a s L i s t ( LatencyPr io r i ty .LOW, LatencyPr io r i ty .
MEDIUM) . conta in s ( deployedTask .
getComputat ionPrior i ty ( ) ) ;

15 }
16 ) . c o l l e c t ( C o l l e c t o r s . t o L i s t ( ) ) ;
17 break ;
18 d e f a u l t :
19 throw new I l l e g a l S t a t e E x c e p t i o n ("Unexpected value: " +

migrat i onPo l i cy ) ;
20 }
21
22 . . .
23
24 // get sum of deployed r e s o u r c e s
25 double ramToMigrate = poss ib leTasksToMigrate . stream ( ) .

mapToDouble ( Task : : getRamNeeded ) . sum ( ) ;
26 double cpuToMigrate = poss ib leTasksToMigrate . stream ( ) .

mapToDouble ( Task : : getCpuNeeded ) . sum ( ) ;
27 double storageToMigrate = poss ib leTasksToMigrate . stream ( ) .

mapToDouble ( Task : : getStorageNeeded ) . sum ( ) ;
28
29 // check how much r e s o u r c e s are f r e e a f t e r p o s s i b l e migrat ions
30 i f ( ramToMigrate + sourceNode . getFreeRam ( ) < c o n f l i c t i n g T a s k .

getRamNeeded ( ) | | cpuToMigrate + sourceNode . getFreeCpu ( ) <
c o n f l i c t i n g T a s k . getCpuNeeded ( ) | | storageToMigrate +
sourceNode . getFreeStorage ( ) < c o n f l i c t i n g T a s k .
getStorageNeeded ( ) ) {

31 re turn f a l s e ;
32 }
33
34 f o r ( Task taskToMigrate : poss ib leTasksToMigrate ) {
35 // stop migrat ion o f a d d i t i o n a l ta sk s i f the re are enough

r e s o u r c e s a v a i l a b l e
36 i f ( nodeEvaluationComponent . hasNodeEnoughResources (

con f l i c t i ngTask , sourceNode ) ) break ;
37
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5.4. Technical Components of the Algorithm

38 // f i n d s u i t a b l e a l t e r n a t i v e edge node
39 Node currentNode = storageComponent . getCei l ingNode ( sourceNode .

ge t Id ( ) , s e a r chPo l i cy ) ;
40 whi l e ( currentNode != n u l l ) {
41 i f ( nodeEvaluationComponent . hasNodeEnoughResources (

taskToMigrate , currentNode ) ) {
42 deployTaskOnOtherNode ( taskToMigrate , sourceNode ,

currentNode ) ;
43 break ;
44 }
45 currentNode = storageComponent . getCei l ingNode ( currentNode .

ge t Id ( ) , s e a r chPo l i cy ) ;
46 }
47
48 // use c loud f o r ta sk s that could not be migrated to other

edge nodes
49 i f ( currentNode == n u l l ) {
50 tasksToMigrateForCloud . add ( taskToMigrate ) ;
51 }
52 }
53
54 // migrate ta sk s to c loud node
55 f o r ( Task taskToMigrate : tasksToMigrateForCloud ) {
56 // stop migrat ion o f a d d i t i o n a l ta sk s i f the re are enough

r e s o u r c e s a v a i l a b l e
57 i f ( nodeEvaluationComponent . hasNodeEnoughResources (

con f l i c t i ngTask , sourceNode ) ) break ;
58
59 deployTaskOnOtherNode ( taskToMigrate , sourceNode , cloudNode ) ;
60 }
61
62 re turn true ;
63 }

Listing 5.11: Migration component: task migration procedure

As shown in listing 5.11 between line 6 and 20, the PBMECO algorithm has implemented
two different migration policies. Depending on the configuration, the algorithm executes
either

1. migration policy "LOW_ONLY": Hereby, the algorithm is looking for tasks with
communication and computation latency priority LOW that are already deployed
on the current node Nedgej

or

2. migration policy "LOW_AND_MEDIUM": Once this configuration is selected,
the algorithm searches for already deployed tasks on Nedgej

of priority LOW or
MEDIUM for both communication and computation latency.
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5. Implementation of the PBMECO Algorithm

If the algorithm finds tasks Tmigrate that can be migrated to other nodes, it calculates the
amount of resources that can be made available after a potential migration. In case the
computed free resources exceed the required resources of task Ti, the actual migration of
the tasks is started. At the beginning of the migration process, the algorithm tries to
find a new edge node, where the task Tmigratek

can be transferred to. This procedure can
be seen between line 39 and 46. Hereby, the algorithm iterates through the locally stored
edge nodes of the storage component. If no alternative edge node can be found, the
PBMECO algorithm uses the cloud instance as fallback mechanism. Migrations of tasks
Tmigrate are done until enough resources are available on the current edge node Nedgej

to
make the deployment of the new task Ti possible. Finally, the function migrateTask(Task
conflictingTask, @NotNull Node sourceNode, SearchPolicy searchPolicy) returns true if the
tasks have been successfully migrated to other nodes, which can be either an edge or a
cloud node.
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CHAPTER 6
Evaluation

The purpose of the experimental simulation is to evaluate the performance of the
implemented Priority Based Mobile Edge Cloud Offloading (PBMECO) algorithm, which
has been described in detail in chapter 5. Thus, this chapter contains information about
the evaluation setup and the simulation process that is executed. It starts by explaining
the method of Monte Carlo Simulation, continuing with the description of the simulation
environment and process and finalizing with a discussion on the simulation results based
on predefined scenarios.

6.1 Event-driven Monte Carlo Simulation

Before the term "Event-driven Monte Carlo Simulation" is explained in further detail,
this section starts with a short introduction what simulation means in general. Banks
et al. defines simulation as "the imitation of the operation of a real-world process or
system over time" [BCINN14, p. 3]. This definition matches the one from Waldmann
and Helm [WH16, p. 4], who additionally state that this method is needed to get insights
on interesting metrics, where no analytical or efficient solution exists for the specified
problem. Advantages of doing simulations are that they are easier to apply compared to
analytical methods and provide higher flexibility in modeling and analyzing real-world
systems [WH16, p. 4].

Based on this definition, we are now focusing on the method Monte Carlo Simulation.
In general, the idea is to estimate the parameter µ based on the expected value E(X)
of a random variable X [WH16, p. 6]. The execution of a single simulation run leads
to the problem that the deviation of E(X) and hence µ is too high and therefore not
a convincing result. But this dispersion can be reduced by doing repetitive simulation
runs using independent random samples and calculating the arithmetic mean afterwards
[WH16, p. 6]. Based on the theorem "Law of Large Numbers", which states that the
arithmetic mean X̄ for µ→∞ converges to the expected value E(X) and therefore also
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6. Evaluation

to the parameter µ. When doing a simulation, the arithmetic mean is called "Monte
Carlo Estimator" and is defined in equation 6.1 [WH16, p. 8]:

IMC(n) =
1

n

n
∑

k=1

Xk (6.1)

To understand the concept of Monte Carlo Simulation there are three more terms that
are explained below [WH16, p. 77]:

• System: is represented by a set of objects that have relations to each other

• State: includes the total amount of variables that are needed to describe the system
and its relation at a specific point in time

• Model: a simplified projection of the real-world system or process

As there exist multiple variations of Monte Carlo Simulations, this thesis focuses only on
applying an Event-driven Monte Carlo Simulation. This type of Monte Carlo Simulation
is used if the state of the model is only changed when an event occurs. In this thesis, the
method helps to simulate the expected communication and computation latency times
for the different priority groups described in chapter 5.1. These times are calculated on
the one hand by applying the Priority Based Mobile Edge Cloud Offloading (PBMECO)
algorithm and on the other hand by using a random offloading procedure, which means the
target edge nodes are selected randomly. Furthermore, the random offloading procedure
does not differentiate between task priorities, makes no migrations and it takes the
first node that matches the resource requirements. The detailed description about the
simulation model is given in the upcoming chapter 6.2.

6.2 Simulation Model/Process

The simulation framework has been implemented in order to evaluate the performance of
the Priority Based Mobile Edge Cloud Offloading (PBMECO) algorithm with respect to
latency times as already mentioned before. Therefore, the simulation process illustrated
in figure 6.1 has been designed in this thesis and is applied to all simulation scenarios
specified in chapter 6.4.2.

The simulation process starts by sampling the position of the mobile node Nmobile. Hereby,
the simulation framework calculates new coordinates of Nmobile on a random basis within
a specified corridor. This step has been implemented in order to simulate possible
movements of the mobile node because the mobile end devices usually not stick to one
specific location. Afterwards, random samples of the resources CPU, RAM, storage and
millions of instructions of all tasks of the mobile application are computed. This helps
to cover volatile resource requirements due to different usages of the mobile application.
Therefore, we can simulate the real-world behavior more accurately and can achieve more
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6.2. Simulation Model/Process

Figure 6.1: Flowchart of simulation process

confident simulation results. The process is continued by retrieving each task Ti of the
mobile application, that has to be offloaded to remote instances like edge or cloud nodes.
As there may arise unforeseen tasks during a regular offloading process, the simulation
framework has covered this scenario by instantiating so called influencing tasks Tinfl.
Hereby, it is initially checked if there exist Tinfl that are already deployed to remote
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6. Evaluation

nodes. If yes, they are undeployed before new influencing tasks are created and passed
to the offloading process. The moment when the creation of Tinfl is initialized can be
configured via a modulo operator configinfl. During the simulation run, there exist an
index count idx which is increased after each deployment of Ti. Everytime the equation

idx mod configinfl = 0 (6.2)

evaluates to true, a new influencing task with communication and computation latency
HIGH is created and deployed to a suitable node. Once the potential deployment of an
influencing task is done, the task Ti is sent to the offloading process. This step is on
the one hand executed by the implemented PBMECO algorithm and on the other hand
by using the random offloading procedure. Finally, the computed communication and
computation latency times of each task Ti are collected and categorized into each priority
group.

The calculations of the communication and computation latency are done based on the
formulas 6.3 and 6.4 [RF 12] [Inc20].

Communication latency = Propagation delay+ Serialization delay+Distance delay
(6.3)

Computation latency =
MioInstructions× CPI

CPU × Frequency × 1000
(6.4)

The propagation and serialization delay are defined in 5.2 and 5.3. For the calculation
of the distance delay, it is assumed that the latency increases over distance due to
environmental or networking influences (e.g. buildings or network hops). The formula
6.3 is only applied on calculations for edge nodes because we do not know the exact
coordinates of the cloud data centers and thus, we cannot calculate the distance between
the mobile and cloud node. Therefore, we have evaluated the propagation delay by
using CloudHarmony [Clo20] which measures the Round Trip Time (RTT) between the
current position and the cloud data center (see chapter 6.3.3 for more details). Within
the equation 6.4, the Cycles per Instruction (CPI) are set to 1 due to simplifications and
the frequency is specified in GHz.

These steps of the simulation process are executed for each simulation run. As proposed
in the paper OPTIMAL NUMBER OF TRIALS FOR MONTE CARLO SIMULATION
by Liu, we can achieve a high confidence level by performing anywhere between 100,000
to 500,000 iterations [Liu17, p. 1]. Therefore, the number of simulation runs has been set
to the upper bound, which is 500,000 runs for each scenario described in chapter 6.4.2
and each offloading procedure – PBMECO algorithm or random offloading.
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6.3. Simulation Environment

Based on the process illustrated in 6.1 it can be seen that there exist three different
events, that are used within the Event-driven Monte Carlo Simulation.

1. Movement of mobile node Nmobile

2. Deployment of a task (Ti or Tinfl) to a node (Nmobile, Nedgej
or Ncloud)

3. Undeployment of a task (Ti or Tinfl) from node (Nmobile, Nedgej
or Ncloud)

As described in the chapter 6.1, an event changes the state of the system. Hereby, the
first event – movement of Nmobile – changes the position and therefore the coordinates of
it. Additionally, the second and third event result in a change of remaining resources,
that are available on either the mobile, edge or cloud node.

6.3 Simulation Environment

The simulation process described in the previous chapter is executed in a predefined
environment. This setup remains the same during all simulation runs to make all results
comparable with each other. The environment, or also called system in the area of
simulations, consists of three types of nodes: 1) one mobile node; 2) four edge nodes
and 3) one cloud node. Details about these three components are given in the upcoming
chapters 6.3.1, 6.3.2 and 6.3.3. This setup leads to the following network topology, that
is used for all simulation runs.

Figure 6.2 illustrates the previously mentioned node types and how they are connected
with each other. Firstly, the mobile node – which is the starting point of the offloading
procedure – has a connection to both the edge and cloud computing environment. The
edge computing environment is represented by the dashed circle including edge servers
whereas the cloud infrastructure is symbolized by the cloud sign. Secondly, the edge
computing environment consists of four edge nodes. All four nodes can communicate
with each other via a high-speed connection, which is assumed to have a bandwidth of
1 Gbps. Furthermore, all edge nodes also have the possibility to connect to the cloud
environment in order to perform potential migrations. Finally, the cloud includes only
one instantiated virtual machine. For simplification reasons, it is assumed within the
simulation that the cloud has unlimited resources available due to scaling even if there
must be created additional VMs in reality.

As network connection, the mobile node communicates on the one hand with the edge
environment either via 4G or 5G. Details about both network types are given in the
chapters 6.3.4 and 6.3.5. On the other hand, it is assumed that the bandwidth between
the mobile and cloud node is more limited because it has to be shared by multiple users.
Therefore, the bandwidth is set to 150 Mbps as up and download speed.
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6. Evaluation

Figure 6.2: Simulation network topology

6.3.1 Mobile node

Within the simulation setup, the mobile node Nmobile represents a smartphone which
has installed mobile applications that are compatible for doing offloading. It has the
following specifications [Fin20]:

Characteristics Values

Model iPhone XS
Name mobile_1
RAM 4 GB
CPUs 4
Storage 64 GB
Coordinates (lat/lon) sampled randomly
Frequency 2.49 GHz

Table 6.1: Mobile node specification
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6.3. Simulation Environment

Within the simulation model, the mobile node is initialized with the parameters described
in table 6.1. Additionally, Nmobile can hold multiple applications where each has sev-
eral tasks. Each task is characterized as Ti(id, name, ram, cpu, storage, isOffloadable,
mioInstructionsCount, communicationPriority, computationPriority, sequence) and
multiple pre-dependency-tasks can be specified for each task Ti.

As movement area of the mobile node, the area of and around the city of Vienna
has been specified. Therefore, a rectangle above Vienna has been spanned with the
following range starting at the lower left corner and ending in the upper right one: from
coordinates(48.13, 16.20) until coordinates(48.31, 16.57).

6.3.2 Edge nodes

Edge nodes are used within the offloading algorithm as main target in order to reduce
the latency times. Hereby, we use two different types of state-of-the-art edge nodes
from OnLogic and they are initialized within the simulation based on the characteristics
described below [OnL19].

Characteristics Values Standard Values High Performance

Model MC850-54 (low-config) MC850-54 (high-config)
Name edge_1 / edge_2 edge_3 / edge_4
RAM 16 GB 32 GB
CPUs 6 6
Storage 100 GB 100 GB
Coordinates (lat/lon) 48.19,16.30 / 48.22,16.50 48.28,16.41 / 48.15,16.40
Frequency 2.10 GHz 3.40 GHz

Table 6.2: Edge nodes specifications

As specified in table 6.2, there exist two different types of edge nodes. Firstly, two
standard edge nodes with low performance configuration are used and secondly, there are
two edge nodes configured with high computational power. The main difference between
those nodes can be seen in the amount of RAM available and the frequency per CPU.

The edge locations of the simulation environment are illustrated in figure 6.3 which
represents a map of Vienna. This map is built based on D-maps.com [dm20] and the
marker icons are used from Feather [Fea20] and have been modified.

The red markers within the map 6.3 represent the standard or low performance edge
nodes where the high computational power instances are represented by green pins. All
four edge nodes are almost equally distributed via the city of Vienna, so that each node
covers almost the same size.
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6. Evaluation

Figure 6.3: Edge environment

6.3.3 Cloud node

Beside the usage of mobile and edge nodes, there is also one cloud node configured within
the simulation environment. As cloud node, we use one c5.2xlarge instance from AWS
and its configuration is listed below [Ama19].

Characteristics Values

Model c5.2xlarge
Name cloud_1
RAM 16 GB
CPUs 8
Storage 500 GB
Coordinates (lat/lon) not available
Frequency 3.60 GHz

Table 6.3: Cloud node specification
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6.3. Simulation Environment

As already mentioned in chapter 6.2, we are missing information for calculating the
distance between the mobile and cloud node and thus cannot calculate the propagation
delay. Therefore, we have done four network speed tests using CloudHarmony on different
points of time to get the RTT for all existing AWS regions. We have then decided to only
use European regions because the simulation environment is based in Vienna. Finally,
the results of all EU regions indicated by the prefix "eu-" of all four network speed tests
have been averaged, which resulted in a RTT of 90.92 ms. This value is used within the
implemented simulation environment to calculate the propagation delay once a task is
offloaded to the cloud node.

6.3.4 4G mobile network

Starting with the networking components of the simulation environment, we are on the
one hand using the Fourth Generation (4G) standard. Today’s 4G - also known as Long
Term Evolution (LTE) Advanced - mobile network is the successor of the Third Generation
(3G) network. The 3G mobile network has used the Universal Mobile Telecommunication
System (UMTS) air interface for transferring data. The need for the new 4G technology
came up around 2010. Measurements by Ericsson has shown an increase of the amount
of data traffic between 2007 and 2011 by a factor of 100 [Cox12, p. 8]. Cox [Cox12, p.
11] points out three options to increase the capacity of the mobile network: Reduce the
size of the cells, increase the bandwidth and improve the communication technology.

Figure 6.4: 4G architecture

In figure 6.4, the high level architecture of the 4G network can be seen. The Evolved
UMTS Terrestrial Radio Access Network (E-UTRAN) represents a base station. It is
responsible for handling the radio communication - download and upload of data and
handover to other cells - between the User Equipment (UE) (the user’s mobile phone)
and the Evolved Packet Core (EPC). Then the EPC transmits the received data to the
outside world, e.g. the internet and is also the first access point when receiving the data
from outside [Cox12, pp. 21-24].

The peak data rates that can be achieved in lab environments by the 4G mobile network
are 3000 Mbps downlink and 1500 Mbps uplink [Cox12, p. 303]. In comparison to the
real world, the actual download rate lies at about 300 Mbps and the upload rate is about
50 Mbps [LA20].
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6. Evaluation

Therefore, we have configured those two values as downlink and uplink speed within our
simulation framework to achieve faithful results. The upload rate is used for calculating
the communication latency for the deployment whereas the download rate is applied
during the undeployment process. As the 4G mobile network is already well established –
especially in urban areas like the city of Vienna, where the simulation takes place – this
type of network is chosen as the standard type of communication between the mobile
and edge nodes.

6.3.5 5G mobile network

As the amount of produced data on mobile devices is still growing there is a need to
improve the possibilities of the 4G mobile network described in chapter 6.3.4. Therefore,
the development of the Fifth Generation (5G) mobile network has already begun to
overcome the limitations of its predecessor in cellular technology [RSM+13, p. 2].
Rappaport et al. [RSM+13, p. 2] describes the main differences compared to 4G as the
use of millimeter waves, longer battery life, lower outage probability, higher bit rates and
capacity for simultaneous connections.

When talking about the performance, the new generation of mobile network technology
can achieve in theory up to 10 Gbps download speed [Lo18]. In 2018, Telekom has
executed tests at IFA where they measured 3 Gbps when downloading data [lte18].
5G-Anbieter.info states, that the ratio between upload and download will be about 1:5
[GA20].

Based on the real-world experiments of Telekom and the ratio of 1:5 we have set the
download speed to 3 Gbps and the upload speed to 600 Mbps. Additionally, it is assumed
that the 5G network will be initially built around edge nodes in order to achieve high
speed communication and low latency times. Therefore, the mobile node can benefit
from using the 5G network once the target edge node is within a range of 5 kilometers.

6.3.6 Random Number Generator

When doing a Monte Carlo Simulation, one essential point is the creation of random
numbers. In computer-aided systems, these values are not real random numbers but
they are called "Pseudo Random Numbers" because machines are always computing a
deterministic numerical sequence z0, z1, ... with values of the interval [0, 1] [WH16, p. 21].
The best known pseudo random number generators are "Linear Congruential Generators"
and they have been very popular for a long time [WH16, p. 21]. But according to
Waldmann and Helm, the state-of-the-art pseudo random number generator in Monte
Carlo Simulation is the Mersenne Twister [WH16, p. 27]. The Mersenne Twister has
been implemented by Matsumoto and Nishimura in 1998. This random number generator
provides a period of 219937 − 1 and a 623-dimensional equidistribution [MN98].

Therefore, the generation of (pseudo) random numbers in this simulation framework is
done by using the implementation of the Mersenne Twister, which is available in Java’s
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6.4. Simulation Runs

Apache Commons library [Fou16]. Hereby, we are using the concrete version Apache
Commons Math 3.6.1.

6.4 Simulation Runs

In order to evaluate the performance of the implemented PBMECO algorithm compared
to a random offloading procedure, several simulation runs are executed. Each simulation
run is configured based on a scenario description, which are given below in 6.4.2.

The simulations are executed using the following hardware and software setup:

• Desktop PC using Windows 10 Pro, Intel(R) Core(TM) i7-4790K @ 4.00 GHz and
16 GB RAM

• Java v1.8.0_152

• Java library Apache Commons Math v3.6.1

• IntelliJ IDEA v2019.3 (Ultimate Edition)

6.4.1 Metrics

Metrics within the evaluation process are needed to make the results comparable regarding
performance of the algorithm. As this thesis focuses on the improvement of latency times
of highly sensitive applications, the following evaluation metrics are computed:

• Average communication latency per priority group
This metric specifies the calculation of the average of the communication la-
tency for all offloadable tasks. The latency times are collected for each prior-
ity group during each simulation run and aggregated at the end of the simula-
tion. It results in three computed numbers namely CommunicationLatencyHIGH ,
CommunicationLatencyMEDIUM and CommunicationLatencyLOW .

• Average computation latency per priority group
Similar to the metric "average communication latency per priority group" spec-
ified above, this metric calculates average values for all offloadable tasks. But
hereby, we are calculating the averages using the computation latency. This
leads to the outputs ComputationLatencyHIGH , ComputationLatencyMEDIUM

and ComputationLatencyLOW .

6.4.2 Scenarios

As already mentioned in the previous chapter, the simulation process takes several
scenario configurations as input. The detailed descriptions of the defined scenarios can
be found in the upcoming sections. We are using three different real-world scenarios
within the evaluation process.
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6. Evaluation

Scenario 1: Percentage of tasks have communication priority HIGH

Scenario 1 is used to simulate the performance of the PBMECO algorithm regarding
communication latency. Hereby, a specific percentage of all tasks of the mobile application
are configured with communication latency HIGH. This leads to the following three
sub-scenarios:

• 1a: 25% of all tasks have communication priority HIGH

• 1b: 50% of all tasks have communication priority HIGH

• 1c: 75% of all tasks have communication priority HIGH

The selection of the tasks, that are configured with priority HIGH, is done on a ran-
dom base. The remaining tasks are randomly configured with communication latency
MEDIUM or LOW. As this scenario focuses only on the performance regarding commu-
nication latency, the computation latency for all tasks is set to MEDIUM or LOW.

Setup
This scenario uses a navigator application modeled as Directed Acyclic Graph (DAG),
which is shown below:

Figure 6.5: DAG of navigator application (adapted from De Maio and Brandic [DMB18])

As illustrated in figure 6.5, this navigator application consists of nine tasks where almost
each of them depends on a previous task (e.g. maps depends on control). The resource
configuration of each individual task is given in the table 6.4 (adapted from De Maio
and Brandic [DMB18] because million of instructions have been adapted to match
milliseconds).
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6.4. Simulation Runs

Name RAM (MB) CPUs Storage (MB) Offloadable Mio Instructions

conf panel 1000 1 1005 false 1

⋋
= 1000

GPS 3000 1 5005 false 1

⋋
= 1000

control 3000 2 1005 true 1

⋋
= 2000

maps 5000 2 5000 + ( 1

⋋
=

mapSize)
true 1

⋋
= 3000

traffic 1000 1 5000 + ( 1

⋋
=

mapSize)
true 1

⋋
= 5000

path calc 2000 1 5000 + ( 1

⋋
=

mapSize)
true 1

⋋
= 5000

voice synth 1000 1 5005 false 1

⋋
= 2000

GUI 1000 1 5001 false 1

⋋
= 2000

speed trap 1000 1 5010 false 1

⋋
= 2000

Table 6.4: Resource configuration: navigator application

When applying this scenario, the mapSize is varied between 25 and 500 MB and are set
as 1

⋋
for the exponential distribution [DMB18, p. 6]. Furthermore, also the number of

Million Instructions is randomly calculated as exponential distribution like stated by De
Maio and Brandic [DMB18, p. 6].

Results
The simulation applying the first scenario evaluates the performance of the PBMECO
algorithm with respect to communication latency of HIGH priority tasks. After 500,000
simulation runs with randomized task resources, the actual results are presented in the
bar chart 6.6. The fraction of HIGH priority tasks is displayed on the x-axis whereas
the y-axis shows the communication latency time in Milli Seconds (ms). Moreover, the
dark blue bars within the diagram represent the average CommunicationLatencyHIGH

of the PBMECO algorithm whereas the light blue bars are displaying the results from
the random offloading procedure.

By analyzing figure 6.6, one can see that the algorithm can achieve constant times regard-
less of whether 25%, 50% or 75% of the application’s tasks have set the communication
latency to HIGH. In absolute values, the algorithm has steadily achieved 28 ms on average
throughout all offloading procedures. Compared to the random selection of target nodes,
the PBMECO algorithm can achieve nearly half the time (41% to be exact) for a fraction
of 25%, 50% and 75% HIGH priority tasks.
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6. Evaluation

Figure 6.6: Scenario 1: results for communication latency of HIGH priority tasks

Scenario 2: Percentage of tasks have computation priority HIGH

This scenario has been defined in order to evaluate the performance of the algorithm
with respect to computation latency. Similar to scenario 1, we have here also specified
three sub-scenarios with different percentages of HIGH priority tasks:

• 1a: 25% of all tasks have computation priority HIGH

• 1b: 50% of all tasks have computation priority HIGH

• 1c: 75% of all tasks have computation priority HIGH

The HIGH priority tasks are chosen randomly and the computation latency of all
remaining tasks is randomly set to either MEDIUM or LOW. Furthermore, none of
the tasks has configured the communication latency with priority HIGH because this
scenario is only used to measure the efficiency of the PBMECO algorithm regarding to
computation latency.
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6.4. Simulation Runs

Setup
The setup is identical to the one described in scenario 1. We are using the same navigator
application, which is illustrated in figure 6.5 and this navigator application makes use of
the resource configuration described in the table 6.4.

Results
Similar to the first scenario, the evaluation scenario 2 measures the performance of the
algorithm for different percentages of HIGH priority tasks. But this scenario instead
focuses on the computation latency and the collected results are illustrated in figure
6.7. The axis are defined the same way like in the bar chart 6.6 and represent the
number of HIGH priority tasks and the achieved latency time in ms. The measure
ComputationLatencyHIGH of the PBMECO algorithm is displayed by the dark blue
bars and for the random procedure, light blue bars are used.

Figure 6.7: Scenario 2: results for computation latency of HIGH priority tasks

The concrete results in figure 6.7 show that the average computation latency during
the offloading process of the PBMECO algorithm is constant for each percentage of
HIGH priority tasks – 25%, 50% or 75% of the application’s tasks. Hereby, the overall
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6. Evaluation

performance of the algorithm is ∼188 ms compared to ∼261 ms when the target offloading
node is selected randomly and no priority differentiation is made. Therefore, in relation
to the random offloading process, the algorithm can reduce the computation latency by
∼30% no matter of how many tasks have set its priority to HIGH.

Scenario 3: Antivirus application

In scenario 3 we are using the real-world antivirus application ClamAv v0.102.1. An
antivirus application has been chosen, because it potentially has to transfer large files
and therefore has to achieve low communication latency times.

Setup
Within this scenario we have modeled the antivirus application based on the following
DAG illustration. The model has been adapted from De Maio and Brandic [DMB18].

Figure 6.8: DAG of antivirus application

As shown in figure 6.8 the antivirus application is split into five individual tasks called
GUI, load library, scan file, compare and output. The configuration of each individual task
can be seen in 6.5.

Name RAM (MB) CPUs Storage (MB) Offloadable Mio Instructions

GUI N (10, 1) 1 20 false N (1, 000, 10)
load library N (10, 1) 1 170 true N (5, 000, 50)
scan file N (15, 1.5) 2 file size true N (32, 500, 325)
compare N (15, 1.5) 2 170 (library)

+ file size
true N (28, 000, 280)

output N (5, 0.5) 1 10 false N (500, 5)

Table 6.5: Resource configuration: antivirus application

The total values of RAM and millions of instructions of the antivirus application have
been measured on the one hand with the linux tool valgrind –tool=massif and on the other
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6.4. Simulation Runs

hand with the linux tool perf stat. For retrieving the values, we have applied different
file sizes and types: 1) text file (70 KB), 2) PDF file (1.8 MB), 3) ZIP file (1.4 GB)
and 4) ZIP file (15 GB). As there exist no correlation between file size and RAM and
millions of instructions needed, we have specified within our simulation that those two
resource specification are normally distributed with a variance of 1% of the expected
value (X ∼ N (µ, µ× 1%)). Furthermore, the size of the input file is randomly configured
between 70 KB and 1 GB.

From table 6.5 it can be seen that the application has three offloadable tasks – namely
load library, scan file and compare. The communication and computation latency of those
three tasks are defined below in table 6.6:

Name Communication latency Computation latency

load library MEDIUM LOW
scan file HIGH MEDIUM
compare HIGH MEDIUM

Table 6.6: Communication and computation latency priority configuration: antivirus
application

The two tasks scan file and compare are configured with communication latency HIGH
because they need to transfer large amount of data and therefore rely on short distances
between the mobile and target node and high bandwidths.

Results
The third scenario of the experimental simulation deals with a real-world antivirus
application and analyzes the performance of the algorithm with respect to communication
and computation latency. The concrete results of the simulation runs have been illustrated
as bar charts in 6.9 and 6.10. Both charts only differ in the fact, that figure 6.9 displays
the communication latency times whereas figure 6.10 illustrates the computation latency
for the different priority groups. In both diagrams, the latency priority is displayed on
the x-axis and the achieved latency time in ms is represented by the y-axis. Like in
the bar charts in scenario 1 and 2, again the dark blue bars outline the results of the
PBMECO algorithm whereas the light blue bars demonstrate the measured latency times
using the random offloading procedure.

As it can be seen in figure 6.9, the communication latency of HIGH priority tasks can
be considerably reduced by about 40%. This means an absolute decrease in time from
∼97 ms to ∼58 ms, which results in a difference of ∼39 ms. When analyzing the average
values of MEDIUM prioritized tasks, the diagram illustrates that the algorithm has a
worse performance compared to the randomly selecting target nodes for remote execution.
Hereby, the algorithm needs ∼3 ms more time. This result can be explained by the
implemented behavior of the algorithm, which tries to predict the needed resources of
future HIGH priority tasks and thus reserves the predicted resources on the closest edge
nodes. Therefore, the task is offloaded to a more distant edge node, which results in a
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6. Evaluation

slight increase for the measure CommunicationLatencyMEDIUM . The value -1 for LOW
priority task means, that no task of the application has configured this priority class.

Figure 6.9: Scenario 3: results for communication latency of antivirus application per
priority group

When taking a closer look at the bar chart 6.10, one can immediately see the value -1
for tasks with priority group HIGH. As already mentioned above, the value -1 specifies
that no tasks of this class exist in the application setup. Continuing with the average
times for tasks with computation latency MEDIUM. Hereby, it is clearly shown that the
PBMECO algorithm as well as the random offloading procedure have achieved almost the
same result. The absolute difference is only ∼47 ms, which leads to a relative gap of 1%.
The same behavior can be observed for LOW priority tasks. Due to the slight increase or
decrease of 1%, it cannot be concluded that the PBMECO algorithm can improve the
performance for MEDIUM or LOW prioritized tasks for this type of application.
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6.4. Simulation Runs

Figure 6.10: Scenario 3: results for computation latency of antivirus application per
priority group

In summary, it can be stated that the PBMECO algorithm is an appropriate choice for
doing task offloading, when the application needs to transfer large amounts of data. As
it has been shown in the simulation, it is very important to accurately configure the right
tasks with the right priority class in order to achieve the best performance.

Scenario 4: Face Recognition application

Scenario 4 applies the face recognition application v1.2.3 from https://github.com/

ageitgey/face_recognition. Compared to the antivirus application, a face recog-
nition system includes compute intensive tasks. Therefore, this type of application has
been chosen in order to simulate the performance of the PBMECO algorithm for a
real-world application, which focuses on low computation latency times.
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6. Evaluation

Setup
The face recognition application consists of five tasks. How the individual tasks are
connected to each other is shown in figure 6.11.

Figure 6.11: DAG of face recognition application (modified from Mao et al. [MYZ+17])

As illustrated in figure 6.11, all tasks of the application are executed in sequential order.
The individual tasks and their resource configurations can be extracted from table 6.7.

Name RAM (MB) CPUs Storage (MB) Offloadable Mio Instructions

image acqui-
sition

RAMcalc ×

0.1
1 image size false N (10, 000, 200)

face detec-
tion

RAMcalc ×

0.5
2 image size true N (30, 000, 600)

pre-
processing

RAMcalc 2 image size ×
1.1

true N (50, 000, 1, 000)

feature ex-
traction

RAMcalc 2 image size× 2 true N (75, 000, 1, 500)

classification RAMcalc 3 image size× 2 true N (85, 000, 1, 700)

Table 6.7: Resource configuration: face recognition application

The resource usages of the application for RAM and millions of instructions have been
measured by using the linux tools valgrind –tool=massif and perf stat like in scenario
3. The measures have been collected by executing the face recognition application on a
sample image library of 100 images from the original dataset by Liu et al. [LLWT15].
Hereby, the input file that has to be processed by the application had different file sizes
starting from 10 KB until 700 KB. After analyzing the measures, we have identified a
correlation between image size of the input file and RAM needed. Therefore, we have
formulated the following equation after computing the coefficients with the function lm()
of R:

RAMcalc = 171.3723 + image size× 0.1459 (6.5)

Additionally, there exists no correlation between millions of instructions needed and
the processed image size. Therefore, in our simulation setup it is configured that this
type of resource is normally distributed with a variance of 2% of the expected value
(X ∼ N (µ, µ × 2%)). Finally, the file size of the image that has to be processed is
computed on a random base and lies within the range 100 KB – 5 MB.
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6.4. Simulation Runs

As specified in the table 6.7, four tasks of the application can be offloaded to and executed
on remote nodes. These four tasks are configured with the following communication and
computation latency priorities:

Name Communication latency Computation latency

face detec-
tion

HIGH LOW

pre-
processing

LOW MEDIUM

feature ex-
traction

LOW HIGH

classification MEDIUM HIGH

Table 6.8: Communication and computation latency priority configuration: face recogni-
tion application

In this scenario, we have configured the task face detection with communication latency
HIGH, because the image should be transferred as fast as possible for further processing.
Additionally, the reason why we have set the computation latency of the two tasks feature
extraction and classification to HIGH is, that those two tasks require the most number of
CPUs and millions of instructions and therefore need the most computational power.

Results
In scenario 4 we have setup a face recognition application and executed the 500,000
simulation runs like we did for the other scenarios too. All the collected results have been
summarized in figure 6.12 and 6.13. Those two diagrams represent on the one hand the
measured communication latency times and on the other hand the computation latency
times. As the diagrams used in scenario 3, here they are also built using the latency
priority groups on the x-axis and the achieved latency times in ms on the y-axis. The
results of the PBMECO algorithm are represented by the dark blue bars and the ones
from the random offloading procedure are outlined using light blue bars.

When looking at the first bar chart 6.12, it shows the results with respect to communication
latency of the face recognition application. As illustrated there, the algorithm can improve
the performance for all three priority groups HIGH, MEDIUM and LOW. Starting with
HIGH prioritized tasks, the value for CommunicationLatencyHIGH is there three times
higher when the offloading target is selected randomly without differentiating task
priorities compared to the measured results by applying the PBMECO algorithm as
offloading procedure. Furthermore, also the latency time for tasks with communication
latency MEDIUM and LOW can be reduced by ∼25% and ∼35% respectively.
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6. Evaluation

Figure 6.12: Scenario 4: results for communication latency of face recognition application
per priority group

By analyzing the second bar chart 6.13, one can see the measured computation latency
times for the PBMECO algorithm and random offloading procedure. Firstly, the compu-
tation latency of HIGH priority tasks of the face recognition application can be reduced
from ∼5.1 seconds to ∼3.9 seconds, which is a reduction of almost 25%. Secondly, the
results illustrated in figure 6.13 show that also the latency of MEDIUM prioritized tasks
can be reduced by applying the PBMECO algorithm. Hereby, we can achieve a decrease
of 25% compared to the simulated latency times of the random offloading procedure.
Finally, for tasks that have set their computation latency to LOW, we have to record a
slight increase of 5% in computation latency when offloading the tasks to remote nodes
when using PBMECO.
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6.4. Simulation Runs

Figure 6.13: Scenario 4: results for computation latency of face recognition application
per priority group

Summarizing the results for the face recognition application, one can clearly identify
that the Priority Based Mobile Edge Cloud Offloading (PBMECO) can improve the
performance for nearly every measurement. Only for LOW prioritized tasks in computa-
tion latency, we have to record a slight degradation in performance when the PBMECO
is applied as offloading procedure. Therefore, we can conclude that the implemented
algorithm is very suitable for such types of applications that require higher computational
power and still rely on short latency times like shown with the chosen face recognition
application.
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CHAPTER 7
Conclusion

The final chapter starts with a discussion on the findings and results of this diploma
thesis. It continues by describing the limitations of the provided offloading approach in
this work and it ends with suggestions for future research.

7.1 Discussion

In this diploma thesis we have been dealing with the topic of task offloading into an Edge
and Cloud Computing environment. We have seen that especially Edge Computing is an
emerging area and it has become more interesting in the recent years due to the rising
demand of IoT and wearable devices and the need for offering near real-time applications
to end users.

Therefore, we have initially conducted a systematic mapping study to analyze existing
research on the topics Edge and Cloud Computing. The primary goal was to identify
what benefits and limitations both paradigms have to understand how they can be
integrated into a task offloading algorithm. On the one hand we have identified that
the main advantages of Cloud Computing with respect to task offloading are its high
availability and flexible scalability. By making use of this characteristics, it is possible
to provide a stable and reliable backbone to meet fluctuating demands. On the other
hand, the concept of Edge Computing is the main enabler for providing and supporting
near real-time applications. Due to its proximity to end users, Edge Computing can
provide low latency and high bandwidth in order to achieve near real-time end-to-end
communication.

Based on these insights, we have designed a Priority Based Mobile Edge Cloud Offloading
(PBMECO) algorithm to reduce the total latency time which consists of network and
computation latency. Due to this fact we have decided to use Edge Computing as the
main offloading target where cloud instances only serve as backup solution in case no edge
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7. Conclusion

server is available. The algorithm itself consists of two main parts – one passive and one
active. Firstly, the passive component of the PBMECO is responsible for scanning the
surroundings of the environment to keep track of nearby edge servers and their available
resource capacities (e.g. CPU or RAM). Secondly, the active part is the real offloading
process that kicks in once a task is ready for remote execution. Hereby, the algorithm is
operating and making offloading decisions based on predefined priorities and the tasks’
resource requirements. This design decision was essential because there must be some
background job which tracks position changes on a regular basis whereas the offloading
process needs only be started on-demand. In this work we have defined three priorities
– HIGH, MEDIUM, LOW – and the two latency categories 1) communication and 2)
computation latency. When applying our PBMECO algorithm, one of these priorities
has to be assigned to each offloadable task and to each latency category. By taking this
design choice, we can enable developers to prioritize the tasks by themselves because
those are the people who know the application best. The algorithm uses this information
for identifying, which task should take precedence over the other. During each offloading
process, the algorithm also tries to make predictions for possible future task requirements
for each priority group in order to potentially reserve resources on nearby edge servers for
HIGH prioritized tasks. As forecast method, we have decided to use the method "moving
averages of order five" to follow resource trends over time and to overcome one-time
outliers.

Finally, we have done an event-driven Monte Carlo simulation in order to evaluate the
performance of our PBMECO algorithm. For all scenarios we have computed the metrics
"average communication latency per priority group" or "average computation latency per
priority group". The scenarios cover three real-life applications and are setup as a single
user and multiple server Edge Cloud Computing environment. Within Scenario 1, we have
evaluated the performance with respect to communication latency based on a navigator
application. This scenario has been set up to analyze how the algorithm performs when
the number of tasks with communication priority HIGH is increasing. Numerical results
of our simulation runs have shown, that the communication latency of HIGH prioritized
tasks remains constant and it can be reduced by up to 41%. Scenario 2 is using the same
navigator application but focusing on the computation latency and how the performance
of the PBMECO changes when the number of tasks with computation priority HIGH
is growing. The concrete results have demonstrated, that the algorithm can provide a
constant performance for this setup too and it is possible to cut down the computation
latency of HIGH priority tasks by up to 30%. The results of our Monte Carlo simulation
in Scenario 3 and Scenario 4 based on two other real-life applications have shown that our
offloading approach can achieve a reduction of up to 65% for tasks with communication
latency priority HIGH and up to 35% for the priorities MEDIUM and LOW. Moreover,
the metric average computation latency per priority group demonstrates that applying
the PBMECO helps to reduce the latency time for HIGH and MEDIUM prioritized tasks
by up to 25%. Summarizing the results of the Monte Carlo simulation, it can be clearly
seen that the proposed offloading solution can provide a performance boost for latency
sensitive tasks for both communication and computation latency, which are declared with
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7.2. Limitations

priority MEDIUM or HIGH.

7.2 Limitations

One limitation of our implementation of the Priority Based Mobile Edge Cloud Offloading
(PBMECO) algorithm is that it is designed to only support near real-time applications.
Based on the definition of "near real-time" we do not cover scenarios where the offloading
procedure must fulfill specified deadlines [OnL11]. The main focus of our offloading
algorithm is to reduce the network and computation latency of high prioritized tasks.
This means it can be applied to mobile applications, that are not mission critical, with
the goal of increasing the user experience.

Furthermore, the PBMECO algorithm supports the mobility of users only to a certain
extent. Our solution tracks position changes and updates the information about edge
servers in the close surroundings of the user, but our implementation does not evaluate if
it would be better to migrate the task to a closer edge node when there was a significant
position change.

When talking about mobility of User Equipments, this work and the implemented
offloading algorithm also do not cover situations where the mobile device leaves the area
of the Edge Computing environment. We assume in this work that the user has always
the possibility to connect to edge devices and therefore, it is not analyzed what needs to
be done when the offloading process has already started and some tasks have already
been sent to remote instances for execution.

Moreover, the proposed offloading approach is currently not designed to handle task
execution failures. There is no fallback mechanism implemented, like for example re-
deployment of a task or rollback of the offloading process, which kicks in when an error
occurs. In this diploma thesis, we assume that all remote task executions are successful
and they do not break the regular offloading behavior.

Our implementation of the PBMECO algorithm also does not consider the topic of energy
consumption. In our work we do not evaluate if our algorithmic computations have a
positive, negative or any impact on the energy usage at the mobile device.

7.3 Future Work

As Mobile Edge Cloud Offloading is an emerging research area, there are still remaining
challenges that can be tackled in future work. Based on the limitations described in
chapter 7.2, there are some possible extensions that can be made on our presented
offloading algorithm.

One challenging research topic for future work is user mobility. Hereby, it would be
necessary to propose a model which takes already offloaded tasks and position changes
of the mobile device into account. Within the model it could be evaluated whether a

87

https://www.tuwien.at/bibliothek
https://www.tuwien.at/bibliothek


D
ie

 a
pp

ro
bi

er
te

 g
ed

ru
ck

te
 O

rig
in

al
ve

rs
io

n 
di

es
er

 D
ip

lo
m

ar
be

it 
is

t a
n 

de
r 

T
U

 W
ie

n 
B

ib
lio

th
ek

 v
er

fü
gb

ar
.

T
he

 a
pp

ro
ve

d 
or

ig
in

al
 v

er
si

on
 o

f t
hi

s 
th

es
is

 is
 a

va
ila

bl
e 

in
 p

rin
t a

t T
U

 W
ie

n 
B

ib
lio

th
ek

.
D

ie
 a

pp
ro

bi
er

te
 g

ed
ru

ck
te

 O
rig

in
al

ve
rs

io
n 

di
es

er
 D

ip
lo

m
ar

be
it 

is
t a

n 
de

r 
T

U
 W

ie
n 

B
ib

lio
th

ek
 v

er
fü

gb
ar

.
T

he
 a

pp
ro

ve
d 

or
ig

in
al

 v
er

si
on

 o
f t

hi
s 

th
es

is
 is

 a
va

ila
bl

e 
in

 p
rin

t a
t T

U
 W

ie
n 

B
ib

lio
th

ek
.

7. Conclusion

potential migration to another remote instance can reduce the total latency time. One
essential point to focus here is also to avoid ping-pong migrations, which means the task
is always migrated between instances due to fast and frequent position changes. The
model for user mobility could be also integrated into our proposed offloading algorithm
by extending the migration component.

Another interesting area for further research would be the extension of our approach
by making a joint offloading decision which considers on the one hand the reduction of
latency based on task priorities and resource requirements, and on the other hand the
energy consumption. This topic would be important too beside achieving low latency
times, because battery lifetime is an additional limitation on mobile devices. For tackling
this problem, it would be needed to implement a heuristic for making trade-offs between
latency times and energy usage.

Both the topics user mobility including task migrations and joint task offloading con-
sidering latency and energy consumption could potentially supported by using already
existing Machine Learning (ML) algorithms. One idea would be to implement a ML tool
within the cloud to benefit from its high computational power. The mobile devices can
then request the results of the ML algorithm and use them for making and improving
offloading decisions over time.

One additional technically challenging topic is the implementation of fault tolerance
mechanisms. In each mobile application there exist some tasks whose execution is
crucial for everything to be working. This aspect is also very important when doing task
offloading because the offloading algorithm has to cover such scenarios by for example
doing a rollback or re-deploying the task. Hereby, it would be required to identify what
information is essential for making decisions within the fault tolerance mechanism and
how it cloud be integrated into the existing solution.

As our proposed work only focuses on a single user and multiple server Edge Cloud
Computing environment, it would also be interesting in future work, how the PBMECO
algorithm performs with multiple users. Initially, this could be evaluated using a
simulation and afterwards, a real field study could potentially be conducted to evaluate
the performance in real-life.
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Gbps Gigabits per Second. 65, 70
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IP Internet Protocol. 15

IrDA Infrared-enabled. 16
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IT Information Technology. 10
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LAN Local Area Network. 15, 32

LISP Locator/ID Separation Protocol. 11

LTE Long Term Evolution. 69
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Mbps Megabits per Second. 65, 69, 70

MCC Mobile Cloud Computing. 19, 21

MDC Micro Data Center. 2

MEC Mobile Edge Computing. 19, 20

MECO Mobile Edge Cloud Offloading. 6, 7, 19, 20, 26, 87, 89

MI Million Instructions. 73

ML Machine Learning. 88
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MSS Mobile Support Station. 17

MU Mobile Unit. 17

NIST National Institute of Standards and Technology. 8, 9

OFDMA Orthogonal Frequency-Division Multiple Access. 23, 24

OPC UA Open Platform Communications Unified Architecture. 14

PaaS Platform-as-a-Service. 9, 12

PBMECO Priority Based Mobile Edge Cloud Offloading. xi, xiii, 5, 6, 37–48, 50, 51,
53–55, 57, 59–62, 64, 71–75, 77–79, 81–83, 85–88, 93

PDA Personal Digital Assistant. 15, 16

RAM Random-Access Memory. 42, 50, 53–55, 57, 62, 66–68, 71, 76, 77, 80, 86

RAN Radio Access Network. 19

RFID Radio Frequency Identification. 10, 16

RTT Round Trip Time. 64, 69

SaaS Software-as-a-Service. 8, 9, 12

SBS Small-cell Base Stations. 24

SDTO Software Defined Task Offloading. 23, 26

SMD Smart Mobile Device. 18

TDMA Time-Division Multiple Access. 23–25

UE User Equipment. 24, 25, 69, 87

UMTS Universal Mobile Telecommunication System. 69

USB Universal Serial Bus. 16

UUID Universally Unique Identifier. 47

VM Virtual Machine. 31, 33, 65

WAP Wireless Application Protocol. 15

ZB Zeta Byte. 8, 11
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Appendix A

Conduct Search and Screening of Papers

Cloud Computing Benefits

ResearchGate
(https://www.researchgate.net/)

Search string: "cloud computing benefits" - results from 21.11.2019

• https://www.researchgate.net/publication/314530281_Cloud_Computing_

Benefits

• https://www.researchgate.net/publication/254028415_Cloud_Computing_

Benefits_and_Architecture_in_E-Learning -> is kept because it discusses
access of cloud services via mobile devices

• https://www.researchgate.net/publication/310952332_Information_Systems_

Security_on_Cloud_Computing_Benefits_Risks_Security_Considerations_

Recommended_Model

• https://www.researchgate.net/publication/319302104_Using_cloud_computing_

services_in_e-learning_process_Benefits_and_challenges -> is kept be-
cause there is one part that describes cloud computing benefits in general

• https://www.researchgate.net/publication/292946638_A_Unified_Forensic_

Framework_for_Data_Identification_and_Collection_in_Mobile_Cloud_Social_

Network_Applications

• https://www.researchgate.net/publication/284593673_Access_control_

and_user_authentication_concerns_in_cloud_computing_environments -
> is kept because there is one part that describes cloud computing benefits in
general

• https://www.researchgate.net/publication/280302501_The_Cloud_Computing_

A_Systematic_Review

109

https://www.tuwien.at/bibliothek
https://www.tuwien.at/bibliothek


D
ie

 a
pp

ro
bi

er
te

 g
ed

ru
ck

te
 O

rig
in

al
ve

rs
io

n 
di

es
er

 D
ip

lo
m

ar
be

it 
is

t a
n 

de
r 

T
U

 W
ie

n 
B

ib
lio

th
ek

 v
er

fü
gb

ar
.

T
he

 a
pp

ro
ve

d 
or

ig
in

al
 v

er
si

on
 o

f t
hi

s 
th

es
is

 is
 a

va
ila

bl
e 

in
 p

rin
t a

t T
U

 W
ie

n 
B

ib
lio

th
ek

.
D

ie
 a

pp
ro

bi
er

te
 g

ed
ru

ck
te

 O
rig

in
al

ve
rs

io
n 

di
es

er
 D

ip
lo

m
ar

be
it 

is
t a

n 
de

r 
T

U
 W

ie
n 

B
ib

lio
th

ek
 v

er
fü

gb
ar

.
T

he
 a

pp
ro

ve
d 

or
ig

in
al

 v
er

si
on

 o
f t

hi
s 

th
es

is
 is

 a
va

ila
bl

e 
in

 p
rin

t a
t T

U
 W

ie
n 

B
ib

lio
th

ek
.

• https://www.researchgate.net/publication/290459511_Cloud_computing_

audit -> is kept because there is one part that describes cloud computing benefits
in general

• https://www.researchgate.net/publication/279992596_Benefits_of_Cloud_

Computing_Literature_Review_in_a_Maturity_Model_Perspective

• https://www.researchgate.net/publication/241811966_Red_Skies_in_the_

Morning-Professional_Ethics_at_the_Dawn_of_Cloud_Computing

• https://www.researchgate.net/publication/224259118_Secure_cloud_computing_

Benefits_risks_and_controls

Search string: "cloud computing advantages" - results from 21.11.2019

• https://www.researchgate.net/publication/280331907_A_Survey_of_Mobile_

Cloud_Computing_Advantages_Challenges_and_Approaches

• https://www.researchgate.net/publication/287109681_Cloud_Service_Trust_

Model_and_Its_Application_Research_Based_on_the_Third_Party_Certification

-> is kept because there is one part that describes cloud computing advantages in
general

• https://www.researchgate.net/publication/269838335_Software_Engineering_

Challenges_A_Cloud_Based_Architecture_For_Earthquake_Forecasting -
> is kept because there is one part that describes cloud computing advantages in
general

• https://www.researchgate.net/publication/257139857_The_Organizational_

Critical_Success_Factors_for_Adopting_Cloud_Computing_in_SMEs -> is
kept because there is one part that describes cloud computing advantages in general

Search string: "cloud computing pros" - results from 21.11.2019

• https://www.researchgate.net/publication/286479415_Trust_in_Cloud_

Computing_Pro_and_Contra_from_the_User%27s_Point_of_View -> is kept
because there is one part that describes cloud computing pros in general

Search string: "Cloud computing for mobile users" (already known paper) - results from
21.11.2019

• https://www.researchgate.net/publication/220475756_Lu_Y-H_Yung-Hsiang_

Lu_Cloud_Computing_for_Mobile_Users_Can_Offloading_Computation_Save_

Energy_Computer_434_51-56 -> is kept because there is one part that describes
cloud computing benefits in general
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IEEE
(https://ieeexplore.ieee.org/search/advanced)

Search string: "cloud computing benefits" - results from 21.11.2019

• Cloud Computing Benefits and Architecture in E-Learning (https://ieeexplore.
ieee.org/document/6185026)

• Access control and user authentication concerns in cloud computing environments
(https://ieeexplore.ieee.org/document/7289572) -> is kept because there
is one part that describes cloud computing benefits in general

Search string: "cloud computing advantages" - results from 21.11.2019

• SONA: A service oriented nodes architecture for developing Cloud Computing
applications (https://ieeexplore.ieee.org/document/6938769) -> is kept
because there is one part that describes cloud computing advantages in general

Search string: "cloud computing pros" - results from 21.11.2019

• no results found

ACM DL
(https://dl.acm.org/)

Search string: "(+"cloud computing benefits")" - results from 21.11.2019

• no results after applying inclusion and exclusion criteria

Search string: "(+"cloud computing advantages")" - results from 21.11.2019

• Mobile cloud computing: advantage, disadvantage and open challenge (https:
//dl.acm.org/citation.cfm?id=2590670)

Search string: "(+"cloud computing pros")" - results from 21.11.2019

• no results found

Search string: "(+"a view of cloud computing")" (already known paper) - results from
21.11.2019

• A view of cloud computing (https://dl.acm.org/citation.cfm?id=1721672)
-> includes benefits
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Google
(https://www.google.com/)

Search string: "[intitle:"Cloud- versus Edge-Computing"]" - results from 25.11.2019

• Cloud Versus Edge Computing – What’s The Difference? (https://www.forbes.
com/sites/forbestechcouncil/2019/02/22/cloud-versus-edge-computing\

-whats-the-difference/#605158ff8dc5)

• Cloud- versus Edge-Computing (https://www.funkschau.de/office-kommunikation/
cloud-versus-edge-computing.130928.html)

Cloud Computing Limitations

ResearchGate
(https://www.researchgate.net/)

Search string: "cloud computing limitations" - results from 21.11.2019

• no results after applying inclusion and exclusion criteria

Search string: "cloud computing disadvantages" - results from 21.11.2019

• no results after applying inclusion and exclusion criteria

Search string: "cloud computing cons" - results from 21.11.2019

• no results after applying inclusion and exclusion criteria

Search string: "cloud computing drawbacks" - results from 21.11.2019

• https://www.researchgate.net/publication/329157524_Fog_computing_from_

architecture_to_edge_computing_and_big_data_processing -> is kept be-
cause there is one part that addresses drawbacks of cloud computing

Search string: "Cloud Computing Networking Challenges" (already known paper) - results
from 25.11.2019

• https://www.researchgate.net/publication/249325475_Cloud_Computing_

Networking_Challenges_and_Opportunities_for_Innovations -> includes
limitations of cloud computing
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Search string: "Edge-Fog Cloud: A Distributed Cloud for Internet of Things Computa-
tions" (already known paper) - results from 25.11.2019

• https://www.researchgate.net/publication/313879300_Edge-Fog_Cloud_

A_Distributed_Cloud_for_Internet_of_Things_Computations -> includes
limitations of cloud computing

IEEE
(https://ieeexplore.ieee.org/search/advanced)

Search string: "cloud computing limitations" - results from 21.11.2019

• Opportunistic fog computing: Feasibility assessment and architectural proposal
(https://ieeexplore.ieee.org/document/7987320) -> is kept because there
is one part that addresses cloud computing limitations

Search string: "cloud computing disadvantages" - results from 21.11.2019

• no results after applying inclusion and exclusion criteria

Search string: "cloud computing cons" - results from 21.11.2019

• no results found

Search string: "cloud computing drawbacks" - results from 21.11.2019

• Opportunistic fog computing: Feasibility assessment and architectural proposal
(https://ieeexplore.ieee.org/document/7987320) -> is kept because there
is one part that addresses cloud computing limitations

ACM DL
(https://dl.acm.org/)

Search string: "(+"cloud computing limitations")" - results from 21.11.2019

• no results after applying inclusion and exclusion criteria

Search string: "(+"cloud computing disadvantages")" - results from 21.11.2019

• no results found

Search string: "(+"cloud computing cons")" - results from 21.11.2019

• no results found
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Search string: "(+"cloud computing drawbacks")" - results from 21.11.2019

• no results found

Google
(https://www.google.com/)

Search string: "cloud computing drawbacks" - results from 25.11.2019

• Cloud Versus Edge Computing – What’s The Difference? (https://www.forbes.
com/sites/forbestechcouncil/2019/02/22/cloud-versus-edge-computing\

-whats-the-difference/#605158ff8dc5)

• Cloud- versus Edge-Computing (https://www.funkschau.de/office-kommunikation/
cloud-versus-edge-computing.130928.html)

Edge Computing Limitations

ResearchGate
(https://www.researchgate.net/)

Search string: "edge computing benefits" - results from 25.11.2019

• https://www.researchgate.net/publication/317701794_How_Can_Edge_Computing_

Benefit_from_Software-Defined_Networking_A_Survey_Use_Cases_Future_

Directions -> is kept because “Benefit areas” are discussed

Search string: "edge computing advantages" - results from 25.11.2019

• https://www.researchgate.net/publication/320806141_Cloud-based_IoT_

solution_for_State_Estimation_in_Smart_Grids_exploiting_virtualization_

and_edge-intelligence_technologies -> is kept because there is one part that
describes edge computing advantages

Search string: "edge computing pros" - results from 25.11.2019

• no results found

Search string: "Edge computing - Vision and Challenges" (already known paper) - results
from 25.11.2019

• https://www.researchgate.net/publication/303890546_Edge_Computing_

Vision_and_Challenges -> -> is kept because there is one part that describes
edge computing benefits
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IEEE
(https://ieeexplore.ieee.org/search/advanced)

Search string: "edge computing benefits" - results from 25.11.2019

• Edge computing framework for distributed smart applications (https://ieeexplore.
ieee.org/document/8397448) -> is kept because there is one part that describes
edge computing benefits

Search string: "edge computing advantages" - results from 25.11.2019

• no results found

Search string: "edge computing pros" - results from 25.11.2019

• no results found

ACM DL
(https://dl.acm.org/)

Search string: "(+"edge computing benefits")" - results from 25.11.2019

• no results after applying inclusion and exclusion criteria

Search string: "(+"edge computing advantages")" - results from 25.11.2019

• no results found

Search string: "(+"edge computing pros")" - results from 25.11.2019

• no results found

Google
(https://www.google.com/)

Search string: "[intitle:"Cloud- versus Edge-Computing"]" - results from 25.11.2019

• Cloud Versus Edge Computing – What’s The Difference? (https://www.forbes.
com/sites/forbestechcouncil/2019/02/22/cloud-versus-edge-computing\

-whats-the-difference/#605158ff8dc5)

• Cloud- versus Edge-Computing (https://www.funkschau.de/office-kommunikation/
cloud-versus-edge-computing.130928.html)

Search string: "[intitle:"IoT Edge - Von Gateway bis Machine Learning"]" (already known
article) - results from 25.11.2019

• IoT Edge – Von Gateway bis Machine Learning (https://www.crisp-research.
com/iot-edge-von-gateway-bis-machine-learning/)
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Edge Computing Limitations

ResearchGate
(https://www.researchgate.net/)

Search string: "edge computing limitations" - results from 25.11.2019

• no results found

Search string: "edge computing disadvantages" - results from 25.11.2019

• no results found

Search string: "edge computing cons" - results from 25.11.2019

• no results found

Search string: "edge computing drawbacks" - results from 25.11.2019

• no results found

IEEE
(https://ieeexplore.ieee.org/search/advanced)

Search string: "edge computing limitations" - results from 25.11.2019

• no results found

Search string: "edge computing disadvantages" - results from 25.11.2019

• no results found

Search string: "edge computing cons" - results from 25.11.2019

• no results found

Search string: "edge computing drawbacks" - results from 25.11.2019

• no results found

ACM DL
(https://dl.acm.org/)

Search string: "(+"edge computing limitations")" - results from 25.11.2019

• no results found
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Search string: "(+"edge computing disadvantages")" - results from 25.11.2019

• no results found

Search string: "(+"edge computing cons")" - results from 25.11.2019

• no results found

Search string: "(+"edge computing drawbacks")" - results from 25.11.2019

• no results found

Google
(https://www.google.com/)

Search string: "[intitle:"Cloud- versus Edge-Computing"]" - results from 25.11.2019

• Cloud Versus Edge Computing – What’s The Difference? (https://www.forbes.
com/sites/forbestechcouncil/2019/02/22/cloud-versus-edge-computing\

-whats-the-difference/#605158ff8dc5)

• Cloud- versus Edge-Computing (https://www.funkschau.de/office-kommunikation/
cloud-versus-edge-computing.130928.html)

Data Extraction and Mapping Process

In the following results of the systematic mapping study we have used different colors:

• Grey: normal extracted results

• Red: results have also been published within another journal

• Blue: no access gained by authors

• Green: information has been extracted from a result from a different search topic
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