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SUPPLEMENTAL MATERIAL
I. DEFINING OPPORTUNITY COST

In Section 3.1 System Assumption of main paper, we define
a function O : RT xW xR+ — RTU{0}, where O(ry, t, val)
is the expected revenue a node U would have earned had it
utilized the amount val for processing transactions in period
of ¢ units given that ry is the rate of payments processed by
U per unit time. In other words, O defines the opportunity
cost [1]. The primary source of revenue for a routing node
in the Lightning Network is the fee obtained by processing
transactions [2]]. Also, the arrival of payment in a channel
follows a Poisson process [H 31, 151, [6]. U expects each
transaction size to be per_tx_val. Given the number of coins
locked is val, the number of transactions U expects to receive

in period of t units is J = —22%___ Given X is the number
per_tx_val

of transactions in that interval or X ~ Poisson(ryt), we
have.

P(X =) = <Lt (1)

z!

where 0 < z < J. Expected number of transactions in ¢ unit
of time

S aP(X =) (2)
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All the papers assumed arrival of transaction in Bitcoin blockchain as a
Poisson process but the validity of the assumption was not verified. It was
first analyzed in [3], [4] and the authors have reported that transactions’ inter-
arrival times can be approximately fitted with an exponential distribution,
which partially supports the Poisson arrival assumption but with noticeable
deviation. In our paper, we consider the arrival of transaction in Bitcoin
blockchain following a Poisson process and the same holds true for trans-
actions arriving in Lightning Network.

The fee earned by processing a transaction of size per_tx_val
is defined as [7]], [8]:

Feeper_ta_val = base_fee + fee_rate x per_tx_val (3)

Thus, the revenue U expects to earn within period ¢ or in other
words, the opportunity cost O(ry, t,val) is

O(ry,t,val) = E(X)Feeper_tz_val )

II. ANALYSIS OF GRIEFING ATTACK IN HTLC-GP

HTLC-GP starts from U,,, with the locking of penalty in
the first round. U, locks penalty in the contract formed with
U, —1 but the former has the power to unlock the coins anytime
by releasing the preimage of the cancellation hash. U, _; will
accept the contract if it thinks that the expected payoff upon
forwarding the payment contract in the second round will be
greater than the expected payoff on not forwarding the same.
Only then it will lock the penalty in the off-chain contract
with U,,_o. This holds for any pair U,_; and U; in path P.
If U;—1 accepts to form a contract with U; in the first round
of HTLC-GP, it implies that it will forward the conditional
payment to U; in the second round as well. Thus we merge
both the first and second round while studying the interaction
between any two parties U,_; and U;. We analyze the payoff
assuming both parties lock their coins in a single off-chain
contract instead of two separate contracts. We adapt the model
I'yrrc and propose the two-party game model I'yrro—gp
for griefing attack in HTLC-GP. The extensive form of the
game I'grrc_gp is shown in Fig.
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Fig. 1: Extensive form of the game I'grro_gp
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Fig. 2: Simulation of I'yrp¢ Fig. 3: Simulation of I'grrc—gp

III. SIMULATING THE GAME MODEL FOR GRIEFING
ATTACK IN HTLC AND HTLC-GP
A. Dataset and Parameters and U,,. We consider a Poisson distribution for the arrival of
Simulation of sequential Bayesian games: The first part transaction in a given channel [6]. The rate of arrival of the
analyzes the payoff of each party involved in the games transaction is varied between 1 and 4 for the next 10 blocks.
I'yrrc and U'grro—gp. We simulate the games 'y and, The path length is set 20 and D = 100. The transaction
I'yrro—gp respectively, and estimate the payoff of U,_; amount is varied between 15000 satoshis to 60000 satoshis.
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The mining fee for closing a channel is 0.00000154 BTCﬂ q
is set to 0.7. If the coins remaining unutilized are C, the party
tries to estimate the fee earned in the future had it utilized the
coins. We set per_tx_val to 1000 satoshis, thus a party will
earn by processing % transactions.

B. Observations
We discuss our observation in this section:

e I'yrrc: For transaction value ranging 15000 — 60000

(in satoshis) and rate of arrival of transaction fixed to 10
within 10 blocks , the plots in Fig. (a) and 2b) shows
the expected payoff of U, _; and expected payoff of U,
varying with the belief 6. U,,_1’s payoff decreases with
increase in . Payoff of U,, remains more or less constant
for a fixed transaction amount, but increases with increase
in the transaction amount. For § > 0.025, U, _; acts
cautious and chooses not forward, as forwarding will lead
to negative payoff. Both U,_1’s and U,’s payoff drops
to 0 from this point onwards.
In Fig. 2c) and [2(d), the rate of arrival of transaction is
varied between 1 and 4 within a period of 10 blocks and
transaction amount is 15000 satoshi. We observe that for
0 < 0.025, payoff of U,,_; and U,, remains positive and
invariant.

e T'urrc—gp: The plots in Fig. 3(a) and [B(b) shows that
for 8 > 0.1, U,,_1 acts cautious and chooses not forward
for transaction varying between 30000 satoshi and 60000
satoshis. For transaction amount 15000, expected payoff
of U,_1 and U,, remains positive till § < 0.7.

In Fig. B[c) and [3(d), given the rate of arrival of trans-
action is 1, U,_1 chooses to forward till § < 0.2. When
the rate of arrival of transaction is 2, U, _1 chooses to
forward till < 0.7 and when rate of arrival is 4, § < 0.9.

C. Discussion of Results

Expected Payoff in U'yrrc and U'grro—cp:

o Transaction amount is varied: We see that expected payoff
of U,,—1 in I'grrc—gp remains positive for a higher value
of 6 compared I'yrrc. The reason being that in the first
game, U,, can choose not to respond, forcing U,,_1 to go on-
chain and close the channel. Since the mining fee for closing
the channel is quite high, the stakes are higher. Thus U,,_;
tends to stop forwarding payment for 6 as low as 0.025. In
the second game, U,, will always resolve the payment just
before the lock time elapses to avoid paying penalty. This
prevents abrupt closure of the channel. It is observed that the
cutoff value of 6 is higher for transaction amount 150000
satoshis. This is because the capacity locked is higher when
the transaction amount increases, hence the risk is higher.

e Rate of the arrival of the transaction is varied: In U'yrrco,
varying the rate of arrival of the transaction has no impact
on the payoff of both U,_; and U, because mining fee

’We have considered the data for mining fee observed
for one  particular  channel closure  https://blockstream.info/tx/
c0471c9tt72a8832a450580290491fa12b92d7379t44447bc1df52382c725¢01,
the mining fee can vary as observed for various closed channels in
https://1ml.com/channel?order=closedchannels

of channel closure dominates the result. In I'grr.c—ap, the
value of 6 increases with an increase in the rate of arrival of
transaction. The reason behind this is that the distribution
is positively skewed for a lower arrival rate. As the rate
increases, the Poisson distribution becomes more symmetric
and less peaked.

IV. EFFECTIVENESS OF HTLC-GP

Claim 1: Given the total budget of the attack is Bgx,
incentive per attack being L, transaction value per payment
being o, HTLC timeout period is D, time taken to settle a
transaction on-chain being A, n is the maximum allowed path
length and a corrupt recipient rejects the payment at time
t' = D — 0, where § — 0, the capacity locked upon using

HTLC-GP is less than the capacity locked in HTLC, the loss
’YTL(%"F A(nl—z) )

1+~yn(D+
Proof: In HTLC, a given instance of attack locks (n — 1)«

coins in the path routing payment. The capacity locked in
BETX (n—1)a

In HTLC-GP, U,, executes self—payment of amount v. It
cancels the contract at time ¢ = D — ¢§. Capacity locked is

((n—1)v+ Z Zy;_,,i) 22X In both the cases, we exclude the

percent being G-Da,
&-Da

coins locked by the corrupt node while computing the unusable
capacity and fee charged by the intermediate parties. Thus
we substitute Z,,, , ; with Z, ;. We measure the difference in
capacity locked to judge the effectiveness.

n—1

BEx(n—1a— (B (n— v+ 85X 37 7,5

i=1
n—1
= Eex((n—1)a—(n—1)v - Zl Zy) 5)
= E2X(n—1)a— (n— v — v Z Zt )
=0 j=
Substituting v = &
I+ 3 t;
j=0
_ o B D A(n—2)
= Vsl (- DA (B + 255

The loss percent is ratio of difference of capacity locked in
HTLC and HTLC-GP and capacity locked in HTLC.

B n—
SEX (B4 202

o n(n—1
Y 1+’Y(nD+n(n;1)A> ( )

BETX(TL—l)Ot 7

'Yn(D A(n—2))

1+yn(D+ (n— 1)A)

The loss percent of capacity locked by the attacker is
'Yn( + A(n 2) )
T+yn(D+ (n—zl)A)
proves that attacker ends up locking less capacity when HTLC-
GP is used as a payment protocol. ]

. The value is greater than O for n > 2. This

V. GUARANTEED MINIMUM COMPENSATION
A. Calculation the maximum cumulative griefing-penalty
If the probability of remaining live is A and (1 — h) is
the probability of suffering crash fault, then the payee would


https://blockstream.info/tx/c0471c9ff72a883aa45058029049ffa12b92d7379f44447bc1df52382c725c01
https://blockstream.info/tx/c0471c9ff72a883aa45058029049ffa12b92d7379f44447bc1df52382c725c01
https://1ml.com/channel?order=closedchannels
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be willing to lock a maximum cumulative griefing-penalty
Zo,maz = ko, such that the expected profit is greater than
0. Given that it gains o when it remains live, and loses
ka+oPka 4 obse +otn—tmremain(Un,Un—1) i hore is a crash
fault, the expected profit if the payee participates in the game
is ha—(1—h) (ka +oP-ke 4 oD oi{“l'"’remam(U"’U"’l)
and the expected profit if it does not participate is 0. If a payee
participates in the game, then the following relation must hold:
ha — (1 — h) (ko + of ke + ol
+O;‘/{L,1,n,remain(Un,Un,l)) Z 0

®)

From the above equation, the payee calculates the maximum
value of k for which it would be safe to participate in the
game.

B. Adjusting Maximum Path Length

Proposition 1: Given the maximum cumulative griefing-
penalty for a payment « is ko, and the guaranteed minimum
compensation (, the maximum allowed path length 2% is %

Proof: In HTLC-GP, Zy pmae = ko when payment is routed
via the maximum allowed path length 72.5-*. Upon introduction
of guaranteed minimum compensation, any node routing a
payment « is entitled to a minimum compensation (« upon
being affected by the griefing attack. If the compensation
falls below this amount, the node will refuse to forward the
contract. Thus, the recipient must bear a cumulative penalty of
at least (nS"*o for a path of length 7. Thus, the following
criteria must hold:

ﬁ47kga < Zoz,maw

or, ﬁ“%oz < ko

9
or, nsk < %

Thus the maximum path length in HTLC-GPS is % B From
the expression, we observe that 72%°* is inversely proportional

to C.

C. Estimating Rate of Griefing-Penalty v%*

Proposition 2: Given ( as the guaranteed minimum com-

pensation, ratio of maximum cumulative griefing penalty and
the transaction amount is k, and the least timeout period of
the off-chain contract being D, the rate of griefing-penalty
S s 2<D+(k*<)'
Proof: For ease of analysis, we ignore the processing fee
charged by each intermediate party. The cumulative penalty
locked by the recipient is summation of the compensation
of each intermediary and the source node forwarding the
conditional payment. Given that Z, ,,q,; = ko and maximum
path length for routing is 7$°*, we estimate v%*:

ka =&k Z?:(lk (D + (AS* —i)A)a
SOk —

(10)

or,

ARGk (R4 2001

Replacing 76" b}; the expression given in Proposition |1} we

have v¢% = |

2¢
2DFAR—0)"

Procedure 1: Release_Phase for U,

1 Input: Message M, time bound u

2 if M= Payment_Contract(H,Y,a’,t') and
current_clock_time — téo’"m < u then
Parse M and retrieve (H,Y, o/, t)
if />t + A and &’ = o then

3

4

5 | z=u
6 end

7 else

8 | z=r
9 end

10 end

11 else

2| oz=r

13 end

14 Release z to U,._1

15 if current_time < t,._1 then

16 if U, and U,_1 mutually agree to terminate
Payment Contract and Cancellation Contract then
17 if z=x then

18 remain(Ug,U,—1) =
remain(Us,Uq—1) + o +cgp,._;

19 end

20 else

21 remain(Us, Us—1) =
remain(Uy,Us—1) +cgp,._q

22 remain(Us—1,U) =
remain(U,—1,Ux) + «

23 end

24 end

25 else

26 U, goes on-chain for settlement by releasing

preimage z.

27 end

28 end

29 else

30 U,—1 goes on-chain for settlement, claims

(a+cgp,_q).
31 z = null
32 end

33 Call Release_Phase(U,_1, 2)

VI. EFFECTIVENESS OF HTLC-GP¢

Claim 2: Given the total budget of the attack is Bgx,
incentive per attack being L, transaction value per payment
being o, HTLC timeout period is D, time taken to settle a
transaction on-chain being A\, n is the maximum allowed path
length for HTLC, 2%°* is the maximum allowed path length for
HTLC-GP® for a given pair of ¢ and k, and a corrupt recipient
rejects the payment at time t' = D — p, where u — 0, the ca-
pacity locked in HTLC-GP® is less than the cagpacity locked in
HTLC, the loss percent being n—n®*

+
oo A n—1
(n—1) 1+'y<=kn1)+'y<v’”nA—2 )

. . 7GRk _ =C,k _ =C.k
R (e R e e e R )]

n—1
(n—1) (1+'y<1knD+'y<«knAT>
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Procedure 2: Release_Phase for U;,i € [1,k — 1]

1 Input: z

2 Release z to U;_4

3 if z # null and current_time < t;_; then

4 if U; and U;_1 mutually agree to terminate
Payment Contract and Cancellation Contract then
5 if z=x then

6 remain(U;,U;—1) =
remain(U;,U;—1) + a;—1 +cgp,_,
7 end
8 else
9 remain(U;,U;—1) =
remain(U;, U;—1) + cgp;_4
10 remain(U;—1,U;) =
remain(U;—1,U;) + ;1
11 end
12 end
13 else
14 U, goes on-chain for settlement by releasing
preimage z.
15 end
16 end
17 else
18 U;_1 goes on-chain for settlement after elapse of

locktime ¢;_1, claims (a;—1 + cgp,_;)-
19 end
20 Call Release_Phase(U;_1, z)

Proof: In HTLC-GP®, the capacity locked is ((n$* —
ask 1

> Zw»)BETX. In both the cases, we exclude the coins

v+

i=1
locked by the corrupt node while computing the capacity
locked. We measure the difference in capacity locked in HTLC
and HTLC-GP*.

ask—1

— 1)’0 + Z Z’u,i)
i=1

BE—X(n— Da

2 _ Bix ((ﬁ(,k

= B ((n = D)o — (A ~

A&k —1
v+ ; Zw‘)) 6]

n—1
a=v(l+5F Zo tj), the loss percent is
j=

VR (<" REF) S ERSR (n—1) (D BT E08) Aot (o 208 ;“An)

n—1

B

EEX (n-1)o(1475 T 1)
p2

Gk
n—f +
14+7¢knD4ySknA L

7S5 k_l

(nfl)(
"—1)A)

. 7€k
SRS (n=1) (D4 P

(D+E2502))

(n—1) (1+’y<$knD+'y<vknA"Tfl)
(13)
|
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