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Kurzfassung

Die Zuordnung von Verantwortlichkeiten fiir spezifische Handlungen oder Aktionen in
einem verteilten System ist ein sehr wichtiger Bestandteil fiir die Vertrauenswiirdigkeit
und Nachvollziehbarkeit eines solchen Systems. Es erfordert ein klares Regelwerk, welches
Fehlverhalten einschréankt und die Richtigkeit von Handlungen gewéhrleistet. Hierfiir ist
es notwendig verantwortliche Nutzer zu definieren und zu identifizieren.

Da die individuelle Verantwortlichkeit beim kollaborativem Prozess eine zentrale Rolle
spielt, ist ein vertrauenswiirdiges System, das Fehlverhalten verhindert, von entscheidender
Bedeutung. In verteilten Systemen wird Vertrauen iiblicherweise durch die Abhéngig-
keit von “Trusted Third Parties” (vertrauensvollen Dritten Parteien) aufgebaut, was
die Verteilung sensibler Daten erfordert und zum Verlust der Datenhoheit fithrt. Um
Unabhéngigkeit von diesen “Trusted Third Parties” zu gewahrleisten, sind neue Konzepte
erforderlich, die nicht auf zentral verwaltete Zertifizierungsstellen basieren und sicherstel-
len, dass Fehlverhalten in einer solchen Umgebung erkannt und bis zum verantwortlichen
Benutzer transparent iiberpriift und zuriickverfolgt werden kann.

Mit der Einfiihrung der ersten Distributed Ledger Technology (DLT) namens Bitcoin
im Jahr 2008 wurde es moglich, Vertrauen zwischen einzelnen Teilnehmern in einem
peer-to-peer (P2P) Netzwerk aufzubauen, ohne der Abhéngigkeit einer vertrauensvollen
dritten Partei beziehungsweise zentralen Zertifizierungsstelle.

Im Rahmen dieser Diplomarbeit wurde ein accountability model implementiert, welches
eine unabhéngige Nachvollziehbarkeit gewéhrleistet. Anhand eines dezentralen Systems
und aktiver Beteiligung der Teilnehmer wird es ermoglicht, dass die von Menschen
ausgefiihrten Aktivitdten verifizierbar und vertrauenswiirdig abgebildet werden. Die
unabhéngige Generierung zuverlédssiger und {iberpriifbarer Herkunftsinformationen auf der
Grundlage des PROV Standards ist ein integraler Bestandteil dieser Umsetzung. Hierfiir
wird eine kryptographisch abgesicherte Vereinbarung, smart contract, im Ethereum
Netzwerk erstellt um die Transaktionen der Teilnehmer und damit ihre Aktionen zu
verankern und nachvollziehbar zu machen.

Zu Demonstrations- und Evaluationszwecken wurde zusédtzliche ein funktionsfdhiger
Prototyp implementiert, der das SmartSociety programming framework um ein weiteres
Szenario erweitert.
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Abstract

Providing accountability in a collaborative computer system based on human-based
activity is a key challenge. The identification and definition of responsible users to ensure
proper and correct data transfer demand the design of a system with a set of rules that
limit misconduct and verify the correctness of actions. As individual accountability
is pivotal in collaborative computing, a trustworthy system that prevents misconduct
is crucial. In many distributed systems, trust is established through dependence on
third parties, which requires the distribution of sensitive data and results in loss of data
sovereignty. New concepts are therefore required that are not relying on trusted third
parties, but ensure that misconduct in such an environment is recognized and traced
back to the responsible user. With the introduction of the very first Distributed Ledger
Technology (DLT') in 2008 named Bitcoin, it became possible for the first time to establish
trust between peers in a peer-to-peer (P2P) network without relying on a trusted third

party.

Throughout this thesis project, an accountability model was implemented, ensuring that
activities carried out by people are verifiable and trustworthy using a decentralized system
along with the engagement of a participating collective. The generation of reliable and
verifiable provenance information, based on the PROV standard, plays a key role in this
implementation. Moreover, a cryptographically enforced agreement, such as a smart
contract in Ethereum is utilized to achieve the ability to track the transaction chain of
the involved users and thus their actions. It emerged to a reliable candidate solution for
detecting misconduct and verification of the correctness of their actions.

For demonstration and evaluation purposes a functional prototype was implemented that
extends the SmartSociety programming framework by a working scenario.
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CHAPTER

Introduction

The following chapter provides insight into the motivation, research questions, and
a general overview of the fundamental idea of this thesis. Further, it discusses the
methodological approach, structure, and expected results.

1.1 Motivation and Problem Relevance

Defining and identifying the key elements of accountability is a fundamental challenge in
distributed systems [1]. An accountable system allows the detection and identification
of responsible users and their activities in a transparent manner. In this context, the
concept of accountability is also closely related to other fundamental concepts such as
liability, trustworthiness, responsibility, and verifiability [1], [2].

Ideally, it is assumed that every human being will act truthfully and right. However,
reality proves that people are prone to misbehavior if the system allows it. Therefore, the
challenge of any system is to design a set of rules to prevent misconduct and to validate
the correctness of actions. In many systems, trust is established through dependence
on third parties, which requires the distribution of sensitive data and thus the loss of
data sovereignty. Accordingly, a challenge for human-based activities in a collaborative
computing system is the identification and definition of responsible users in order to
ensure proper and correct data submission and to hold those accountable that have
misused the system. That is especially difficult in the absence of centralized control
authority. Hence, new concepts are required which do not rely on third parties, yet
ensure that misconduct in such an environment is recognized and tracked back to the
responsible user.
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1.

INTRODUCTION

Consequently, the following research questions arise.

e How to define accountability and attribute it to the individual contributor?
e In what manner can trustworthiness and correctness of activities be ensured?

e Which methods exist to track misconduct and prevent it from happening in dis-
tributed systems?

e What kind of technologies can be exploited to provide accountability in a human-
based collaborative computing system, without dependence on a trusted third
party?

e Based on which prerequisites will a result of activity be considered as valid in a
collaborative computing system?

1.2 Expected Results

The envisaged outcome of this thesis should be a prototype that provides accountability
in a collaborative computing system based on human-activities. The objective is to ensure
that activities carried out by people are verifiable and trustworthy using a decentralized
system along with the engagement of a participating collective.

For the realization of the prototype, a suitable and standardized provenance meta-model
will be created to record the activities and progress of human tasks and the actions
of the peers involved. The collaborative model is generic and interchangeable for the
use in a heterogeneous system to allow various applications for different use cases and
scenarios. Besides, a technical background on Distributed Ledger Technology (DLT) and
the assessment of different types of DLTs, this project also requires a thorough evaluation
of this technology.

In summary, the projected research contributions of this thesis are:

e The analysis and comparison of selected DLTs and their properties

e Assessment and application of smart contracts and different consensus algorithms
of DLTs

e Evaluation of provenance techniques in order to obtain a transparent record of
activities and responsibilities

e Definition of an accountability model to be used on top of the SmartSociety platform
e Description of use-cases and requirements for the proposed solution
e Implementation of a prototype, which utilizes the technologies as mentioned above

e Evaluation and discussion of further improvements for the proposed solution to
substantiate accountability in a collaborative environment
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1.3. Methodological Approach

1.3 Methodological Approach

The methodological approach to reach the expected result is based on the guidelines
for design science in information system research defined by Hevner et al. in 2004 [3].
Thus, to fully comprehend the background of this rather new field of Distributed Ledger
Technologys (DLTs), extensive research is a prerequisite, along with a comprehensive
literature research in domains of accountability, provenance, and collaborative systems.

Comprehensive knowledge of these steps will be used to develop an artifact such as a
prototype based on a defined model. More precisely, a provenance meta-model with its
attributes and actions defined in a standardized way. The development of the prototype
consists of the implementation of an accountability component based on a collaborative
task platform. It involves requirements analysis, software design, testing, and evaluation
by an agile and iterative process. The DLT in combination with provenance may serve
as a possible candidate to achieve accountability management.

The existing SmartSociety [4] platform for social computing, a distributed collaborative
system, serves as the basis for this research. It was co-developed by the Distributed
Systems Group of the Vienna University of Technology. A complete scenario will be
added to the SmartSociety programming framework as a design evaluation method to
demonstrate how the accountability component can be used to resolve the stated problem
of this work. Finally, the results are analyzed and discussed with respect to functionality,
usability, and limitations.

1.4 Structure of the Work

Chapter 2 - State of the Art This chapter outlines a brief overview of related work
regarding accountability management of human-based activities in particular by
utilizing DLT and provenance methodologies. Furthermore, a framework for collab-
orative computing is presented.

Chapter 3 - Background The background chapter introduces the fundamental con-
cepts of accountability and provenance in collaborative computing systems. Besides,
fundamental concepts of the PROV standard are described, in order to express
provenance data of human activities in a transparent, coherent, and machine-
readable manner. An essential part of this chapter covers the history and definition
of DLT, its development as well as the core concepts and architecture based on
Bitcoin. The last section briefly describes the second generation DLT and the
concept of smart contracts and Decentralized Applications (DApps).

Chapter 4 - DLT Review This chapter, presents several DLTs and compares them
based on their technology, architecture, and development activity, using data from
GitHub.
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Chapter 5 - Design The design chapter refers to the SmartSociety platform with
its SmartSociety programming framework and the defined accountability model
extending the SmartSociety framework. Moreover, the scope, requirements, use
cases and architecture of the prototype are defined and illustrated.

Chapter 6 - Implementation This chapter describes the implementation of the pro-
posed solution. The implemented accountability component with a well-defined
provenance meta-model and underlying DLT solution extend the existing SmartSo-
ciety programming framework for collaborative task management.

Chapter 7 - Evaluation The evaluation chapter analyzes and discusses the imple-
mented solution with respect to functionalities, usability, and performance. The
SmartSociety programming framework is extended by an implementation of a
demonstrated scenario which is discuss along with an evaluation of the features of
the designed and implemented accountability component.

Chapter 8 - Conclusion The conclusion contains a detailed summary, discussion of
the implications and limitations, as well as an outlook on expanding the research
project.
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CHAPTER

State of the Art

Bitcoin was the very first type of Distributed Ledger Technology (DLT). It was deployed
in 2009 and emerged as a cryptographically secured currency with the biggest economic
value in circulation [5]-[7]. In the first few years of Bitcoin’s existence, the subject and
technology received very little attention and importance in research. Since then, as
evidenced by literature, there has been a growing interest in the underlying technology,
the design, and properties of the system, as well as a vast interest in the underlying data
structure. Furthermore, its use for other applications besides cryptocurrency became
a major interest, as well as, the various consensus algorithms, the pros and cons and
challenges of this technology [7].

Accountability is a multidimensional concept and subject to research across different
domains of science disciplines. In computer science, it is further divided into specific
disciplines, such as accountability in computer networks and distributed systems [1].
Thus, the emphasis in both fields is to achieve an accountable system based on its data
and information about the entities, persons involved, and their activities [8].

The innovative DLT has a wide range of applications such as privacy and data access
permissions centered solutions for health-care systems or as accountable systems based
on provenance to keep a clear record of ownership over an item [9]-[11]. In recent studies,
an approach to define a provenance model, store and retrieve data from a DLT has
been published [10]. Another approach discusses the use of DLT for provenance tracking
by utilizing the DLT as a distributed access control system for health care relevant
information so that the user stays in control of his private and sensitive data in respect
to the General Data Protection Regulation (GDPR) [9].

DLT is also considered to be a possible candidate for redesigning our interactions with
smart governance and city infrastructure. Based on the idea of a cyber-human smart city,
the blockchain technology can act as a foundational layer without the dependency of a

5
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third party for citizens to engage in collaborative actions, provided the right incentives

are offered [12].
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CHAPTER

Background

In the first chapter, the terms and the meaning of accountability and the Collective
Adaptive System (CAS) are presented. This chapter expands the relevant theoretical back-
ground with a focus on accountability, provenance, and Distributed Ledger Technology
(DLT).

3.1 Collective Adaptive Systems

CAS is composed of a multitude of individual heterogeneous components, each of which has
autonomous behaviors and distinct properties and interacts in a collectively unpredictable
and complex way [13]. Adaptability is a central feature of such systems and allows each
component to join or leave the collective at any time. Furthermore, the collective is
adapting to the constant change in their composition and task execution goal. Components
themselves can be very heterogeneous, such as reconfigurable hardware, software, and
distributed systems, as well as humans. Each component can operate at different temporal
and spatial scales and have individual (potentially contradictory) goals [14]. Collective
intelligence is formed to reach consensus or jointly perform tasks. These CASs show the
same property by indicating more functionality if they are causally linked and act as a
collective rather than independently [15].

Different classes of CAS are distinguished in nature and technology, for example, insect
colonies, human crowds, bio-synthetic systems, cars on the street, and computers on the
internet [15].

3.2 Accountability

Accountability allows an entity or an actor to be held responsible for their actions based
on their assigned identity. An agreement or commitment must be agreed upon, thus the

7
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3.

BACKGROUND

contractual partners or entities conduct their actions according to their respective obliga-
tions. If specific requirements are not met, it must be accounted for and result in penalties
for the malicious behavior of the party that violated the contract. The correctness of
states and actions has to be verifiable at all times [2]. It is a complex concept and subject
of research across different domains of scientific disciplines. Achieving accountability in
computer science is a fundamental research problem in computer networks, distributed
systems, or information sciences in general. A transparent, immutable record of the flow
of information, as well as the assignment of identities responsible for actions, plays a
crucial role in achieving accountability in such environments [16], [17]. Weitzner et al [8]
describe the meaning of information accountability as follows: “... the use of information
should be transparent, so it is possible to determine whether a particular use is appropriate
under a given set of rules and that the system enables individuals and institutions to be
held accountable for misuse”.

3.2.1 Accountability Definition

In order to define accountability in more detail, the essential characteristics of account-
ability must be assessed. Lin [18] defines disclosure, liability, and non-repudiation as the
most critical attributes for accountability in any context. Further, collective responsibility
is included in the context of computer science and IT services due to its compositional
nature. Yumerefendi and Chase [17] define three characteristics that allow participants
to detect and isolate misbehavior by validating the integrity of actions and assignment of
responsibilities when the observed behavior does not meet the defined specification. The
three defined properties, as described in [17] are listed below.

Undeniable Actions are binding and cannot be rejected
Tamper-evident Any attempt to manipulate or corrupt the state is detectable
Certifiable The correctness of states and actions can be verified

Hence, an operative accountable system can prove integrity, and identify malicious or
dishonest components to inhibit misconduct.

Throughout this work, the conceptual definition of accountability will be used:

“ Accountability consists of defining governance to comply in a responsible
manner with internal and external criteria, ensuring implementation of ap-
propriate actions, explaining and justifying those actions and remedying any
failure to act properly.” [2]
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3.3. Provenance

3.3 Provenance

Provenance information describes a log record of data or a thing in general. This
information also referred to as lineage or pedigree, is crucial to determine all steps of
the process and entities involved, that led to a specific result of a data item or product.
Thus, provenance allows to analyze the underlying process, to track attribution and
responsibility, and to decide whether a resulting data product can be trusted or not.
With provenance information, basic questions can be answered, such as when was a data
item created and modified and by whom? What was the source that led to the data
product? Which process created the product? [16], [19]

Distributed systems enable information sharing, collaboration, and discovery without
a centralized authority. For data management and distributed systems, provenance
information becomes a crucial component to identify and trust the source of information
that led to the product. [20]

3.3.1 Definition

Provenance has a wide range of different definitions depending on where it is applied.
The following definition is used as a guideline throughout this thesis.

“ Provenance is defined as a record that describes the people, institutions,
entities, and activities involved in producing, influencing, or delivering a piece
of data or a thing. In particular, the provenance of information is crucial in
deciding whether information is to be trusted, how it should be integrated with
other diverse information sources, and how to give credit to its originators
when reusing it. In an open and inclusive environment such as the Web, where
users find information that is often contradictory or questionable, provenance
can help those users to make trust judgements.” [21]
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3. BACKGROUND

3.3.2 Key Components of a Provenance Management Solution

There are three decisive components for a provenance management solution. A capture
mechanism, a representation model and a storage infrastructure solution for storing,
querying and retrieving provenance information [19], [22]. With regard to this thesis, the
three key components are described in more detail. An overview of all characteristics is
illustrated in Figure 3.1.

Ah-hoc
Manual
- Automatic
Workflow
External —
Eggff Aclglg —1  otemal — | Inversion || Annotation |
0 |

[ Tracing | [ Levels | [ Mechanism |[ Technique | | Visual |[ API || Query || Browse |

I T I I [ I | |

1
Provenance Characteristics
1
| 1 | 1 1

| Orientation | I Granularity | | Scalability | | Coupling ] [ Archiving ]
‘ Process [ Seqs of Delta
Dats fine [ Centralized || Distributed | Time-Stamp

Coarse -
Helerogeneous J SRe
Homogeneous Loose
- Compasition (Prospective) 2 High - Relational
- Execution (Retrospective) = XML
Analysis — OWL

Semistructured

Figure 3.1: Overview of provenance characteristics [23]

Capture Mechanism In case of a computational task or any task in general, the
capture mechanism requires access to the relevant details of the task, such as the
progress and its specific steps, execution information and user-specific information.

Representational Model The representational model for provenance information has
a direct impact on the cost of recording and its storage as well as their usage.
The two main approaches to retrieve a representational model for provenance
information are annotations and inversion [20], [23]. Annotations can be seen
as metadata that include lineage information of a data product and descriptions
of source data and processes. A metadata standard for derivation history was
established in 2013 by Moreau and Missier, called PROV standard (section 3.4).
The inversion method, on the other hand, identifies the source data by inverting its
derivations.

10


https://www.tuwien.at/bibliothek
https://www.tuwien.at/bibliothek

Die approbierte gedruckte Originalversion dieser Diplomarbeit ist an der TU Wien Bibliothek verfligbar.

The approved original version of this thesis is available in print at TU Wien Bibliothek.

thele

(]
blio
nowledge

(]
|
rk

3.3. Provenance

Storage and Access Provenance information can grow rapidly with respect to the
represented data, depending on how fine-grained the underlying data and the related
provenance information is captured. Therefore, scalability needs be well considered
in any solution. When maintaining data, it must be taken into account whether the
data is immutable or if it can be updated or even versioned in order to be able to
display the current state of its predecessors and the system. Concrete approaches
include different semantic web languages, Resource Description Framework (RDF)
and different dialects of Extensible Markup Language (XML) data, stored as files
or as tuples in relational or graph databases.

3.3.3 Properties of Reliable Provenance

The lineage of data must have specific characteristics in order to be reliable [16], [24].

Confidentiality The confidential treatment of provenance records is essential because
of the sensitivity of the information in the records. Unauthorized access should
be prevented as well as the possibility to infer sensitive information by viewing a
subset of the provenance data.

Integrity The integrity of data is an essential aspect of reliable provenance. It has to
be ensured that the provenance data is and was not being tampered and can be
validated.

Authenticity The authenticity of the data describes the ability to determine who has
generated the provenance record. It includes the ownership and identity of the
data.

Data Quality and Trust A reliable collection of provenance records has to ensure
trustworthy and accurate collection mechanisms.

3.3.4 Provenance and Accountability

Provenance can serve as an essential element for accountable systems. The explicit
representation of past processes makes it possible to trace the origin of data, actions
and decisions. This makes the system transparent and allows conclusions to be drawn
about compliance or violations within the system. The resulting trust in the system
depends to a large extent on the tamper-proof and certifiable storage of the provenance
information. [16]

11
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3.4 The PROV Standard

The PROV standard is a provenance specification created by the World Wide Web
Consortium (W3C) Provenance Working Group in 2013 [25], [26]. The specification
defines the interoperable exchange of provenance information in heterogeneous distributed
systems such as the web. It was developed based on the preceding Open Provenance
Model (OPM) to generate a more flexible and interoperable ontology and data model
to capture provenance information in a standardized format. The PROV core concepts
are entities, activities, and agents (Figure 3.2). These core concepts can represent the
derivation of an entity, which can be a physical or digital object. The responsible party,
defined as an agent, and the required steps (activities) display their involvement and how
the entity was used or created. With these basic concepts and a set of defined relations,
it is possible to map the lineage and state changes of an object or data. [27]

One of the key documents of the PROV specification is the conceptual PROV Data
Model (PROV-DM), that describes a generic model for provenance to capture domain
and application-specific provenance information in a standardized vocabulary. It contains
a mapping of the above core concepts as PROV-DM types and relations (Figure 3.2).
The PROV-DM can be serialized in various formats, such as RDF, XML or as a native
notation called PROV-N. The serialization implementations provide a convenient way to
handle and exchange data between heterogeneous environments. [28]

wasDerivedFrom

Entity
wasAttributedTo
e < wasGeneratedBy

used

Agent

actedOnBehalfOf

wasAssociatedWith
Activity

startedAtTn:l/ ( ) \ridedAtTime

xsd:dateTime wasInformedBy l xsd:dateTime ‘

Figure 3.2: Provenance Core Concepts (PROV-DM Types/Relations) [29]
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3.4. The PROV Standard

3.4.1 PROV Document Overview

The PROV standard consists of 12 documents ' that represent the specifications by
W3C [26]. The most important documents are listed below.

PROV-DM This document describes a generic data model allowing to express prove-
nance and to transform it into different representations. It is domain agnostic but
can be easily extended with domain or application-specific descriptions [21].

PROV-CONSTRAINTS Defines a set of constraints that apply to the PROV-DM
and serve as the primary purpose of validation. [30]

PROV-O This specification is an ontology using Web Ontology Language 2 (OWL2) to
allow the mapping of PROV-DM to RDF graphs. [29]

PROV-N The PROV notation is a syntax for serializing the PROV-DM in a human-
readable format. [31]

PROV-AQ Describes the mechanism for querying and accessing provenance with stan-
dard web protocols such as HTTP. [32]

PROV-PRIMER This document presents an introduction and guide to the PROV-
DM. [33]

PROV-XML Defines an XML schema for the PROV-DM for serialization in XML. [34]

3.4.2 PROV Data Model

The document PROV-DM 2 describes a generic data model standardized by the W3C.
The data model defines three different types and their relations, mapped from the core
concepts of PROV. An overview of the core concepts is illustrated in Figure 3.2. The
nodes represent the three specific types of the data model, an entity, an activity and an
agent. Directed edges represent relations between those PROV-DM type elements, such
as generation, usage, association and derivation. In addition, each of the elements can be
provided with attributes, both predefined, such as type and role, and custom-defined,
such as status and version.

Another important aspect is the different perspectives that provenance can be recorded of.
Luc Moreau describes three specific views in his introduction to PROV [26]. These are
the data flow view, the process view, and the responsibility view. The data flow view is
focused on the transformation of entities and the data flow within a system. Additionally,
it is possible to capture the process view within a specific system that includes activities
with their chronological information. Another aspect is the responsibility view, which
focuses on assigning responsibility for specific activities and entities. Figure 3.3 illustrates

"https://www.w3.org/TR/prov-overview/
2https://www.w3.org/TR/prov—dm/
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an example of a provenance graph for editing an article. It includes the data view of the
document entity, the process view for editing the document, and the responsibility view,
since the responsible persons are also shown with their roles.

To be able to trust the recorded provenance information it might be useful to include
information about who generated the provenance records. This can be described in a
structure, called Bundle, as provenance of provenance.

role=
contributor

-

waf.GenemtedBy;"""'.;u_D S,
{ -prov )
Ecit I« \_dm20111215 /

T
I
I
I

" type=docu
pe=edit el |
role=editor W g version =2

Figure 3.3: PROV graph for writing and editing a document (author’s view)[21]

The types and relations in PROV-DM are categorized into six different components. An
overview of the different components and a short description can be found in the following
table 3.1. Detailed descriptions and explanations of the common essential elements and
each component can be found in appendix A - The PROV Data Model.

Component Core Structures Description

1 Entities and Activities yes about entities and activities, and their

interrelations
2 Derivation yes about derivation and its subtypes

3 Agent and Responsibility yes about agents and concepts ascribing re-

sponsibility to them

4 Bundles no about bundles, a mechanism to support

provenance of provenance

5 Alternate no about relations linking entities referring

to the same thing
6 Collections no about collections

Table 3.1: PROV-DM Component Overview [21]
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3.5. Distributed Ledger Technology

3.5 Distributed Ledger Technology

“What is needed is an electronic payment system based on cryptographic
proof instead of trust, allowing any two willing parties to transact directly
with each other without the need for a trusted third party.”

- Satoshi Nakamoto [5]

3.5.1 Background

Establishing trust between unknown nodes in a distributed system, such as the World
Wide Web, is a fundamental research problem.

In a distributed system, cryptography and a trusted third party can be used to provide
authentication, confidentiality, and integrity in order to establish security and trust
in such an environment. Trusted third parties usually act as intermediaries for secure
communication, they store, and utilize large amounts of sensitive and private information.
The user is relying on these trusted third parties to act honestly, store their data securely,
and preserve privacy. In 2008, shortly after the financial crisis, a person or group under
the pseudonym Satoshi Nakamoto proposed a cryptographically secured electronic cash
system - Bitcoin - which is based on a peer-to-peer (P2P) network without the need of a
trusted third party [5].

Digital cash systems or cryptocurrencies were first introduced in the 1980s, where trusted
third parties served as an initial solution in order to avoid the double spending problem [35],
[36]. Nick Szabo, a computer scientist, focused on the domain of cryptography, was one
of the first scientists to understand the imminent danger of trusted third parties and
pointed out the necessity of a new trust protocol, which would make the involvement of
a third party obsolete [37], [38]. Hence, when Bitcoin was introduced, its key innovation
did not reside in digital currency or other foundational concepts of the system. The
innovation was the very first implementation and proof of concept for establishing a
platform of trust in a distributed system without the requirement of a third party to
securely transfer assets. [39], [40]

The foundation of Bitcoin is based on preexisting well-known technological concepts,
such as the public key as an ownership certification, linked timestamps with the entan-
gled data structure Merkle tree, the proof-of-work (PoW) algorithm, cryptographically
secured digital money, the double spending problem, and the Byzantine Fault Tolerance
(BFT) [41]-][43]. A detailed overview of the chronological history of the fundamental key
concepts, which led to Bitcoin, can be found in the appendix illustrated in Figure B.1.

Bitcoin, with its blockchain type of data structure, represents the very first kind of a
DLT. The blockchain is an ordered reverted linked list of blocks of data. Each block is
timestamped and chained by using cryptographic hashes referencing the previous block.
A block aggregates several transactions that occur on the blockchain network. Therefore,
the blockchain provides a distributed ledger and data storage, respectively, which can

15
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append only new data to prevent revision and tampering. Adding new data or transaction
requires a consensus by the participating nodes in the network to verify and confirm the
validity of the new data. Additionally, the blockchain is replicated on multiple nodes
across different countries worldwide. Anyone can join and participate in this network.

3.5.2 Terminology DLT /Blockchain

This rather new technology is under active development and, is therefore still evolving.
The terms DLT and blockchain are used interchangeably in literature, scientific papers
and other resources. With the uprising evolution of this technology and possible changes
to the main data structure, it is in the best interest to use the term DLT as a general
term. The type of DLT is defined by the way the data is distributed, structured and
agreed upon. According to these conditions, a consensus is found. [41], [44]

In this thesis the definition from a report for the UK Government Office for Science in
2015 is used.

“Distributed ledgers are a type of database that is spread across multiple sites,
countries or institutions, and is typically public. Records are stored one after
the other in a continuous ledger, rather than sorted into blocks, but they can
only be added when the participants reach a quorum.” [45, pp. 17-18]

3.5.3 Properties of DLT

Several properties are attributed to DLTS, as for instance, immutable, transparent, and
reliable. The most important property, as currently found in research, is immutability [46]—
[48]. Although DLT is described in literature as immutable or tamper-resistant, it must
be taken into account that most systems base their consensus algorithm on computational
effort. Therefore, a consensus algorithm within such a network is only resistant to attacks
if a participating node does not overtake the complete consensus protocol by having more
computing power than the majority of the network combined. A more appropriate term
would therefore be “Mutable-By-Hashing-Power” [47]. Transparency is another property
of DLT, which is based on the fact that all participating peers in the network have access
to transactions for verification.
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3.5. Distributed Ledger Technology

3.5.4 Types of DLT

Different types and evolutionary stages of DLT can be determined. The first available
implementation of a DLT was Bitcoin with its Blockchain structure in 2008 [5]. The
blockchain is one type of DLT, which consists of blocks of bundled transactions saved in
a single chain structure with reference to its previous block - this data structure can be
compared to a reverted linked list.

The following paragraphs describe three classification types of DLT. [49]-[51]

Public/Permissionless DLT
A public or permissionless DLT allows anyone to read, write, and participate in
the verification process of transactions, also known as the consensus process. Any
node can join or leave this network which resembles a P2P system. It can be seen
as resistant to censorship as it is not possible to prevent a transaction from being
added to the ledger if it is valid. Examples of such a public permissionless DLT are
Bitcoin and Ethereum.

Private/Permissioned DLT

This kind of DLT is restricted in regard to who can join the network, has read/write
access and is able to participate in the consensus process. Thus, only a smaller
authenticated, trusted group of entities is participating in such networks, in most
cases, centralized and run by one organization as an entirely private DLT. The
restriction to only trusted nodes allows it to use traditional BF'T to reach a consensus
instead of the more complex and cumbersome approach of proof-of-work. This
type of DLT brings back many features of a centralized system but still with some
advantages that can be useful for an organization.

Consortium/Federated DLT

With a consortium DLT, the control of the consensus process relies on a preselected
set of nodes, representing different entities. For instance, multiple financial institutes
can federate to operate such a DLT. These DLTs can be regarded as “partially
decentralized”. The DLT Corda, created by the consortium of the major financial
institutes worldwide named R3 3, is one of such a consortium DLT. Another instance
is the Energy Web Foundation [52] that established a federated DLT for the energy
sector.

Shttps://www.r3.com/
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3.5.5 Evolution of DLT

Informally DLT can be categorized into three different generations evolved from the first
generation of the initial Blockchain. [53], [54]

Generation 1.0
The initial application Bitcoin started the first generation of DLT with its very
first type of DLT, the Blockchain.

Generation 2.0
The next advance in technology Ethereum evolved by adding improvements to its
Blockchain for example, Smart Contracts and their Turing-complete script language
Solidity.

Generation 3.0
The third generation of DLT can be seen as the wave of a Directed Acyclic Graph
(DAG)-based DLTs as such Hashgraph, IOTA or NANO. Their common thread
is that their platforms provide a fast, fee-less, and miner-less DLT targeting the
Internet of Things (IoT) industry.

However, it has to be mentioned, that the first generation DLT is still used most frequently
from a developers and market share perspective. Further, due to its nature of first-mover
advantage, it is also the most tested and proven technology so far within the DLT
ecosystem. The third generation based on DAG structure has yet to prove its technology,
since there are legitimate questions and ongoing discussions about the security and
reliability of the fast, fee-less, and miner-less concept.

3.5.6 Blockchain Architecture

This section describes the integral parts of a blockchain structure. It is mainly focused on
the initial blockchain Bitcoin. There is a multitude of DLT architecture implementations,
but they share the same key concepts.

Peer-to-Peer Network

The peer-to-peer (P2P) network is a distributed system of interconnected computers that
does not rely on any central coordination by a party to facilitate the interaction. Each
participating computer in this network is referred to as peer or node and is considered
to be equal. Nodes act as a server and client, meaning they are both consumers and
suppliers of resources, which is the main difference to the traditional client-server model.
Therefore, the topology of this network is considered to be non-hierarchical or flat. The
main advantage is that the data held on this network is not stored at one centralized
point. Hence, there is no dependency on a single party that controls the entire network.
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3.5. Distributed Ledger Technology

The P2P network architecture builds the foundation of the core characteristics of a DLT
as it removes the dominant trusted third party and therefore enables decentralization of
control, fault tolerance, and a resilient and open network. [6]

Cryptography

Asymmetric cryptography is based on one-way mathematical functions and is therefore
considered as irreversible. It consists of a digital key pair, a private confidential key and
derived from it a public key, which can be shared with anyone. This type of cryptography
enables both authentication, by signing and verifying messages, and encryption of data.

With DLT, the private key is a 256-bit long random number and used to sign transactions
digitally and to send funds. Ownership of the private key is essential since it gives the
owner control over all funds connected with the corresponding address.

Wallet Address

A wallet is either a file or a database containing the digital key pairs of public and private
keys. The owner’s address is represented by a more compact and obfuscated public key.
These digital fingerprints are usually calculated with Secure Hash Algorithm (SHA) and
encoded with Baseb8Check. This enables human readability and error detection.

Merkle Tree

Merkle tree is a binary tree of hash pointers and allows a very efficient way of storing and
verifying the integrity of included data elements. The leaf nodes represent cryptographic
hashes of data input, whereas the non-leaf or internal nodes is the combined hash value
of their child nodes. The tree is constructed from the bottom up until a remaining node
with its hash is reached, the Merkle tree root. In the case of an odd number of data
inputs or leaves, the single child node is copied and paired with itself for the hash value
of its parent node.

DLT, with its P2P network architecture benefits of this structure as it allows lightweight
clients to only process the Merkle tree root for a block of transactions.

Linked Timestamping

Linked timestamping represents a connected signed data structure with chronological
order. The first concept of such a structure was built based on the idea of a notary service
that evidences the last creation and modification date of digital documents [55]. Each
document contains a timestamp that points backward in time to a previous document
forming a long immutable and locked chain of documents. Modifications to one of these
linked timestamped documents would render it invalid due to its chained dependency. The
efficiency of storing linked timestamps can be increased by combining several documents
in blocks and using the Merkle tree structure instead of a linear chain of hash pointers [41],
[56].
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Transaction

Transactions represent state changes of the DLT and can be seen as a transfer of data
ownership. As shown below in Figure 3.4, ownership is transferred digitally by signing a
hash of the previous transaction and the hashed public key of the next owner.

Transaction Transaction Transaction

Owner 1's Owner 2's Owner 3's
Public Key Public Key Public Key

Owner 0's Owner 1's Owner 2's
Signature - Signature - Signature

Owner 1's f Owner 2's f Owner 3's ’
Private Key Private Key Private Key

Figure 3.4: Bitcoin transactions - The chain of ownership [5]

Every node receiving a new transaction needs to be verified, based on specific protocol
rules. If the verification fails, the transaction is being rejected. Otherwise the node
includes an unconfirmed transaction into a local transaction pool, also known as Mempool
and then propagates it further to its neighbor nodes. From there, mining nodes select
transactions out of the transaction pool to include them into blocks that are added to
the ledger.

Blocks

The above-described concepts of linked timestamping, Merkle tree, and transactions
are essential compounds of a block. Transactions are aggregated into timestamped
blocks, which in turn are added to an ordered reverse-linked chain, the blockchain. A
specific block is considered to be secured, referenced as immutable, in the chain after six
consecutive blocks have been added on top of the current block. The block height defines
its current position in the list or chain of blocks (Figure 3.6), with the Genesis Block
block being the very first one starting with the index zero.
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3.5. Distributed Ledger Technology
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Transactions Hashed in a Merkle Tree

Figure 3.5: Block Structure [5]

Consensus Protocol

A consensus protocol is used for the joint commitment and compliance with certain
network rules between individual participating nodes of the P2P network. These network
rules apply to all transaction-based state changes of the DLT as well as how they are
included in the distributed ledger and under which circumstances a transaction is valid.

Scripting language

Scripting languages are often used to extend the DLT with functionality, such as specific
types of transactions or contract code executed by the DLT. The Bitcoin protocol
includes a scripting language Script, which is a Forth-like stack-based execution language
deliberately designed to be stateless and not turing-complete. These properties result in
limited complexity and predictable execution time by avoiding unintended side effects,
such as infinite loops. There are different types of transactions scripts based on this
language for Bitcoin.

3.5.7 Consensus Protocols

The crucial and main attribute of all DLTs is to reach consensus, or an agreement, for
the global ledger in a network of untrustworthy connected nodes. This is a fundamental
problem within distributed systems as described with the well-known Byzantine Generals
Problem [57]. In this stated problem multiple generals, each commanding their division
of the overall Byzantine army, encircle a city to be captured. They have to coordinate a
common command, either to attack or retreat, through messengers since the generals and
their divisions are physically separated. Generals and messengers may not be trusted
within this scenario since they might fail to deliver the message or forge the message on
purpose. This issue can only be solved with a majority agreement by loyal trustworthy
participants. Distributed systems that prevail the Byzantine Generals Problem are
characterized as Byzantine Fault Tolerance (BFT).
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In case of blockchains or other types of Distributed Ledger Technology, the consensus
algorithm validates and agrees on a common transaction history. Several different
consensus algorithms that claim Byzantine Fault Tolerance have been implemented in
different DLTs, and the main consensus mechanisms are summarized in the following
subsections [42], [49], [58].

Proof of Work

Proof-of-work (PoW) is a consensus algorithm used by the Bitcoin or Ethereum network to
achieve BFT. The main idea of this protocol is the requirement to solve a cryptographically
complex problem in order to validate a block of transactions and agree upon a system-wide
standard view. The entire network can easily verify the solution found to the given
problem.

In Bitcoin, the computationally expensive problem is to find a valid block header hash
value, based on a double SHA-256 hash function, to suggest a block to be added to
the blockchain. Participating nodes are called miners, and the process is referred to as
mining. A critical aspect of hashing functions is that they are random, and by that, each
miner will have a probability of finding the next valid hash value proportional to their
total invested computational power. Miners create a new candidate block and try to
calculate a valid block header hash value by adjusting a nonce value for this block. The
consensus algorithm requires a certain amount of work to find a valid hash value. It is
controlled by the criteria that hash values are required to be less or equal to a specified
target value. This is controlled by the criteria that hash values are required to be less or
equal to a specified target value. The lower the target is the more difficult it is to find an
appropriate value. Its difficulty is adjusted every 2016 blocks, depending on the overall
computational power within the network, to maintain a verification rate of approximately
ten minutes per block. Once a miner finds a valid solution, it is broadcasted to the
entire network, which in turn can easily verify its correctness based on the values in the
block. The used computation power to find a valid solution is rewarded with a block
reward and transaction fees, which act as an incentive to participate in this consensus
algorithm. Further, the required, artificial computational cost secures the network and
detects double spending or Sybil Attack attacks. Only if the attacker has constant control
over the majority, 51 percent or more, of the computational power within the entire
network an attack such as double spending would be possible. The underlying theory is
that it is much more difficult to control the majority of computational power compared
to the number of identities or participating nodes. It is possible that multiple miners
simultaneously find a valid solution for a block. Hence, the network will temporarily be
partitioned, also known as forking, but eventually converge to the longest chain of blocks.

Proof of Stake

The proof-of-stake (PoS) mechanism resolves the wasteful computation power competition
from PoW. Each participant’s voting power is proportional to the invested amount of
cryptocurrency they possess, referred to as the stake. The risk of losing investment due to
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dishonest behavior is the incentive to maintain honest voting [59]. Since a parti