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5. HANDLING RESEARCH DATA

Research data should from the beginning be stored and maintained in appropriate systems and made available
for use in a suitable repository (see 6.1. b). Research data must be provided with persistent identifiers® within
the repository.

It is important to preserve the integrity of research data and to comply with the FAIR principles®. Research
data must be stored in a correct, complete, unadulterated and reliable manner. They must be findable,
identifiable, accessible, traceable, interoperable and whenever possible reusable and replicable.

In compliance with intellectual property rights, and unless third-party rights, legal requirements, Rectorate
decisions, other reasonable interests or property laws prohibit it, research data should be assigned an open
use license.”

Citation norms and requirements regarding publication and future research should be followed; data sources
should be explicitly traceable in order for the original sources to be acknowledged.

Research data and records are to be stored and made available in accordance with intellectual property laws.
or the requirements of third-party funders as well as applicable legal or contractual requirements (e.g. EU
restrictions on where identifiable personal data may be stored). Research data that may be of future historical
interest and the records accompanying them should alsa be archived.

The minimum retention period for research data and records is 10 years after either the assignment of a
persistent identifier o the publication of a related work following research completion, whichever is later.

In the event that research data and records are to be deleted or destroyed, either after expiration of the
required retention period or for legal or ethical reasons, such action is to be carried out only after
consideration of all legal and ethical perspectives. The following aspects must be taken into consideration
when decisions are made about the retention or destruction of research data: interests and contractual
provisions of third-party funders and other stakeholders, employees and partner participants in particular, as
well as confidentiality and security. Any decision taken must be documented.

Research Data Policy 2018
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Overview & Goals

TU Wien Publication Repository

= Document-based research outputs
= Preservation
= |ntellectual property

= University ranking

" Performance
agreements -
" Findability, Reusability
= Papers
" Presentations

= Posters

reposiTUm @

NEWS

BROWSE BY

Publication Types

Year of Publication

reposiTUm (publications)

martin weisc

ublications fram leg

ed to reposiTUm
abie here in the syste

are working fa ensure that all put

quickly as possible.

reposiTUm
The reposITUm supoorts the TU Wien In the Implementation of Its Open Access policy as wel as In the.
Open Access Platform

Since 2015, the TU Wien Biblicihek hias been using reposiTUm lo promole allforms of Open

coess to full texts, enables
of Insttutional

them ta be found I Inte

reposilories.

TU Wien publication output

TUm enables membe

flen ta easlly an elr publication output
2arch act nem publich jon has been coliectec
ally al lhe universily the Universities Acl 2002 and is included in the search resulls
deactivating the Open Access fitter

ABOUT REPOSITUM  HELP

Cantact for questions
regarding Open Access

(legal examination)

repositum@tuwien.ac.at

Akag B4 Info.experin
Hihdan ph

Magdalena Andrae
Phone: +43 1 58501
44067

9. Akad. Bib. 4 Info.experti

Tanja North 5.4

Gontact for questions
regarding the submission
of publications (formal
examination)

repositum@tuwien.ac.at

Publication Faculties TU Wien i
Types Academic Press Claudia Benedela
Phone: +43 1 58801
36667
. —
& — e |

" Thesis’

https://repositum.tuwien.at/
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Example

reposiTUm (publications)

reposiTUm @
Login

Record link:
Title:

Citation:

reposiTUm DOI:

Persistent identifier
(DOI) CatalogPlus:

Publication Type:

Theses

Language:
Digitised Works

Authors:
Year of Publication

Advisor:

Organisational
Unit:

Date (published):
Number of Pages:

Keywords:

Abstract:

Search ...

https://doi.org/10.34726/hss.2022.84700
http://hdl.handle.net/20.500.12708/19275

A QR-Code optical covert channel in an air-gapped
secure data infrastructure

Weise, M. (2021). A QR-Code optical covert channel in an
air-gapped secure data infrastructure [Diploma Thesis,
Technische Universitat Wien). reposiTUm.
https://doi.org/10.34726/hss.2022.84700
10.34726/hss.2022.84700

AC16417763

Thesis - Diploma Thesis
Hochschulschrift - Diplomarbeit

English
Weise, Martin &&
Rauber, Andreas &

E194 - Institut fir Information Systems Engineering

2021
97

Covert Channel; QR-Code; Secure Data Infrastructure;
Steganography

Die gegensatzlichen Ziele tiber Schutz und Erhalt der
Kontrolle tiber sensitive Daten, bei gleichzeitigem Gewéhren
des Zugriffs auf die Daten fur Dritte, ist eine
Herausforderung. Sichere Dateninfrastrukturen unterstiitzen
Datenbesuche in einer hoch kontrollierten und tiberwachten

I b L £ ,a

en

en
de

en

en

ABOUT REPOSITUM  HELP Tl,

WIEN

@ Page view(s)

283 0@

checked on Apr 16, 2023

a Download(s)
i Download

checked on Apr 16, 2023

. Google Scholar'™

Che External Systems
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TUWRD (data sets)

Overview & Goals

TU Wien Research Data Repository

File-based research data
Individual, collections
Extensive metadata

" DOils
Not for publications

= QOther system exists
Operational since 2022
CEPH storage, backups
66 datasets
9 TiB

P

Welcome to TU Data Repository

HOME MY DASHBOARD

SETTINGS ~
™ .

https://researchdata.tuwien.ac.at

Martin Weise: Repository and Compute Environment for Sensitive Data
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Example

Title of the dataset

TUWRD (data sets)

Published August 23,2021 1 version 1.0

The Sentinel-1 Global Backscatter Model (S1GBM) - M
Land Surface with C-Band Microwaves
Bauer-Marschallinger, Bernhard' @;  Cao, Senmaa™?;

Freeman, vahid'* @; Reul.Felix'; Geudtner, Dirk';

Vega, Francisco Ceba®;  Snosi], Paul’;

Navacchi, Claudio” @
Rommen, Bj9m*;
Atterna, Evert?; Reimer, Christoph? @;

wagner, Wolfgang' = @

Citation

B., Cao, S, Navacehi, €., Freeman, V., Reus, F., Geudtner, D.

\ 4

Citation

Description of the
dataset

Preview file

Remmen, B., Vega, F. C., Snesi, P, Attema, E, Reimer, C., & Wagner, W. {2021). The
sentinel-1 Global Backscatter Model (S1GEM) - Mapping Earths Land Surface with
G-Band Microwaves [1.0) [Data set. TU wien. hrtps://dol org/10 48436/n2d 1v-
gqb91

Description

HOME

o

apping Earth’s

Style  APA -

This dataset was generated by the Remote Sensing Group of the TU Wien Department of Geodesy and
Geoinformation (htlps:#/mrs. geo.luwien.ac. L/}, within a dedicated project by the European Space Agency

(ESA). Rights are reserved with ESA. Open use is granted under the CC BY 4.0 lisense.

with this dataset publication, we open up a new perspestive on Earthis land surface, p
miarawase backseatter map from spaceborne Synthetic Aperture Radar [SAR) obser:

roviding  narmalised
ations, The Sentinel-1

Global Backscatter Madel (31GBM) describes Earth for the pariod 201617 by the mean C-band ragar cross

section in V¥- and VH-polarization =t a 10 m sampling, giving = high-guality impressio;
&nd -pattems.

Files
previewpng

The Sentinel-1 Global Backscatter Model (S1GBM)

esa .

v

Files for download

Files 26 Ty
Name Size
previeveang
1.7MiB
i— 1] '
S1GBM_VH_mean_mosaic_vi_EQUI7_AF010M.zif
B~ . " 9161 Gie
S —————
S1GBM_VH_mean_mosaic_v1_EQUI7_ASD10M zip N
ot @ reace

n en surface- structures

=

COMMUNITIES

Versions

Version 1.0
10.48436/n2d1gqb9 1

Resource type

Dataset

Publishar
TUwien

Format:

appliction egntff

Rights

E creative Commans
International

Export

JSON

Uploadar

Bernhautic s e linzer

MY DASHBOARD

Version of the

g 23, 2021

dataset

Persistent identifier
(DOI)

License
CC-BY-NC-SA-3.0

Atributon 1.0
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TU Wien Research Data Repository

DBRepo (databases)

Overview & Goals

Handled ab-inition, no ex-post

submission after project (no dumps)

Handling live data from data
streams (loT, continuous
measurements, ...)

Upload/download, continuous

feeding, permissions, ownership

Updates for corrections and
versioning for reproducibility

Web interface & APIs for
machine access

Supporting FAIR principles
Supporting RDA WGDC principles on data citation

Martin Weise: Repository and Compute Environment for Sensitive Data

ais. m» elasticsearch
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docker
ERa bb|t %}Elask
kubernetes 73 -vcLoak
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https://dbrepol.ec.tuwien.ac.at/

https://doi.orq/10.2218/ijdc.v17i1.825
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DBRepo

Example

tpy.Connecti
“onnection.channel() as
rabbitpy ( =channel, bo lue=payload, proper
-publish(excha E ange, routing | 1f . routing
gging.debug(f"
dbrepo_excha
dbrepo_routing k

dbrepo_username=__dbrepo_username, E Ra b b it

« Power %, creaTe supseT [l wn cReaTE view [ECSIIVLIAS

INFO DATA sC A
((f(?)))) [—

mosauitto v Point Vaiue it Timestamp

bc-4830-bfec c 0 W 10 23:56:46 (UTC)
abs-4s0800 c o 0235641 UTO)
E—— 5 o 2023020235637 (UT0)
. A -

M Q TT A M Q P 95c016c431d 5 0 2023021023553 (UTO)
A A o 2023021023535 70
01917216-9000-4800-b83e- 1{af766103¢8 [ 0 w 202302-10 23:56:44 (UTC)

& Exchange Type 01920:36-1360.420e s o 20250210235 45 (UTS)
Direct (AMQP) O1ecki11:7806 4505 9 s o 2023020235642 (UTC)
02adce0b-24f3-4047-85¢2-3187936bbc30 A 0 w 20230210 23:56:40 (UTC)

Exchange Name

o~ 1001018 >

dbrepo.pilot_factory_data

DBRe PO

dbrepo.pilot_factory_data.power

Routing Key

dbrepo.pilot_factory_data.power

Martin Weise: Repository and Compute Environment for Sensitive Data



¥] DBRepo

WA Nodes deployed worldwide
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¥] Jupyterhub

WAL Compute environment for open data

---------------------------------------------------------------------------------------------------------------------------------------
. .
. o,
o

& TUgitLab < TUWRD

) reposiTUm DBRepo

. 0
g o
.
 EE N AR EEE R AN AN AN NSNS SN AN AN AN AN ENENEE S NN SN AEEEEENENENEANEEENANEENENENEAEANEEEEAEEEEENEEEEEESEEEEsEsEssmsEsEssssssssssmnmnst®
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(any computer)
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Jupyterhub

Example

A

Martin Weise:

. DATASCIENCE subway Last Checkpoint 01/12/2023 (autosaved) Logout | Control Panel
File Edit View Insert Cell Kernel Widgets Help s
+ = @B a2 ¥ PRun B C W Makdown v ._' ¥
Login W o sy
To retrieve data from DBRepo and manage data, we need a JWT token. Thi 27, e} ‘ & fiF - =
endpoint. i B i Re M
In [2]: M BASE_URL = “https://dbrepol.ec.tuwien.ac.at" . me g = @
USERNAME = “jtaha" B = . . b N
PASSWORD = TN =~ . 7
token = requests.post(BASE_URL + "/api/auth", json={"user 2 7 .
=
Arrivals > s
Retrieve Data &) & © Mapbox © OpenStreetMag
Now that we have an authentication token, we can obtain data from a table in DBRepo and import it into pandas to have a
short description of the data.
color_mapping = {'U1': "#delSab’, 'U2': "#771f73', 'U3': ‘#ddedla’, "U4': *#257937', 'Ue': '#973222
fig = px.bar(waiting_time, x='stop_name', y="waiting_time', color='line_name’, color_discrete_map=c
fig.update_layout(template="simple white', yaxis_title='Average waiting time (min)', xaxis_title='S
In [3]: M |# constants fig.show()
TRAIN_LOCATION QUERY = ‘SELECT “current_position_longitud Q m
STATION_LOCATION_QUERY = 'SELECT “stop_id™, “stop_latitud
ARRIVALS_QUERY = ‘SELECT “when”, “stop_name , “stop_id", T
E
‘0_; 10
In [4]: WM data = requests.put(BASE_URL + f"/api/container/4/databas £
"Authorization": "Bearer " + token £
}, json={ £ s
"statement': TRAIN_LOCATION_QUERY %
}).json()["result”] 2,
train_locations = pd.DataFrame(data)
train_locations
Out[4]:
current_position_latitude current_position_longitude train_number
0 16.433018 48.243065 1105 s e
1 16,400990 48223631 1106 &2 = 7

Repository and Compute Environment for Sensitive Data

(9n) 1ado

(2 51219 90/H45}
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OSSDIP

Overview & goals

Secure analysis environment

TRE model and reference
Implementation

Based on best-practice &
open-source software

Sensitive data (privacy
Issues, commercial
Interest), provide access for
analysis, but ensure data is
not leaked or misused

Standard processes for
Involved roles

ystem

ge m;
» 4
[ Data Node ] [ Key Node J

Martin Weise: Repository and Compute Environment for Sensitive Data

https://ossdip.at/

http://doi.org/10.5334/dsj-2022-004
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OSSDIP

Principles

Data protection

= Air-gapped Data Node

= Only brief connections by
trusted database admin

= Copy (fingerprinted, ...) subset
dataset from access request

Analysis only via multiple
secure layers & media breaks

https://ossdip.at/

Database

T SN TELTELE ] ........................... 3 B FEETEREEY RETYo T omrermessraaesaas D S e A
( W [_/_f\"‘“ ( ] ( ) ﬂ\-\ : Monitorin, N Identity A - 1 :
VPN Client —{ Internet \k\ VPN | VPN Node — Gate Node I-.‘*(J Provider H’{ ) Node = W I k \I.mlsl J 11| Data Node I
H . il Vo AL o ]
_ A~ A ~ o h < 1 7 A PN -

: N -

N |
I 4 .
. s . .
/'/W\\ ngress A s a '
. e [ .
A

Air-Gap
Safe Computing

Database

e
= Analyst-VM J: e
. e :\(hn_m;n'lmror

('/-\/\;-\“\ : Remote '
& / o | Desktop-VM | »
) /—/ . HE

ecssssadessascans wgieicssscsacengs
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How to get involved

Research Data Alliance

= BoF Session in March (P20)
= 81/50 people in the room
= Better understanding TREs
= Similarities
= Differences

= QOptions for setting up
and operating

= Starting a Working Group

Add your name
If interested

Martin Weise: Repository and Compute Environment for Sensitive Data

GOTHENBURG, SWEDEN
21-23 March 2023

® 2 Om o PO

A Decade of Data

Research Data Alliance 20" Plenary Meeting
Celebrating 10 years of the RDA ,

ﬁ'rus‘[ed Research Environments for Sensitive Data:
FAIRness for "Closed" Data and Processes

environments-sens a-fa

Group(s) organi ion, independent, but with links to Sensitive
Data |G and Virtua n
Group contact emai

1 title: Trusted Research Environments for Sensitive Data: FAIRness for
' Data and Processes
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