
Repository and Compute 

Environment for Sensitive Data
Research Data Management

Dipl.-Ing. Martin Weise

Technische Universität Wien, Austria

martin.weise@tuwien.ac.at

mailto:martin.weise@tuwien.ac.at


Martin Weise: Repository and Compute Environment for Sensitive Data

Technische Universität Wien

Numbers

• 5.406 employees (76% scientific)

• 26.358 students

• 8 faculties

• 51 institutes

Infrastructure

• Vienna Scientific Cluster

VSC-5: CPU 2.31 (PFlop/s)

GPU 1.17 (PFlop/s)

• TU.it / ADLS
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Common Data Management
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Researcher

Google Cloud

Microsoft Cloud

Apple Cloud

Institute Cloud

Institute E-Mails

Overleaf

Data Ownership?

Availability?

Support?

FAIRness?

Sensitivity?

Research Data Policy 2018
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Repository & Compute Environment
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TUgitLab

reposiTUm

Analysis Hot Data Cold Data

DBRepo

TUWRDOSSDIP

API

Metadata

Code
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reposiTUm (publications)
Overview & Goals

TU Wien Publication Repository

▪ Document-based research outputs

▪ Preservation

▪ Intellectual property

▪ University ranking

▪ Performance

agreements

▪ Findability, Reusability

▪ Papers

▪ Presentations

▪ Posters

▪ Thesis’ https://repositum.tuwien.at/

https://repositum.tuwien.at/
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reposiTUm (publications)
Example
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Title of the dataset

Citation

Persistent identifier 

(DOI)

Download

https://doi.org/10.34726/hss.2022.84700

External Systems

https://doi.org/10.34726/hss.2022.84700
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TUWRD (data sets)
Overview & Goals

TU Wien Research Data Repository

▪ File-based research data

▪ Individual, collections

▪ Extensive metadata

▪ DOIs

▪ Not for publications

▪ Other system exists

▪ Operational since 2022

▪ CEPH storage, backups

▪ 66 datasets

▪ 9 TiB

https://researchdata.tuwien.ac.at

https://researchdata.tuwien.ac.at/
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TUWRD (data sets)
Example

https://doi.org/10.48436/n2d1v-gqb91

Title of the dataset

Citation

Description of the 

dataset

Version of the 

dataset

Persistent identifier 

(DOI)

License

CC-BY-NC-SA-3.0

Preview file

Files for download

https://doi.org/10.48436/n2d1v-gqb91


Martin Weise: Repository and Compute Environment for Sensitive Data

DBRepo (databases)
Overview & Goals
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TU Wien Research Data Repository

▪ Handled ab-inition, no ex-post

submission after project (no dumps)

▪ Handling live data from data

streams (IoT, continuous 

measurements, …)

▪ Upload/download, continuous

feeding, permissions, ownership

▪ Updates for corrections and

versioning for reproducibility

▪ Web interface & APIs for 

machine access 

Supporting FAIR principles

Supporting RDA WGDC principles on data citation

https://dbrepo1.ec.tuwien.ac.at/

https://doi.org/10.2218/ijdc.v17i1.825

https://dbrepo1.ec.tuwien.ac.at/
https://doi.org/10.2218/ijdc.v17i1.825
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DBRepo
Example
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DBRepo

rabbitpy
AMQPMQTT
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DBRepo
Nodes deployed worldwide
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Utrecht University
TU Wien

Universiti Malaya
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Jupyterhub
Compute environment for open data

(any computer)
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DBRepo

TUgitLab

reposiTUm

TUWRD

https://dbrepo1.ec.tuwien.ac.at/jupyterhub

https://dbrepo1.ec.tuwien.ac.at/jupyterhub


Martin Weise: Repository and Compute Environment for Sensitive Data

Jupyterhub
Example
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OSSDIP
Overview & goals

Secure analysis environment

▪ TRE model and reference 

implementation

▪ Based on best-practice &

open-source software

▪ Sensitive data (privacy 

issues, commercial 

interest), provide access for 

analysis, but ensure data is 

not leaked or misused

▪ Standard processes for

involved roles

14http://doi.org/10.5334/dsj-2022-004

https://ossdip.at/

http://doi.org/10.5334/dsj-2022-004
https://ossdip.at/
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OSSDIP
Principles

Data protection

▪ Air-gapped Data Node

▪ Only brief connections by 

trusted database admin

▪ Copy (fingerprinted, …) subset 

dataset from access request

▪ Analysis only via multiple 

secure layers & media breaks 

15http://doi.org/10.5334/dsj-2022-004

https://ossdip.at/

http://doi.org/10.5334/dsj-2022-004
https://ossdip.at/
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OSSDIP
How to get involved
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https://bit.ly/rda-bof-tre-notes

Research Data Alliance

▪ BoF Session in March (P20)

▪ 81/50 people in the room

▪ Better understanding TREs

▪ Similarities

▪ Differences

▪ Options for setting up 

and operating

▪ Starting a Working Group

Add your name

if interested

https://bit.ly/rda-bof-tre-notes


Dipl.-Ing. Martin Weise

Technische Universität Wien, Austria

martin.weise@tuwien.ac.at

Moritz Staudinger, Cornelia Michlits, Kirill Stytsenko, Eva 

Gergely, Tobias Grantner, Josef Taha, Geoffrey Karnbach
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mailto:martin.weise@tuwien.ac.at
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