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5. HANDLING RESEARCH DATA

Research data should from the beginning be stored and maintained in appropriate systems and made available
for use in a suitable repository (see 6.1. b). Research data must be provided with persistent identifiers® within
the repository.

It is important to preserve the integrity of research data and to comply with the FAIR principles®. Research
data must be stored in a correct, complete, unadulterated and reliable manner. They must be findable,
identifiable, accessible, traceable, interoperable and whenever possible reusable and replicable.

In compliance with intellectual property rights, and unless third-party rights, legal requirements, Rectorate
decisions, other reasonable interests or property laws prohibit it, research data should be assigned an open
use license.”

Citation norms and requirements regarding publication and future research should be followed; data sources
should be explicitly traceable in order for the original sources to be acknowledged.

Research data and records are to be stored and made available in accordance with intellectual property laws.
or the requirements of third-party funders as well as applicable legal or contractual requirements (e.g. EU
restrictions on where identifiable personal data may be stored). Research data that may be of future historical
interest and the records accompanying them should alsa be archived.

The minimum retention period for research data and records is 10 years after either the assignment of a
persistent identifier o the publication of a related work following research completion, whichever is later.

In the event that research data and records are to be deleted or destroyed, either after expiration of the
required retention period or for legal or ethical reasons, such action is to be carried out only after
consideration of all legal and ethical perspectives. The following aspects must be taken into consideration
when decisions are made about the retention or destruction of research data: interests and contractual
provisions of third-party funders and other stakeholders, employees and partner participants in particular, as
well as confidentiality and security. Any decision taken must be documented.

Research Data Policy 2018



m Proposed Solution

Combine solutions from different disciplines

Linked Data \\ /’ Music Information
AN , Retrieval

TTTTT1
Information Science

Hofmann, A., et al. (2021). Enabling FAIR Use of Ethnomusicology Data - Through Distributed Repositories, Linked Data and Music
Information Retrieval. Empirical Musicology Review, 16(1), p.47-64. DOI: https://doi.org/10.18061/emr.v16i1.7632



https://doi.org/10.18061/emr.v16i1.7632

m FAIR Musicology Data

Requirements to musicology data FAIR

= R1: Secure storage and easy management of gathered research
data.

= R2: Controlled data access and sharing with collaborators and
contributors. Clarity on the data rights for sharing and reuse.

= R3: Importing existing collections

= RA4: Description of data using a standardized vocabulary, to
search across distributed data collections

= R5: Automatic (audio) data analysis for metadata generation

Hofmann, A., et al. (2021). Enabling FAIR Use of Ethnomusicology Data - Through Distributed Repositories, Linked Data and Music
Information Retrieval. Empirical Musicology Review, 16(1), p.47-64. DOI: https://doi.org/10.18061/emr.v16i1.7632
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m Repository Infrastructure

.~ Jupyterhub OO% ® blnder
O GV
- .:;..,'“, |
e T '710/ .
& TUgitLab DR R L bbb
-~ I
T S~ o - 1
f API : :
) Grafana »  DBRepo > ) reposiTUm |
; 1

OSSDIP > &) TUWRD «'

Analysis Hot Data Cold Data



m RDM Architecture at TU Wien

Project Start Dissemination Project End
Publications Publications
%) pspace — I
(ReposiTUm)

Sourcecode & Documentation

File-based data

S —

(TUWRD)

Structured research data in databases
DB R epO — i —

e.g., live data from data streams (loT, continuous measurements)



reposiTUm (publications)

TU Wien Publication Repository

= Document-based research outputs
= Preservation

ABOUT REPOSITUM  HELP

= Intellectual property o
= University ranking '

NEWS
reposiTUm o s s
. BROWSE BY The reposiTum fen In the Implemen af Its Open Access pollcy as viell as In the. reysiciug Dpen freex
Organizations Open Access Platform repositum@tuwien.ac.at

015, the TU Wien Bib

thek has

1 using reposiTUM 1o promole all forms of Open A

\eses, other TU Vilien grey liters d AKacE -4 Info.experin
Hitdan ph

seminate scientific publications, preprints, university

agreements g

et works from the iarary collections. The reposTUm ensures long
them to be found In Intemational portals, ans complles with the B2 FAIR principies of Insttutionay pegdaiona Adcae
» i Phone: +43 1 58501
W i Press teposilarics
TU Wien Academic Press ks
Open Access Series TU Wien publication output
len ta easlly anc prompty record thelr publication output 0. Akad B i

. g g
| | N The reposiTUm enables members of the TL
y Theses and otner research achi bl This Infor been col
intemally al he university since the Universilies Acl 2002 and is included in the search resulls
ating the Open Access fier.
I t t .
Types Academic Press Claudia Benedela
Phone: +43 1 58801
. P O Ste rS i

) — 'vl/A-

Tanja North 5

Digitised Works Phone: +43 1 58801

Year of Publication

Gontact for questions
regarding the submission

of publicalions (formal
examination)

repositum@tuwien.ac.at

Publication Faculties TU Wien

Rt

" Thesis’ https://repositum.tuwien.at/
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reposiTUm (publications)

reposiTUm bE@ Search .. ABOUT REPOSITUM  HELP Tl,

WIEN
Login

Record link: https://doi.org/10.34726/hss.2022.84700 - Page view(s)

http://hdl.handle.net/20.500.12708/19275 @
283 @

Title: A QR-Code optical covert channel in an air-gapped en checked on Apr 16, 2023
secure data infrastructure

Citation: Weise, M. (2021). A QR-Code optical covert channel in an -
air-gapped secure data infrastructure [Diploma Thesis, a Download(s)
Technische Universitat Wien). reposiTUm. 91 ¢ DOWﬂ |Oad
https://doi.org/10.34726/hss.2022.84700 checked on Apr 16, 2023

. . apn reposiTUm DOI: 10.34726/hss.2022.84700 -
Persistent identifier ’
(DO|) CatalogPlus: AC16417763 - . Google Scholar'™

Publication Type: Thesis - Diploma Thesis en Che EXtern al SyStemS

Hochschulschrift - Diplomarbeit de
Theses
Language: English -

Digitised Works

Authors: Weise, Martin 2
Year of Publication

Advisor: Rauber, Andreas & =
Organisational E194 - Institut fir Information Systems Engineering -
Unit:

Date (published): 2021 -
Number of Pages: 97 -
Keywords: Covert Channel; QR-Code; Secure Data Infrastructure; en

Steganography
Abstract: Die gegensatzlichen Ziele tiber Schutz und Erhalt der en

Kontrolle tiber sensitive Daten, bei gleichzeitigem Gewéhren
des Zugriffs auf die Daten fur Dritte, ist eine

Herausforderung. Sichere Dateninfrastrukturen unterstiitzen
Datenbesuche in einer hoch kontrollierten und tiberwachten

I b L £ ,a

https://doi.org/10.34726/hss.2022.84700 10
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ﬂ TUWRD (data sets)

TU Wien Research Data Repository

File-based research data
Individual, collections
Extensive metadata

" DOils
Not for publications

= QOther system exists
Operational since 2022
CEPH storage, backups
66 datasets
9 TiB used currently

HOME MY DASHBOARD SETTINGS ~

r -

N

P

Welcome to TU Data Repository

https://researchdata.tuwien.ac.at
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WIEN

Title of the dataset

TUWRD (data sets)

HOME

Published August 23,2021 1 version 1.0

= o o |

The Sentinel-1 Global Backscatter Model (S1GBM) - Mapping Earth’s
Land Surface with C-Band Microwaves

Bauer-Mar:

allinger, Bernhard® @;  Cao, Senman *;  Navacchi, Claudio” @;
Freeman, vahid"* @; Reul, Felix’; Geudtner, Dirk'; Rommen, Bjom*;
Vega, Francisco Ceba®;  Snosil, Paul’; Attema, Everts; Reimer, Christoph? @;

wagner, Wolfgang' = @

\ 4

Citation

Description of the
dataset

Preview file

v

Citation Style  APA -
B., Cao, S, Mavacchi, C., Freeman, \, Reul, F., Geudtner, D,

Rornmen, B., Vega, F. C., Snoeii, P, Atterna, E., Reimer, C., & Wagner, W. (2021). The

Sentinek-1 Global Backscatter Model (S1GBM) - Mapging Earthis Land Surface with

C-Band Microwaves (1.0] [Data set]. TU Wien_ https://doi.org/10 48436/n2d1v-

gqbo1 =

Description

This dataset was generated by the Remote Sensing Group of the TU Wien Department of Geodesy and
Geoinformation (htlps:#/mrs. geo.luwien.ac. L/}, within a dedicated project by the European Space Agency
(ESA). Rights are reserved with ESA. Open use is granted under the CC BY 4.0 lisense.

With this datasel publication, we open up a new perspective on Earlh's land surface, providing 2 normalised
micraviase backscatter map from spaceborne Synthetic Aperture Radar (SAR) observations, The Sentinel-1
Global Backscatter Madel (S1GBM) describes Earth for the pariod 2016-17 by the mean C-band radar cross
section in V¥- and VH-polarization at a 10 m sameling, giving a high-quality impressian on surface- structures
&nd -pattems.

Files
previewpng

The Sentinel-1 Global Backscatter Model (S1GBM)

esa :

Files for download

Files 26 TiBy -
Name Size

previeveng

¥ 17M8

51GBM_VH_mean_mosaic_v1_EQUIT_AF010M.zip

E————— ELIGE [EE==a ==
S1GBM_VH_mean_mosalc_v1_EQUI7_ASC10M zip §
[ Jre2cie

COMMUNITIES

Versions

Version 1.0
10.48436/n2d1gqb9 1

Resource type

Dataset

Publishar
TUwien

Format:

appliction egntff

Rights

Creative Commans
International

Export

JSON

Uploadar

Bernhautic s e linzer

MY DASHBOARD

Version of the

g 23, 2021

dataset

Persistent identifier
(DOI)

License
CC-BY-NC-SA-3.0

Atributon 1.0

https://doi.org/10.48436/n2d1v-ggb91
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m DBRepo (databases)

TU Wien Research Data Repository

Handled ab-inition, no ex-post

submission after project (no dumps)

Handling live data from data
streams (loT, continuous
measurements, ...)

Upload/download, continuous

feeding, permissions, ownership

Updates for corrections and
versioning for reproducibility

Web interface & APIs for
machine access

Supporting FAIR principles
Supporting RDA WGDC principles on data citation

s m» elasticsearch
wr

docker
E Ra bb|t %}Elask
kubernetes 73 -vcLoak
TR =

nnnnnnnnnnnnnnnn

nnnnnnnnnnnnnnnnnnn

uuuuuuuuuu

https://dbrepol.ec.tuwien.ac.at/

Weise, M., Staudinger, M., Michlits, C., Gergely, E., Stytsenko, K., Ganguly, R., & Rauber, A. (2022). DBRepo: a Semantic Digital
Repository for Relational Databases. International Journal of Digital Curation, 17(1), 11. https://doi.org/10.2218/ijdc.v17i1.825
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http://www.ontology-of-units-of-

measure.org/resource/om-2/Time
&

M DBRepo (databases)

http://purl.org/ontology/mo/Genre
4

V4

\
Column Name Type Date Format\\‘\ Concept
\\ \
\
LERY
id Number " ', ASSIGN
\ F
Vo
\
start Number Y TIME
\
\
stop Number m
/
genre Number m
accuracy Floating Number ACCURACY
e

/
4
4
/7
4
/

/7

Unit 7 Primary Key Unigque Nullable Sequence
//
7
7
ASSIGN s true » true false false
//
/

SECOND (TIME) false false  true false

/7
z
SECOND (TIME) false false » true false

https://www.wikidata.org/entity/
054988221

Assign Semantic Information
We recommend the following ontologies

om2: hitp://www.ontology-of-units-of-measure.org/resource/om-2/
wd: htips://www.wikidata.org/

mo: http://purl.org/ontology/mo/

dc: http://purl.org/dc/elements/1.1/

xsd: hitp://www.w3.org/2001/XMLSchema#

tl: http://purl.org/NET/c4dm/timeline.owl#

foaf: http://xmins.com/foaf/0.1/

db: htip://dbpedia.org

http://www.wikidata.org/entity/Q468777

CANCEL SAVE

14
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Secure analysis environment

TRE model and reference
Implementation

Based on best-practice &
open-source software

Sensitive data (privacy
Issues, commercial
Interest), provide access for
analysis, but ensure data is
not leaked or misused

Standard processes for
Involved roles

m OSSDIP (sensitive data)

* want access data ¢

> Analyst = Data Owner
i want share data <—l
& vork requires provide data =
= Y A Y £
k<4 - Remote 8
g [Anal} st-V M] [I)(\sklop—\'MJ [ Owner-VM J g
4 ¥, X ¥ =
System —_— vy 1 ls ——— Dz\t:‘\ Pro\"i ler 4‘
Administrat T
. govern data quality
1
N 1 Is Database
Administrator
manage Hl?ill?\{.’,(‘
» 4
Gate Nod ( Data Node ] [ Key Node J
https://ossdip.at/

Weise, M., Kovacevic, F., Popper, N., & Rauber, A. (2022). OSSDIP: Open Source Secure Data Infrastructure and Processes
Supporting Data Visiting. Data Science Journal, 21. https://doi.org/10.5334/dsj-2022-004

15
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ﬂ OSSDIP (sensitive data)

Data protection

= Air-gapped Data Node

= Only brief connections by
trusted database admin

= Copy (fingerprinted, ...) subset
dataset from access request

= Analysis only via multiple | ‘
secure layers & media breaks https://ossdip.at/

Air-Gap
Safe Computing
PSR N v P —— e S
Database H . - H ' Remote H i . Database
Analyst --oe  Key Node . Analyst , Analyst-VM |«
- Administrator * - . ( S + | Desktop-VM | +J 7 . Administrator

H -
: T : o
A R T ] .............................................................. eenergpernanens
A4 H . ' . H .
e 3 f [_/—f\.—\ - ~ - - . J»«/‘v\_\ : A Ldentite L r\ Y N\l
VPN Client — Internet VPN 1 I—‘*( Provider itoring | centit

: 'g
— . | Me . S .
/P! | 3 3 H I Vode | *
L J L\ VPN Node —b—& Gate Node >—;—>| Node | P L Node J el Data Node :
A — -~ Lo /L

feerreeemcssseshgs  mecsssesssssmsemesl mpmeemsad

A

H Ingress ' PN
Owner (  Owner I,L‘ : LU“R?;“\.“ /; i | Monitoring | :
\ J gress : TR s ™ 4 Node :

N~ : [P - ode ot

Safe Return

Weise, M., Kovacevic, F., Popper, N., & Rauber, A. (2022). OSSDIP: Open Source Secure Data Infrastructure and Processes
Supporting Data Visiting. Data Science Journal, 21. https://doi.org/10.5334/dsj-2022-004
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m Work Summary

Since 2019

= Started to operate three repositories
— TUWRD for data sets
— reposiTUm for publications
— TUgitLab for code
= Started development of a new repository as none existed before
— DBRepo for databases
= Started development of a secure data infrastructure

— OSSDIP, blueprint and
technical reference implementation

17



Musicology Use-Case
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m Musicology Use-Case

Emotify Dataset on Induced Musical Emotion
= 400 song excerpts (each 1 minute long) in 4 genres (rock,
classical, pop, electronic)
= Annotated with max. 3 items from the GEMS scale

Classification

= Machine-learning task for Bachelor-thesis

= Generate 40 MFCC features per song excerpt
= Reduce dimensions with PCA

= Fit SVM

= Predict Genre from MFCCs

Aljanaki, A., Wiering, F., & Veltkamp, R. C. (2016). Studying Emotion Induced by Music Through a Crowdsourcing Game. Information
Processing & Management, 52(1), p.115-128. https://doi.org/10.1016/j.ipm.2015.03.004 19
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m Analysis Environment

In [39

@contextmanager
def suppress_stdout_stderr():

Il DATA SCIENCE

Select items to perform actions on them.

B/ musicology

1_audio_files.ipynb
2_generate_features.ipynb

3_aggregate_features.ipynb

Clusters

In [4@]:

"""A context manager that redirects stdout and stderr to devnull
with open{os.devnull, 'w') as fnull:
with redirect_stderr(fnull) as err, redirect_stdout(fnull) as out:
yield err, out

generate_mfcc_feature(filepath: Path, sr: int = DEFAULT_SAMPLING_RATE, number _mfccs: int = 48):
%, _ = load_mp3(filepath, sr=sr)

assert sr == _

mfcc = librosa.feature.mfcc(x, sr=sr, n_mfcc=number_mfccs)

# transpose to use mfcc bands as columns instead of rows
return pd.DataFrame(mfcc).transpose()

load_mp3(filepath: Path, sr: int = DEFAULT_SAMPLING_RATE):
X, sr = librosa.load(filepath, sr=sr) # extract wave (x) with sample rate (sr)
return x, sr

with suppress_stdout_stderr(), ThreadPoolExaecutor(6) as executor:

dataframes = list(executor.map(
lambda args: generate_mfcc_feature(args), files)

5_ml_model.ipynb

| ismir_presentation.ipynb

Bunning a day ago 126 kB |
In [24]: Add tag
meta_columns = ["sample”, "filename", “label"]
mfcc_aggregated = raw_features\
_drop(meta_columns, axis=1, errors='ignore’)\
.groupby (raw_features.filename).agg([ 'min", 'max', ‘mean’, 'std’, 'skeu']

mfcc_meta - pd.DataFrame(raw_features[ ' label’].groupby (ran_features.filename).last())
mfcc_meta.columns = pd.MultiIndex.from_arrays([['label'], [''1])  # needed for merge
mfcc_merged - pd.merge(mfcc_meta, mfcc_aggregated, left_index-True, right_index-True)

# reduce multi index to single index
one_level_cols = [*_'.join([str(el) for el in col]) for col in mfcc_merged.columns[1:]]
one_level cols.insert(d, "label”)

OO0 0Oo0o0oOooooooao

# grid for C, gomma

C_grid - [@.081, .01, 8.1, 1, 2, 3, 4, 5, 6, 7, 8, 9, 18]
gamma_grid = [8.001, @.81, 8.1, 1, 18]

param_grid = {'C': C_grid, 'gamma’: gamma_grid}

grid = GridSearchCV(SVC(kernel="rbf'), param_grid, cv=5, scoring="accuracy")

grid.fit(X_train, y_train)

# Find the best model

print(grid.best_score_)

print(grid.best_params_)
print(grid.best_estimator_)
print(accuracy_score(grid.predict(X_val), y_val))

0.70286576168%291

{"'C': 2, 'gamma': @.@1}
SUC(C=2, gamma=2.81)
©.8437%

mfcc_merged.columns = pd.Index(one_level cols)
mfcc_merged = mfcc_merged.reset_index()
mfcc_merged
Out[24]: filename label 0_min 0_max 0_mean O_std  0_skew 1_min 1_max 1_mean ... 38 min 38 max 38_me
0 classical_1.mp3 classical -530.78436 -163.308350 -302.203167 51142183 -0.463374  0.000000 17875162 111.332342 .. -44.008070 47.308060 -3713
1 classical_10.mp3 classical -562.35785 -96.164705 -210.250016 53.561838 -0.772320  0.02005 25063270 215.004182 .. -27.458416 20.81110 0434
2 classical 100.mp3 classical -536.23737 -61.608826 -177.804114 83.331622 2537179  0.000000 19047580 112471713 .. -27.335688 27.610388 -0.33%
3 classical_.mp3 classical -536.45746 -120.420665 222126303 76.246002 2402418  0.000000 15042575 90.853645 .. 31774043 31500831 -278M
4 dassical 12mp3 classical -562.67523 -148.133560 -270.075406 52.191182 -0.366586  0.000000 19426416 148.226647 .. -44.843810 28400644 -6242(
| 305 rock_95.mp3 rock 55311010 5213835 -103.506047 76.860437 -0.201055 -80.048745 201.13045 111724191 .. -27.043041 22451445 -7.234¢
306 rock_96.mp3 rock -54123600  27.163334 -110.113096 58.420584 -0.057600 -7.415061 21049246 125453690 .. -37.584858 28.087036 -9.704
307 rock_97.mp3 rock -518.49500 58.526745 -66.267744 65635510 -0.808026 -58.824410 17520135 99288265 .. -20.620445 26.325895 -5.722
398 rock_98.mp3 rock -518.64307 53555115 -45734517 52444200 -1705641  0.000000 187.04274 96.440874 .. -26.067848 8714737 -0.511
399 rock_98.mp3 rock -54470310 75612130 -49.380043 54.045627 -0.863003 -32.930653 19173538 93971242 .. -21.029403 17.050608 -5.206¢
400 rows x 202 columns
»
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Code Repository

WIEN

**+* Wartungsfenster jeden ersten Mittwoch vormittag im Monat ***

rch GitLab / o 0@

@ O ¢~ -

Weise, Martin > @ dbrepo-ismir

Project name

dbrepo-ismir &
WARAL) Froject ID: 4333 [3

a~ ¥y Star | 0 % Fork

Make changes

Project statistics

-0- 85 Commits ¥ 2 Branches <7 0Tags [ 368.6 MB Project Storage

Reproduce Jupyter S

Environment

L2
] Merge branch 'dev' into 'master" |[--- < Y SR Recent events
Weise, Martin authored 20 minutes ago
@
master ~ | dbrepo-ismir / | 4+ ~ Findfile || WebIDE || & v | [ReGUERS Download
Q [3 README | | 3 Apache License 2.0 | | [ CONTRIBUTING | | @ Add CHANGELOG || B Setup CI/CD | | @ Add Wiki
% 6} Configure Integrations
@
Name Last commit Last update
3 config add python-git and start working refere... 4 months ago

List of source code

B3 dbrepo_ismir

add platform to artifact and move .existi...

2 months ago

fiIeS 3 notebooks add working invenio uploads 2 months ago
Eanotes add python-git and start working refere... 4 months ago
B3 resource add working invenio uploads 2 months ago
£3 scripts add file flattening nb in scripts 3 months ago
B test improve modular notebook calling soluti... 3 months ago

Mabhler, L. (2023). DBRepo ISMIR. [Online] URL: https://qgitlab.tuwien.ac.at/martin.weise/dbrepo-ismir, accessed 2023-05-21



https://gitlab.tuwien.ac.at/martin.weise/dbrepo-ismir

M Reproducing Research Results

Build and launch a repository

Arbitrary git repository URL (http://git.example.com/repo)

Link to Git repOSItory Git repository = https://gitlab.tuwien.ac.at/martin.weise/dbrepo-ismir

Git ref (branch, tag, or commit) Path to a notebook file (optional)

Launch Jupyter
notebook

Branch name or
Commit hash

master File =
Copy the URL below and share your Binder with others:

https://mybinder.org/v2/git/https%3A%2F%2Fgitlab.tuwien.ac.at®¥2Fmartin.weise%2Fdbrepo-ismir/master E]

Expand to see the text below, paste it into your README to show a binder badge: binde »

M 31l PUEhingG:

Build logs

Action log

22



Deposit structured data from star

Download data

WIEN

enre classification of 400 scng excerpts % pata & <+ IDENTIFIER XML

Persistent Identifier

Peratstont |dendfe:

DOk 1082556, yjem-cZa0 Description

Ttie Subset Hash ’
Genne classfication of 400 sarg moepts sha256: e538fde57cclflefcefe243e2caccd6boe225232fC325ae1a6561328F72F18c
Description Subset Creation
Machine-eaming classiication task using 3V 1o classify the comect genre from 4 2023-0521 11:42:47 (UTC)
Publisher m Result Visibility
Technische Unreersita: Wien R | t d d tf Public
i elated identifiers e
20250530 3f375cccf7a65348ces5d26davhahs4elas
1 1 Result Number
Citation Rstated Identifiers Subset data
. . R . . _ . 8407
recom mendatl on cSwwreed projecis. sceEnoeuwnl memation smotifydata’ (lsDervwedFrom)
|ab. tuwien ac. st martinweise'dbrego-ismir {IsSupplementTa)
Chaton nostalgia tenderness amazement tension maood gender Jjoyful_activation sadness liked track_id solemnity
L., Mahler. {2B231). Genre classification of 488 song cxcerpts.
Technische Universitat wien. https:/S/doi.org/lB_B2556/yjen-c238 false false false true 3 true true false true 1 true
true false false false 3 true false false false 1 false
Subset Information true false false false 3 tue  false true false 1 false
E . Visizirty false false false false 3 false false false false 1 false
b=t
ubi= true false false false 4 false false false false 1 false
Daabass Mame
o o true false false false 3 true false true false 1 true
Ethromusicology Data
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M Conclusions & Future Work

Future Work

= Proposed operational repositories and services at TU Wien
= Proposed two repositories that are in development

= Showed how musicology data can be linked using PIDs and
controlled vocabulary

= Showed reproducibility of research results

Future Work

= Suggesting of semantic concepts based on table schema
= Suggesting of semantic concepts based on table contents
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