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Kurzfassung

Wide Area Monitoring Systems (WAMS) werden verwendet, um Synchrophasordaten an ver-
schiedenen Standorten zu messen und den Betreibern ein nahezu Echtzeitbild des Geschehens
im System zu geben. Da Stromnetze kritische Infrastrukturen sind, sind WAMS verlockende
Ziele fur alle Arten von Angreifern, einschliellich gut organisierter und motivierter Gegner wie
Terroristengruppen oder verfeindete Staaten.

Wir méchten die Sicherheit des Stromversorgungssystems verbessern, indem wir FDI-Angriffe
(False Data Injection) gegen WAMS erkennen. Durch die Einfiihrung geeigneter statistischer
Methoden wollen wir die Leistungsfahigkeit bei der Erkennung von Anomalien verbessern und
gleichzeitig die Auswirkungen von Angriffen auf die Zustandsschdtzung (State Estimation - SE)
abschwichen. Wir analysieren zunédchst Smart-Grid-Bedrohungen mit Hilfe von Angriffsbdumen
und formulieren ein Modell, um verschiedene FDI-Angriffe darstellen zu kénnen. Dann untersuchen
wir verschiedene Anomalieerkennungsmethoden hinsichtlich ihrer Fahigkeit, FDIs zu erkennen.
Um zu untersuchen, wie solche Angriffe erkannt werden kénnen, verwenden wir Methoden zur
Erkennung von Zustandsschatzungen (SE) und fehlerhaften Daten (Bad Data - BD). Danach
untersuchen wir die Eignung einer statischen SE-Methode fiir gewichtete kleinste Quadrate
(Weighted Least Squares - WLS) und einer rekursiven SE-Methode fiir Kalman Filter (KFs).
Anschliefend untersuchen wir die Eignung von Residuen aus WLS und DKF zur Erkennung
fehlerhafter Messungen. Drei Verfahren, einfache Pre-fit Residuen, L2-Norm- und normalisierte
Residuen-basierte Verfahren, werden zum Erfassen von fehlerhaften Messungen verwendet. Dann
untersuchen wir die Eignung verschiedener einfacher statistischer Methoden zur Erkennung von
Anomalien, mittlere absolute Abweichung vom Median (MAD), Kullback-Leibler-Divergenz (KLD)
und kumulative Summe (CUSUM). Die in den verschiedenen Experimenten verwendeten Daten
stammen von Phasor Measurement Units (PMUs) aus einem realen Stromnetz. Desweiteren
untersuchen wir die Verbesserung der Anomalieerkennung durch eine Kombination von Methoden
mit einer gewichteten Abstimmung. Schliellich wird eine Analyse der Minderung der Auswirkungen
von Angriffen auf die Zustandsschidtzung durch Ersetzen der detektierten fehlerhaften Daten
durchgefiihrt.

Die Anwendungen fiir die Forschungsergebnisse sind vielfiltig: Die Uberwachung und Steuerung
von Smart Grids kann von der im Rahmen unserer Forschung durchgefithrten Bedrohungsana-
lyse profitieren. Dariiber hinaus kénnen die verschiedenen statistischen Methoden, die in den
Experimenten untersucht und verwendet wurden, bei der Identifizierung des geeigneten Analyse-
werkzeugs fiir die Erkennung von Anomalien helfen. Unsere Untersuchungen zeigen, dass fiir einen
vertrauenswiirdigen Mechanismus zur Erkennung von Anomalien eine Kombination verschiedener
Methoden erforderlich ist.
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Abstract

Wide area monitoring systems (WAMSs) are used to measure synchrophasor data at
different locations and give operators a near-real-time picture of what is happening in the
system. Since power grids are critical infrastructures, WAMSs are tempting targets for
all kinds of attackers, including well-organized and motivated adversaries such as terrorist
groups or adversarial nation states. Attacks on WAMSs can trigger wrong decisions and
severely impact grid stability, overall power supply, and physical devices.

We aim to improve power system security by detecting false data injection (FDI) attacks
against WAMSs. Through adoption of adequate statistical methods, we aim to enhance
anomaly detection performance and at the same time mitigate the effects of attacks on
state estimation (SE). We first analyze smart grid threats with the use of attack trees and
formulate a model to express different FDI attacks. Then we investigate different anomaly
detection methods with regard to their ability to detect FDIs. In order to investigate how
such attacks can be detected, we first look into SE and bad data (BD) detection methods.
We then investigate the suitability of a static SE method based on weighted least squares
(WLS) and a recursive SE method based on Kalman filters (KFs), and analyse the
suitability of using residuals from WLS and DKF for detecting bad measurements. Three
methods, i.e., plain pre-fit residuals, L2-norm and normalized residuals based methods
are used for detecting bad measurements. We then investigate the suitability of different
lightweight statistical anomaly detection methods median absolute deviation (MAD),
Kullback-leibler divergence (KLD) and cumulative sum (CUSUM). The data used in the
different experiments come from phasor measurement units (PMUs) installed in a real
power grid. Further, we investigate improving anomaly detection performance with a
combination of methods based on weighted voting. Finally, an analysis of mitigating the
effects of attacks on SE by replacing detected BD is conducted.

The impacts of this research are manifold: smart grid monitoring and control can
benefit from the threat analysis conducted as part of our research. Additionally, all the
different statistical methods investigated and utilised in the experiments can help in the
identification of the proper analytical tool for anomaly detection. Last but not least, our
research suggests that a combination of different methods are needed for a trustworthy
anomaly detection in smart grids.

ix
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CHAPTER

Introduction

Notice of adoption from previous publications in Chapter 1
Parts of the contents of this chapter have been published in the following papers:

[129] S. Paudel, P. Smith, and T. Zseby. Data Integrity Attacks in Smart Grid Wide
Area Monitoring. 4th International Symposium for ICS and SCADA Cyber
Security Research, 2016

[130] S. Paudel, P. Smith, and T. Zseby. Attack models for advanced persistent
threats in smart grid wide area monitoring. In Proceedings of the 2Nd Workshop
on Cyber-Physical Security and Resilience in Smart Grids, CPSR-SG’17, pages
61-66, New York, NY, USA, 2017. ACM

[132] S. Paudel, P. Smith, and T. Zseby. Stealthy attacks on smart grid PMU state
estimation. In Proceedings of the 13th International Conference on Availability,
Reliability and Security, ARES 2018, Hamburg, Germany, August 27-30, 2018,
pages 16:1-16:10, 2018

[133] S. Paudel, T. Zseby, E. Piatkowska, and P.Smith. An evaluation of methods
for detecting false data injection attacks in the smart grid. In preparation®

Ezplanation text, on what parts were adopted from previous publications:
Text from motivation are based on the work done in [129], [130], [132] and [133]. A

part of text while describing research activities and performance metrics is based on

the work done in [129], [130] and [133].
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1.

INTRODUCTION

S. Paudel implemented the methods and conducted all the experiments. Theoretical
considerations and experiment planning was done together with all co-authors, the
text and figures in the papers were created together by all authors.

“The paper is in preparation.

1.1 Motivation

Integrated electric power system (EPS) networks consist of several components for power
generation and distribution. Natural disasters (e.g., earthquakes, hurricanes or flooding)
can cause malfunctions and damage to power systems equipment or installations like
power lines, power units and substations [26]. Failures of EPS components can lead to
critical states in grid operation, endanger devices, and even cause blackouts.

The integration of information and communication technology (ICT) into EPSs supports
enhanced monitoring and control capabilities. An important application of ICT in this
context is to enable situational awareness with respect to the EPS’s state. Situational
awareness [(2] “relates to the perception of changes in environment with respect to time
(or space), projection of the status after changes”. Sharing of information is one aspect of
situational awareness.

Smart grids (SGs) improve the efficiency of the traditional power grids by adopting
modern communication and control technologies. Different devices from various vendors
are connected in multiple layers, and communicate via proprietary or open standard
protocols. Though integration of ICT helps power grids to be smarter, it introduces
security issues.

To enable situational awareness, a wide area monitoring system (WAMS) can be deployed
that includes distributed sensors, which measure power system state, and communication
technologies that enable the transmission of this state to a control center (CC). The data
that is collected using a WAMS can be used to support real-time decision making by
operators, e.g., in order to respond to a fault, and to facilitate grid planning.

An important technology that has emerged in recent years is phasor measurement units
(PMUs). These devices can measure the power system state — e.g., voltage, power, and
phase angle — at very high frequencies (50Hz), and can be used to support real-time
situational awareness. The data from PMUs can be transmitted over a wide-area network
using specialized protocols, such as IEC 61850 [63], to a CC. One important use of the
data that has been collected by PMUs is to estimate the state of the power system, e.g.,
where there is a lack of monitoring capability or to mitigate measurement noise. There
are several approaches to state estimation (SE).

WAMSs improve situational awareness in SGs and provide information to prevent critical
incidents [I83]. They also support planning and optimization of grid operation. WAMSs
collect clock-synchronized measurement values from widely distributed PMUs, and
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1.1. Motivation

provide input to various applications in the grid, e.g., as direct input to control functions,
feedback in control loops, or stored for future planning and post-incident analysis. The
measurement values are processed and decisions regarding appropriate grid control actions
are made in the CC. As a consequence, utilities are affected by the decisions in the CC.

WAMSs constitute a suite of different solutions consisting of various combinations of com-
ponents, such as intelligent electronic devices (IEDs), PMUs, phasor data concentrators
(PDCs and super PDCs), communication equipment, applications, visualization tools
and many more [80]. Phasor gateways (PGWs) offer a publish-subscribe framework for
sharing phasor measurements among different utilities or CCs [25]. Therefore, WAMSs
integrate many different components in different topological settings [156], and all devices
can be entry points for attacks. Global positioning system (GPS) synchronized PMUs in
the power grid provide accurate and time-synchronized measurements. They are required
for fine grained control and monitoring applications [49] for SE, fault detection, and
voltage and frequency stability.

PMUs help to secure operation, but various cyber attacks are possible to compromise
PMU devices, PMU measurements, communication protocols, and applications used for
monitoring, protection and control. For example, voltage manipulation attacks can cause
over voltage and under voltage in a power system. We assume all voltage magnitudes
are close to 1 per unit (p.u.). According to the European Standard EN 50260 [51], the
acceptable voltage fluctuation in normal operation is between 0.9 p.u. to 1.1 p.u.. A
voltage higher than 1.1 p.u. is considered as over voltage and less than 0.9 p.u. is
considered as under voltage. SE in real-time is often used to monitor the grid and achieve
situational awareness [33]. Increasingly, this task is realized using Kalman filters, in order
to account for variations in sensor measurements [139] [113].

Since power grids are critical infrastructures, WAMS is a tempting target for all kinds of
attackers, including well-organized and motivated adversaries, such as terrorist groups or
adversarial nation states. Such groups posses sufficient resources to launch sophisticated
attacks. With the introduction of new technology, there is a corresponding increase in
risk from cyber attacks. An example is the 2015 cyber attack on the Ukraine power grid
[96] that caused a regional blackout.

Attackers can perform malicious cyber attacks using existing vulnerabilities in SG devices,
hardware and software, or the communication channels. Different devices, communication
channels between the devices, hardware, software, and many more components in a SG
might be compromised to perform successful cyber attacks. Attackers can also gather
information by sniffing communication networks and use the information for attack
preparation. Data integrity attacks on WAMSs can lead to incorrect control decisions
and actions.

Cyber attacks to a WAMS could have significant consequences — in the short-term, if
they are used to support fault isolation, incorrect switching decisions could be made;
and in the longer-term, if the measurements derived from them are used to support
grid planning, sub-optimal and expensive investment strategies could be employed. For
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instance, the consequences of over voltage and under voltage include failures and damage,
which endanger grid operation.

Information about threats, vulnerabilities and indicators of compromise is a valuable
resource for system administrators of complex and interconnected ICT systems. Besides
detecting an attack, the detection delay is important. The faster an attack is detected,
the faster can countermeasures be put in place or decisions can be delayed until the data
is verified.

An important class of attacks to a WAMS are false data injection (FDI) attacks, wherein
an attacker manipulates data (e.g., voltage and power measurements) to misdirect the
processes and systems that use it. Moreover, researchers have investigated a class of
FDI attacks that are unobservable to algorithms that aim to detect bad data, normally
caused by measurement noise. It has been shown that these unobservable attacks can
result in significant consequences to an EPS [I78, [16§].

Application of countermeasures to the detected anomalies can help in maintaining the
correctness of a system state. Replacement of detected bad measurements can support in
mitigating the effect of attacks on monitoring and control applications like SE. As SE for
grid operation is critical, trustworthy estimated states need to be sent to the operators
in a CC.

With the increasing importance of securing SGs against the growing number and evolving
cyber attacks, awareness of security issues and countermeasures against attempted
disruption of the SGs has gained the attention of the research community. It is very
important to improve the security solutions developed for power systems. Thus in this
research, we aim to develop a model for improving the security of power systems.

1.2 Research Questions

The objective of this research is to improve the security of a power system. We investigate
the cyber threats, effect and countermeasures of FDI attacks in a WAMS. Our investigation
with the objective of improving power system security sets the following research questions:

RQ 1: What are possible attacks on wide area monitoring systems (WAMSs)?
WAMSs consist of multiple devices with different interfaces and therefore can provide
many entry points for different types of attacks. In this work, we analyse existing
literature and investigate which vulnerabilities and attack entry points exist in a WAMS,
and provide a comprehensive overview of vulnerabilities and attack possibilities. We then
focus our work on FDI attacks.

For FDI attacks, additional challenges arise from the fact that WAMSs usually deploy
SE methods and bad data detection (BDD) algorithms. Bad data algorithms interact
with attacks and attack detection mechanisms because the algorithms use residuals from
the SE for detecting bad data and the detection of bad data can be an indicator of an
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1.2. Research Questions

attack, so alarms should be triggered if needed. Therefore also the effects of FDI attacks
on such algorithms have to be investigated. This research question has following two
sub-questions:

¢ RQ 1.1: How can an attacker cause false data injection attacks in a wide area
monitoring system?

« RQ 1.2: How can multiple different false data injection attack forms be expressed
in one comprehensive attack model?

The research questions RQ 1.1 and RQ 1.2 will be addressed in Chapter 5. We will
further split up the research questions RQ 1.1 and RQ 1.2 into different sub-questions
in the corresponding Chapters.

RQ 2: How can one detect false data injection (FDI) attacks in WAMSs
data?

Many different methods exist to detect deviations from normal behavior. We need to
investigate which methods are suitable for which types of attacks regarding detection
performance and detection delay. Since detection methods are often specialized to detect
specific changes it is unlikely to find one detection method that performs well for all
attacks. Therefore, we also investigate a combination of methods. Additionally, the
interaction of attack detection with existing algorithms (SE, BDD) and possibilities for
attackers to influence such algorithms need to be analyzed. This research question has
three sub-questions as follows:

¢ RQ 2.1: To what extent can residual-based bad data detection methods detect
different FDI attacks?

« RQ 2.2: Can stealthy attacks of the form a = H - ¢ as described in [100] be
detected by residual-based methods?

¢ RQ 2.3: Is it possible to detect the injected attacks with lightweight statistical
methods?

The research question RQ 2.1 will be addressed in Chapter 7. BDD methods are used
to check for errors in the measurements that would influence SE or to detect actively
manipulated data. In Chapter 7, we check if the attacks would raise any alarm at all (i.e.
detect at least one anomalous data point), how fast the methods detect that something is
wrong and then how many of the manipulated data points are recognized as anomalies.

The research question RQ 2.2 will be addressed in Chapter 8. We want to experiment if
an attack of form a = H - ¢ (as described in [I00]) is undetected using residuals of linear
weighted least squares (LWLS) and discrete Kalman filter (DKF) for SE.
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The research question RQ 2.3 will be addressed in Chapter 9. In order to prevent
stealthy attacks, we propose using multiple statistical anomaly detection methods in an
overall effort to achieve effective detection.

We will split the research questions RQ 2.1, RQ 2.2 and RQ 2.3 into different sub-
questions in the corresponding Chapters.

RQ 3: How can the effects of FDI attacks on state estimation (SE) be miti-
gated?

If due to an FDI attack, manipulated values are used for SE, then the estimated state
can differ from the real state. The fake states can lead to wrong control decisions which
can cause impact to devices and human lives. To avoid such impacts, we investigate
different methods to replace bad data in order to preserve the SE. This research question
has only one sub-question as follows:

¢ RQ 3.1: To what extent can the effects of FDI attacks on state estimation in
electric power systems (EPSs) be mitigated by replacing detected anomalies with
values derived from past data?

The research question RQ 3.1 will be addressed in Chapter |10l We will split the research
questions RQ 3.1 into different sub-questions in the corresponding Chapter.

The goal of this thesis is to answer the research questions formulated above.

1.3 Methodology and Approach

An overview of our research approach is depicted in Fig. [1.1. Our research approach
consists of four phases that are described in following sections. The research methodology
carried out in our study is depicted in Fig. (1.2). The activities shown in the research
methodology are mainly from the second, third and fourth phases of the research approach.
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1.3. Methodology and Approach
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Figure 1.1: An overview of the research approach.
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Figure 1.2: Major activities in our research.

1.3.1 Phase 1: Understanding State of the Art

The first phase includes a thorough understanding of theoretical concepts and preliminaries
for conducting the proposed research. As a first step of this phase, we conduct a literature
survey for better understanding the state-of-the-art. The undirected connection between
boxes in the Fig. |1.1| means knowledge gained from an upper box is used in a lower
box. Preliminaries of a power system like phasor measurements, WAMSs topologies, and
communication standards, safety limits etc. are studied. At the same time an overview
of available standards, guidelines and their support for improving security of SGs is
abstracted and relevant security threats in WAMS are identified. A study of WAMS key
components, applications used for monitoring and control functions is carried out which
helps us better understand the decisions and control actions based on the decisions in a

CC.

We identify vulnerabilities and potential attacks on the WAMSs based on the literature
survey. This is presented in detail in Chapters 2| and [3.
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1.3.2 Phase 2: Threat Analysis

The second phase of our research consists of a threat analysis. Details of the second
phase can be found in Chapters [4 and |5.

After identifying the threats in WAMS, we perform a threat analysis that helps us
in understanding the nature of attacks. We investigate advanced persistent threats
(APTs), and how physical and cyber attacks are combined for launching an attack. An
attacker can compromise software/hardware, or both. A detailed study of attack vectors
compromising field devices, like PMU, compromising a software which is based on input
data, compromising the communication between the components of WAMS etc. is carried
out.

After having gained knowledge from the study of the attack vectors in the wide area
network in SGs, we further investigate attack scenarios using the attack vectors. Our
study continues on the methods for presenting vulnerabilities, attack techniques and the
attackers’ goal. We model the dependencies and building blocks of APTs on WAMSs
using attack trees. The WAMSs infrastructure includes classical IT components, clock
synchronization, and data collection and aggregation points such as PDCs [8, [163]. We
consider the entire WAMS infrastructure. Since SGs are cyber-physical systems, we
consider physical perturbations, in addition to cyber attacks in our models. We develop
attack trees to analyze and assess the different paths an attacker can take. Generic attack
trees and specific attack trees are developed for different attack scenarios.

After understanding the nature of attacks, we defined specific FDI attack scenarios as
use cases for our research on detection methods and developed a comprehensive attack
model to specify different forms of FDI attacks. The model describes a generic way
how different attacks on PMU data can be expressed and generates types of false data
injection attacks. Attack parameters and the types of attacks are discussed with specific
values.

1.3.3 Phase 3: Investigation of Detection Methods

The third phase of our research consists of an investigation of detection methods. Details
of the third phase can be found in Chapters |7, |8 and 9.

From the literature, we selected suitable data sets for our experiments. Our study aims to
develop anomaly detection (AD) methods that could be deployed online and can help to
secure a real power system. We stick to our goal and use data from a real power system
in our experiments, which help us in understanding the behavior of a power system. We
use a data set from EPFL that is a representative network of a SG, an active distribution
network deployed on the EPFL campus [47].

Analysis of the real power system measurements (EPFL PMU measurements) helps us in
understanding the characteristics of the measurements. We use MATLAB, Python and
R for the analysis.
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We partition the data into historical, training and test data. Historical data is only used
for building a reference histogram for one AD method (Kullback-Leibler divergence).
Training data is used for setting thresholds for the BDD and AD methods. We then
proceed to BDD and AD experiments. Manipulated test data is used for BDD and AD.

Our SE experiment is carried out using two methods, a DKF and a LWLS. We analyse
the influence that attacks have on SE. We then look at BDD methods, which are often
integrated into SE and check to which extent those methods are useful to detect attacks.

Residuals from the SE are used for BDD. We use residual-based (RB) BDD methods,
L2-norm and normalized residuals. Since some attacks are not detected by BDD methods,
we investigate alternative methods for AD. Similarly, we investigate selected lightweight
statistical AD methods, median absolute deviation (MAD), Kullback-Leibler divergence
(KLD) and cumulative sum (CUSUM). These methods are based on different features
of data. MAD checks individual measurement values, KLD compares distribution of
measurements and CUSUM focuses on changes in the mean over time.

We then study the applicability of BDD methods and AD methods in our use case and
analyze the combination of methods in order to improve the AD performance. For having
a final AD decision, we combine results from the lightweight statistical AD methods.
A combination method, weighted voting, is used for combining the results. The final
decision is taken into consideration for mitigating the effects of attacks on SE. The results
from the mitigation of the effects of attacks on SE experiment shows how the effects of
attacks on SE is maintained.

In order to assess a detection method’s performance, we compare the original labels of
the manipulated test data with the predicted labels from the method. From this we
derive: a) true positives (TP), i.e. anomaly correctly identified as an anomaly, b) true
negatives (TN), i.e. normal data points correctly classified as normal, c) false positives
(FP), i.e. how many normal data points are classified as anomalies and d) false negatives
(FN), i.e. how many anomalies we miss (anomalies classified as normal). A confusion
matrix visualizes all of the above mentioned detection performance in a table as shown
in Tab. [1.1.

Labeled as

Detected — —
etected as Non-malicious | Malicious

Non-malicious | True negative | False negative

Malicious False positive | True positive

Table 1.1: Confusion matrix

From the TP, TN, FP, FN we then calculate recall or true positive rate (TPR), false
positive rate (FPR), true negative rate (TNR), accuracy and precision as follows:
TP

=" 1.1
Recall TP L FN (1.1)
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FP
FPR= pp s (1.2)
TN
TNR= (1.3)
Precision = Tiji—PFP (1.5)

We then determine the detection delay and show how fast an attack is detected by
calculating the difference between the real start of the attack ks and the k, measurement
when the first data point of the attack was classified as an anomaly.

1.3.4 Phase 4: Mitigating the Effects of Attacks on SE

The fourth phase of our research consists of mitigation of the effects of attacks on SE.

Details of the fourth phase can be found in Chapter [10.

In this phase, an evaluation of mitigation of the effects of attacks on SE is performed. In

a first step, we investigate on the methods for mitigating the effects of attacks on SE.

In a second step, we investigate the applicability of the bad data replacement methods

in our use case, then in the last step analyze mitigation of the effects of attacks on SE.

For this, we analyze SE with and without AD methods and the replacement of detected
anomalous data before sending them to SE.

1.4 Contribution

Here we describe the scientific contribution of this work and give an overview of the
methods used for our investigations. Table 1.2] illustrates an overview of the research

questions, methods and the contributions made in different chapters of this thesis.

Different methods are used to answer the research questions of this research. Details of
the methods and the contributions are available in different sections as shown in the last
column of the Tab. [1.2l Here, each of the contribution is briefly described as follows.

1.4.1 Threat Analysis and FDI Attack Model

Threat Analysis: We develop attack vectors, attack scenarios and attack trees in order
to derive vulnerabilities and attack scenarios in WAMS (see Tab. 1.2). For the attack
vectors, we provide how an attacker can use different attack entry points to compromise
hardware or software on compromising the physical device and communication. We
develop generic attack trees for compromising a device and develop specific attack trees

11
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for causing a blackout and manipulating sensor data (e.g., phase angle). In contrast to
existing research, we do a threat analysis on WAMS, which could be considered in the
transmission system organization (TSO) and the distributed system organization (DSO).

False Data Injection Attack Model: We design false data injection attack types
that poison the measurement data without exceeding any safety limits, as such attacks
can remain stealthy and result in wrong decisions in the CC. In addition, attackers can
change the states of the power grid by modifying the sensor readings (or injecting false
data in sensor measurements). We develop a false data injection (FDI) attack model
for generating different attack types: randomizing signal, adding constant offset, adding
incremental constant or random offsets to signal. In contrast to existing work, we specify
different types of attacks in a single FDI attack model.

1.4.2 State Estimation Methods Investigation

For investigating linear weighted least squares (LWLS) and Kalman filters (KF) (as
shown in Tab. 1.2), we implement them in MATLAB. For KF, we generate an example
to exemplify the influence of parameters settings and dependencies for estimating states
from observed measurements, modify the example and adopt it to our use case. We apply
the modified KF for estimating states based on real PMU data. We apply the LWLS
and the DKF in our use case with real data and find that the DKF better represents
measurements changes in residuals.
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Table 1.2: Methods and contribution for answering the research questions; Sec. = section (sub-research questions of research
questions are in brackets; Exp. = experiment).

be preserved in the
presence of FDI
attacks? (RQ 3.1)

Voltage estimation with corrected
values

Research Question | Method Contribution Sec.
What are possible Attack vector§ - Th‘reat analysis particularly for WAMS | p.1.1] |
Attack scenarios architecture 5.1.2
attacks on WAMSs? . .
(RQ 1.1, RQ 1.2) Attack trees - FDI attack model for generating different | p-1.3] |
o ) Attack model types of attacks 5.3
x;;g;atf; least squares applied to - Detection method based on DKF residuals for 4.1
- stealthy attack of form a = H - ¢ as described - ——
Discrete Kalman filter example . .
. L in [I00] (where LWLS residuals are used) 4.2.2
model for parameter investigation
How can one detect - - u —
L. Discrete Kalman filter applied to
false data injection 4.2.1
(FDI) attacks the real measurement B
. Plain residuals - RB detection method applied to real data 7.1.1
in WAMSs data? - . . .
Exp. | L2-norm residuals (previously used for simulated data in [139]) 7.1.2
(RQ 2.1, RQ 2.2, . : . ; : . X — —
RQ 2.3) with | Normalized residuals - An adversary’s techniques for circumventing |[7.1.3] |
) real Median absolute deviation | RB BDD detection 9.1.2
(MAD) - Application of lightweight statistical detection
data Kullback-Leibler divergence | methods 9.1.3
(KLD) - Weighted voting scheme for combining statistical
Cumulative sum (CUSUM) | methods (previously used for combining machine | 9.1.4 |
learning methods in [101]) with higher precision
Weighted voting 9.4.1
How can SE integrity | Replace bad data by prediction 10.1.4

- A method for mitigating the effects of
attacks on voltage SE using Kalman filter model

uoNNqLIIoy) Y
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1.4.3 Anomaly Detection

Bad Data Detection: We investigate the suitability of using residuals from LWLS and
a DKF for detecting bad measurements. After the investigation on the suitability of plain
residuals, L2-norm residuals and normalized residuals for detecting bad measurements,
we implement the methods in MATLAB. We reproduce an AD approach that has been
proposed in [I39] which works with simulation data. We adopt the AD method and
apply it in our use case with real data. After that we analyze AD results of the promising
methods in literature; the L2-norm and normalized residuals methods with our real data
and find that some attacks cannot be detected. In contrast to existing research, we
implemented stealthy attacks as defined by Liu et al. in [100] for WLS also for pre-fit
residuals of KFs. We found that stealthy attack of form a = H - ¢ as described in [100]
using residuals of LWLS does not remain stealthy using residuals of DKF.

Anomaly Detection: In SG (critical infrastructure setup), it is beneficial to rapidly
detect attacks with the few computational resources. Further, it is beneficial that a human
operator is able to understand the results from the detection methods and have them
readily explainable (in contrast to, for example, some machine learning and deep learning
methods where explainability remains an open issue). We investigate the suitability of
three lightweight statistical methods: MAD, KLD and CUSUM for detecting FDI attacks.
We analyze AD results performance of the methods KLD, CUSUM and MAD on different
attack types and investigate the attack parameter which affects the AD.

Methods Combination: We investigate whether a combination of methods can improve
the detection performance. We investigate the suitability of weighted voting method for
combining the AD methods. We analyze AD performance of the weighted voting method
for combination. In contrast to existing work, we apply the combination of lightweight
statistical methods in SGs. We use the weighted voting scheme in [I0I] previously used
for combining machine learning methods to combine statistical methods. An overview of
contributions made in AD is shown in Tab. [1.2.

1.4.4 Mitigating the Effects of Attacks on SE Analysis

We investigate methods for correcting bad (anomalous) measurement. We investigate
the suitability of bad measurement replacement by the prediction of DKF. We analyze
SE results after replacing anomalous measurement by predicted value of DKF in attack
types. In contrast to existing work (e.g., in [85] [84]), we use the prediction of Kalman
filter for mitigating the effects of attacks on SE and show how the effects of attacks on
voltage estimation is mitigated based on the AD results of the statistical methods (see
Tab. [1.2). Our approach covers the future work in [85]).
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1.5. Structure

1.5 Structure

The structure of this thesis is as follows:

Chapter |2 provides an overview of preliminary knowledge on SGs for conducting this
dissertation research. Phasor measurements, WAMSs topologies and communication
standards, safety limits of measurements (e.g., voltage, frequency) based on existing
standard are the main building blocks of this work. Understanding vulnerabilities and
potential attacks on SGs is an important step to carry out this research.

In Chapter 3, we present state-of-the-art on BDD, stealthy attacks, usage of SE for
detecting attacks, applicability of data and events aggregation for detecting the attack
against key components of a WAMS. Further, some relevant existing AD techniques for
detecting anomalies in SGs are presented in this chapter.

Chapter |4 presents SE methods in the context of power systems. In particular, a static
SE method weighted least squares (WLS) and a recursive SE method Kalman filters
(KFs) are discussed. Then, we present our use case of SE with experimental results.

In Chapter 5, we present the threat analysis and FDI attacks model. A threat analysis
is carried out for understanding potential attack vectors of WAMSs and developing
attack trees. Attack vectors (e.g., compromising hardware, software, communication)
against key components (e.g., PMU, PDC, Gateway) of a WAMS, how an attacker can
reach his/her ultimate goal (e.g., compromise field device, cause blackout) and achieve
intermediate goals are presented using attack trees. Moreover, we develop a FDI attack
model, consisting of generated types of FDI attacks.

Chapter 6 presents an analysis of the real PMU data we use. Analysis of voltage, frequency
and phase angle helps us in selecting a representative set of data for our experiment. This
chapter presents the analysis with figures and illustrates the selected historic, training
and test data. Further, we present data preprocessing.

Chapter |7 focuses on RB BDD methods. To this end, we look at plain pre-fit residuals,
L2-norm, and normalized residuals. First, we discuss the RB BDD methods; second we
present the experimental setup of how thresholds are defined for plain pre-fit residuals
based method, L2-norm, normalized residuals methods; and last demonstrate experimental
results.

Chapter |8 presents FDI attacks against SE and stealthy attacks from the literature. We
present FDI attacks in voltage and current measurements, and the FDI attacks’ effect on
SE using LWLS and DKF. Theoretical discussion is followed by preliminary experimental
results and a discussion on identification of attacks using residuals. Moreover, we present
stealthy attacks on voltage and current measurements.

Chapter 9 focuses on AD using lightweight statistical methods. We present an AD model
developed in this work. The model executes RB BDD methods and different lightweight
statistical methods for detecting anomalies. First, we briefly present the model and
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present lightweight statistical methods for AD. For the lightweight statistical methods
we use - MAD, KLD and CUSUM. Second we present the experimental setup of how
thresholds are defined for MAD, KLD and CUSUM,; third we demonstrate experimental
results of single methods and then present the findings based on the results; fourth ROC
curves of the methods are presented. Then we focus on improving AD performance using
a combination of methods. To this end, we use weighted voting for combining AD results
of the statistical methods. Further, we present the combined results, and show the results
analysis - how the AD performance is improved using the weighted voting method.

Chapter 10 focuses on mitigating the effects of attacks on SE. In this chapter, first we
introduce proposed approach for mitigating the effects of attacks on SE. We then show
how the SE can be effected by FDI attacks. Finally, we show how AD and bad data
replacement support mitigating the effects of attacks and then present experimental
results for mitigating voltage estimation.

In Chapter |11, we summarize and conclude the dissertation research. The main outcomes
are summarized and an overview of future work is presented.

1.6 Support

The research in this dissertation is supported by the Austrian Research Promotion Agency
(FFG)! dissertation project AdA (Adaptive Anomaly Detection in Smart Grids)?, project
number-854296.

This project focuses on providing novel methods for efficient anomaly detection in the
SGs, both relevant domains of anomaly detection and SG security.

Thttps://www.ffg.at/
Zhttps:/ /projekte.ffg.at /projekt /1359933
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CHAPTER

Background

Notice of adoption from previous publications in Chapter 2
Parts of the contents of this chapter have been published in the following papers:

[129] S. Paudel, P. Smith, and T. Zseby. Data Integrity Attacks in Smart Grid Wide
Area Monitoring. 4th International Symposium for ICS and SCADA Cyber
Security Research, 2016

[130] S. Paudel, P. Smith, and T. Zseby. Attack models for advanced persistent
threats in smart grid wide area monitoring. In Proceedings of the 2Nd Workshop
on Cyber-Physical Security and Resilience in Smart Grids, CPSR-SG’17, pages
61-66, New York, NY, USA, 2017. ACM

[131] S. Paudel, P. Smith, and T. Zseby. Data Attacks in Wide Area Monitoring
System. Symposium on Innovative Smart Grid Cybersecurity Solutions, 2017

[132] S. Paudel, P. Smith, and T. Zseby. Stealthy attacks on smart grid PMU state
estimation. In Proceedings of the 13th International Conference on Availability,
Reliability and Security, ARES 2018, Hamburg, Germany, August 27-30, 2018,
pages 16:1-16:10, 2018

Ezplanation text, on what parts were adopted from previous publications:

The voltage phasor measurements described in this chapter are based on the work
done in [132]. The wide area monitoring structure described in this chapter is based
on the work done in [129] and [131]. Some part of safety limits described in this
chapter is based on [132)].

S. Paudel performed theoretical considerations together with all co-authors, the text
and figures in the papers were created together by all authors.
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In this chapter, we provide background knowledge for conducting our research. We provide
an overview of monitoring and control functions and major components of the smart
grid. Wide area monitoring system and its components, phasor measurements, and safety
limits are addressed.

Wide area monitoring systems (WAMSs) are used to measure synchrophasor data at
different locations and give operators a near-real-time picture of what is happening in
the system. The measurement data is periodically collected via communication channels
to monitor, predict and control the power consumption, and detect any problems in the
power grid.

A WAMS provides an essential building block for supervision and control. WAMSs
collect clock-synchronized measurement values from distributed phasor measurement
units (PMUs), and provide input to various applications in the grid, e.g., as direct input
to control functions, or are stored for future planning and post-incident analysis.

2.1 Phasor Measurements

In this section, we introduce the voltage phasor, its synchrophasor representation and
conversion of polar voltage to rectangular coordinates. A sinusoidal signal z(t) in a power
system can be represented as [5]

x(t) = Xpmax - cos(wt + 0) (2.1)

where X4, is the amplitude of the wave, w is the angular frequency, and 6 is the phase
angle at t = 0. A phasor represents a sinusoidal wave in the form of a complex number,
which can be expressed using polar or rectangular coordinates. A phasor of the sinusoidal
wave given in Eq. (2.1) can be represented using Eq. (2.2)), wherein the underscore (X) is
used to denote a complex number. As proposed by previous work [, 23], the root mean
square (RMS), i.e. X,az/v2, of the waveform is used for the phasor definition, instead
of the amplitude.

X = (Xmaz/\/i) : ejG (22)

A synchrophasor representation of the signal x(t) is the value of X, where 6 is interpreted
as the phase angle relative to a synchronized cosine function. The cosine function has a
maximum value at £ = 0 i.e., phase angle is 0 degrees. Figure [2.1 shows the synchronized
cosine function for two different phase angles (6 and 6;). The curves in this figure have
Xonae at different time.

For our investigations, an attacker is assumed to be manipulating voltage phasors that
are measured by PMUs. The voltage phasor is defined based on the RMS, and we denote
the RMS of the voltage as V. The voltage phasor V is defined as

V=V (2.3)
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2.1. Phasor Measurements

Figure 2.1: Synchrophasor representation

In order to apply linear state estimation using Kalman filters, the voltage phasor mea-
surements need to be converted from polar to rectangular coordinates [176) 149]. So we
express the voltage as real part and imaginary part:

Z = V;"e + ]‘/zm (24)

The real and imaginary part can be calculated as the projection of the polar voltage V'
to the x-axis (Eq. (2.5)) and the y-axis (Eq. (2.6))). Figure 2.2/ depicts the conversion of
polar voltage to real and imaginary voltages.

Vie=V -cosf (2.5)
Vim =V -sinf (2.6)
4 (V.8)
" il
-
[4:]
> V,, = Vsin®
(7]
< > xas
V,e = VcosB X axis

Figure 2.2: Conversion from polar voltage to real and imaginary voltages
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Voltage and current phasors can be measured with phasor measurements units. In order
to measure the exact phase shift between two signals at different locations, the PMUs need
to be clock synchronized. The synchronization is usually done with global positioning
system (GPS).

2.2 WAMS Structure and Topologies

Most WAMSs have a hierarchical structure (see in Fig. 2.3), and consist of intelligent
electronic devices (IEDs), PMUs, phasor data concentrators (PDCs), super PDCs,
phasor gateways (PGWs), and communication facilities to transfer data between these
components and a control center (CC) [136]. PMU measurements are time-stamped at
the source using the GPS to ensure clock synchronization.

Regional or organizational PDCs gather data from different PMUs, sort the data according
to the timestamps, create a combined record and forward the combined records up in the
hierarchy.

Distributed PMUs allow accurate clock-synchronized measurements of voltage and current
phasors (amplitudes, phase angles) and frequencies. The sensor data from PMUs provide
situational awareness in the grid, and are used as input for control decisions. The
measurement values are processed and decisions regarding appropriate grid control
actions are made in the CC. As a consequence, utilities are affected by the decisions in
the CC.

Mostly data flow is upwards in the hierarchy from PMUs to the CC, but commands (e.g.,
for device configuration), requests (e.g., requesting data formats or device information)
or software updates require communication in the reverse direction. PMU messages
are transferred using TCP (transmission control protocol) or UDP (user datagram
protocol) over IP or can also be transmitted directly over Ethernet or other available
transport means [169]. In addition to the measurement data reported from PMUs to
PDCs, also configuration files with data interpretation settings can be reported to PDCs.
Furthermore, PDCs can send command files to PMUs to request information [I36]. All
these files have a common structure.

WAMS infrastructures can contain various combinations of components, communication
equipment, applications, visualization tools and many more [80]. The Fig. 2.3 shows
different variants of WAMS topologies.

PMUs report data to PDCs or directly to the controller. PDCs check and aggregate
PMU records and then forward them to super PDCs or to the CC. Additionally PDCs
may already calculate some values from the reported data [69]. That means PDCs need
to have access to credentials for decrypting PMU records and also need to be able to
sign PDC records.

Local storage, data verification and application functions are usually available in PDCs.
Another possible level of hierarchy is super data concentrators (SDCs), also called super
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2.2.  WAMS Structure and Topologies

WAMS Structure (Variants)

Control Center

Controller

Invoke control actions

Wide Area
Network

PMU PMU

__________________

Figure 2.3: WAMS Architecture (source Paudel et al. [I31])

PDCs. Super PDCs have functions that are identical to regional PDCs. Further, the
data storage facility in the super PDCs can store the data associated with time-tags and
a stream of near real-time data that can be used for the applications in the entire system

[136], [169]-

Furthermore, it is possible to deploy PGWs. PGWs are introduced by the North American

SynchroPhasor Initiative (NASPI)!| as a concept to interconnect multiple organizations.

PDCs or PMUs report their data to the PGW. A PGW then communicates the data
to other PGWs by a publish-subscribe system. PGWs can support Quality of Service
functions and serve as security gateway between organizations. At the top level, a CC is
connected via a WAN and controls all activities regarding monitoring, protection, and
control. Since PMUs may also directly report to a CC, all hierarchy levels (PDC, Super
PDC, PGW) are optional. We call all systems on the way from PMU to CC (PDC, Super
PDC, PGW, core and access routers) intermediate systems.

"https://www.naspi.org/
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2.3 WAMS Communication Standards

In a WAMS, different communication protocols from different standards are used. Fig-
ure 2.4 shows an overview of the most important standards used for end-to-end commu-
nication and the following paragraphs describe them briefly.

™~

|EEE C37.118
IEC 61850-90-5
C 61850-90-4

EN 60870-5-103
IEC 61850-90-4
®) |
‘ @J Substation 1

60870-5-101
EN 60870-5-104
IEC 61850-8-1
IEC 61850-90-1
IEC 61850-90-5/1

O

Protection
Monitor
Control actions
WAMS apps

IEEE C37.118
EN 60870-5
IEC 61850-90-2

IEE C37.118
IEC 61850-90-2

Control Center

=

\

EN 60870-5-104

| ]
60870-5-101 IEC 61850-8-1 PMU
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-1I [
=

C 61850-90-5/1
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I PDC | e
IEC 61850-90-4 "y C EN 60870-5-103
| _______ Vi IEC 61850-90-4

e’
®) ) |
\_eo | Substation 2 / \HJ Substation n /

Figure 2.4: WAMS Communication Protocols (source Paudel et al. [129]).

IEEE C37.118 is used for phasor measurements communication in power systems. IEEE
C37.118.1 [70] specifies measurements of a synchrophasor, and IEEE C37.118.2 [71]
describes a protocol for the real time transfer of phasor data. It defines data messages,
configuration messages, header messages and command messages that are required for
communication [184].

The standard TEC 61850 [63] is a communication protocol that facilitates utility automa-
tion, including protection and control [37]. Originally, the standard was developed for
IEDs in substations. Nevertheless, now the standard includes various communication
features [10} [9]. Further, an architecture of electric power systems and data models that
are used for communication are defined by the standard [I0, 9]. Abstract data models
defined in this standard are mapped to a variety of protocols. For example, some models
are mapped to generic object oriented events (GOOSE), generic substation events (GSE),
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2.4. Safety Limits

and sampled measured values (SMV) [66]. It supports the sending of real-time data
and supervisory control functions using manufacturing message specification (MMS) via
TCP/IP and transmission of GOOSE via Ethernet in substation LANs.

IEC 61850-90-1 [67] provides guidelines of using IEC 61850 for the communication between
substations. Similarly, EN IEC 61850-90-1/5 and IEC 61850-8-1 provide guidelines for
communication between PMUs and PDCs within substations. IEC 61850-90-4 provides
guidelines for communication inside a substation. Standard IEC 61850-90-2 [68] covers
the communication within substations and the CCs using IEC 61850 standard [30].

Standard EN 60870-5-103 [61] provides guidelines for connecting PMUs/IEDs inside a
substation. EN 60870-5-101 [60] provides transmission procedures between substations.
Similarly, EN 60870-5-104 [62] is an extension of standard EN 60870-5-101 and provides
guidelines between PMUs and data concentrators between substations [30]. An overview
of the use of these protocols is presented in Figure 2.4l

The standard IEC 62351 has been developed for securing the communication protocols
that are defined in IEC 60870-5 and the IEC 61850 series of standards [64]. IEC 62351-6
[65] defines the security of IEC 61850 profiles by specifying messages, procedures, and
algorithms for securing the operations of all protocols that are derived from the standard
IEC 61850. IEC 61850 provides reliable communication in substations. For instance,
it supports intrusion detection before/after accessing networks, reduction of handshake
duration between devices [48]. The specification applies at least to the protocols IEC
61850-8-1, IEC 61850-9-2 and IEC 61850-6. It also provides security for profiles not
based on TCP/IP, e.g., GOOSE, GSSE (generic substation status event) and SMV. The
IEC 61850 profile using MMS over TCP/IP uses IEC 62351-3 and IEC 62351-4.

PGWs support IEEE C37.118 for phasor data traffic (e.g., traffic to and from PDCs,
super PDCs and PGWs), but it is not enough for additional control and administrative
traffic beyond the PGW [32].

2.4 Safety Limits

In this section, we present foundational information related to safety and security of a
power system. Safety limits according to standards and guidelines are presented below.

Table 2.1 illustrates operating conditions of voltage, frequency, phase angles, projected
situations and corresponding control actions for a 50Hz power system. The numerical
values of voltage, frequency, phase angles and the control actions in this table are based
on our literature survey.

Abnormal voltage and frequency conditions can cause failures like line tripping, generation
tripping etc. For example, under voltage or under frequency can cause generation trip,
and over load or loss of synchronization can cause line tripping. Control actions can
be triggered against the failures, proactive control actions can prevent failures, whereas
reactive control actions overcome the failures after they occurred [172].
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2. BACKGROUND
Table 2.1: Measurements, events, situation and control actions; Mea. = measurement;
Ref. = references; Freq. = frequency; Imp. = impedance.
Mea. Event Situation Control action Ref.
Active power control,
Voltage v <0.9 p.u. Under voltage reactive power control,
) shed load
[
0.9 p.u. <v <1.1 p.u. | Normal operation | Continue operation [51]
[172]
Acti 1
v >1.1 p.u. Over voltage ctlv‘e power control,
reactive power control
Disconnect power
f <47.5 Hz Under frequency | generation, partition
Freq. network
f [53
) f <49 Hz Low frequency Load shedding 72
49.8 <f <49.98 H
5382<< f<<§()?§ Hi Normal operation | Continue operation
Disconnect power
1.5 H
£>51.5 Hz Over frequency generation, blackout
f’f());ver Line outage, [161]
ha,se P >(vl —v2)/Imp. generation trip, Load shedding, [151]
gngles (A1 — 62) > 90° load change, partition network [166]
Tlati
(01, 62) power oscillation [172]
(01 —02) <90° Normal operation | Continue operation
Various standards and guidelines are developed for dealing with problems on high voltage
(HV), medium voltage (MV) and low voltage (LV) networks. The standards cover
different power and voltage levels. German standards VDE-AR-N 4105:2011 [6] and
BDEW-2008 [3] address LV and MV /HV, respectively. Similarly, IEC 61727-2004 [2]
focus on the PV systems network, and IEEE 1547 [I] was developed for primary and
secondary distribution voltages. Standards also specify a range for normal and abnormal
behavior of measurements (e.g., voltage, phase angle, frequency etc.) and define their
critical thresholds for protecting the power system.
The voltage magnitude in a network can be affected by power injection, e.g. due to
distributed generation. Protection schemes are applied to maintain secure operation
in a system. Over voltage and under voltage protection schemes ensure appropriate
voltage levels before applying control actions. For example, according to standard IEEE
1547 [1] voltage from 88% to 110% are considered as normal operation, greater or less
than this range requires protection actions, otherwise a network or a subsystem should
24



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

L]
10
ledge

b

now!

3
|
r ki

M YOU

2.4. Safety Limits

be disconnected within the specified time. Some events can exist while transmitting
power across a network. Existence of events like load change, generation trip, line outage
etc. can change the voltage phase across the network. Thus the phase angle difference
between two points of a network correlates to the power being transferred from one point
to the other of the grid [166]. The phase angle difference within a power system is the
difference between the measured angles at two points at the same time instant and to
the same reference [119].
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CHAPTER

State of the Art

Notice of adoption from previous publications in Chapter 3
Parts of the contents of this chapter have been published in the following papers:

[129] S. Paudel, P. Smith, and T. Zseby. Data Integrity Attacks in Smart Grid Wide
Area Monitoring. 4th International Symposium for ICS and SCADA Cyber
Security Research, 2016

[130] S. Paudel, P. Smith, and T. Zseby. Attack models for advanced persistent
threats in smart grid wide area monitoring. In Proceedings of the 2Nd Workshop
on Cyber-Physical Security and Resilience in Smart Grids, CPSR-SG’17, pages
61-66, New York, NY, USA, 2017. ACM

[131] S. Paudel, P. Smith, and T. Zseby. Data Attacks in Wide Area Monitoring
System. Symposium on Innovative Smart Grid Cybersecurity Solutions, 2017

[132] S. Paudel, P. Smith, and T. Zseby. Stealthy attacks on smart grid PMU state
estimation. In Proceedings of the 13th International Conference on Availability,
Reliability and Security, ARES 2018, Hamburg, Germany, August 27-30, 2018,
pages 16:1-16:10, 2018

[133] S. Paudel, T. Zseby, E. Piatkowska, and P.Smith. An evaluation of methods
for detecting false data injection attacks in the smart grid. In preparation®

Ezxplanation text, on what parts were adopted from previous publications:
The attacks on smart grids, FDI attacks on WAMSs, modeling attacks, challenges
and security issues, and existing approaches against security issues described in this

chapter are based on the work done in [130], [131] and [132]. Attack detection using
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state estimation described in this chapter is based on the work done in [129]. A part
of stealthy attacks described in this chapter is based on the work done in [133].

S. Paudel performed the theoretical considerations together with all co-authors, the
text and figures in the papers were created together by all authors.

“The paper is in preparation.

In this chapter, we present an analysis of related work on attacks on smart grids, attacks on
wide area monitoring systems, modeling attacks, security issues, existing approaches, bad
data detection, stealthy attacks and attack detection techniques based on state estimation.
Attacks to major components of wide area monitoring systems can be detected by analyzing
available information in the system. In detection approaches, we focus on how the existing
work on estimated states, aggregated information (data or events) and anomaly detection
can help detecting attacks to key components of the wide area monitoring systems.

3.1 Attacks on Smart Grids

Smart grids (SGs) are cyber-physical systems. Therefore, we need to consider security in
both the physical and the cyber domains. Standards, guidelines and other existing works
address vulnerabilities, threats, attacks, security requirements, and intrusion detection in

SGs.

The north american electric reliability corporation (NERC)! critical infrastructure protec-
tion (CIP) provides security requirements for bulk power system. The national institute
of standards and technology (NIST)? provides documents on cybersecurity for SGs.
Guidelines provided by NIST in [I23] discuss security requirements for secure architecture
and interfaces, ensuring reliable functionality and maintaining information confidentiality
and other security measures. Potential vulnerabilities, security problems of SGs are
discussed together with cybersecurity requirements of reliable and scalable operation
[124].

ATT&CK for industry control systems (ICSs) [I10] present techniques which can be
considered by adversaries for compromising ICSs. Tactics used in the techniques, software
used for compromising assets of ICSs and impacts in control system addressed by
ATT&CK help in better understanding of adversary behaviour. Guidance for securing
ICSs (e.g., supervisory control and data acquisition (SCADA), distributed control system
(DCS), programmable logic controllers (PLCs)) are provided in [I60]. In addition, it
points out threats and vulnerabilities of the ICSs, and provides countermeasures for
mitigating the risks.

"https://www.nerc.com
*https://www.nist.gov/
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3.2. FDI Attacks on WAMS

3.2 FDI Attacks on WAMS

In wide area monitoring systems (WAMSs), false data injection (FDI) attacks modify
measurement or control data (either the original readings from phasor measurement units
(PMUs) or aggregated events from PDCs or super PDCs). In WAMS, the processing
of falsified data estimates incorrect states of the power system and can cause wrong
decisions, such as triggering protection elements when they are not needed or suppressing
a vital protective action. For example, the system may believe that it has secure voltage
in overloaded branches and vice versa [43]. This can cause delay, e.g., for load shedding
or grid reconfiguration. Advanced persistent threats (APTs) can be created that combine
different attack techniques. Information may be first gathered in a passive attack to learn
system state and vulnerabilities. Then an active attack can cause major damage to the
System.

Attackers aim to compromise key components in a WAMS. Here, we point out some attack
scenarios in WAMS. PMU measurements can be modified by compromising the PMU
itself, PDC, super PDC, PGW or routers during transmission. PMU data modification
attacks by compromising PMUs are presented in [43],[99] 83] [39] 126, 92]. Attack scenarios
of a PDC and super PDC are presented in [164], [126], 122]. Similarly, attacks on routers
are shown in [126]. These attack scenarios and applicable detection techniques will be
discussed in Sec. 13.8.

If attackers inject falsified information it could lead to implausible states in the power
system and therefore raise suspicion. State estimation (SE) methods usually consider
the case when wrong measurement data is received directly from PMUs, but the original
measurement data can also be modified in PDCs or on routers on the path, as described
in Sec.5.1.2.2.

3.3 Modeling Attacks

Attack trees [I52] are common models to represent complex attacks. An attack tree
contains a root, branches, several intermediate nodes and leaf nodes. The root represents
the ultimate goal of an attack, different branches shows different possibilities of reaching
the root node. Different possibilities could be reached by combining all branches or only
by following one branch. This depends on the type of relationship (AND/OR) while
branching the node. For an AND relationship, all sub goals must be reached; meanwhile,

for an OR relationship, reaching at least one sub goal is enough to reach the higher goal.

Each intermediate node is a sub goal of the attack, whereas leaf nodes represent the start
points. Moore et al. [I16] propose an attack modeling method by describing format and
semantics of the attack trees; a straight solid line is used between the branches of a node
if they have AND relation and a curve solid line is used if they have OR relation. Figure
3.1 shows an example attack tree that uses the AND/OR relationship while branching
node. In the example attack tree, the ultimate goal can be achieved by achieving two sub
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goals which are shown by AND relationship between branch 1 and branch 2. A sub goal
in branch 2 can be achieved by either achieving the sub goal in branch 3 or achieving the
sub goal in branch 4.

Branch 3

Sub goal

Branch 1

Ultimate goal

Starting point

L

Sub goal

Branch 2

Branch 4 Sub goal

Starting point

Figure 3.1: An attack tree that uses the branches’ AND/OR relationship.

Attack trees provide a valuable overview of the pre-requisites and sub goal relations
for attacks that are based on the combination of multiple different actions. They help
to analyze attack goals and potential chains of actions. They assist in assessing the
likelihood and costs of specific sub goals and attack branches and support detection and
prevention of complex combined attacks.

Attack trees provide a suitable method for considering attacks in the physical as well as
in the cyber domain. In [28], the authors investigate vulnerabilities in MODBUS-based
SCADA systems using attack trees. MODBUS [I11] is a serial communication protocol
that is used for transmitting information between intelligent electronic devices (IEDs)
using PLCs. There is also a TCP/IP version of MODBUS. The mostly used element is a
client-server command, which is used in MODBUS networks to send MODBUS messages
from a master to a slave. The protocol is used to connect a supervisory computer with a
remote terminal unit (RTU) in SCADA systems. The authors present attack trees for
gaining access to the SCADA system. Furthermore, they provide an estimated level of
technical difficulty, severity of impact, probability of detection and underlying critical
vulnerabilities for the sub-goals. Closely related to this work, a technical report from
the EU-funded SPARKS project [59] presents different attack patterns for compromising
components, communications, and functions for cyber-physical systems in the SG. The
authors identify attacks that can be performed by physical or cyber means, locally or
remotely.

Chen et al. [30] investigate the use of Petri nets [143] for modeling attack trees for
attacks to SGs. A Petri net model is a directed graph with states, transitions and
directed arcs that are used to model concurrent processes. In the graphs, states are
drawn as circles, transitions are drawn as boxes or bars [135], 118]. The authors in [35]
propose a hierarchical method to construct large Petri nets. Several Petri nets created
separately from various different domain experts can be integrated to create a large Petri
net. Authors also describe the usage of the model by constructing a cyber-physical attack
on smart meters. This example integrates both cyber and physical actions created by
domain experts and their integration in a single Petri net model. They also present how
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3.4. Challenges and Security Issues

a low level detailed cyber attack and a detailed physical attack can be integrated in a
high level Petri net model. Additionally, authors do a validation of the method using
an example of the smart meter attack in a Python program. This is a good example of
modeling cyber and physical attacks, but the Petri nets method is mainly of advantage if
we want to model concurrency.

3.4 Challenges and Security Issues

WAMSs improve situational awareness in the SG but security is a major concern in
the system. Zseby et al. [I83] study recent approaches for the WAMS communication
and point out the security challenges that need to be addressed. The authors describe
communication scenarios using PMUs and PDCs using unicast and multicast functions
in wide area networks (WANSs). Sensor data or PMU data is transmitted from different
geographical locations over WANs. Latency and security are more challenging in a WAN
than in a LAN. The authors also discuss security challenges in WAMS. Attackers can try
to inject, modify or deny messages, e.g., measurement values in WAN.

In [98] Lui et al. present an overview of relevant security and privacy issues, and discuss
the potential research fields in SG based on a literature survey. Advanced metering
infrastructure (AMI), SCADA, Communication Protocols and Standards are pointed
out as key components of SGs. SG security has several challenges considering these
components, e.g., protocols communication requirements, designing and implementing
technologies and protocols without considering cyber security. Authors also point out
security issues as i) Device issues (e.g., smart meter, customer interface), ii) Networking
issues (network, wireless network, sensor network issues), iii) Dispatching and management
issue (asset management, cipher key management, real time operation management issues),
and iv) Anomaly detection issue (e.g., temporal information such as timestamping log
files, data service issues). Additionally, authors also mention demand response issues,
and protocol and standards issues.

3.5 Existing Approaches Against Security Issues

An overview of attack entry points and existing detection methods to data integrity
attacks is provided in [I29]. The paper summarizes different methods to deal with
inconsistencies in sensor data. One common method is to use SE based on sensor data to
deduce the state of the grid and to check the plausibility of collected measurements. In
[43], authors discuss PMU data modification attacks during transmission from PMUs to
PDC and present detection technique by using SE. The authors calculate a state vector
Vi, where i is the number of PMUs in a network. Measurement values from all PMUs
except from the i PMU is used to calculate the vector and same estimation process is
repeated for each of the i PMUs. The authors calculate the euclidean distance between
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each state vector and the average vector. The average vector is calculated using the
average state vector. The state vector that has the largest distance to the average vectors
is compared to the predefined threshold for finding the deviation. If the deviation is
greater than the threshold value, then the particular PMU is considered as attacked.

Similarly, a detection scheme using dynamic SE in a power grid is developed in [164]. In a
system, parameters and knowledge are always static and values that updated continuously
are dynamic. Authors use the knowledge, parameters and dynamic values to verify a
real-time depiction of a nominal system in the literature. They estimate unknown inputs,
detect malfunctions, cyber attacks and disturbances. After that they identify attack
locations and faulty channels in the system. Attacked components are reconfigured after
the diagnosis. Ensuring the power system’s observability, it is restored to the nominal
state and begins operations again.

Although there are various detection techniques already developed, new and unexpected
attacks are launched due to vulnerabilities in technology. Preventing attacks and pro-
tecting communication networks against these attacks is a challenging task [13| [15]. For
instance, packet drop attacks are possible in a communication network, but packet loss
can happen due to congestion or due to an attacker.

A real-time mechanism to detect packet drop attacks is proposed by Pal et al. [127]. The
authors develop a classifier which distinguishes the causes of a packet drop as either due
to congestion or an attacker. If PMU packets are dropped, the packets are classified as
due to an attacker and exceed the predefined threshold then an attack detection alarm
is generated. Similarly, a security analysis tool for AMI misconfiguration is proposed
by Rahman et al. [I40]. The authors create a model representing the global behavior
of an AMI configuration, and compliance with security constraints applicable to AMI
configuration. It detects misconfiguration by verifying the constraint violation.

Soule et al. [I59] compare four methods to analyze residuals for computer network
anomaly detection: (i) by setting a threshold based on the residual’s behaviour (ii) by
comparing a local and global variance; (iii) by analysing wavelet; and (iv) by using a
generalized likelihood ratio test. Pignati et al. [I39] propose an algorithm that uses pre-fit
residuals to detect bad data in real-time PMU measurements. Bad data is assumed to
occur for benign reasons, such as communication network and timing errors. A Kalman
filter is used for SE, and pre-fit residuals are used to detect when an anomaly exists
in the observed data. A dynamic detection threshold is defined based on a confidence
level. If an anomaly is detected, the observed bad data is replaced. How the values are
replaced depends on whether the bad data was caused by power system fast dynamics
(e.g., line faults) or other root causes. Changes in a power system’s topology, e.g., caused
by faults or switching, can have an effect on SE. In their work, Mgller et al. [113] review
the bad data detection algorithm proposed by Pignati et al. [I39]. They propose a
method to detect branch errors by checking a bias in branch flows. The normalized bias
branch flow is calculated based on normalized measurement innovation for wide area
measurements. Detecting a branch error in the pre-estimation phase prevents severe
power system impacts, such as overloading branches.
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3.6. Bad Data Detection

Some previous work also addresses the detectability of attacks. Barreto et al. [20]
present undetectable cyber attacks on packet-based time synchronization protocols using
a “delay box”. The resulting delay attacks exploit vulnerabilities of the protocol and
remain undetectable by passing the clock-servo algorithm inside the targeted slave clock.
Similarly, delay attacks to linear SE that manipulate time references are presented in
[T9). The attacks remain undetectable for classical methods like the x? test, largest
normalized residual tests, and bypass the bad data detection algorithm. In order to cope
with the dynamic evolution of cyber threats and system configurations the authors in [I8]
propose an online anomaly detection algorithm for detecting anomalies in measurements.
They perform simulations using an IEEE 14 bus power system and demonstrate a
good balance of minimum attack magnitude and thresholds to improve the detection
performance. Dan et al. [42] present some protection schemes against stealthy attacks on
state estimators of power systems. The authors compute a security index for successful
stealthy attacks and use the index for quantifying the security of encrypted devices and
measurements.

3.6 Bad Data Detection

Data sources can have errors due to various reasons (e.g., sensor failures). Therefore,
many grid operators implement BDD methods to check for failures in the measurements
that could influence SE. For this, residuals from the SE are often used. If the residuals
are too high, it is inferred that the data is not correct [I7I]. Residual-based bad data
detection (BDD) methods are described in detail in Sec. |7, here we mainly provide closely
related work.

Post-fit residuals are the difference between estimation and observation, and pre-fit
residuals are the difference between prediction and observation. Generally, the traditional
BDD methods use post-fit residuals for checking bad measurements. For instance, linear
weighted least squares (LWLS) method has only post-fit residuals. Usually the traditional
BDD methods use some methods for instance L2-norm of the residuals, cumulative
chi-square distribution [86] for deriving the threshold for BD detection. The authors
in [22] define a BDD threshold based on the L2-norm of measurement residuals without
noise and compare the L2-norm of the residuals to the defined threshold for detecting
the bad measurements.

A BDD method based on the pre-fit residuals of SE using Kalman filter is presented
in [I39]. This approach uses a dynamic threshold for detecting bad data, and compares
pre-fit residuals to the dynamic threshold. We adopt this BDD method in our attacks
scenarios (attacks generated using our attack model).
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3.7 Stealthy Attacks

A stealthy attack is an attack that can circumvent the detection. Most of the existing
works (e.g., [22]) assume that an attacker needs to know complete network information
for constructing stealthy FDIs attacks. But in contrast to this statement some of the
existing works [I41] [79] show the necessary information to craft a stealthy attack can be
derived from incomplete information of the system (e.g., online grid topology, offline grid
topology, market data, power flow measurement etc.). Thus launching an FDI attack
needs to implement some techniques such that attackers inject errors on measurements
by keeping residuals under the threshold or by exploiting tolerated measurement error
in SE. We implement FDI attacks in a way they exploit the SE process such that the
pre-fit residuals are under the thresholds [132].

Undetected attacks which successfully circumvent the detection are classified as stealthy
attacks. Dan et al. [42] present stealthy attacks against state estimators. The difficulties
of performing stealthy attacks against measurements are defined by Sanberg et al. [148] as
security indices, and an efficient computation of the security indices is presented in [42].

These attacks are known as minimal stealthy and optimal stealthy, depending on the
compromised measurements while being stealthy.

3.7.1 Optimal and minimal Stealthy Attacks

Minimal stealthy attacks are stealthy attacks that manipulate only a minimum of the
measurements. Dan et al. [42] describe the minimum number of measurements to be
falsified for performing a stealthy attack. If an attacker can perform an attack from
a substation then the attacker potentially can manipulate all measurements from that
substation. In this case, an attacker can manipulate the optimal number of measurements
to be stealthy. It means an attacker can increase the number of manipulated measurements
until the attack remains stealthy. The authors in [42] address minimal stealthy attacks.
Similarly, optimal stealthy attacks on CPS are presented in [168]. Here, the difference
between minimal and optimal stealthy attacks is in the first case an attacker manipulates
the minimum number of measurements while being undetectable, and in latter case an
attacker manipulates the possible number of measurements while remaining undetectable.

3.8 Detection of FDI Attacks

Various mechanisms have been proposed to detect data injection attacks in SG systems.
We focus on data injection attacks on WAMS. Attackers can compromise key components
of a WAMS like PMUs, PDC, super PDC, PGW, core routers and access routers by having
physical access or remote access. Further details on the possibilities of accessing the
components and the consequences of the attack scenarios will be presented in Sec. [5.1.2.2]
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3.8. Detection of FDI Attacks

The attack scenarios describe data integrity attacks by compromising PMUs, PDC,
super PDC, PGWs or routers in WAMS. Here we classify the existing approaches and
investigate to which extent they can help to detect or mitigate the data integrity attacks.
We define three categories depending on the suitability of the methods:

o C(Category 1: Techniques that directly help to detect attacks at least in some parts
of the scenarios in WAMS.

o Category 2: Techniques that can be modified to be applied to our scenarios in
WAMS.

e Category 3: Techniques that do not help in our scenarios in WAMS.

We map each of the scenarios to the techniques using signs v for category 1, ~ for
category 2 and X for category 3 in Table 3.1l

Table 3.1: Mapping of the scenarios S1 to Sg as described in Sec. [5.1.2.2/ to the existing
techniques; signs v for category 1, ~ for category 2 and X for category 3 (source Paudel

et al. [129]).

Detection Tech- | PMUs PDCs super PGWs Access Core
niques PDCs routers routers
(S1) (S2) (S3) (S4) (S5) (S6)

State estimation V43 ~[43] ~[43] ~[43] ~[43] ~[43]
v [99] ~[9] ~[9] ~[99] ~[99] ~[9]
VEY | ~E0 | ~E8 | ~E | ~EY |~
/39 ~[39] ~[39] ~[39] ~[39] ~[39]
~[164] v [164] v[164] ~[164] ~[164] ~[164]
v [126] v [126] v [126] ~ [126] v [126] v [126]

Aggregation X ~[31] ~[81] ~[81] X X
2z | vz
Anomaly detection | ~[I62] ~[162] ~[162] ~[140] ~[127] ~[127]
v[92] ~[140]

Table 3.1] illustrates the applicability of relevant existing works for detecting the attack
scenarios on PMUs, PDCs, super PDCs, PGWs, core routers and control routers. Three
categories of existing detection methods appear in the first column. In columns 2-7
(PMUs, PDCs, super PDCs, PGWs, core routers and control routers) it shows the
mapping of the techniques to the relevant scenarios. The existing works are described in
the following subsections.

3.8.1 State estimation

State estimation methods usually help to detect attacks on intermediate systems. We
denote this with a ~ to indicate that the solution can be applied even if not originally
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developed for the specific scenario. Nevertheless, if an attacker compromises a PDC and
can modify data from multiple PMUs it is easier to alter data so it still looks consistent
for SE. This is similar to the situation with a set of colluding attacks from multiple
compromised devices.

Dehghani et al. [43] discuss attacks by altering PMU data during transmission in PMUs
or PDCs. The authors develop an approach based on static SE (SSE) algorithm to detect
integrity attacks in PMU networks. The PMU network consists of 4 number of PMUs in
the network. The authors calculate a state vector V; using measurements from all PMUs
except data from the i PMU and then repeat this for all i PMUs. Then they use the
average of the state vectors to calculate the Euclidean distance between each state vector
and the average vector. They then select the state vector that has the largest distance to
the average vector and compare it to a predefined threshold for deviation. If it exceeds
the threshold, they assume that the measurement values from that particular PMU have
been altered by an attacker. Applying this algorithm in PMU networks, we can detect
compromised PMU frames in Scenario 1 (PMU compromised) in Sec. 5.1.2.2; but only if
the modifications are large enough to cause a large deviation. Also setting appropriate
thresholds for such systems is not trivial. The method was developed to detect attacks on
PMU measurement values. It may be applied to detect attacks in intermediate systems
as explained in Sec. [5.1.2.2, but with access to multiple PMU values in intermediate
systems it can be easier to make values to appear consistent.

A detection scheme using dynamic SE (DSE) has been developed by [164]. A real-time
depiction of the nominal system is verified based on the knowledge and parameters of
a power system model and real-time PMU measurements. Knowledge and parameters
are static, whereas measurements are dynamic as values are updated continuously. This
step verifies measurement values with the system model. Then the unknown power
system parameters and unknown inputs are estimated using real time PMU data and the
system model. As a third step, malfunctions, cyber attacks and disturbances are detected
by estimating attack vectors and using an attack detection filter. The filter detects
compromised nodes and compromised measurements. Fourth, attack locations and faulty
channels are identified. Fifth, the attacked components are diagnosed and reconfigured
ensuring observability of the power system. After ensuring the observability of the power
system, it is brought back to the nominal state and starts operation, otherwise it keeps
on diagnosing and reconfiguring the system. The method has been developed for the
National Electric Sector Cybersecurity Organization Resource (NESCOR)? scenario for
attacks on PDCs [§], but can be applied to super PDCs also to detect direct attacks on
the PMU data modified at the PMU. This would also work if PMU data is changed on
PGWs and routers.

Pal et al. [I26] assume that nominal transmission line parameters to which the PMUs
are connected are known. The authors then use the measured PMU data to estimate
transmission line parameters (bus voltages, current and phase angles). If the deviation

https:/ /smartgrid.epri.com/NESCOR.aspx
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3.8. Detection of FDI Attacks

between measured and nominal data exceeds a threshold, a data modification alarm is
generated. The method is developed for data manipulation attacks on PMU data. The
data can be modified in the PMU itself or on the way to the control center in PDCs,
super PDCs or routers. The authors do not mention PGWs, but the method can also be
applied if an attacker modifies original measurement values in a PGW.

Liu et al. [99] show how malicious attackers can craft a coordinated stealthy attack that
bypasses classical bad data detection in SE based on a DC power flow model. They show
that attack vectors exist, even if attackers have access only to selected measurements and
limited resources. In [83] the use of some highly secured observation points as trusted
references is proposed based on the same model. Those trusted anchors make it harder
for attackers to find suitable values for stealthy attacks. In [39] both approaches are
discussed and a distributed algorithm is proposed to detect coordinated data injection
attacks. The algorithm is defined for general coordinated attacks in the wide area system.

The methods proposed in [99], [83] and [39] are suitable to mitigate data injection attacks
on PMUs or intermediate systems. As described in Sec. [5.1.2.2 we assume that routers
may be also able to modify the data. Therefore the methods are also suitable against
attacks on routers.

3.8.2 Aggregation

For detection systems based on aggregation, we distinguish between two methods: Data
aggregation that deals with aggregating the measured data itself, and event aggregation
that aggregates the events that were derived by inspecting measurements from one or
multiple observation points.

3.8.2.1 Data Aggregation

Several components in a WAMS perform data aggregation. Aggregating measurement
data at certain points of a system helps to analyze the situation in the overall system,
without the need to store and transmit a vast amount of fine-grain information. Data
aggregation can also have a smoothing effect that reduces the impact of wrong data in a
larger dataset. Nevertheless, aggregation systems might be compromised.

In [122] a data aggregation scheme for smart metering reports is proposed that can
cope with malicious aggregating gateways. Their goal is to maintain non-repudiation
and integrity under the assumption that the gateways have been compromised. In their
scenario, the smart meters and the control center can be trusted and just an intermediate
aggregator on the path is compromised. In this scheme the aggregator does not own
credentials itself, but rather uses homomorphic authenticators to combine authenticated
messages from multiple records into an own authenticated aggregated record, but without
knowing the secret. In contrast to other schemes that assume that the gateway just
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eavesdrop on the data but otherwise follows protocol, the proposed solution does also
work if the aggregator does not comply to protocol operations.

The authors also show that their technique has less computational and communication
overhead, compared to existing techniques. The scheme can be applied to WAMS
scenarios to prevent malicious activities in aggregating devices such as PDCs or super
PDCs. But since PDCs mainly combine records, homomorphic operations on the data
may not even be necessary.

3.8.2.2 Event Aggregation

Kim et al. [81] present a security events aggregation system to provide situation analysis.
This system collects security events from sensors and aggregates the data periodically
or on demand. Event aggregation techniques are widely used for identifying correlated
activities based on the frequency of information. The assumption is that several suspicious
events indicate a problem, whereas a single outlier might be just a false positive.

We can modify and adjust event aggregation systems to aggregate events in PDCs, super
PDCs, PGWs and CCs.

3.8.3 Anomaly detection

It is challenging to protect communication networks from new and unforeseen attacks, as
new vulnerabilities and sophisticated attacks are introduced every day [13, [I5]. Anomaly
detection techniques help to detect such attacks and provide hints to identify the cause
and origin of incidents.

Pal et al. [I127] propose a real-time mechanism for detecting packet drop attacks (on
sensitive synchrophasor data) over the Internet. Packet loss can be due to congestion or
due to an attacker. The authors build a classifier to distinguish both cases. In a given
time interval, if dropped PMU packets are classified as attack drops and the number
exceeds a threshold, then an alarm is generated. This is applicable to attacks on routers.

Sun et al. [162] propose a cyber physical monitoring system to detect smart meter bad
data injection attacks. The authors use Snort [38] to analyze the traffic flow, and in
addition perform energy measurements in the physical system. Energy measurements
are verified against the physical topology and energy conservation laws. Alerts from
cyber network and physical systems are fused to detect attacks. This system checks
the injection energy by combining the energy consumption, total transmission loss and
measurement error. The threshold of total transmission and measurement error is defined
as 5% of the injected energy. If the total transmission and measurement error exceeds
the threshold then an alarm is triggered and it records IP address, date and time. The
method is targeted at smart meters, but by defining threshold values of measurement
error, and checking the difference between the generated values from PMUs and received
values in a PDC, we can detect compromised PMUs.
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3.9. Summary

Rahman et al. [I40] propose a security analysis tool for detecting misconfigurations
in advanced metering infrastructures (AMI). They create a formal model representing
the global behavior of AMI configuration, compliance with security constraints and
verify the potential security threats violating the constraints. The method is targeted at
smart meters, but can be modified to be applied to PGWs and super PDCs to detect
misconfiguration.

Kwon et al. [92] propose a behavior-based Intrusion Detection System (IDS) for the
IEC 61850 protocol by using statistical analysis of classical network features and metrics
based on the protocol specification. The authors combine static features (e.g., protocol
consistency), dynamic features (e.g., frequency and distribution of GOOSE message) and

generic features (e.g., bits and packets per seconds) from the communication network.

They define three metrics for i) generic network features, ii) GOOSE behavior-based

usage pattern and iii) MMS protocol-based commands as input for the anomaly detection.

The authors implement the IDS in a substation and demonstrate that the system detects
attack scenarios successfully. We can apply a similar combined intrusion detection
technique in substation or intra-substation communication, in order to detect anomalous
transmission of PMU data using IEC 61850.

3.9 Summary

In this chapter, we presented the investigation of attacks on SGs, attack modeling
techniques; challenges, security issues and attacks on WAMSs; and existing approaches
for attack detection.

In a first step, we investigated the potential vulnerabilities, security problems, challenges
of SGs and adversary techniques in the literature. It provides insights into i) the effective
cybersecurity measures, ii) the sources of the threats, iii) attack techniques and impacts of
attacks to control systems. This existing work helps me to understand the vulnerabilities

in cyber-physical systems and assess the importance and impact of different attack types.

Our study finds that there is there’s only some research and there are still many open
issues on SG WAMS security. We therefore set the objective of this research to strengthen
the security of the WAMS.

In a second step, potential attacks on different components of SG WAMS are investigated.

It showed that data modification attacks (e.g. FDI attacks) on sensor measurements
at different components of WAMS could impact in the control systems of the power
grid. But literature review shows that existing body of research rarely focus on data
modification attacks against WAMS. Thus in contrast to existing research, we perform
a threat analysis particularly for WAMS architecture. To this end, we develop attack
vectors, attack scenarios and attack trees in order to derive vulnerabilities and attack
scenarios in WAMS. Further, we develop generic attack trees (e.g., for compromising
a device) and develop specific attack trees (e.g., for causing a blackout, manipulating
sensor data).
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In a third step, we study models to represent attacks. Based on our knowledge, existing
body of work on attack modeling represents one attack type with a model; none of them
generate multiple FDI attack types with a model. We bridge the gap by developing a
FDI attack model for generating different attack types.

In a fourth step, existing approaches for detecting bad data and attacks are studied. It
provides the insights into the nature of potential attacks and their detection methods. In
the literature, detection methods are classified in two categories; bad data and attack
detection methods. Bad data can be detected using residuals of SE methods. In order
to apply bad data detection methods in our use case, we implement SSE and DSE
methods namely linear weighted least squares and Kalman filters. We then develop the
promising methods from literature, L2-norm and normalized residual-based methods. In
addition, an existing plain residual-based anomaly detection method in literature [139]
which was previously used for simulated data is reproduced and adopted to our use
case with real data. Further, we design FDI attacks that circumvent detection of the
adopted method. We investigated anomaly detection methods and find that existing
anomaly detection approaches barely consider critical infrastructure setup (e.g., limited
computation resources) of SG. This motivates us to develop an anomaly detection model
considering the critical infrastructure setup. For this, we applied selected lightweight
statistical methods; median absolute deviation (MAD), Kullback-Leibler divergence
(KLD) and Cumulative sum (CUSUM). We further investigate methods for improving
detection performance. In contrast to existing work, we apply the combination of
lightweight statistical methods in SGs. We use weighted voting scheme in [I01] previously
used for combining machine learning methods to combine the statistical methods.

In the final step, we investigate methods for correcting bad (anomalous) measurement.
Models in the literature use historical data for recovering inconsistent system state using
previous consistent (normal) state. Similarly, we develop a model for estimating current
system, replacing anomalous measurement by predicted value of DKF in attack types.
In contrast to existing work, we replace anomalous measurement by predicted value of
DKF in attack types and show how voltage estimation integrity is preserved based on
the anomaly detection results of the statistical methods. Our approach covers the future

work in [85]).
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State Estimation for Power
Systems

Notice of adoption from previous publications in Chapter j
Parts of the contents of this chapter have been published in the following papers:

[132] S. Paudel, P. Smith, and T. Zseby. Stealthy attacks on smart grid PMU state
estimation. In Proceedings of the 13th International Conference on Availability,
Reliability and Security, ARES 2018, Hamburg, Germany, August 27-30, 2018,
pages 16:1-16:10, 2018

[135] S. Paudel, T. Zseby, E. Piatkowska, and P.Smith. An evaluation of methods

for detecting false data injection attacks in the smart grid. In preparation®

Ezplanation text, on what parts were adopted from previous publications:

Discrete Kalman filter and a part of experimental setup described in this chapter are
based on the work done in [132]. Weighted least squares described in this chapter are
based on the work done in [133].

S. Paudel implemented the methods and conducted all the experiments. Theoretical
considerations and experiment planning was done together with all co-authors, the
text and figures in the papers were created together by all authors.

“The paper is in preparation.

In this chapter, we use a simplified state estimation model (derived from [50]) for voltage
estimation based on one phase on a single link. We describe the two SE approaches, linear
weighted least squares and Kalman filter that we use for our experiments. We apply linear
weighted least squares and Kalman filter to data from real power system measurements

41




STATE ESTIMATION FOR POWER SYSTEMS

—
©
0
o
)
2
5 o
X
> o
o]
£:2
[SpE=!
ot
mn <
pas
o=
=D
> 5
F ©
o
L C
T '=
CCL
© <
o
o]
c
o=
s S
£ ©
B .o
[%2)
= 0
[a %
- @
L C
b=
2=
5 ©
o
=1
o ©
6_0
=2
o +~
C u—
£
= C
O .8
25
S >
2
T £
(O]
O =
o ©
j=h o]
oD
a >
g5
o 2
Q_Q_
a9
(UCU
(O]
Q=
[aly=

[ 3ibliothek,
Your knowledge hub

and validate the methods. In addition, we implement an example of the Kalman filtering
and modify the Kalman filter model for adopting it to our context. Then we apply the two
state estimation methods (linear weighted least squares and Kalman filter) for estimating
states in our use case.

State estimation (SE) [16] [IT4] is used for system monitoring and estimating the unknown
system states of a power grid by evaluating the measurement and the power flow models.
Staff members in a control center (CC) or an operator reasons about potential problems
in the power grid based on the SE output. If anomaly detection thresholds are exceeded
then actions are taken against the problems and the effects of the problems. Static SE
[155] [154] relies on a single set of measurements all taken at one snapshot in time, whereas
dynamic SE [109] I81] covers the evolution of the state over consecutive measurement
instants and provides accurate dynamic states of the system.

A power flow model uses a set of equations representing the energy flow on transmission
lines of a power grid. An AC power flow model considers real power and reactive power
formulated by nonlinear equations, which is computationally expensive and may not
converge to a solution [I00]. So power engineers often use a linearized model called a DC
model for approximating the AC power flow model. Our research considers the linear
DC model.

We denote the n states x1,xa, ....,x, (n is the number of sates) and m measurements
21, 29, ....2m from the m meters. A system state of n is represented as state vector by
Eq. (4.1)

T = (T1,T2,...... )T (4.1)

Similarly, a measurement set from the m meters is represented as a measurement vector
by Eq. (4.2)
z = (21,22, czm) (4.2)

where m > n. The measurement error v is expressed in Eq. (4.3)

v = (V1,09 ey UL (4.3)

The measurements set depends on the state which is based on a function h(x) and the
measurement error v. It is represented by Eq. (4.4)

z=h(x)+wv (4.4)

where h(x) = (h1(), ..., hp(2)) 7.

By considering the DC model, the relationship between measurements and states is
represented as a linear relation, which is expressed in Eq. (4.5).

z=Hzx+v (4.5)
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4.1. Weighted Least Squares

where H is a m X n matrix. It depends on the measurements and state variables. Due
to the linear relation it is called a linear model.

State estimations of variables (e.g, voltage, current [138], phase angle [42],) can be done
based on meter/sensor measurements (e.g., from a PMU). Multiple measurements from
different sensors/meters can be used for estimating states.

Existing works (e.g., [139, 137, 150, [77]) provide approaches for linear SE based on three
phases. If the phases are mutually coupled, SE depends on three phases. We do not have
any information about the mutual coupling between the phases. In a similar manner
to [I76], we make the assumption that the phases are independent of each other, so that
we can estimate the states of each phase separately.

We use PMU measured voltage-phasors for estimating the system states. Using rectangular
coordinates allow us to apply linear SE [I1]. Thus, the one phase system true state x is
represented by real voltage and imaginary voltage Eq. (4.6).

xz=1[V

T€true? ‘/'L ]T (46>

Mtrue

With the linear SE, the relationship between the measurements z and state  can be
represented as Eq. (4.7).
z=Hzxz+wv (4.7)

where H is an identity matrix, and v is a measurement noise.

Using this simple model we apply the two SE methods, which have been compared in
[150]: linear weighted least squares (LWLS) and discrete Kalman filter (DKF).

4.1 Weighted Least Squares

We can express the measurement from a sensor zj at time step k by the true state x
and the measurement noise v, and the matrix H describes how the state is related to
the measurements.

zr = Hxp 4 v (4.8)

We assume the measurement noise to be Gaussian p(v) ~ N (0, R) with covariance matrix
R and consider the measurement noise covariance matrix R as time-invariant [176].

SE using LWLS minimizes the objective function [50] represented by Eq. (4.9).

N .S .
J(z) = Z (2 ZE}HJT:CT)z (4.9)
j=1 J

where N is the number of measurements, S is the number of states and R;; is the variance
of the j** measurement.
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With LWLS the estimated state s at time step k is calculated from the measure-
ment zp, the matrix H, the noise covariance matrix R and the gain matrix G as follows
in Eq. (4.10) as shown in [50].

with

. 1T -1
Trwrsk =G H R "z

G=H"R'H

4.2 Kalman Filter

Table 4.1: Notation used in Kalman Filtering

Notation Description

State-transition model

Control input model

Observation model

Identity matrix

Control input

Measurement noise

Measurement noise (time-variant)

Process noise

Process noise (time-variant)

Process noise covariance matrix (time-variant)

Measurement noise covariance matrix

Predicted process covariance matrix (time-variant)

Process covariance matrix (time-variant)

Actual measurement (time-variant)

Actual measurement

Observed measurement

Estimated measurement

Observed measurement (time-variant)

Pre-fit residual (time-variant)

Post-fit residual (time-variant)

L

Real state (time-variant)

Lilk—1

Predicted state (time-variant)

Ty

Estimated state (time-variant)

Ly

Kalman gain (time-variant)

v

Decision level (in DKF)

(4.10)

(4.11)

Kalman filters are widely used for SE in different domains. Kalman filters estimate a
system state @ € R™ based on the previous state and additional variables. xj represents
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4.2. Kalman Filter

the power system state at the current time step k. In the Kalman filter model, the true
system state at time k is represented by the linear equation

x = Axp_1 + Buy + wi (4.12)

where A is a m X m matrix that links a system state at time step k to the previous
state [I70]. In our case (estimating the voltage state from voltage measurements), A is
an identity matrix [L76].

uy, € R represents a set of control variables at time step k, and B is a m x [ matrix
that relates the system state to control variables at time step k. wj; € R™ represents the
process noise at time step k, which is assumed to be Gaussian white noise p(w) ~ N (0, Q},)
with covariance matrix Q.

Normally, the true state in a system is not observable, but one can perform measurements
that are influenced by measurement noise v. Like in Eq. (4.8), a measurement from a
sensor at time k is represented by zj in Eq. (4.13), wherein vy is the measurement noise
and the matrix H describes how the state is related to the measurements.

zr = Hxp 4+ v (4.13)

All of the notations used in this section (Kalman filtering) are illustrated in Tab. |4.1.
Types of Kalman filters (e.g., DKF [I70], extended Kalman filter - EKF [73] [12] are
used for estimating states of different systems. For instance DKF is used for linear state
estimation (LSE), EKF is used for solving non-linear problems. In our work, we only use
DKF as LSE has a lower computational complexity than non-linear SE.

4.2.1 Discrete State Kalman Filter

In a steady state Kalman filter model, the noise covariances (process noise and mea-
surement noise) do not change over time. A case study in [L05] illustrates the Kalman
filter steady state design. A state-space model uses state variables to describe a system.
It describes a system by a set of first order differential equations. A discrete plant as
expressed in [I05] is a state-space system. The state-space system model has process
noise w, measurement noise v and a control signal w as inputs, and real measurement
z and measured signal z, as outputs. Details of the system and its parameters are in
Appendix |A.2.

The model assumes the discrete plant with an additive Gaussian measurement and
process noise as an input to the model. The process noise vector w is chosen from a
normal distribution with covariance @ and the measurement noise vector v is chosen
from a normal distribution with covariance R.

A DKF model (Kalman state estimator) [52, [89] is designed by combining the discrete
plant and the Kalman function [104].

45



STATE ESTIMATION FOR POWER SYSTEMS

=
©
o
[=)
)
=)
S U
x
)
=
250
g
ot
Mn <
pas
o=
=D
o
— ©
N
o C
o =
c S
© <
2o
re)
&=
83
T >
cm
B 0
0
= 0
0O'nx
- @
T c
b=
Q=
5 ©
c 8
S 3
g'o
%]
22
o +~
c
£
= C
(OS]
25
S >
2
T £
[Ce)
O =
o ©
j=h o]
29
g5
o2
5o
o=}
(-5(5
)
Q =
[y

[ 3ibliothek,
Your knowledge hub

DKFs are used for SE when measurements occur at discrete times. Here, we use LSE
using DKFs [27] to estimate power system voltage states, based on PMU measurements.
Thus, the voltage states have a linear dependency on the PMU measurements. The SE
has two stages, named prediction and estimation. Figure 4.1/ depicts the process for
estimating states using a DKF'. Table 4.1 summarizes the notation that we use for the
Kalman filter.

Control input (not used)

ST m e e —m - >

u, 1 Prediction
- Discrete fk/k—l
| Sensor Zk | Kalman —>

Wi SeEe " (e.q. PMU) "| Filter |Estimation
Xijk

Figure 4.1: DKF Model for measuring and estimating states (source Paudel et al. [132]).

In our scenario, we do not have any control input [I76]. Therefore, the model is reduced
to the influence of the previous state and the process noise [138]:

T = Apxp_1 + wyg (4.14)

Q). is the process noise covariance matrix. We assume that Q) is time-variant and
Gaussian, i.e., the covariance matrix of the process noise changes over time and use a
heuristic method to calculate Q,, [I77]. The heuristic method depends on the estimation
error which varies over time.

Here we recall a measurement from a sensor at time k is represented by zj in Eq. (4.13).
In our case, measurements are taken by PMUs.

We assume the measurement noise also to be Gaussian p(v) ~ N(0, R) with covariance
matrix R and consider the measurement noise covariance matrix R as time-invariant [176].
This means the noise factor is random, but the distribution of the noise does not change
over time. In a similar manner as in [I76], we assume measurements in a phase are
treated separately and project uncertainty of conversion from polar to rectangular
coordinates with known R. The matrix H is related to the real and imaginary parts
of the measurements. If a measurement is taken from the same power system bus and
phase, as in our scenario, H is an identity matrix [176].

4.2.1.1 Prediction and Estimation

In the prediction step, an a priori prediction of the current state is determined, based
on the previous estimated state (ﬁck,u x—1)- This is also called the “time-update” step,
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4.2. Kalman Filter

because an update is performed that is looking forward in time prospective. The prediction
at time k is determined using Eq. (4.15).

Zpp—1 = ArZr_1p—1 + Wi (4.15)

The predicted process covariance matrix depends on the previous process covariance
matrix (P;_1|3—1) and the current process noise covariance matrix (Qy), where Pj_;,_;
is a m X m matrix:

Ppji—1 = Pi_q—1 + Qy (4.16)

Meanwhile, for the estimation step, an a posteriori estimate of the current state is
performed, based on the predicted state and the observed measurements. This is also
called the “measurement-update” or “correction” step, because the prediction is corrected
with real measurements.

SE is based on the predicted state (Z;—;) and the observation vector (zy), represented
by Eq. (4.17).
e = HEpp—1 + Li(zr — HEp)p—) (4.17)

Here, the Kalman gain (KG) Ly, describes the relative weight of the measurements and
the current estimated state, i.e., it represents how trustworthy are the measurements.

If the KG is high, the filter puts more weight on the most recent measurements and
therefore follows them more responsively. If the KG is low, the filter follows the model
predictions more closely and puts less trust in the measurements. The KG is between
zero and one and can be used to measure the performance of the filter.

Eq. (4.18) shows the calculation of the Kalman gain Ly for time step k.
Ly =Py H' (HPy, H" + R)™* (4.18)

L, is a m x n matrix that is chosen to minimize previous estimate error covariances. If
the measurement covariance R is small, there is more trust in the measurement.

The process covariance matrix is updated based on the KG (L) and the predicted
process covariance matrix (Pk|k,1), represented by Eq. (4.19), where I is an identity

matrix.
Ppp= I - LyH)Ppp (4.19)

In this work, we use the LSE method that is proposed by Pignati et al. [I39] and Mgller et
al. [I13]. The main reason for using LSE is that it has a lower computational complexity
than non-linear SE. For the measurement error a standard deviations of real voltage and
imaginary voltage of 0.001 p.u. are assumed as suggested in [I50} [149]. The elements of
process noise (Q,) are initialized to 0.01, and we calculate the elements of Q;, at each
step, as proposed by Method 2 in [I77]. The filter we use for SE is partially steady state
as only the measurement noise covariance matrix R is time-invariant.
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4.2.2 Kalman Filter Example

In this section, an example is implemented for validating the concept of filtering.

A Matlab command represented in Eq. (4.20 ) returns a state space model kalm f, Kalman
gain L, innovation gain M (chosen in order to minimize estimation error covariance)
and steady state error covariance P. Kalmf model has two outputs, estimated plant
output z. and estimated state ;. We only take into consideration the estimated state
&y, and discard ze.

[kalmf, M, P, L] = kalman(Plant,Q, R) (4.20)

A parallel connection between the plant and the Kalman filter are created using Matlab
command parallel(sysl, sys2) [106]. For a parallel connection both of the connecting
models should be either continuous or discrete. In our case we consider both of them
as discrete models. Here a system is formed connecting the plant and the Kalman filter
in parallel. The steady state Kalman filter model is shown in Fig. 4.2 Sub-figure 4.2a
shows the original model, parallel connection, inputs to the model and outputs from the
model. As shown in this sub-figure, in the original model (an example) we do not have
access to the observed measurement z,, which is used as input to the Kalman filter. The
model only provides access to the original measurement z (without the noise component).
Measurement noise v (input to plant) and actual measurement z are combined internally
and fed to Kalman filter using a positive feedback but the value is not exported. The
dotted line shows one could not access or see the values.

Plant
I - i » Sensor

w—» Plant

Iy

o Ze Kalman

I
I
| — 2
1

Kalman

filter _——;_’ xklk

14"

(b) Modified
(a) Original

Figure 4.2: Steady state Kalman filter.
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As an attacker we want to manipulate z,. For the manipulation we need to access the
sensor or z,. So we modify the model such that we can access the measured value (z,).
Sub-figure 4.2b/ shows how we split up the sensor from the plant, so that we get z,.

48

[ 3ibliothek,
Your knowledge hub



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

4.2. Kalman Filter

A sensor which has sensor noise (v) is connected to the output of the plant. In other
words the sensor connects the plant’s output (z) to the filter input (z,) with a positive
feedback [I03]. The estimated value of z, by the filter is z. and the estimated state
based on z, is &y, ; ze = H - &y, where H relates states to measurement. From the
connection we can see in the figure z, is the output of the plant and also an input to the
Kalman filter.

We adopt this model to our use case in the power system. Modifications will be discussed
in Sec. 4.2.2.1l

4.2.2.1 Model Modification

Aim of modification: The original model described above in this section has inputs
(u,w,v) and outputs (2, z¢, ). As we use PMU measured values for our experiment,
as an attacker we want to manipulate the measured response z, which is the input to
the Kalman filter. Therefore, we want to have access to the measured response in the
above model. In addition we want to check innovation (residuals) y,,, Kalman gain Ly,
for all iterations.

Kalman [~V
| lbeEr I
1

We——p Plant

Figure 4.3: Modified model with all output values.

Modification: We modify the model such that z, is assigned as input to the Kalman
filter. We simulate the plant and Kalman filter separately. At first we simulate the plant,
which has two outputs: true response and measured response. We assign the measured
response from the plant as input to Kalman filter. Using the estimated output and
estimated state from the filter we calculate y;, and L. Figure |4.3 shows modified version
of the Kalman filter.

4.2.2.2 Experiment

Input signal is a sinusoidal signal u = sin(t/5) where ¢ increases from 0 to 100 (¢ = [0 : 100]
discrete time steps). We set process noise covariance @ to 1. Similarly, measurement
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noise covariance R is set to 1. Process noise w and measurement noise v are randomly
selected noise of Gaussian distribution.

Filter response

5 T T T T T
true (2)
al measured {zv} |
estimated (z e}
3 -
2 L

Output

_5 1 1 1 1 1 1 1 1 1
0 10 20 30 40 50 60 70 80 9 100

Iterations

Figure 4.4: True signal, measured signal and estimated signal using the Kalman filter.

The measured signal is a combination of true signal and sensor noise (an additive Gaussian
noise). Figure 4.4/ shows true, measured and estimated signal of the steady state Kalman
filter.

Sensor connected to the model can cause measurement error (z, — z) and estimation
error (z. — z). The measurement error due to the sensor noise is shown in sub-figure |4.5a
and estimation error is shown in sub-figure |4.5bl

Thus the filtering process filters out some noise such that the estimation error is less
than the measurement error. It indicates that after the filter process, the signal gets
closer to real signal than the measured signal. Similarly, pre-fit residuals and post-fit
residuals are shown in Fig 4.6l Pre-fit residuals in sub-figure [4.6al is greater than post-fit
residuals in sub-figure 4.6b.

4.3 Use Case

4.3.1 Power System Measurements

A measurement model connects the measurements to the system state via a matrix H
which we name as measurement matrix [I76]. In this section, we present the measurement
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4 Measurement error 18 error
3.5 | 1.6
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(a) Measurement error (b) Estimation error

Figure 4.5: Measurement error and estimation error in normal operation.

Pre-fit residual Post-fit residuals
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(a) Pre-fit residuals (b) Post-fit residuals

Figure 4.6: Pre-fit residuals and post-fit residuals in normal operation.
model and the measurement matrix used in our use case.

4.3.1.1 Measurement Model

A bus is a vertical line where components (e.g., loads, generators) are connected, and
a path between two buses is a branch. A measurement model [I76] 149] (represented
by Eq.) links the sets of measurements measured in buses, branches of a power
system to the system’s state variables. Let S be a set of buses and IN be the set of state
variables of a one-phase-power-system. Then the network state is represented as & € R”
where n = 2s, s = |S|, and n = |N|. The state x at all buses is represented as Eq.

x =V, Vi . V]t (4.21)
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We consider only one bus (n = 2) in the following, so the state vector « at the bus is
reduced to Eq. (4.22)
@ =11, Vo]" (4.22)

Let M be the set of phasor-measurements including voltage-phasors and current-phasors,
then measurements set z € R where m = |M| is represented as Eq. 4.23.

z= [ZV] (4.23)

<I

where zy is the set of voltage-phasors and z; is the set of current-phasors.

Current measurements contain a set of current injection and current flow in a system.
Current injection in a node or a bus, and current flow in a branch can be calculated
using the complex current-phasors. Sets of voltage, current injection and current flow
measurements are based on the sets of buses and branches. Thus Eq.|4.23|can be rewritten
as Eq. (4.24).
zy
Z = | By,

zIflow

(4.24)

where zp, . is the set of current injection phasors and zy,,,,, is the set of current flow
phasors represented in Eq. (4.25).

zy = [Vi, ., Viy o, Vi
= L1, L, ., 1) (4.25)

ZIflow = [Il, vy Ii, ,In]

Z]

injg

PMUs provide synchrophasor measurements, and they can be expressed in rectangular
coordinates. Thus SE is linear when we express state (Eq. |4.22) and measurements
(Eq. [4.25)) in rectangular coordinates [167, [78, [76]. States (Eq. 4.22| in rectangular
coordinates are represented as Eq. (4.206).

T = [V].,?”ev ceey Vn,rea Vl,im> ceey Vn,im]T (4.26)
Similarly, measurements (Eq. 4.25) in rectangular coordinates are represented as Eq. (4.27).

2y = [Vl,re; ceey Vn,rea Vl,im> ey Vn,im]
ZIinj = [Il,rm ceey In,rea Il,ima ceey In,im] (4.27)

Zlfiow — [II,T‘67 ooy In,rea Il,ima ceey In,lm]

4.3.1.2 Measurement Matrix

The linear measurement model linearly relates the measurements to the state variables.
Therefore matrix H links measurements to states. Matrix H is time-invariant because it
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4.3. Use Case

depends on the network topology, and electric parameters of the power system. It needs
recalculation only if there is a change in the network topology.

H is related to voltage-phasors, current injection and current flow phasors. Therefore,
H is splitted in three parts as represented by Eq. (4.28).

(4.28)

H for voltage-phasor measurements Elements of Hy are either ones or zeros, and
they link real or imaginary part of the voltage measurement to real or imaginary part of
the state variable. Hy is defined as

(4.29)

hs hy

where hj links real part to real part of voltage to real part of state, ho links real part of
the voltage to imaginary part of state, h3 links imaginary part of voltage to real part of
state and h4 links imaginary part of voltage to imaginary part of the state.

H, for a bus is represented by Eq.(4.30). Derivation of H, for multiple buses is shown
in Appendix [A.3.1.1l

=y (430

H for current-injection-phasor measurements Elements of Hy, . are the elements
of the admittance matrix, and they link current-injection measurement to the voltage
measurement. Admittance matrix for s buses network can be defined as a Y s« matrix,

and it is represented by Eq. (4.31) [14} [76].

Yii ... Yy,
2 (4.31)
Ya ... Y

Real and imaginary parts of the admittance matrix can be written as Eq. (4.32)).
Y=G+4B (4.32)

where G is the real part and B is the imaginary part of Y.

H,,, for one bus is represented by Eq. (4.33). Derivation of Hy, . for multiple buses is
shown in Appendix|A.3.1.2,
¢ -B ] (4.33)

Hr,, = [B G
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H for current-flow-phasor measurements Elements of Hy,  link current-flow
measurement to the voltage measurement. Thus elements of Hy,, , are the functions of
state variables. Considering a two port m model of transmission lines as shown in Fig. [4.7,
we can derive the elements of Hyp,, . A two port m model has two buses [ and h at two
ends of a transmission line. This transmission line is called a branch between the buses [
and h. The model has m-longitudinal admittance (also called as series admittance) and
m-transverse admittance (also called as shunt admittance).

Figure 4.7: 2 port m model of a transmission line (adapted from source Abur et al. [I4]).

The m-longitudinal admittance is the inverse of the m-longitudinal impedance zj, of
the transmission line (or the branch). The impedance in rectangular coordinates is
represented by Eq. (4.34)

Zin = Tin + JjTin (4.34)
where 7y, is resistance and xy is the reactance. Thus the m-longitudinal admittance is
represented as Eq. (4.35)

Yh = — (435)

The m-transverse admittance ¥y from the side of bus [ in rectangular coordinates is
represented by Eq. (4.306)

Y0 = gio + Jbio (4.36)
where gj¢ is conductance and b;g is susceptance from the side of the bus [.

Similarly, m-transverse admittance matrix ypo from the side of the bus h in rectangular
coordinates is represented by Eq. (4.37)

Yno = gno + jbro (4.37)
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4.3. Use Case

where gy is conductance and by is susceptance from the side of the bus h.

Current flow in a branch from the two ends [ and h of the branch are different. We
denote the current flow phasor in the branch from bus [ to h by Ij;, and the current flow
phasor from bus h to bus [ by Ij;. Calculation of I, using voltage phasors (or using
state variables) is represented by Eq. (4.38) [176].

I, = yin(Vi = Vi) + yioVi (4.38)

where V] is the voltage at bus [ and V}, is the voltage at bus h.

Real part of the current flow phasor I, is represented by Eq. (4.39)

Ilh,re = glh(w,re - Vh,re) - bih(w,im - Vh,im) + glOW,re - blOW,im (439)

Imaginary part of the current flow phasor Iy, is represented by Eq. (4.40)

Ilh,im = glh(w,im - Vh,im) + blh(w,re - Vh,re) + glﬂw,im + blOW,TC (440)

Elements of H that relate current flow measurements to the state variables are defined
as a matrix Hyp,,  in Eq. (4.41). Each element of H is defined for relating real part (re)
and imaginary part (im) of the measurements and states variables. In our use case we
have one bus, so the matrix Hy,,, for a bus is represented as Eq. (4.41) (see Appendix
A.3.1| for multiple buses).

hi h
HIflow = [ ' 2‘| (4'41)
where
4.42
4.43
4.44
4.45

hy"re = gin + 910
hy"$, = —(bin + bio)

(4.42)
(4.43)
hs're = bun + bio (4.44)
hy'h = gin + 910 (4.45)
The superscripts in (4.42) to (4.45) mean the real part (re), the imaginary part (im) of
the measurements; and the subscripts mean the real part (re) and the imaginary part

(im) of the state variables.

4.3.2 Power System Use Case

We use PMUs measurements of a smart grid network in EPFL campus. Electric
parameters of lines used in the network are resistance R = 0.159 Q/km, reactance

X =0.113 Q/km. It is a short lines network as all of the lines are less than a kilometer.

We do not have information about the shunt capacitance of the network, and according to
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Reta-Hernandez [144], for transmission lines less than 80 km effect of shunt capacitance
is negligible. In this case we consider only the available information of resistance and
reactance of the lines. We also do not have any information of mutual coupling of the
phases, therefore we make as assumption that phases are independent to each other [176].

We consider a model which has PMUs deployed in each of the nodes (buses) and have a
branch between the nodes. Current injection in a node is measured by a PMU installed
in the node. Current injection to the node and current flow from the side of the node
have different signs due to their directions. If there is only one branch between two nodes
(as depicted in Fig. |4.8)) under the above circumstances (shunt admittance is negligible),
then using Kirchhoff’s law we can say current injection in a node equals the current flow
from the side of the node, only the difference is the positive/negative sign. Here we do
not distinguish between flow or injection and use the term current for representing the
current magnitude. Thus we develop a one-phase SE model intended to be deployed at
each node/bus. It uses PMU measurements at each node for estimating the states.

i h
I; .
[R [&h
| L

Figure 4.8: Current injection to a bus and current flow from the side of the bus in a
branch.

PMU measurements at each node is represented by Eq. (4.46).

v
z= lll (4.46)

where z is a set of voltage V and current I measurements.

Separation of real and imaginary parts of the measurement z in Eq. (4.46) is as follows:

Ve

Zre = lIre] (4.47)
Vi

- [Ii ] (4.48)

We consider the voltage phasor for states, which we express with real and imaginary part.
Thus, state at each node in rectangular coordinates is represented by Eq. 4.49.

Vie
x = [v ] (4.49)
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4.3. Use Case

As PMU measurements are the complex phasors of voltage and current. Separation of
real and imaginary parts of the system state « in Eq. (4.49) makes SE less complex.
Separation of the state’s real and imaginary parts is as follows:

Tre = [Vie] (4.50)
Relationship between the measurements and the system state can be written as Eq.

(4.52).
_ HV V;“e
= |H| Vi

where Hy is the identity matrix for voltage measuremetns and H; is the admittance
matrix for current measurement as shown in Equations (4.30) and (4.33) respectively.

+wv (4.52)

Here again we recall the SE using both LWLS and DKF. Using LWLS method, estimated
state at time step k is represented by Eq. (4.53)) [100].

ﬁ:LWLS,k = GilHTRilzk (453)

where G is a gain matrix.

Similarly, using DKF method, estimated state at time step k is represented by Eq. (4.54)).
Zpp = HEpp—1 + Li(zr — HE ) (4.54)

where &y ,_; is the predicted state at time step k and Ly is kalman gain at time step k.

The states can be estimated in two ways i) using only voltage measurements or ii) using
both voltage and current measurements. We present these two cases in the following
sections.

4.3.2.1 Experimental setup

EPFL campus PMU network [47] is part of the electrical distribution network. A 20 kV
active distribution network (ADN) connects PMUs via a communication network. The
PMUs in the network are intended to meet the requirements of IEEE Std C37.118.1-
2011 [5] and IEEE Std C37.118.1a-2014 [7] for the synchrophasor measurements of power
systems. Some adjustments to the PMUs have been made for them to be used in an
ADN; therefore, the PMUs that are described in [I45] are used. In this setting, UDP
datagrams are encapsulated according to IEEE Std C37.118.2-2011 [4] and communicated
over a secured communication network. A detail description of the system architecture
and characteristics of the PMUs is presented in [I38]. The base voltage of the PMU
network is 11547.0054 kV.
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Polar voltages are derived from PMU provided voltage magnitudes and base voltage of
the network. Series impedance is calculated using resistance and reactance. First, we
calculate admittance using the impedance then calculate conductance (G) and suceptance
(B) using the admittance. According to closely related existing work [I76] we define
standard deviations of real voltage, imaginary voltage, real current and imaginary current
current as 0.001 p.u. We keep the phase angle fixed by the first observed phase angle in
order to be able to apply the residual-based detection method, as explained in Section

Let n be the number of states using m number of measurements at time step k. Table
4.2/ shows matrices and their dimensions in SE using DKF and LWLS. In our scenario,
true system state & = [V, Vim]T. Thus the number of states is n = 2. We initialize the
true state  with the observed state and separate SE in two cases i) using only voltage
measurements i.e., m = 2 , z = zy where zy = [V,e, Vin]? and ii) using both voltage and
current measurements i.e., m = 4 and z = [zy, z7|7 where [2v, 27]T = [Vie, Vim, LIres Tim) -

Table 4.2: Matrices of Kalman Filter and their dimensions.

Notation | Dimension | Description

Tk nxl1 True state (time-variant)

2k mx 1 Measurement (time-variant)

Ly, n xm Kalman gain (time-variant)

Py nxn Predicted process covariance (time-variant)
Py nxmn Process covariance (time-variant)

Qk nxmn Process noise covariance (time-variant)
A nxn State transition

H mXxn Observation model

R m X m Measurement noise covariance

Tp/h—1 nx1 Predicted state (time-variant)

Th/k nxl1 Estimated state (time-variant)

G nxm LWLS gain

Trwrsk nx1 LWLS Estimated state

In the attack scenario, real voltage and imaginary voltage are calculated from manipulated
polar voltage whereas real current and imaginary current are calculated from actual (non-
manipulated) polar voltage. Voltage measurements under attack are zy = [Viem, V}m,m]T
and current measurements are z; = [, Iim}T. The measurements are fed to the estimator.
Here non-manipulated measurements are illustrated without any additional subscripts.

In Kalman filtering, we initialize process noise Q,, as diag(0.012,0.012) where standard
deviations of estimated real state and imaginary states are assigned as 0.01.
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4.3. Use Case

4.3.2.2 Using only voltage measurements

Two measurements (real voltage and imaginary voltage) are used for estimating two
states (real state and imaginary state). In this setup, we have a 2 x 2 identity matrix H
and a 2 X 2 measurement covariance matrix R, as shown below

2
0'1 0
R= l ’ U%] (4.55)

where o7 is variance of real voltage and o3 variance of imaginary voltage.

Voltage measurements using the measurement model are calculated as
1 0|V, 1-V
— Hx — re | _ re 4.
Thus voltage measurements are just the same as the state represented as
ZV,re = Vie (457)
ZVim = V;m (458)

Using LWLS, the objection function in Eq. (4.9) (see Sec. 4.1) can be simplified as

(‘/re_(l‘/T‘e"’_ovzm))2+(v7,m_(0‘/:re+1V;m))Q

Tzo) = 4.59
(@v) o2y, o2y, (4.59)
Thus the objective function in Eq. (4.59)) can be rewritten as
V;"efl'V;"eQ Vvimfl"/im2
J(zy) = ( ) + ( ) (4.60)

oV a?v,
It shows that the estimated value equals the observed value and residuals are zero. In
other words J(zy ) = 0.

Using DKF, the estimated value at time step k shown in Eq. (4.61) is based on the
predicted value (Zj,—1) and measurement (z;), thus values of pre-fit residual (zj, —&|;—1)
and post-fit residual (z; — #);) using DKF are non-zero.

Zpp = HEpp—1 + Li(zr — HEpp-1) (4.61)
Estimated states of DKF and LWLS using only the voltage measurements are presented

in the following sections. First, we show estimated states in normal operation, then
illustrate the estimation under attack.
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Estimation Results Here we keep the phase angle constant with the first observed
phase for SE. Actual polar voltage is visualized in Figl4.9 and first phase angle is 0.4340

radian.

Polar Voltage
1.059 T T T T T T

1.058
1.057
1.056

1.055

1.054 1 7

1.053 . . . . . . . . .
0 05 1 15 2 25 3 35 4 4.5 5

Vp.u. %10%

Figure 4.9: Visualization of actual polar voltage.

Measurement

—— Observed real voltage

x10*

—— Observed imaginary voltage
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Figure 4.10: Visualization of measured real voltage and imaginary voltage.
Real voltage and imaginary voltage are calculated using the polar voltage and the constant

phase angle. Figure 4.10/ shows observed real voltage and imaginary voltage in normal
operation. From the figures 4.9/ and |4.10, one can see polar voltage, real voltage and
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4.3. Use Case

imaginary voltage have same pattern but different magnitudes. The two voltage signals
shown in Fig. |4.10 are fed to the estimator, where two estimation methods (LWLS and
DKF) are deployed.

We compare estimated states using the methods (LWLS and DKF) in normal operation,
which are visualized in Fig. 4.11L Sub-figure 4.11a shows estimated real and imaginary
voltage using LWLS. The estimated real and imaginary voltage using LWLS is the same
as the observed voltages signals. Similarly, sub-figure 4.11b| shows estimated real voltage
and imaginary voltage using DKF. One can see from the sub-figure |4.11b| that estimation

process filters out noise and smooths the real voltage and the imaginary voltage signals.

From the upper part of the sub-figure |4.11b, we can see the estimation process filters
out more noise and smooths the real voltage signal than in the imaginary voltage (see
lower part of the sub-figure 4.11b). It is because DKF puts less trust in real voltage
measurements and follows the model predictions, and puts more trust on imaginary
voltage measurements and follows the measurements more responsively. This can be
explained using Kalman gain. From Fig. |4.12] we can see that Kalman gain of real voltage
is lower than imaginary voltage because real voltage has higher variation than imaginary
voltage (see Fig. 6.3 in Chapter 6). This results less trust in real voltage measurements
(follows prediction model) and more trust on imaginary voltage measurements (follows
the measurements more responsively). This can be seen in the sub-figure |4.11b that DKF
follows prediction model so that estimated real voltage is less noisy and the estimated
imaginary voltage is close to the measurements as it follows the measurements.

0. 443

Weighted Least Square Discrete Kalman Filter
0.962 0.96
Fon Estimated real voltage
Eslimated real voltage r‘l - s ~
ol 3 N 7N FAR
3 098 5 0.959 / AV A 7 v o# )
/ Y ] \ i \ \
“ ! D.E /-A; v \ / “.'“J \“
> 0.958 > pos8| | W g k
4
I
0.957 -
0 0.5 1 15 2 25 3 35 4 45 5
10* 10*
0.446 0.446
—— Estimated imaginary vdhge —— Eslimated imaginary voltage
:| 0.445 5 0.445 'A
= ‘ » 4\ | i
MM 2L ittty iy
> 0.444 > 0.444 " | it 1
| i \
1
2

0.443 i . . . . . .
0 05 1 15 2 25 3 35 4 45 5
No. of nerat\ons 10“ No. of iterations «10%

(a) Estimated states using LWLS (b) Estimated states using DKF

Figure 4.11: Estimated real voltage and imaginary voltage in normal operation.

Using DKF, residuals are categorized in two categories, pre-fit residuals and post-fit
residuals but this is not the case using LWLS because there is just one estimation step in
LWLS. Thus we analyse and compare pre-fit residuals and post-fit residuals of DKF and
compare them to residuals of LWSE. Residuals of DKF and LWLS in normal operation are
visualized in Fig. |4.13. Sub-figure 4.13a shows pre-fit residuals and sub-figure 4.13b shows
post-fit residuals of real and imaginary voltage using DKF. From the sub-figures, one can
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4. STATE ESTIMATION FOR POWER SYSTEMS
6 %107 ‘ . . Kalman gain . .
—— real voltage kalman gain
4 1
2N
2| - 1
0 ‘ . . ‘ . . ‘ . .
0o 05 1 15 2 25 3 35 4 45 5
x10%
5 x10°
15 \ imaginary voltage kalman gain
£ \
E 1L |
i \\‘\H
T
0.5 —_— 1
0 ‘ . . ‘ . . ‘ . .
o 05 1 15 2 25 3 35 4 45 5
No of iterations «10%
Figure 4.12: Visualization of Kalman gain of real voltage and imaginary voltage in normal
operation.
see the pre-fit residuals and post-fit residuals are close to each other. But the residuals
look different for real and imaginary voltage as the estimation process follows prediction
model in real voltage and follows measurements in imaginary voltage. Magnitudes of the
residuals of LWLS aligns to the theory presented in the previous section and have zero
values.
3 %103 Discrete Kalman Filter P « 103 Discrete Kalman Filter
! ' Prefit residuals - real voltage ! ' — " Postfit residuals - real voltage
B | |
-40 O,‘S I1 1‘5 2 25 3 35 4 45 5 25 3 35 4 45 5
«10* %10*
—— Prefit residu;\s - imalgmmy voltage — Postfit res)duials - lmalglnary voltage
’ 0 0:5 1 15 2 25 3 3.5 4 4.5 5 ’ 0 0:5 1 15 2 25 3 3.5 4 4.5 5
No. of iterations «10* No. of iterations «10*
(a) Pre-fit residuals of DKF (b) Post-fit residuals of DKF
Figure 4.13: Residuals of real voltage and imaginary voltage in normal operation.
In the case of SE using only voltage measurements, as expected residuals of LWLS is
zero but both pre-fit residuals and post-fit residuals using DKF are non-zero. In addition,
62
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4.3. Use Case

as expected residuals of DKF follow the pattern of voltage signal, for instance residuals
fluctuates if voltage signal fluctuates and so on.

4.3.2.3 Using both voltage and current measurements

Here we use four measured values (real voltage, imaginary voltage, real current and
imaginary current) for SE. Two states (real and imaginary) are estimated using the
measurements.

Calculation of voltage measurements are shown in section |4.3.2.2, we recall representation
of real voltage and imaginary voltage as follows
Vre
zy = 4.62
o=y (1.62)
Now we show calculation of current measurements using the measurement model. For

the current measurements, we name matrix H as H;. Hy is a 2 X 2 matrix as shown
below

G -B
H;= lB G] (4.63)
where G is real part and B is imaginary part of the admittance H.
Current measurements using the measurement model are calculated as below
o o G —-B Vre - G : ‘/7“6 -B- ‘/7“6
Z[—H[%—[B G]lm]_lee+GWm (4.64)
Thus real current and imaginary current are represented as
Le=G - Ve —B- Vi, (4.65)
ILim=B - Vie+ G- Vip (4.66)
Thus measurements are represented as
Vre
2= | Vim (4.67)
Ire
Iim
Measurement covariance matrix R is represented as
0‘2/77“6 0 0 0
_ 0 U\Z/z'm 0 0
R = 0 0 O_%M 0 (4.68)
0 0 0 OFim
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4. STATE ESTIMATION FOR POWER SYSTEMS
where 0‘2/7re is variance of real voltage, U‘Q/,im is variance of imaginary voltage, a%re is
variance of real current and a%im is variance of imaginary current.
Matrix H from voltage and current measurements is
1 0
0 1
H = G _B (4.69)
B G
With LWLS the estimated state Zrw s at time step k is calculated from voltage and
current measurements zj, the matrix H, the noise covariance matrix R and gain matrix
G as shown in Eq. (4.70) [50].
Erwrsk =G 'H'R 'z, (4.70)
Objective function of LWLS ( represented in Eq. (4.9)) for current measurement can be
simplified as
Lie — (G- Ve — B - Vip))? Lim — (B - Ve + G - Vip))?
J(CL‘[) _ ( re ( 72’6 zm)) + ( im ( 2’/‘8 + zm)) (471)
0% e 07
Thus the function in Eq. (4.71) can be rewritten as
Lie — G- Vie + B-Vip)? Lim — B - Vipy — G - Vi)?
Iy = Bre =G Vet B-Vin)” | Uin = B-Vin = G-Vin” ; 7
9 Ire o Iz
The objective function using both voltage and current measurements is
J(.Z‘VJ) = J(.ﬁv) + J(.’B[) (4.73)
J(zy) =0 but J(xr) is non zero. Thus in this case, residuals of LWLS are non-zero.
Using DKF, estimated value at time step k& shown in Eq. (4.74)) is based on the predicted
value (Zj,—1) and measurement (z), thus in this case also values of pre-fit residual
(2k — @|p—1) and post-fit residual (zp — &,) are non-zero.
Zpp = HEpp—y + L(zx — HZ 1) (4.74)
Estimated states using DKF and LWLS will be presented in the following sections.
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4.3. Use Case

Estimation Results We use polar voltage shown in Fig. 4.9/ and calculate voltage
measurements as mentioned in Sec. |4.3.2.2. Current measurements are calculated using
the real voltage and imaginary voltage derived from the actual signal. Observed voltage
and current measurements in normal operation is shown in Fig. 4.14. Sub-figure 4.14a
visualizes observed real and imaginary voltages, and sub-figure 4.14b| visualizes observed
real and imaginary currents.

Measurement Measurement
0.962 5340
—— Observed real volltage I Otwarvad rasl cleraot
5 096 | 5 5330 ‘
=5 a
[ ] [ "
> 0958 " A ~ 5320 f
0.956 i i i ; i i ; i : 5310 i :
0 05 1 15 2 25 3 35 4 45 § o 05 1 15 2 25 3 35 4 45 5
%10 x10*
0.446 -986
—— Observed imaginary voltage 088 Observed imaginary current
5 0445 5
o (=%
£ ‘ £ "990 MW ‘
> 0.444 i " d 1 - A
992
0.443 i A | . ; i . . H 004
o 05 1 15 2 25 3 35 4 45 & 0o 05 1 15 2 25 3 35 4 45 5
No. of iterations «10* No. of iterations % 10%
(a) Real and imaginary voltage (b) Real and imaginary current

Figure 4.14: Observed voltage and current measurements in normal operation.

Weighted Least Square Discrete Kalman Filter
0.962 0.96 -
N Estimated real voltage
Estimated real voltage Sty %,
0.96 0.959 Ao Ao P i
3 O 3 0 \ P \ il \
a = ! W 'l-‘{ i { \\ / \ _,-/ \‘
® © F L \ \
> 0958 > 0958 | V) ¥ \
- \rA
0.956 + 0.957
0 0.5 1 15 2 25 1 2 3 4 5
«10* «10*
0.446 0.445
—— Eslimated imaginary voltage s —— Estimated imaginary valtage
5 0445 5 04445 4N - Y e =
a 1 ! T e J X
€ £ i \ 8 N Y
> 04u4 > pass| [/ g .
1~
0.443 : ; ' L ; ; 0.4435 L
0 05 1 15 2 25 3 35 4 45 5 0 1 2 3 4 5
No. of iterations %10* No. of iterations «10%
(a) LWLS (b) DKF

Figure 4.15: Estimated states using LWLS and DKF in normal operation.

Figure [4.15) shows estimated real and imaginary voltage using LWLS and DKF. From
the sub-figures 4.15a and |4.15b, one can see that estimation using DKF smooths out
the signals. It is due to less trust on the recent measurements which can be explained
using Kalman gain. Kalman gain of real voltage is lower than imaginary voltage From

Fig. 4.16], one can see Kalman gain is low in normal operation because of high variation.
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4. STATE ESTIMATION FOR POWER SYSTEMS

Estimation using LWLS is quite close to the original real and imaginary voltage signals.
It can be seen by taking a closer look in the residuals.

. L1072 Kalman gain

real voltage kalman gain

0 . . . .
0 0.5 1 15 2 25 3 35 4 4.5 5
x10%
-3
15 0 . . . . . . . .
\ —— imaginary voltage kalman gain
1 \ -
E
= .,
. —
05 Te— 7
_——__——_
0 . . . . . . . . .

0 0.5 1 15 2 25 3 35 4 45 5
No of iterations <104

Figure 4.16: Kalman gain in normal operation.
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Il Iu"‘ |\\||\H|‘|\|I| |‘| 1l | | ‘ \‘
S S N TR L | A R Ui|
a \f |‘
e \f \
= 4 i
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3 i i f i .
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El o ot I i T
:i.E i JML NM'\ ‘I \JHI‘\”\\II J" \‘1‘“ ‘ JL
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- 2 i i .
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(a) Residuals of LWLS (b) Residuals of LWLS (zoomed in)

Figure 4.17: Residuals of real voltage and imaginary voltage using LWLS in normal
operation.

From Fig. 4.17, we can see residuals in LWLS are close to zero. Residuals of real and
imaginary voltage in LWLS are shown in sub-figure |4.17a. (Post-fit) Residuals (observed
values - estimated values) of LWLS for first 100 data points are shown in sub-figure
4.17h|; this figure shows that estimated values are close to observed values. The estimated
values of real voltage are always greater than the measured (observed) values (because
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Figure 4.18: Residuals of real voltage and imaginary voltage using DKF in normal

operation.

the signals of real voltage and real current are same, so estimated values are greater), so
the residuals of real voltage are always negative, but this is not the case in imaginary
voltage (because the signals of imaginary voltage and imaginary current are different so

estimated values are smaller).

Figure 4.18|shows residuals of DKF. Sub-figures |4.18a/ and |4.18b| visualize pre-fit residuals
and post-fit residuals of real voltage and imaginary voltage respectively. From sub-figure
4.18c| we can see there is very small difference in pre-fit and post-fit residuals of real
voltage. Thus pre-fit and post-fit residuals are similar in normal operation.
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4.4 Summary

In this chapter, we presented the SE model, accompanied by two SE approaches (i.e.,
LWLS and DKF). These two approaches represent two classes of methods for SE: LWLS
is a static SE method and DKF is a dynamic SE method. The results analysis showed
that dynamic SE is better than static SE because the residuals from dynamic SE are non
zero and also the changes are visible in the residuals.

In the first step, we used an example to demonstrate SE. Concept validation of Kalman
filtering was demonstrated using the Kalman filter example, which was later modified
and adopted in order to validate results from our use case.

In the second step, our use case of a power system was presented. A measurement
matrix was used to describe the relationship between the system-states and the measured
values (voltage phasors, current-injection phasors and current-flow phasors). The SE
using the approaches WLS and DKF was presented for two cases i) using only voltage
measurements, and ii) using both voltage and current measurements. The experimental
results of the SE were presented for the cases.
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CHAPTER

Attacker Model

Notice of adoption from previous publications in Chapter 5
Parts of the contents of this chapter have been published in the following papers:

[129] S. Paudel, P. Smith, and T. Zseby. Data Integrity Attacks in Smart Grid Wide
Area Monitoring. 4th International Symposium for ICS and SCADA Cyber
Security Research, 2016

[130] S. Paudel, P. Smith, and T. Zseby. Attack models for advanced persistent
threats in smart grid wide area monitoring. In Proceedings of the 2Nd Workshop
on Cyber-Physical Security and Resilience in Smart Grids, CPSR-SG’17, pages
61-66, New York, NY, USA, 2017. ACM

[132] S. Paudel, P. Smith, and T. Zseby. Stealthy attacks on smart grid PMU state
estimation. In Proceedings of the 13th International Conference on Availability,
Reliability and Security, ARES 2018, Hamburg, Germany, August 27-30, 2018,
pages 16:1-16:10, 2018

[133] S. Paudel, T. Zseby, E. Piatkowska, and P.Smith. An evaluation of methods
for detecting false data injection attacks in the smart grid. In preparation®

Ezplanation text, on what parts were adopted from previous publications:

Introduction of this Chapter is based on the work done in [132]. The threat analysis
described in this chapter is based on the work done in [129] and [130], the attack
vectors is based on the work done in [129] and the attack trees is based on [130)]. The
attack model described in this chapter is based on the work done in [133]. The false
data injection attacks described in this chapter is based on the work done in [132]

and [133)].
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S. Paudel implemented the model and conducted all the experiments. Theoretical
considerations and experiment planning was done together with all co-authors, the
text and figures in the papers were created together by all authors.

“The paper is in preparation.

In this chapter, we present an overview of attackers motivation, a threat analysis describing
potential attack vectors, measurement manipulation attacks and potential consequences of
the attacks. We then introduce false data injection attacks and present an attack model
with a generation of attack types using this model.

Attacks on computer networks can be classified in two categories, namely (i) active
attacks and (ii) passive attacks. In an active attack, the adversary manipulates data
or equipment in the network. Data injection, data modification, packet drop attacks
etc. are examples of active attacks. Passive attacks are related to gathering critical
information in the network and learning the characteristics of the network or data being
transferred, for example, by sniffing or eavesdropping. Passive attacks are often used to
gather information for attack preparation. Multiple attack components can be combined
to create a more advanced type of attack called an advanced persistent threat (APT), in
which for instance first information is exfiltrated in a passive attack to learn the system
state and its vulnerabilities, and then an active attack is launched to cause major damage
to the system. An APT combines different attack methodologies, intrusion technologies,
techniques and tools to compromise interconnected information and their target [34].
APTs usually implement several stages or sub goals before achieving an ultimate goal.

Phasor measurement units (PMUs) report high-frequency real-time voltage, frequency,
phase angle, and many more measurements. Amongst other applications, they can be
used to support real-time situation awareness, enabling operators to rapidly identify
problems, such as line faults, and take informed corrective actions. Measurements from
PMUs can be input to a state estimator, e.g., based on weighted least squares or Kalman
filters, to mitigate measurement errors and provide estimates about the state of regions
of a power grid that are not being directly observed. It is expected that PMUs and
state estimation will play an increasingly important operational role in power systems
monitoring and control.

Meanwhile, there have been several recent cases in which an attacker — by cyber means —
has successfully caused operational impact [93] 94L [75]. Perhaps the most notable example
of this form of attack being the incident in the Ukraine in December 2015, in which
a major power blackout was caused [94]. In almost all of these cases, the attacker is
thought to have implemented a series of attack steps — a so-called kill chain — using
relatively advanced and stealthy techniques over an extended period of several months.

Our research questions about attacks on a wide area monitoring system (WAMS) read:
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5.1. Threat Analysis

« RQ 1.1: How can an attacker cause false data injection attacks in a WAMS?
Rationale: Components used for critical functions and making decisions in a WAMS
use sensor data (e.g., PMU data). Attackers target to compromise the components
used for critical functions and making decisions. We want to identify potential
attacks against a WAMS by investigating major possibilities of how an attacker
can launch severe attacks against critical components.

¢ RQ 1.2: How can multiple different false data injection attack forms be expressed
in one comprehensive attack model?
Rationale: An attacker can generate different attack types. For instance, an attacker
aims to appear normal, aims to hide a faulty system state and so on. We investigate
the possibilities of generating different attack types. Consequently, we assume we
could generate different attack types using different attack parameters. It is of
advantage to have a general model that covers different attack forms. With this
theoretical considerations the model can be formulated in a more general way.

In this context, a potentially attractive target for an attacker is the measurement and
state estimation infrastructure, which leverages PMUs, that is used to inform control
decisions. The goal of an attacker would be to manipulate measurements, such that
they do not reflect the actual system state, so that an operator — or an automated
system acting on their behalf — performs incorrect control decisions. For example, an
attacker could manipulate measurements to appear normal, to hide a faulty system state
that should be mitigated (and vice versa). Such an attack could result in the severe
power systems effects that have been explored by previous work [I13]. For the attacker
ideally, this data manipulation attack should be implemented in a way that it is hard to
detect, i.e., the attack should be stealthy. In previous work, we already have explored
the different ways how an attacker can use several attacks steps to compromise WAMSs,
which includes PMUs, using cyber and physical means [I129]. For establishing an attack
model, we perform the following steps

o We first look at the attack vectors that can be used to attack a WAMS architecture.

¢ We then provide descriptions of different attack scenarios.

o Based on the scenarios, we generate attack trees to show different options how an
attacker can reach his goal and discuss which strategies an attacker may choose.

5.1 Threat Analysis

A WAMS has many components for critical functions and making decisions. Attackers
launch complex sophisticated attacks targeting WAMS. In this section, we will consider
all the devices, their interfaces, hardware and software in WAMS and will investigate on

major possibilities how an attacker can launch severe attacks using these components.
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For this, we will use attack trees and will present generic and specific attack models on
WAMS by representing them in graphical and in simple text lines tree format.

5.1.1 Attack Vectors

Each device in a WAMS is a combination of hardware and software. For the attack
model, we distinguish between a) the physical device itself, b) the software running on
the device and ¢) the communication components. We explain the influencing factors of
the different components for attacks below.

5.1.1.1 Physical Device

Physical devices are connected to each of the phasor components. PMUs are the physical
devices that measure the electrical waves on an electricity grid. Different devices are
used for hosting PMUs, PDCs, super PDCs, or control processes. Routers are used for
interconnection of different components and devices in the Smart Grid network. The
level of protection for the devices differs based on the functionality. PMUs are at different
locations in the power grid, for instance in substations. Therefore, some protection of
the physical device can be assumed. PDCs collect data from multiple PMUs and may be
even more protected. PMUs and PDCs can also have some tampering detection methods
installed to prevent unauthorized opening of the chassis. Since a direct attack to the
CC allows an attacker to directly invoke control decisions, it is considered as the most
severe case. The CC is therefore assumed to be the best protected element. Intermediate
network devices such as routers also typically reside in physically protected server rooms.

5.1.1.2 Software

Software is used for different functionality, providing the operating system, monitoring
tasks, and taking decisions. A software can have different components for example, a
component for dealing with input data, a component for computing core functionality
and processing data, and a component for sending data to other components as output.
Services are used to communicate between the components. Therefore, software used to
produce such services can have intermediate services and/or public services.

Software used in WAMS are not free from vulnerabilities. Therefore, exploiting such
vulnerabilities attackers can gain access to WAMS components. Nevertheless, we as-
sume that the amount of different software and services running on WAMS devices is
comparatively small compared to classical Internet devices.
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5.1. Threat Analysis

5.1.1.3 Communication

Physical devices have interfaces to connect and communicate with other components
in WAMS. Each device has multiple interfaces. This is important for the attack model,
because the interfaces can be used for injecting or exfiltration of data as part of an attack.

Communication
Network
N =
~
-~
receiver
Serial Port| Local I/0 Wired Network

USB, etc.

Power Measurements

Power

Supply | Voltage Input ‘ICurrent Input‘

Power Network l l

Figure 5.1: PMU interfaces (source Paudel et al. [I30]).

In Fig. 5.1 the interfaces of a PMU device are shown. The device is connected to the
power network in order to measure voltage and current phasors. For transmitting the
measurement data it is connected to a communication network using wired or wireless
technologies. A PMU can have local interfaces, such as a serial or USB port to connect
media or other devices locally and it has a GPS receiver for receiving clock synchronization
signals. All those interfaces can be used as elements in an attack and therefore need to
be considered in the attack trees.

The selection of communication protocols depends on the type of communication. For
example, for configuration information and commands a reliable data transmission is
preferable, whereas for the transmission of PMU measurement records a low latency is
more important.

For WAMS communication different communication protocols are used from different
standards. For example, standard TEC 61850 [63] is a communication protocol that
facilitates utility automation including protection and control [37]. Although initially
it was developed for the IEDs within substations, now it covers various communication
features [10, [9]. Additionally, it defines an architecture, the data models used for the
communication within electric power systems [10, 9] (see also Chapter 2).
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5.1.2 Scenarios

WAMSs use synchrophasor technology and different devices to generate, receive and
utilize synchrophasor data [I56]. Such devices are vulnerable to various security threats.
Attackers can compromise devices by leveraging the vulnerabilities in the system. The
impact of failures and attack scenarios in a WAMS is dependent on the data used for
monitoring, protection and control [I21I]. For example, in a wide area network if a
monitoring application is also used for protection and making control decisions then
failures in such applications can cause higher impact than a failure in an application used
only for monitoring.

PMUs, IEDs, PDCs, super PDCs, PGWs and various network components are connected
to support communication between the devices and applications that are used in a WAMS.
A number of attack scenarios are presented in Sec. |5.1.2.2, which examine these impacts.

In this study, our focus is on data integrity attacks that modify measurement data, either
the original readings from PMUs or aggregated data (or just events) from PDCs, Super
PDCs or PGWs. After processing falsified data, the WAMS may estimates inaccurate
states of the power system. The impact can be wrong decisions such as triggering
protection elements if not needed or suppress a vital protective action. For example, due
to modified measurement data the system may believe that overloaded branches have
secure voltage and vice versa [43]. It can also cause delay in taking actions, e.g., for load
shedding or grid reconfiguration. Cascading failures across utilities and can be caused
due to the system delays in other utilities[I2I] and also to equipment damage.

5.1.2.1 Assumptions

Our threat model mainly considers the problem of compromised machines in a WAMS:
PMUs, PDCs, Super PDCs, PGWs and routers in the path. We consider intrusions that
concern both physical power systems, as well as communication networks. For example,
intrusions in PMU devices (physical components) and in their embedded software (cyber
part). We suppose that software and hardware of WAMS components, as any other
systems, are not free from vulnerabilities and assume that an attacker gets access to a
WAMS component using any kind of exploit. Furthermore, attackers may have physical
access to systems in the field. We concentrate only on data integrity attacks on the
measurement data itself. So, we consider only the data flow from the sensors (PMUs)
towards the data collection (CC), and do not consider data integrity attacks on the
control data that is sent to IEDs.

In general, we assume that if a device is compromised that the attacker has access to all
data including cryptographic keys on the system'. That means the attacker can generate
valid message authentication codes or digital signatures for the measurement data and
also can encrypt and decrypt data with the appropriate keys. But this applies only for

In well-secured systems keys may be stored in a separated trusted platform.
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5.1. Threat Analysis

the end-to-end communication. Devices on the path that are not configured to access or
modify the data (e.g., access or core routers) do not have access to appropriate keys. If
measurement data is integrity protected and encrypted, attacks on such intermediate
devices such as routers are limited to data dropping or duplication attacks. Routers may
also delay data in a way that they arrive too late to contribute to control applications.
Attacks to routing protocols or those directed to the CC are out of scope of this work.
Also attacks on the clock synchronization system, required in a WAMS, are not considered
in this work.

5.1.2.2 Attack Scenarios

The National Electric Sector Cybersecurity Organization Resource (NESCOR)? has
investigated cybersecurity failure scenarios that result in a failure to maintain the
confidentiality, integrity and availability (CIA) of cyber assets, which have a negative
impact on generation, transmission, and delivery of power. In [I121I] they provide failure
scenarios and prioritize them. Further, they developed detailed information for the
scenarios with the highest priority. We study the NESCOR failure scenarios related to
wide area monitoring, taking them as basis to derive six failure scenarios that are related
to PMUs, PDCs, super PDCs, PGWs, access routers and core routers in a WAMS. We
also describe the WAMS’s response to the scenarios and their impact on the system. Key
components and attack points of a WAMS are shown in Fig. [5.2.

Scenario 1 - PMU compromised In this scenario an attacker gets access to a PMU
and forges PMU frames with wrong data. The frames with wrong information are then
sent to a PDC or CC. Such an attack is, for instance, described in [43]. If we have PGWs
in the network, then frames can also be sent directly to a PGW. We separate this scenario
into three cases, based on how a PMU reports falsified data up in the hierarchy.

e Case 1: PMUs have a PDC as data aggregation point. A local or regional PDC
aggregates the falsified data and sends it up in the hierarchy.

e (Case 2: PMUs are connected directly to a PGW. Falsified data are sent directly to
a PGW, which shares information with other PGWs.

e (ase 3: PMUs are connected directly to a CC. Falsified data are directly sent to
a CC. Due to the lack of an aggregation step, the severity of damage in this case
could be higher than in the other cases.

Scenario 2 - PDC compromised Although access control and connection authenti-
cation between a PDC and a PMU are already considered in some protocols [63], PDCs

Zhttps:/ /smartgrid.epri.com /NESCOR.aspx
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Figure 5.2: WAMS with key components, compromised points and attacks (source Paudel

et al.

[1297).

may be compromised due to a backdoor or an attack to an authentication database. An
attacker can get access to the database in the PDC and modify or steal the information
that allows malicious introduction of false measurement data [I2I]. A PDC can be
connected to other regional PDCs, super PDC, PGW or directly to the CC. We have
four cases depending on how a PDC sends false measurement data to other components
in a WAMS.

Case 1: The PDC sends false measurements to another PDC, which then processes

the false measurement values.

Case 2: The PDC sends false measurements to a

Super PDC.

Case 3: The PDC sends false measurement values directly to a PGW. The PGW

shares the false information to other PGWs.

Case 4: The PDC sends false measurement values directly to a CC. The CC uses
the falsified information as inputs in the applications.

Scenario 3 - super PDC compromised If a super PDC is compromised, it may send
wrong information about all its connected devices (PDCs and PMUs), which are reporting
to the Super PDC according to the hierarchical topology. In addition, a super PDC may
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5.1. Threat Analysis

be misconfigured to not recognize other super PDCs, regional PDCs or PMUs in the
network, or just send incomplete measurement data up in the WAMS hierarchy. Super
PDCs may report to other super PDCs, PGWs or CC. We have three cases depending
on how a super PDC sends false measurements data to other components in a WAMS.

e (ase 1: The super PDC sends false measurements to another super PDC, which
then processes the false measurement values.

e (Case 2: The super PDC sends false measurements to the next level in hierarchy
represented by a PGW. The PGW directly shares information to other PGWs.

e (Case 3: The super PDC sends false measurement values directly to a CC. The
falsified information is used as inputs in the WAMS applications.

Super PDCs are above in the hierarchy and therefore probably better protected. So we
assume that compromising a super PDC is harder than compromising a PDC.

Scenario 4 - PGW compromised If a PGW is compromised, it can not only falsify
the collected data, but may also refuse to share synchrophasor measurement data with
other PGWs. Since PGWs provide security isolation of trusted internal systems to the
external ones, and create a trusted gateway-to-gateway connection [120], PGWs should
present only a smaller attack surface. So if all proposed PGW’s security measures are
implemented, it should be harder to launch attacks against a PGW.

Scenario 5 - access router compromised An attacker that gains control of access
routers on the path from a PMU to a CC can drop or duplicate synchrophasor packets
on the access routers that belong to the PMU communication. If the data is not integrity
protected (e.g., by a message authentication code or digital signature), an attacker on

a router can act as man in the middle and modify the data or inject own data packets.

Routers may also delay data in a way that they arrive too late to contribute to control
applications. If the data is not encrypted, an attacker on a router can read the PMU
data, which may include configuration and location information. This does not change
the measurement data, but such information may be useful for attack preparation.

Scenario 6 - core router compromised Attacks on core routers can have the same
impact as those on access routers. But core routers handle many more data flows from
many different locations, so data from many PMUs, PDCs or PGWs may be affected if
an attacker gains control over devices in the core. Nevertheless, core routers are usually
better protected than access routers.

For our analysis we assume that (core and access) routers are able to modify data, either
because credentials have been compromised from end systems or because data is not
end-to-end integrity protected. Furthermore, PDCs mainly aggregate and reorder the

7
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records received from multiple PMUs, and do not perform any operation on the sensor
data itself. So an attack on PDCs or super PDCs usually does not change the original
measurement data (nor any derived values or events). As a consequence, mitigation
strategies based on sensor data plausibility analysis can also help against attacks in
intermediate systems.

We also assume that colluding and coordinated attacks are quite likely. Devices deployed
in smart grids are often equal or similar regarding hardware, software and configuration
(e.g., multiple PMUs from one vendor). Therefore, it is quite possible that an attacker
can gain access to multiple systems at the same time or that attackers collude. Attacks
on intermediate systems (PDCs, routers) can enable an attacker to launch a coordinated
attack, even if he has only access to one system.

Impacts of all above mentioned attacks can be a failure to take actions when needed,
improper synchronous closing, leading to equipment damage, a line trip leading to
cascading failures and many more [I121].

5.1.3 Attack Trees

Attack trees [I52] are common models to represent complex attacks. An attack tree
contains a root, branches, several intermediate nodes and leaf nodes. The root represents
the ultimate goal of an attack, different branches shows different possibilities of reaching
the root node. Different possibilities could be reached by combining all branches or only
by following one branch. This depends on the type of a relationship AND/OR while
branching the node. For an AND relationship, all sub goals must be reached; meanwhile,
for an OR relationship, reaching at least one sub goal is enough to reach the higher goal.
Each intermediate node is a sub goal of the attack, whereas leaf nodes represent the
start points. Moore et al. [I16] propose an attack modeling method by describing format
and semantics of the attack trees. Authors use a straight line between the branches of a
node if they have AND relation and use curve lines if they have OR relation. Both of
the cases use solid lines. Attack trees provide a valuable overview of the pre-requisites
and sub goal relations for attacks that are based on the combination of multiple different
actions. They help to analyze attack goals and potential chains of actions. They assist in
assessing the likelihood and costs of specific sub goals and attack branches and support
detection and prevention of complex combined attacks.

These models help to assess which branches are easier to achieve for attackers, and
provide strategic guidance for the deployment of suitable countermeasures. Therefore,
attack models for WAMS environments provide useful insights to improve wide area
monitoring security.
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5.1.3.1 Assumptions

In cyber physical systems cyber attacks can have implications on physical components.
Both aspects, direct physical attacks and cyber attacks with physical impact, need to be
covered in our models. Furthermore, attacks have different visibility, depending on the
methods used and also the costs for achieving sub goals are different.

We argue that cyber attacks to the power grid are much easier and have several advantages
compared to physical attacks. We especially assume the following advantages:

¢ Remote access: A physical attack requires the physical presence of one or more
persons. Attackers may need to travel and need to access the premisses. All this
requires resources and detailed information on the physical target, which may need
costly reconnaissance at the premises. Physical presence can lead to an easier
detection and identification of the attackers (e.g., video supervision, intrusion
alarms). In contrast, cyber attacks can be performed remotely. This is especially
of advantage if attacks are launched from other countries.

o Deniability: In cyber attacks, it is easier to conceal traces and deny any involvement
in attacks. This is a critical advantage especially in espionage and cyber war.

¢ Scalability: Cyber attacks can target multiple systems simultaneously and can be
launched by a single person. For physical attacks coordination and logistics are
required for colluding attackers.

o Safety: Destroying equipment, cutting transmission lines or breaking physical
protection methods contain a personal risk for the attacker to get injured. So the
personal barrier to launch a physical attack is higher then for cyber attacks. This
also makes it easier (and inexpensive) for criminals to recruit persons for cyber
attacks than for physical attacks.

We therefore assume that the leaf nodes in the attack trees that can be achieved by cyber
means will be preferred by attackers and therefore have a higher likelihood. APTs can
also be a combination of physical and cyber attacks. For instance a spy might gather some
information about the premises, before a cyber attack is launched or a cyber attack can
be used to disable video surveillance to assist in a physical attack. We clearly distinguish
physical and cyber leaf nodes in our attack trees to provide an enhanced assessment of
specific branches based on the attack types (cyber or physical) involved to achieve sub
goals.

For the assessment of sub goals and the likelihood of specific branches in attack trees, we
make the following assumptions about the attackers preferences:

e Cyber over physical: Cyber attacks have many advantages over physical attacks.
We provide several reasons for this above. Therefore, we assume that cyber attacks
are more attractive to an adversary than physical attacks.
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e Stealthiness: Although it is obvious that something happened when a blackout or
major disruptions occur, we assume that the attacker(s) prefer stealthy methods
(that are harder to detect) during the attacking process .

e Cost reduction: We assume that attackers prefer methods that are inexpensive
regarding resources. So if a sub goal can be achieved by different means, the
inexpensive method is likely chosen.

However, despite these general assumptions, assigning specific costs (and likelihoods)
to the attacks is infrastructure-specific. The architecture of a system, installed coun-
termeasures, its vulnerabilities, technical difficulty of an attack, and an attack’s cost
are interrelated [28]. Therefore, we concentrate on attack techniques — assigning, cost,
feasibility, and likelihood is out of scope of this work.

5.1.3.2 Generic Attack Tree

Attackers use various methodologies, techniques and tools to compromise communication,
software or hardware of devices to reach an ultimate goal of an attack. Compromising
a communication protocol requires different techniques than those used to compromise
hardware or software on a device.

Compromising a field device In this section, we describe generic techniques that
attackers can use to compromise a device. Since compromising different devices in the
WAMS architecture occur as sub goals in our attack trees and similar means can be used
to compromise different devices, we use this generic tree as one building block for the
specific trees for WAMS attacks.

We define “compromise device” as gaining full access to a machine and its data, including
login credentials, root access, the ability to run arbitrary software, as well as gaining
access to keys for establishing secure connections, encryption and signing messages (e.g.,
PMU records). Figure 5.3 shows a generic tree for compromising a device.

The root node shows the final goal, in our case compromising the devices. Connected
child nodes represent sub goals that are required to achieve the parent goal. In accordance
with [I16], we mark child connections with one additional straight line to denote that all
of the subgoals are required to achieve the parent goal (AND connection). If any of the
subgoals is sufficient to achieve the parent goal, we use two curved lines (OR connections).
Leaf nodes marked with a star require compromising a (different) device and therefore
can be considered as root nodes for another “compromise device” attack tree, with the
same structure that then needs to be attached there.

A device can be compromised locally and remotely. We define a local attack as a condition
in which the attacker has direct physical access to the device. Therefore, all local attacks
require physical access to the installation. An attacker can have physical access in many
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Figure 5.3: Generic attack tree for compromising a device (source Paudel et al. [130])

ways, for example, by stealing a key to get inside, social engineering by convincing
someone who has access, piggybacking into a facility, etc. An attacker then has three
options to exploit a device. He either can physically tamper with the device. For this he
needs to open the chassis, circumventing any chassis intrusion detection, if present.

Subsequently, he can either swap out hardware devices like the hard disc or a crypto chip,
or connect to pins on the board to read or modify data. A second option is that he can
login locally. For this he needs the login credentials. He can get the credentials either by
social engineering, buying zero day vulnerabilities, exploiting unpatched vulnerabilities,
use some form of side channel attack, or exploit protocol flaws. After getting the login
credentials, the attacker can use the credentials by using input devices like keyboard,
mouse or connection of I/O port on the device. A third option is that he can connect to
the local network that the device is connected to. This can happen in two ways: either he
can compromise a device on the LAN or install his own device on the LAN. Installing a
device on the LAN requires some steps, at first he needs to get LAN credentials, connect
the device to the LAN and prevent detecting the installed new device, for example, by
preventing that the MAC is denied by MAC access list.

Remote attacks are a condition in which an attacker can compromise a device remotely,
connecting via the Internet. All remote attacks require login credentials to acquire a
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5. ATTACKER MODEL

connection to a device remotely. The attacker can get login credentials either from a side
channel attack, social engineering, using protocol flaws, buying zero-days, or by exploiting
unpatched vulnerabilities. Then he can connect the device either by compromising a
connected device or connecting his own remote device.
To summarise, we present the compromise device attack tree as text, showing all the
AND/OR relationships.

1 Attack Goal: Compromise device

2 OR

3 1. Locally

4 AND

5 1.1. Get physical access to the installation

6 OR

7 1.1.1. Steal a key to get into the facility

8 1.1.2. Social engineering

9 1.1.3. Piggybacking

10 1.2. Exploit device

11 OR

12 1.2.1. Connect to local network

13 OR

14 1.2.1.1. Install own device on LAN

15 AND

16 1.2.1.1.1. Get LAN credentials

17 1.2.1.1.2. Connect device on LAN

18 1.2.1.1.3. Prevent detection of new device

19 (e.g., MAC access lists)

20 1.2.1.2. Compromise device on LAN

21 1.2.2. Local login

22 AND

23 1.2.2.1. Get login credentials

24 OR

25 1.2.2.1.1. Social Engineering

26 1.2.2.1.2. Buying zero—days

27 1.2.2.1.3. Exploit unpatched vulnerabilities

28 1.2.2.1.4. Side channel

29 1.2.2.1.5. Protocol flaws

30 1.2.2.2. Use credentials locally

31 OR

32 1.2.2.2.1. Use input device (keyboard, mouse)

33 1.2.2.2.2. Connect to an I/O port on the device

34 1.2.3. Physical manipulation

35 AND

36 1.2.3.1. Chassis intrusion

37 1.2.3.2. Tamper hardware

38 OR

39 1.2.3.2.1. Swap out hardware parts

40 (e.g., hard disc, crypto chip, etc.)

41 1.2.3.2.1. Connect to pins on circuit board

42 2. Remotely

43 AND

44 2.1. Acquire connection to device

45 OR

46 2.1.1. Compromise a connected device

47 2.1.2. Connect own remote device

48 2.2. Get login credentials

49 OR

50 2.2.1. Side channel

51 2.2.2. Social engineering

52 2.2.3. Protocol flaws
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54

5.1. Threat Analysis

2.2.4. Buying zero—days
2.2.5. Exploit unpatched vulnerabilities

5.1.3.3 Specific Attack Trees

In this section, we introduce two specific attack trees for WAMS scenarios:

o Blackout tree: This tree shows different opportunities to cause a blackout in the
power grid. It can be considered as a high level goal of the attacker, and multiple
subtrees can be defined to achieve some of the sub goals shown in the tree.

e Manipulate input data: This tree shows the subgoals that must be achieved to
manipulate input data to a control algorithm. Here we show as an example how to
manipulate the phase angle data that is sent to a controller. This tree can be seen
as one subtree attached to the blackout tree, at the leaf node “send wrong input
values to controller”.

In the figures, we mark all sub goals that require to compromise a specific device with a
star. The sub goals for compromising a device are described in the generic compromise
device tree.

Blackout Tree In the blackout tree (Fig. 5.4), the root goal is to cause a power
blackout. This can be done by destroying critical equipment or disconnecting parts of the
grid. Both goals can be achieved by physical or cyber means. Disconnecting parts of the
grid can be done by physical means, by cutting transmission lines or physically tampering
with Circuit Breakers (CB). Disconnections can also be invoked by cyber means, by
sending a trip command to a CB. Triggering trip commands is achievable using three
different approaches: a) compromising an IED, which then sends the trip command; b)
invoking incorrect control decisions in the controller, which are then forwarded to the
IED; or ¢) modifying controller commands on the path from the controller to the IED.

Option a) requires an attacker to compromise an IED, which is an achievable option. But
tampering with IEDs might be easily detected by comparing IED actions to the commands
that were sent by the controller. For option c), it is necessary to get access to credentials
to modify controller commands (i.e., decryption and signing credentials), and then
compromise a device on the path or install an own device to launch a man-in-the-middle
(MITM) attack.

As shown in the generic “compromise device” attack tree, there are different ways to gain
access to credentials, such as using side channels, social engineering or buying them on
the market. If those options are not available, it may require attackers to compromise
the controller itself, which then opens the possibility for direct tampering with controller
commands (described as sub goals under option b)), and does not require modification
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Figure 5.4: Attack tree for causing a power blackout (source Paudel et al. [130]).

m

of commands on the path. In addition, running a man-in-the middle (MiTM) attack
requires to install fast processes for modifying data in transit to not cause an unusually
high delay. Since many grid processes are time critical, and latencies are kept to a
minimum, any additional delay may be detectable. Another difficulty with tampering
with data on the path, is that it may raise suspicions if commands that arrive at the IED
differ from those that were sent by the controller. In our attack tree, we assume that
the attacker gains access to the credentials, but it would be simple to implement some
additional checking mechanism to compare commands issued by the IED with those sent
by the controller.

Due to the reasons described above we argue that option b), invoking wrong control
decisions in the controller, is a more attractive option for the attacker. Here again there
are three options to accomplish this. In order to trigger a control process to send incorrect
commands, one can influence the control process or modify control commands on the
controller. Both options require to compromise the controller. Due to their central role,
we assume that controllers are much more protected (physically and in cyber space) than
other devices, and therefore consider it as more costly to attack them directly.

An alternative is to indirectly influence controller decisions by sending wrong input values
to the controller, which then invoke wrong control decisions. Sensors (such as PMUs) are
typically deployed in the field, and are therefore more easily accessible than a controller
in a CC. Therefore, we consider it as a reasonable, and the most attractive scenario, for
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attackers to manipulate input data to invoke wrong control decisions. We provide a more
detailed attack tree for this scenario in the next section.

The second major option is the destruction of equipment. This can be done by physical
means, by just accessing and destroying devices or it can be done using cyber means.
For a destruction using cyber attacks, an attacker needs to find parameter settings that
lead to conditions that in the short or long term cause malfunctions in the devices.
For example, the slow destruction of centrifuges that were manipulated by the Stuxnet
malware. Nevertheless, it is not always possible to invoke parameter settings that
can cause malfunctions or degeneration, because most devices have local protection
mechanisms to prevent critical conditions. Furthermore, an attacker needs to hide the
new parameter settings and, to achieve this, may need to alter measurement reports from
supervision functions (as done in the Stuxnet attack). The third sub goal “manipulate
control commands” can be achieved by the same child nodes as shown for the “invoke
wrong control decisions” for tripping a circuit breaker.

We present the provoke blackout attack tree also as text showing all the AND/OR
relationships. A node having only one branch is just listed next to it without AND/OR
condition.

Attack Goal: Provote blackout

Disconnect parts of the grid

OR
1.1. Physical
OR
1.1.1. Cut transmission lines
1.1.2. Physically manipulate circuit breaker
1.1.2.1. Gain physical access to circuit breaker
1.2. Cyber
1.2.1. Send trip command to circuit breaker (CB)
OR
1.2.1.1. Compromise IED
1.2.1.2. Invoke wrong control decision in controller

OR
1.2.1.2.1. Modify control process

2.1.2.1.1. Compromise controller
1.2.1.2.2. Modify control commands

AND

1.2. 1. Compromise controller

1.2. 2. Get access to command

modification credentials

— =

PP
.2.2.

1.2.1.2.3. Send wrong input values to controller

1.2.1.3. Modify controller commands on path (in transit)
OR
1.2.1.3.1. Install own device
AND
1.2.1.3.1.1. Get access to command
modification credentials
1.2.1.3.1.2. Get access to communication
path
1.2.1.3.2. Modify command on existing device
AND
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34 1.2.1.3.2.1. Get access to command
35 modification credentials
36 1.2.1.3.2.2. Compromise device on path
37 2. Destroy critical equipment
38 OR
39 2.1. Physical
40 AND
41 2.1.1. Gain physical access to equipment
42 2.1.2. Apply physical destruction method
43 2.2. Cyber
44 AND
45 2.2.1. Find parameter settings that destroy eqipment
46 2.2.2. Manipulate control commands
47 2.2.3. Prevent detection of critical parameter settings
Manipulate Input Data Tree In this section, we concentrate on data manipulation
attacks. The final goal is to influence a control decision by manipulating input data to a
controller or decision making process in a control loop. Figure 5.5/ shows the attack tree
for manipulating input data. The most important measurement values for grid stability
are usually: i) the phase angle between measured sinusoidal signals at different locations;
ii) the frequency; and iii) the voltage.
Physical GPSattack
| Cyber ] Manipulate local time on PMU
Cyber or Physical | Manipulate phase angle in PMU | Sompeaiiise PMY
records on PMU (at rest)
Maﬂim?:;‘;:::‘:mv;m“h Compromise PMU.
Install own device in path
. Manipulate PMU records on own
device on path Get credentials for record
modification
Manipulate phase angle difference Install message modification
used as input to control loop process on router
Manipulate phase angle in PMU )
records on path (in transit) Manipc.datel’:tldatammuteroni Chrptamida router on ath
path
Manipulate Ph:l; I;;l:urds inPDCor Get creﬂ;:;iiacl;fiz:‘rewfd
FR \ Compromise PDC
Mmlpula;‘;rll&ul:\:aluesm Coammpronmise coteoller. -
Figure 5.5: Attack tree for manipulating the phase angle (source Paudel et al. [I30]).
Figure 5.5 shows an attack tree for manipulating the phase angle between measurements
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at two different locations. The phase angle is calculated from measurements at two
PMUs placed at different locations in the power grid. One possibility is to modify the
PMU records on the PMU directly. For this, it is necessary to compromise a PMU device
(including gaining access to credentials for encrypting and signing records). For the
goal “compromise PMU”, we can use the compromise device tree defined in Sec. [5.1.3.2.
The specifics of the PMU are the specific interfaces that are described in Fig. |5.1. The
connected devices for the PMU are shown in Fig. 2.3/

Another possibility to modify the phase angle in a PMU record is to change the local
time on the PMU. Clock settings can be changed locally if the PMU is compromised.
Nevertheless, it is also possible to modify the clock without acessing the PMU by
tampering with the GPS signal, which the PMU requires as input [74].

If the attacker cannot get access to the PMU, it is also possible to modify data on the
path from the PMU to the CC. PMU data is usually send to a PDC. So it is also possible
that the attacker gets access to a PDC and modify the PMU records there. However,
to achieve this it is a pre-requisite to have access to the credentials required to encrypt
and sign PMU records. PDCs combine multiple PMU records into an aggregated record,
and may need to be able to decrypt the records. Therefore, decryption credentials may
be accessible on the PDC itself. The PDC may send data to a super PDC, to a phasor
gateway, or directly to a CC [129]. In order to provide the network connectivity on the
path, there may be also multiple routers or other network devices. All these devices
provide additional entry points for an attacker so that the attacker can modify the PMU
data. But always with the pre-requisite that credentials for modifying the records or the
protocol for sending records does not provide authentication or integrity checks.

For instance, routers are not required to decrypt PMU data, and therefore have no access
to the credentials. Furthermore, if a modification to data is implemented on a router,
it has to be ensured that no unusual delay is caused by the modification. If PMU data
arrives with too high delay, the values may be discarded or it may be detected.

We also present the manipulate phase angle attack tree as text, showing all the AND/OR
relationship.

Attack Goal: Manipulate phase angle difference used in input to control loop
OR
1. Manipulate phase angle in PMU records on PMU (at rest)
OR
1.1. Manipulate local time on PMU
OR
1.1.1. GPS attack
1.1.2. Compromise PMU
1.2. Manipulate phase angle values in PMU records on PMU
1.2.1. Compromise PMU
2. Manipulate phase angle in PMU records on path (in transit)
OR
2.1. Manipulate PMU records on own device on path
AND
2.1.1. Install own device in path
2.1.2. Get credentials for record modification
2.2. Manipulate PMU data on router on the path
OR

87



ATTACKER MODEL

=
©
o
[=)
)
=)
S U
x
)
=
250
g
ot
Mn <
pas
o=
=D
o
— ©
N
o C
o =
c S
© <
2o
re)
&=
83
T >
cm
B 0
0
= 0
0O'nx
- @
T c
b=
Q=
5 ©
c 8
S 3
g'o
%]
22
o +~
c
£
= C
(OS]
25
S >
2
T £
(O]
O =
o ©
j=h o]
29
g5
o2
5o
o=}
(UCU
)
Q =
[y

[ 3ibliothek,
Your knowledge hub

2.2.1. Install message modification process on router
2.2.2. Compromise router on path
2.2.3. Get credentials for record modification
2.3. Manipulate PMU records in PDC or sPDC
2.3.1. Compromise PDC
3. Manipulate input values on controller
3.1. Compromise controller

5.2 False Data Injection Attack

An attacker can compromise meters in a substation or hack the computers storing the
meter measurements and inject malicious data. These malicious measurements can affect
the SE and the resulting wrong information can reduce the situation awareness (SA) of
the operators, which helps the attacker reaching the malicious goals. Such data attacks
are named as false data injection (FDI) attacks.

We make an assumption that an attacker has the required knowledge of the power
system (e.g., measurements, topology) for constructing the FDI attacks. An attacker
can also gain access to the power network model, some specific areas e.g., substations,
meters/sensors and other devices; and use the resources for constructing the FDI attacks.

Depending on the knowledge and resources, attackers can construct FDI attacks targeting
functional or operational components (e.g., states, topology, load) of a power system.
In [I82] authors mention that FDI attacks can be of 3 types i) state attacks [100, [R8] ii)
topology attacks [82 [I71] and ii) load redistribution attacks [I75]. Our focus is the FDI
attacks on SE as described in [100] 88].

FDI attacks on SE can construct attack vectors targeting to have different impact e.g.,
lead to wrong estimation of states and with this mislead the CC by to make wrong
decisions. Wrong information about states in a CC can trigger wrong control actions.
Consequences due to the FDI attacks on SE are discussed in [97].

FDI attacks against SE are presented by Liu et al. [I00]. Authors make an assumption
that an attacker gets access to power system configuration information and manipulates
the meters. Additionally, authors in [I00} [44] show that an attacker can inject arbitrary
errors into state variables not detected by bad data detection algorithms. Liu et al. [100]
show that an attacker can systematically and efficiently construct attack vectors that
arbitrarily change the SE in two scenarios i) the attacker can manipulate only the meters,
ii) the attacker is constrained to the specific meters.

Here we adopt the definition of FDI attacks from Liu et al. [T00]. Let 2 = (21, ..., 2) T
be a vector of original measurements, then the observation which may contain malicious
measurements is defined as [100]

zo=2+a (5.1)
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5.3. Attack Model

where a = (ay, ....,an,)7 is an attack vector, and elements of @ are the malicious mea-

surements. If an element a; is non zero then attacker has manipulated i*” meter and
replace z; by z; + a;.

FDI attacks can be detected if a system (states) is observable. But if an attacker is
aware of configuration of a power system and injected malicious measurements then it
can mislead SE without being detected by BDD techniques. In addition, an attacker
can increase the impact of FDI attacks without triggering alarms (or being detected) by
utilizing the tolerance of measurement errors in SE.

5.3 Attack Model

In this section, we introduce a model for FDI attacks. Similar to [100, [39] 24], 112], we
focus on FDI attacks of a power system. In our model we address several capabilities
(randomizing the signal, adding constant offset, adding incremental constant or random
offsets to the signal) of an attacker in a form of a single model.

We show different methods to manipulate measurements assuming that the attacker
does not want the changes to be detected. We use attacks on voltage measurements as
an example. Similar attacks can be performed on other measurement values, such as
frequency, current or phase angle.

We assume that an attacker does not want to exceed any safety limits to cause immediate
action but rather wants to poison the measurement data. This poisoning can aim at
influencing historic data for planning or post-incident analysis, influencing the state
estimation or also preparing an attack, e.g., by poisoning the “new normal”, such that
the manipulated data points are taken as reference for the subsequent time step.

In our example, the attacker is manipulating only the polar voltage measurement values,
as follows. Since we only manipulate voltage, the equation can be expressed with scalars
instead of vectors.

Zha = 2k +oay (5.2)

Here 2 is the k™ voltage measurement value, ay is the attack component (that the
attacker adds to the measurements) and zj, is the manipulated measurement value at k.
In order to define different attacks, we describe the attack component as a combination
of a random component 7, with 7 ~ N (u, o) , a linear increasing component s - k + ¢
with a slope s and a constant offset c.

(5.3)

r.+s-k+c during attack
ay =
g 0 else

By varying the attack parameters, we implement different types of injection attacks. In
our experiments, we consider four general types of attacks:
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5. ATTACKER MODEL

1. constant offset (CO), where ¢ > 0 and all other parameters are zero. In our
experiments an attacker adds an offset such that the first manipulated voltage
reaches an additional 75% of the nominal voltage, and then keeps the offset constant
for all observations.

2. random offset (RO), where we add a random component r and a constant c.

3. incremental constant offset (ICO), where we linearly increase the offset with s-k+c

4. incremental random offset (IRO), where we add a random and a linear component
r,+s-k+c

5. incremental random offset with more noise (IROMN), where we add a random and
a linear component ri + s - k + c. Here the random component is higher than in
the incremental random offset attack.

6. incremental constant offset with high slope (ICOHS), where we linearly increase
the offset with s- k 4 ¢. Here the linearly increasing offset is higher than in the
incremental constant offset attack.

Table 5.1 illustrates the types of attacks and shows the values we used.
Table 5.1: Attack parameters and attack types
Type Random Slope Constant
Constant offset (CO) r=20 s=0 ¢ =0.075
Random offset (RO) r~N(0,4-1079) s=0 c=0
Incremental constant offset (ICO) | r =0 §=196-10"" | c=0
Incremental random offset (IRO) | r ~ N (0,1.6-1077) | s =1.96-10"7 | ¢ =0
IRO with more noise (IROMN) r~N(0,4-1079) §=196-10"" | c=0
ICO with high slope (ICOHS) r=0 §=433-107" | c=0
The actual measurement in rectangular form is represented as Eq. (5.4).
Vk; re
zZp = ’ 5.4
The attack on the polar voltage affects the measurements in rectangular form. The
manipulated real and imaginary voltage can be expressed as Eq. (5.5).
V*k re Vk re Ck,1
L = R I 5.5
[V kim Viim Ck,2 (5:5)
where ¢y, 1 is the resulting offset in real voltage and ¢y, o is the resulting offset in imaginary
voltage at time step k that is caused by adding the different signals from the different
attacks to the true voltage values.
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5.3. Attack Model

We craft the attacks so that the attacks remain stealthy as they can be seen in Chapter
7. Also in the incremental offset attacks, the offset values are arbitarily selected so that
the manipulated signal would have approximately 45 degree.

By varying and combining the attack parameters, we implemented four additional attacks
that are variations of the basic attacks in Tab. 5.1. In our experiments, we consider four
types of attacks:

1. Small deviation (SD), where ¢ = 0.006 and all other parameters are zero. In order
to make this attack similar to an attack in [I39], we inject only a small offset in
the signal. The offset value that we selected is greater than the value used in [139]
and the attack starting data point is different than in [I139].

2. Random signal with changing variance (RSCV), where we add different random
components in different intervals. For instance, we add r ~ N(0, 4 - 10~%) from
data point 1,000 to data point 1,500, 7 ~ N(0, 5-10~*) from data point 1,500 to
data point 2,000 and so on. We select the random values in order to circumvent
detection of residuals based method in Sec. [7.1.1.

3. Incremental constant offset stepwise (ICOS), where we add many constants in an
increasing order in different intervals. For instance, we add ¢ = 0.002 from data
point 1,000 to data point 1,500, ¢ = 0.003 from data point 1,500 to data point
2,000 and so on. We select the offsets values so that residuals remain below the
threshold in both real and imaginary voltages.

4. Incremental random offset with changing variance (IROCYV), where we add different
random components and different constant components in different intervals. For
instance, ¢ = 0.0005 and r ~ N(0, 3.8 - 107%) are added from data point 1,000 to
data point 1,500, ¢ = 0.0009 and r ~ A(0, 9-107°) are added from data point
1,500 to data point 2,000 and so on. We select the offsets values so that the attacks
are able to circumvent detection of residuals based method in Sec. [7.1.1 in both
real and imaginary voltage.

Table [5.2] illustrates the types of attacks with extension and shows the values we used.

The extended attacks are constructed combining different values of attack parameters.
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Table 5.2: Extension of attack parameters and attack types

Type Random Slope | Constant
Small deviation (SD) r= s=0 | ¢=0.006
r~N

Random signal with
changing variance

(RSCV)

s=0 c=0

c¢=0.002

Incremental constant offset c — 0.0025

stepwise r=20 s=0 _
(ICOS) c=0.003
c=0.053

Incremental random offset with | r ~ A(0, 3.8 - 107%) ¢ = 0.0005
changing variance r~N(0,4-107%) s=0 | ¢=0.0009
(IROCV) r~N(0,9-107%) c=0.001

5.4 Summary

In this chapter, we presented the threat analysis on WAMS and an attack model for false
data injection.

We first presented an analysis of attack vectors on the physical devices, software and
communication networks. Then we discussed the attack scenarios against the components
of WAMS and their consequences. The attack scenarios of PMUs, PDCs, super PDCs,
PGW and routers in the WAMS and the possibilities of transforming falsified data in
the control center highlighted the attack surfaces and the difficulties of launching such
attacks. Additionally, we presented a generic attack tree for compromising a device and
specific attack trees for i) causing a blackout and ii) manipulating phase angle. The
attack trees demonstrated the different opportunities to gain local or remote access to
the different components of WAMS. The above mentioned threat analysis, analysis of
attack vectors, attack scenarios and attack trees supports answering RQ 1.1 (How can
an attacker cause FDI attacks in a WAMS?) and a part of RQ 1.2 (How can multiple
different false data injection attack forms be expressed in one comprehensive attack
model?).

As we already expected for our reasoning RQ 1.1, potential attacks are identified
by investigating major possibilities how an attacker can launch severe attacks using
components for critical functions and making decisions.

In the second step, we introduced FDI attacks. A model for injecting false data attacks is
provided. Typical attack parameters and the types of attacks were discussed with specific
attack parametrers values. To this end, we developed an attack model that generates
types of FDI attacks namely, CO, RO, ICO, IRO, IROMN and ICOHS. Further, we
generate attacks SD, RSCV, IROCV and IROS by extending attack parameters and their
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5.4. Summary

values. We used the attack model to show how the multiple different FDI attack forms
could be expressed using one comprehensive attack model. The generation of attack
types using the attack model supported answering RQ 1.2.

As we already expected for our reasoning RQ 1.2, the generation of attacks using different
attack parameters and extention of the attack parameters showed that an attacker model
could generate different attack types using different attack parameters.
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CHAPTER

PMU Data Analysis

Notice of adoption from previous publications in Chapter 6
Parts of the contents of this chapter have been published in the following papers:

[132] S. Paudel, P. Smith, and T. Zseby. Stealthy attacks on smart grid PMU state
estimation. In Proceedings of the 13th International Conference on Availability,
Reliability and Security, ARES 2018, Hamburg, Germany, August 27-30, 2018,
pages 16:1-16:10, 2018

[133] S. Paudel, T. Zseby, E. Piatkowska, and P.Smith. An evaluation of methods
for detecting false data injection attacks in the smart grid. In preparation®

Ezxplanation text, on what parts were adopted from previous publications:

The introduction of EPFL network and phase angle and frequency in this chapter is
based on the work done in [132]. The selected data in this chapter is based on the
work done in [132]. The preprocessing of data in this chapter is based on the work

done in [133].

S. Paudel implemented the methods and conducted all the experiments. Theoretical
considerations and experiment planning was done together with all co-authors, the
text and figures in the papers were created together by all authors.

%The paper is in preparation.

In this chapter, we provide an overview of real power system network PMU data along
with the analysis of the PMU data. First, we present a voltage, phase angle and frequency
analysis and show how we selected data for the experiments. Then we present training
and test data, and show data preprocessing.
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For our experiments, data is used from the EPFL' campus PMU network [47], wherein a
smart grid infrastructure has been deployed as part of the electrical distribution network.
A 20 EV active distribution network (ADN) connects PMUs via a communication network.
The PMUs in the network are intended to meet the requirements of IEEE Std C37.118.1-
2011 [5] and IEEE Std C37.118.1a-2014 [7] for synchrophasor measurements in power
systems. The PMUs that are described in [I45] are deployed in the network. In this
setting, for the transmission of measurement data, the PMU records are transmitted
using the IEEE Std C37.118.2-2011 [4] standartd with UDP. and communicated over a
secured communication network. A detail description of the system architecture and
characteristics of the PMUs is presented in [I38]. The base voltage of the PMU network
is 11,547.0054 kV.

Here we show an initial analysis of the measured PMU data. The analysis helps us to
understand the nature of voltage, phase angle and frequency, and selecting representative
datasets for our experiment. The data analysis is presented in the following sections.

6.1 Voltage

Our analysis starts with analyzing voltage values. First we check whether voltage values
lie within the safety limits. Further we check missing values and analyze weekly, daily,
hourly patterns. Comparison of weekly, daily, hourly basis voltage profiles helps us to
better understand the nature of the power system data. For our experiment, we use PMU
data from March and April of 20162, All voltage magnitudes in this work are assumed to
be per unit (p.u.).

A study of voltage statistical properties, for instance, minimum, maximum, mean,
standard deviation makes our analysis supports in selecting a representative dataset for
our experiment. The analysis is done for 24 hours of a day for two months March and
April, and at different times of a day. For instance, here we briefly show a comparison
of voltage profiles at different times of a day in Tab. 6.1 From the table we can see
minimum, maximum, mean and standard deviation of voltage do not vary much among
the days of months and times of day. Mean and median are very similar, difference of
means and medians are approximate 2 x 1073, Based on our analysis, we have chosen a
representative voltage profile from 02:00-03:00 of UTC (Coordinated Universal Time)
because it is in the night and therefore we assume it is more stable. We observe the
data pattern and find it is more stable at night. The local time where the grid located is
UTC+01:00.

Weekly voltage profiles for several weeks look similar, voltage variation on weekdays and
weekends for different weeks look similar. Variation on voltage magnitudes also depends
on time of the day. Here we present detail results of a day (1°® March 2016) and show
voltage statistical properties at different times.

"https://www.epfl.ch/en/
Zhttp://nanotera-stg2.epfl.ch/
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6.2. Voltage and Phase Angle

Table 6.1: Voltage analysis at different times of the day, DP: data points, Med: median,
STD: standard deviation.

Time Voltage

Day UTC Total DP - T Max | Mean gMed STD

01.03-14.04 | 46 full days | 198,720x10% | 0.951 | 1.077 | 1.053 | 1.054 | 8 x 102
01.03 08:00-09:00 | 180,000 | 1.025 | 1.060 | 1.050 | 1.050 | 6 x 10-3
01.03 12:00-13:00 | 180,000 | 1.025 | 1.065 | 1.060 | 1.060 | 6.5 x 10-3
01.03 18:00-19:00 | 180,000 | 1.048 | 1.068 | 1.064 | 1.064 | 5 x 103

01.03 21:00-22:00 180,000 1.040 | 1.070 | 1.068 | 1.068 | 6 x 103

6.2 Voltage and Phase Angle

Here we show rectangular coordinates (real voltage and imaginary voltage) from polar
coordinate (polar voltage, phase angle) in two cases i) time invariant phase angle (i.e. by
fixing the phase angle by the first angle in the data set) and ii) time variant phase angle
(i.e. by considering the different phase angles). Some models (e.g., in [I39]) we use from
literature assume a fixed phase angle as they use simulations. As we use the model, for
some experiments we also fix the phase angle by the first observed phase angle in the
first case (time invariant phase angle).

Polar voltage
1.06 T T T

1.058

1.066

1.054
1.052 . . . . . . . . .
0 0.5 1 1.5 2 2.5 3 3.5 4 4.5 5
«10%
4 Phase angle
2
0
-2
4 . . . . .
0 0.5 1 1.5 2 2.5 3 3.5 4 4.5 5
No of iterations «10%

Figure 6.1: Voltage and phase angle change over time. Upper part: observed polar
voltage. Lower part: observed phase angle.

Here we aim for analyzing the difference between the voltages in the above mentioned
cases. Figure 6.1 shows the observed polar voltage and phase angle, the upper part
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visualizes the voltage signal and the lower part visualizes the phase angle.

Figure 6.2 shows the calculated real voltage and imaginary voltage in the cases of constant
and varying phase angles. In sub-figure 6.2al, the upper part visualizes the real voltage
with fixed phase angle, the middle part visualizes real voltage with varying phase angle,
and the lower part depicts the difference between the voltage signals in upper and middle
subplots. The real and imaginary part for the varying phase angle are the signals that
occur in reality as derived from the original data set. If we fix the phase angle one can see
that the real and imaginary voltage differ a lot from the original data. Nevertheless, we
decided to do some experiments based on the modified data, in order to analyze methods
that only work with a fixed phase angle (see Chapter 4). Similarly Fig. |6.2b shows for
imaginary voltage, the difference between constant phase angle and time-variant phase
imaginary voltage is significant.

Real voltage
0.965 0.446

Real voltage (fixed phase angle)

0.96 MWMMW 0.444 WMWW

—— Imaginary voltage (fixed phase angle)
0.956 . L s s . L L L L 0.442 L s ! . 2
0

05 1 15 2 25 3 35 4 45 5 0 05 1 15 2 25 3 35 4 45 5
<10* <10

Imaginary voltage

N T M A ~\ n [\ Va

q N\ 'f\, _’\‘. "\ R M / .
JAVAVAVAVASSV AV IRV

fﬂeal I\rl:mage (varying‘ hase apgle)

' A“ (T O VJ“" A ‘f'['\-‘ ‘\‘{\I/‘,‘
VWV U\ N oy /) VY

Imaginary vuﬂag{(}_arymg phase angle)

o
o

0 05 1 15 2 25 3 35 4 45 5 0 o5 1 15 2 25 3 35 4 45 5
<10 «10*

Y T A n A I AVAVAW AN A VAR WYL

— difference of real voltage (fixed & varying phse angle) difference of imaginary voltage (fixed & varying phse angle)

. i 2
0 0.5 1 1.5 2 25 3 3.5 4 45 5 0 0.5 1 15 2 25 3 35 4 45 5
No of iterations x10* No of iterations <10

(a) Real voltage (b) Imaginary voltage

Figure 6.2: Observed real and imaginary voltage of time variant and invariant (fixed by
first phase angle).

From the figures, one can see that there is a close relation between the real and imaginary
voltages and the phase angles. Changes in the magnitudes of real and imaginary voltages
depends on the changes in the phase angle.

In the case with fixed phase angle, from the Fig. [6.2| we can see that variance of real
voltage is larger than variance of imaginary voltage. As we fix the phase angle to -0.344
radian (first phase angle) the variation of polar voltage has much higher impact on the
variation of imaginary voltage.

As expected, from Fig. |6.3, we can see that with small phase angle (smaller phase angle
than in Fig. 2.2/ of Chapter 2) the conversion of polar voltage to real and imaginary
voltage has high influence in real voltage. Thus it causes the variation of real voltage is
higher than in imaginary voltage.
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6.3. Phase Angle and Frequency

Figure 6.3: Conversion from polar voltage to real and imaginary voltages (small phase

y axis
<

|< V.. = Vcost

angle).

In the first case (with fixed phase angle), if an attacker manipulates voltage then the
signal changes significantly which can trigger an alarm but in second case (with changing
phase angle) if an attacker manipulates voltage while the signal is in lower peak or
while phase angle changes slowly then there is less chance of triggering an alarm. If an
attacker manipulates voltages by adding offset to the signal then there is less possibility
of detecting the offset. Figure 6.4 shows histograms of phase angles from training and

test data.
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(a) Histogram of training data phase angles.
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(b) Histogram of test data phase angles.

Figure 6.4: Histograms of PMU measured phase angles from training and test data.

6.3 Phase Angle and Frequency

A real power system’s frequency usually varies over time around its nominal value (50
hertz (Hz) in Europe). Frequency changes cause changes in the phase angle. We make
an assumption that the system is in a quasi steady state. Under our assumption the

transition matrix A is an identity matrix.
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We assume a 50 Hz power system. Our data shows that the frequency is in the range
of 49 Hz in most of the time, that is around the nominal frequency 50 Hz. Figure 6.5
depicts the frequency and how the phase angle changes due to the frequency variations.

Frequency and phase angle
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Figure 6.5: Phase angle and frequency change over time (source Paudel et al.

6.4 Selected Data

In order to build reference data for our experiments, we use data from different days.
We always select the same hour (02:00-03:00 time of UTC) per day in order to compare
similar behaviour.

We first separate the data into three portions: historical, training and test data. Table
6.2 shows information of data separation.

Table 6.2: Separation of datasets, time of UTC.

Dataset | Day Time

Historic | 01.03.2016-24.03.2016 | 02:00-03:00 (24 x1h)
Training | 25.03.2016-31.03.2016 | 02:00-03:00 (7x1h)
Test 01.04.2016-14.04.2016 | 02:00-03:00 (14x1h)

The historical data is only used for building a reference histogram for the distribution-
based KLD method, and for this we take data from three weeks. Derivation of the
reference histogram will be presented in the experimental setup of KLLD in Sec. 9.2.2.

The training data is used as a reference for setting thresholds. For this, we take data
from 7 different days, always taking one hour from each day. The test data is used to
test our algorithms. For this, we use data from 14 different days, considering the same
hour per day. In order to test the algorithms, we inject different attacks starting at same
data point on all test data sets, so that we have normal and anomalous data points (for
detail see Sec. 6.5).
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6.4. Selected Data

Figure 6.6 shows histograms of all 7 days training data and all 14 days test data. The
histogram of training data (shown in sub-figure |6.6a) has several peaks and is not normal
distributed. But the Fig. 6.6 shows the histogram of test data (shown in sub-figure 6.6b))
looks a bit closer to normal than the training data, but it still differs from a normal
distribution. In order to see how much the distributions differ, quantile-quantile plots of
training and test data are shown in Fig. |A.7| of Appendix |A.6.

P 10* Histogram of test data
3552 10" Histogram of training data
35
; \|
il It 3 L
i
25 |
L 25
3 2 i 2
c ifif )
] i 3 2
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g T B - g
218 1 L '
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||
; Ll | |
-y | :
] ]
0.5 I | il ! I i :
- | e 11if i
il il
0 .ni\| LA (LI .
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(b) Test data

Voltage p.u.

(a) Training data
Figure 6.6: Histograms of all 7 days training data and all 14 days test data.

Figure 6.7 shows histograms and signals of the day 1 (25.03 Friday), day 2 (26.03
Saturday), day 3 (27.03 Sunday), and day 4 (28.03 Monday) of the training data. One
can see from the Fig. 6.7a, data from the days are different from a normal distribution
and further, can clearly see a shift in the mean. So it could be that due to the change of
the mean in the signal we here have two distributions that overlap. In order to further
analyse the distribution we generated quantile-quantile (Q-Q) plots that can be found in
Appendix |A.6. Q-Q plots of the day 1 to day 7 of the training data are shown in Fig.
A.8 of the Appendix [A.6L
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Figure 6.7: Day 1, day 2, day 3 and day 4 of training data.
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6.4. Selected Data

Similarly, Fig. shows histograms and signals from day 5 (29.03 Tuesday), day 6 (30.03
Wednesday) and day 7 (31.03 Thursday) of the training data. The signals look a bit
different in the way that we do not see a clear jump to a different mean. At the end of
the day 7 the signal (see sub-figure [6.8b)), labelled benign anomalies which were then
substituted by us with the median (see sec. . The substitution causes a high peak in
the histogram of the day 7 shown in sub-figure 6.8al
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Figure 6.8: Days 5, 6 and 7 of training data.

Figure|6.9 shows histograms and signals of the day 1 (01.04 Friday), day 2 (02.04 Saturday)
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6. PMU DATA ANALYSIS

and day 3 (03.04 Tuesday) of the test data. One can see from the Fig. data from
the day 1 and day 2 seem to have only one main peak but are far from normal distributed.
Day 3 has two distributions which could be the change in the mean in the signal. Q-Q
plots of the day 1 to day 14 of the test data are shown in Fig. of Appendix
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Figure 6.9: Days 1, 2 and 3 of test data.
Figure shows histograms and signals for day 4 (04.04 Wednesday), day 5 (05.05

Thursday), day 6 (06.05 Friday), and day 7 (07.04 Saturday). From sub-figure one
can see data from days 4, 5, and 6 have a single main peak and day 7 has two peaks.
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Figure 6.10: Days 4, 5, 6 and 7 of test data.
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6. PMU DATA ANALYSIS
Figure shows histograms and signals for day 8 (08.04 Sunday), day 9 (09.04 Monday)
and day 10 (10.04 Tuesday).
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Figure 6.11: Days 8, 9 and 10 of test data
Figure shows histograms and signals for day 8 (08.04 Sunday), day 9 (09.04 Monday)
and day 10 (10.04 Tuesday). Sub-figure shows data from the days 11, 12, 13 and
14 look a bit closer to normal than others.
106




6.4. Selected Data

Frequency Frequency Frequency

Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.
Frequency

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

blio
nowledge

3
|
r ki

Histogram of day 11 (Monday) Signal of day 11 (Monday)

8000 T 1.065
7000 1.06
6000
1.055
5000 1 5
a 105
4000 &
% 1.045
3000 -
1.04
2000 1
1000 1.035
° : h 1.03
1.03 1035 104 1045 105 1055 106  1.065 0 2 4 [ 8 10 12 14 16 18
Voltage p.u. Iteration «10%
6000 Histogram of day 12 (Tuesday) 1.085 Signal of day 12 (Tuesday)
5000 1.06
|
4000 1.055
3
a
3000 & 105
a
o
>
2000 1.045
1000 1.04
0 1.035
1.035 1.04 1.045 1.05 1.055 1.06 1.065 [ 2 4 [ 8 0 12 14 16 18
Voltage p.u. Iteration «10*
6000 Histogram of day 13 (W y) 072 Signal of day 13 (Wednesday)
5000
4000
5 1.084
a
3000 &
a
o
>
2000
1000
0
1.052 1.054 1.056 1.058 1.06 1.062 1.064 1.086 1.068 1.07 1.072 [ 2 4 [ 8 0 12 14 16 18
Voltage p.u. Iteration «10*
5000 Histogram of day 14 (Thursday) 107 Signal of day 14 (Thursday)
4500
1.085
4000
3500
1.06
3000 3
a
a
2500 o 1.055
5
2000 >
1.05
1500
1000
1.045
500
0 1.04
1.04 1.045 1.05 1.055 1.06 1.065 1.07 [ 2 4 [ 8 0 12 14 16 18
Voltage p.u. Iteration «10*
(a) Histogram (b) Signal

Figure 6.12: Days 11, 12, 13 and 14 of test data.
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6.5 Preprocessing

We work with data from a real power system and first perform some pre-processing.
Preprocessing consists of a) converting the data to rectangular coordinates b) splitting
the data in historic, training and test sets c) labelling the data and d) defining thresholds
for the detection.

Converting the data to rectangular coordinates: PMU measurements are ob-
served as a voltage V and phase angle 6, for each of the (three) phases, represented in
polar coordinates. We convert the polar coordinates to rectangular coordinates to obtain
the real V,. and imaginary V;,, voltages because for state estimation we need the real
and imaginary voltage for state estimation. The conversion for the 7" measurement from
a phase is represented by Eq. (6.1) and (6.2)) [149].

Vire = Vi - cosb; (6.1)
Viim = Vi -sinb; (6.2)

Splitting the data: The measurement granularity is always 50 measurement values/sec.
The selected data (see in Sec. [6.4) is split into historic, training and test data. Table 6.3
shows detailed information about the data sets used in our experiment, including the
total number of data points, number of benign anomalies (BAs) (after the labeling step),
number of injected malicious anomalies (MAs). Only the data in the interval of 1 hour is
used.

Table 6.3: Data sets used for the experiment, showing number of all data points (Total
DP), benign anomalies (BA), malicious anomalies (MA), substituted (subs.) (source
Paudel et al. [133])

Data

Duration

Time

Total DP

BAs

MAs

Historical

24 days

2am-3am

24 * 180,000

not

labeled

0

Training
(cleaned)

7 days

2am-3am

7 * 180,000

0
(8,796 subs.)

0

Test

14 days

2am-3am

14 * 180,000

7727

0

Manipulated

14 days

2am-3am

14 * 180,000

7,727

1673,087

test

Labelling the data: Data is labelled with the MAD method to distinguish between
normal and benign anomaly (BA) data in the original data. Then all modified values are
labeled as malicious anomaly (MA). We consider an attack to be detected as soon as at
least one data point is detected as an anomaly.

Labels in training data are needed to find any non-malicious anomalies (BAs). In our
case, those BAs are substituted by the median to form a clean set of reference data. And
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6.5. Preprocessing

labels in test data help to assess the detection performance, e.g. to identify whether the
detection is due to benign or malicious anomalies. We inspect the data for significant
non-malicious anomalies (extremely high values) and found some high values but not
with a long duration. In order to decide about anomalies, existing work [139]) use pre-fit
residuals based method with a decision level 3. They use simulated data and simulate
the data with a Gaussian noises.

For our experiment, as we use real data that vary and also also noisier than the simulated
data, we use the MAD method with a decision level 3.5 to mark all data outside the
interval median —3.5- MAD < x; < median + 3.5- M AD (median of 1 hour dataset) as
BAs and all data within the interval as normal data points. In the training data, we then
replace the data outside of the interval (the BAs) by the median to get a data set with
only normal data points. The training data then is used to set suitable thresholds in a
way that all normal data points are below the threshold. Figure |6.13 shows labeling data
and generating normal data. Sub-figure 6.13al shows labeling polar voltage using MAD
interval, and sub-figure 6.13b| shows generated polar voltage signal after substituting
BAs. In the data set shown there are 462 BAs detected between data points 129797
and 130259. They were then substituted by the median 1.0523 p.u. and the 462 values
remain under the threshold. So we still see some unusually low values in the figure.

Labeling data Substituting data
1.065 : . 1.065 T : . T
original dala generated normal data
1.06 [ upper limit I 1.06 1 upper limit
1.085 1 1085
105 ' 1.05
1.045 1 1045}
lower limit lower limit
1.04 L . . . . . . . 1.04 . . L . . . . .
] 2 4 5 8 10 12 14 16 18 0 2 4 3] 8 10 12 14 16 18
x10% %10%
(a) Original data. (b) Data with substituted benign anomalies.

Figure 6.13: Labeling with MAD interval and substituting benign anomalies.

Treatment of BAs: In the test data we keep the benign anomalies and in addition
inject the four different attack types described in Sec. |5.3/ and label those data points
(which are not labeled as benign anomalies) as malicious anomalies. If a benign anomaly
is detected as an anomaly then it is counted as a true positive. We add the attack in each
of the 14 test data files, which each contain 1 hour of measurement data. All attacks
start at the 60,001% measurement. We assume that the attacker is just running some
program to add an attack component and does not check the values before. So therefore
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we manipulate the data by always adding the component a(k) to the original value.

We calculate confidence intervals based on the confidence levels of the predicted values of
real voltage and imaginary voltage for the plain pre-fit residuals based method described
in [139]. The confidence levels of the predicted values are indicated by the measurement
innovation covariance matrix.

Defining thresholds for the detection: The cleaned training data is used to define
thresholds for the methods L2-norm, normalized residuals, MAD, KLD and CUSUM. For
the plain residuals, we use a different method and calculate the threshold at time step k
based on the assumed decision level and the standard deviation of innovation at the time
step.

For the L2-norm, we use the sequence of L2-norms of the pre-fit residuals from the real
voltage and imaginary voltage, and the median absolute deviation to check which decision
level we need to set so that all normal data points lie within the interval. Thus, we
use a level of decision that covers the L2-norm of pre-fit residuals from real voltage and
imaginary voltage of the training data (without benign anomalies) and define a threshold.

For the normalized residuals, we use a level of decision that covers normalized pre-fit
residuals of real voltage and imaginary voltage from the training data (without benign
anomalies) and define a threshold. For the residual-based detection, we work with
rectangular coordinates and a fixed phase angle. But for the lightweight statistical
detection methods, we use the original voltage in polar coordinates to set and check the
thresholds.

For the MAD, we use a level of decision that covers generated normal training data and
define a threshold. For the KLD, we use a level of decision that covers KLD sequence
from the cleaned training data and define a threshold. For the CUSUM, we use maximum
allowed variation in mean and standard deviation from the cleaned training data, and the
desired maximum probability of accepted false alarms to define a threshold. A detailed
description about the different parameters, the anomaly detection methods and the
thresholds is presented in Sec. |7.1.1.

Figure |6.14] shows the data processing steps. It visualizes the steps for defining a
reference histogram, defining thresholds for different anomaly detection methods and the
application of the defined thresholds in attack scenarios.
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6.6. Summary
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Data (N, BA) with median CUSUM
1-24 March Threshold
-
KLD KLD
sequence Threshold
e
Training Data Label data points Substitute BAs Clean Residuals Plain residuals
25-31 March (N, BA) with median training data *| sequence hreshold
S L2-norm RB
sequence | * Threshold
Normalized RB
sequence Threshold
2 MAD
Testlng Attack type CO, RO, ICO, IRO, ICOHS, IROMN attacks with extension MAD — results

detection

' CcUsUM CUsUM CcusuM
Test Data Label data points Inject Attacks Modified St shes det=aion results
1-14 April (N, BA) (labelled as MA) test Data

KLD KLD KLD
sequence " detection * results

Residuals Plain Plain
sequence RB detection RB results

N: Normal data points i

BA: Benign anomalies L2-norm ~ L2-norm

MA: Malicious anomalies sequence Elcatection B

results

Normalized Normalized Normalized
sequence RB detection RB results

Figure 6.14: Overview of data processing (source Paudel et al. [I33]).

6.6 Summary

In this chapter, we provided an overview of the data from the EPFL PMU network and
analysed the data set to investigate the relationships between the parameters.

Voltage analysis helped us in the selection of “time per day” in order to select data for
our experiment. Further we showed the statistical properties of the data at different
times and days. The relationship of the voltage and the phase angle was also clearly
shown using this data set. Additionally, the relationship of phase angle and frequency
was investigated.

Then the selection of historic, training and test data was provided. Presentation and
explanation of histograms and signals of the training and the test data clarified the
distribution and outliers of the selected data.

Finally, we provided an overview of the training and testing phases of our experiment.
We described the dependencies and the methods used to set parameters and thresholds.
Further, details on how data is refined and used in the experiments is provided.
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CHAPTER

Residual-Based Bad Data
Detection Methods

Notice of adoption from previous publications in Chapter 7
Parts of the contents of this chapter have been published in the following papers:

[132] S. Paudel, P. Smith, and T. Zseby. Stealthy attacks on smart grid PMU state
estimation. In Proceedings of the 13th International Conference on Availability,
Reliability and Security, ARES 2018, Hamburg, Germany, August 27-30, 2018,
pages 16:1-16:10, 2018

[133] S. Paudel, T. Zseby, E. Piatkowska, and P.Smith. An evaluation of methods
for detecting false data injection attacks in the smart grid. In preparation®

Ezxplanation text, on what parts were adopted from previous publications:

The plain pre-fit residual-based bad data detection in this chapter is based on the
work done in [132]. The L2-norm and normalized residual-based bad data detection
in this chapter is based on the work done in [133)].

S. Paudel implemented the methods and conducted all the experiments. Theoretical
considerations and experiment planning was done together with all co-authors, the
text and figures in the papers were created together by all authors.

%The paper is in preparation.

In this chapter, in a first step, we review an anomaly detection method that uses mea-
surement pre-fit residuals of linear Kalman filters to detect unusual measurement values
in power grid systems and present two bad data detection methods. To this end, we de-
scribe classical residual-based bad data detection methods using L2-norm and normalized
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restduals. In a second step, we present the experimental setup of residual-based bad data
detection methods. In the experimental setup, training data usage for setting thresholds
for the methods is shown with an overview of methods and their thresholds. Then we
present results from the experiment. For this, first we present anomaly detection with the
plain pre-fit residual-based method in Sec. 7.3.1|), second we show undetected attacks by
the plain pre-fit residual-based method in Sec. |7.3.2 and last experimental results using
L2-norm and normalized residual-based methods in Sec. |7.53.5. We present experimental
results of attacks introduced in Tab. 5.2 of Chapter|5 using the plain pre-fit residual-based
method and show that the attacks are not detected by the plain pre-fit residual-based
method. Similarly, we present experimental results of attacks introduced in Tab. 5.1 of
Chapter |5 using L2-norm and normalized residual-based.

Since data sources can have errors, many grid operators implement bad data detection
(BDD) methods to check for errors in the measurements that would influence state
estimation (SE). For this, usually residuals from the SE are used. Residuals show
the difference between predictions and observations (pre-fit residuals) or the difference
between estimation and observation (post-fit residuals) [42) [40]. If those residuals get too
high, the BDD would be triggered. The residual-based (RB) approach has the advantage
that residuals can be simply calculated as a by-product of SE [42 [I71].

It seems likely, that BDD also would detect actively manipulated data. Therefore, our
research question about using residual-based bad data detection methods reads:

¢ RQ 2.1: To what extent can residual-based bad data detection methods detect
different FDI attacks?

Here we assume an attack is detected if at least one of the injected malicious data point
is detected. We want to investigate different methods proposed in the literature, we
divide the research question RQ 2.1 into the following sub-research questions:

« RQ 2.1.1: Can the plain pre-fit residual-based method proposed in [I39] detect
the injected attacks in our data set?
Rationale: The method proposed in [I39] uses plain pre-fit residuals from SE using
Kalman filter to detect bad data. Therefore, we assume that the method proposed
in [I39] can also be used to detect the attacks introduced in Tab. 5.2 of Chapter |5
and maybe also other attack types in our data. One difference to our approach is,
that [139] uses data from a simulation whereas we use data from real measurements.
Therefore, we investigate two variants: our data set but with a fixed phase angle
(as in the simulated data) and our data set with a varying phase angle (as in our
original data).

¢ RQ 2.1.2: Can attackers avoid being detected if plain pre-fit residuals are used
for detection?
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Rationale: Anomaly detection methods use pre-fit residuals from SE. But SE
adjusts to measurements values. Therefore also the pre-fit residuals change if the
measurement values change. Therefore, we would like to check if an attacker who
is aware of the pre-fit based detection method can manipulate the measurements
in a way that the manipulation does not cause significant changes in the residuals
and therefore the attack remains undetected.

« RQ 2.1.3: Can the L2-norm residual-based method using LWLS proposed in [100],
which is based on LWLS SE, detect our injected attacks in our data set also if we
use residuals from DKF?

Rationale: In [100] the L2-norm of the residuals from LWLS SE is used for BDD.

Since BDD detects deviations from the expected measurement sequence, we assume
it can also detect the manipulated measurements from our attacks. In [I00] LWLS
is used for SE and for calculating the residuals. Since DKF can be used as an
alternative for SE, we check both: the detection with residuals from LWLS (as used
in [I00]) and in addition the detection based on residuals from DKF SE.

« RQ 2.1.4: Can the normalized residual-based method proposed in [14] using DKF
detect our injected attacks in our data set?
Rationale: In [I4] the normalized residual-based method is used for BDD. The
normalized residual-based method proposed in [14] use residuals from SE using
DKF. We assume the normalized residual-based method can detect the attacks
that are generated by our model. Therefore, we check the detection of the injected
attacks in our data set using the normalized residual-based method if we use
residuals from DKF.

In order to show if BDD works on our attacks, we use three BDD methods based on
the pre-fit residuals of a linear Kalman filter. We use plain pre-fit residuals, L2-norm
and normalized residuals for detecting bad data. Plain pre-fit residuals use a dynamic
threshold (based on the confidence level of the prediction) to detect bad data, whereas
L2-norm and normalized residuals methods are based on pre-defined thresholds.

Table |7.1] shows the intention of using the residual-based methods and the data used for

the experiment. Details on parameter settings for the experiment are presented in Sec.

7.2
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Table 7.1: Overview of residual-based methods.

Methods | Data” Goals Sections
7.1 ]
Plain pre-fit | Test data - to answer RQ 2.1.1 7.2.1
residuals (01.04.2016) - to answer RQ 2.1.2 7.3.1
7.3.2
Training data
(22.03 —g31.03) 1.2
L2-norm - to answer RQ 2.1.3 7.2.2
Test data 733
(01.04.2016 - 14.04.2016) —
Training data 713
Normallzed (22.03.2016 - 31.03.2016) | to answer RQ 2.1.4 =53
residuals Test data 733

(01.04.2016 - 14.04.2016)

* For training and test data of plain pre-fit residuals, L2-norm and normalized residuals, for
each day one hour at 00:00-01:00 UTC is used.

7.1 Theoretical Background

7.1.1 Plain Pre-Fit Residuals

Using a DKF, anomalous measurements can be detected using either pre-fit [139] [113]
or post-fit residuals [I59) [36l, [4T]. The former tracks prediction errors and the latter
estimation errors. In this work, we make use of a pre-fit residual-based approach to
anomaly detection that has been proposed by Pignati et al. [I39]. This existing work has
shown good detection performance for anomalies with several benign root causes. We
adopt the anomaly detection method and apply it in our use cases.

The SE process consists of two stages, as described in Sec. 4.2.1. We do not consider any
control input. The true system state at time k& with no control input is represented by
the linear Eq.(4.14). Similarly, a measurement from a sensor zj, and the predicted state
(Z}—1k—1) at time step k are represented in the equations (4.13) and (4.15) respectively
in Sec. 14.2.1.

Anomalies are assumed when the DKF' is unable to accurately predict the measured
values, so that there is a significant difference between the predicted and the measured
value. Pre-fit residuals (y;,) (or innovation) are determined using Eq. (7.1), where zj
is the observed measurement vector at iteration k, H is the observation model (i.e.,
a matrix that shows how the state is related to the measurements) and &y ;,_; is the
predicted state, predicted from the previous state, and H @y, therefore expresses the
measurement vector that one would expect from the predicted state. Figure |7.1] depicts
the steps of the anomaly detection method using the pre-fit residuals (notations are
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7.1. Theoretical Background

shown in Tab. 4.1 of Chapter [4).

Y = 2k — HiEpp_ (7.1)
Pre-fit Residuals Measurement Noise Type Innovation Covariance
e.g., Gaussian Noise
[)’1'.}’2)--3’1:---}’11] [SLSZ'“S"(“’S"]
S
ykl l k
2
[yk,re V Jy k.re 0
YVi,im 2
l l 0 %iim
2
ka,rel < yask.re +— Oy, 44— gy kre

Figure 7.1: Anomaly detection using pre-fit residuals, innovation covariance and mea-
surement noise (only real voltage shown) (source Paudel et al. [132]).

The innovation covariance (S}) is based on the past and current iterations of the DKF,
and is determined using Eq. (7.2), where Py;_; is the predicted process covariance
matrix.

Sy=HP, H" +R (7.2)

S changes in response to sudden changes in system state. In addition, the Eq. (7.2)
with the vectors and the matrices can be represented as Eq. (7.3)).

o2 0
S, =H Pyk—1,re ) ] HT 1

0 O-Pk\kfl,im

o, 0
0 o2 ] (7.3)

where 0123 is the variance of real part process noise, 0]23 _is the variance of
k|k—1,re klk—1,im

imaginary part process noise, o2, is the variance of the real part measurement noise and
o2 is the variance of the imaginary part measurement noise. Derivation of the variance
of the real part 02, and imaginary part o2, are shown in Appendix A.12. The predicted
process covariance matrix Ppy,_; depends on the previous process covariance matrix
(Pj—1k—1) and the current process noise covariance matrix (Qy,) (see Eq. (4.16) in Sec.

12.1).

Calculation of Sy, using Py;_; and R from Eq. (7.2) is represented by Eq. (7.4). We
assume H as an identity matrix (see Chapter [4).

2
_ Pk|k71,re + Ore 0

Sk
0 Pk|k71,im + 0'1'2m

(7.4)
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where o2, is the variance of real voltage and o2, is the variance of imaginary voltage.

To calculate S}, the prediction error covariance matrix (Pk‘ s—1) and the measurement
error covariance matrix (R) are used. The prediction error covariance matrix uses the
process noise covariance matrix. Therefore, innovation gain depends on the process noise
and measurement noise covariance matrix. In our scenario, y,, is represented by Eq. (7.1)
and (7.5) and Sy, is represented by Eq. (7.6).

Yy = ykme} (75)
Yk im
2
0
Sk — o-yk,re 9 (76)
0 Yk,im

S}, gives the measurement innovation covariance matrix. The first diagonal element of S
represents the variance of the innovation for the real voltage and the second diagonal
element represents the variance of the innovation for the imaginary voltage variance.

A confidence interval is calculated based on the confidence level of the predicted values,
which is indicated by Sj. Each of the elements in y,, satisfy Eq. (7.7) in normal operation
(shown for real voltage). We use the following method proposed in [I39] to detect
anomalies:

| yk,re | < ryo-yk,re (77)

where | y; .. | is the magnitude of the real voltage pre-fit residual at time step &, v is
a confidence level, agk . equals the variance of the innovations up to time step k; and

. 2 . . . . .
Oypre = 1 /ayk,m. Similarly, for measured real voltage zj . at time step k since residual

Y = 2x — HZy—1, the Eq. (7.7) can be also expressed based on the measurement
and the predicted state. An anomaly is detected if the voltage zj .. exceeds one of the
thresholds shown in Eq. (7.8) and Eq. (7.9).

Zkre < Thjk—1,re T V0ysre (7.8)

zk,re Z "'Ack|k:—1,re - PYO—yk,Te (79)

where @1, is a predicted state at time step k. It is also done for the imaginary
voltage. A data point is considered as an anomalous if it is detected as an anomaly in
real or imaginary voltage.

7.1.1.1 Evading Offset Attacks
Here we show how an attacker can evade the plain pre-fit residual-based detection using
the attacker model presented in Sec. |5.3.

We consider that an attacker is manipulating the voltage measurement data in the polar
coordinates, as it is sent from the PMUs. Suppose that an offset is added in the k"
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7.1. Theoretical Background

measurement of the polar voltage magnitude. The real and imaginary voltages after
manipulation are given by Eq. (7.10) and (7.11).

Vire,a = (Vip + offsetpolar) - cos @ (7.10)

Viim,a = (Vi + offsetolar) - sin @ (7.11)

The resulting offsets in the real and imaginary voltages depend on the phase angle, and
are shown in Eq. (7.12)) and (7.13).

offsety, ye = Vire.a — Vire (7.12)
Oﬁsetk,im = Vk,im,a + Vk,im, (713)

The manipulated measurement vector zj, is represented by Eq. (7.14), where offset
represents the vector with the offset in real offset,. ; and imaginary voltage offset;,, x
shown in Eq. (7.15).

Zq = 2, + offset (7.14)

offset = (offsety re, offsetk,im)T (7.15)

Similarly, the manipulated measurements affect the pre-fit residuals y;, , and the measure-
ment innovation covariance matrix S, as shown in Eq. (7.16) and (7.17), respectively.
Yk = Zha — HTpp—1 (7.16)

Sk :zk,a_HkPkUc—lHZ—i_R (717)

Considering the observed PMU measurements, the anomaly detection method tests
whether each of the elements in the pre-fit residuals vector — given by Eq. (7.16) — satisfy
the condition that is represented by Eq. (7.7). We calculate the maximum undetectable
offset by combining equations (7.14)), (7.16)), (7.17) and (7.7). The result for the real
part is given in Eq. (7.18) as shown in [139] and used in [132].

| Yk,re,a | < YOy re
| 2krea — HEpp—10e | <70y
| 2kre + Offseti re — HEpp—1e | < Y0y, .
| offsety re + Yk,re | < Y0y, e (7.18)

This means an attack remains undetected if an attacker can add an offset in the polar
voltage in a way, such that the resulting offsets in the real and imaginary voltages fulfil
Eq. (7.18) (i.e., the offset has to be small enough not to exceed the typical variations in
the residuals).

To achieve this, the attacker needs to have knowledge about the power system, the SE
method, and the anomaly detection system. For instance, knowledge about the power
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Power System Anomaly Detection System
Nominal Nominal
frequency voltage _+ Kalman filter k— Process noise
= 1 Standard deviation
Sensor Predicted values of predicted real
(PMU) and imaginary

\ Real voltage ” Imaginary voltage |

voltages
Measurement
noise l 1

Measured values ‘ ‘

" Polar voltage

| " Fixing the " Measured values Decision
Phase Angl| . level
= ng.e [ Real voltage [ Imaginary voltage ]

Pr‘e-fllt r'e.51duals of real and Anomaly detection
imaginary voltages

Figure 7.2: An attack detection system, showing major information that is needed for
detection (source Paudel et al. [I32]).

system infrastructure, nominal values (e.g, voltage, frequency) and SE is required to adjust
to the expected innovation covariance matrix Sy, which depends on the measurement
noise covariance matrix R, process noise covariance matrix @; and the predicted process
covariance matrix Pj. In addition, an attacker who wants to circumvent detection, needs
to know the factor v that is used in the anomaly detection system to adjust the threshold.
Figure |7.2 depicts an attack detection system. It shows the information that is available
from the power system and the anomaly detection system. It is not that easy to gain
access to the information of a power system. As pre-fit residuals depend on the predicted
value and the observation, the attacker can add a maximum offset remaining within the
interval and be undetectable. Such stealthy data attacks can lead to incorrect SE and
trigger wrong control actions.

7.1.2 L2-norm of residuals

Instead of plain pre-fit residuals, BDD can also use L2-norm residuals [I00]. Here we
check the residuals’ length calculated using a standard method L2-norm. Generally, the
L2-norm residuals method is applied in weighted least squares based SE. In contrast to
existing work, here we also make use of the L2-norm pre-fit residuals of Kalman filters
based SE to detect false data injection attacks.

The L2-norm of the residual is defined as ||z — HZ||. The L2-norm is defined as shown

in Eq. (7.19) [100].
Iyl = \/y2 + v2,) (7.19)

Usually a BDD alarm is triggered if ||y|| > ¢ where ¢ is a pre-defined threshold.
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7.1.3 Normalized residuals

Instead of plain pre-fit residuals and L2-norm, we can use normalized residuals [14}, [87] for
BDD. The normalized residuals method works well for independent and non-correlated
measurements [100, 53] [IT5], i.e. a measurement is not interacting with other measurement
at time k. We make use of normalized residuals in our use case as in our use case the
covariance of real and imaginary voltage is zero.

Normalized residual for k' measurement is calculated as expressed in Eq. (7.20).

Yk,norm =
&

where /S}, i, is a diagonal element of residual covariance matrix Sy, i.e. it is the standard
deviation of the residuals up to time step k.

The normalized residual yj porm is compared to the pre-defined threshold ¢ for checking
bad measurement. If yi porm >t then the k" measurement is detected as a bad data.

7.2 Experimental Setup

7.2.1 Plain Pre-fit Residuals Based Method

For our experiments, we have implemented a DKF and the pre-fit residual-based anomaly
detection method (described in Sec. 7.1.1) in MATLAB. To determine the correctness
of our implementation, we repeated the experiments that were conducted in [I39], but
in contrast to using simulation-based data, we use measurement data from the EPFL
campus network (see Chapter 6). We conduct an experiment with the small deviation
(SD) attack (introduced in Tab. 5.2 of Chapter 5) — a similar experiment was conducted

by Pignati et al. in [I39]. This is a small deviation type attack described in Sec. 5.3.

The offset is introduced to the measured data from iteration 1,500 to 18,000.

7.2.1.1 Detection with Varying Phase Angle

In the original approach described in [I39], it is assumed that the network frequency
is fixed, e.g., constant at 50Hz. By using simulated data in [I39] this condition could
easily be established. However, in the true measured data from the EPFL campus, the
network frequency changes over time. This is normal behavior in deployed systems, as
frequency changes in response to shifting generation and load profiles. Due to the small
frequency changes in the measurement data also the phase angle changes over time, as
shown by Fig. 6.5 in Sec. [6.3. This is an important difference for the anomaly detection
method. The detection method is based on data in the rectangular notation and the
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network frequency has a direct influence on the phase angle, and consequently on the
real and imaginary voltages that are used for the anomaly detection.

In [139, 146] the confidence interval is defined using a decision level 3 for Gaussian noises.
The data we considered for our experiment is from a real power system which is noisy
and varies over time so that it results in high standard deviation. Therefore, for our
experiment, we define the confidence interval of innovation at decision level 2. Thus, the
threshold for a time step k is defined as 2 times the standard deviation of innovation at
the time step.

We experiment with the method with a varying phase angle. The results are shown in
Sec. [7.3.1.1L From our experiment, we see that in this case the anomaly detection does
not work and therefore conclude that the anomaly detection method proposed in [139]
only works if there are no frequency changes in the network and therefore the phase angle
remains constant. So for real PMU data with varying phase angle the approach does not
provide a satisfactory detection performance.

If the detection method proposed in [I39)] is applied in a network without any modifications,
small frequency changes in the system would be sufficient to confuse the detection method.

7.2.1.2 Detection with Fixed Phase Angle

In order to provide comparability with the results in [I39], in a similar manner to [137, [50]
we fix the phase angle in the measured data with the first observed value. This is a
small but important change and due to the modification in the phase angle the new
real and imaginary voltage do not reflect the original real and imaginary voltage in the
data. Using this modification the method proposed in [I39] performs as expected and
our implementation of the anomaly detection method is able to successfully detect the
offset that is introduced to the measurements (see results in Sec. [7.3.1.2).

In a similar manner to Sec. 7.2.1.1, we assume decision level 2 (see Tab. 7.4). Thus, the
threshold for a time step k is 2 times the standard deviation of innovation at the time
step. The experiments described in Sec. 7.2.2 and Sec. [7.2.3| were conducted with the
modified data (fixed phase angle).

7.2.2 L2-Norm Residuals

The L2-norm method is described in Sec. [7.1.2. In order to set a threshold, we calculate
L2-norm of residuals (pre-fit residuals) from the training data without BAs. Values of
the L2-norm residuals in training data are then considered as the normal behavior.

In order to set a threshold, we apply the MAD method to the L2-norm residuals of real
and imaginary voltages. First MAD is calculated from the L2-norm residuals of real and
imaginary voltages, then we calculate the decision level that covers normal behavior based
on the maximum L2-norm residual in the training data and the MAD. An interval that
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covers all L2-norm residuals of real and imaginary voltages is calculated. It could simply
calculate the minimum and maximum value from the timeseries of the L2-norm residuals
and use as boundaries, but we make use of the MAD method to calculate the interval
because with this we put the boundaries a bit larger than the minimum and maximum
values of L2-norm and get a safety margin. We expect high deviations as the variance of
the data is quite large, this might be due to high variations in the given time interval.
Table [7.2| depicts intervals for different decision levels, the upper boundaries of real and
imaginary voltage L2-norm residuals values in a decision level that covers normal behavior
are shown in bold numbers. In the table, normal behaviors of both real voltage and
imaginary voltage are covered in decision level 7. We use the MAD of the .2 Norm e.g.
MADys. The interval using the MAD is median —7- MAD < x; < median+7- MAD,
it results in —0.49 < x; < 0.67 for real voltage and —0.95 < z; < 1.41 for imaginary
voltage. As the interval at this level covers the normal behavior, we define the greater
L2-norm value among the real and imaginary voltages as a threshold. We could also
use different thresholds for real and imaginary voltage but we use same threshold for
both in a similar manner to existing works using the method (e.g., in [I00, 22]). The
authors in [I00] use chi-square distribution of squares of L2-norm residuals for defining a
threshold where a significance level can be chosen based on the system noise. A smaller
value of significance level can result in a smaller threshold. Authors in [I00] set L2-norm
residuals of the actual measurement (without injected bad data) as a threshold. Residuals
are very small if there are not any changes. As we aim for detecting an anomaly caused
due to the changes, we consider the upper boundary of imaginary voltage for defining a
threshold. Therefore the defined threshold for L2-norm is 1.41.

Table 7.2: Upper and lower boundaries of L2-norm residuals of training data for different
decision levels, DL, = decision level, UB = upper boundary, LB = lower boundary.

DL Real voltage Imaginary voltage
UB LB UB LB

3.0 0.34 —0.16 0.73 —0.28

4.0 0.42 —0.24 0.90 —0.45

5.0 0.50 —0.33 1.07 —0.62

6.0 0.59 —0.41 1.24 —0.79

7.0 0.67 —0.49 1.41 —0.96

7.2.3 Normalized Residuals

The normalized residuals method is described in Sec. [7.1.3l In order to set a threshold of
the level of decision, we use the training data without BAs. We calculate the normalized
residuals of real and imaginary voltage from the training data. The normalized residuals
(pre-fit residuals) from the training data represents the normal behavior.
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Table 7.3: Upper and lower boundaries of normalized residuals of training data for different
decision levels, DL, = decision level, UB = upper boundary, LB = lower boundary.

DL Real voltage Imaginary voltage
UB LB UB LB
3.0 1.54 —1.01 2.05 —0.99
4.0 1.96 —1.44 2.55 —1.50
5.0 2.39 —1.86 3.06 —2.00
6.0 2.81 —-2.29 3.56 —2.51
7.0 3.24 —2.71 4.07 —3.02
8.0 3.66 -3.14 4.58 —3.52
9.0 4.09 —3.56 5.08 —4.03
10.0 4.51 -3.99 5.59 —4.53
11.0 4.94 —4.41 6.09 —5.04
12.0 5.36 —4.84 6.60 —5.55
13.0 5.79 —5.26 7.11 —6.05
14.0 6.21 —5.69 7.61 —6.56
15.0 6.64 —6.11 8.12 —7.07
16.0 7.06 —6.54 8.63 —7.57
17.0 7.49 —6.96 9.13 —8.08
18.0 791 —7.39 9.64 —8.58
19.0 8.34 —7.81 10.14 -9.09
20.0 8.76 —8.24 10.70 —9.60

MAD (represented by Eq. (9.2)) is applied to the normalized residuals of real-and-
imaginary voltages. In a similar manner to Sec. [7.2.2] first MAD is calculated from
the normalized residuals of real and imaginary voltages, then different decision levels
are tested for defining an interval that covers normal behavior. An interval that covers
all normalized residuals of real and imaginary voltages is calculated. Table [7.3| depicts
intervals for different decision levels, the upper boundaries of real and imaginary voltage
normalized residuals values in a decision level that covers normal behavior are shown
in bold numbers. We select an interval of a decision level that covers the normal
behaviors of both real voltage and imaginary voltage. Decision level 20 covers the normal
behavior. We use the MAD of the normalized residuals. The interval using the MAD is
median — 20 - MAD < x; < median + 20 - M AD, it results in —8.24 < x; < 8.76 for real
voltage and —9.60 < z; < 10.7 for imaginary voltage. A maximum value among real and
imaginary voltages at the interval is defined as a threshold. Thus in a similar manner to
Sec. [7.2.2, we define threshold as 10.7.

Table 7.4 shows an overview of residual-based methods, parameter settings, thresholds
and injected attacks. We recall that the plain pre-fit residual-based method has a dynamic
threshold, so threshold at time step k is different from time step k+1, and the threshold of
real voltage is different than threshold of imaginary voltage at each time step. We could
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7.3. Results

Table 7.4: Overview of residual-based methods parameters setting, thresholds and injected
attacks; Exp. = experiment; DL = decision level; oy, = stdev of real voltage innovation;
Oyy...m = stdev of imaginary voltage innovation; CO = constant offset; RO = random
offset; ICO = incremental constant offset; IRO = incremental random offset; IROMN =
incremental random offset with more noise; ICOHS = incremental constant offset with
high slope.

Exp. | Methods | Data’ Parz?m. Threshold Injected Sec.
setting attacks
SD
71 Plain pre-fit | Test data DL — 2 20y, | RSCV 7.3.1.2
’ residuals (01.04.2016) 2 0yim | IROCV 7.3.2
ICOS
Training data
(22.03.2016 CO, RO
- 31.03.2016 ICO, IRO
7.2 L2-norm Test data ) DL =7 1.41 p.u. IROMN, 7.3.3.1
(01.04.2016 ICOHS
- 14.04.2016)
Training data i
(22.03.2016 CO, RO
Normalized | - 31.03.2016 ICO, IRO
7.3 rosiduals Test data ) DL =20 | 10.70 p.u. IROMN, 7.3.3.1
(01.04.2016 ICOHS
- 14.04.2016)

* For test data of plain pre-fit residuals, one hour at 00:00-01:00 UTC is used.
* For all the given days of training and test data of L2-norm and normalized residuals, one hour at
00:00-01:00 UTC is used.

also use different thresholds for real and imaginary voltage but we use same threshold for
both in a similar manner to existing works using the method (e.g.,in [87]). The threshold
for real voltage depends on oy, . - the standard deviation of real voltage innovation,
and the threshold for imaginary voltage depends on oy, , . For L2-norm and normalized
residual-based methods real voltage and imaginary voltage have a static threshold defined
from the training data.

7.3 Results

7.3.1 Plain Pre-fit Residual-Based Detection

In order to repeat the experiments conducted in [I39], we conduct experiment 7.1 where
we also defined a small deviation (SD) attack (introduced in Tab. 5.2 of Chapter 5) and
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analyze if the attack can be detected. We apply the plain pre-fit residual-based method
to SD attack in two cases: i) varying phase angle and ii) fixed phase angle. Instead of
using data from a simulation (as in [I39]) we use the manipulated EPFL data set.

7.3.1.1 Results for Varying Phase Angle

Figure 7.3 shows the results of applying the anomaly detection method described in [139]
and in Sec. 7.1.1] on the measured data (with keeping the varying phase angle of the
original data). As an attack we inject a 0.006 p.u. offset between data points 1500 to
18,000. It can be seen that the anomaly detection method does not perform well at
all. More specifically, the method generates over four thousand false positives, i.e., it
detected anomalies in the non-manipulated portion of the data, and fails to detect over
ten thousand anomalous points (false negatives). As already presented in Fig. 6.5 and
Fig. [7.3] there is a clear relationship between frequency, phase angle and the anomalies
that are detected in the real and imaginary voltages — during periods when the phase
angle is relatively steep (e.g., between 3,000 and 4,000 data points), the detection method
identifies the voltages as anomalous.

Anomaly detection in real voltage Anomaly detection in imaginary voltage

0.01 0.01

threshold boundaries Yy + anomalies threshold boundaries Yy + anomalies
0.005 0.005
] ¥ =
a 0 g 0
> >
-0.005 -0.005 !
-0.01 : ‘ : , : -0.01
0 1 2 3 4 5 6 0 1 2 3 4 5 6
Attack starts x 10 ftack soacty «10*
, | Visualising detected anomalies in real voltag 5 Visualising detected nalies in im .,' y voltag
l ——Z,, - anomalies 1 vim * anomalies
5 1 /‘,\ N i "\‘ fl i ‘\".\ I‘-"‘ “\I f ‘ H | H S\ ‘ ‘ 4 1 f “ \ q \ \ /“\
) ‘ ‘ ‘ p : \ \ | \[
SLO’(HI ! !“;U w H‘\ ‘ ”‘\“I" [ \h\\ CEO wil'la\“\’\’ /\ | J\w"
LN B VAT ﬁ\. Vo | VR VAR i “U
A vV VIV Y u v 1 AV (Y .J SV
2 2 ‘ .
0 1 2 3 4 5 6 0 1 2 3 4 5 6
No of iterations <10* No of iterations x10*

(a) Real voltage (upper figure - residuals, lower (b) Imaginary voltage (upper figure - residuals,
figure - voltage) lower figure - voltage)

Figure 7.3: Anomalies that have been detected in the real and imaginary voltage when
an offset of 0.006 p.u. is introduced at data point 1,500, (with changing phase angles)
(source Paudel et al. [132]).

Figure |7.3al visualizes the detected anomalies in real voltage. When steepness in the
phase angle is high then the difference between consecutive measurements is also high.
Thus it results in high pre-fit residual (see upper part of Fig. |7.3a).

Figure 7.4 shows steepness of the phase angle and residuals of real voltage and imaginary
voltage increase at the same time. From the figure we can see up to data points 2,000 the
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4 Phase angle il Real voltage residuals
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0
No of iterations «10% No of iterations 104
(a) Phase angle (upper part) and observed polar (b) Residuals (upper - real voltage, lower - imag-
voltage (lower part) inary voltage)

Figure 7.4: Phase angle together with the residuals and the polar voltage (steepness
zoomed in between data points 24,245 and 53,745 of Fig. 7.3).

phase angle steepness and residuals are in same proportion (both of them have a stable
period), and between data points 2,000 and 2,900 the phase angle steepness decreases
and the residuals also decrease, and thus the periods of the signal increases and decreases
again. Therefore, the chance that residuals exceed the threshold and raise an alarm is
high when steepness of phase angle is high. If the phase angle is changing fast, then the
real and imaginary voltage signal is also changing fast and is therefore harder to predict
with the linear model. Therefore the value predicted with a linear model differs from the
measurements the residuals also get a high value.

Labeled as

Non-malicious | Malicious
Non-malicious | 41,500 (TN) 13,805 (FN)
Malicious 1,999 (FP) 2,696 (TP)

Detected as

Table 7.5: Confusion matrix of real voltage

Table [7.5) depicts the confusion matrix for real voltage. It shows that the method detects
4,695 anomalies, among them 1,999 non-malicious points and 2,696 malicious points are
detected as attacks.

Similarly also in imaginary voltage high steepness of phase angle results in high difference
between consecutive measurements. This ends up with high pre-fit residuals. Thus the
chance that residuals exceed the threshold and raise an alarm are related to the phase
angle changes. If the phase angle changes faster, the difference between predicted state
and the observed measurement increases.

The confusion matrix for imaginary voltage is shown in Tab. 7.6 which shows that the
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method detects 5,220 anomalies, among them 2,236 are non-malicious points and 2,984
malicious points are detected as malicious.

Labeled as

Non-malicious | Malicious
Non-malicious | 41,263 (TN) 13,517 (FN)
Malicious 2,236 (FP) 2,984 (TP)

Detected as

Table 7.6: Confusion matrix of imaginary voltage

Here, we visualize anomalies of real and imaginary voltages together in polar voltage.
Figure 7.5 shows the visualization in the polar voltage. From the experiment, it is clear
in the figure that the anomaly detection method proposed in [I39] only works well when
phase angle steepness is normal during an attack. In Fig. 7.5, the attack starts at data
point 1,500 and ends at 18,000; around 30,000 data points polar voltage magnitudes are
normal but phase angle steepness is very high. So, these points are detected as anomalies.

Visiualising real and imaginary anomalies in polar voltage

1.066

m —IV V'm . amon"\aliesre ‘anomaHesim
1.064 Wﬂwfmwm
o 1.062 !
o
1.058 1 : 1
i
0 1 2 3 4 5 6
No of iterations w104

Figure 7.5: Visualisation of detected anomalies in polar voltage - attack starts at data
point 1,500 and ends at 18,000 (red points are anomalies detected in real voltage, orange
points are anomalies detected in imaginary voltage).

The confusion matrix of the joint results is shown in Tab. 7.7. In the previous paragraphs,
it is mentioned that 4,713 anomalies are detected in real voltage and 5,223 anomalies
are detected in imaginary voltage but some of the points are detected as anomalies in
both cases. So, the method detects total 9,730 points as anomalies. In the joint results,
it detects 4,209 non-malicious and 5,521 malicious points as attacks.

Labeled as

Non-malicious | Malicious
Non-malicious | 39,290 (TN) 10,980 (FN)
Malicious 4,209 (FP) 5,521 (TP)

Detected as

Table 7.7: Confusion matrix of polar voltage
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7.3. Results

From the detection results, we conclude that the anomaly detection method proposed
in [I39] does not work with our data. Our assumption is that this is because in our data
the frequency and therefore also the phase angle varies. Therefore, we also conducted
additional experiments with a fixed phase angle.

7.3.1.2 Results for Fixed Phase Angle

In order to check the method with similar conditions proposed in [139], we fixed the
phase angle to —0.3443 radian which is the first phase angle (the phase angle reported in
the first PMU message of the test data set) and repeated the experiments. Results can be

seen in Fig. 7.6. With the phase angle fixed, the method detects anomalies successfully.

In Fig. 7.6a, when the attack starts pre-fit residuals are out of the threshold boundaries
in the upper part of the figure. These are pointed out by orange stars. The detected
anomalies are visualized in real voltage in the lower part of the figure where z,.. is the
observed measurement for the real voltage and pred z,. is the prediction. . Green dots
represent replaced values of BD during the attack (proposed by the BDD method in

[L39])-

. <107 A ly d ion in real voltag B 1073 Anomaly detection in imaginary voltage
threshold boundaries Y« * anomalies
3 = 0
o a
o =
threshold boundaries ¥y + anomalies
-5 s " L " 1 10 s L L N 2
0 1 2 3 4 5 6 0 1 2 3 4 5 6
<10* <10*
T Visualising detected lies in real voltag P Visualising detected lies in i inary voltage
-0.612
=
S 0614}
>
-0.616
predZ -« anomalies
-0.618 : P 5
0 1 2 3 4 5 6 0 1 2 3 4 5 6
No of iterations <10* No of iterations <10
(a) Real voltage (b) Imaginary voltage

Figure 7.6: Anomalies that have been detected in the real and imaginary voltage when

an offset of 0.006 p.u. is introduced, (with constant phase angles) (source Paudel et al.

[132])

Real voltage confusion matrix in Tab. 7.8 shows that the TP is equal to the number of
total malicious points and the FP is 0. Thus the method detects all malicious points as
attacks. TN equals to total non-malicious points, so none of the non-malicious points are
detected as attacks.

Figure 7.6b visualizes pre-fit residuals and anomalies in imaginary voltage. Resulting
offset in imaginary voltage causes pre-fit residuals cross the threshold boundaries. Points
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Labeled as
Detected as Non-malicious | Malicious
Non-malicious | 43,499 (TN) 0 (FN)
Malicious 0 (FP) 16,501 (TP)

Table 7.8: Confusion matrix of real voltage.

detected as anomalies are pointed out by orange stars in the figure. Green dots during
attack represent the replacement of BD.

Imaginary voltage confusion matrix in Tab. [7.9 shows that it hits all of the malicious
points. TP equals total malicious points and FN is 0. Thus, it also detects all of the
malicious points as attacks in imaginary voltage.

Labeled as
Detected as Non-malicious | Malicious
Non-malicious | 43,499 (TN) 0 (FN)
Malicious 0 (FP) 16,501 (TP)

Table 7.9: Confusion matrix of imaginary voltage.

Here, we present the offset and anomaly detection due to the offset in polar voltage.
During the attack offset 0.006 is clearly visible in polar voltage as shown in Fig. 7.7, All
of the malicious points are detected as anomalies in both real and imaginary voltage. So
in the visualization, all anomalies in real voltage overlap with anomalies in imaginary
voltage.

Visiualising real and imaginary anomalies in polar voltage

anomalies,
im

— —Vm

anomalies,
re

0 1 2 3 4 5 6
No of iterations %104

Figure 7.7: Anomaly detection and visualisation in polar voltage.

Confusion matrix in Tab. |7.10| shows joint anomaly detection of real and imaginary
voltages. Joint anomaly detection of real and imaginary voltages hits 100% of the
anomalies as it hits all the attacks in real and imaginary voltages.

As expected the method works well if the phase angle is fixed. We therefore conclude
that the anomaly detection method proposed in [I39] only works if the frequency does
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Labeled as

Non-malicious | Malicious
Non-malicious | 43,499 (TN) 0 (FN)
Malicious 0 (FP) 16,501 (TP)

Detected as

Table 7.10: Confusion matrix of polar voltage.
not change and therefore the phase angle remains constant.

7.3.1.3 Results Findings for Plain Pre-fit Residuals

From the results analysis, we conclude the following findings:

o F 2.1.1: With the fixed phase angle, the method proposed in [139] works as expected
and detects all attacks, but if the frequency and therefore the phase angle varies the
method does not work. Since in a normal power grid, the frequency typically varies,
it is unrealistic, that the phase angle is fixed. Therefore, the method proposed
in [I39] is not well applicable in real power grid scenarios.

o F 2.1.2: With knowledge about the system an attacker can craft an attack such that
it cannot be detected in the residuals, i.e., an attacker crafts an attack making sure
the residuals remain under the threshold (see Sec. |7.1.1). Nevertheless, the changes
have to stay below the normal variations in the pre-fit residuals and therefore
usually only small changes may be possible. Relations between the offsets in real
and imaginary voltages, and the details are described in Sec. |7.1.1.1.

In the following experiments on residual-based detection, we continue to use the data set
with the fixed phase angle.

7.3.2 Undetected Attacks using Plain Pre-fit Residuals

In this section the results of experiment 7.1 are discussed where we present three types
of undetected attacks (introduced in Tab/5.2 of Chapter 5), which meet the conditions of
detecting offset attacks on real and imaginary voltage that are presented in Sec. |7.1.1.1
(the conditions mean residual y;, at time step k satisfy | y; | < voy,,) and test with the
pre-fit residual-based anomaly detection system in Sec. 7.1.1 with fixed phase angle. In
all cases, we arbitrarily choose the 745" data point as attack start point in the data
and continue to manipulate the voltage measurements until the end of the measurement
series. This results in 17201 manipulated data points. Figure 7.8 depicts an example of
the original voltage signal from April 01, 00:00-01:00 of UTC and its histogram. The

histogram shows the voltage magnitude in the original signal ranges from 1.0565 p.u.

to 1.0605 p.u. The voltage manipulation attacks change the voltage magnitudes and
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the range of the values as we will show in the subsequent sections. Figure |7.9| shows
actual signals of real and imaginary voltage, and their dynamic threshold upper and
lower boundaries. From the figure, one can see how the threshold is adjusted based on
the signal.

Original Signal Histogram of V
1.062 1500
—V
1.06 3 1000
3 @
j=H =
> 3
1.058 = 900
1.056 0
0 0.5 1 1.5 2 1.056 1.058 1.06 1.062
No of iterations . 10* Vp.u

Figure 7.8: EPFL data: original signal and histogram (source Paudel et al. [132]).

Real voltage Imaginary voltage

lower boundary 0.469 == zlm

upper boundary lower boundary

—Zz, upper boundary

p—— T

0.947 . . . "
1} 2000 4000 6000 8000 10000 12000 14000 16000 18000 o 2000 4000 6000 8000 10000 12000 14000 16000 18000

No of iterations No of iterations
(a) Real voltage (b) Imaginary voltage

Figure 7.9: Actual signal and dynamic threshold boundaries of real and imaginary voltage
(the threshold boundaries of the voltages are shown in Eq. (7.8) and Eq. (7.9)).

7.3.2.1 Randomize Signal with Changing Variance (RSCV)

Figure 7.10 shows the added signal (in polar voltage) in RSCV attack. The randomized
signal (actual + added signal) and its histogram is shown in Fig. 7.11. In this (RSCV)
attack, the ranges (different intervals) and random offsets values are selected based on
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55 2107 Added signal in polar voltage
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Figure 7.10: Added random signal in RSCV attack (the variations in the stdev is too
small to be visible).
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Figure 7.11: Randomized signal and histogram (source Paudel et al. [I32])

the signal and the expected residuals so that the residuals stay within the threshold
boundaries and remain undetected: random offsets from the range r ~ N(0, 4-10~%) are
added from steps 745 to 1,944; the range r ~ N (0, 5 - 10_4) is added from step 1,945 to
step 8,744; the range r ~ N(0, 4.5-107%) is added from steps 8,745 to 9,044; the range
r~ N(0,5.4-107%) from steps 9,045 to 9,644; and randomization varies for intervals
till the end. The ranges from which the random values are selected are chosen so that
residuals stay with the threshold boundaries and the attack remains undetected.

As can be seen in Fig. (bottom), once the signal starts to be manipulated, the pre-fit
residuals are clearly affected. This is caused by consecutive (manipulated) measurements
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Figure 7.12: Upper part: real voltage and imaginary voltage. Lower part: pre-fit residuals
and threshold boundaries of real voltage and imaginary voltage pre-fit residuals (the
dynamic threshold boundaries of the residuals (shown in Eq. 7.7) have a small variation).
No anomalies detected (source Paudel et al. [132]).
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Figure 7.13: Manipulated signal and dynamic threshold boundaries of real and imaginary
voltage (the threshold boundaries in the voltage are shown in Eq. (7.8) and Eq. (7.9)).

having a high difference, which is an abnormal behavior. However, an anomaly is not
detected using the threshold presented in Tab. 7.4 and satisfying the condition that
residuals stay below the variance (see Sec. 7.1.1.1) to be undetected in both real voltage
and imaginary voltage by adding offsets and maintaining residuals below threshold.
The dynamic thresholds for the residuals vary but variations cannot be seen because
the variation is too small. Figure 7.12a/ (bottom) shows that the pre-fit residuals for
the real voltage stay within the threshold boundaries. The effect of randomization in
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Figure 7.14: Voltage represented in polar coordinates for RSCV attack. No anomalies
detected (source Paudel et al. [132]).

real or imaginary voltage depends on the phase angle (in our case constant). In our
case the randomization has a higher effect in the real voltage than in the imaginary
voltage. Figure 7.12b/ shows the randomized imaginary voltage and the corresponding
pre-fit residuals. Similarly, Fig. [7.13 shows manipulated signals of real and imaginary
voltage and the dynamic thresholds (upper and lower boundaries) of the voltages which
are calculated based on the predicted states. The threshold boundaries in the voltage
are shown in Eq. (7.8) and Eq. (7.9)) which are calculated based on the predicted
state, measurement, confidence level and standard deviation of the residuals. From this
figure, we can see how the thresholds adjust to the manipulated signal because with the
manipulation of the signal also the variation of the residuals changes so that manipulated
signal is always within in the boundaries. The original and randomized polar voltages are
shown in Fig. 7.14. The original signal is clearly different from the manipulated signal,
but the manipulation is not detectable by the anomaly detection system because the
variance of the residuals is updated and therefore the residuals values do not exceed the
threshold boundaries.

7.3.2.2 Incremental Constant Offset Stepwise (ICOS)

In this ICOS attack, an increasing offset is added in polar voltage starting at the 745"
data point. Figure|7.15/shows added signal in ICOS attack. The offset keeps on increasing,
remaining undetectable in both real and imaginary voltages. A constant offset of 0.002 is
added from step 745 to 944, 0.0025 from step 945 to 1,044, 0.0030 from step 1,045 to
1,244 and so on. The attack ends with a 0.045 offset. During the attack, the maximum
offset such that the attack is not detected (taken from Eq. (7.18)) is added ensuring the
pre-fit residuals remain within the threshold boundaries. The manipulated signal with
its histogram is shown in Fig. |[7.16. The histogram shows that after manipulation, the
voltage range is shifted and continues up to 1.105 p.u. The polar voltage manipulation
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attack results in real and imaginary voltage manipulation.
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Figure 7.15: Added signal in ICOS attack.
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Figure 7.16: Incremental offset-manipulated signal and histogram (source Paudel et al.

[132]).

Figure (bottom) shows that pre-fit residuals, due to the resulting offsets in the real
voltage, do not cross the threshold boundaries whilst an attacker keeps on increasing the
offset. Meanwhile, Fig. shows the attack is undetectable in the imaginary voltage,
as pre-fit residuals do not cross the boundaries of the threshold.
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Figure 7.17: Upper part: real voltage and imaginary voltage. Lower part: pre-fit residuals
and threshold boundaries of real voltage and imaginary voltage pre-fit residuals (changes
in the dynamic threshold boundaries are very small). No anomalies detected (source
Paudel et al. [132]).
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Figure 7.18: Manipulated signal and dynamic threshold boundaries of real and imaginary
voltage (the threshold boundaries are shown in Eq. (7.8) and Eq. (7.9)).

Similarly, Fig. [7.18| shows the manipulated signals of real and imaginary voltage remain
within the threshold boundaries. Figure 7.19| visualizes the undetected offsets in polar
voltage. Since the resulting offsets in the real and imaginary voltages remain undetected,
the attack remains undetected in the polar voltage as well. The first experiment with the
stealthy attack ends with 0.053 p.u. offset. We further increased the stealthy attack up
to 30,000 data points, so up to an offset of 0.63 p.u. in polar voltage which was also not
detected. By slowly increasing the offset we create a condition in which the manipulated

137



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

°
lio
nowledge

b

o
i
r

M YOU

7. RESIDUAL-BASED BAD DATA DETECTION METHODS

138

Anomalies in polar voltage
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Figure 7.19: Voltage represented in polar coordinates for incremental offset. No anomalies
detected (source Paudel et al. [132]).

voltage is 1.121 p.u., while the original voltage is 1.058 p.u. Thus if we increase the
offsets slow enough then with the higher offsets the attack can still remain undetected.

7.3.2.3 Incremental Random Offset with Changing Variance (IROCV)

In this scenario (IROCV attack), an attacker adds an increasing offset to the polar
voltage measurements, along with a random component that similarly changes over
time. The aim of this attack is to hide potential over- or under-voltage situations whilst
remaining undetected. Specifically, an offset of 0.0005 plus a random value in the range
r ~ N(0, 3.8-107%) is added from steps 745 to 1,944. Thereafter, 0.0009 plus a random
value r ~ N(0, 9-107?) are added from 1,945 to 2,244 steps; 0.0009 plus r ~ A/(0, 4-107%)
are added from steps 2,245 to 2,944; 0.001 plus a random value r ~ N(0, 4 - 10~%) are
added from 2,945 to 3,244 steps, and so on. The attack ends with an incremental offset
of 0.0136.

Figure [7.20 shows added signal in IROCV attack. Figure 7.21] shows how an attacker
manipulates the voltage measurements. The histogram in Fig. 7.21 shows that the voltage
range is from 1.057 p.u. to 1.072 p.u. Most of the voltage values are greater than the
maximum voltage value in the original signal. There are two peaks reaching 1,200 in this
range.

As shown in Fig. |7.22a (bottom), as in the previous attack, when the attack is started at
the 745" step the real voltage pre-fit residuals are clearly affected. Spikes in the pre-fit
residuals of the imaginary voltage are visible once the attack takes place, as shown in
Fig. [7.22b. The attack noise is visible by observing the voltage behaviour. From Fig.
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Figure 7.20: Added signal in IROCV attack.
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Figure 7.21: Random offset-manipulated signal and its histogram (source Paudel et al.

[132]).

7.23, one can see the thresholds of manipulated real and imaginary voltage are adjusted
so that the manipulated signals are within the upper and lower boundaries. Figure |7.24
shows how the observed voltage is different from the actual voltage. In this way, the
attacker hides in the attack noise and is able to insert offsets. This is possible due the
randomness (measurement noise) because the Kalman filter follows the prediction model
more precisely. Thus it will be undetected if small enough incremental random noise
is added in the signal. The anomaly detection system does not detect this abnormal
behavior and the attack remains undetectable.
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Figure 7.22: Upper part: real voltage and-imaginary voltage. Lower part: pre-fit residuals
and threshold boundaries of real voltage and imaginary voltage pre-fit residuals (changes
in the dynamic threshold boundaries are very small). No anomalies detected (source
Paudel et al. [132]).
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Figure 7.23: Manipulated signal and dynamic threshold boundaries of real and imaginary
voltage (the threshold boundaries are shown in Eq. (7.8) and Eq. (7.9)).
7.3.2.4 Discussion about Undetected Attacks
We presented attacks that were especially crafted to avoid detection and the anomaly
detection method in Sec. 7.1.1|does not detect any of the attacks in the real and imaginary
voltages, so attacks also remain undetected in the polar form.
The confusion matrix of the undetected attacks (RSCV, ICOS and TROCV) for real,
imaginary, and polar voltages is shown in Tab. [7.11. The confusion matrix looks the
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Figure 7.24: Voltage represented in polar coordinates for incremental random offset. No
anomalies detected (source Paudel et al. [132]).

same for all attacks, because the attack always starts at the same data point, so there
are the same number of malicious anomalies and in all three cases no anomaly has been
detected. Thus, here the number of false negatives (FN) equals the total number of
malicious measurement values that were injected, and the number of true positives (TP)
equals 0 — i.e., no attack behavior was detected. In order to work with the method
proposed in [139], we had to fix the phase angle. Therefore, real and imaginary voltages
look much different from the original measured real and imaginary voltages.

Table 7.11: Confusion matrix for the undetected attacks (RSCV, ICOS and IROCYV)
(source Paudel et al. [132]). It is same for all attacks as the attack always starts at the
same data point and remains undetected.

Labeled as
Detected as Non-malicious | Malicious
Non-malicious | 744 (TN) 17,201 (FN)
Malicious 0 (FP) 0 (TP)

We conclude the following findings from the results:

o F 2.1.3: If there are slow changes (slowly increasing offsets) then due to the dynamic
threshold that increases when adding the new manipulated values, the dynamic
threshold will get larger so that the attack will not be detected. It is because
they slowly increase and the changes over a specific time interval remain small but
influences the variance of the innovation.

e F 2.1.4: The delta from the original signal can grow large if the attacker slowly
increases step by step such that residuals stay below the threshold. We have small
attacks but if we increase offset stepwise (e.g., in ICO stepwise) so the anomaly
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detection system will not detect the attack. Nevertheless, alarms could be raised if
the safety threshold is exceeded.

o« F 2.1.5: For the IROCV attack, the pre-fit residuals have a changing variance
which indicates abnormal behavior. However, this is not the case in the ICOS. We
suggest that the ICOS attack is perhaps the most challenging to detect using pre-fit
residuals.

Evidence from these experiments suggest that alternative methods to detect the attacks
need to be used. For instance, changes in the histograms can be used to observe
characteristics that make the attacks detectable. Furthermore, observing the evolution of
pre-fit residual over time could yield insights about a potential attack. For instance, in
Fig. 7.12) residuals before starting the attack are much smaller than after starting the
attack.

7.3.3 L2-norm and Normalized Pre-fit Residual-Based Detection

In this section the results of experiments 7.2 and 7.3 are discussed where we present
detection with L2-norm and normalized residuals. As shown in Tab. [7.4] we investigate
the detection performance of L2-norm and normalized residuals for the different attacks
(introduced in Tab. 5.1 of Chapter 5): CO, RO, ICO, IRO, IROMN and ICOHS. Then
as an example, we visualize anomaly detection results for the first test data (April 01,
02:00-03:00 of UTC). Figure 7.25| visualizes voltage signal from the first data set. The
actual voltage signal (polar voltage) has a voltage fluctuation which cause voltage drops
between data points 7,093 and 7,815, and between data points 150,735 and 171,043. We
label these high voltage drops as benign anomalies.

Here also we continue with a fixed phase angle. As described in Sec. 6.2, we set the
phase angle to a constant value of the first observed phase angle (—0.3443 radian) before
converting from polar to rectangular coordinates. Figure [7.26| depicts the actual voltage,
estimated voltage, pre-fit residuals, L2-norm and normalized residuals in normal operation
of the voltage signal in Fig. [7.25. From the figure |7.26, we can see that the L2-norm
shows some steps but normalized shows a big peak at the benign anomalies.

The six types of attacks described in Tab. [5.1/ of Sec. 5.3 are simulated on the voltage
signal visualized in the Fig. 7.25. All attacks start at 60,001%" data point and continue
until the end of the hour. None of the attacks are detected by the L2-norm residuals
method with the pre-defined threshold 1.41 derived from the training data.

As L2-norm detects neither the attacks (MAs) nor BAs with this threshold, as the
L2-norm continues increasing the attacks could be detected if they continue further. Here
we present the detection performance metrics, distinguished detection rates of benign
and malicious anomalies, and the detection delay of the different attacks only for the
normalized residual-based method.
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Figure 7.25: Actual voltage signal (polar voltage) for an hour (April 01, 02:00-03:00 of
UTC).
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Figure 7.26: Observed voltage, estimated voltage, residuals, L2-norm residuals and
normalized residuals in normal operation (y-axis of observed signal, estimated signal and
plain residuals are in p.u.).
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We present detection based on single data points. For the calculation of the performance
metrics we use the original labels, which are normal or anomalous (BA or MA), and
compare it with the labels provided by the detection methods. From this we derive: a)
true positives (TP), i.e. BA or MA correctly identified as an anomaly, b) true negatives
(TN), i.e. how many normal data points are correctly classified as normal, c¢) false
positives (FP), i.e. how many normal data points are classified as anomalies and d) false
negatives (FN), i.e. how many anomalies we miss (anomalies classified as normal), From
the TP, TN, FP, FN we then calculate accuracy, recall, false positive rate (FPR) and
precision. The minimum, maximum and average detection performance metrics for data
points-based approach of the 14 test data sets are shown in Tab. [7.12.

Table 7.12: Anomaly detection performance of normalized residual-based method (BAs
and MAs not separated). The values shown are the minimum, maximum and average
anomaly detection performance metrics of the 14 test data sets. Min/max for FPR is
always (0/0)%, and min/max for precision is always (100/100)% for all attack types
(source Paudel et al. [I33]).

Method Attack i(if(:;;agcey anZ::;le FPR | Precision
(min/max) | (min/max) | 2VCT28€ | average
Normalized | C© (33.93?6%1(()?%)% (§}$§)7°% 0% 100%
(poﬁig?tlzge) RO (33.3}%6826)% <033§§343% 0% 100%
1co (33.3?)%6826)% (0%&35;3;% 0% 100%
RO (33.;177732(.7;6)% (0%53?))% 0% 100%
IROMN (33.3}1}59(20)% (oigség% 0% 100%
1COHS (33;%?);7;6)% (oigél.gg% 0% 100%

Table |7.13| shows the different detected attack types for the residual-based methods. In
the Tab. |7.13| detected attacks means that at least one malicious data point was detected
as an anomaly. The table depicts the number of test datasets in which the attacks are
detected, and the average detected data points on 14 test data sets. Malicious and benign
data points on the 14 test data sets are shown in Tab. 6.3| of Chapter 6. Detected data
points on each data sets using normalized residuals are shown in Tab. |A.1| of Appendix
A.10. One can see that no anomalies are detected with L2-norm and only some with the
normalized residuals.

Malicious data points are detected only for the constant offset attack. In attack type RO,
IROMN the detected anomalies are all from benign anomalies, even some of the benign
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Table 7.13: Detected attacks (at least one malicious data point was detected as an
anomaly) out of the 14 injected attacks using L2-norm and normalized residual-based
methods (rounded average values are shown for the detected data points).

Attacks (average detected data points)
Methods ' —=5——"35"T 100 | T]RO [ IROMN | ICOMS
Normalized
| 18(2,453) | 5(65) | 7(565) | 8(54) | 6(56) | 8(5.487)
L2-norm
A 0(0) | 0(0) | 0() | 0(0) | 0(0) 0(0)

anomalies are missed once the attack starts, and in attack type ICO, ICOHS, TIRO only
the benign anomalies are detected. From the variation of recall, one can see that in some
data sets no anomalies (neither BAs nor MAs) are detected. CO attack is not detected in
1 test data set, RO attack is not detected in 9 test data sets, ICO attack is not detected
in 7 test data sets, IRO attack is not detected in 6 test data sets, IROMN attack is not
detected in 8 test data sets and ICOHS attack is not detected in 6 test data sets.

For the normalized residual-based case we showed the detection results for the voltage
expressed in polar coordinates. Since we use a linear Kalman filter the actual detection
is based on the detection of anomalies in the imaginary and real part of the voltage (see
[132] for details). We then just combine all anomalies detected in either the real or in
the imaginary voltage.

In order to analyze the detection performance for the manipulated data points, we check
how many of the detected anomalies belong to benign (BAs) or malicious anomalies
(MAs). If one data point was BA and MA, it was labeled only as BA; we have only 7,727
BAs and 1673,087 MAs in the manipulated test data sets (see Tab. 6.3 in Sec. 6.5). From
the analysis using normalized residuals, we find that most of the detected anomalies are
BAs. Since we use the same data as a basis for injecting different attacks, the BAs are
the same in the basis data sets and therefore also remain BAs when the four attacks are
inserted. For attack types RO, ICO, ICOHS, IRO and IROMN the detection is only due
to benign anomalies. For attack type CO, malicious data points are detected but some
benign anomalies were missed. Therefore, we can say that the spikes caused by BAs are

detected with the normalized residuals, but the attacks (MAs) often remain undetected.

Table [7.14/ shows detection rates of benign anomalies and malicious anomalies in polar
voltage.

Table |7.15in addition shows detection delay of the normalized residual-based method.

It considers detection delay of the anomalous data points. Minimum and maximum

detection delay among 14 test data sets are in first and second columns respectively.

Average detection delay of the 14 test data sets is in the third column. Detection delay
varies from 1% anomalous data point to 17,004 data point in constant offset attack. In
attack type RO, ICO, ICOHS and IRO, minimum detection delay is the same. This is
caused by a BA on day 12 that is located at data point 61,957 and therefore falls in the
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Table 7.14: Average detection rates of benign and malicious anomalies by normalized
residual-based method. TPRB = TPR benign, TPRM = TPR malicious (source Paudel

et al. [133]).

Method Attack | TPRB | TPRM

CcO 58.40% | 1.89%
Normalized residuals | RO 39.67% | 7.30x107%%
(polar voltage) ICO 56.93% | 0.36%

RO 57.06% | 0.34%
IROMN | 37.86% | 1.37x10~°%
ICOHS | 51.32% | 4.48%

Table 7.15: Minimum, maximum and average anomaly detection delay of normalized
residual-based method (source Paudel et al. [133]).

Method Attack . Detection Delay

min max average

CcO 1 17,004 | 9,786.86
Normalized residuals | RO 2,056 | 17,858 | 93,399.14
(polar voltage) ICO 2,056 | 10,7675 | 98,972.14
IRO 2,056 | 10,7675 | 94,536.79
IROMN | 1,440 | 70,670 | 86,047.00
ICOHS | 2,056 | 10,7675 | 93,487.36

period of the attack exactly at 2056 data points after the attack start. It is clear from
the table where BAs are located and the anomalous data points are detected. In attack
type IROMN detection delay varies from 1,440 anomalous data point to 70, 670" data
point. From the table, we also can deduce that all attacks, except the CO attack, are
detected only because of BAs that exceed the threshold and not because of the attack
itself. It may be that the BA itself is large enough to trigger the detection or that it
exceeds the threshold only because the attack is added to an already high value.

In the following we describe details about the detection of the different attacks.

7.3.3.1 Detailed Detection Results per Attack

Constant Offset Attack The normalized residual-based method detects only the
constant offset attack only in real voltage. Figure [7.27 depicts manipulated and esti-
mated real voltage and imaginary voltage signals, their residuals, L2-norm residuals and
normalized residuals during constant offset attack. In the sub-figure 7.27al we can see
constant offset attack has high impact in real voltage such that there is significant change
(near 6) in real voltage. A jump in residuals between data points 150,735 and 171,043 is
due to BAs. The attack causes significant change in residuals once it starts. This change
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causes L2-norm residuals increases till end whereas normalized residuals have significant
change at attack start only. BAs cause high jump in normalized residuals whereas it has
less impact in L2-norm. Thus normalized residual-based BDD method detects BAs.

Constant offset attack-real voltage Constant offset attack—imaginary voltage
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Figure 7.27: Observed voltage, estimated voltage, residuals, L2-norm and normalized
residuals in constant offset attack (y-axis of observed signal, estimated signal and plain
residuals are in p.u.) (source Paudel et al. [I33]).

Similarly, sub-figure [7.27b| shows manipulated and estimated imaginary voltage signals,
their residuals, L2-norm residuals and normalized residuals. Residual changes significantly
in imaginary voltage. As in the real voltage signal, first jump (near 6) is due to the attack
and a second jump (between data points 150,735 and 171,043) in imaginary voltage is
due to the BAs.

Constant offset attack is not detected by L2-norm but detected by normalized residual-
based method (see Tab. 7.13). Figure |7.28 shows L2-norm residuals for CO attack. From
this figure, we can clearly see a jump in the L2-norm residuals but the attack is not
detected. The CO attack could be detected in real voltage if it continues further but the
pre-defined threshold is very high for detecting the CO attack in imaginary voltage.

The normalized residual-based method detects the BAs and also some MAs when the
attack starts and the voltage changes abruptly in the attack and therefore in the given
example detects some anomalous data points. After the detection of some anomalies the
algorithm adapts the prediction and therefore it does not detect the subsequent malicious
data points as such. On average, it detects only 2,453 data points on all 14 test data sets
(see Tab. 7.13).
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Figure 7.28: L2-norm residuals in constant offset attack (the change is visible but the
selected threshold is too high).

The results for the real, imaginary and polar voltage for the first test data set are shown
in Fig. 7.29. It depicts that anomaly is missed in imaginary voltage.
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(a) Real voltage (b) Imaginary voltage (c) Polar voltage

Figure 7.29: Visualization of detected anomalies in constant offset attack using normalized
residuals (shown on April 01, 02:00-03:00) (source Paudel et al. [I33]).

Random Offset Attack Figure |7.30| depicts manipulated and estimated voltage
signals, L2-norm residuals and normalized residuals in real voltage and imaginary voltage
during random offset attack. Sub-figure 7.30a/ shows effect of the attack in real voltage,
residuals, L2-norm and normalized residuals in real voltage. Similarly, sub-figure [7.30b
shows about imaginary voltage.

L2-norm residuals does not detect random offset attack but normalized residuals trigger
some alarms only due to BAs (see Tab. |7.13). Normalized residual-based method does not
detect malicious points, it detects only the benign anomalies (which cause high jumps in
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Figure 7.30: Observed voltage, estimated voltage, residuals, L2-norm residuals and
normalized residuals in random offset attack (y-axis of observed signal, estimated signal
and plain residuals are in p.u.).

the signal). In some data there are some fluctuations in the signal which triggers alarms
after the starting point of attacks. In these cases an operator does not know whether
the alarm is due to benign or malicious anomalies. It can be seen in Fig. |[7.31 that the
attack is not identified and some of the benign anomalies are identified as anomalies.
It detects only the first benign anomalies (between data points 7,093 and 7,815) and
then when noise is added from attack it does not detect the benign anomalies (between
data points 150,735 and 171,043). The normalized residual-based method fails to detect
several benign anomalies, therefore the overall performance with 14 test data sets is
rather low (i.e only 65 data points on average see Tab. [7.13).

Incremental Constant Offset Attack Figure |[7.32 depicts manipulated and esti-
mated voltage signals, L2-norm residuals and normalized residuals in real voltage and
imaginary voltage during incremental constant offset attack. Sub-figure |7.32a shows
effect of the attack in real voltage, residuals, L2-norm and normalized residuals in real
voltage. Similarly, sub-figure [7.32b shows about imaginary voltage.

L2-norm does not identify anomalous points but normalized residuals identify only some
benign anomalies during incremental constant offset attack (see Tab. 7.13). Normalized
residual-based approach detects attacks of type ICO in 7 data sets and on average only
565 data points from the 14 test data sets. The detection is only due to the presence of
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Figure 7.31: Visualization of detected anomalies in random offset attack using normalized
residual based method (shown on April 01, 02:00-03:00) (source Paudel et al. [I33]).
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Figure 7.32: Observed voltage, estimated voltage, residuals, L2-norm residuals and
normalized residuals in incremental constant offset attack (y-axis of observed signal,
estimated signal and plain residuals are in p.u.).

the benign anomalies before or after the attack starting points. It can be clearly seen in
Fig. that only the high fluctuation in the signal is identified as an anomaly.
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Figure 7.33: Visualization of detected anomalies in incremental constant offset attack
using normalized residual-based (shown on April 01, 02:00-03:00).

Incremental Random Offset Attack Figure 7.34 depicts manipulated and estimated
voltage signals, L2-norm residuals and normalized residuals in real voltage and imaginary
voltage during incremental random offset attack. Sub-figure |7.34a) shows effect of the

attack in real voltage, residuals, L2-norm and normalized residuals in real voltage.

Similarly, sub-figure [7.34b/ shows about imaginary voltage.
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Figure 7.34: Observed voltage, estimated voltage, residuals, L2-norm residuals and

normalized residuals in incremental random offset attack (y-axis of observed signal,

estimated signal and plain residuals are in p.u.).

L2-norm does not identify anomalous points but normalized residuals identify only some
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anomalies during incremental random offset attack (as shown in Tab. |7.13). Normalized
residual-based also does not detect attacks of type IRO in all of the 14 data sets. Similar
to other cases, the detection is due to the benign anomalies before or after the attack
starting points. On average, it detects only 544 data points on all 14 test data sets (see
Tab. [7.13). Figure |7.35| clearly depicts the attack is not identified and only the high
fluctuation in voltage signal is identified as anomalous.

random offset attack Incremental random offset attack

Incremental random offset attack
1.02 -0.352 1.085 v T T v

manipulated voltage

manipulated real voltage
manipulated imaginary voltage 1.08| * Oetected anomakes

1015} = detected momates
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(a) Real voltage (b) Imaginary voltage (¢) Polar voltage

Figure 7.35: Visualization of detected anomalies in incremental random offset attack
using normalized residual-based (shown on April 01, 02:00-03:00) (source Paudel et al.

[L33]).

Incremental Random Offset Attack with More Noise Here we show the effect
of adding more noise in IRO attack. Figure |7.36| depicts manipulated and estimated
voltage signals, L2-norm residuals and normalized residuals in real voltage and imaginary
voltage during incremental random offset attack with more noise. Sub-figure |7.36a) shows
effect of the attack in real voltage, residuals, L2-norm and normalized residuals in real
voltage. Similarly, sub-figure [7.36b shows about imaginary voltage.

L2-norm does not identify anomalous points but normalized residuals identify only benign
anomalies during incremental random offset attack with more noise (as shown in Tab.
7.13). Normalized residual-based method also does not detect attack type IROMN in all
of the 14 data sets. Similar to other cases, the detection is due to the benign anomalies
before or after the attack starting points. Figure |7.37| clearly depicts the attack is not
identified and only the high fluctuation before starting the attack in voltage signal is
identified as anomalous, the fluctuation after starting the attack is not detected. On
average, it detects only 56 data points (as shown in Tab. 7.13)). In comparison to Fig.7.35|
one can see addition of more noise reduces performance of detection.



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

L]
10
ledge

now!

3
|
r ki

7.3. Results
105 Incremental random offset attack with more noise—real voltage o :!‘lgcremenml random offset attack with more noise-imaginary voltage
Sbedried . - - - - v : . .
| S— w
0.95 L . . . L . . .
0 20000 40000 60000 80000 100000 120000 140000 160000 180000
1.05 -0.35 . . : . . ! !
——— Estimated
T“—— : 038F — i
——— Estimated "“M
0.95 -0.37 s ‘ ‘
0 20000 40000 60000 80000 100000 120000 140000 160000 180000 0 20000 40000 60000 80000 100000 120000 140000 160000 180000
0.02 0.005 T T T T T T T
——— Residuals

0 0

—— Residuals
-0.02 . w -0.005 ‘ : ‘ : : ‘ ‘ i
0 20000 40000 60000 80000 100000 120000 140000 160000 180000 0 20000 40000 60000 80000 100000 120000 140000 160000 180000
[ T T T T r - . iF T —— T T T T T =
1 L2-norm residuals L e ——— L2-norm residuals
05 e 1 05
ol \ . \ N \ . . flam———r———= =7, . .
0 20000 40000 60000 80000 100000 120000 140000 160000 180000 0 20000 40000 60000 80000 100000120000 140000 160000 180000
1% = Norm‘allaed rel‘lduﬂs i ) k : k 4 ~—— Normalized residuals
. LMM

0 20000 40000 60000 B0000 100000 120000140000 160000 180000 0 20000 40000 60000 80000 100000120000 140000 160000 180000

No. of iteration No. of iteration

(a) Real voltage (b) Imaginary voltage

Figure 7.36: Observed voltage, estimated voltage, residuals, L2-norm residuals and
normalized residuals in incremental random offset attack with more noise (y-axis of
observed signal, estimated signal and plain residuals are in p.u.).
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Figure 7.37: Visualization of detected anomalies in incremental random offset attack
with more noise using normalized residual-based (shown on April 01, 02:00-03:00).

Incremental Constant Offset Attack with High Slope Here we show the effect
of increasing slope in ICO attack. Figure|7.38| depicts manipulated and estimated voltage
signals, L2-norm residuals and normalized residuals in real voltage and imaginary voltage
during incremental constant offset attack with high slope. Sub-figure [7.38a shows effect

of the attack in real voltage, residuals, L2-norm and normalized residuals in real voltage.

Similarly, sub-figure |7.38b shows about imaginary voltage.

L2-norm does not identify anomalous points but normalized residuals identify only benign

153



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

L]
10
ledge

now!

3
|
r ki

m You

7. RESIDUAL-BASED BAD DATA DETECTION METHODS

154

1.05 Incremental clonstan!‘ offset attack :Mith high slope—real ‘ "‘—: -o.éﬂ"' : | of!sel atu‘wk wittla high srlope—il"naglna‘ry voltage
—— Observed e =
1~ T e
—— Observed |
0.95 - : : ‘ ‘ -0.38
020000 ‘40000 60000, BO00N;T00000,120000. 190000 150000180000 0 20000 40000 60000 80000 100000 120000140000 160000 180000
1.05 .
——— Eslimated e — 3
"m— 036 ~—
—— Estimated R —
0.95 . L . . L . . . )
0 20000 40000 60000 20000 100000 120000 140000 160000 180000 0 20000 40000 60000 80000 100000 120000 140000 160000 180000
0.02 0.005
— Residuals
0 T\'—‘—HW 0 —LMWNJ,«\’;
—— Residuals
0.02 . . . L . _0.005 L . ) L . . .
0 20000 40000 60000 80000 100000 120000 140000 160000 180000 0 20000 40000 60000 80000 100000 120000 140000 160000 180000
' —— L2-nerm residuals E ,.7- ! ——— L2-norm residuals |
05} e = o 0.5
0 JI = 0 — s . '_/'i_ L _l L _ L -
0 20000 40000 60000 BOOOO 100000 120000 140000 160000 180000 0 20000 40000 60000 80000 100000 120000 140000 160000 180000
1& . Normalized residuals ] 4 —— Normalized residuals
al 1 o
2 Ml ALl / )
0 20000 40000 60000 BOOOO 100000 120000 140000 160000 180000 0 20000 40000 60000 80000 100000 120000 140000 160000 180000

No., of iteration

(a) Real voltage

No. of iteration

(b) Imaginary voltage

Figure 7.38: Observed voltage, estimated voltage, residuals, L2-norm residuals and
normalized residuals in incremental constant offset attack with high slope (y-axis of
observed signal, estimated signal and plain residuals are in p.u.).
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Figure 7.39: Visualization of detected anomalies in incremental constant offset attack
with high slope using normalized residual-based (shown on April 01, 02:00-03:00) (source
Paudel et al. [I33]).

anomalies during incremental constant offset attack with high slope (as shown in Tab.
7.13). Normalized residual-based method does not detect attacks of type ICOHS in all
of the 14 data sets. The detection is only due to the presence of the benign anomalies
before or after the attack starting points. It can be clearly seen in Fig. |7.39| that only
the high fluctuation in the signal is identified as an anomaly. On average, it detects
only 5,487 data points (as shown in Tab. 7.13)). In comparison to Fig. [7.33, one can see
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7.4. Summary

increasing the slope also does not trigger alarms.

7.3.3.2 Results Findings for L2-Norm and normamlized residuals

Plain pre-fit uses a different threshold but this can be used by the attacker to adjust
the threshold. L2-norm residuals thresholds are based on training data and cannot be
adjusted by the attacker. Similarly, normalized residuals threshold is also based on
training data. We can conclude the following findings from the results:

F 2.1.6: L2-norm residual-based method detects none of the attacks and also no
benign anomalies. This might be due to the high threshold as we set a safety margin
while defining the threshold but the attacks could be detected if they continue
further.

o F 2.1.7: Normalized residual-based method detects only one of the attacks (attack
type CO). The normalized residual-based method does not work for all data points
but detects at least 1 data point in many manipulated test data sets. The method
only detects BAs. Either the BA was already large enough to trigger an alarm or
the data points exceeded the threshold after the attack was added. In this case, the
attack only became visible if added to an already untypically high (or low) data
value.

o F 2.1.8: The normalized residual-based method detects changes quickly but also
adapts to the changes quickly so after a short time the residuals get smaller and
then remain within the threshold. So after some anomalies occurred, it does not
detect subsequent anomalies for long.

e F 2.1.9: With the normalized residual-based method attackers may be able to
train the detection system to adapt to the changes similar to the plain pre-fit
residuals. Attack types RO, ICO, ICOHS, IRO and TROMN are not detected by
the normalized residual-based method as the detection is due to the BAs in actual
data.

7.4 Summary

In this chapter, we presented residual-based methods for detecting bad data.

The advantage of using residual-based detection methods is that residuals are available as
a side product from SE. We made use of BDD methods based on plain pre-fit residuals,
L2-norm and normalized residuals.

We described the relation of anomaly detection with varying phase angle, with fixed phase
angle and how we concluded using fixed phase angle with residual-based methods for
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our experiment. We showed the setup for the experiment with the plain pre-fit residuals,
described the parameters for setting the thresholds for L2-norm and normalized residuals.

Finally, we provided the anomaly detection results using the residual-based BDD methods
(plain pre-fit residuals, L2-norm and normalized residuals). The following major results
findings from the plain pre-fit residual-based method supported answering our research
questions RQ 2.1.1 (Can the plain pre-fit residual-based method proposed in [139] detect
the injected attacks in our data set?) and RQ 2.1.2 (Can attackers avoid being detected
if plain pre-fit residuals are used for detection?).

e The plain pre-fit residual-based method did not detect any of the injected attacks
on our real data. The method detected our attacks with similar attack parameters
as used in [139] only when we fixed the phase angle in our real data.

e The plain pre-fit residual-based method detected only the SD type attack among
the attacks that have been introduced in Tab. |5.2 of Chapter 5/ as the SD attack
has a quick high increase in offsets whereas the undetected attacks have slowly
increasing offsets.

As we already expected for our reasoning RQ 2.1.1, the evidence from experiments
showed that we can detect the injected attacks in our data set using the plain pre-fit
residuals but only if the phase angle is fixed. Similarly, as we already expected for our
reasoning RQ 2.1.2, the evidence from the experiments showed that attackers can avoid
plain pre-fit residual-based detection because the plain pre-fit residual-based method did
not detect the attacks that have slowly increasing offsets.

The following major results findings from the L2-norm residual-based method supported
answering our research questions RQ 2.1.3 (Can the L2-norm residual-based method
using LWLS proposed in [I00], which is based on LWLS SE, detect our injected attacks
in our data set also if we use residuals from DKF?).

e The L2-norm residual-based method did not detect any of the attacks that have
been introduced in Tab. |5.1] of Chapter 5.

e There was a significant change in the L2 norm, when the attacks started, but the
threshold was not exceeded. The results showed the attacks were too small to be
detected by the L2-norm method using the defined threshold based on the training
data.

For our reasoning RQ 2.1.3, we expected that we can detect the injected attacks in
our data set using the L2-norm residuals from DKF. But the evidence from experiments
showed that the L2-norm residual-based method did not detect any of the attacks.

The following major findings from the normalized residual-based method supported
answering our research questions RQ 2.1.4 (Can the normalized residual-based method
proposed in [I4] using DKF detect our injected attacks in our data set?).
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7.4. Summary

o The normalized residual-based method detected only one of the attack (attack type
CO) among the attacks that have been introduced in Tab. 5.1 of Chapter 5. The
normalized residual-based method did not work for all data points but detected at
least 1 data point in many manipulated test data sets.

¢ The normalized residual-based method detected changes quickly but also adapted
to the changes quickly so that residuals became small quickly and remained within
threshold. So after some anomalies occurred, it did not detect subsequent anomalies
for long.

e The residuals were calculated from measurements, so they would adapt if we
increase the offsets higher and higher slowly, but if a quick high increase is made
in the offsets, then it would result in high residuals so that the attack would be
detected.

We expected for our reasoning RQ 2.1.4 that we can detect the injected attacks in our
data set using the normalized residuals from DKF. But the evidence from experiments
showed that the normalized residual-based method detected only some of the attacks.
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CHAPTER

Stealthy Attacks

Notice of adoption from previous publications in Chapter 8
Parts of the contents of this chapter have been published in the following papers:

[132] S. Paudel, P. Smith, and T. Zseby. Stealthy attacks on smart grid PMU state
estimation. In Proceedings of the 13th International Conference on Availability,
Reliability and Security, ARES 2018, Hamburg, Germany, August 27-30, 2018,
pages 16:1-16:10, 2018

[133] S. Paudel, T. Zseby, E. Piatkowska, and P.Smith. An evaluation of methods
for detecting false data injection attacks in the smart grid. In preparation®

Ezplanation text, on what parts were adopted from previous publications:

The stealthy attacks described in this chapter is based on the work done in [132] and
[133]. A part of state estimation under attack scenario described in this chapter is
based on the work done in [132)].

S. Paudel implemented the methods and conducted all the experiments. Theoretical
considerations and experiment planning was done together with all co-authors, the
text and figures in the papers were created together by all authors.

“The paper is in preparation.

In this chapter, first we present necessary conditions for a stealthy attack on state
estimation and the effect of the false data injection attacks on the state estimation process.
In a second step, we present the experimental setup of the stealthy attacks in Sec. |8.2,
then show results in Sec. 8.3
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For state estimation (SE) with linear weighted least squares (LWLS) or Kalman filters
(KFs), which are often used for SE in smart grids, a residual-based approach to bad
data detection (BDD) has the advantage that residuals can be readily calculated as a
by-product of the SE process. Most of the BDD algorithms make an assumption, when
there is a bad measurement then the difference between the observed measurement and
their corresponding estimated values becomes significant [40].

The SE process uses sensor (e.g., PMU) data, and bad data detection algorithms use
the residuals from SE to detect bad data due to the measurement system’s failures. In a
setting where attackers can gain access to modify the sensor data, they can exploit the
fact that SE is used to process the data and modify the sensor data so that the attacks
remain stealthy in the SE process. Further, an attacker can evade bad data detection if
the attacker uses knowledge about the smart grid system (e.g., anomaly detection system,
the method used for state estimation) to craft the attack. A false data injection (FDI)
attack is a stealthy attack if it does not trigger BDD alarms. The alarms are triggered if
there is a deviation from the expected physical state.

Let m be the number of meters and z be the vector of m measurements that are sent to
the state estimator. An attacker is able to change measurements by physically accessing
the meter or accessing the communication channel. We recall that the manipulated
measurement is represented by Eq. (8.1]) [100].

Zo=2+a (8.1)

where z is the actual measurement, a is attack vector and z, is the manipulated
measurement vector.

Attackers aim to fool the energy management system (EMS) and a human operator with
misinformation, such that a particular measurement is zj, , = 2} +aj, and not zj, for time
step k where ay, is an attack vector. Authors in [I00] use the L2-norm of the residuals
from LWLS SE for BDD. The L2-norm of the residuals in normal operation is ||z — HZ||
and during an attack is ||z, — H&peq||- An attacker that wants to remain undetected,
needs to ensure that the L2-norm of the residuals from LWLS SE using the manipulated
measurement is below the threshold as expressed in Eq. (8.2) (see Sec. 7.1.2).

|za — HZpaql| <t (8.2)

where &p,q is the estimated state considering manipulated measurement and ¢ is the
pre-defined threshold.

In [I00] authors show that an attack of type a = H - ¢ is not detected by residual-based
BDD using the L2-norm if LWLS are used for state estimation. Thus the stealthy attacks
are expressed as Eq. (8.3) in [100].

|20 = H&pad|| < ||z — HZ[| + [[(a — Hc)|| (8.3)
where Z is true state, ¢ is a vector of offsets and a is a vector of attack.

Our research question RQ 2.2 about stealthy attacks reads:



o RQ 2.2: Can stealthy attacks of the form a = H - ¢ as described in [I00] be
detected by residual-based methods?

Further, we divide the research question RQ 2.2 into the following sub-research questions:

« RQ 2.2.1: Can attacks of form @ = H - ¢ against state estimation from [I00]
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remain stealthy if we analyze residuals from state estimation using LWLS?
Rationale: [100] shows that attacks of form @ = H - ¢ remain stealthy for a residual-
based detection methods for LWLS SE. If LWLS is used for SE and only one metric
(voltage) is measured, residuals are zero for LWLS SE. Therefore, we assume that
in a simple scenario with only voltage measurements, voltage manipulation and
LWLS SE, attacks cannot be detected. If multiple metrics (e.g. voltage and current)
are measured we assume that (as shown in [I00]) an attacker can remain stealthy
as long as the attacker can manipulate both metrics to bring them in the form
a = H - c. That means that also for high values of ¢ the attack cannot be detected.
If the attacker can only manipulate one metric, we assume that the attack can be
detected, because the second metric can be used to check the plausibility of the
values.

RQ 2.2.2: Can attacks of form a = H - ¢ against state estimation from [I00] be
detected if we analyze residuals from state estimation using DKF?

Rationale: In [I00] stealthy attacks are shown for LWLS SE. As Kalman filters are
widely used for SE in different domains, we also use DKF for SE and here we want
to check if attacks of the form a = H - ¢ also remain stealthy if DKF is used as
SE method. Since DKF SE takes past values into account, we expect a different
behaviour and rather assume that with DKF the attacks do not remain stealthy.

Table 8.1 shows the intention of using the stealthy attacks, data used for the experiment
and findings. Details on parameter settings for the experiment are presented in Sec. [8.2.

Table 8.1: Overview of stealthy attacks.

Methods Data’ Goals Sections
Stealthy attacks Test data - to answer RQ 2.2.1 Z;
of form a = H - ¢ | (01.04.2016) | - to answer RQ 2.2.2 8'3

" Test data, one hour at 02:00-03:00 UTC is used.
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8. STEALTHY ATTACKS
8.1 Theoretical background
8.1.1 Stealthy attack on voltage measurements
We aim to check the conditions of stealthy attack of form a = H - ¢ from [I00] using only
voltage measurements for state estimation. We recall the expression of the measurement
z and true state x as
z=Hx+v (8.4)
where v is the measurement noise, H equals to an identity matrix, measurement z is
represented by Eq. (8.5) and true state x is represented by Eq. (8.6).
Vie
] o
_ | Ve
x = [Vﬁn (8.6)
Under the condition defined by Liu et al. in [I00], an attack is undetected if a = H - c.
The condition is expressed in Eq. (8.7), and the manipulated measurement under the
condition is represented in Eq. (8.8).
. 1 0 C1 . C1
He- || 1] H . H (8.7
_ _ Vre C1
Zag=2z+a= lm + e (8.8)
The resulting manipulated measurements in rectangular coordinates are represented by
Eq. (8.9) and Eq. (8.10).
z1=Vee+ 1 (8.9)
20 = Vi + 2 (8.10)
8.1.2 Stealthy attack on voltage and current measurements
We aim to check the conditions of the stealthy attack of form a = H - ¢ from [100]
using both voltage and current measurements for state estimation. In this case, the
measurement z is represented by Eq. (8.11). We recall that the true state « is represented
by Eq. (8.6) (see Sec. 8.1.1) and the matrix H is represented by Eq. (8.12).
Vie
Vim
z= 8.11
IT’G ( )
Iz'm
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8.2. Experimental Setup

(8.12)

oo+
|
Sy

The condition defined by Liu et al. in [I00] to be a stealthy attack on voltage and current
measurements is expressed in Eq. (8.13)).

1 0 c1
- 0 1 cr| C2
He = G —-B |PQ o G01 — BCQ (8'13)
B G Bey + Geg

So if we add a constant to V,.. and Vj,, and then add values to the current measurements
that depend on c;, ¢, G and B then the attack remains undetected by residual-based
BDD methods for LWLS.

8.2 Experimental Setup

Based on the stealthy attacks definitions presented in Sec. |8.1, we manipulate measure-
ments (see below) and analyze the residuals from SE using LWLS and DKF.

8.2.1 Manipulate only voltage measurements
We assume a case where an attacker manipulates only the voltage measurements. The

attack vectors in the measurement of the current are zero. Thus the attack vector a is
represented by Eq. (8.14).

a= (8.14)

Vie C1

. . Vim C2
zZo=2z+a= I + 10 (8.15)

Lim 0

Thus the resulting manipulated measurements are

z21=Veetc1 (816)
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8. STEALTHY ATTACKS
2y = Vim + 2 (8.17)
23 =1I¢+0 (8.18)
24 = Iim +0 (8.19)
In order to investigate whether the attack remains stealthy with different detection
methods, we add a constant offset attack (CO) that stars at 2, 000" data point and ends
at 18,000"" data point. Figure (8.1) shows the manipulated real voltage and imaginary
voltage.
Measurement
0.98 ‘ : .
—— Observed real voltage
5 097
o
> 096
0.95 : : : : : : : : :
o 05 1 15 2 25 3 35 4 45 5
«10%
—— Observed imaginary voltage
0.44 : : : : : : : : :
0O 05 1 15 2 25 3 35 4 45 5
No. of iterations <10
Figure 8.1: Visualization of measured real voltage and imaginary voltage during an
attack.
8.2.2 Manipulate both voltage and current measurements
We assume a case where an attacker manipulates both the voltage and current measure-
ments. Thus the attack vector a is represented by Eq. (8.20).
&1
C2
= 2
@ GCl - BCQ (8 0)
B01 — G02
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8.2. Experimental Setup

Manipulated measurement can be rewritten in Eq. (8.21)).

Vie C1
o . Vim C2
Zo=2z+a= I. + Get — Bey (8.21)
Iim Beip — Gey

Thus the resulting manipulated measurements are

21 = Vee + 1 (8.22)
2= Vi + 2 (32
z3 = I + Gec1 — Bey (8.24)
z4 = Lim + Bep — Geo (8.25)

In [I00] the authors show that attacks of this type remain stealthy but only for the
LWLS method. We first look at detection from LWLS but then also investigate whether
those attacks get visible when we use DKF for the state estimation. We show both
method (LWLS and DKF) for two different cases a) only with voltage measurements
and b) with voltage and current measurements. For the stealthy attack on LWLS state
estimation [I00], we add one experiment with a very large offset (experiment 8.2), in
order to check if the attack remains stealthy, even if the measurements deviate a lot from
the original values.

Table 8.2 shows an overview of stealthy attacks, measured vectors, SE methods, manipu-
lation of the vectors, parameter settings and injected attacks. Here we aim to analyze the
residuals while starting and ending the attacks. We recall that the starting and ending
data points of the stealthy attacks are different than those in the attacks generated using
the attack model. We do this because here we aim to analyze residuals in both starting
and ending data points of the attacks; in the attacks using the attack model there are no
attack ending data points for the given time interval. Further, the manipulation attack
is the CO type attack with different offset magnitude than the magnitude in the attack
model as we do not compare the results of the stealthy attack to CO attack.
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8. STEALTHY ATTACKS

Table 8.2: Overview of experiment with stealthy attacks of form a = H - ¢, attacks
parameters setting and injected attack; SE = State estimation; Exp. = experiment; MV
= measured vector; CO = constant offset. It is all for the test data* (01.04. 2016)

. . Param. | Injected
SE Method | Exp. MV Manipulation setting attacks
start =
2,000 €O
LWLS 8.1 | Voltage Voltage 7| (offset =
end = 0.0195 p.u.)
18,000
attack
start = CO
LWLS 8.2 | Voltage Voltage 2,000, (offset =
end = 10 p.u.)
18,000
attack
Voltage start = | CO
LWLS 8.3 current7 Voltage 2,000, | (offset =
end = | 0.0195 p.u.)
18,000
attack
start = | CO
LWLS g4 | Voltage, Voltage, 2,000, | (offset =
current current end = | 0.0195 p.u.)
18,000
attack
start = | CO
DKF 8.5 | Voltage Voltage 2,000, | (offset =
end = | 0.0195 p.u.)
18,000
attack
Voltage start = | CO
DKF 8.6 current, Voltage 2,000, | (offset =
end = | 0.0195 p.u.)
18,000
attack
start = | CO
DKF 8.7 Zﬁfﬁ:ﬁf zg::if 2,000, | (offset =
end = | 0.0195 p.u.)
18,000

* Test data, one hour at 02:00-03:00 UTC is used.
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8.3 Results

In this section, we present attacks, which meet the definition of stealthy attacks on
measurements that are of the form a = H - ¢ and therefore should remain stealthy as
shown in Sec. [8.1. The experiment setup is presented in Sec. [8.2. We analyze residuals
of SE using LWLS and DKF with fixed phase angle.

8.3.1 State estimation based on voltage measurements

Here we first present SE results under an attack scenario using only voltage measurement.

In this section, we are showing experiments 8.1, 8.2 and 8.5 of Tab. 8.2. An attacker adds
a constant offset during the attack. In experiments 8.1 and 8.5, we assume the attacker
adds an offset 0.0195 at 2,000"" data point so that the manipulated polar voltage value
reaches 1.075 p.u. at the data point, and then add the same offset 0.0195 p.u. to all data
values until the attack is over at data point 18,000. Since we fixed the phase angle, the
constant offset in polar coordinates also will add a constant offset to real and imaginary
parts.

Weighted Least Square

— Estimated real voltage

0.98

Discrete Kalman Filter

s 0971

e
> 096

Estimated real voita

ge

0.95

W"‘"ﬁ"’”\ﬂm ——— Estimated imaginary voltage
Lot

0.5 1 1.5 2 25 3 3.5 4 4.5 5
No. of iterations <10

(a) Estimation using LWLS

0.455

s 045
a

E
= 0.445
[

W""Nw--v"w Estimated imaginary volta

e P

ge

S|

0.44
0

0.5 1 1.5 2 25 3 3.5 4 4.5
No. of iterations

(b) Estimation using DKF

5
x10%
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Figure 8.2: Estimated real voltage and imaginary voltage (Exp. 8.1 and 8.5 of Tab. 8.2).

With the estimation of LWLS method based on voltage data only, the estimation is equal
to the actual measured value. Therefore the estimated signal from LWLS is exactly the
same as the original observed signal and all residuals are zero. Also for LWLS we do
not have a separate prediction step and therefore do not distinguish between pre-fit and
post-fit residuals. Figure 8.2 visualizes estimated real voltage and imaginary voltage
using LWLS and DKF during the attack mentioned above. Estimated real voltage and
imaginary voltages from LWLS are shown in sub-figure 8.2a. Similarly, sub-figure 8.2b
shows estimated real voltage and imaginary voltage using DKF. Similar to the estimation
in normal operation, the main difference that can be seen is that SE using the DKF
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smooths out the voltage signals. Since with the fixed phase angle, we have a higher
variation in the real voltage (see Sec. 6.2 of Chapter 6) the smoothing effect for the real
voltage is larger than for the imaginary voltage.

Discrete Killlman Filter Discrete Kalman Filter

0.02

0.02
— Postfit residuals - real voltage

0.01

-0.01

-0.02

0.01

0.005 ‘ Prefit residuals - imaginary voltage

Yim P:U

0
-0.005 '

-0.01
0 0.5 1 15 2 25 3 3.5 4 4.5 5

No. of iterations x 10°

(a) Pre-fit residuals of DKF

Yo P-U

Yim P:U

0.01

=0.01

-0.02

0.01

0.005

-0.005

-0.01

—— Prefit residuals - real voltage '

05 1 15 2 25 3 35 4 45 5
%10

‘ — Postfit residuals - imaginary voltage

0

05 1 15 2 25 3 3.5 4 45 5
No. of iterations «10*

(b) Postfit residuals of DKF

168

w10 Difference of postfit and prefit residuals

15
1

05

prefit - postfit
(=]
T

%3 . :
0 05 1 1.5 2 25 3 35 4 4.5 5
No. of iterations <10*

(c) Difference of pre-fit and post-fit residuals for
real voltage using DKF

Figure 8.3: Residuals of real voltage and imaginary voltage under attack (Exp. 8.5 of
Tab. [8.2).

Using LWLS with only voltage measurement, residuals are zero. Thus the attack can not
be identified analysing results from the estimation process. Using DKF, estimated values
follow the manipulated voltage signal pattern causing a delay between prediction and
estimation. The delay causes high jumps in pre-fit and post-fit residuals shown in Fig.
8.3l The pre-fit residuals and post-fit residuals are shown in sub-figures [8.3a and |8.3b
respectively. The difference of the pre-fit residuals and the post-fit residuals are shown in
sub-figure [8.3c. Using DKF, when an attack starts, predicted value on the data point
depends on the estimated value of the previous non-manipulated data point, whereas the
estimated value at the data point considers both the predicted value and the observed
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8.3. Results

value. Therefore while starting an attack, pre-fit residuals have a higher magnitude than
post-fit residual. When an attacker stops manipulating voltage values, prediction in the
next data point still is affected by the attack, and as estimation considers prediction
it is also effected by the previous manipulated data. Thus for some next data points
the estimated value is closer to the predicted value, this results in a higher magnitude
of post-fit residuals. From this we conclude, while also for this simple case the attack
remains undetected for LWLS (as predicted by Liu et al. in [I00]), it can be clearly
identified if DKFs are used for the state estimation.

In experiment 8.2, we assume an attacker adds a high constant offset value of 10 p.u. to
voltage measurements during the attack. We did this, to check if the attack still remains
stealthy (as claimed in [I00]). Figure 8.4 shows observed and estimated real voltage
and imaginary voltage. After starting an attack at 2,000"" data point, the manipulated
voltage is very high and continue till the attack ends at 18,000%" data point. We can
see this in sub-figure [8.4a, the original signal is small compared to the attack. Similarly,
from the sub-figure [8.4bl, we can see estimated voltage using LWLS does not filter noise
and estimated voltage is very high during the attack.

15 Measurement e ‘ Weighted Least Square
- Estimated real voltage
5 10 o ‘Observed real voltage 5 10 ;
a ch
1] =
> 5l > 5
] - s 0
0 1 2 3 4 5 0 1 2 3 4 5
x10° x 10
6 6
Observed imaginary voltage Estimated imaginary voltage
5 4 5 4r
a a
£ E
= 5 > ot
0 L ’ ’ ’ 0 . I
0 1 2 3 4 5 0 1 2 3 4 5
No. of iterations «10% No. of iterations <10%
(a) Observed voltage (b) Estimated voltage using LWLS

Figure 8.4: Observed and estimated real voltage and imaginary voltage (Exp. 8.2 of Tab.

8.2, the original signal is small compared to the manipulated signal).

Thus we conclude in SE using LWLS considering a simple setup with only voltage
measurements, attacks cannot be detected by the residual-based method if LWLS is used
for the SE but is detected if DKF is used for state estimation.

8.3.2 State estimation based on voltage and current measurements

Here we present results for residual-based detection for a SE based on LWLS and DKF
SE where for the SE uses both, voltage and current measurements, are used. We then
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distinguish two different attacks a) one attack where only voltage measurements can
be manipulated by the attacker and b) one attack where the attacker can manipulate
both voltage and current measurements. So here the SE is always based on voltage and
current measurements.

8.3.2.1 Manipulating only voltage measurements

Here, we consider an assumption presented in Sec. 8.2, the SE is based on voltage and
current measurements but the attacker manipulates only voltage measurement. Thus the
manipulated real and imaginary voltage measurements, and the non-manipulated real
and imaginary current measurements are considered for state estimation.

Observed voltage and current measurements are shown in Fig. (8.5). Sub-figure [8.5a,
depicts observed real voltage and imaginary voltage. The real and imaginary voltages
are calculated from the manipulated polar voltage with fixed phase angle (fixed with
first observed phase angle). Similarly, sub-figure 8.5b depicts observed real current and
imaginary current. The real and imaginary currents are calculated from the actual
(non-manipulated) measurement.

Measurement Measurement
098 5340
CE— Observed real current

: —— Observed real voltage
= 097 1
K
=S w
> 096 s gt

0.95 = = == 5310
0o 05 1 15 2 25 3 35 4 45 5

%10

0.455 -986 {

Y Observed imaginary voltage Observed imaginary current
s 045 1 M
a
E - M
> 0445 it 1

0.44 -994
0 05 1 15 2 25 3 35 4 45 5 0 0.5 1 15 2 25 5
No. of iterations «10% No. of nerauons < 10%

I‘mpu

(a) Real and imaginary voltage (b) Real and imaginary current

Figure 8.5: Observed voltage and current measurements under attack scenario.

In experiment 8.1, estimated states using DKF and LWLS during the attack scenario are
shown in Fig. (8.6). From the figure, one clearly can see the estimated states from both
LWLS and DKF follow the attack. Sub-figure 8.6a) depicts estimated real voltage and
imaginary voltage using LWLS. Another sub-figure [8.6b| depicts estimated real voltage
and imaginary voltage using DKF, it shows the estimation process smooths out the real
voltage and imaginary voltage signals. From here, one can see estimated real voltage
and imaginary voltage in the sub-figure 8.6a/ (estimated with LWLS) are not as much
smoothed as estimated by DKF (shown in sub-figure 8.6b).
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8.3. Results
Weighted Least Square Discrete Kalman Filter
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(a) SE using LWLS (b) SE using DKF

Figure 8.6: Estimated states using LWLS and DKF under an attack (Exp. 8.3 and 8.6 of
Tab. 8.2).

Residuals in DKF and LWLS are visualized in Fig. (8.7). Sub-figure 8.7a shows the
residuals using LWLS. One can clearly see that the attack is visible in the residuals
of LWLS. Sub-figure |8.7b| shows pre-fit residuals of real and imaginary voltages using
DKF'. The attack clearly leads to some peak in the residuals. In contrast to the LWLS
residuals the DKF residuals are much smaller and decrease immediately after the first
peak. The reason for this is that in the DKF previous values are taken into account
and this way the SE is “trained” to accept the new high value as normal. Sub-figure
8.7c| shows post-fit residuals of real and imaginary voltage using DKF. As shown in
sub-figure 8.7d, one can see pre-fit residuals are higher in attack starting data point

and post-fit residuals are greater in attack ending data point (shown for real voltage).

When an attack starts, predicted value on the data point depends on the estimated
value of the previous non-manipulated data point, whereas estimated value at the data
point considers both the predicted value and observed value. Therefore while starting an
attack pre-fit residuals have higher magnitude than post-fit residuals. When an attacker
stops manipulating voltage values, prediction in the next data point still is affected by
the attack, and as estimation considers prediction it is also affected by the previous
manipulated data.

From the sub-figures of residuals, one can see that residuals using DKF are higher than
the residuals using LWLS because at a time step k, SE using LWLS considers only the
measurements at the time step, whereas SE using DKF considers previous value and the
measurements at the time step.

We conclude in SE using LWLS considering voltage and current measurements, if constant
offsets are added only to voltage measurements then attack can be seen in the residuals
of LWLS and DKF.

171



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

L]
lio
nowledge

b

3
|
r ki

M YOU

8. STEALTHY ATTACKS
16 %103 Weig,ﬂed Least Squarel s Discre!a Kalman Filter .
— Postiit residuals - real voltage — Prefit residuals - real voltage
i g- 0.01 ey
0 f v
0 = -0.01 -
0 0.5 1 15 2 25 3 3.5 4 4.5 5 0.5 1 15 2 25 3 3.5 4 45 5
10* 10*
5 210° 4o 210°
" — Postfit residuals - imaginary voltage — Prefit residuals - imaginary voltage
2 3 5
QE 2 D.E
= 4 =0 W
-20 0,‘5 1 15 2 25 3 35 4 45 5 3 B,‘ﬁ 1 15 2 25 3 35 4 45 5
No. of iterations «10% No. of iterations «10%
(a) Residuals of LWLS (b) Pre-fit residuals of DKF
<103 Difference of postfit and prefit residuals
s Discre!a Kalman Filter . 6
— Postiit residuals - real voltage
5 001 - 4
i&
0 f v
-0.01 - ; |
0 05 1 15 2 25 3 35 4 45 5§ a MWW
104 £ me 3
10 2207 a [
— Postfit residuals - imaginary voltage
52 6
D.E 4
=0 W
V%8 3 AF B wE B a5 4 A i 0 05 1 15 2 25 3 35 4 45 5
- . Nu‘ofil.eraﬂons ) <10* No. of iterations <10*
. d) Diff. of pre-fit and t-fit residuals of DKF
(c) Post-fit residuals of DKF (d) Diff. of pre-fit and pos residuals o
(shown for real voltage).
Figure 8.7: Residuals of real and imaginary voltage under attack (SE is based on voltage
and current; but only voltage is manipulated) (Exp. 8.3 and 8.6 of Tab. 8.2)).
8.3.2.2 Manipulating both voltage and current measurements
Here we again assume SE is based on both voltage and current measurement both in
a similar manner as presented in Sec. |8.1.2, but also the attacker can manipulate both
voltage and current measurements. The real and imaginary voltages are calculated
from the manipulated polar voltage with fixed phase angle (fixed with first observed
phase angle). The real and imaginary currents are also calculated from the manipulated
voltage using the measurement model shown by Eq. 4.64] in Sec. 4.3.2. Also using
the measurement model, the calculation of real and imaginary voltages are shown in
Eq. [4.65/and Eq. 4.60| respectively. Thus the manipulated real and imaginary voltage
measurements, and the manipulated real and imaginary current measurements are
considered for state estimation.
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8.3.

Results
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Figure 8.8: Actual current measurement and current measurement during an attack.
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Figure 8.9: Estimated states using LWLS under an attack (Exp. 8.4 of Tab. 8.2).

The manipulated voltage measurement is shown by Fig. [8.1 The actual and manipulated
current measurements are shown in Fig. 8.8, Comparing the sub-figures 8.8a and |8.8bl, we
can see real current increases and imaginary current decreases during the attack. From
the Fig. 8.1, one can see the real voltage is higher than the imaginary voltage. Since the
real part G of admittance matrix H has positive value and the imaginary part B has
negative value, one clearly can see from the Eq. |4.65 that the real current increases and
from Eq. 4.66|that the imaginary current decreases during the attack.

LWLS uses the manipulated voltage and current measurements (shown in Fig. 8.1 and
Fig. 8.8b)) and estimates voltage states. The estimated voltage states are shown in
Fig. 8.9. Another sub-figure 8.10a/ shows residuals for both real and imaginary voltage
which is just a tiny signal. The magnitude of the residuals is similar to the magnitude of
the residuals in normal operation shown by Fig. |4.18in Sec. 4.3.2.3| and the residuals
are close to zero. From sub-figure 8.10b, we can see the estimated signal are close to
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Figure 8.10: Residuals of real and imaginary voltages under an attack (Exp. 8.4 and 8.7
of Tab. 8.2).

observation, and there is tiny difference due to the admittance matrix (as the observed
values are multiplied by the admittance matrix). Thus, we conclude the attack can not
be detected looking at the residuals if the attacker can manipulate both voltage and
current measurements. This is in-line with the work of Liu et al. in [I00], that says that
attacks remain stealthy for the LWLS residuals if the the attacker can fit them to the
form a = H - c. In case that voltage and current measurements are used for the SE the
attacker needs to be able to manipulate both, since otherwise (as shown in this section
above) the attack is visible.

If DKF is used for SE instead of LWLS, the attack can be detected in the residuals as
shown in sub-figure 8.10c. So, if a DKF is used for the SE, the attack is visible in the
residuals even if the attacker can manipulate both, voltage and current.

We conclude that attacks of the form a = H - ¢ as defined by Liu et al. in [I00]
remain stealthy for a residual-based detection if LWLS SE based on voltage and current
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8.3. Results

measurements is used and both, voltage and current measurements, can be manipulated.

Nevertheless, if DKF SE is used based on voltage and current measurements, the attacks
can be detected by residual-based detection.

8.3.3 Results Findings

From our experiments, we conclude the following:

o F 2.2.1: Constant offset attacks of the form a = H - ¢ remain stealthy for residual-
based detection methods if we use LWLS as SE method based only on voltage
measurement and only manipulate the voltage. In this case, the LWLS residuals
are always zero (as shown in Exp. 8.1 and Exp. 8.2).

e F 2.2.2: Constant offset attacks of the form @ = H - ¢ can be detected by residual-
based detection methods if we use LWLS as SE method based on voltage and
current measurement and only the voltage can be manipulated (as shown in Exp.
8.3).

o F 2.2.3: Constant offset attacks of the form a = H - ¢ remain stealthy for residual-
based detection methods if we use LWLS as SE method based on voltage and
current measurement and both voltage and current can be manipulated (as shown
in Exp. 8.4).

e F 2.2.4: Constant offset attacks of the form a = H - ¢ can be detected for residual-
based detection methods if we use DKF as SE method. This was shown for the
three different cases: a)SE based on voltage with manipulation of voltage (as shown
in Exp. 8.5), b) SE based on voltage and current with manipulation of voltage (as
shown in Exp. 8.6) and c¢) SE based on voltage and current with manipulation
of voltage and current (as shown in Exp. 8.7). In all three cases the attack was
detected.

e F 2.2.5: With residual-based detection based on LWLS SE the residuals remain
high (in the cases where the detection works) whereas with DKF we get one peak
when the signal changes and then the signal adjusts to the manipulated values and
considers the manipulated signal as the new normal.

The possibility of detecting the manipulation attacks on voltage and current measurements
depends on the method and measured vectors used for state estimation. A summary of
the results is shown in Tab. [8.3.
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Table 8.3: Possibility of detecting stealthy attacks defined by Liu et al. in [100] using
residual-based methods; Exp. = experiment; Det. = detection possible.

SE method | Exp. | Measured vector | Manipulation of | Detectable
LWLS 8.1, 8.2 Voltage Voltage No
LWLS 8.3 Voltage, current Voltage Yes
LWLS 8.4 Voltage, current Voltage, current No
DKF 8.5 Voltage Voltage Yes
DKF 8.6 Voltage, current Voltage Yes
DKF 8.7 Voltage, current Voltage, current Yes

8.4 Summary

In this chapter, we presented the stealthiness of the FDI attacks for residual-based
detection methods based on LWLS and DKF. Two cases were shown; SE using i) only
voltage measurements and ii) both voltage and current measurements. Then we provided
an experimental setup of the data manipulation for the stealthy attacks.

We showed the relation of residuals and the SE methods (LWLS and DKF). The following
finding help us to answer RQ 2.2.1 (Can attacks of form a = H - ¢ against state

estimation from [100] remain stealthy if we analyze residuals from state estimation using
LWLS?):

o Under the conditions defined by Liu et al. in [I00] for LWLS SE, attacks remained
stealthy for the case that all measured values used for the SE were manipulated.

For our reasoning RQ 2.2.1, we already expected that the attacks of form a = H - ¢
against SE from [I00] remain stealthy if SE is based on voltage measurement and voltage
can be manipulated. The evidence from experiments confirmed that if the attacker could
manipulate the voltage measurements then the attacks of form a = H - ¢ remained
stealthy in the SE using LWLS and based on voltage. Further, as we already expected
that the attacks of form @ = H - ¢ remain stealthy if SE is based on voltage and voltage
can be manipulated adding high offsets. The evidence from experiments confirmed that
the attacks remained stealthy if the attacker could manipulate the voltage measurements
considered for LWLS SE based on voltage even if the ¢ was quite large. Similarly, for our
reasoning, we expected that the attacks of form a = H - ¢ remain stealthy if SE is based
on voltage and current; and both voltage and current measurements can be manipulated.
The evidence from experiments confirmed that the attacks remained stealthy only if the
attacker could manipulate both voltage and current measurements considered for LWLS
SE based on voltage and current.

The following finding help us to answer RQ 2.2.2 (Can attacks of form a = H - ¢ against
state estimation from [I00] be detected if we analyze residuals from state estimation
using DKF?):



8.4. Summary

o The attacks defined in [I00] did not remain stealthy if DKF was used for SE because
the attacks were detected by analysing residuals from SE using the DKF.

For our reasoning RQ 2.2.2, we expected that the attacks of form a = H - ¢ do not
remain stealthy if we use DKF for SE based on voltage and voltage could be manipulated.
The evidence from experiments confirmed that the attacks of form a = H - ¢ are detected
by analysing the residuals from SE using DKF and based on only voltage. Similarly,
as we expected for our reasoning, the evidence from experiments confirmed that the
attacks of form a = H - ¢ are detected in if SE is based on both voltage and current and
either only voltage or both voltage and current could be manipulated. In both cases, we
identified a different by analysing the residuals from SE using the DKF.
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CHAPTER

Lightweight Statistical Methods

Notice of adoption from previous publications in Chapter 9
Parts of the contents of this chapter have been published in the following papers:

[133] S. Paudel, T. Zseby, E. Piatkowska, and P.Smith. An evaluation of methods

for detecting false data injection attacks in the smart grid. In preparation®

Ezplanation text, on what parts were adopted from previous publications:
Median absolute deviation, Kullback-Leibler divergence, cumulative sum and weighted
voting methods in this chapter are based on the work done in [135)].

S. Paudel implemented the methods and conducted all the experiments. Theoretical
considerations and experiment planning was done together with all co-authors, the
text and figures in the papers were created together by all authors.

%The paper is in preparation.

In this chapter, we aim to detect the injected attacks introduced in Chapter|5. In a first
step, we propose an anomaly detection model. In a second step, we present multiple
statistical anomaly detection methods: median absolute deviation (MAD), Kullback-
Leibler divergence (KLD), and cumulative sum (CUSUM). In a third step, we present the
experimental setup of lightweight statistical methods - MAD, KLD, and CUSUM. In the
experimental setup, usage of training data for setting thresholds for these methods is shown.
Further, the effect of anomaly detection parameters on anomaly detection performance is
presented. In a fourth step, we present results from the experiments and show receiver
operating characteristic (ROC) curves of the methods. Our analysis shows, in contrast to
L2-norm and normalized residual-based methods (presented in Chapter|7), lightweight
statistical methods - MAD, KLD and CUSUM detect at least one anomaly (a malicious
or benign anomaly that is also a malicious anomaly) during all attacks introduced in the
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Tab. |5.1 of Chapter|5. Then we focus on enhancing the anomaly detection performance
through a combination of methods and explore a way to combine methods in order to
increase detection performance. First, we investigate using a weighted voting scheme
where we assign weights on the methods based on their detection performance; second,
we present the experimental setup and last the results from the approach are analyzed
to better understand the anomaly detection performance on attack types. The goal is
to analyze to which extent the combination approach can increase the overall detection
performance.

An attacker can modify voltage measurements and, with some knowledge, can hide the
attack in the normal operation of the state estimation and circumvent detection of the
attack. Table|9.1 shows the possibility of detecting false data injection attacks generated
using an attack model introduced in Chapter [5.

From the Tab. 9.1, we can see some attacks that are not detected by using residuals
of LWLS (see exp. 8.1, 8.2 and 8.4) are detected using residuals of DKF (see exp. 8.5
and 8.7). Nevertheless a DKF is not always implemented because this is some effort
to implement in a power system. The results analysis in Chapters |7 and |8 shows if
a quick high increase is made in the offsets, then it would result in high residuals so
that residual-based methods detect the attack if DKF is used for state estimation, but
they have poor detection performance due to the following features (weakness that are
particular to DKF):

e Residuals are calculated from measurements, so they would adapt if we increase
the offsets slowly.

e The residual-based method detected changes quickly but also adapted to the changes
quickly so that residuals became small quickly and remained within the threshold.
So after some anomalies occurred, it did not detect subsequent anomalies for long.

In order to prevent such stealthy attacks, we propose using multiple statistical anomaly
detection methods in an overall effort to achieve effective detection. To this end, we
use lightweight statistical methods which have been applied to similar problems (e.g.,

in [107, 29, 179, 180, 142]).

Our research questions about using lightweight statistical methods read:

¢ RQ 2.3: Is it possible to detect the injected attacks with the lightweight statistical
methods?

Further, we divide the research question RQ 2.3 into the following sub-research questions:
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Table

9.1: Detection of FDI attacks (BDD methods detect only some of the FDI attacks

as shown in chapters |7/ and 8, here we summarize the detection of FDI attacks using the
residuals-based BDD methods). Attack parameters as described in Sec. 5.3, methods
and thresholds as described in sections [7.2| and [8.2; MV = measured vectors; SEM =
SE methods; Det. = detection; DP = detection possible in our experiments; MO =
manipulation of; Y = yes; N = no.

Exp. MV SEM | Det. methods MO Attacks DP
. SD Y
7.1 Voltage | DKF Plain RB Voltage RSCV, ICOS o
IROCV
CO, RO, ICO, IRO, 9
7.2 Voltage | DKF L2-norm Voltage TROMN, ICOHS N
7.3 Voltage | DKF | Normalized RB | Voltage co Y
' & & RO, ICO, IRO, Nl
IROMN, ICOHS
Z; Voltage | LWLS | Plain residuals | Voltage CO N3
Voltage, . .
8.3 LWLS | Plain residuals | Voltage CcO Y
current
8.4 Voltage, LWLS | Plain residuals Voltage, CO N3
current current
8.5 Voltage | DKF | Plain residuals | Voltage CO Y
8.6 Voltage, DKF | Plain residuals | Voltage CcO Y
current
g7 | Volta8e | prp | Plain residuals | | OL08% co Y
current current

! Slowly changing offsets are adopted in the residuals.
2 With our method the threshold based on the training data was too high.
3 Attacks of the form a = H - ¢ as described in [I00].

RQ 2.3.1: Is it possible to detect at least one of the injected malicious anomalies
during our injected attacks with the lightweight statistical methods?

Rationale: As it can be seen in Chapter 8, the attacks that are generated by
our model are clearly observable in the signal; we might therefore assume that
simple lightweight statistical methods will be sufficient to detect them. It would be
beneficial to rapidly detect the attacks and with few computational resources, both
to limit the potential consequence of the attack and to accommodate the rate that
measurements are generated by a PMU (50Hz). Furthermore, as critical decisions
will be based on the outcomes of the detection methods (e.g. regarding network
switching decisions), it is beneficial that a human operator is able to understand
the results from the detection methods and have them readily explainable (in
contrast to, for example, some machine learning and deep learning methods where
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explainability remains an open issue [I57]). We propose that detecting at least
one (or a small number of) anomalous data point(s) is sufficient to raise an alarm
and invoke further actions, such as an in-depth analysis of the situation. However,
this is only the case if the methods do not generate many false positives — if this
were the case, single alarms would likely be lost or dismissed (as a weak indicator)
by an operator and not acted on. Finally, the rationale for using several methods
(as opposed to one that attempts to detect all the attack forms that our model
can generate), is that different configurations of the model clearly generate distinct
signals that, presumably, a carefully selected set of detection methods that use
different statistical properties can detect.

¢ RQ 2.3.2: How long do the methods take until the first malicious anomaly during
the attack is detected?
Rationale: The earlier we detect an attack, the earlier we can invoke counter-
measures (e.g., invoke additional analysis steps, substitute values for state estima-
tion, etc.) The methods that detect the first malicious anomaly fast are beneficial
because we can avoid that the attacks can cause damage on the state estimator and
subsequently the power system. An aggressive attack can have significant changes
in the statistical properties of data, but slow changes during an attack can take
time to have significant changes in the statistical properties of the data. Therefore
we investigate how long it takes until attacks are detected.

¢ RQ 2.3.3: How many of the malicious anomalies are detected?

Rationale: The detection of at least one of the injected malicious anomalies during
our injected attacks trigger an alarm so that operators conduct an in-depth analysis
of the situation. In situations with many false positives, it can help to get the
number of positives and only put an alarm if too many positives are detected.
The number of detected malicious anomalies can help us to rate the detection
performance of methods. In addition, the detection of more than one anomaly can
help us to maintain the correctness of state estimation e.g., replacing the detected
anomalies before sending the data to state estimation.

e RQ 2.3.4: To which extent does detection performance improve if we combine
lightweight statistical methods?
Rationale: The attacks that are generated by our model have different characteristics.
Different detection methods use different statistical properties for detecting the
attacks. Therefore, it is likely that some methods are well-suited to detect one form
of an attack but fail for other attack forms. Thus, the different methods can detect
different types of attacks, and anomaly detection performance can be improved
by combining the results of the methods. A combination of lightweight statistical
methods can produce trustworthy results.
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9.1.

Theoretical Background

the following lightweight statistical methods 1) median absolute deviation (MAD), 2)
Kullback-Leibler divergence (KLD), 3) cumulative sum (CUSUM), and 4) combination
of methods using weighted voting. Further, we make theoretical considerations whether
the methods (MAD, KLD and CUSUM) are able to detect different attacks introduced
in Tab. 5.1 of the Chapter 5.

Table 9.2: Overview of lightweight statistical methods.

Methods | Data” Goal of experiment | Section
g;lggngg()fg_t; 03.2016) | - to answer RQ 2.3.1 9.1.2
MAD e o - to answer RQ 2.3.2 9.2.1
Test data to answer RQ 2.3.3 9.3
(01.04.2016-14.04.2016) | ~ 0 *° s :
gzalél;n;ofg_t;l 03.2016) - to answer RQ 2.3.1 9.1.3
KLD s o - to answer RQ 2.3.2 9.2.2
Test data - to answer RQ 2.3.3 9.3
(01.04.2016-14.04.2016) e .
g;lggn;ofg_t;l 03.2016) | to answer RQ 2.3.1 9.1.4
CUSUM o o - to answer RQ 2.3.2 9.2.3
Test data - to answer RQ 2.3.3 9.3
(01.04.2016-14.04.2016) o -
Training data
“i:fguged Y(I?ei£ozft(;16—31.03.2016) - to answer RQ 2.3.4 9.4
(01.04.2016-14.04.2016)

* For all the given days of training and test data, one hour at 02:00-03:00 UTC is used.

Table 9.2 shows the intention of using the lightweight statistical methods and data used
for the experiment. Details on parameter settings for the experiment are presented in

Sec. 9.2

9.1 Theoretical Background

9.1.1 Anomaly Detection Model

Here we introduce our model for detecting anomalies. Different false data injection (FDI)
attacks on PMU measurements can be detected by analysing different data features. We
investigate the characteristics of important and distinct methods for detecting FDI attacks
to a wide area monitoring system (WAMS). We are interested in detecting different types
of attacks. A single method may not detect all types of attacks or may not perform best
for all attack types. A combination of different methods may help to improve anomaly
detection performance and enables to detect different attack types.
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Our anomaly detection model has three main components, namely bad data detection
as shown in Chapters |7 and 8|, lightweight statistical methods, and a combination of
lightweight statistical methods. Figure 9.1/ shows the anomaly detection model. An
overview of the model is presented in the following paragraphs.

Data from grid measurements
Historical, Training and Test Data

Phasor
Measurement

Voltage, Phase Angle )
Unit Voltage, Phase Angle

State Estimation

Residuals \

i Lightweight Statistical Methods

Bad Data | KLD ‘ ICUSUM‘

Detection Methods
(Plain pre-fit
residual,L2-norm,
Normalized Residuals)

Results Results Results

¥ v v

Combination of methods
(weighted voting)

m Anomaly Detector ﬂ

Results ‘ ‘ ‘ ‘ Results

[ Bad Data Detection Results ] [Lightweight Statistical Methods Results]

Figure 9.1: Anomaly detection model.

Errors in data sources or FDI attacks could influence state estimation. Therefore, bad
data detection (BDD) methods are needed to be implemented in grid operators. Since
BDD methods detect data that deviates from normal operation, they could also detect
manipulated data [I39]. We applied different residual-based BDD algorithms to the FDI
attacks described in Sec. 5.3, our investigation found that we cannot detect anomalies in
some of the FDI attacks using the residual-based methods. Sophisticated attacks can
bypass the classical BDD detection methods [46]. Therefore to complement the detection,
we argue that one has to use additional anomaly detection (AD) methods.

To more effectively detect the FDI attacks, we propose the use of three statistical anomaly
detection methods [107, 29, 179, 180 142]: i) a measure of dispersion — the MAD; (ii) a
histogram (distribution) based method — the KLD; and (iii) a change point detection
method — the CUSUM methods. We have chosen to apply simple statistical methods, in
contrast to, e.g., machine learning-based approaches because a) we believe that they are
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9.1. Theoretical Background

sufficient to detect our proposed attacks b) to promote the scrutability (understanding)
of the results they produce — a desirable property for use in a critical infrastructure
setting, such as power distribution networks and c) to keep computational overhead small.
Further, considering the computational overhead in the critical infrastructure, we make a
selection of lightweight algorithms as they can be deployed and executed with limited
resources and memory.

The anomaly detector is connected to two components, namely bad data detection and
lightweight statistical methods of the model. Here we check with lightweight statistical
methods though attacks are not detected with residual-based bad data detection methods.
PMU measurements are fed to the state estimation and the lightweight statistical methods
of the anomaly detector. Residuals from the state estimation are fed to the bad data
detection component of the anomaly detector. After processing the residuals, results are
produced from the bad data detection methods. In the lightweight statistical methods
detection component, after processing the measurements the detection results of the
lightweight statistical methods are used for combining different methods. Then final
anomaly detection results are produced from the combination method.

The lightweight statistical methods are expected to be variously suitable for detecting
different attack types. Overall detection performance could be improved by combining
their output. To this end, we propose the use of a combination technique in literature
namely, a weighted voted scheme to increase precision of the results by reducing false
alarms. The voting system is usually used as ensemble methods in machine learning
algorithms [I0T], here we apply it for combining different statistical methods. Weights
on the methods are assigned based on their anomaly detection performance metrics (e.g.,
TPR, TNR).

9.1.2 Median Absolute Deviation

Mean and standard deviation are sensitive to outliers and therefore are not efficient
estimators [147,[95]. A robust alternative to the mean is median, the median is less biased
than the mean by outliers. Median absolute deviation (MAD) is a robust estimator
of dispersion, as it estimates the median of the absolute deviations from the median

[146, [147]. MAD can be used in both normal and non-normal distributions [147].
The MAD is defined as Eq. (9.1) [146] 102, 147].
MAD =b-median(|z; — M|) (9.1)

where b is a scale factor, M is the median of the data points, x; — M is the difference
of each data point to the median. Thus the MAD is then defined as median of those
differences.

In order to use the MAD as an estimator for dispersion, the value is multiplied by a
constant scale factor b, which depends on the distribution and is set to b = 1.4826 for
normal distributed data [146].
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For setting a threshold for decisions based on the MAD, one can establish a MAD interval

as follows:
median — - MAD < x; < median +1- MAD (9.2)

Here [ is the decision level. So similar to saying values should stay within 2 or 3 standard
deviations from the mean, we here can say the values should stay within 2 or 3- M AD
from the median.

We later use the MAD method in different processing steps. We first use it for labeling
the training data. All data points outside the MAD limits are labelled as anomalous.

We then use the MAD method for anomaly detection with a threshold that we set based
on training data. We calculate MAD from the training data and set the level of decision
such that all normal data in the training data remain within the interval. The upper
limit and lower limit of the interval defined by the MAD from the training data are set
as a threshold for the classification of the test data.

We also use the MAD method to establish thresholds for the KLD values in a way that
we calculate the MAD from the KLD sequence and set the level of decision from the
training set (such that anomalies are outside the interval) and then use the resulting
MAD interval (of the KLD sequence) to classify the test data.

Theoretical considerations about the detection performance: MAD is suitable
to detect deviations from the median (less influenced by the outliers). For setting the
MAD boundaries in the test data, we take the median and the MAD of the whole training
data set as a reference to set the interval. Based on our data analysis, detectability
depends on a) if the test data have a different median from the training data and b) if
the test data has a higher deviation from the median of the training data (see Tab. A.4
and Tab. |A.5/in Appendix A.11). Attacks are expected to be detected if the data value
deviates significantly from the median of the training data.

Table 9.3 shows the expected detecting possibility and detection speed of the types of
attacks using MAD. Measurement z, at a time step k is detected as anomalous if the
precondition is true. It is expected to detect CO attacks immediately, i.e, when an offset
is large, then the first manipulated data value already remains outside of the interval.
As ICO and ICOHS have increasing offsets these attacks are expected to be detect after
some time. The MAD method can detect RO, IRO, IROMN attacks if they exceed the
boundaries (upper limit or lower limit). Detection can happen due to three reasons a) the
deviations from the median in test data differs from the one in training data b) median
changes due to an attack c) deviations from median increases due to an attack.
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9.1. Theoretical Background

Table 9.3: Detectability of attacks using MAD.

Attacks | Parameters | Precondition Detection delay
mediantain — 1 * MAD¢rain
CcO constant (c) >z +c¢> Immediately

mediangain + 1 * MADtrain
mediani ain — | * MADj ain
RO random (r) >z +r > Immediately
mediangain + 1 * MADtrain
mediani ain — | * MADj ain

0 e |
mediantmin + 1 MADtrain
IRO, random (r), mediantrain — 1 * MAD¢rain

>z +r+s-k > Immediately

IROMN SlOpe (S) mediantrain + I % MADtrain

9.1.3 Kullback-Leibler Divergence

The Kullback-Leibler divergence (KLD) measures the difference of two probability distri-
butions over the same variable [91], [90]. The KLD of a distribution (x) from a reference
distribution P(z) is a measure of information loss, if we use Q(x) to approximate P(z),
i.e., it measures how close are the two distributions [91], [90].

The KLD between two discrete probability distributions P(z) and Q(z) over a discrete
domain is represented by Eq. (9.3) [54] B31]

P(x)
Drr(P||Q) =S P(2)lo 9.3
aalP11Q)= ¥ Pwios (05) (0.3

The KLD is > 0 and only gets zero if P(z) and Q(x) are equal. The KLD can be used
to check a distribution of observations against a reference distribution. In our case, we
derive a reference distribution from historic data and then use the KLD to compare our
test data with the reference distribution to see if there are distributions that are atypical
(anomalous) for the given data.

Figure 9.2 depicts a diagram for calculating KLD. It shows how the KLD sequence is
calculated from the reference histogram and the observation.

Figure 9.3 depicts a diagram for detecting anomalies using KLD. Both data points-based
and window-based approaches are visualized in the figure. A window is marked as
anomalous when it contains at least one anomalous data point. In this case, all data
points in the anomalous window are marked as anomalous data points.
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9. LIGHTWEIGHT STATISTICAL METHODS
WWMWW Voltage signal
Wy Wz1 ............................. lw“
Calculate histograms
of the windows
Hist.wy,
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Reference histogram
KLlel lKLDWZ ........ l KLD,,,
o ° e - .
2 KLD of the histogram from
— . S the windows to reference
w .
1 W Windows n histogram
Figure 9.2: A diagram for calculation of KLD.
In the data point-based approach, we look at the fraction of correctly classified anomalous
data points and the number of all data points. The accuracy of the data points-based
approach is calculated as shown in Eq. (9.4).
TPpp+TNpp
ACCpp = 9.4
pr all DP (0.4)
where T'Ppp represents the correctly classified anomalous data points, T'Npp represents
the correctly classified normal data points, and the number of all data points all DP =
TPpp+ FPpp+TNpp+ FNpp.
In the window-based approach, we look at the fraction of correctly classified anomalous
windows and the number of all windows. The accuracy of the window-based approach is
calculated as shown in Eq. (9.5).
TPH Win + TN Win
ACCwin = 9.5

Win all Win (9:5)

where T Pyy;, represents the correctly classified anomalous windows, T Ny, represents
188
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KLD Sequence Threshold
Results KLD,,,, > Threshold Results

Anomaly detection
Data points-based Window-based

Results W;
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Mark data points Mark data points Mark window Mark window
as normal as anomalous as normal as anomalous

| l | I

——— o

. W, ) W,
Anomalous data points Wi Anomalous windows "

Figure 9.3: Anomaly detection using KLD (data points-based and window-based).

the correctly classified normal windows, and the number of all windows all Win =
TPwin + FPwin + TNwin + FNwin,

Theoretical considerations about the detection performance: KLD detects
changes in the distributions. So it highly depends on the choice of the reference histogram
(e.g., from historical, from training or from previous window), on the window size and
on the shifting speed (see Sec. 9.2.2)). In order to make a selection of a representative
historic data, we consider the historic data from three weeks (see Sec. [6.4) and derive a
minute reference histogram as a representative distribution. The one minute histogram
represents the distribution of the data (see Sec. 9.2). So we make a comparison of
the reference histogram to the histogram of 1 minute (the distribution of values from 1
minute). The reference histogram has a broad distribution in compare to histograms per
hour (1.0463 to 1.0728 for an hour - see Sec. 9.2.2)). As we set the threshold using the
KLD values from the training data, we tolerate a high deviation because the training data
already deviates from the historic data. Thus only when values in the test data deviate
much more from the histogram from historic data than the values from the training data
then it is detected as anomalous.

Table 9.4 shows the expected detecting possibility and detection speed of the types of
attacks using KLD. It is expected that the KLD method detects CO attacks immediately
only if ¢ is large enough; ICO, IRO, IROMN and ICOHS attacks are expected to be
detected after some time because distribution of the data points shifts as the magnitude
of the offsets increase with time. Based on the data analysis, we saw that the mean of
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Table 9.4: Detectability of attacks using KLD

Attacks | Parameters | Precondition Detection delay
DKL (Histotest s HiStOref)
CcO constant (c) >t with t = Immediately
max(Dkr, (HistOgrain, Historef))
RO random (r) D1, (Histogest, Histoyef) > ¢ Not Detected
ICO,

ICOHS
IRO, random (1),
IROMN | slope (s)

slope (s) Dk, (Histogest, Histoper) > ¢ Delayed

D1, (Histogest, Histoyef) > ¢ Delayed

test data is different from training data. However, to be detected as an anomaly, the
difference should be significant to change the histogram. So for the attack that makes
small changes in mean may not be detected. For instance, for the RO attack (if the mean
of the test data is similar to the mean of the training data), it may not significantly
change the histogram and may not be detected. An anomaly is assumed to be detected
if the 1 minute histogram of test data deviates more than the histogram of training data
to the reference histogram.

9.1.4 Cumulative Sum

The cumulative sum (CUSUM) is a sequential analysis method to detect change points
in time series. We use a two-sided CUSUM algorithm to detect changes (a decrease or
an increase) in the means. Table 9.5 shows an overview of the notation used in CUSUM.
Using the definition from [21], we define the sufficient statistic s; for detecting a change of
the mean from pg to ;1 in a Gaussian distribution with constant variance o2, as follows
(Eq. 9.6, derived from the log-likelihood ratio as shown in [21]).

oM —2Mo (xz o — Ml) (9.6)
o 2

This can be rewritten as

p1 = o o — f1 b v

b v
S; — g (l‘l — Mo — 2> (9.8)

with the change magnitude v and the signal-to-noise ratio b = #-F0.

For detecting a change point at time t,, from observations x; to z; we build the sum S,
from the s; as shown in Eq. (9.9):

i=k
Sn = Z S; (9'9)
=1
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9.1. Theoretical Background

Table 9.5: Notations used in Cumulative Sum.

Notation Description
1o Mean before a change
1 Mean after a change
o? Variance of distribution
S; Sufficient statistics
Signal-to-noise ratio
v Allowed change magnitude
z; Observation at time step @
Tk Observation at time step k
Sh, Sum of s; fromi=1toi =%k
uf Deviation from pg in positive direction
i Deviation from pg in negative direction
g Cumulative change in positive direction
9 Cumulative change in negative direction
g;tm Minimum value of g,
i Minimum value of g
h Threshold
Q@ Allowed false alarm
N Size of a block

Since we want to detect deviations from pg in both directions the change is either
,u,f = po + v or p; = pp — v and we use the two-sided CUSUM algorithm to detect
if in either of the two cases the value exceeds the threshold h. As shown in [21], we
incorporate g in the threshold and can therefore express the s; in a more simple way as

v

Si = Tj — Mo — B (9.10)
We then define g, and g, as
9n = (91 +Tn — po — %) (9.11)
90 = (s = Ta+ 10— 3) (9.12)
The threshold is defined by Eq. (9.13) as in [I17].
h=— ui/z Ina (9.13)

where v is the maximum variation allowed in the mean of the signal, « is the false alarm
probability and o is the standard deviation of the signal.
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In normal condition both ¢ and g, continue with negative slopes indicating that the
signal is inside the reference variation v and has normal values. Thus the minimum value
of g (g,.,) and minimum value of g,; (g,,;,) are updated in each data point.

Once a positive jump is detected then g, increases until it reaches a maximum value
9. .. as the following data points do not show big differences anymore, after reaching
the maximum value g,/ starts decreasing. The maximum value is the point at which the
difference in means stops being significant. Figure 9.4 shows an illustrative plot where
we can see the change in g/ due to a significant change in mean of the signal.

Normal condition

+ values

0 I Jump in the signal

+

g

3

- values

L 2 Data points

Figure 9.4: A sample CUSUM plot representing a change in g due to a significant
change in mean of the signal.

Similarly, once a negative jump is detected then g, increases until it reaches a maximum
value and again starts decreasing after reaching the maximum value g¢,,,,. The alarm is
set to the point where either of them exceeds the threshold h.

g'r—i— - g:ir%'n > h
OR (9.14)
g; - g;nn > h

It could be necessary to process blocks of data for a fast computation (e.g., online
processing), thus we compute blocks of data with length N after the block is over g, is

reset to:

9 = Gmaz — Imin (9.15)
Similarly, we reset g, to

90 = 9maz ~ Imin (9.16)

Figure 9.5 depicts a sample plot for detecting a change using g,;". The plot shows the
behaviour of the g for normal operation and after starting a change. We can see the
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Block 3

Block 1 Block 2
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s } t >
v N 2N 3N
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Figure 9.5: A sample CUSUM plot for detecting the change using g;'.

normal behaviour on the first block before starting a change, in latter blocks (blocks 2
and 3) g, always increases due to the change and reset at the end of each block.

Theoretical considerations about the detection performance: CUSUM detects
variations in the mean. It tracks if the mean changes over time. It usually depends on
the assumption that the data is normally distributed. One can see from the time series
of the selected data in Sec. 6.4 that in many cases our PMU data is partially normally
distributed and there are already abrupt changes of the mean in the normal data. To
tolerate this, we set a large enough threshold. As we define the threshold using the overall
mean value of all the training data and maximum variation in the mean of training data
the detectability depends on if the mean of the test data deviates significantly from the
mean of the training data. Data analysis shows that the mean of test data is different
from the mean of training data (see Tab. A.4 and Tab. A.5 in Appendix |A.11). The
attacks that cause significant changes in mean are expected to be detected.

Table 9.6/ shows the expected detecting possibility and detection speed of the types of
attacks using CUSUM. In a CO attack the mean changes abruptly and should be detected
immediately as changes in mean cross the allowed variation v, and for ICO, IRO, IROMN
and ICOHS attacks, mean has significant change if the magnitude of the offsets are large
then they are expected to be detected. For the RO attack, we have the mean of the
attack signal = 0, and the randomization component added negative and positive offsets
such that the mean does not change. Thus RO is not expected to be detected, but due
to changes in the actual data might cause the detection during the attack type RO.
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9. LIGHTWEIGHT STATISTICAL METHODS
Table 9.6: Detectability of attacks using CUSUM.
Attacks | Parameters | Precondition Detection delay
gF of zp+c—gh. >h
CcO constant (c) | or Immediately
g, of zp+c—g, .. >h
gF of zp +r—gh. >h
RO random (r) or Delayed
g, of zp+1—g . >h
1Co gF of zp+s-k—gh. >h
i slope (s) or Delayed
ICOHS _ -
9, of 2 +s-k—g, .. >h
+ of k— gt
IRO, random (r), g? of 2+ 7k 5k = Gpin > I Delaved
IROMN | slope (s) _ _ v
g of zp+rp+s-k—g, .. >h
9.2 Experimental Setup
We aim to detect the manipulation attacks introduced in Tab. [5.1 of Chapter 5. Some
of these attacks are not detected by RB BDD (shown in Sec. 7.3.3). Here we aim at
detecting the attacks with the methods MAD, KLLD and CUSUM. We use the same data
sets and process for defining normal and malicious data points as described in Sec. 6.5.
Figure |6.14 shows the processing steps that are performed on the data. Depending on
the method, we proceed with different steps.
Additionally, we present influencing factors of the anomaly detection methods. We briefly
discuss on methods’ parameters, dependency of the one parameters to other parameters of
the methods, along with methods’ goals and anomaly detection performances. Table [9.7
illustrates methods goals, parameters and the key parameters on which anomaly detection
performance depends.
In contrast to existing work of the statistical methods using simulated-based data (e.g.,
in [165],[56],[58],[174],[57]), we use real measurement from the EPFL campus network
(see Chapter 6). We recall that since we have noisy real data and we may have high
thresholds as they are defined based on the real noisy data. The high thresholds may
influence the detection performance of the statistical methods.
9.2.1 MAD
For the MAD method, we use the interval (with decision level 3.5) that was used for
labelling the training and test data as the threshold. With this we can ensure that all
BAs in the test data will be detected as anomalies. Using the MAD threshold, we classify
the data points of the manipulated test data as normal or anomalous.
194



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

°
lio
nowledge

b

o
i
r

M YOU

9.2. Experimental Setup

Table 9.7: Influencing factors of detection methods; DPs = data points.

o
- False alarm
probability «

- Standard
deviation from
training data

Meothods Detection Parameters Parameters Parame.ters
goal dependency for testing
- Reference median i Mec.han from
. . training data

- Time window for
. - MAD scale
If data calculating reference
is outside median factor (b) to
MAD .. 1.14826 - Threshold
of MAD - Decision level for
. . - Threshold
interval threshold interval covers all DPs
- MAD scale factor fr(;fm trainin
~ Threshold (interval) &
data
- Time window
set to 1 min
- Sliding tine
- Reference histogram | set to 1 sec
- Time window - Median from
. .. - Reference
of histograms training data .
If e . histogram
. - Sliding time divergence . .
distribution . - Window size
. of histograms - MAD scale . .
KLD differs from . . - Sliding size
- Decision level factor from
reference . .. - Threshold
distribution for divergence training data for
- MAD scale factor divergence di
- Threshold for - Threshold HVETgence
divergence covers all
divergences
from training
data
- Threshold for e
I - Variation in
gn Y gn
X mean from
- Maximum allowed trainine dat
If mean variation v r;;ilélagbﬂ?taof - Threshold
CUSUM changes - Mean value pyg false alarm Y for
over time - Standard deviation gny gn”

Parameters for anomaly detection:

voltage magnitude (see Tab. |9.8).

MAD checks whether a data point is outside
the MAD interval, an interval represents lower boundary and upper boundary of the
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MAD has a reference median calculated from the training dataset. Thus the reference
median depends on the time window from which reference median is calculated. The
interval for voltage depends on scale factor b which depends on the distribution of the
reference data. In our case, we fixed the value of b, and b is set to b = 1.14826 [146]
which is used for normal distribution. Decision level [ is set such that it covers the
MAD interval. Thus the two thresholds, upper and lower boundaries of the intervals of [
depends on the reference data. In our case [ is set to [ = 2.

MAD’s performance depends on how well the thresholds are set. We checked the
distribution of the training voltage and found it has partial normal distribution and
therefore we select b = 1.4826 [146] which is used for the normal distribution.

9.2.2 KLD

For the KLLD method, we first need to calculate a reference histogram. For this, we use
all the data points from the historical data. It is possible to compare and calculate an
average histogram from histograms with the same range (lower and upper boundaries).
Consequently, we set the histogram range to the minimum and maximum value of the
historical data; the number of bins to 60 and determine the width of the bins (edges). For
all histograms, we hold the same range, bins and edges. First, we calculate 60 histograms
per day (1 hour) as we have a 1-minute window and only consider 1 hour per day; second,
we calculate an average histogram (1-minute window) per day out of the 60 histograms,
resulting in 31 histograms (1-minute window) from 31 days. Then, from all days, we
calculate the average reference (1-minute) histogram. Figure 9.6/ depicts the generated
reference histogram. It uses 3,000 data points. The highest value is 1.0712 and the lowest
is at 1.

Reference histogram

@
o

=
o

I
o

(=]
o

frequency
2 g

b
(=}

]
o

;.J k...

1.012 1.024 1.036 1.048 1.06 1.072 1.084
voltage - p.u.

-0

Figure 9.6: Reference histogram (source Paudel et al. [I33])

We then calculate the KLLD for the training data. Based on our analysis on different
window sizes and shifting time, windows of size 1 minute that shift in steps of 1 second
visualizes changes in the distribution. Thus, we use a sliding time window of size 1 minute
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9.2. Experimental Setup

that progresses in steps of 1 second and then calculate for each window a histogram and
compare it with the reference histogram by generating a KLD value. We use the sequence
of KLD values from the training data to set a KLD threshold. For this we apply the
MAD method to the KLLD sequence and check how we would need to set the decision
level so that all normal data points lie within the interval.

We then calculate the KLD sequence for the manipulated test data (using the reference
histogram from the historical data) and then use the KLD threshold to classify the data
points as normal or anomalous.

Parameters for anomaly detection:  KLD checks whether the distribution of
measurements differs from the reference distribution. Proper adjustment of time window
of histogram and sliding time of histogram can increase anomaly detection performance.
Thus, the threshold of KLD depends on the MAD scale factor b which depends on
the distribution of training data KLD sequence. The MAD scale factor b is set to the
reciprocal of the inverse of quantile function [I146] (computed for 0.75 probability of the
KLD sequence distribution). Decision level [ is set for covering the normal behavior of
the training data.

KLD’s anomaly detection performance depends on how the reference histogram is calcu-
lated, and how representative is the histogram for normal traffic.

Since normal traffic changes over time, a better option can be having a sliding window
and comparing the sliding window with more recent value. For instance, use the KLD
differences to the previous time window. But in this case, the method adapts to changes.
Similar to the residuals in state estimation, it therefore could be used by attackers to
trick the system. As we aim detecting changes, we do not use the KLD differences of
subsequent time windows.

9.2.3 CUSUM

For the CUSUM method, we use maximum variation v, standard deviation o, mean
value pg from the training data and a target false alarm rate of a between 0.1 and 0.9 to
calculate a threshold. We then calculate the CUSUM for the manipulated test data and
then use the CUSUM threshold to classify the data points as normal or anomalous.

CUSUM resets once the block of length N is computed. If N is large then false negative
would be small but at the same time false positives may increase. We tried different
values of N and looked at the trade of positives and negatives. In order to avoid large
false positives, we have chosen small value of N = 3,000 (data of 1 minute). Then it
continues calculating g, , g,; from the next data point.

Parameters for anomaly detection: CUSUM checks if the mean changes over time.
The threshold for g, and g, ~ is set using the maximum allowed variation v, mean g
and standard deviation o from the training data. In addition, the probability of false
alarm « is considered for calculating the threshold.
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CUSUM'’s anomaly detection performance depends on the selection of values for calculat-
ing the threshold, for instance the value of allowed variation (value of v), accepted false
alarms (value of «v). Block length N also has an influence on the detection performance.
For instance, if IV is too large then history data are taken into account so that the method
gets confused and triggers false alarms.

Table 9.8: Overview of methods, parameter setting, thresholds and injected attacks; Exp.
= experiment; DL = decision level; b = scale factor; t = threshold; LL = lower limit; UL
= upper limit; WS = window size; ST = window sliding time; CO = constant offset; RO
= random offset; ICO = incremental constant offset; IRO = incremental random offset;
IROMN = incremental random offset with more noise; ICOHS = incremental constant
offset with high slope.

Exp. | Methods | Data” Para.lm. Threshold Injected Sec.
setting attacks
Training data .
(22.03.2016 | [or labeling CO, RO
“31.03.2016) | PL =330 | For AD fyon e
9.1 MAD For AD UL = 1.07 ! 9.3.1
Test data (DL = 2) LL — 1.051 IROMN,
(01.04.2016 b — 1.48%6 ' ICOHS
- 14.04.2016) ‘
Training data |
o5 | xip _(232195)9;.22001166) S]%L_:l3'2’ s Iccod,Pfgo 051
‘ Test data | o~ oo | P75 mom, | P
(01.04.2016 ICOHS
- 14.04.2016)
Training data i
(22.03.2016 v = 0.0076, CO, RO
- 31.03.2016) o = 0.0046, 1CO, IRO
93 CUSUM Test data a = 0.005 t=641 IROMN, 9-3.1
(01.04.2016 N = 3,000 ICOHS
- 14.04.2016)

* For all the given days of training and test data, one hour at 02:00-03:00 UTC is used.

Table 9.8 shows an overview of lightweight statistical methods (MAD, KLD and CUSUM)),
parameter settings, thresholds and injected attacks. We recall that the thresholds of the
methods are defined for polar voltage and no transformation into rectangular coordinates
is necessary.



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

°
lio
nowledge

b

o
i
r

M YOU

9.3. Results

9.3 Results

Here we present the results of the three lightweight statistical methods from experiments
9.1, 9.2 and 9.3. We use anomaly detection results for data points-based and windows-
based approaches. In the data points-based approach, a method checks for each data
point if it is an anomaly. In the window-based approach, a method checks for a window
(a whole set of subsequent data points) if the characteristics of the window differ from
the normal behavior. For MAD and CUSUM, we only use a data points-based approach.
For KLD we use both, a data points-based (KLD-DPB) and a window-based (KLD-WB)
approach as they reflect how both approaches would be used in practice. We compare how
close the histogram of the data points of a sliding window is to a reference histogram. If
the difference exceeds the threshold, then in both approaches (KLD-DPB and KLD-WB)
all data points of the sliding window are marked as an anomaly. For the performance of
the KLD-DPB approach, we compare anomalous data points to total data points. And
for the performance of KLD-WB, we compare anomalous windows to total windows as
explained in Sec. 9.1.3.

9.3.1 Detection of Anomalies per Attack

9.3.1.1 Constant Offset Attack

The CO attack is well detected by all methods, if we count the detection of at least one
malicious data point during the attack. Table [9.9) shows that the CO attack type is
detected in all test data sets by all methods. Nevertheless, if we look at the detection
delay we can see big differences. MAD picks up the attack always immediately when the
first anomalous data point occurs (see Tab. 9.10).

The KLD-DPB detects the attack earlier then the window-based approach. KLD-WB
needs longer than MAD to detect that a change has occurred (between 1499 and 3049
data points). This can be explained, because the window progresses over the attack data
points and only after some time the histogram of the data points in the window differs
sufficiently from the reference histogram so that it is detected as an anomaly.

CUSUM needs longer than MAD and shorter than KLD to detect the attacks (570 to
653 data points). This is because it needs some time until the constant change influences
the mean value.

In the following we look further into details to explain the different effects.

Figure 9.7 shows the manipulated voltage for attack CO for the first (out of the 14) test
data set (April 1, 2016). The anomalies that were detected by the three different methods
are shown as red data points. Figure 9.8a shows upper and lower bound of simple MAD
where one can see the attack crosses the upper bound immediately. It can be seen in the
sequence of KLD values shown in Fig. |9.8b, where each data point represents the KLD
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9. LIGHTWEIGHT STATISTICAL METHODS

which compares the histogram calculated from a sliding window (size 1 min, sliding step
1 sec) of the data with the reference histogram. From Fig.|9.8c one can see the calculated
CUSUM sequence for the CO attack.

Constant offset attack Constant offset attack Constant offset attack
1.085 1.085 T ™ - - . . 1.085
manipulated voltage
manipuiaied volage manuipuiated voltage . o .
108 * detected anomaies 108} + dotocted anomalies 108 d change points
1.075 1.075 1.075
1.07 1.07 1.07
3 5 3
4 1,085 51,065 G 1.085
] z %
£ 108 £ 106 £ 106
> = >
1.055 1.055 1.085
1.05 1.05 1.05
1.045 1 1.045 1.045
1.04 1.04 1.04 N . . . . s L L
0 2 4 6 8 10 12 14 16 18 0 2 4 6 8 10 12 14 16 18 o 2 4 6 8 10 12 14 16 18
lteration <10t Iteration 10t Iteration «10"
(a) MAD (b) KLD (data points-based) (¢) CUSUM

Figure 9.7: Visualization of detected anomalies in constant offset attack (shown on April
01, 02:00-03:00) (source Paudel et al. [133]).

voss R— Constant offset attack 100 : Constant offset attack
——— manipulated voltage - *!!, il
i nand % il
1ors Aw et o ot R
i w (T il 'l \»
; 8 i
G 1065 - [ g . ® [
8 g o
S 5 "\:z"“a““J‘[‘]‘[u‘w‘«-q. TR ROER
oss | - V“n““ T I
-40 { | | 11
L ”“““W‘H‘\ L b
1.085 -60 (|
104 - - . - - - - . 0 -80
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Iteration <10 Window Iteration 10*
(a) MAD interval (b) KLD sequence (¢c) CUSUM sequence

Figure 9.8: MAD interval, KLD and CUSUM sequences for constant offset attack.

One can see how the simple MAD method picks up the anomaly generated by the attack
immediately (at the 60,001 measurement) and detects most of the following anomalous
data points (Fig. 9.7a). This is not surprising because the attack just suddenly increases
the voltage and the MAD just checks for a threshold. The MAD also correctly detects
the benign anomaly between data points 7,093 and 7,815.

For the KLD-DPB method one can see that the attack is detected but a bit earlier (Fig.
9.7b) because we mark all data points of a window as anomalies if the window contains
one anomalous data. The CUSUM method detects a change point at data point 570, it
takes a bit more time (until the data point 570) to recognize the change. Also one can
clearly see how the benign anomaly in the beginning is not detected as a change point by
CUSUM, because it just consist of a few outliers that do not significantly change the
mean. This is according to the observation described in Sec. 9.3.4.4
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9.3. Results

9.3.1.2 Random Offset Attack

The malicious data points due to RO attack are quite difficult to detect. From Tab. 9.9,
we can see the number of average detected anomalous data points is the smallest than the
other attack types. With the MAD method the overall accuracy for all test data is only
36.10% and the recall is 4.65%. That means we miss more than 95% of the anomalous
data points. KLD-DPB performance is similar to the MAD, the overall accuracy is
36.48% and the recall is 7.94% but the KLD-WB performs worse. CUSUM also detects a
few anomalous data point of the attacks type RO (recall= 34.32%). KLD-WB detects
less then 2 % of the anomalies (recall= 1.6%) in all 14 data sets.

The bad detection performance from KLD and CUSUM can be explained, because the
random offset is performed by adding values from a random normal distribution with
mean p = 0 (see table |5.1). For KLD it seems that most of the added random values
stay within the reference histogram, because the reference histogram was selected from 3
weeks and therefore is already quite broad. Also with a mean g = 0 the attack does not
influences the mean over time and therefore will not exceed the CUSUM threshold.

Figure 9.9/ shows the manipulated data for attack RO for the first day of the test data set.
It can be seen from Fig. 9.10al that the MAD method only detects those random data
points which by chance exceeded the threshold. KLD (both KLD-DPB and KLD-WB)
detects not a single anomaly in the first data set, because even with the random added
data points the histograms in the sliding windows do not differ much from the reference
histogram. This can be seen in the sequence of KLD-WB values shown in Fig. 9.10b,
where each data point represents the KLD value calculated from the comparison of the
histogram calculated from a sliding window (size 1 min, sliding step 1 sec) of the data
with the reference histogram. On average, KLD-DPB detects only 3,018 data points on
all 14 test data sets (see Tab. 9.9). From Fig. 9.10c| one can see that also the calculated

CUSUM values stay within the threshold 6.41 in most of the test data sets (see Tab. 9.9).

In the first test data set (April 01, 02:00-03:00), CUSUM detects change points between
data points 161,904 and 171,000 as g,, crosses the threshold. One can see from sub-figure
9.10c that g, has significant changes between the data points 161,904 and 171,000.

9.3.1.3 Incremental Constant Offset Attack

ICO attack is detected (at least one malicious anomaly) in all test data sets by all
methods (see Tab. 9.9). Figure 9.11 visualizes detected anomalies on the first test data
set.

Due to the incremental increase, the attack is only detected after it exceeds a threshold.

Therefore the overall performance for MAD and KLD is slightly worse than for the
constant offset and the detection takes much longer (see Table 9.10).

CUSUM also detects the attack (see first red point in Fig. 9.11c) but also quite late (the
fastest detection was 12249 data points after the attack start). From Fig. 9.12al one
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Figure 9.9: Visualization of detected anomalies in random offset attack (shown on April
01, 02:00-03:00) (source Paudel et al. [133]).
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Figure 9.10: MAD interval, KLD and CUSUM sequences for random offset attack (source
Paudel et al. [133]).

can see the manipulated voltage crosses the upper boundary of MAD only after adding
the high offsets. Figure 9.12b|shows the sequence of KLD values, where each data point
represents the KLD which compares the histogram calculated from a sliding window (size
1 min, sliding step 1 sec) of the data with the reference histogram. From Fig. 9.12c one
shows the calculated CUSUM sequence for the ICO attack.

9.3.1.4 Incremental Random Offset Attack

IRO attack is also detected (at least one malicious anomaly) in all test data sets by all
methods (see Tab. 9.9) but on average it takes longer than for the pure incremental
offset (ICO attack) until anomalies are detected (see Fig.|9.13). This can be explained
by the random component that in some cases prevents that thresholds are exceeded.

Figure 9.14a) shows the MAD interval on IRO attack. Figure 9.14b| shows the sequence of
KLD values, where each data point represents the KLLD which compares the histogram
calculated from a sliding window (size 1 min, sliding step 1 sec) of the data with the
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Figure 9.11: Visualization of detected anomalies in incremental constant offset attack
(shown on April 01, 02:00-03:00) (source Paudel et al. [133]).
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Figure 9.12: MAD interval, KLD and CUSUM sequences for incremental constant offset
attack.
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Figure 9.13: Visualization of detected anomalies in incremental random offset attack
(shown on April 01, 02:00-03:00) (source Paudel et al. [133]).

reference histogram. From Fig. one shows the calculated CUSUM sequence for the
IRO attack.
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Figure 9.14: MAD interval, KLD and CUSUM sequences for incremental random offset
attack.

9.3.1.5 Incremental Random Offset Attack with More Noise

Table 9.9 shows that the IROMN attack is also detected on all test data sets by all
methods but on average it takes longer than for the TRO attack until anomalies are
detected (see Fig. 9.15). This can be explained by the random component that in some
cases prevents that thresholds are exceeded.

I random offset attack with high noise S0 random offset attack with more noise
- manipulsted vaitage ]
+ detected change points

random offset attack manuipuiated voltage

109 1085 . getected anomalies L 1088

—— manigulated woltags
1085+ ostected anomeies

1

o 2 4 65 8 1w 2 1w B B (] 2 a 6 8 0 12 W 1% 18 ] 2 4 6 8 10 12 14 1% 18
lteration <10t Iteration <10t Iteration <10
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Figure 9.15: Visualization of detected anomalies in incremental random offset attack
with more noise (shown on April 01, 02:00-03:00).

From Fig. 9.16al one can see even with a high random component some data points
remain within the boundary. Figure |9.16b shows the sequence of KLD values, where
each data point represents the KLD which compares the histogram calculated from a
sliding window (size 1 min, sliding step 1 sec) of the data with the reference histogram.
From Fig. 9.16¢ one shows the calculated CUSUM sequence for the IRO attack.
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Figure 9.16: MAD interval, KLD and CUSUM sequences for incremental random offset
attack with more noise.

9.3.1.6 Incremental Constant Offset Attack with High Slope
The ICOHS attack is detected well by all methods (see Tab. 9.9) Figure 9.17 shows
detected anomalies in first test data sets.

Due to the incremental increase with high slope, the attack is only detected after it
exceeds a threshold. Therefore the overall performance for MAD and KLD is slightly

worse than for the constant offset and the detection takes much longer (see Tab. |9.10)).

But it is better than for the incremental constant offset.

From Fig. 9.18alone can see due to increment in slope, the attack is detected earlier than
ICO and a jump (between 14 and 16) remain outside of the MAD interval. CUSUM also
detects the attack (see Fig. 9.17c). The fastest detection was 1661 data points after the
attack start. Figure 9.18b shows the sequence of KLLD values, where each data point
represents the KLD which compares the histogram calculated from a sliding window (size
1 min, sliding step 1 sec) of the data with the reference histogram. From Fig. 9.18¢c one
shows the calculated CUSUM sequence for the ICOHS attack.

Incremental constant offset attack with high slope constant offset attack with high slope
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Figure 9.17: Visualization of detected anomalies in incremental constant offset attack
with high slope (shown on April 01, 02:00-03:00) (source Paudel et al. [133]).
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Figure 9.18: MAD interval, KLD and CUSUM sequences for incremental constant offset
attack with high slope.

9.3.2 Attack Detection

An attack is assumed to be detected if at least one of the malicious data points is detected
as an anomaly. We show the detected data points that are calculated from all data points
from all 14 manipulated test data sets (which always include 14 attacks of one type).
Here we use original labels (i.e., BA or MA for an anomaly and normal for a normal data
point) for the calculation of the performance metrics. Labels provided by the detection
methods as explained in Sec. 6.5 are compared to the original labels.

Table 9.9 shows the different detected attack types for all methods. The table depicts
the number of test datasets in which the attacks are detected, and the average detected
anomalous (malicious and/or benign) data points for the 14 test data sets. Malicious and
benign data points on the 14 test data sets are shown in Tab. [6.3| of Chapter 6. In the
Tab. 9.9, we consider detection of only those anomalies during the attacks (the benign
anomalies after staring and before ending the attacks are counted as malicious). It can
happen that BAs are above threshold but here we show what can happen only during
attacks.

For the attacks at least one data point was detected except for the random offsets attack.
Detected data points using MAD, KLD and CUSUM for each data sets are shown in
Tab. [A.3 of Appendix [A.10. We detect at least one anomalous data point in all attacks.

Detection delay (measure in number of data points after the attack started) results are
shown in Tab. 9.10. In the window-based approach, we measure the number of windows
after the attack started as a detection delay. KLD window-based detection delay results
are shown in Tab. 9.11. Additionally, Tab. 9.10 shows how fast the attacks are detected.
It therefore only summarizes the detection delay for the malicious anomalies and does
not consider the detection delay for the benign anomalies that occured before the attack.
The detection delay shows the number of data points between attack start and the first
detection of an anomaly. The table shows the minimum, maximum and average detection
delay observed in the 14 test data sets.
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9.3. Results

Table 9.9: Detected data points using MAD, KLD and CUSUM methods (rounded
average values are shown for the detected data points); an attack is detected if one data
point is detected.

Method Detected Attacks (average detected data points)
CcO RO 1CO 1RO IROMN ICOHS
MAD 14 14 14 14 14 14
(114,088) | (5,586) | (TL,771) | (71,871) | (71,977) | (97,871)
KLD 14 1 14 14 14 14
(119,289) | (3,018) | (82,614) | (81,525) | (68,468) | (106,896)
14 6 14 14 14 14
CUSUM | (119 370) | (41,196) | (92,773) | (93.437) | (92.625) | (105,760)

Table 9.10: Minimum, maximum and average anomaly detection delay of different
methods (source Paudel et al. [133]).

Methods | Attack - Detection Delay
min max average
CcO 1 1 1.00
RO 4 35,382 | 4,696.10
MAD 1CO 2,055 | 70,669 | 34,593.50
TIRO 1,847 | 70,669 | 32,126.00
IROMN | 1 21,824 | 2,763.07
ICOHS | 2,044 | 39,230 | 18,626.00
CcO 1 1 1.00
KLD RO 70,350 | 70,350 | 70,350
1CO 350 58,650 | 7,792.86
IRO 19,850 | 58,500 | 38,475.00
IROMN | 28,900 | 73,750 | 49,821.43
ICOHS | 9,250 | 22,700 | 12,714.29
CO 570 653 621.29
RO 1,810 | 10,1903 | 23,875.57
CUSUM ICO 1,574 | 56,952 | 27,226.64
IRO 1,740 | 50,814 | 26,563.07
IROMN | 1,580 | 56,935 | 27,374.57
ICOHS | 1,661 | 23,994 | 14,239.64

The attack detection delays shown in the Tab. |9.10| are illustrated, visualizing the attack

detection for all test datasets. Figure |9.19| shows detection delay of CO and RO attacks.
Sub-figure 9.19a/ shows the detection delay of CO attack using MAD, KLLD and CUSUM.

Detection delay of the CO attack using MAD and KLD is 1 in all test datasets. Therefore,
bars of the detection delay using MAD and KLD are very short. From the sub-figure,
we can see CUSUM has long bars as it is slower than MAD and KLD methods while
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Table 9.11: Minimum, maximum and average anomaly detection delay of KLD window-
based (source Paudel et al. [133]).

Methods | Attack Detection Delay

min max average
CO 1,499 | 3,049 2,470.43
KLD RO 73,349 | 73,349 | 73,349
ICO 66 2,091 1,185.214
IRO 22,849 | 104,649 | 60,620.43
IROMN | 637 2,095 1,423.214
ICOHS | 12,249 | 46,399 | 28,370.43

detecting the CO attack; and able to detect only at 570 earliest and delays up to 650.

Similarly, sub-figure 9.19b| shows the detection delay for RO attack. MAD detects RO
type attack in 8 datasets early (between 4 and 707), a bit later in 4 dataset (between
1,455 to 4,271) and a delayed detection in 2 datasets (at 17,612 and 35,382). From the
sub-figure, one can see MAD detects RO attack on second, third and fourth datasets very
fast (as the bars are very short). KLD detects RO attack only on 1 dataset (eleventh
dataset) with detection delay 70,350. CUSUM detects the attack only in 6 datasets;
among them detection in 3 datasets are earlier (1810, 1935 and 1956) than in 2 datasets
(at 17,727 and 17,923) and a delayed detection in 1 dataset (at 101,903). Thus, we can
see that methods KLLD and CUSUM do not have bars in many datasets; for instance, in
fifth and sixth datasets.

«10% Detection delay of RO attack

Detection delay of CO attack 12
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Figure 9.19: Anomalies detection delay in constant offset and random offset attacks.
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Figure [9.20/ shows the detection delay of ICO and IRO attacks. From sub-figure 9.20a
one can see MAD detects anomaly in only 3 datasets early, and delayed detection in
11 datasets. KLD detects anomalies in 12 datasets quickly and delayed in remaining 2
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datasets. CUSUM also detects anomalies in 4 datasets early and delayed detection in

10 datasets. Figure 9.20b/ shows the detection delay of IRO attack on 14 test datasets.
MAD detects the ICO attack in 3 datasets earlier and delayed detection in 11 datasets.

Detection using KLD is delayed in all datasets. Detection using CUSUM is earlier in 4
datasets and delayed in 10 datasets.

«10* Detection delay of ICO attack g X 10 D delay of IRO attack
[ MAD [ KLD [ ]CUSUM [ MAD [ KLD ] CUSUM

Detection delay
- o L=
o (=] ~

w
Detection delay
-

w

n

IJ\ L0 ol L0

1 2 3 4 5 6 7 8 8 10 11 12 13 14 i 2 3 4 5 6 7 8 9 10 11 12 13 14
Dataset Dataset
(a) ICO attack (b) TRO attack

Figure 9.20: Anomalies detection delay in ICO and IRO attacks.

Figure 9.21] shows the detection delay in IROMN and ICOHS attack. Sub-figure 9.21a
shows the detection delay of IROMN attack. MAD detects IROMN in 10 datasets very
quick. KLD has delayed detection delay and has same detection delay in 51,450 in 11
datasets. CUSUM detects the attack in 4 datasets earlier and has a delayed detection
in 10 datasets. Similarly, Fig. [9.21b shows the detection delay of ICOHS attack. MAD
detects IROHS in 2 datasets and has delayed detection delay in 12 datasets. KLD has
delayed detection in all datasets. CUSUM has detection delay in 4 datasets earlier than
in 10 datasets.
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Figure 9.21: Anomalies detection delay in IROMN and ICOHS attacks.

9.3.3 Detection of manipulated data points

We show the overall performance metrics that are calculated from all data points from
all 14 manipulated test data sets (which always include 14 attacks of one type). Here we
use original labels (i.e., BA or MA for an anomaly and normal for a normal data point)
for the calculation of the performance metrics. Labels provided by the detection methods
as explained in Sec. [6.5| are compared to the original labels.

Table 9.12 shows the detection performance (data points-based) for all methods and the
different attack types. The table depicts minimum, maximum and average values of the
performance metrics from 14 test data sets; the best results per attack are shown in bold
letters. Accuracy and recall of MAD, KLD and CUSUM for 14 test datasets will be
illustrated in Sec. 9.4.3. The KLD window-based detection performance is shown in Tab.
9.13.

All methods detect the CO attack well. The RO attack is better detected by CUSUM
than by MAD and KLD. Similarly, the ICOHS and IROMN are better detected than the
ICO and TRO attacks by all methods.

MAD has a lower false positive rate than KLLD and CUSUM in all attack types. Similarly,
MAD also has higher precision than KLD and CUSUM in attack types CO, ICO, IRO,
IROMN and ICOHS.

For the RO attack, CUSUM has higher precision than MAD and KLD. We observed a
high variation in the recall. For instance, highest recall values are seen for the data of
day 2 and the lowest recall values are seen for the data of day 4. MAD detects only a
few malicious data points in the manipulated signal (details are shown in Fig. A.14 in
Appendix |A.7) which causes the minimum value 0.01% in recall of MAD. Other methods
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Table 9.12: Anomaly detection performance of different methods. The values shown are
the minimum, maximum and average anomaly detection performance metrics from the
14 test data sets. Best results per attack are shown in bold letters (source Paudel et al.

[133]).
Accuracy Recall FPR Precision
Methods | Attack average average average average
(min/max) (min/max) | (min/max) | (min/max)
o 96.38% 95.03% 0.91% 99.52%
(78.61/100)% (68.29/100)% (0/12.02)% (92.60/100)%
MAD RO 36.10% 4.65% 0.91% 91.09%
(33.23/57.66)% | (0.01/42.50)% | (0/12.02)% (87.61/100)%
1CO 72.89% 59.81% 0.91% 99.20%
(39.43/94.38)% | (15.16/91.94)% | (0/12.02)% (71.61/100)%
RO 72.93% 59.86% 0.91% 99.25%
(39.40/94.39)% | (15.11/91.95)% | (0/12.02)% (71.55/100)%
IROMN 70.42% 56.11% 0.91% 99.20%
(40.40/90.09)% | (16.60/85.50)% | (0/12.02)% (73.43/100)%
ICOTHS 87.37% 81.52% 0.91% 99.44%
(73.22/97.40)% | (65.84/96.10)% | (0/12.02)% (91.64/100)%
o 96.70% 99.36% 8.63% 95.84%
(93.90/99.64)% | (91.27/100)% (0.76/9.95)% | (95.28/99.59)%
KLD RO 36.48% 7.94% 6.36% 71.41%
(30.75/49.39)% | (0/27.79)% (0/7.44)% (0/88.23)%
1CO 77.08% 68.82% 6.36% 95.59%
(67.10/82.39)% | (50.88/77.29)% | (0/7.44)% (94.76,/100)%
RO 76.47% 67.91% 6.36% 95.53%
(67.18/86.50)% | (51.01/83.46)% | (0/7.44)% (94.75/100)%
ROMN 69.22% 57.04% 6.36% 94.72%
(56.46/75.94)% | (35.00/67.63)% | (0.00/7.44)% | (93.90/100)%
ICOTHS 90.57% 89.04% 6.36% 96.55%
(84.04/92.39)% | (76.18/92.29)% | (0/7.44)% (96.04/100)%
co 97.44% 99.43% 6.56% 96.81%
(87.19/99.66)% | (98.98/99.51)% | (0/37.42)% (84.17/100)%
CUSUM RO 54.00% 34.32% 6.56% 91.28%
(33.23/96.67)% | (0/98.49)% (0/37.42)% (84.02/100)%
1CO 82.66% 77.28% 6.56% 95.93%
(67.86/96.38)% | (52.54/98.69)% | (0/37.42)% (84.06,/100)%
RO 83.02% 77.83% 6.56% 95.96%
(69.58/97.08)% | (57.66/98.55)% | (0/37.42)% (84.01/100)%
ROMN 82.57% 77.16% 6.56% 95.92%
(67.85/96.37)% | (52.55/98.68)% | (0/37.42)% (84.06,/100)%
ICOHS 89.87% 88.09% 6.56% 96.41%
(80.20/98.43)% | (80.01/98.62)% | (0/37.42)% (83.99/100)%
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Table 9.13: Anomaly detection performance of KLD window-based approach. The values
shown are the minimum, maximum and average anomaly detection performance metrics

from of the 14 test data sets (source Paudel et al. [I33]).

Methods

Attack

Accuracy

Recall

FPR

Precision

KLD
(window-

based)

CO

87.80%
(60.82/98.59)%

82.22%
(42.21/97.92)%

0.19%
(0/2.63)%

99.89%
(97.64/100)%

RO

32.75%
(29.77/47.51)%

1.60%
(0/22.58)%

0.19%
(0/2.63)%

94.76%
(0/100)%

ICO

62.42%
(40.93/77.46)%

45.04%
(12.88/66.75)%

0.19%
(0/2.63)%

99.80%
(98.03/100)%

IRO

64.93%
(40.90/85.48)%

48.73%
(12.83/78.58)%

0.19%
(0/2.63)%

99.82%
(98.10/100)%

IROMN

57.12%
(40.82/68.67)%

37.29%
(12.71/54.58)%

0.19%
(0/2.63)%

99.76%
(97.76,/100)%

ICOHS

83.11%
(73.81/93.11)%

75.35%
(61.38/89.83)%

0.19%
(0/2.63)%

99.88%
(98.59,/100)%

KLD and CUSUM do not even detect any anomalous data points in the manipulated
signal (details are shown in Fig. A.29 in Appendix A.8 and in Fig. A.43 in Appendix
A.9) which causes the minimum value 0% in recall of KLD and CUSUM.

CUSUM has the higher accuracy and recall than KLD and MAD in CO, RO, ICO , IRO
and TIROMN attack types. For the ICOHS attack, KLD-DPB has higher accuracy and
recall than MAD and CUSUM.

The number of data points marked as anomaly in both KLD-DPS and KLD-WB ap-
proaches are equal. But the detection performance of KLD-WB approach differs as we
count the number of windows instead of the number of data points.Total number of
windows in KLD-WB approach is 3540, it has influence in the overall performance of

KLD-WB approach as it results in fewer false positive rate and higher precision than
KLD-DPB approach.

9.3.3.1 ROC Curves

In order to see how the detection rates change for different parameter settings, we here
look at the ROC curves for the different methods. ROC curves can be used to select
a threshold that would fit best to the desired outcome with respect to FPR and TPR.
With the ROC curves, we also can see how a specific algorithm performs for the different
attack types.

Here we discuss the detection performance of the lightweight statistical methods (MAD,
KLD and CUSUM) using their ROC curves. Detection of the attack types CO, RO,
ICO, IRO, IROMN and ICOHS using the lightweight statistical methods at different



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

°
lio
nowledge

b

o
i
r

M YOU

9.3. Results

thresholds are discussed in the following paragraphs. Anomaly detection results shown
in the previous sections are the experimental results using the threshold, which is shown
as a plus sign (+) in each method’s ROC curve.

MAD Main finding: MAD has better detection performance on CO then on ICO, IRO,
TROMN and IROHS attack types; and a very bad detection performance on RO attack

type.

MAD ROC Curve
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Figure 9.22: ROC curve of MAD.

Figure 9.22| shows the ROC curve for MAD. From the figure, one can see attack type CO
is well detected by MAD. Detection performance on RO type attack is very bad. The
slope of the ICOHS attack influences MAD’s detection performances. From the ROC
curves of ICO and ICOHS attacks, we can see the detection performance has significant
difference due to the higher slope. Curves of ICO, and TRO attacks almost overlap but
curve of IROMN attack differs slightly i.e., the influence of the random offsets depends
on the magnitudes of randomization, IROMN has more noise than IRO attack. TPRs
and FPRs of the attacks of same slope are very similar.

The threshold at decision level 2 which covers the minimum and maximum values in the
training data has less FPR and high TPR than other thresholds. It has FPR 0.0091 and
high TPR using the threshold (see Tab. [9.12). For the smaller thresholds than at decision
level 2, increment in FPR is higher than increment in TPR. As expected with smaller
thresholds, MAD detects more anomalies but also has higher probability of triggering
false alarms, i.e high TPRs and high FPRs.
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KLD (data points-based) Main finding: KLD has better detection performance on
CO attack than on other attack types.

KLD ROC Curve
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Figure 9.23: ROC curve of KLD.

Figure 9.23 shows KLD’s ROC curve. From the figure, one can see KLD detects CO well,
does not detect attack type RO and also does not have good detection performance on
ICO, TRO, TROMN attacks. In a similar manner to MAD, anomaly detection performance
of KLLD is also influenced by the slope. We can see the influence from the curves of ICO
and ICOHS attacks. Similarly, from the curves of ICO, IRO and IROMN attacks we can
see randomization influences its detection performance. More noise reduces the detection
performance (see curve of IRO and IROMN attacks).

With the threshold 8.95 at decision level 3.2, it covers the minimum and maximum
divergence of the training data to the reference data. As shown in Tab. 9.12, KLD
also has less FPR (8.63% for CO attack and 6.36% for RO, ICO, IRO, IROMN, ICOHS
attacks) and high TPR (99.43%) using the threshold. With smaller thresholds, it only
increases FPR until it reaches very small threshold. For instance, at decision level 2.5
KLD has TPR = 99.95% and FPR = 40.52%.

CUSUM Main finding: CUSUM detects attack types CO, ICO, IRO, IROMN and
ICOHS. In addition, it has better detection performance than MAD and KLD on RO
attack type.

Figure 9.24] shows CUSUM’s ROC curve. From the figure, we can see CUSUM detects
attack type CO very well and also detects RO attack type. Similar to methods MAD and
KLD, slope influences CUSUM’s anomaly detection performance. Curves of ICO and
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CUSUM ROC Curve
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Figure 9.24: ROC curve of CUSUM.

ICOHS attacks differ significantly. From the curves of ICO, IRO and IROMN attacks,
one can see noise influences the detection. IRO attack is detected better than ICO attack.
Similarly, due to more noise IROMN attack is detected better than IRO attack.

Anomaly detection results of CUSUM using threshold 6.41 has high TPR and less FPR
than using other thresholds. The results using the threshold are shown in Table 9.12.
With the smaller thresholds, increment in FPR is higher than in TPR.

9.3.4 General Observations

After going into the details of the individual attacks, here we make some general observa-
tions:

9.3.4.1 MAD does not detect all anomalous data points
After some time MAD detects at least one malicious data point within all attacks as

anomalous. Therefore, although MAD does not detect all maliciously modified values it
would detect at least one malicious data point as part of the attack.

9.3.4.2 KLD window-based detection leads to many false positives

The KLD window-based approach determines whether a window of test data is anomalous.
As a window is counted as anomalous when it contains at least one anomalous data
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point, some of the data from the anomalous window may not be a part of the attack.
To calculate the detection performance in the window-based approach, all of the data
within an anomalously labelled window is marked as such. In other words if a window
has 1 anomalous data point then the whole window is marked as anomalous; in this case
1 data point is a true positive and 2,999 data points are false positives. Consequently,
more data points are marked as anomalous, resulting in a higher recall and false positive
rates; this was confirmed by calculating the results by discriminating between normal
and anomalous data within a window.

9.3.4.3 CUSUM generates a high number of false negatives

Our implementation of CUSUM processes blocks of data and resets g, and g, after
each block. In each block, a change point is detected only when the increase in g, or
g,, reaches the defined threshold. An alarm is triggered (or the change is detected) only
when the increase in g or g, reaches the threshold (see Fig. 9.5 in Sec. [9.1.4). Thus,
the instances of the detected change point are missed until the change is detected as we
continue marking anomalies after detecting the change point. Repetition of this in each
block increases false negatives.

9.3.4.4 CUSUM misses isolated outliers

Despite the correct detection of nearly all malicious data points (all except for attack
type ICOHS) CUSUM misses some benign anomalies. Many BAs are correctly classified
by CUSUM and RB, but some BAs are missed. This is mainly due to isolated BAs with
a very short duration. They are too small in duration to introduce a significant change
in the mean. CUSUM would also miss any malicious increase or decrease of the voltage
if it is only over a short time period because in a short time period, the changes in mean
may not have a significant deviation. So only using CUSUM alone as detection method
would leave many possibilities to an attacker to circumvent detection.

9.3.4.5 Methods differ significantly regarding detection delay

As can be seen in Tab. 9.10/ the number of modified data points that pass undetected
until a method detects the attack differs significantly for different methods and different
attacks. For instance, the CO attack type is detected immediately by MAD while KL.D,
and CUSUM’s detection is delayed.

9.3.4.6 Methods differ significantly regarding the number of detected data
points

The number of detected data points in the 14 test data sets differs significantly for the
different methods and the different attacks. From Tab. 9.9, we can see an attack type is
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detected on the same number of test data sets and the number of detected data points
are different (e.g., in ICO, IRO, IROMN).

9.3.4.7 Methods differ significantly regarding detection of RO attack type

We can see from Tab. 9.9, detection of RO attack type differs significantly for different
methods. MAD detects RO attack type on 14 test data sets, whereas KLD detects only
on 2 test data sets, and CUSUM detects only on 6 test data sets.

9.3.5 Results Findings

Besides the general observations already discussed in Sec. 9.3.4 we can conclude the
following findings from the results:

o« F 2.3.1: MAD works for the distribution of our noisy real data as it detects all
attacks (at least one anomalous data point) on all test data sets. Though MAD
detects all attacks, it does not work well for all data points; this might be due to
our assumption of a normal distribution although the distribution of our real data
is partially normally distributed.

o F 2.3.2: MAD performs well and fast for sudden increases, but fails for random
offset that remains below the threshold. The detection is delayed for incremental
offset attacks because at the beginning the manipulated values are very small and
remain within the threshold boundaries.

o F 2.3.3: KLD (both data points-based and window-based) detects all attacks (at
least one data point) on all test data sets except the RO attack. RO attack type
is performed by adding values from a random normal distribution, so for KLD it
seems that most of the added random values stay within the reference histogram
(as the reference histogram has a broad distribution for an hour).

o F 2.3.4: KLD’s (both data points-based and window-based) detection is delayed for
incremental offset attacks because distribution after the manipulation stays within
the limits of the reference histogram at the beginning of the attacks. But once
KLD detects anomalies then it consistently detects subsequent anomalies.

o« F 2.3.5: CUSUM shows a better performance than MAD and KLD for correctly
identifying anomalous data points. It detects all attacks (at least one data point)
on all test data sets except RO attack. In RO attack, random negative and positive
values are added, which do not change the mean much (as it added p = 0 from the
distribution), so it stays within the allowed variation in the mean of most of the
test data.
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o F 2.3.6: CUSUM’s detection is delayed for incremental offset attacks because at
the beginning changes in mean due to the attacks stay within the allowed variation
in the mean.

e F 2.3.7: Detection delay varies a lot among methods and attack types, MAD picks
up changes earlier then KLD or CUSUM. Further, results analysis shows adding
a random component in the signal delays detection. For instance, incremental
random offset attack detection is delayed then incremental constant offset by all
methods. Thus, adding some random noise can be of advantage for attackers to
hide malicious activities and prevent early detection.

o F 2.3.8: Though all of the methods have quite bad detection performance on RO
attack, some malicious behavior not detected by residual-based bad data detection
methods are detected by the statistical methods MAD, KLLD and CUSUM (e.g.,
detection of incremental offsets attacks). This finding could be a valuable input to
researcher using statistical methods.

As a consequence we conclude that one should not rely on a single method but instead
a combination of several methods in order to prevent that an attacker can circumvent
detection.

9.4 Combination of Methods

Anomaly detection performance can be improved by combining output of different
methods. Different methods focus on different properties for anomaly detection and thus
can detect different types of attacks as shown in Sec. 9.3. A combined application of
methods can be used for better detecting anomalous behaviour in a system. In other
words, one can select a type of combination method based on what is to be achieved, either
generate more false alarms together with hitting more anomalous data points or hitting
anomalous data points with reducing false alarms. In other words, a combination method
can be selected depending on the goal, for instance achieving higher precision, detection
of at least one data point per attack, higher hit rate etc. To this end, we propose using a
combination technique namely, weighted voting. Output of the lightweight statistical
anomaly detection methods (MAD, KLD and CUSUM) are combined using the weighted
voting. In contrast to existing work (that use weighted voting for combining machine
learning techniques) in smart grid domain (e.g., in [108],[I01]), we use weighted voting
to combine lightweight statistical anomaly detection methods.

9.4.1 Theoretical Background

Weighted voting is a technique for combination of methods. In weighted voting [45]
weights are assigned for each of the methods. The weights are assigned based on their
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9.4. Combination of Methods

anomaly detection performance on the test dataset. Figure|9.25 visualize steps of weighted
voting method.

Reachable Reachable
positive  negative
Weights weight  weight

WMAD,pus
wMAD,neg
Anomalous/normal WKLD,pos Pos. Pr'Obablllty Boos > Bueg
KLD "
KLD,neg

Neg. probability > Anomalous
Anomalous/normal  / Weysum,pes
CUSUM __p
WeusuM,neg

Figure 9.25: Weighted Voting Approach.

Anomalous/normal

MAD

IPositive
weights
INegative
weights

Here, we review the weighted voting method in [I01I]. A function is used for calculating
weights for the methods. The function integrates true negative rate (TNR) and recall
(true positive rate) for assigning weights for each methods. The function is expressed in
Eq.(9.17) as in [101].
1
= 9.17
@) = T T (9.17)
where z is a TNR or TPR (recall), a and b are control variables of the weight assignment
function. Recall is used if a data point is detected as an anomalous otherwise TNR is
used.

One can see from the Eq.(9.17), if value of x (TNR or recall) is closer to 1 then there
would be better prediction i.e., higher values of the TNR and the recall lead to higher
weights to the methods.

A smaller z results in higher (1 — z) value. This leads to lower weight value. Here
the value of a comes in place and controls steepness of the slope. A lower performance
method together with small a can result on higher weight. Thus the value of a is selected
in a way that a method with better performance has higher weight than the methods
with worse performance.

The variable b is used to control magnitude of the weights. Smaller values of b results
in higher weights and vice versa. Thus the value of b is adjusted for controlling the
maximum weight so that it avoids infinite weight value.

Using the function (represented by Eq. (9.17)), positive weight is calculated as

1
pos = (1 — Recall) -a+b

(9.18)
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9. LIGHTWEIGHT STATISTICAL METHODS
Similarly, negative weight is calculated as
1
Ynes = 1 "TNR)-a+b (9.19)
The reachable positive weight is the sum of positive weight of all methods. It is represented
as
Wall,pos = WMAD pos + WK LD pos + WCUSU M pos (9.20)
Similarly, reachable negative weight is the sum of the negative weight of all methods. It
is represented as
Wallmeg = WM AD neg + WK LD neg + WCUSUM,neg (921)
The probability of being anomalous is calculated using the reachable positive weight
(walhpos) as
Py — 2= o8 (9.22)
Wall pos
where ) wy,s is the sum of positive weights of the methods that detect an attack type.
Similarly, probability of being negative is calculated using the sum of negative weights of
the methods (waineqg) as
Preg = 2 Wneg (9.23)
Wall neg
where ) wpeq is the sum of negative weights of the methods that do not detect an attack
type.
Finally, we compare P,,s (probability of being anomalous) and P, (probability of being
normal) to detect anomalies. If the probability of being anomalous is greater than the
probability of being normal i.e. P,os > Fyeq then a data point is detected as an anomaly.
Here we explain an example of anomaly detection using the weighted voting method.
There may be some attack scenarios where only one method is good at detecting the
type of attack. For instance, Tab. [9.14) shows sample recall and TNR for three methods.
From the Tab. 9.14], one can see that method 3 has higher recall than method 1 and
method 2, and method 1 has higher TNR than method 2 and method 3.
Table 9.14: An example recall and true positive rate.
Method | Recall | TNR
Method 1 | 10% 95%
Method 2 | 20% 89%
Method 3 | 80% 90%
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9.4. Combination of Methods

Table 9.15: Positive and negative weights for the recall and TNR shown in Tab. |9.14;

Pos. = positive, Neg. = negative; see Sec. 9.4.2) for values of a and b.
Method | Pos. weight | Neg. weight
Method 1 | 1.10 16.66
Method 2 | 1.23 8.33
Method 3 | 4.76 9.10
Sum 7.09 34.09

For the recall and TNR shown in the Tab. [9.14) positive and negative weights derived
using the formulae in equations [9.18 and [9.19 are shown in Tab. 9.15. The weights vary
between 0.99 and 100.

Let us suppose only the method 3 detects a data point as an anomaly then positive
weight = 4.76 and negative weight = 16.66 + 8.33 = 24.99. The probability of being an
anomaly equals to 4.76/7.09 = 0.67 and probability of being a normal data point equals
to 24.99/34.09 = 0.73. Since 0.73 > 0.67 the data point is not detected as an anomaly.

9.4.2 Experimental Setup

For setting up an experiment, first we need to select a threshold for the methods MAD,
KLD and CUSUM. Then we use the anomaly detection results using the thresholds.

Threshold selection:  Thresholds could be selected in different ways. Optimal
threshold can be selected from the analysis of ROC curves in Sec. 9.3.3.1. The methods
have different detection performance using different thresholds for each attack types. For
instance, a threshold can be an optimal threshold for detecting an attack type but not
for detecting another attack type. From CUSUM’s ROC curve shown in Fig. [9.24, we
can see threshold 6.41 is an optimal threshold for ICO, IRO, IROMN and ICOHS; and a
smaller threshold (3.62) is an optimal threshold for CO attack. Min/max values of
training data could be used to define the thresholds. For the thresholds, we use the one
in Sec. [7.2/in chapter [7/ and Sec. 9.2/ in this chapter. MAD of voltage values at decision
level 2 covers the minimum and maximum voltage values of training data. Thus, we use
lower bound (1.051) and upper bound (1.07) at the decision level as threshold. Similarly,
MAD of distances at decision level 3.2 covers the minimum and maximum distance values
of training data to the reference data. As we are looking at the divergence, we set the
maximum distance (8.95) as a threshold. A threshold for CUSUM is defined using the
standard deviation (o) and maximum variation (v) of training data combined with a
small probability (0.005) of false alarm («). The derived threshold (6.41) is set as a
threshold for CUSUM. Here we have chosen a threshold for each methods that are shown
as plus sign (+) in ROC curves (experimental results using the thresholds are shown in
Sec. 9.3). Table |9.16 shows an overview of the thresholds for the statistical methods.
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9. LIGHTWEIGHT STATISTICAL METHODS
Table 9.16: An overview of thresholds for statistical methods, MAD, KLD and CUSUM.
MAD KLD CUSUM
v = 0.0076
DL =2 DL = 3.2 | ¢ = 0.0046
UB = 1.070
LB — 1.051 t =895 | a = 0.005
- t =6.41
Weighted voting uses the recall and TNR of the anomaly detection performance. Table
9.17| shows recall and TNR of the anomaly detection methods for each attack types. In
attack type CO, CUSUM has highest recall (0.9943) and MAD has highest TNR (0.9909).
In attack type RO, recall of all methods are not that good but among the methods
CUSUM has highest recall (0.3432). Similarly, CUSUM has highest recall in ICO, TRO
and IROMN attacks. MAD has the highest TNR (0.9909) in all types of attacks. KLD
has highest recall for attack types ICOHS.
Table 9.17: Recall and true negative rates of MAD, KLLD and CUSUM.
Attack | Metrics | MAD | KLD | CUSUM
co Recall | 95.03% | 99.37% | 99.43%
TNR 99.09% | 91.38% | 93.44%
RO Recall 4.65% | 7.94% 34.32%
TNR 99.09% | 93.64% | 93.44%
1CO Recall | 59.81% | 68.82% | 77.28%
TNR 99.04% | 93.64% | 93.44%
RO Recall | 59.86% | 67.91% | 88.09%
TNR 99.09% | 93.64% | 93.44%
Recall | 56.11% | 57.04% | 77.16%
TROMN TNR 99.04% | 93.64% | 93.44%
ICOTS Recall | 81.52% | 89.04% | 88.09%
TNR 99.09% | 93.64% | 93.44%
Using the rates in Tab. 9.17, we calculate positive and negative weights per method for
all attack types. Aiming to get higher weights for good methods, similar to work in [I0T],
we tried different values of a and b and set values of a and b to 1 and 0.01 respectively (as
they provide the expected results) in the function shown in Eq. (9.17). In other words,
our intention of selecting the values of a and b is to assign higher weights (positive or
negative) for the methods with good performance and increase the likelihood of a correct
prediction. Thus the value of a controls the proportion of the weights and value of b
avoids infinite weight value.
Table 9.18 shows derived positive and negative weights of the methods for each attack
types. Since weights of the methods are based on the detection rates, weights vary
for each attack types. MAD has high impact to detect malicious data point as it has
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9.4. Combination of Methods

Table 9.18: Positive and negative weights of MAD, KLD, and CUSUM.

Attack | Weight | MAD KLD CUSUM | Sum
co Positive 16.75 59.88 63.69 140.32
Negative 52.36 10.40 13.23 75.98
RO Positive 1.04 1.07 1.50 3.61
Negative 52.36 13.59 13.23 79.17
1CO Positive 2.43 3.11 4.22 9.75
Negative 51.02 13.59 13.23 77.83
RO Positive 2.43 3.02 4.32 9.77
Negative 52.36 13.59 13.23 79.17
Positive 2.23 2.27 4.19 8.70
TROMN Negative 52.08 13.59 13.23 78.90
Positive 5.13 8.36 7.75 21.24
ICOHS Negative 52.36 13.59 13.23 79.17

high negative weights in all attack types. Last column in the table |9.18 shows the sum
of all positive or negative weights for each of the attacks. It represents the maximum

possible negative and positive weights for each attack types while combining the methods.

The reachable positive weight (shown in Eq. (9.20)) could be achieved only if all of
the methods detect a data point as an anomaly at same time. Similarly, the reachable
negative weight (shown in Eq. (9.21))) could be achieved only if all of the methods miss
an anomaly at same time.

The positive weights and negative weights based on methods’ anomaly detection results
help to predict whether a data point is anomalous or normal. The prediction is done by
comparing the probability of being anomalous or normal.

Table 9.19: Overview of weighted voting, parameter setting and injected attacks; Exp. =
experiment; CO = constant offset; RO = random offset; ICO = incremental constant
offset; IRO = incremental random offset; IROMN = incremental random offset with
more noise; ICOHS = incremental constant offset with high slope; Sec = section.

Param. Injected
T
Exp. | Method | Data setting attacks Sec.
Training data
(22.03.2016 : CO, RO
Weighted | - 31.03.2016) | \veiehts (see Tab.19.18) 10 e )
9.4 . of each methods 9.4.3
voting Test data for each attack tvbes IROMN,
(01.04.2016 P ICOHS
- 14.04.2016) |

" For all the given days of training and test data, one hour at 02:00-03:00 UTC is used.

IFor all the given days of training and test data, one hour at 02:00-03:00 UTC is used.
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Table [9.19| shows an overview of weighted voting, parameter settings and injected attacks.
We recall that the TPR (recall) and TNR of the methods are used to assign weights for
the methods.

9.4.3 Results

Here we describe our experimental results in detail from experiment 9.4. We show overall
detection performance metrics calculated from all 14 manipulated test data sets.

Table [9.20/ shows results of the weighted voting method. The values shown in the table
are the average, minimum and maximum anomaly detection performance metrics from
the 14 test data sets. Table 9.21] shows how fast the attacks are detected after combining
the results using the combination method.

Similarly, Tab. 9.22| shows the average anomaly detection performance of the individual
methods and the combination method (weighted voting) from the 14 test data sets. From
the table, one can directly compare the anomaly detection of the individual methods to
the combined results. Further, looking at figures in sections 9.3.1] and 9.4.3.2, we can
see that only MAD detects benign anomalies before starting attacks therefore weighted
voting misses the benign anomalies in most of the cases. Further, in some cases (e.g., in
CO, IROMN attacks) the individual methods detect anomalies in different locations but
weighted voting consistently detects anomalies once it detects an attack which produces
more precise results than the individual methods as we can see in the Tab. [9.22.

Table 9.20: Minimum, maximum and average anomaly detection performance metrics of
the weighted voting method from the 14 test data sets.

Accuracy Recall FPR Precision

Methods | Attack average average average average
(min/max) (min/max) | (min/max) | (min/max)

o 99.48% 99.95% 1.46% 99.28%
Weighted (96.66,/100)% (99.46/100)% (0/10.02)% (95.23/100)%

Voting RO 37.27% 6.45% 0.99% 92.89%
(33.23/60.41)% | (0/44.74)% (0/8.27)% (52.33/100)%

1CO 78.72% 68.60% 0.99% 99.29%
(68.60/94.19)% | (52.89/92.49)% | (0/8.27)% (94.34/100)%

RO 79.01% 69.03% 0.99% 99.29%
(69.80/93.82)% | (54.92/91.95)% | (0/8.27)% (94.18/100)%

TROMN 75.19% 63.30% 0.99% 99.23%
(67.87/90.16)% | (52.03/86.46)% | (0/8.27)% (93.38/100)%

ICOHS 90.46% 86.19% 0.99% 99.43%
(84.51/97.21)% | (76.88/96.42)% | (0/8.27)% (95.61/100)%
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9.4. Combination of Methods

Table 9.21: Minimum, maximum and average anomaly detection delay of the weighted

voting method.

Mothods | Attack . Detection Delay
min max average

CO 1 1 1.00
Weighted | RO 1,825 | 101,905 | 35,647.38
Voting 1CO 1,574 | 53,170 | 24,943.57
IRO 2,048 | 51,333 | 32,387.07
IROMN | 1,580 | 51,459 | 26,990.50
IROHS | 2,044 | 23,994 15,568.50

Table 9.22: Average anomaly detection performance of the individual and the weighted
voting methods from the 14 test data sets. Best results per attack are shown in bold

Methods | Attack | Accuracy | Recall | FPR | Precision
CO 96.38% 95.03% | 0.91% | 99.52%
MAD RO 36.10% 4.65% 0.91% | 91.09%
ICO 72.89% 59.81% | 0.91% | 99.20%
IRO 72.93% 59.86% | 0.91% | 99.25%
IROMN | 70.42% 56.11% | 0.91% | 99.20%
ICOHS | 87.37% 81.52% | 0.91% | 99.44%
CO 96.70% 99.36% | 8.63% | 95.84%
KLD RO 36.48% 7.94% 6.36% | 71.41%
ICO 77.08% 68.82% | 6.36% | 95.59%
IRO 76.47% 67.91% | 6.36% | 95.53%
IROMN | 69.22% 57.04% | 6.36% | 94.72%
ICOHS | 90.57% 89.04% | 6.36% | 96.55%
CO 97.44% 99.43% | 6.56% | 96.81%
RO 54.00% 34.32% | 6.56% | 91.28%
CUSUM ICO 82.66% 77.28% | 6.56% | 95.93%
IRO 83.02% 77.83% | 6.56% | 95.96%
IROMN | 82.57% 77.16% | 6.56% | 95.92%
ICOHS | 89.87% 88.09% | 6.56% | 96.41%
CO 99.48% 99.95% | 1.46% | 99.28%
Weighted | RO 37.27% 6.45% 0.99% | 92.89%
Voting ICO 78.72% 68.60% | 0.99% | 99.29%
IRO 79.01% 69.03% | 0.99% | 99.29%
IROMN | 75.19% 63.30% | 0.99% | 99.23%
ICOHS | 90.46% 86.19% | 0.99% | 99.43%
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Table 9.23: Detected data points using weighted voting scheme (rounded average values
are shown for the detected data points).

Attacks (average detected data points)
Method =5 RO 1CO TRO TROMN | ICOHS
Weighted 14 8 14 14 14 14
Voting | (119,995) | (7,742) (82,348) (82,869) (75,992) (103,478)

Table 9.23 shows the different detected attack types using weighted voting scheme. The
table depicts the number of test datasets the attacks are detected, and the average
detected data points on 14 test data sets. Malicious and benign data points on the 14
test data sets are shown in Tab. 6.3/ of Chapter 6. Detected data points using weighted
voting on each data sets are shown in Tab. |A.2| of Appendix A.10.

Table 9.22 shows that weighted voting has higher precision in most of the attacks (RO,
ICO, TIRO and TROMN). In the following paragraphs, we illustrate the accuracy and
recall of methods MAD, KLD, CUSUM and weighted voting shown in the Tab. [9.22
for all test datasets. The minimum and maximum values of the accuracy and recall for
weighted voting is shown in Tab. [9.20 and for MAD, KLLD and CUSUM are shown in
Tab. 19.12 in Sec. 9.3.3l

Accuracy: Accuracy of methods MAD, KLD, CUSUM and weighted voting are il-
lustrated from Fig. 9.26| to [9.28. Figure 9.26/ shows accuracy of CO and RO attacks.
Sub-figure |9.26al shows the accuracy of CO attack using MAD, KLD, CUSUM and
weighted voting. From the sub-figure 9.26al, we can see MAD has minimum accuracy
which is 78.61% for dataset 11 (as shown in Tab. 9.12), and the accuracy varies up to
100%. Further from the sub-figure 9.26a, one can see that minimum accuracy of KLD is
above 80% (for dataset 11) but does not reach 100%. In all of the datasets, weighted
voting has higher accuracy than KLD and CUSUM. In some datasets (e.g., datasets 1,
4) weighted voting and MAD have equal accuracy (100%) but in most of the datasets
weighted voting has higher accuracy.

Similarly, sub-figure 9.26b|shows the accuracy for RO attack. As we know that detection
performance of RO attack is not good, from the sub-figure [9.26b one can see MAD has
accuracy between 33.23% and 40% in 13 datasets and maximum accuracy is 57.66% in a
dataset. KLD has accuracy between 30.75% and 35% in 10 datasets and 49.39% in 4
datasets. CUSUM has more accuracy than MAD, KLD and weighted voting in 6 datasets
and varies up to 96.67%. Weighted voting has higher accuracy than MAD and KLD in 2
datasets. In 7 datasets weighted voting and CUSUM have equal accuracy.

In datasets 3, 7, 8, 11 and 13 though CUSUM has higher accuracy weighted voting does
not have high accuracy as CUSUM. This can be explained using recall, TNR, weights and
probability of being an anomaly. We calculate the probability of being an anomaly using
the weights shown in the Tab. [9.18/in Sec. [9.4.2. The weights are calculated using the
recall and TNR shown in Tab. [9.17. From the Tab. 9.17, one can see that for RO attack
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Figure 9.26: Accuracy in constant offset and random offset attacks.

i) recall of CUSUM is higher than recalls of MAD and KLD, and ii) TNR of MAD is
higher than KLLD and CUSUM, and KLLD and CUSUM have almost equal TNR. During
RO attack if only CUSUM detects a data point as an anomaly then positive weight is
calculated using CUSUM'’s recall whereas negative weight is calculated using TNRs of
MAD and KLD which results in a higher negative weight. Therefore, weighted voting
does not detect the data point as an anomaly. For instance, if MAD and KLD detect a
data point as normal; and CUSUM detects the data point as an anomaly. Then total
positive weight = 1.50, total negative weight = 52.364-13.59 = 65.94, positive probability
= 1.50/3.61 = 0.41 and negative probability = 65.94/79.17 = 0.83. In this case (RO
attack), as negative probability is greater than positive probability (0.83 > 0.41) weighted
voting detects the data point as normal.

Detection due to the changes in the original signals after starting an attack results in
CUSUM’s higher accuracy but if there is no attack then such changes in the signal cause
a lot of false alarms.

Figure[9.27 shows accuracy in ICO and IRO attacks. Sub-figure [9.27a shows the accuracy
of ICO attack using MAD, KLLD, CUSUM and weighted voting. From the sub-figure
9.27al, one can see in most of the datasets accuracy of the methods are between 70% and
80%. CUSUM has higher accuracy than other methods in 9 datasets and weighted voting
also has higher accuracy than MAD and KLD in 6 datasets.

Sub-figure 9.27b, shows the accuracy of IRO attack using MAD, KLD, CUSUM and
weighted voting. Similar to ICO attack, for many datasets accuracy of the methods are
between 70% and 80%. From the sub-figure, one can see MAD is better than KLD in
6 datasets and KLD is better than MAD in 8 datasets. Here also CUSUM has more
accuracy than other methods in 10 datasets and weighted voting has more accuracy in 8
datasets.
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Figure 9.27: Accuracy in ICO and IRO attacks.

Figure [9.28| shows the frequency of accuracy in IROMN and ICOHS attacks. Sub-figure
9.28a) shows the accuracy of IROMN attack using MAD, KLLD, CUSUM and weighted
voting. Similar to ICO and TRO the accuracy of the methods on many datasets are
around 80%. CUSUM has more accuracy than other methods in 12 datasets and has
highest accuracy 96.39%. Another sub-figure 9.28b| shows the accuracy of ICOHS attack
using MAD, KLLD, CUSUM and weighted voting. From the sub-figure [9.28b, one can see
that the methods have accuracy between 80% and 90%. It means accuracy of ICOHS is
higher then IROMN in all datasets, one can also see by comparing sub-figure sub-figure

9.28a/ and 9.28b).

Accuracy of IROMN attack

N MAD [ KLD [C0] CUSUM [_1Weighted Voting |
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(a) IROMN attack

Accuracy (%)

Accuracy of ICOHS attack

I MAD [ KLD [T CUSUM [_]Weighted Voting

3 4 5 6 7 8 9 10 1 12 13 14
Dataset

(b) ICOHS attack

Figure 9.28: Accuracy in IROMN and ICOHS attacks.
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9.4. Combination of Methods

Recall: Recall of methods MAD, KLD, CUSUM and weighted voting are illustrated
from Fig. 9.29 to9.31. Figure|9.29 shows the recall in CO and RO attacks. Sub-figure
9.29a) shows the recall of CO attack using MAD, KLLD, CUSUM and weighted voting.
From the sub-figure |9.29a, one can see MAD has recall 68.29% in dataset 13 and 75.30%
in dataset 11, except these all methods have recall almost 100% in rest of the datasets.
Sub-figure 9.29b| shows the recall of RO attack using MAD, KLLD, CUSUM and weighted
voting. From the sub-figure [9.29b| one can see that RO attack is not detected in most of
the datasets and if detected then CUSUM has higher recall than other methods. CUSUM
has 98% recall in 3 datasets (datasets 3, 11, 13). This is due to abnormal behaviour
(significant changes) in the original signals (see figures 6.10, 6.11, 6.12 in Sec. [6.4).
CUSUM detects such changes in the original signals, further if the changes affect the
distribution, then MAD and KLD also detect the changes. Therefore, the changes after
starting an attack results in higher recall in 5 datasets.

Recall of CO attack Recall of RO attack
- I MAD [ KLD [T CUSUM [ Weighted Voting e I MAD [ KLD [0 CUSUM [ Weighted Voting
20 90
80 80
70 70 -
£ e £ el
E 50 E 50
& «
40 a0 -
30 30 L
20 20,
10 10} H
; | O 1 | RN R A
12 3 4 5 6 7 8 9 10 11 12 13 14 1 2 3 4 5 6 7 8 9 10 11 12 13 14
Dataset Dataset
(a) CO attack (b) RO attack

Figure 9.29: Recall in constant offset and random offset attacks.

Figure 9.30 shows the frequency of recall in ICO and IRO attacks. Sub-figure [9.30a
shows the recall of ICO attack using MAD, KLD, CUSUM and weighted voting. From
the sub-figure 9.30a, one can see that majority of recall is around 65%. KLD has higher
recall than other methods in 4 datasets. CUSUM has higher recall than other methods in
10 datasets. Sub-figure 9.30b| shows the recall of IRO attack using MAD, KLLD, CUSUM
and weighted voting. From the sub-figure |9.30bl, one can see that recall of the methods
in IRO are similar to ICO attack.

Figure 9.31 shows the recall in ICO and IRO attacks. Sub-figure |9.31a shows the recall
of IROMN attack using MAD, KLD, CUSUM and weighted voting. From the sub-figure,
one can see that CUSUM has higher recall than other methods in most of the datasets
and weighted voting has higher recall than MAD and KLD in 9 datasets. Sub-figure

9.31b| shows the recall of ICOHS attack using MAD, KLLD, CUSUM and weighted voting.

The sub-figure shows that recall of ICOHS attack is higher than IROMN attack and
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Figure 9.30: Recall in ICO and IRO attacks.

majority is around 85%. KLD has higher recall than other methods in 8 datasets and
CUSUM has higher recall than other methods in 6 datasets.

Recall of IROMN attack
I MAD [ KLD [T CUSUM [ Weighted Voting
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Recall of ICOHS attack
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Figure 9.31: Recall in IROMN and ICOHS attacks.

9.4.3.1 General observations

Here we make some general observations on anomaly detection performance of the

combination methods.
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9.4. Combination of Methods

Weighted voting decreases false alarm Weighted voting triggers an alarm if and
only if an anomaly is detected with higher probability of being an anomalous than not
being an anomalous. The probability is calculated based on the anomaly detection results
from multiple methods. More than one method can detect anomalies in the same location
due to extreme outliers or due to long term abnormal behavior in the signal. Thus
weighted voting generates more trustworthy results than the KLD and CUSUM (see
Tab. 9.22) as it triggers fewer false alarms (only 0.99%). Anomaly detection performance
of weighted voting shows that it ends up with more precise detection results than the
individual methods.

Weighted voting detects an attack with a single method The weights of each
method for detecting anomalous data points in attack types are different. In some cases,
even with one method, the positive probability for detecting a data point as anomalous
is higher than the negative probability using negative weights of more methods. In such
cases, even with a single method, weighted voting surprisingly may detect the data point
as anomalous. For instance, in attack type IRO, weighted voting detects anomalous
data point between data point 7,093 and 7,815, even if the data points are detected as
anomalous by only one method MAD.

Weighted voting detects at least some data points in all attack types The
attack type RO is detected by MAD and KLD with low recall but CUSUM detects RO
with higher recall. The weighted voting method detects the attack type RO with less
recall but in more datasets than the individual methods (see tables 9.9 and 9.23). Overall
results show the combination method detects all types of attacks.

Weighted voting is slower in detection In general, weighted voting has detection
delay larger than one of the methods for detecting the attacks (see tables 9.21 and |9.10))
but produces trustworthy results, as it triggers less false alarms (see Tab. 9.22)). By
comparing the figures in Sec. 9.3.1 to [9.4.3.2, one can see the detection of weighted
voting is delayed than the detection of one of the statistical methods.

9.4.3.2 Detailed Detection Results per Attack

Constant offset attack Weighted voting method detects attack type CO immediately.

Figure 9.32| visualizes detected anomalies using weighted voting method in constant offset
attack.

In the first test data, it does not generate any false alarms and also misses BAs between
7,093 and 7,815 data points. It has higher precision 99.28% than KLD and CUSUM, and
it also detects CO attack on first malicious data point. Further, it has higher recall than
the individual methods (see Tab. 9.22).
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Constant offset attack
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Figure 9.32: Visualization of detected anomalies in constant offset attack (shown on
April 01, 02:00-03:00).

Random offset attack RO type attack is a challenging attack, but the weighted
voting method detects at least some data point as anomalous in the attack type RO.
Detection with weighted voting is delayed because weighted voting detected it only when
CUSUM detects the RO attack although MAD detects the attack earlier (see sub-section
9.3.1.2). Figure 9.33|shows detected anomalies in random offset attack.

The Variation in recall, FPR and precision is high in RO attack. These can be explained.
As only MAD detects the attack, weighted voting does not detect any points as anomalous
on the data set of day 3 so that they have minimum value 0.00% in recall and in FPR
(see Tables 9.12/ and (9.20).

From the Fig. 9.33] one can see weighted voting does not detect BAs data points 7093
and 7815 in this attack type (on first test data) and detects malicious data points with
delay. MAD method and CUSUM cause the detection of malicious data points. Detection
delay of the voting method vary from 1,825 to 101,905. MAD starts detecting some data
points during the attack at 4" data point after that attack started and CUSUM starts
detecting the attack at data point 1,810. And these two methods detect the attack at
1,825 data point after the attack started, it leads weighted voting detects earliest at
this data point.

Incremental constant offset attack Weighted voting method detects attack type
ICO with delay. Figure 9.34] shows detected anomalies in incremental constant offset
attack.
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9.4. Combination of Methods

Random offset attack
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Figure 9.33: Visualization of detected anomalies in random offset attack (shown on April
01, 02:00-03:00).

1.085 Incremental constant offset attack
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Figure 9.34: Visualization of detected anomalies in incremental constant offset attack
(shown on April 01, 02:00-03:00).

The detection by weighted voting delays because only the positive weights of KLD is
not enough, and waits until CUSUM detects the attack. Weighted voting has 99.29%
precision which is higher than single methods. The detection delay of anomalies varies

233



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

°
lio
nowledge

b

o
i
r

M YOU

9.

LIGHTWEIGHT STATISTICAL METHODS

234

from 1,574 to 53,170. KLD starts detecting some data points during the attack at 350"
data point while CUSUM starts detecting the attack only at data point 1,574. Therefore,
weighted voting detects the attack at data point 1,574.

Incremental random offset attack Attack type IRO is also detected by the voting
method. Figure 9.35 shows detected anomalies using the voting method in incremental
random offset attack.

1.085 Incremental random offset attack

manipulated voltage
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Figure 9.35: Visualization of detected anomalies in incremental random offset attack
(shown on April 01, 02:00-03:00).

Regarding BAs between 7,093 and 7,815 data points in IRO attack type, only MAD
detects the BAs. From the table |9.18, we can see for the attack type IRO positive weight
is 2.4307 out of possible weight 9.7687 and negative weight is 26.8145 out of possible
weight 79.1705. From the weights, probability of being an anomalous (25%) is higher
than the probability of not being an anomalous (22%), and thus the weighted voting
detects the BAs. Regarding the detection speed, weighted voting detects the attack
earliest at data point 2,048. It is due the detection by CUSUM as MAD already starts
detecting the attack at data point 1,847.

Incremental random offset attack with more noise Figure 9.36 shows detected
anomalies in incremental random offset attack. The weighted voting method detects attack
type IROMN. Detection delay of weighted voting varies from 1,580 to 51,459 whereas
simple combination detects 15! malicious data point and varies to 21,824 depending
on the signal. Methods MAD and CUSUM detect IROMN attack at data point 1,580,
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9.4. Combination of Methods

therefore the weighted voting detects the IROMN attack earliest at the data point. At

the beginning of detection, it detects the data points only on the upper side of the signal.
The detection in upper side is due to the detection of MAD (see Fig. [9.15 in Sec. 9.3.1).

After some time when CUSUM starts detecting the attack, weighted voting detects the
attack on both side (upper and lower side) of the signal (from data point 138,000).

1.09 Incremental random offset attack with more noise
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Figure 9.36: Visualization of detected anomalies in incremental random offset attack
with more noise (shown on April 01, 02:00-03:00).

Incremental constant offset attack with high slope The weighted voting method
detects attack type incremental constant offset attack with high slope. Figure |9.37| shows
detected anomalies in incremental constant offset attack. Weighted voting has more
precise results (99.43%) than KLD (96.55%), CUSUM (96.41%) methods (93.48%).

One can see that even with higher slope the detection is delayed up to the data point
13,994. The earliest detection of this type of attack by weighted voting is at data point
2,044 which is caused due to the detection of MAD and CUSUM.
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Incremental constant offset attack with high slope
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Figure 9.37: Visualization of detected anomalies in incremental constant offset attack
with high slope (shown on April 01, 02:00-03:00).

9.4.3.3 Results Findings

e F 2.3.9: The combination method weighted voting works for the combination of
statistical methods. It detects at least one of the anomalous data points in all
attack types, so alarms are triggered for all attacks such that an operator in a
power system is informed and an appropriate protection action can take in place.

e F 2.3.10: The weighted voting method detects at least some anomalous data points
in the attack type RO, and also detects anomalous data points on more test data sets
than the KLD and CUSUM methods. This evidence confirms that a combination
method improves anomaly detection performance.

e« F 2.3.11: Weighted voting generates less false alarms than the MAD and KLD
methods. So it provides better precision than individual methods for most of the
attack types. Thus, this evidence confirms that the combined results are more
trustworthy than the results of individual methods, so that an operator in a control
center could trust the results.

Table 9.24] shows an overview of attack detection using methods, MAD, KLD, CUSUM
and weighted voting. The sign @ represents an attack is detected immediately, sign
Q represents delayed detection, and the number in brackets represents the number
of datasets for which an attack was detected. Here an attack is said to be detected
immediately if an attack is detected within the first 100 malicious data points, otherwise
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9.5. Summary

it is said to be delayed detection. From the Tab. |9.24] one can see that although weighted
voting has delayed detection, it detects all attack types in more datasets than the methods
KLD and CUSUM. From the analysis, we conclude that one should use combination
method in order to detect at least some data points on all types of attacks.

Table 9.24: An overview of attack detection using methods MAD, KLD, CUSUM, and
weighted voting. Sign @ represents an attack is detected immediately, and sign @
represents delayed detection; an attack is meant to be detected immediately if an attack
is detected with in 100 data points.

Attacks | Weighted Voting | MAD KLD | CUSUM
CO ®(14) ®(14) ®(14) | O(14)
RO Q(R) @®6), DR | B(1) | B6)

ICO Q(14) ®(3) O(11) | B(14) | B(14)
IRO Q(14) Q(14) Q(14) | O(14)
IROMN | (14) Q®4), d(7) | B(14) | B(14)
ICOHS | O(14) d(14) Q(14) | O(14)

9.5 Summary

In this chapter, we presented our model for detecting anomalies. The model was designed
to implement different anomaly detecting methods.

We proposed using lightweight statistical methods for anomaly detection. For this we
have chosen three different methods 1) a simple threshold based on the MAD, 2) a
histogram (distribution) based approach using the KLD with a sliding window and 3)
the CUSUM as a representative of a change point detection method.

Methods for defining thresholds for anomaly detection were presented for the lightweight
statistical methods and some details on calculating parameters of the methods. Further,
influence of method-parameters on anomaly detection performance was discussed for
each of the methods.

Then we presented the results of the lightweight statistical methods; MAD, KLD and
CUSUM. The results showed that many attacks not detected by the residual-based
methods (see Chapter |7) are detected by the lightweight statistical methods but as we
fixed the phase angle by the first phase angle, the data differs in the residual-based

and the lightweight statistical methods. And therefore cannot directly be compared.
Further, performance metrics and detection speed were presented for each attacks types.

Visualization of the detected anomalies on attack types provided details on anomaly
detection.

Additionally, we provided the ROC curves of the statistical methods (MAD, KLLD and
CUSUM). To this end, the analysis of the attack detection with different thresholds for
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each method was presented.

The following major results findings supported answering the research questions RQ
2.3.1 (Is it possible to detect at least one of the injected malicious anomalies during our
injected attacks with the lightweight statistical methods?), RQ 2.3.2 (How long do the
methods take until the first malicious anomaly during the attack is detected?) and RQ
2.3.3 (How many of the malicious anomalies are detected?):

e The lightweight statistical methods detected some malicious behaviour that were
not detected by the residual-based methods in Chapter 7 but as we fixed the phase
angle the data differs in the residual-based and the lightweight statistical methods.
At least one anomalous data point was detected in each attack type so that alarms
were triggered for all attacks.

o Different methods detected different attack types, and the detection delay varied a
lot among methods and the attack types.

e Almost all malicious anomalies during an attack were detected if the anomaly
detection was fast as we assumed an attack is detected if the first anomalous data
point is detected.

As we expected for our reasoning RQ 2.3.1, the evidence from the experiment showed
that we could detect at least one malicious data point during all attacks with the
lightweight statistical methods. Additionally, the evidence from the experiment showed
that depending on the attack types and characteristics of the methods, the anomaly
detection could be achieved immediately or be delayed. For instance, MAD detects RO
attack type (in case of large offset) immediately, using CUSUM it is expected a delayed
detection and using KLD it is not expected to be detected.

As we expected for our reasoning RQ 2.3.2 the experimental evidence showed that i)
attacks that caused significance change in the statistical properties (e.g., CO attack)
are detected earlier and ii) attacks that caused slow changes in the statistical properties
(e.g., ICO, IRO attacks) were detected with delay. Further, as we already expected for
reasoning RQ 2.3.3, nearly all malicious anomalies were detected for the early detected
attacks.

We argued that multiple methods should be used together via a combination method to
prevent that attackers can circumvent detection and propose combining results from the
different anomaly detection methods.

We proposed using weighted voting scheme for methods combination. Experimental setup
for assigning weights to the methods were presented based on their detection performance.
Then we combined results from different anomaly detection methods using the weighted
voting method. An analysis of the combined results showed the combination method
enhanced anomaly detection performance by detecting at least some anomalous data
points on all types of false data injection attack introduced in Sec. [5.3. Combined results



9.5. Summary

using weighted voting method were more precise than the individual methods (MAD,
KLD and CUSUM) methods in most of the attack types. The following major results
finding supported answering the research question RQ 2.3.4 (To which extent does
detection performance improve if we combine lightweight statistical methods?):

e The combination method weighted voting enhanced anomaly detection performance
as it detected all attacks (at least some anomalous data points); and the results
had higher precision than the individual methods as it triggered less false alarms.
Thus, the combined results were more trustworthy than the results of the individual
methods.

As we expected for our reasoning RQ 2.3.4, the evidence from the experiment showed
that i) different methods had their own strengths and weaknesses, when detecting different
types of attacks, and ii) the combination of results of the lightweight statistical methods
improved the anomaly detection performance of the injected false data injection attacks
on the test data sets.
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CHAPTER

Mitigating the Effects of Attacks
on State Estimation

Notice of adoption from previous publications in Chapter 10
The contents of this chapter have not been published so far.

In this chapter, we give an overview of how inconsistent states can be recovered using
previous consistent (normal) states and propose an approach for maintaining correctness
of state estimation. First we present our approach, second, we show how state estimation
is affected by attacks, third how the effects of attacks on state estimation can be mitigated
with the proposed approach. And then we show experimental results and discuss how the
effects of attacks on the state estimation is mitigated using the approach.

Consistency of a system state can be analyzed based on the data collected and the
functionalities of a system. For instance, a state that meets normal behavior of a system
can be called a consistent or a normal state. Due to faults or attacks, a system can be
caused to be inconsistent with other states. Here we aim at recovering from inconsistent
states.

Figure|10.1/depicts an overview of a process recovering inconsistent state using information
from a consistent state. We make an assumption that a state at time step k is estimated
based on the actual (original) measurements. The left part of the figure shows an
inconsistent state caused due to faults or attacks, and right part of the figure shows a
model for prediction uses information (e.g., data) from the consistent state for instance,
compare the estimated state at time step k to previous consistent state at time step
k—1.
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Figure 10.1: An overview of an inconsistent state recovery process.

Kong et al. [85], [84] present an approach for predicting a consistent state at the current
time by using previous consistent states. In this work, historical information (global
consistent states) has been used for making a prediction of a roll forward state. The
proposed approach in [85], [84] uses a system model for current state prediction. As shown
in Fig. |10.1, the system model uses the latest stored correct (globally consistent) state
for the prediction of the current state. The authors mention that instead of using the
prediction by their model, prediction by Kalman filter can be used for such state recovery,
and leave it as a future work. Here we want to bridge the gap and show how prediction
by Kalman filter can be used for the state recovery. Table [10.1] shows an overview of
difference of our approach to the approach in [85], [84]. In a similar manner in [85] [84],
we assume other existing mechanism discover whether a particular sensor is faulty or
compromised. In our case, we can use the detection methods shown in Chapters |7/ and 9.
After discovering the fault or attack, we execute our model for state recovery.

In this chapter, we aim to mitigate the effects of attacks on state estimation (SE) by
correcting the detected anomalous data before sending them to a state estimator. As we
correct the anomalous data, the estimated states based on the corrected data are different
from the original (actual) states. Though the states are different from the original states,
they represent previously known normal behaviour from the system; if the state of the
actual system does not change significantly, the corrected values should closely represent
the actual system state. In this way, we aim to provide a form of SE integrity. In
this sense, in the following sections of this chapter, we use the term preservation of SE
integrity for mitigating the effects of attacks on SE by correcting the detected anomalous
data. Our research question for preserving SE integrity reads:

« RQ 3.1: To what extent can the effects of FDI attacks on SE in electric power
systems (EPSs) be mitigated by replacing detected anomalies with values derived
from past data?

Rationale: In [85] [84], it is shown that an inconsistent state can be rolled forward to
current state if past consistent states are used for predicting the current state. The
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Table 10.1: An overview of our contribution.

Appraoch in [85], [84]

Our approach

- assume some mechanism exists for
attacks/faults detection

- detect attacks using the methods
presented in Chapters |7/ and 9

- focus on cyber-physical-state

- focus only on cyber-state

- use a Linear-Time Invariant (LTT)
model based on historical information
and control inputs for a system

state recovery

- use Kalman filter (KF) based

on measurements and without control
inputs to mitigate the effects of
attacks on state estimation

- use LTI model for prediction
of current state

- use KF model for prediction
and estimation of current state

- the model use historical information
(e.g., previous global consistent

state based on measurements) and
control inputs from physical states
between previous global consistent
state and inconsistent state to
predict states of failed

(compromised) elements (e.g., sensor)

- the KF model use only measurements
for prediction and estimation of
current state

- replace detected anomalous data
with the predicted value of Kalman
filter which is called corrected value

- also use the predicted and

the corrected value (no control

input) to estimate current system state

- the predicted state is considered
as current consistent system state

- the estimated state is considered
as current consistent system state

- detection delay and difference of
the recovered state to the reference
are used to evaluate the approach.

- evaluate how the approach reduces
unnecessary voltage reporting to a control
center with different detection methods
and the corrected value

- future work in [85]: prediction can

be done by Kalman filter

- covers the future work in [85]

correctness of SE is important as control actions in a power system will be taken
based on the decisions of the SE; the importance of SE correctness or SE integrity
preservation motivates us to investigate methods for the SE integrity preservation.
We assume SE integrity can be preserved by replacing the detected anomalous
measurements with the predicted value of Kalman filter before sending them to SE.
As can be seen in Chapters 8 and 10, the false data injection attacks introduced
in Chapter |5 are detected faster or slower depending on the method. In this way,
we can do both: detect anomalies in the measurement data and preserve state

estimation by using past data.

Here, we use Kalman filter for SE. When a state is detected as anomalous by anomaly
detection methods then the state is considered as inconsistent or abnormal state of a
system. In order not to influence SE with the anomalous states, the predicted state by
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10. MITIGATING THE EFFECTS OF ATTACKS ON STATE ESTIMATION

the Kalman filter is then used for replacing the anomalous state.

Table 10.2| shows the intention of using the SE integrity preservation model and data
used for the experiment. Details on parameter settings for the experiment are presented
in Sec. [10.2.

Table 10.2: Overview of state estimation integrity preservation, Sec. = section.

Method Data’ Goal of experiment | Sec.
Training data
Anomalous 10.1
data (22.03.2016-31.03.2016)  to answer RQ 3.1 102
replacement Test data 10.3
P (01.04.2016-14.04.2016) -

* For all the given days of training and test data, one hour at 02:00-03:00 UTC is
used.

All of the notations used in this chapter are illustrated in Tab. [10.3.

Table 10.3: Notations used in state estimation integrity preservation.

Notation Description

H Observation model

Zk Observed measurement

Az An offset due to an attack

Zka Manipulated measurement

Zhc Corrected (substituted) value

Zpjp—1 Predicted state

Tk Estimated state

Ly Kalman gain

Z|ka Estimated state based on manipulated measurement

Difference between estimated state based on manipulated

ALk and actual measurements
Zpk.c Estimated state based on corrected (substituted) values
S Sum of difference of estimated voltage during attack and
e in normal operation
Sum of voltage of SE based on substituted
Saiff

value and actual measurement
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10.1. Theoretical Background

10.1 Theoretical Background

10.1.1 Approach

In our scenario, PMU measurements are used for estimating states of a system. Estimated
states based on manipulated measurements can lead to wrong control decisions and can
cause impact to devices and also in human lives. We aim at avoiding such impacts by
preserving SE integrity. To this end, we substitute detected anomalous data by the
values predicted by the Kalman filter. Here we present our approach for SE integrity
preservation.

PMU
measurements

Normal measurement

Anomalous
True measurement
Normalized RB > y
Corrected
KLD > Replace measurement S.tate.
True Anomalous anomalous » estimation
MAD —p» measurement measurement (DKF)
. a
KLD =P wel%':]tEd True  Anomalous -
votln
CUSUM —p! £ measurement I Prediction
Estimation

Anomaly detector

Figure 10.2: State estimation integrity preservation model.

Figure [10.2| shows our approach for replacing detected anomalous data and preserving SE
integrity. If there is no anomaly detection scheme, then the PMU measurement (normal
or anomalous) is directly used for SE which will estimate the wrong state if one or more
observations are anomalous or manipulated. Thus, the PMU measurement needs to be
sent to an anomaly detector where anomaly detection method is deployed, so that the
detected anomalous data can be corrected before sending it to the state estimator. If
a data point is accidentally detected as an attack (false positive) then it replaces the
normal data point which will influence the state estimation in a way that it predicts the
wrong state. We investigate on protecting SE integrity during abnormal behaviour of a
system and propose a model which detects anomalies, corrects the detected anomalous
data before feeding them to state estimator.

PMU measurement is fed to an anomaly detector where methods for detecting anomalies
are deployed. For our experiment, we selected only some anomaly detection methods
because we want to compare SE integrity preservation results from different types of
methods. To this end, we use a method from bad data detection (BDD), we decided to
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use KLD and a method that combines these approaches (in this case all three lightweight
statistical methods are used). Methods are selected based on our experimental results
analysis in Chapter |9 and [9. L2-norm RB method does not detect any type of attacks
(generated by FDI attack model presented in Sec. 5.3). Therefore, this method is not
considered here. Normalized RB method detects one of the attacks (type CO attack) and
also detects extreme benign anomalies (see Sec. 7.3.3). Both slow-changing attacks and
abrupt-changing attacks can circumvent the detection methods. But the slow changes are
reflected in distribution. Kullback-Leibler divergence (KLD) detects these types of attacks
and consistently detects subsequent anomalies. KLLD has higher true positives than MAD
and CUSUM (see Sec. 9.3))) Further a type of combination approach, weighted voting
(WV) combines anomaly detection results from median absolute deviation (MAD), KLD
and cumulative sum (CUSUM), and enhance anomaly detection performance generating
low false alarm (see Sec. 9.4.3). Therefore, we selected KLD and the combined method
for our experiments. We assume the selected methods are deployed in the anomaly
detector and anomaly detection results of each methods are treated separately.

Data different than original data (rectangular coordinates with fixed phase) is used in
state estimation, it results the prediction which is not close to the original data. The
substitution of anomalous data with the prediction will result in the state that is not
close to the original data. Though the resulting state is not close to the original state,
the substitution avoids the effect of an attack by replacing the manipulated data with
representative normal data in the state estimation process.

If a measurement is detected as being anomalous then the measurement is replaced by
prediction otherwise the measurement is sent to the estimator. SE based on the corrected
or normal measurement is sent to the operators. Operators take decisions for control
actions based on the estimated states.

The input for the RB method is different than for the other methods. Therefore, we
cannot directly compare the errors reported to CC while deploying RB method to the
errors while deploying other methods.

Anomalous data replacement can preserve SE integrity and reduce reporting the wrong
measurements to the CC. Methods to preserve the integrity of SE is presented in next
section. But with false positive it influences the state estimation in a way that it predicts
the wrong state. Therefore, we make an assumption that we do not have too high false
positive.

10.1.2 Integrity of State Estimation

A state estimator estimates power system states based on observations. We use PMU
measurements for SE using a DKF and estimate voltage states. If estimated voltage is
normal no reactions are needed to be triggered, and if the estimated voltage is under
voltage or over voltage then necessary protection actions need to be applied in the system.
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10.1. Theoretical Background

When an attacker is able to manipulate voltage values, these manipulated voltage values
are used for estimating states. Estimated states based on the manipulated values can be
different than the real states of the system. Table [10.4/ shows possibilities how an attack
can fake the system’s states. The possibilities are i) real state is normal and estimated
(manipulated) state shows either over voltage or under voltage ii) real state is under
voltage and estimated state shows either over voltage or normal iii) real state is over
voltage and the estimated state is either normal or under voltage.

Table 10.4: Possibilities of fake states.

Real state Normal Under votlage | Over voltage

Over voltage Normal Normal

Estimated state Under voltage | Over voltage | Under voltage

Due to the data manipulation attack, operators may trigger protection actions in the
system based on the fake estimated states. So, unnecessary actions are triggered in the
system leading to critical condition. For example if the system is in under voltage and
fake state shows it is in over voltage, then reactions can lead the system to invoke wrong
power control actions. For SE with Kalman filters, estimated state at time step k is
based on the predicted state (&) and the observation vector (zy). Here we recall SE
using DKF in normal operation in Eq. (10.1) (as presented in Sec. [4.2.1)).

Zpp = HEpp1 + Li(zp — HEpp 1) (10.1)

where Lj is Kalman gain at time step k.

® actual measurement

* predicted state

A
e estimated state

° xk+1| k ®
[ ]

Voltage

Time
Figure 10.3: State estimation process based on actual signal (without manipulation).

Figure [10.3| depicts the SE process at a time step k based on the actual signal. At the
time step k, zy, is the original (actual) measurement, first a prediction & ,_; is calculated
based on the previous estimated value &;_y;_1 and then a new estimate &y, for time
step k is calculated from the prediction &y ;_; at time step k and the measurement zy at
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time step k. In the next time step k + 1, state is predicted from estimated value &_q_4
and estimation process continues considering observed measurement and the prediction.

The manipulated voltage value is represented by Eq. (10.2)
Zhao =2+ Az (10.2)

where Az is an offset due to an attack at time step k.

SE using a DKF under attack is represented by Eq. (10.3)

Zpiha = HEpp—1 + Li(2,0 — HEpjp—1) (10.3)

actual measurement

manipulated measurement

correct predicted state

correct estimated state

wrong predicted state A

wrong estimated state Xi+1|k+1,a

o e & o 0

[ ]
[ ]

a
x S
%2,
*z DR
[ ]

Voltage

k-2 k-1 k k+1 ks2
Time

Figure 10.4: State estimation process based on manipulated signal.

Figure [10.4] depicts SE process at a time step k based on manipulated signal. Suppose an
attack starts at time step k. At the time step £, 2, o is manipulated measurement and the
prediction of the state at time step k (denoted as &) from previous estimated value
&p_1jp—1. Current state (&) is estimated from the predicted state &, and the
manipulated measurement zj ,. From this step we can see estimation process estimates
wrong value considering manipulated measurement for estimation. In the next time step
k + 1, prediction is done from the wrong estimated value & , and estimation process
continues considering the wrong prediction and observed measurement.

Integrity of SE affected due to an attack can be formulated as Eq. (10.4) using the
equations (10.3) and (10.1).

A = Thjp,a — ik (10.4)
where &y is the estimated state based on the original (non manipulated) measurement

at time step k and &y , is estimated state based on the manipulated measurement at
time step k.
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10.1. Theoretical Background

10.1.3 Calculating Voltage Differences

Unnecessary voltage can be reported to an operator due to an attack because wrong
states can be estimated based on the manipulated measurements. We aim to calculate
total amount of the voltage error reported to a CC due to an attack. To this end, we
analyse how much unnecessary voltage is reported to the CC with and without the
anomaly detection scheme.

In our use case (as shown in Chapter 4), we have discrete time signal. Here, we want
to calculate voltage in a discrete time signal to investigate how an attack affects the
integrity and how we can preserve using anomaly detection schemes.

A estimated states in an attack scenario

estimated states in normal operation

Attack starts

Voltage

Time

Figure 10.5: An example figure of estimated states in normal operation and in an attack
scenario.

Figure |10.5 shows an example figure of estimated states in normal operation and in an
attack scenario, the area between two the curves represents the error reported to the
operator due to an attack.

Total difference of estimated voltages in normal operation and in an attack scenario over
time (i.e., the sum of the errors) can be calculated using Eq. (10.5).

N
Serr = Y | ®iji.0 — &3 | (10.5)
i=1

where time interval between two consecutive data points is constant.

We take the sum of the errors due to an attack (Se,-) as a metric to compare how much
the reported values differ from the original measured values. Thus, we take S, as a
metric to see if our methods works well for preserving the SE integrity. Calculation of
the unnecessary amount of energy or voltage is very important as it invokes protection
actions such as load shedding, active or reactive power control in the power system. Thus
we focus on preserving SE integrity by replacing detected anomalous state with predicted
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state. Contribution of anomaly detection methods to preserve SE are discussed in the
next section.

10.1.4 Preservation of Estimated State Integrity

The situation of a system is evaluated based on estimated states. Operators in a CC
being aware of a system’s current situation trigger necessary control actions. Therefore
here we aim increasing trustworthiness of estimated states by detecting anomalous data
and correcting them before sending it to the estimator.

We replace the detected anomalous data by the predicted value which we name as
corrected value. Thus, anomalous data are corrected and sent to the state estimator.
It helps increasing trustworthiness of estimated states. The “corrected” value differs
from the “correct” value (which is the actual measurement). Corrected voltage value is
represented by Eq. (10.6).

Zke = Tpjp—1 (10.6)

where &y ;1 is the predicted value.

Estimated state using the corrected measurement is represented by Eq. (10.7)

Zphe = HEpp—1 + Li(2h,e — HE 1) (10.7)

® actual measurement
@ correct predicted state, corrected measurement
e correct estimated state

LN
® Xk Zis1c

Voltage

Time

Figure 10.6: State estimation process considering anomaly detection and corrected
measurement.

Figure 10.6 depicts SE process at a time step k considering anomaly detection and
bad measurement replacement scheme. Current state is predicted (denoted as &j;_1)
from previous estimated value &;_;,_;. Suppose an attack starts at time step k and is
detected immediately at the time step k. Then, the manipulated measurement at time
step k zj,q is replaced by the predicted value &y ;_;, and the corrected value is denoted
as zj .. A corrected estimated state at time step k (denoted as Ty kc) is estimated from
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10.2. Experimental Setup

the predicted value &, and the corrected measurement 2z .. Thus in next time step
k + 1, state is predicted from & . and the estimation process continues considering
corrected data and correct prediction.

Error on reporting the voltage to CC can vary depending on the detection delay of
anomaly detection methods but also since the corrected value may differ from the original
measurement. Thus, the sum of the errors after the correction (the difference between
the corrected value and the real state) can be calculated using Eq. (10.8).

N

Saiff = > | ®rjpe — Ty | (10.8)
P

We take the difference as a metric and do experiments with different anomaly detection
methods. Further, we compare for which method we get the smallest difference.

Residual-based algorithm checks bad measurements but the slow changes in measure-
ment can circumvent the residual-based detection. Therefore, sometimes malicious
measurements can hide in normal operation and keep having negative impact in the
system.

10.2 Experimental Setup

We use PMU data from EPFL campus PMU network for our experiment (see Chapter
6). 50 frames/sec are reported from a PMU. i.e. a frame is sent every 20 milliseconds.
Data preprocessing (see Sec. 6.5) and experimental setup for normalized residuals based
method (see Sec. 7.2.3), KLD (see Sec.9.2.2)) remain the same as presented in Chapter 9.
Experimental setup of weighted voting remains the same as described in Sec. 9.4.2 of
Chapter 9.

We use Sg;rr as a metric to compare how the data replacement works with the different
AD methods. An attacker may bypass a detection system, but measurement changes
can be detected using a different method (may be with detection delay). A combination
method’s decision has better detection performance than a single method and can thus
help to minimize the issue of feeding anomalous data to the state estimator.

SE using Kalman filter is executed in normal operation and attack scenarios. If an
anomaly is detected then the anomalous data is replaced by the predicted value. In
addition, we run SE with and without the proposed scheme. We use discrete Kalman
filter as shown in Sec. 4.2.1.

10.2.1 With attacks, detection and data substitution

In this setup, states are estimated with attacks, detection methods and data replacement.
The proposed scheme has three methods for detecting anomalies. Detected bad data is
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corrected based on the detection results of each method. Figure 10.7 shows experimental
setup of the methods.

Residuals based bad data detection method

False

v

Results
Replace | Corrected State Estimation
; S -
Normalized RB e S (R
Prediction

Kullback-Leibler divergence detection method

False
Results *
e Replace | Corrected |  State Estimation
KLD Apomeloo BD 92 7| estimation | >
4 |
Prediction
Combination method
False
MAD e Results i
: Corrected State Estimation
KLD ———p Weighted B Replace
voting omascis BD 2 estimation
CUSUM=—pp 4 —I—
Prediction

Figure 10.7: State estimation with attacks and the proposed integrity preservation
scheme.

We test the integrity preservation with three different AD methods: normalized RB,
KLD, combination method (weighted voting). We use KLD among other lightweight
statistical methods (MAD and CUSUM) shown in Chapter 9 because it consistently
detects the slow changes or abrupt changes attacks with higher true positives.

If the methods detect an observation at time step k as anomalous then the observation is
replaced by the predicted value at the time step k. In other hand if a method has high
false positives then it impacts the state estimation as we correct a measurement that has
not been manipulated.

Table [10.5/ shows an overview of SE integrity preservation, parameter settings and injected
attacks. Predicted and estimated states under this setup are used for results analysis.
Results are presented in the next section.
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10.3. Results

Table 10.5: Overview of state estimation integrity preservation, parameter setting and
injected attacks; Exp. = experiment; CO = constant offset; RO = random offset; ICO =
incremental constant offset; IRO = incremental random offset; IROMN = incremental
random offset with more noise; ICOHS = incremental constant offset with high slope;
Sec = section.

" For all the given days of training and test data, one hour at 02:00-03:00 UTC is used.

10.3 Results

10.3.1 State estimation in normal operation

In this section, we present estimated voltage states based on actual voltage. We do not
deploy any anomaly detection methods and execute the SE process. Extreme values due
to jumps in the signal have less influence in SE as Kalman filter puts less trust in the
measurements and follows the prediction model more closely.

Normal operation

1.065

1.06

s
fe=]
o
(4]

Voltage p.u.

-
(=]
o

1.045

104 . . . . . . . .
] 2 4 6 8 10 12 14 16 18
lteration 104

Figure 10.8: State estimation in normal operation (y axis represents polar voltage).

Exp. | Methods | Data” S;I:;Ir:lg' I;?::;E: Sec.
Training data | - Results from normalized CO. RO
Anomalous | (22.03.2016 residual-based method Ic (3 RO
10.1 | data - 31.03.2016) | with threshold 10.7, IROi\/[N 10.3
replacement | Test data - KLLD with threshold 8.95 ICOHS ’
(01.04.2016) | - weighted voting
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Figure [10.8 shows the observed voltage signal without attack and the estimated voltage.
Blue signal shows the observed signal and orange line shows the estimated signal. Since
the estimation process smooths out noise, the estimated signal does not fluctuates like
the original signal.

The estimated signal aligns with the nature of the signal for instance between data points
7,093 and 7,815 voltage signal drops and slowly following the nature of the voltage signal
the estimated signal also drops between the data points 7,093 and 7,815. Also after the
drop at data point 120,000 the estimated signal slowly follows the nature of the actual
voltage signal. The original values will be reported to the control center, so they see the
real drops (and also could raise an alarm).

10.3.2 Anomalous data replacement and state estimation

In this section, we present SE under attack scenarios. Here we compare SE results before
and after deploying anomaly detection methods. Anomaly detection is performed on
the reported measurement values. For the comparison we execute SE process with the
proposed scheme. We execute different anomaly detection methods and replace detected
anomalous data before sending data to state estimator.

10.3.2.1 Constant offset attack

We execute normalized RB, KLLD and weighted voting methods, and replace detected
anomalous data before executing SE during constant offset attack. Further, for comparison
of SE results we execute the SE process during the constant offset attack without deploying
any anomaly detection method.

Figure 10.9 shows estimated voltage states during the constant offset attack with and
without protection scheme for the test data set on April 1, 2016. Sub-figure 10.9al shows
estimated states without deploying any anomaly detection method. Therefore, from the
sub figure we can see the estimated signal follows the manipulated signal. Sub-figure 10.9b
shows estimated signal after deploying normalized RB BDD method. The normalized
RB BDD method is executed before estimating states and if any data point is detected
as anomaly then the data point is replaced by predicted value. As presented in Chapter
7, normalized RB BDD method detects benign anomaly between data points 7,093 and
7,815 (due to a jump between the data points), and replaces the anomalous data with the
prediction. When an attack starts at 60,001¢ data point, we can see estimation is already
affected due to the attack and the estimated values increase. When the normalized
RB BDD method detects a data point as an anomaly, the anomalous data is replaced
with the predicted value, and in the next iteration pre-fit residuals remain high and
detects another data point also as an anomaly. Due to the replacement scheme, all
detected malicious data points are replaced by the predicted values. On the other hand
due to the substitution also the peaks will be missing. But since the CC also gets the
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Figure 10.9: Observed and estimated signal in standard operation (a) and with different
anomaly detection methods (b,c,d) and data replacement for constant offset attack.

(manipulated) measurement values, they will see the value but cannot asses if it is due to
the manipulation or due to another cause.

Similarly, another sub-figure 10.9¢| shows results from SE where KLD method is executed
before sending data to state estimator. From the sub-figure, we can see KLD is quick in
detecting the anomaly but near data point 160,000 the divergence of the manipulated
signal to the reference decreases and stays below the defined threshold. The changes
in distribution caused due to the attack stay within the threshold because the original
signal decreases near data point 160,000 and the manipulated values stay within the
reference histogram distribution as it has quite broad distribution per hour (see Chapter
9). As anomalies are not detected, states are estimated based on the manipulated
measurements. From the sub-figure [10.9¢, one can see that the estimated state is based
on the manipulated voltage which causes that the estimated signal raises (increases) until
it detects an anomaly again (see increasing red line near data point 160,000). Sub-figure
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10.9d| shows weighted voting detects anomalies till the end, and is better than other

methods.

10.3.2.2 Random offset attack

1.075

Random offset attack

1.07

1.065

Attack starts

1.075

1.07

1.065

Random offset attack

observed
estimated

Attack starts

&

Voltage p.u.
P
&

&

2 4 6 8 10 12 14 16 18 0 2 4 6 8 10 12 14 16 18
Iteration <10 Iteration « 104

(a) Without anomaly detection (b) Anomaly detection with weighted voting

Figure 10.10: Observed and estimated signal in standard operation (a) and with weighted
voting method (b) and data replacement for random offset attack.

As presented in Chapter |7, normalized RB and KLD do not detect any malicious data
points during the random offset attack. But weighted voting detects some malicious data
points during this type of attack. Therefore we here only did experiments with weighted
voting. Figure [10.10 shows the estimated voltage states during the random offset attack.

The estimation process is able to filter out noise up to point 12,000. After that the
estimated signal starts becoming noisy because since anomaly is not detected, the SE
process considers the noisy measurements for estimating the states. If anomaly is detected
detected then also after the initial detection only some points are considered anomalous
e.g. “even after the first point is detected as anomaly several subsequent manipulated
data points are not detected as anomalies”.

Although the variation in the estimated signal is not normal, the random offset attack
is able to bypass the detection methods. So even with weighted voting the attack is
only detected very late. As only few data points are detected as anomalies by weighted
voting (see Fig. 9.33 in Chapter 9)); only data points that are detected as anomalous are
substituted; therefore one cannot see the substitution in Fig. 10.10b.

10.3.2.3 Incremental constant offset attack

The SE process is executed during the incremental constant offset attack without deploying
any of the anomaly detection methods.
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Figure 10.11: Observed and estimated signal in standard operation (a) and with different
anomaly detection methods (b,c,d) and data replacement for incremental constant offset
attack.

Figure [10.11] shows estimated voltage states during the incremental constant offset
attack with and without protection scheme. Sub-figure 10.11al shows estimated states
without deploying any anomaly detection method during incremental constant offset
attack. Sub-figure 10.11b| shows estimated signal after deploying normalized RB BDD

method. Normalized RB BDD method is executed before sending data to the estimator.

As presented in Chapter |7 normalized RB BDD method detects this type of attack very
late. The detected anomalies are the benign anomalies caused due to the high jump in
the signal, we can see from the sub-fig. [10.11b| that SE could not be protected using this
method because of the late detection and not all manipulated data points after the first
point are detected. Similarly, sub-figures [10.11c and [10.11d| show estimated signal after
deploying KLLD and weighted voting methods respectively. From the sub-figures we can
see contribution of KLLD and weighted voting in protecting SE.
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10.3.2.4 Incremental random offset attack
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Figure 10.12: Observed and estimated signal in standard operation (a) and with different
anomaly detection methods (b,c,d) and data replacement for incremental random offset
attack.

As presented in Chapters [7] and 9, normalized RB, KLLD and weighted voting detect
malicious data points during incremental random offset attack. Therefore, we here did
experiments with the normalized RB, KLD and weighted voting methods where the
detected anomalous data are substituted before sending the data to SE. In addition
one without substitution as reference for comparison, the SE process is executed during
incremental random offset attack without deploying any of the anomaly detection methods.

Figure [10.12 shows estimated voltage states during incremental random offset attack
with and without protection scheme. Sub-figure 10.12a shows estimated states without
deploying any anomaly detection method during incremental random offset attack.
Sub-figure [10.12b| shows estimated signal after deploying normalized RB BDD method.
Normalized RB BDD method is executed before sending data to the estimator. As
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10.3. Results

presented in Chapter [7, normalized RB BDD method detects this type of attack very
late (detection is only the benign anomalies caused due to the high jump), we can see
from the sub-fig. [10.12b| that SE could not be protected using this method.

Sub-figures [10.12¢/ and [10.12d| show estimated signal after deploying KLD and weighted
voting methods respectively. From the sub-figures we can see anomaly detection is
delayed. As a consequence, it delays the contribution of KLD and weighted voting in
preservation of SE integrity.

10.3.2.5 Incremental random offset attack with more noise
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(¢) Anomaly detection with weighted voting
Figure 10.13: Observed and estimated signal in standard operation (a) and with different

anomaly detection methods (b,c) and data replacement for incremental random offset
attack with more noise.

As presented in Chapters 7| and [9, normalized RB, KLD and weighted voting detect
malicious data points during incremental random offset attack with more noise. Therefore,
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we here did experiments with the normalized RB, KLD and weighted voting where the
detected anomalous data are substituted before sending the data to SE. In addition one
without substitution as reference for comparison, the SE process is executed during the
incremental random offset attack with more noise without deploying any of the anomaly
detection methods.

Figure 10.13| shows estimated voltage states during incremental random offset attack
with and without protection scheme. Sub-figure [10.13a shows estimated states without
deploying any anomaly detection method during incremental random offset attack. As
presented in Chapter |7, normalized RB BDD method does not detect this type of attack,
so the figure is the same as sub-figure |10.13a, and SE could not be protected using this
method. Sub-figures [10.13b| and [10.13c show estimated signal after deploying KLLD and
weighted voting methods respectively.

From the sub-figures we can see anomaly detection is delayed. This can be caused due
to the random component, in some cases it prevents that thresholds are exceeded. If
the detection is delayed, then the new estimate also is at a much higher level than the
original (unmanipulated). As a consequence, it delays the contribution of KLD and
weighted voting in preservation of SE integrity.

10.3.2.6 Incremental constant offset attack with high slope

Normalized RB, KLLD and weighted voting detect malicious data points during incremental
constant offset attack with high slope. Therefore, we here did experiments with the
methods where the detected anomalous data are substituted before sending the data to
SE. In addition one without substitution as reference for comparison, the SE process
is executed during the incremental constant offset attack without deploying any of the
anomaly detection methods.

Figure [10.14] shows estimated voltage states during incremental constant offset attack
with high slope with and without protection scheme. Sub-figure [10.14a) shows estimated
states without deploying any anomaly detection method during incremental constant
offset attack with high slope. Sub-figure 10.14b| shows estimated signal after deploying
normalized RB BDD method. Normalized RB BDD method is executed before sending
data to the estimator. As presented in Chapter |7 the normalized RB BDD method
detects anomalies (counted as malicious anomalies) caused due to a high jump in this
type of attack, we can see from the sub-fig. [10.14b| that SE could not be protected
using this method. Similarly, sub-figures [10.14c/ and [10.14d| show estimated signal after
deploying KLLD and Weighted Voting methods respectively. From the sub-figures we can
see contribution of KLD and weighted voting in protecting SE.
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Results
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Figure 10.14: Observed and estimated signal in standard operation (a) and with different
anomaly detection methods (b,c,d) and data replacement for incremental constant offset
attack with high slope.

10.3.3 Effects on Voltage Estimates

Here we want to provide details or further insights about the effects of attacks in voltage
estimates and the process of preserving the voltage estimation. We present estimated
voltage values in different scenarios and provides details about how SE is preserved using
anomaly detection methods and anomalous data replacement. Further examples of SE
based on actual measurement, and manipulated measurement with and without the
proposed scheme are shown.

We show how the estimation process works without manipulation, how it changes with
the manipulation, and how anomaly detection and bad measurement replacement correct
the SE.

Figure [10.15| shows an example of SE process based on actual measurements. Sub-figure
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Figure 10.15: State estimation without manipulation.

10.15a) visualizes actual measurements by blue curve, predicted and estimated values
by green and black points respectively. From the sub-figure, we can see prediction and
estimation are very similar but differ from the actual values because prediction of current
step depends on previous estimated state, and estimation of current step depends on
predicted and observed (actual) values. The estimated values are close to the prediction
as they both are related to the previous estimated values and observed values. Another
sub-figure [10.15b| zooms into predicted and estimated values to show that they slightly
differ. From the sub-figures, we can see the estimated value lies between the prediction
and observation because the state is estimated using the predicted and observed (original)

value.
Estimation with manipulation (without correction)
1.076 T T . .
x x x
1.074 |
% manipulaled
[ —#—actual
rorzr predicted -
o et
107 [ estimated
5 1.068
a
S 1.086
£
G
> 1.064
1.062
attack starts
: ey
1.06 RN
\
&
1.058 [ :
Q @ Q ]
1.056 T T ki il T
1 2 3 4

(a) Actual, manipulated measurement, predic-

Iteration

tion and estimation

Estimation with manipulation (without correction)

1.056796

1.0567955 [

1.056795 [

Voltage p.u.

1.0567945 [

1.056794

1.0567935
1

+  predicted
O estimated
o b
o} +
attack starts © +
™
B Y
& @ +
2 3 4 5 6

Iteration

(b) Zooming into predicted and estimated values

Figure 10.16: State estimation with manipulation and without correction.

Figure [10.16/ shows an example of SE process based on manipulated measurements.
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Sub-figure 10.16a/ visualizes actual, manipulated measurements together with prediction
and estimation. When an attack starts at the third data point, manipulated measurement
has the higher value than the actual value. From sub-figure [10.16bl, we can see estimated
value at the third data point increases and lies between manipulated value and predicted
value instead of between original and predicted values. In the next steps, predicted and
estimated values keeps on increasing.
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Figure 10.17: State estimation with manipulation and correction.

Figure [10.17 shows an example of SE process with correction of anomalous measurement.
Sub-figure [10.17a shows manipulated measurements, predicted values, estimated values
and substituted values (substituted by prediction). From the sub-figure, we can see
predicted and corrected (substituted) values overlap, and the estimated value is very
similar to the predicted value (it is zoomed-in in sub-figure 10.17b). In the first and
second data points, predicted and estimated values have very small differences, but from
the third data point onwards prediction and estimation overlap (i.e., they are equal). It
is due to replacement of bad measurement.

Table [10.6/ illustrates actual, measured, predicted and estimated values that are shown
in Fig. 10.17. The fourth column shows whether the observation is detected as an
anomaly. Depending on the anomaly detection, it is decided whether the corresponding
measurement should be corrected (it is shown in column six). For the first two data
points, measurements are not detected as anomaly and there is no need of correction.
Once anomalies are detected from the third data point, the measurements are corrected
by replacing them with the predicted value. From the table starting from the third data
point, corrected values, predicted values, and estimated values are equal.
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Table 10.6: Estimation with correction; Orig. = original; Report. = reported; Correct.
= corrected; A = anomalous; NA = not applicable; Y = yes; N = 1n0; Dif fest.org =

difference between estimated and original value.

Orig. Report. | A Predict™ | Correct. | Estimate Dif festorg
1.0565727 | 1.05657272 | N | 1.05679358 NA 1.05679357 | 220.8 x 102
1.0565709 | 1.05657095 | N | 1.05679357 NA 1.05679356 | 222.6 x 10?
1.0565600 | 1.07500000 | Y | 1.05679356 | 1.05679356 | 1.05679356 | 233.5 x 102
1.0565166 | 1.07495661 | Y | 1.05679356 | 1.05679356 | 1.05679356 | 276.9 x 10>
1.0564994 | 1.07493936 | Y | 1.05679356 | 1.05679356 | 1.05679356 | 294.1 x 102
1.0564080 | 1.07484802 | Y | 1.05679356 | 1.05679356 | 1.05679356 | 385.5 x 10?

* Predicted value at time step k is always the estimated value from k£ — 1.

Now we proceed to discuss the long term effect of voltage estimation without/with
manipulation and without/with detection and correction process.

We calculate difference between estimated voltage in attack scenarios and estimated
voltage in normal operation, denoted as Se;-. Sepr i the amount of unnecessary voltage
due to voltage manipulation (error in reporting voltage due to an attack).

Table [10.7 shows an overview of unnecessary voltage amount reported to CC in different
attack scenarios, and total estimated voltage after applying AD methods in the attack
scenarios and its effect in estimated voltage integrity preservation. The voltage values are
in p.u. From the table (S, shown in second column), we can see that highest amount
of unnecessary voltage is reported to CC during the ICOHS attack.

Table 10.7: Estimated voltage values (in p.u.) in attack scenarios, and state estimation
preservation using different anomaly detection methods; Se,» = sum of difference between
estimated voltage in attack scenarios (without substitution) and normal operation (i.e.,
error in voltage reporting), Sg;¢s = sum of difference of estimated values after applying
AD method together with anomalous data replacement and estimated values in normal

operation.
Sair+ after applying method

Attack | Serr Normalized RB BDD [ KLD Weighted Voting
CcO 21.55 x 10 | 2.3698 x 10? 1.0091 x 10% | 0.0169 x 107

RO 0.9783 x 102 | 1.009 x 107 97.78 x 10> | 0.0013 x 102
ICO 12.45 x 10° | 12.45 x 102 9.656 x 102 | 8.541 x 102

IRO 13.65 x 10° | 13.68 x 10° 10.80 x 10° | 8.646 x 10°
IROMN | 13.64 x 10°> | 13.64 x 10? 12.87 x 10° | 10.41 x 10?
ICOHS | 30.23 x 102 | 30.25 x 102 12.42 x 102 | 10.98 x 102
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10.3. Results

scenarios (shown in first column) is shown in third column (see Sg;rs). It shows the
voltage reported to an operator after deploying the anomaly detection and mitigation
scheme (i.e., voltage reported while deploying normalized RB BDD, KLLD and weighted
voting). The amount of voltage depends on anomaly detection delay.

Total difference between estimated values after applying the detection methods together
with bad data replacement and estimated values in normal operation (named as Sg;¢f) is
shown in third column of the table. We want to minimize the error due to an attack and
show that the error is minimized if the substitution is done.

Figure |10.18| visualizes estimated voltage signals while deploying different methods in
attack scenarios. Different curves in the sub-figures visualize estimated voltage signals in
five conditions (given below). Thus estimated voltage values in five conditions, differences
between them, illustrated in Table 10.7| are visualized in Fig. |10.18.

o Actual (blue curve): estimated based on actual (non-manipulated or normal)
voltage.

o Nothing (orange curve): estimated voltage signal during attack without any detec-
tion method.

o Normalized RB (black curve): estimated voltage signal during attack while applying
normalized RB BDD method and substitution.

o KLD (yellow curve): estimated voltage signal during attack while applying KLD
method and substitution.

o Weighted voting (purple curve): estimated voltage signal during attack while
applying Weighted voting method and substitution.

Mapping of values in Table|10.7] to the figures|10.18|is based on the following information.

e Sum of differences between orange and blue curve over time is calculated as Serr.

o Sum of estimated voltage represented by black/yellow/purple curve over time is
calculated Sapg.

o Sum of differences between black/yellow/purple curve and blue curve over time is
calculated as Sg;ff.
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Figure 10.18: State estimation integrity preservation using different methods in attack
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scenarios CO, RO, ICO, IRO, IROMN and ICOHS.
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10.4. Summary

10.3.4 Results Findings

Our results show that the proposed SE integrity preservation scheme depends on anomaly
detection delay and detection performance of the methods.

Here we conclude our results analysis.

e F 3.1.1: SE integrity preservation works well in CO type attack as it is detected
immediately by all methods (normalized residual-based, KLD and weighted voting)
and states can be corrected from the beginning.

o F 3.1.2: SE integrity preservation is challenging in RO type attack because detection
of the RO attack type is also challenging. As expected, if an anomaly is not detected
then SE integrity preservation does not work, for instance normalized RB methods
and KLD do not detect RO type attack so in this attack type SE integrity cannot be
preserved. for instance SE integrity preservation in IRO type attack is challenging
than in ICO type attack as the detection of IRO is delayed than the detection of
ICO.

e F 3.1.4: Combination method - weighted voting has better integrity preservation
than the normalized residual-based and KLD methods because the combined
results has better anomaly detection performance than the methods (normalized
residual-based and KLD).

Since we do not know the original measurements the corrected state usually deviate from
the original state. This leads to state deviations especially if attacks persist for a longer
time span (as in our case). Also for a long sequence of anomalous values all corrected
subsequent values equal since we lack fresh measurement information. Therefore for the

preservation of the state estimation, it would be useful to also detect the end of an attack.

10.4 Summary

In this chapter, we presented our proposed approach for maintaining correctness of SE.
The approach was designed to replace detected anomalous data and preserve SE integrity.

We showed how SE was affected by attacks. For this we presented possibilities how an
attack could fake the system’s states.

Voltage in discrete time signal is presented to calculate total amount of voltage over time.

For this, amount of unnecessary voltage reported to the control center (i.e., error on
voltage reporting to CC due to an attack) is analysed with and without the anomaly
detection scheme.

We aimed at increasing trustworthiness of estimated states by detecting anomalous data
and correcting them before sending to the estimator, and showed how estimated state
integrity could be preserved.
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Settings on estimating states with and without anomaly detection, and the proposed
anomalous data replacement schemes were presented in the experimental setup. The
results confirmed that the proposed SE integrity preservation scheme depended on
anomaly detection delay and performance of the methods.

The following major results findings supported answering our research question RQ 3.1
(To what extent can the effects of FDI attacks on SE in electric power systems (EPSs)
be mitigated by replacing detected anomalies with values derived from past data?):

SE integrity preservation works well if an anomaly was detected, for instance SE
integrity preservation worked well for CO attack type and challenging for RO attack

type.

SE integrity was preserved by replacing detected anomalous measurements that
have been detected by the residuals-based and lightweight statistical methods and
the quality of integrity preservation depended on the detection delay.

Combined anomaly detection results using weighted voting had better integrity
preservation than the normalized residual-based and KLD methods as the weighted
voting are trustworthy than the normalized residual-based and KLD methods.

If we detect a false positive and correct the value that has not been manipulated
then with a correction also the corrected value and true value have a difference.
This difference can increase over time. Therefore, it would be also important to
detect the end of an attack.

As we expected for reasoning RQ 3.1, the evidence from the experiments showed that
the effects of attacks on SE was mitigated by replacing detected anomalous data by the
predicted values from the Kalman filter.
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CHAPTER

Summary and Conclusions
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11. SUMMARY AND CONCLUSIONS
11.1 Summary
A smart grid relies heavily on ICT in order to incorporate new functions into electricity
grid monitoring and control. Increased deployment of information technology in smart
grids opens new attack vectors and requires the deployment of methods to detect unusual
activities. The fast changing landscape of threats in cyber-physical systems, the increasing
complexity of control systems and the need to work in adversarial settings makes anomaly
detection in smart grids very challenging.
This research focused on how power system security can be improved by detecting FDI
attacks against WAMSs. We investigated FDI attacks at different attack entry points of a
WAMS, and their impacts on the smart grid system. We also developed an attack model
for generating different types of attacks. By providing an in-depth analysis of attack
possibilities on WAMSs using attack trees and validating them through experiments and
data analysis, we showed that a combination of different statical methods is necessary
for effective detection of such attacks.
Figure 11.1 shows an overview of research questions and contributions in this work.
Activities performed while addressing the research questions are summarized in the
following paragraphs.
Research question 1:
What are possible attacks on wide area monitoring systems (WAMSs)?
WAMS threat > A false data injection
analysis attack model
Research question 2:
How can one detect false data injection (FDI)
attacks in WAMSs data?
RB detection method Techniques for circumventing
applied to real data AR datanbiiamn
Detection method for stealthy
attacks of form a = H.c
Weighted voting scheme with higher
Application of lightweight precision
statistical detection methods
Research question 3:
How can the effects of FD/ attacks on
state estimation (SE) be mitigated?
A method for mitigating the effects of attacks
Figure 11.1: An overview of research questions and contributions.
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11.1. Summary

11.1.1 Conclusions for Research Question 1

We investigated various possibilities of data integrity attacks at different points in a
WAMS. For this we used a generic model of a WAMS, which is comprised of all possible
components that could be present in the system. We considered different attack entry
points and elaborated on the consequences for attackers and mitigation strategies. Six
attack scenarios were considered based on a hierarchical WAMS structure with the
following key components: PMUs, PDCs, super PDCs, PGWs, access and core routers.
We analysed their impacts on the system. We identified that there are some gaps, e.g.,
no existing technique directly addresses PGWs misconfiguration. The different attack
entry points, attack scenarios on the key components of a WAMS and their impacts on
the system supported answering research question RQ 1.1.

We investigated attack models for cyber and physical attacks, which can be combined
and can be a part of an APT in a WAMS using attack trees, and provided insights into
sub goals that can be used to craft an attack for reaching a higher goal. We pointed out
the different aspects (WAMS environment specific) of using physical and cyber means
for attacks. Subsequently, we developed a generic attack tree for compromising a device
in a WAMS. Based on the generic tree, we provided two specific attack trees in order to
trigger wrong control decisions: i) maliciously provoking a blackout and ii) manipulating
input data for grid control. The attack trees have been used as a method to model
attacks in smart grid environments (e.g., for SCADA systems or smart meters). Since
WAMSs provide many attack entry points, we believe that a detailed insight into WAMS
attack possibilities is critical for smart grid protection. We considered different devices,
their interfaces, hardware and software components in the WAMS, and investigated the

possibilities that an attacker can use to launch severe attacks using these components.

We described a generic attack model for compromising a device. Using the generic model
as a building block, we showed how an attacker can launch specific attacks with two
example models: i) provoking a power blackout; and ii) manipulating a phase angle. The
attack models showed the different paths for launching the attacks from different entry
points. The attack vectors, generic and specific attack trees in the context of a WAMS
supported answering research question RQ 1.1 (How can an attacker cause false data
injection attacks in a wide area monitoring system?) and RQ 1.2 (How can multiple
different false data injection attack forms be expressed in one comprehensive attack
model?).

Attack models helped us to understand i) the different ways of launching an attack in
order to achieve the final goal in different ways ii) the vulnerabilities, security issues, and
possible threats on the paths for cyber and physical attacks. The models also helped
us to assess which branches are easier to achieve for attackers. Further, they provided
strategic guidance for the deployment of suitable countermeasures. Therefore, attack
models for WAMS environments provided useful insights to improve wide area monitoring
security. The possibilities of launching an attack, vulnerabilities, security issues, possible
threats and strategic guidance for suitable countermeasures supported answering RQ
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1.2

We developed an FDI attack model that generates types of attacks namely, CO, RO,
ICO, IRO, IROMN and ICOHS. Additional attacks (SD, RSCV, IROCV and IROS) were
generated by extending attack parameters and their values. The generation of multiple
different FDI attack forms using one comprehensive attack model supported answering
RQ 1.2.

11.1.2 Conclusions for Research Question 2

We showed how an attacker can modify voltage measurements and circumvent detection
methods in systems that use Kalman filter based state estimation. Such data integrity
attacks on PMU measurements stay under the safety limits and poison the measurements.
We used linear state estimation (LSE) with weighted least squares (WLS) and discrete
Kalman filter (DKF) using public PMU measurements from a real power grid. We
reviewed an anomaly detection method that uses pre-fit residuals from Kalman filter
based state estimation to detect anomalous measurement values in a power grid system.
We implemented the method in MATLAB. We then showed different scenarios on how
an attacker can modify voltage measurements and can hide the attack in the normal
operation of the state estimation. The attacks remain stealthy because the attacker
slowly makes the changes such that residuals stay below the threshold. The evidence
from the experiments showed that one can detect the attacks using alternative methods.
For instance, observing the changes in the histograms of the pre-fit residuals, and the
evolution of the pre-fit residuals over time, one could yield insights about a potential
attack. In order to prevent such stealthy attacks, we suggested to include further detection
methods in an overall effort to achieve effective countermeasures. The evidence from the
experiments of residual-based bad data detection methods supported answering research
question RQ 2.1 (To what extent can residual-based bad data detection methods detect
different FDI attacks?).

We investigated stealthy attacks of the form a = H - ¢ against state estimation from [100]
and presented the stealthiness of the false data injection attacks on the state estimation
using the weighted least squares. Under the conditions defined by Liu et al. in [I00] for
LWLS state estimation, attacks remained stealthy only if the attacker could manipulate
all of the measurements considered for state estimation and in our experiments the
attacks are detected for DKF state estimation. So with DKFs we are able to detect the
stealthy attack. The evidence from the experiments of stealthy attacks of form a = H - ¢
under the conditions defined by Liu et al. in [I00] supported answering research question
RQ 2.2 (Can stealthy attacks of the form @ = H - ¢ as described in [I00] be detected by
residual-based methods?).

We presented an investigation into the characteristics of important and distinct methods
for detecting false data injection against WAMSs. To this end, we have chosen bad data
detection methods and lightweight statistical methods: a) three residual-based approaches
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11.1. Summary

(plain pre-fit residuals, L2-norm and normalized residuals) using pre-fit residuals from
Kalman filter based state estimation, as an example of an adaptive bad data detection
method, b) a measure of dispersion using the median absolute deviation (MAD), c)
a distribution-based approach using the Kullback-Leibler Divergence (KLD) and d)

the cumulative sum (CUSUM) as a representative of a change point detection method.

After data analysis, we made a selection of representative PMU measurements for our

experiment. The selected data was partitioned into historic, training and test data sets.

The training data sets were used to derive suitable thresholds for the methods. The
measurements that appeared later in time were used as test data. To see how differently
these methods perform, we injected six different attack types into the test data sets. Then
we analysed the anomaly detection performance using the bad data detection methods
and the lightweight statistical methods. In addition, the anomaly detection performance
of the statistical methods when using different thresholds were discussed using the ROC
curves. Further, we analysed the detection delay of the methods that showed how fast
the different methods raise an alarm for the different attack types.

Our findings showed that different methods detect different attack types and there is no
single superior method that performs best for all attack types. Traditional residual-based
bad data detection methods may be tricked by attackers. For instance, L2-norm does
not detect any of the attacks and three of the attacks are not detected by the normalized
residual-based method. But if additional anomaly detection methods are applied, the
detection performance can be significantly improved even with simple methods for some
attacks. CUSUM has better recall than MAD and KLD on CO, RO, ICO, IRO and
IROMN attacks as it is better in correctly identifying anomalous data points. KLD has
better recall than MAD and CUSUM on ICOHS attack. Our analysis showed that the
lightweight statistical methods detected at least one anomaly during all attacks (more
data points are detected in many cases). Especially the combination of methods from
different detection concepts (e.g., simple threshold, distribution-based, change point
detection) proved to be powerful in order to detect a broad variety of attacks. A further
important finding is that the detection delay varies a lot and highly depends on the attack
type and the method. The analysis of the combined results showed the combination

of methods enhanced anomaly detection performance and provided trustworthy results.

This needs to be taken into account since this influences the time needed to invoke
countermeasures and therefore can influence the damage caused by an attack. From
our findings, we argued that grid operators need to combine a set of multiple different
methods in order to detect different attack types. It helped in detecting sophisticated
attacks, which might be able to bypass a detection method.

We further investigated on the combination of methods to enhance anomaly detection
performance. A combination method weighted voting is applied to the anomaly detection
results of the three lightweight statistical methods MAD, KLD and CUSUM, then the
anomaly detection performance on the six types of attacks were analysed. Our findings
showed 1) we should use a combination of methods to detect at least some anomalous
data point in all types of attacks and ii) we can select a combination method based on the
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goal (requirements) of combination, for instance achieving higher precision, detection of
at least one data point per attack, higher recall etc. The evidence from the experiments
of the lightweight statistical methods (MAD, KLD, CUSUM) and a combination method
(weighted voting) supported answering research question RQ 2.3 (Is it possible to detect
the injected attacks with lightweight statistical methods?).

11.1.3 Conclusion for Research Question 3

We investigated mitigating the effects of attacks on state estimation by replacing the
anomalous measurement with the predicted values based on past data. An anomalous
data replacement scheme was applied on the anomaly detection results from normalized
residuals, KLD and weighted voting. The states were estimated based on the corrected
measurement. We then performed an anlysis of mitigating the effects of attacks on
voltage state estimation.

Our findings showed that the effects of attacks on voltage estimation can be mitigated by
correcting measurements before sending them to the estimator. The weighted voting has
better mitigation performance than the normalized residual-based and KLD methods, as
the combined results have better anomaly detection performance than the normalized
residual-based and KLD methods. Another finding is that the detection delay influences
the mitigation of the effects of attacks on state estimation. Selection of an appropriate
anomaly detection threshold influences anomaly detection delay and thus the mitigation
of the effects of attacks.

The evidence from the experiments of state estimation with the corrected data (replacing
detected anomalous data by predicted value of Kalman filter) supported answering
research question RQ 3.1 (To what extent can the effects of FDI attacks on state
estimation in electric power systems (EPSs) be mitigated by replacing detected anomalies
with values derived from past data?).

11.2 Research Outlook and Future Directions

The research questions in this thesis have been addressed by applying several different
methods, however, several research topics and future directions have emerged during the
course of this research.

11.2.1 TImprovements in Anomaly Detection Performance

Anomaly detection performance always depends on the data we use on the methods,
parameter settings and changes in the signal. The detection performance can be improved
by using more data sets and by adjusting the influencing factors of the anomaly detection
methods. For instance, regarding the KLD method, a careful selection of a reference



11.2. Research Outlook and Future Directions

histogram, its time window, sliding time, threshold etc. can improve anomaly detection
performance. Further, frequent changes in the signals (training and test) influences the
anomaly detection performance in our scenarios. In particular, setting the thresholds in
a suitable way is crucial for the detection performance.

Selection of appropriate values of the method’s parameters can also improve the detection
performance of combination methods. Further, an appropriate setting of parameters
of combination methods also influence the overall detection performance. For instance,
an appropriate selection of probability threshold for weighted voting improves anomaly
detection performance.

A possible future direction of research could be parameter (influencing factors) optimiza-
tion of methods to improve performance. We propose using a parameter optimizing
method for selecting best parameters of the methods to improve anomaly detection
performance (e.g., in [I73] [134]). For instance, we could combine different parameter
values of the methods and check the combination for better performance.

For more sophisticated attacks also the application of machine learning methods might
be useful. But in our scenarios, machine learning methods are not really needed and
we consider a desirable property for use in a critical infrastructure setting with few
computational resources. There is a lot of space for setting thresholds for the statistical
methods, machine learning is an option and would work if we use them for setting
thresholds of the statistical anomaly detection methods. For instance, in a similar manner
as in [I25] we could use machine learning experiments to set thresholds for the anomaly
detection methods.

Contextual information of a system can help identifying situations of a system. Combina-
tion of the contextual information and the decisions (results) from the different methods
can improve overall anomaly detection performance (e.g., in [I58], 128]).

11.2.2 Knowledge Based Anomaly Identification System

Highly dynamic measurements gathered from the distributed PMUs are used for state
estimation and reflect the dynamic performance of a power system in real time. Data
injection attacks in PMU measurements can lead to incorrect SE and invoke wrong
control actions. Therefore, an operator needs to know the root cause of an anomaly
to apply an appropriate remedy. Early anomaly detection, identifying its cause, and
applying appropriate remedy can help avoiding such critical situation.
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Data Based Detection Knowledge Based Detection
Anomaly Detection Methods Ontologies, Rules and Constraints

( Manipulated Data )

Build Model
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Real-time Anomaly Detection Methods Knowledge
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prediction Attack Scenarios context
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[ Smart grid ontology ]

||

Integrated Analysis of Prediction Results

Figure 11.2: A potential next step of the research would be to integrate a knowledge-based
approach.

A possible future direction of research could be to integrate contextual information and
data analytics results for threat and attack detection. We propose using a knowledge-
based anomaly identification system (see Fig. 11.2)), which uses an ontology to identify
anomalous behaviour. The ontology uses knowledge about the system and decisions
from the anomaly detection algorithms for analysis. If an observation is detected as an
anomaly then an appropriate remedy is applied before sending it to a control center for
estimating states.



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

APPENDIX

Appendix

A.1 List of Notations

S e ~mma

Yi/k

State-transition model

Control input model

Observation model

Identity matrix

Control input

Measurement noise

Measurement noise (time-variant)

Process noise

Process noise (time-variant)

Process noise covariance matrix (time-variant)
Measurement noise covariance matrix
Predicted process covariance matrix (time-variant)
Process covariance matrix (time-variant)

Real measurement (time-variant)

Real measurement

Observed measurement

Estimated measurement

Observed measurement (time-variant)

Pre-fit residual (time-variant)

Post-fit residual (time-variant)
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LTk
Tpp—1
Lk
Ly

Y
LLWLS,k
J(x)
Rjj

G

Az
Zk,a
Zk,c
Lk|k,a

Lk|k,c

SET‘T‘

Saiff

Real state (time-variant)

Predicted state using DKF (time-variant)

Estimated state using DKF (time-variant)

Kalman gain (time-variant)

Decision level (in DKF)

Estimated state at time step k& using WLS

objective function of weighted least squares

variance of the j* measurement

gain matrix of WLS

An offset due to an attack

Manipulated measurement

Corrected (substituted) value

Estimated state based on manipulated measurement
Difference of estimated state based on manipulated and
actual measurements

Estimated state based on corrected (substituted) measurement
Sum of difference of estimated voltage during attack and

in normal operation

Sum of voltage of state estimation based on substituted value
and actual measurement

A.2 Command for KF concept validation

A discrete plant as expressed in [105] as a state space system is defined as

Plant = ss(A,[B B, H, D, T, ‘inputname’, {‘u‘, ‘w', ‘v‘}, ‘outputname’, {*z*, ‘zv‘})

(A1)

where A is state transition model, B is control input model, H is measurement model,
D links real measurement to control input u, as measurement is based only on the
measurement model we set D to 0, setting 7' to —1 marks this model as a discrete model,
w is process noise, v is measurement noise and y is real measurement. u and w are inputs
to the model and y is output of the model.
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A.3. Measurement

A.3 Measurement

A.3.1 Measurement Matrix

A.3.1.1 H for voltage-phasor measurements

Elements of Hy, hy to hyg for multiple buses are represented as [A.2

1 h,re 0 Zf l # h
l,re
h2 7h,im = 0 (A.3>
lim
s e =0 (A.4)
A0 if L4

In the equations (A.2)) - (A.5) superscripts I and h refer to the bus, re refers to the real

part and im refers to the imaginary part of the voltage measurements, re refers to the
real part and im refers to the imaginary part of the state variables. Here, element H,"}

links real part of the measurement at bus i (V;,.) to the imaginary part of the state at
the bus (Vi re).

A.3.1.2 H for current-injection-phasor measurements

The current injection phasor I; at bus [ is represented as Eq. (A.6)

L= YV, (A.6)
h=1

Real part of the current injection phasor is represented by Eq. (A.7)

S

Live = Y _[GinVhre — BinVi,im] (A7)
h=1

Similarly imaginary part of the current injection phasor is represented by Eq. (A.8)

S

Liim = Z[Glhvh,im + Bip Vi re) (A.8)
h=1
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H,,; can be derived from the equations (A.7) and (A.8) as

Hy,, = lZ; Zﬂ (A.9)
where
hf’gie =G, (A.10)
hy o = —Bin (A.11)
hy'Wt. = Bin, (A.12)
hy, = G (A.13)

A.4 Influence of Phase Angle Variation

In a real power system frequency and phase angle changes. We adopt the changes
using a rotation matrix of the system. A rotation matrix defines rotation (clockwise
or anticlockwise) of a power system [55] [I7]. Rotation matrix for clockwise rotation is
defined as Ry:

_|cost,  —sindy,
Ry, = [sinHk cosly, ] (A.14)
We adjust a state transition matrix Ay in a Discrete Kalmam Filter (DKF) model for the
real networks applications. The state transition matrix considers rotation of the phase
angle 0 (represented by Ry). For a time step k, Ay, is represented by Eq. (A.15)).

. lcos@k - I —sindy, - I] (A.15)

sinf -1 cosOy, - 1

where 0}, is a phase angle at step k and [ is a n x n identity matrix where n is dimension
of a state xy.

A DKF process model after adjusting Ay, for the real system as shown by Eq. (A.16).

T = Aprp_1 + wp (A.16)

Thus for state estimation considering rotation matrix of the system, the rotation matrix
needs to be adjusted in the state transition matrix Ay (see Eq. (A.15)). But the model
we use from literature [I39] assumes fixed phase angle and time invariant state transition
matrix A as an identity matrix. In the literature the model is validated using simulation.
Therefore in our use case we also assume constant phase angle and A as an identity
matrix where rotation matrix is not used. Here, we recall the DKF process model as

xp = Axp_1 + wy (A17)
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A.5. Moving Average, Median and Variance

From Eq. (A.15), we can figure out that if the angle (#) becomes 0 radian then A results
to an identity matrix.

For a time step k, real voltage V}, ;. and imaginary voltage V, i, from polar voltage V,
and phase angle 6 = 0 is represented as

Vire =V - cos(0) =V (A.18)
Viim =V - sin(0) = 0 (A.19)
<1073 Real voltage ’ «10® Imlaginary volta‘ga

residuals

residuals

0 05 1 15 2 25 3 35 4 45 5 0 05 1 15 2 25 3 35 4 45 5
x10° x10*

— estimated |

estimated

— observed
observed :
1.052 : . : - s : . : i -1
0 05 1 1§ 2 25 3 35 4 45 5 o o5 1 15 2 25 3 35 4 45 5
No of iterations «10* No of iterations «10*
(a) Real voltage. (b) Imaginary voltage.

Figure A.1: Estimated real and imaginary voltage (voltage and residuals are in p.u.).

We fix the phase angle value to zero and run the state estimation using DKF. Figure
A.1| shows estimated real and imaginary voltages, and the corresponding pre-fit residuals
(using the V ,. and the Vj ;). Sub-figure|A.1a shows observed and estimated real voltage
and pre-fit residuals. From the sub-figure we can see estimation process smooths out
the signal. But from sub-figure |A.1b we can see estimated signal is noisy then observed
signal.

We conclude, state estimation using phase angle zero contrasts to the goal of filtering
process. And as we use pre-fit residuals of real-and-imaginary voltage for detecting bad
measurements this may not effectively detect bad measurements. Further, we make a use
of a pre-fit residual-based approach that has been proposed by Pignati et al. [I39]. They
use the method for simulation-based data where frequency was fixed and phase angle did
not vary. Therefore, here we fix phase angle by the first observed phase angle.

A.5 Moving Average, Median and Variance

Here we present moving average, median and variance of training and test data sets.

An average, median and variance of 3,000 data points are considered in a window, and
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the window slides in each data point. Thus, a new data point is considered and the
oldest data point is removed while moving the window. First, we show moving average,
median and variance of training data; second we show moving average, median, and
variance of actual test data; then we show the moving average, median and variance
of the manipulated test data. To this end, moving average, median and variance of all
attacks (CO, RO, ICO, TIRO, IROMN, and ICOHS) on the test data are shown.

Figure |A.2| shows moving average and moving median of all training data sets. Sub-figures
A.2a to |A.2g in the Fig. |A.2|show moving average and moving median from day 1 to day
7 of the training data.
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Figure A.2: Moving average and moving median of training data per day.

Figure |A.3| shows moving variance of all training data sets.. Sub-figures |A.3a/ to |A.3g in
the Fig. |A.3|show moving variance from day 1 to day 7 of the training data.
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Figure A.3: Moving variance of training data per day.

Similarly, Fig. |/A.4 shows moving average and moving median of all actual test data sets.

Sub-figures |A.4a to [A.4] show moving average and moving median from day 1 to day 14

of the actual test data. Figure A.5 shows moving variance of all actual test data sets.

Sub-figures to in the Fig. show moving variance from day 1 to day 14
of the actual test data. Figure shows moving average of the manipulated test data

(attacks on the test data). Sub-figures to in Fig. show moving average
from day 1 to day 14 of the attacks on the test data from day 1 to day 14.
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Figure A.4: Moving average and moving median of actual test data per day.
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Figure A.5: Moving variance of actual test data per day.
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A.6. Quantile-Quantile plots

Our analysis of the moving average, median and variance of the training and test data
concludes the following:

o Moving average of actual and RO attack almost overlap.
¢ Moving average of ICO, IRO and IROMN attacks almost overlap.
o Moving average of ICOHS attack has significant difference to ICO.

e Moving average has significant difference due to slope. Difference in slope changes
magnitudes of offsets in one direction, it makes a difference in average value.

o Randomization of signal (adding random negative and random positive offsets)
does not have much effect in average. But adding only positive or only negative
random offsets can change average and may trigger an alarm.

A.6 Quantile-Quantile plots

Here we compare distribution of training and test data to the standard normal distribution.
We visualize quantile-quantile of the given data versus quantile values from a theoretical
normal distribution using qgplot in MATLAB. The red lines in the plots represent the
theoretical normal distribution and the given data points are plotted in blue + markers.
If the distribution of given data points is normal then the data plot appears linear, so
that red line and blue data plot are close

1,085 QQ-plot of training data versus standard normal 1,08 QQ-plot of test data versus standard normal
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Figure A.7: Quantile-quantile plot of all 7 days training data and all 14 days test data.

Figure |A.7 shows quantile-quantile plot of all 7 days training data and all 14 days test
data. The quantile-quantile plot of training data (shown in sub-figure A.7a) has non-linear
data plot which is an indication that the training data is slightly different than a normal
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distribution. From the sub-figure A.7a, we can see the distribution of first and third
quantiles of the data is partially normal distributed because blue plot deviates a bit from
the theoretical normal distribution at the beginning and end of the plot (these are caused
due to the multiple peaks in histogram — see Fig. 6.6a in Sec. |6.4)). The second quantile
is normally distributed and thus the blue plot produces approximately a straight line that
follows the normal distribution (red line). Sub-figure |6.6b shows the quantile-quantile
plot of test data.

From the sub-figure, we can see test data is a bit more normal than the training data,
but it still differs from a normal distribution. The distribution of first quantile of the
test data deviates from theoretical normal distribution (this is due to the tail on left side
of histogram — see Fig. [6.6b in Sec. [6.4). The distribution of second and third quantile
of the test data is normally distributed.

Figure |A.8 shows moving quantile-quantile plot of all training data sets. Sub-figures A.8a
to |A.8g in the Fig. |A.8 show quantile-quantile plot from day 1 to day 7 of the training
data.

Q0-plot of day1 versus standard normal

Q0-plot of day2 versus standard normal Q0-plot of day3 versus standard normal
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Figure A.8: Quantile-quantile plot of training data per day.
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Similarly, Fig. |A.9 shows quantile-quantile plots of all actual test data sets. Sub-figures
A.9a to |A.9 show quantile-quantile plot of day 1 to day 14 of the test data. From the
figure, we can see some test data sets are normally distributed ( e.g., qg-plots of day 2,
day 4, day 5).

A. 7 MAD Interval on Test Data

Here we visualize the MAD interval on test data. First, MAD interval are visualized on
actual test data then the intervals are visualized on the manipulated test data. We show
MAD intervals for all attacks (CO, RO, ICO, IRO, IROMN, and ICOHS) on the test
data.

Figure A.10 shows MAD interval on all actual test data. Sub-figures |A.10a to |A.10n
show the MAD intervals from day 1 to day 14 of the actual test data. Figures|A.11
to [A.24] show MAD interval on test data from day 1 to day 14 with attacks. Similarly,
sub-figures in the figures show the MAD intervals on CO, RO, ICO, IRO, IROMN, and
ICOHS attacks for the corresponding day.

From the figures one can see, generally the manpulated data points remain outside of the
interval if the magnitude of added offset is high. But if the the original signal is close to
the defined threshold (upper or lower bound) then small offsets can trigger alarms. An
attack with high slope may cross the defined bound earlier and trigger an alarm earlier
than an attack with lower slope.
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Figure A.10: MAD interval on test data.

291



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

L]
10
ledge

now!

b

o
i
r

A. APPENDIX

1085 L L 1.085 L
——— et v
S i 18 ot o
P e Lors
07 | o7
3 3
2 1oss 1088
H H
108 108
2 2
L5 1055
105 108
e 188
100 1035 108
2 4 6 B 1n 12 A 16 18 o 2 4 6 B n 12 A 16 18 a 2 4 6 B 0 12 A 16 18
Heration 10t Heration 10t Heration 10t
e oo 8 Ipulatod valta oo |
maipa =
oo votaga
108 | —— upwar bound i |— s b
o upser beund awer b
vo7s
1.07 |-
5 F
& 1.065 a1l
£ H
£ 108 2
g 2
1088
1.0
1045
108 104
2 4 & 8 W oz 4 % 1w ¢ 2z 4 & & W 1 W 1w 1w e 2z 4 & 8 10 2z u % 1w
Heration “10* Heration “10* Heration “10*

(d) IRO (e) IROMN (f) ICOHS

Figure A.11: MAD interval on test data - day 1 with attacks.

o8 ror ‘manipulated voltage e
——— mangulated vol ol - manipalatod voltage
(e | —— ugpor bound b
Iowrer baund Towar bound 1085 lawar bound
1075 | 1
" A o
g 108
107} 1 |
5 | 5 106 51T
a | a a
8106 | IIM 8 8 107
B ! g g L
s
e 2 1 o
1.08 p—
| .
1055
158
] -
1.05 ! 1.08 1 1.08
¢ 2z 4 & & W 1 W w® 1w ¢ 2z 4 & & MW 1 W 1w 1w & E 4 B 3 i M w o
Heration T Heration T Heration T
108 Dey2 109 perm e Dey2 1z Dey2
mAnipyIsa vortage Ft i) ad - mAn|pulatos voitage
" ppar bound upgar bound ~ upperbound
14 tawer bound ke ot ounet m tawer bound
o 1085
11
o 108
3™ 3 F
a d107s a1
§ 3 4 j £
w1 T 3108
R - 2 i 2
1.085 J
106 M
105 i 108
108 105 105
0 2 4 L B 10 12 " 16 18 o 2 4 L B o 12 " 16 18 a 2 4 L B 10 12 " 16 18
Heration 10t Heration 10t Heration 10t

(d) IRO (e) TROMN (f) ICOHS

Figure A.12: MAD interval on test data - day 2 with attacks.
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Figure A.14: MAD interval on test data - day 4 with attacks.
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Figure A.18: MAD interval on test data - day 8 with attacks.
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Figure A.20: MAD interval on test data - day 10 with attacks.
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Figure A.22: MAD interval on test data - day 12 with attacks.

297



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

L]
10
ledge

now!

b

o
i
r

A. APPENDIX

Day13

——— manipulstod valtage
uppor bound
Jovnar bound

Voliage pa.
&

o 2 4 & B WM 12 W B B

1.08 Iowes bound

o 2z 4 5 B W 12 W 16 W@
Heration <10t

(d) IRO

Voltage pu.

Figure A.23: MAD

e Day1a
ey,
wuppar bound NM
pelpod
vars |
1.07 |
5
3
8 ros |
2 |
s
s
©a8
0 2 4 6 10 12 4 16 18
Heration 16¢

0 2 4 L B 10 12 " 16 18
Heration e

(d) IRO

Voltage p.u.

Day13

mangpunted vottage
—— uppet baund
\ower noung

B o
Heration e

(b) RO

Day13

H

8

manipulatod valiage
—— upper bound

z 4 5 8 MW 12 W %
Heration i

(e) IROMN

Day13

‘manlpuladod voltage
r bound

sawer boans

Voliage pa.
&

oz a4 &

B 10 12 " 16 18
Heration e

(c) ICO

Day13

Valinge p.u,

oz 4 6 8 10 2 MW ® W
Heration <10t

(f) ICOHS

interval on test data - day 13 with attacks.

‘manipuistos voitage
——— upper bound

Towor bound

Bk R

B o 12 " 16 18
Heration e

(e) TROMN

108 Day1d
—— manipulated voltage
uppor boan
o Jawor beard
1.08
S 1om
a
A
!%1.0? W
i
> ioss
108
1055
105
@ 2z 4 6 B 10 2z W ® W
Horation 0t
Day14

J— |
o

—— upmar
m Jowar beund
11

Volinge p.u,

oz a4 & LI T )

B 10
Heration e

(f) ICOHS

Figure A.24: MAD interval on test data - day 14 with attacks.
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A.8 KLD Sequence

Here we visualize the KLD sequence of training and test data. For the test data, we
visualize KLD sequence of the actual and manipulated data. Figure |A.25| shows KLD
sequence of training data per day. Sub-figures A.25a) to |A.25g| show the KLD sequence
from day 1 to day 7 of the training data. Similarly, figures |A.26 to |A.39 show KLD
sequence of test data with attacks. Sub-figures in the figures show KLD sequences of
CO, RO, ICO, IRO, IROMN, and ICOHS attacks for the corresponding day.

An analysis of the figures shows reference data has broad distribution and thus actual
test data has high divergence to the reference data. In attack type RO, the manipulated
test data is even closer to the reference data and thus the divergence to the reference
data decreases. KLLD divergence keeps on increasing and stops increasing at some point
(i.e., at maximum divergence value). Therefore, we can see that the KLD stops increasing
after the maximum divergence value in some figures e.g., in |A.26a.
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Figure A.25: KLD sequence of training data per day.
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Figure A.26: KLD sequence of test data - day 1 with attacks.
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Figure A.27: KLD sequence of test data - day 2 with attacks.
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Figure A.30: KLD
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Figure A.31: KLD sequence of test data - day 6 with attacks.
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Figure A.32: KLD sequence of test data - day 7 with attacks.
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Figure A.34: KLD sequence of test data - day 9 with attacks.
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Figure A.35: KLD sequence of test data - day 10 with attacks.
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Figure A.36: KLD sequence of test data - day 11 with attacks.
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Figure A.37: KLD sequence of test data - day 12 with attacks.
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A.9 CUSUM Sequence

Here we visualize the CUSUM sequence of manipulated test data. CUSUM sequence of
all attacks (CO, RO, ICO, IRO, IROMN, and ICOHS) on different days of the test data
are visualized in separate figures.

Figures to show CUSUM sequence of test data from day 1 to day 14 with
attacks. Sub-figures in the figures show the CUSUM sequence of the corresponding day.

An analysis of the figures shows there are already abrupt changes in trainig data and test
data. In addition, g/ and g, of actual signal and RO attack on test data are similar.
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Figure A.40: CUSUM sequence of test data - day 1 with attacks.
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Figure A.53: CUSUM sequence of test data - day 14 with attacks.

A.10 Detected Data Points in Each Test Data Sets

Here we show data points detected as anomalous by methods, normalized residual-based
bad data detection method, lightweight statistical methods (MAD, KLD, and CUSUM),
and combination method (weighted voting).

Table shows data points detected as anomalous by the normalized residual-based
method on all test data sets. Similarly, Tab. shows for the methods, MAD, KLD
and CUSUM; and Tab. shows for weighted voting.
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A.10. Detected Data Points in Each Test Data Sets

Table A.1: Detected data points using normalized residual-based method.

Method Data | Attacks (detected data points in each test data)
set CO | RO | ICO | IRO | IROMN ICOHS
1 3597 | 286 | 487 | 520 286 289
2 2002 | O 0 0 0 0
3 61 | 164 0 0 51 0
4 1169 | 0 0 0 0 0
) 2482 | 0 | 2909 | 2808 0 73211
6 3219 | O 0 0 0 0
Normalized 7 3149 | 0O 402 | 397 0 290
8 2827 | 0O 0 0 1 0
9 3636 | O 0 19 0 51
10 4197 | 4 380 | 382 20 314
11 | 3447 | 52 | 3026 | 2789 10 2061
12 2240 | 409 | 422 | 422 416 420
13 0 0 0 0 0 0
14 2316 | O 281 | 272 0 176

Table A.2: Detected data points using weighted voting method.

Method Data | Attacks (detected data points in each test data)
set CO RO ICO IRO | IROMN | ICOHS

1 119924 | 984 | 66473 | 66221 | 62738 92694

2 120000 0 93906 | 93670 86082 109821

3 120000 | 11152 | 89243 | 89001 87868 115699

4 120000 0 81267 | 80375 75168 107900

) 120000 0 75296 | 75925 70378 102127

6 120000 0 77200 | 80300 | 70004 | 100269

Weighted 7 120000 | 1068 | 72237 | 75337 68915 96822
voting 8 120000 | 1079 | 81994 | 78394 | 70475 96006
9 120000 0 83547 | 80502 72899 96870

10 | 120000 0 82105 | 80458 | 75243 | 105721

11 120000 | 53688 | 82726 | 80300 69953 107900

12 | 120000 | 11 63473 | 69186 | 63267 96804

13 120000 | 40024 | 110993 | 110341 | 103755 | 113810

14 120000 | 379 92418 | 100150 | 87138 106253
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Table A.3: Detected data points using MAD, KLD and CUSUM methods.

Method Data | Attacks (detected data points in each test data)
set CO RO ICO IRO | IROMN | ICOHS
1 119920 | 2094 | 66033 | 66191 | 65638 90037

2 120000 912 93906 | 93670 92968 109821

3 112705 | 11459 | 87969 | 89001 | 91519 | 115318

4 120000 8 77718 | 77742 77924 102056

5 120000 8 67239 | 67078 | 66669 95145

6 120000 45 62856 | 63310 64150 95570
MAD 7 119580 | 1405 63896 | 63785 63465 93765
8 120000 | 1736 66232 | 66205 65897 84587

9 119606 411 74390 | 74199 73940 94505
10 | 119587 | 444 78172 | 77875 | 77805 | 102766
11 90249 | 51004 | 18186 | 18133 18115 79005
12 118714 | 1243 52617 | 52827 53126 88142
13 81944 6947 | 110322 | 110337 | 110386 | 113810
14 | 114922 | 485 85256 | 85842 | 86076 | 105666

1 110050 0 61350 | 61500 | 42200 91850

2 120000 0 73750 | 76550 68550 104200

3 120000 0 80450 | 80300 | 68550 | 107900

4 120000 0 83950 | 80300 68550 107900

5 120000 0 83950 | 80300 | 68550 | 107900

6 120000 0 83950 | 80300 68550 107900
KLD 7 120000 0 83950 | 80300 68550 107900
8 120000 0 83950 | 80300 68550 107900

9 120000 0 83950 | 80300 68550 107900
10 | 120000 0 83950 | 80300 | 68550 | 107900
11 120000 | 37800 | 83950 | 80300 68550 107900
12| 120000 0 83950 | 80300 | 68550 | 107900
13 120000 0 92750 | 100150 | 81150 110750
14 | 120000 0 92750 | 100150 | 81150 | 110750

1 119348 | 18097 | 69308 | 75173 | 69311 97212

2 119430 0 108064 | 114793 | 108092 | 117212

3 119362 | 118190 | 117674 | 118260 | 117650 | 118339

4 119389 0 90203 | 93182 90194 111041

5 119388 0 75296 | 75925 | 75289 | 102127

6 119363 0 78026 | 81571 78019 100269
CUSUM 7 119392 | 102077 | 72237 | 75337 72215 96822
8 119360 | 102273 | 117694 | 78394 | 117666 | 96006

9 119374 0 87004 | 87814 85027 96870
10 119347 0 87308 | 99691 87317 105721
11 119393 | 118044 | 118426 | 117931 | 118420 | 117757
12| 119368 0 63048 | 69186 | 63065 96804
13 119416 | 118065 | 117521 | 118124 | 117493 | 118212
14 | 119372 0 97018 | 102736 | 96998 | 106253
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A.11. Statistical Properties of Training and Test Data Sets

A.11 Statistical Properties of Training and Test Data
Sets

The mean, median and standard deviation of whole training data is different from the
median of each test data set. Mean and median have deviations (around 0.01) in most
test data sets. The deviation of the median influences anomaly detection performance

of MAD, deviations of the mean influences anomaly detection performance of CUSUM.

For instance, if the the deviation of the mean is significant then CUSUM may detect
anomaly in actual data or small changes due to an attack already cause detection.

Table A.4: Statistical property of whole training and test data sets.

Data Mean | Median | Stdev
All training data | 1.0607 | 1.0607 0.0046
All test data 1.0590 | 1.0587 0.0041

Table A.5: Statistical properties of test data per day.

Test data per day

Day | Mean | Median Stdev
1 1.0569 | 1.0570 0.0019
2 1.0633 | 1.0635 0.0015
3 1.0657 | 1.0663 0.0019
4 1.0599 | 1.0602 0.0016
5 1.0594 | 1.0594 0.0013
6 1.0581 | 1.0581 | 9.7630e-04
7 1.0561 | 1.0563 0.0020
8 1.0557 | 1.0555 0.0019
9 1.0578 | 1.0574 0.0016
10 | 1.0592 | 1.0594 0.0018
11 | 1.0517 | 1.0521 0.0035
12 | 1.0581 | 1.0581 0.0025
13 | 1.0636 | 1.0639 0.0034
14 | 1.0603 | 1.0607 0.0022

A.12 Derivation of measurement noise covariance matrix

R

We assume V, is the measured voltage magnitude, V. is the true voltage magnitude, 6,
is the measured phase angle and 6, is the true phase angle. There can be measurement
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errors. Thus the measured voltage magnitude and phase angle are represented as
V.=V, 4V (A.20)

0, =0,+60 (A.21)
where V is the voltage measurement error and 6 is the phase measurement error.

We recall that the conversion of the measurements in rectangular coordinates from the

polar coordinates below
V;“e,z = ‘/;COS(GZ) (A22)

where V. . is the measured real voltage and Vj,, . is the measured imaginary voltage.

‘/re,z = ‘/re,x + ‘7re = (Va: + V)COS(GZ + é) (A24)
Vim,z = Vz’m,z + f/zm = (V;B + ‘7)31”(92 + é) (A'25)

The measurement error of real and imaginary parts are

re — Vre,z — ‘/7‘6,2 (A26)
Vim = im,z ‘/im,m (A27)

So the variance of real and imaginary parts (real and imaginary voltage) measurement
errors are

(A.28)

0-‘277'5
o2 = 0‘27_ (A.29)



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

1.1
1.2

2.1
2.2
2.3
2.4

3.1

4.1
4.2
4.3
4.4
4.5
4.6
4.7
4.8

4.9

4.10
4.11
4.12

4.13
4.14
4.15
4.16
4.17

4.18

0.1
5.2

List of Figures

An overview of the research approach.| . . . . . . ... ... ... ... ..
Major activities in our research. . . . . . . . . ... ... ... ... ..

Synchrophasor representation . . . . . . . . . ... ... ... ... ....
Conversion from polar voltage to real and imaginary voltages . . . . . ..
WAMS Architecture (source Paudel et al. [I31]) . . . ... ... ... ...
WAMS Communication Protocols (source Paudel et al. [129]). . . .. ..

An attack tree that uses the branches’” AND/OR relationship. . . . . . . .

DKF Model for measuring and estimating states (source Paudel et al. [132]).
Steady state Kalman filter. . . . . . .. .. ... 00000
Modified model with all output values.|. . . . . . ... ... ... .....
True signal, measured signal and estimated signal using the Kalman filter.
Measurement error and estimation error in normal operation.| . . . . . . ..
Pre-fit residuals and post-fit residuals in normal operation. . . . .. . . ..
2 port m model of a transmission line (adapted from source Abur et al. [14]).
Current injection to a bus and current flow from the side of the bus in a
branch. . . . . . . .
Visualization of actual polar voltage.| . . . . . .. .. ... ... ... ...
Visualization of measured real voltage and imaginary voltage. . . . . . . .
Estimated real voltage and imaginary voltage in normal operation. . . . . .
Visualization of Kalman gain of real voltage and imaginary voltage in normal
operation.| . . . . ..o Lo e
Residuals of real voltage and imaginary voltage in normal operation. . . .
Observed voltage and current measurements in normal operation.|. . . . .
Estimated states using LWLS and DKF in normal operation. . . . . . ..
Kalman gain in normal operation. . . . . . ... ... ... ... ...
Residuals of real voltage and imaginary voltage using LWLS in normal opera-
tlon. . . . .
Residuals of real voltage and imaginary voltage using DKF in normal operation.

PMU interfaces (source Paudel et al. [130]). . . . . . ... ... ... ...
WAMS with key components, compromised points and attacks (source Paudel

19
19
21
22

30

48
49
50
51
51

56
60
60
61

62
62
65
65
66

66
67

73

319



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

5.3 Generic attack tree for compromising a device (source Paudel et al. [130]) . 81

5.4 Attack tree for causing a power blackout (source Paudel et al. [130]).. . . 84
5.5 Attack tree for manipulating the phase angle (source Paudel et al. [130]). 86
6.1 Voltage and phase angle change over time. Upper part: observed polar voltage. |
| Lower part: observed phase angle| . . . . ... ... ... ... ...... 97
6.2 Observed real and imaginary voltage of time variant and invariant (fixed by |

first phase angle).|. . . . . ... L L 98

6.3 Conversion from polar voltage to real and imaginary voltages (small phase |

angle). . . ... 99

6.4 Histograms of PMU measured phase angles from training and test data.| . 99
6.5 Phase angle and frequency change over time (source Paudel et al. [132]).. 100
6.6 Histograms of all 7 days training data and all 14 days test data.| . . . . .. 101
6.7 Day 1, day 2, day 3 and day 4 of training data.| . . . . . .. ... ... .. 102
6.8 Days 5, 6 and 7 of training data. . . . . . . . .. ..o 103
6.9 Days 1,2 and 3 of test data., . . . . .. ... ..o 104
6.10 Days 4, 5, 6 and 7 of test data. . . . . . . .. .. ..o, 105
6.11 Days 8, 9 and 10 of test data] . . . . . .. .. .. .. ... 106
|6.12 Days 11, 12, 13 and 14 of test data., . . . . . . .. ... ... . ... ... 107
[6.13 Labeling with MAD interval and substituting benign anomalies.| . . . . . 109
6.14 Overview of data processing (source Paudel et al. [133]). . . . .. ... ... 111
[7.1 Anomaly detection using pre-fit residuals, innovation covariance and measure- |
| ment noise (only real voltage shown) (source Paudel et al. [132])). . . . . 117
[7.2  An attack detection system, showing major information that is needed for |
| detection (source Paudel et al. [132]) . . . ... ... ... ... ... 120

[7.3  Anomalies that have been detected in the real and imaginary voltage when |
an offset of 0.006 p.u. is introduced at data point 1,500, (with changing phase |

angles) (source Paudel et al. [132]).. . . . ... ... ... ... ... ... 126
7.4 Phase angle together with the residuals and the polar voltage (steepness |
zoomed in between data points 24,245 and 53,745 of Fig. 7.3). . . . . .. 127

[7.5 Visualisation of detected anomalies in polar voltage - attack starts at data |
point 1,500 and ends at 18,000 (red points are anomalies detected in real |
voltage, orange points are anomalies detected in imaginary voltage). . . . 128
[7.6  Anomalies that have been detected in the real and imaginary voltage when an |
offset of 0.006 p.u. is introduced, (with constant phase angles) (source Paudel |
etal. [I32]) . . . . . .. 129
[7.7  Anomaly detection and visualisation in polar voltage.| . . . . . .. .. .. 130
7.8 EPFL data: original signal and histogram (source Paudel et al. [132]). . . 132
[7.9  Actual signal and dynamic threshold boundaries of real and imaginary voltage |
(the threshold boundaries of the voltages are shown in Eq. (7.8) and Eq. |
(TO)). . . 132
7.10 Added random signal in RSCV attack (the variations in the stdev is too small
tobevisible). . . ... L 133

thek,

L]
10
ledge

now!

3
|
r ki

320



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

L]
10
ledge

now!

3
|
r ki

7.11 Randomized signal and histogram (source Paudel et al. [132])/. . . . . . . 133
[7.12 Upper part: real voltage and imaginary voltage. Lower part: pre-fit residuals |
[ and threshold boundaries of real voltage and imaginary voltage pre-fit residuals |
(the dynamic threshold boundaries of the residuals (shown in Eq. [7.7) have a |
small variation). No anomalies detected (source Paudel et al. [132]). . . . 134

[7.13 Manipulated signal and dynamic threshold boundaries of real and imaginary |
voltage (the threshold boundaries in the voltage are shown in Eq. and |

Eq. (7.9)). . . o o o 134

[7.14 Voltage represented in polar coordinates for RSCV attack. No anomalies |
| detected (source Paudel et al. [132]). . . . ... ... ... ... ..... 135
[7.15 Added signal in ICOS attack.| . . . . . .. .. .. ..o 136
7.16 Incremental offset-manipulated signal and histogram (source Paudel et al. |
B2 136
|7.17 Upper part: real voltage and imaginary voltage. Lower part: pre-fit residuals |
| and threshold boundaries of real voltage and imaginary voltage pre-fit residuals |
(changes in the dynamic threshold boundaries are very small). No anomalies |
detected (source Paudel et al. [I32]). . . . .. ... ... ... ... .... 137

[7.18 Manipulated signal and dynamic threshold boundaries of real and imaginary |
| voltage (the threshold boundaries are shown in Eq. and Eq. (7.9)).]. 137
[7.19 Voltage represented in polar coordinates for incremental offset. No anomalies |
| detected (source Paudel et al. [132]). . . . ... ... ... ... ..... 138
[7.20 Added signal in IROCV attack. . . . . .. .. .. .. 000, 139
7.21 Random offset-manipulated signal and its histogram (source Paudel et al. |
B2 139
|7.22 Upper part: real voltage and-imaginary voltage. Lower part: pre-fit residuals |
| and threshold boundaries of real voltage and imaginary voltage pre-fit residuals |
(changes in the dynamic threshold boundaries are very small). No anomalies |
detected (source Paudel et al. [I32]). . . . .. ... ... ... ... .... 140

[7.23 Manipulated signal and dynamic threshold boundaries of real and imaginary |
| voltage (the threshold boundaries are shown in Eq. and Eq. (7.9)).]. 140
[7.24 Voltage represented in polar coordinates for incremental random offset. No |
| anomalies detected (source Paudel et al. [132]). . . . . ... ... ... ... 141
7.25 Actual voltage signal (polar voltage) for an hour (April 01, 02:00-03:00 of |
UTC). . . 143

[7.26 Observed voltage, estimated voltage, residuals, L2-norm residuals and nor- |
malized residuals in normal operation (y-axis of observed signal, estimated |
signal and plain residuals are in p.u.).| . . ... ... Lo 143

[7.27 Observed voltage, estimated voltage, residuals, L2-norm and normalized |
residuals in constant offset attack (y-axis of observed signal, estimated signal |

and plain residuals are in p.u.) (source Paudel et al. [I33]). . . . ... .. 147

7.28 L2-norm residuals in constant offset attack (the change is visible but the |
selected threshold is too high). . . . ... ... ... ... ... 148

321



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

L]
10
ledge

now!

3
|
r ki

[7.29 Visualization of detected anomalies in constant offset attack using normalized |
| residuals (shown on April 01, 02:00-03:00) (source Paudel et al. [133])] . . 148
[7.30 Observed voltage, estimated voltage, residuals, L2-norm residuals and normal- |
ized residuals in random offset attack (y-axis of observed signal, estimated |
signal and plain residuals are in p.u.).| . . ... ... 149
[7.31 Visualization of detected anomalies in random offset attack using normalized |

residual based method (shown on April 01, 02:00-03:00) (source Paudel et al. |
T 150
[7.32 Observed voltage, estimated voltage, residuals, L2-norm residuals and normal- |
ized residuals in incremental constant offset attack (y-axis of observed signal, |

estimated signal and plain residuals are in p.u.). . . ... ... ... 150
[7.33 Visualization of detected anomalies in incremental constant offset attack using |
| normalized residual-based (shown on April 01, 02:00-03:00). . . . . . .. .. 151

[7.34 Observed voltage, estimated voltage, residuals, L2-norm residuals and normal- |
ized residuals in incremental random offset attack (y-axis of observed signal, |
estimated signal and plain residuals are in p.u.).| . . ... ... ... .. 151
[7.35 Visualization of detected anomalies in incremental random offset attack using |
normalized residual-based (shown on April 01, 02:00-03:00) (source Paudel et |
al. [I33]). . . . o 152
[7.36 Observed voltage, estimated voltage, residuals, L.2-norm residuals and nor- |
malized residuals in incremental random offset attack with more noise (y-axis |
of observed signal, estimated signal and plain residuals are in p.u.). . . . . 153

| more noise using normahzed re81dual based (shown on Aprll 01 02 00 03:00). 153

[7.38 Observed voltage, estimated voltage, residuals, L2-norm residuals and nor- |
malized residuals in incremental constant offset attack with high slope (y-axis |
of observed signal, estimated Signal and plain residuals are in p.u.). . . . . 154

hlgh slope using normahzed res1dual based (shown on Aprll 01, 02 00 03:00) |
(source Paudel et al. [I33]). . . . ... ... ... ... ... ... ... 154

8.1 Visualization of measured real voltage and imaginary voltage during an attack. 164
8.2 Estimated real voltage and imaginary voltage (Exp. 8.1 and 8.5 of Tab. [8.2).] 167
8.3 Residuals of real voltage and imaginary voltage under attack (Exp. 8.5 of |

Tab. 8.2). . . . . 168
8.4 Observed and estimated real voltage and imaginary voltage (Exp. 8.2 of Tab. |

the original signal is small compared to the manipulated signal). . . . 169
[8.5  Observed voltage and current measurements under attack scenario.|. . . . 170

8.6 Estimated states using LWLS and DKF under an attack (Exp. 8.3 and 8.6 of |
Tab. 8.2).] . . . . . 171
8.7 Residuals of real and imaginary voltage under attack (SE is based on voltage |
and current; but only voltage is manipulated) (Exp. 8.3 and 8.6 of Tab. 172
8.8 Actual current measurement and current measurement during an attack. . 173

322



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

8.9
8.10

9.1
9.2
9.3
9.4

9.5
9.6
9.7

9.8
9.9

9.10
9.11
9.12
9.13
9.14
9.15
9.16
9.17
9.18
9.19
9.20
9.21
9.22
9.23
9.24
9.25

9.26
9.27

Estimated states using LWLS under an attack (Exp. 8.4 of Tab. 8.2).
Residuals of real and imaginary voltages under an attack (Exp. 8.4 and 8.7 of
Tab. 8.2). . . .

Anomaly detection model.| . . . . . . .. ...
A diagram for calculation of KLD.| . . . . . .. ... ... ... ......
Anomaly detection using KLD (data points-based and window-based). . .
A sample CUSUM plot representing a change in g;” due to a significant change
in mean of the signal.| . . . ... .. ... ... ... .. .. ... ...
A sample CUSUM plot for detecting the change using g;". . . . . . . . ..
Reference histogram (source Paudel et al. [133]) . . . ... ... ... ..
Visualization of detected anomalies in constant offset attack (shown on April
01, 02:00-03:00) (source Paudel et al. [133]). . . . . . ... ... ... ...
MAD interval, KLD and CUSUM sequences for constant offset attack. . .
Visualization of detected anomalies in random offset attack (shown on April
01, 02:00-03:00) (source Paudel et al. [133]). . . . . . ... ... ... ...
MAD interval, KLD and CUSUM sequences for random offset attack (source
Paudel et al. [133]). . . . . . . . ... ...
Visualization of detected anomalies in incremental constant offset attack
(shown on April 01, 02:00-03:00) (source Paudel et al. [133]). . . ... ..
MAD interval, KLD and CUSUM sequences for incremental constant offset
attack. . . . . e
Visualization of detected anomalies in incremental random offset attack (shown
on April 01, 02:00-03:00) (source Paudel et al. [133]).. . . . ... ... ..
MAD interval, KLD and CUSUM sequences for incremental random offset
attack. . . ..o
Visualization of detected anomalies in incremental random offset attack with
more noise (shown on April 01, 02:00-03:00). . . . ... ... ... ... ..
MAD interval, KLD and CUSUM sequences for incremental random offset
attack with more noise.] . . . . . . ... ..o
Visualization of detected anomalies in incremental constant offset attack with
high slope (shown on April 01, 02:00-03:00) (source Paudel et al. [133]). .
MAD interval, KLD and CUSUM sequences for incremental constant offset
attack with highslope. . . . . . . . ... o oo oo oo
Anomalies detection delay in constant offset and random offset attacks.
Anomalies detection delay in ICO and IRO attacks.| . . . .. .. .. ...
Anomalies detection delay in IROMN and ICOHS attacks.. . . . . . ...
ROC curve of MAD. . . . . . o0 o0 oo
ROC curve of KLD.| . . . . . . . . . . . e
ROC curve of CUSUM.] . . . . . . ... .. ..
Weighted Voting Approach. . . . . .. .. .. .. ... L.
Accuracy in constant offset and random offset attacks.| . . . . . ... ...
Accuracy in ICO and IRO attacks. . . . . . .. .. ... ... ... ....

173

174

184
188
189

192
193
196

200
200

202
202
203
203
203
204
204
205
205
206
208
209
210
213
214
215
219
227
228

323



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

9.28 Accuracy in IROMN and ICOHS attacks. . . . ... ... ... ... ...
9.29 Recall in constant offset and random offset attacks. . . . . . . .. ... ..
9.30 Recall in ICO and IRO attacks. . . . . . . ... .. ... ... .. .....
9.31 Recall in IROMN and ICOHS attacks.) . . . . .. ... ... ... .....

9.32 Visualization of detected anomalies in constant offset attack (shown on April
01, 02:00-03:00).. . . . . o oo

9.33 Visualization of detected anomalies in random offset attack (shown on April
01, 02:00-03:00).. . . . . . . oo

9.34 Visualization of detected anomalies in incremental constant offset attack
(shown on April 01, 02:00-03:00). . . . . . . . ..o

9.35 Visualization of detected anomalies in incremental random offset attack (shown
on April 01, 02:00-03:00). . . . . . .. ..o

9.36_Visualization of detected anomalies in incremental random offset attack with
more noise (shown on April 01, 02:00-03:00). . . . ... .. ... .....

9.37 Visualization of detected anomalies in incremental constant offset attack with
high slope (shown on April 01, 02:00-03:00). . . . . . ... ... ... ...

10.1 An overview of an inconsistent state recovery process. . . . . .. .. ...
10.2 State estimation integrity preservation model. . . . . . . .. ... ... ..
10.3 State estimation process based on actual signal (without manipulation).| .
10.4 State estimation process based on manipulated signal.| . . . . . . ... ..
10.5 An example figure of estimated states in normal operation and in an attack
scenariod . . .o
10.6 State estimation process considering anomaly detection and corrected mea-
SUFCINENT.. . . . . . . o o e e e e e e e e
10.7 State estimation with attacks and the proposed integrity preservation scheme.
10.8 State estimation in normal operation (y axis represents polar voltage). . .
10.9 Observed and estimated signal in standard operation (a) and with different
anomaly detection methods (b,c,d) and data replacement for constant offset

10.100bserved and estimated signal in standard operation (a) and with weighted
voting method (b) and data replacement for random offset attack.
10.11Observed and estimated signal in standard operation (a) and with different
anomaly detection methods (b,c,d) and data replacement for incremental
constant offset attack.) . . . . .. .. .o o oo oo
10.120bserved and estimated signal in standard operation (a) and with different
anomaly detection methods (b,c,d) and data replacement for incremental
random offset attack. . . . . . . ..o oo
10.130bserved and estimated signal in standard operation (a) and with different
anomaly detection methods (b,c) and data replacement for incremental random
offset attack with more noise.l . . . . . .. .. ... . . oL

324

228
229
230
230

232

233

233

234

235

236

242
245
247
248

249

250
252
253

255

256

257

258

259



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

10.140bserved and estimated signal in standard operation (a) and with different
anomaly detection methods (b,c,d) and data replacement for incremental
constant offset attack with high slope. . . . . . .. ... ... .. ... ...
10.15State estimation without manipulation. . . . . . . .. ... ... ... ..
10.16State estimation with manipulation and without correction.| . . . . . . . .
10.17State estimation with manipulation and correction.|. . . . . . . . . .. ..
10.18State estimation integrity preservation using different methods in attack
scenarios CO, RO, ICO, IRO, IROMN and ICOHS. ... ... ... ...

11.1 An overview of research questions and contributions.| . . . . . . . . . . ..
11.2 A potential next step of the research would be to integrate a knowledge-based
approach.| . . . . . ..

A.1 Estimated real and imaginary voltage (voltage and residuals are in p.u.). . .
A.2 Moving average and moving median of training data per day. . . . .. . .
A.3 Moving variance of training data perday. . . . . .. ... ... ... ..
A.4 Moving average and moving median of actual test data per day.|. . . . . .
A.5 Moving variance of actual test data perday.|. . . . . . ... ... ... ..
A.6 Moving average of test data with attacks per day.|. . . . . . ... ... ..
A.7 Quantile-quantile plot of all 7 days training data and all 14 days test data.
A.8 Quantile-quantile plot of training data per day.| . . . . . .. ... ... ..
A.9 Quantile-quantile plot of actual test data perday.| . .. .. ... ... ..
A.10 MAD interval on test data.l . . . . . . ... ... o oL
A.11 MAD interval on test data - day 1 with attacks. . . . ... ... .. ...
A.12 MAD interval on test data - day 2 with attacks., . . . ... ... ... ..
A.13 MAD interval on test data - day 3 with attacks., . . . ... ... ... ..
A.14 MAD interval on test data - day 4 with attacks.] . . .. ... ... .. ..
A.15 MAD interval on test data - day 5 with attacks. . . .. .. .. ... ...
A.16 MAD interval on test data - day 6 with attacks. . . .. .. ... ... ..
A.17 MAD interval on test data - day 7 with attacks. . . .. .. ... ... ..
A.18 MAD interval on test data - day 8 with attacks., . . . ... ... ... ..
A.19 MAD interval on test data -day 9 with attacks.| . . . . . ... ... .. ..
A.20 MAD interval on test data - day 10 with attacks.|. . . . . . ... ... ..
A.21 MAD interval on test data - day 11 with attacks. . . . . . .. .. ... ..
A.22 MAD interval on test data - day 12 with attacks. . . . . . . ... ... ..
A.23 MAD interval on test data - day 13 with attacks. . . . . . . ... ... ..
A.24 MAD interval on test data - day 14 with attacks.|. . . . . .. .. ... ..
A.25 KLD sequence of training data per day.| . . . .. ... ... ... ... ..
A.26 KLD sequence of test data - day 1 with attacks. . . .. .. ... ... ..
A.27 KLD sequence of test data - day 2 with attacks. . . .. .. ... ... ..
A.28 KLD sequence of test data - day 3 with attacks. Detection of anomalies in
RO signal is false positive., . . . . . . . .. oo
A.29 KLD sequence of test data - day 4 with attacks. . . .. .. ... ... ...
A.30 KLD sequence of test data - day 5 with attacks.| . . . . .. ... ... ..

261
262
262
263

266

270

276

281
282
283
284
285
286
287
288
289
291
292
292
293
293
294
294
295
295
296
296
297
297
298
298
299
300
300

301
301
302

325



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

L]
10
ledge

now!

3
|
r ki

|A.31 KLD sequence of test data - day 6 with attacks., . .
|A.32 KLD sequence of test data - day 7 with attacks. . .
|A.33 KLD sequence of test data - day 8 with attacks., . .
|A.34 KLD sequence of test data - day 9 with attacks. . .
|A.35 KLD sequence of test data - day 10 with attacks.| . .
|A.36 KLD sequence of test data - day 11 with attacks. . .
|A.37 KLD sequence of test data - day 12 with attacks.| . .
|A.38 KLD sequence of test data - day 13 with attacks.| . .
|A.39 KLD sequence of test data - day 14 with attacks.| . .
|A.40 CUSUM sequence of test data - day 1 with attacks.|
|A.41 CUSUM sequence of test data - day 2 with attacks.|
|A.42 CUSUM sequence of test data - day 3 with attacks.|
|A.43 CUSUM sequence of test data - day 4 with attacks.|
|A.44 CUSUM sequence of test data - day 5 with attacks.|
|A.45 CUSUM sequence of test data - day 6 with attacks.|
|A.46 CUSUM sequence of test data - day 7 with attacks.|
|A.47 CUSUM sequence of test data - day 8 with attacks.|
|A.48 CUSUM sequence of test data - day 9 with attacks.|
|A.49 CUSUM sequence of test data - day 10 with attacks.|
|A.50 CUSUM sequence of test data - day 11 with attacks.|
|A.51 CUSUM sequence of test data - day 12 with attacks.|
|A.52 CUSUM sequence of test data - day 13 with attacks.|
|A.53 CUSUM sequence of test data - day 14 with attacks.|

326

302
303
303
304
304
305
305
306
306
307
308
308
309
309
310
310
311
311
312
312
313
313
314



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

L]
10
ledge

now!

b

o
i
r

List of Tables

1.1 nfusion matrixl . . . . . . ... L 10
|1.2 Methods and contribution for answering the research questions; Sec. = |
section (sub-research questions of research questions are in brackets; Exp. = |
experiment). . . .. ... .. 13
2.1 Measurements, events, situation and control actions; Mea. = measurement; |
| Ref. = references; Freq. = frequency; Imp. = impedance.| . . . . . . . .. 24
|3.1  Mapping of the scenarios S; to Sg as described in Sec. [5.1.2.2 to the existing |
| techniques; signs v for category 1, ~ for category 2 and X for category 3 |
| (source Paudel et al. [I29]). . . . . ... ... ... .. L L. 35
4.1 Notation used in Kalman Filtering . . . . . . ... ... ... ... ..., 44
4.2 Matrices of Kalman Filter and their dimensions.. . . . . . ... ... ... 58
5.1 Attack parameters and attack types| . . . . .. ..o 90
5.2 Extension of attack parameters and attack types . . . . . ... .. ... 92
6.1 Voltage analysis at different times of the day, DP: data points, Med: median, |
STD: standard deviation.| . . . . . ... ... ... .. ... 97
6.2 Separation of datasets, time of UTC.| . . . . . . . .. ... ... ... ... 100
6.3 Data sets used for the experiment, showing number of all data points (Total
DP), benign anomalies (BA), malicious anomalies (MA ), substituted (subs.)
(source Paudel et al. [I33]) . . . . ... .. ... ... .. ... ... 108
1 rvi f residual- methods.) . . . . ... ... o oL 116
[7.2  Upper and lower boundaries of L2-norm residuals of training data for different |
| decision levels, DL = decision level, UB = upper boundary, LB = lower |
| boundary. . . . ... oL 123
[7.3  Upper and lower boundaries of normalized residuals of training data for |
| different decision levels, DL = decision level, UB = upper boundary, LB = |
| lower boundary.|. . . . . ... 124
327



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

L]
10
ledge

now!

3
|
r ki

74

Overview of residual-based methods parameters setting, thresholds and in-

Jected attacks; Exp. = experiment; DL = decision level; o,, .= = stdev of

real voltage innovation; oy, . = stdev of imaginary voltage innovation; CO

= constant offset; RO = random offset; ICO = incremental constant offset;

IRO = incremental random offset; IROMN = incremental random offset with

more noise; [COHS = incremental constant offset with high slope. . . . .

75

Confusion matrix of real voltage| . . . . . . ... ... ... 0.

76

Confusion matrix of imaginary voltage . . . . . . .. .. ... ... ....

77

Confusion matrix of polar voltage/. . . . . . .. .. .. ... ... ...

78

Confusion matrix of real voltage., . . . . . . .. .. .. ... ... ...

7.9

Confusion matrix of imaginary voltage. . . . . .. ... ... ... ....

7.10

Confusion matrix of polar voltage., . . . . . . ... ... ... ... .. ..

125
127
128
128
130
130
131

7.11

Confusion matrix for the undetected attacks (RSCV, ICOS and IROCV)

(source Paudel et al. [I32]). It is same for all attacks as the attack always

starts at the same data point and remains undetected.| . . . . . . . . .. ..

141

7.12

Anomaly detection performance of normalized residual-based method (BAs

and MAs not separated). The values shown are the minimum, maximum

and average anomaly detection performance metrics of the 14 test data sets.

Min/max for FPR is always (0/0)%, and min/max for precision is always

(100/100)% for all attack types (source Paudel et al. [133]). . . . ... ..

Detected attacks (at least one malicious data point was detected as an anomaly)

out of the 14 injected attacks using L2-norm and normalized residual-based

methods (rounded average values are shown for the detected data points).

Average detection rates of benign and malicious anomalies by normalized

residual-based method. TPRB = TPR benign, TPRM = TPR malicious

(source Paudel et al. [I33]). . . . ... ... ... ... ... ... ...

Minimum, maximum and average anomaly detection delay of normalized

residual-based method (source Paudel et al. [133]). . . . . ... ... ...

Overview of stealthy attacks. . . . . . . ... ... ... ... ...

Overview of experiment with stealthy attacks of form a = H - ¢, attacks

parameters setting and injected attack; SE = State estimation; Exp. =

experiment; MV = measured vector; CO = constant offset. It is all for the

test data® (01.04. 2016)| . . . . . . ... Lo

166

Possibility of detecting stealthy attacks defined by Liu et al. in [100] using

residual-based methods; Exp. = experiment; Det. = detection possible.| .

176

9.1

Detection of FDI attacks (BDD methods detect only some of the FDI attacks

as shown in chapters |7 and |8, here we summarize the detection of FDI attacks

using the residuals-based BDD methods). Attack parameters as described in

Sec. methods and thresholds as described in sections and MV =

measured vectors; SEM = SE methods; Det. = detection; DP = detection

possible in our experiments; MO = manipulation of; Y = yes; N =no.| . . .

9.2

Overview of lightweight statistical methods.| . . . . . . .. .. .. ... ..

328

181
183



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

L]
10
ledge

now!

3
|
r ki

9.3 Detectability of attacks using MAD. . . . .. .. .. ... 0. 187
9.4 Detectability of attacks using KLD . . . . .. ... ... ... ... .... 190
9.5 Notations used in Cumulative Sum.) . . .. ... ... ... ... ... ... 191
9.6 Detectability of attacks using CUSUM.| . . . ... ... ... ... .... 194
9.7 Influencing factors of detection methods; DPs = data points.| . . . . . .. 195
9.8  Overview of methods, parameter setting, thresholds and injected attacks; Exp. |
| = experiment; DL = decision level; b = scale factor; t = threshold; LL = lower |
( limit; UL = upper limit; WS = window size; ST = window sliding time; CO |
| = constant offset; RO = random offset; ICO = incremental constant offset; |
( IRO = incremental random offset; IROMN = incremental random offset with |
| more noise; ICOHS = incremental constant offset with high slope. . . . . 198
9.9 Detected data points using MAD, KLD and CUSUM methods (rounded
average values are shown for the detected data points); an attack is detected
| if one data point is detected. . . . . . . ..o oL 207
[9.10 Minimum, maximum and average anomaly detection delay of different methods |
| (source Paudel et al. [I33]). . . . . ... .. ... ... . 207
9.11 Minimum, maximum and average anomaly detection delay of KLD window- |
| based (source Paudel et al. [I33]). . . . ... ... ... ... ....... 208
9.12 Anomaly detection performance of different methods. The values shown are |
| the minimum, maximum and average anomaly detection performance metrics |
| from the 14 test data sets. Best results per attack are shown in bold letters |
| (source Paudel et al. [I33]). . . . . . ... ... ... .. ... ... 211
19.13 Anomaly detection performance of KLD window-based approach. The values |
| shown are the minimum, maximum and average anomaly detection perfor- |
| mance metrics from of the 14 test data sets (source Paudel et al. [133]). . 212
9.14 An example recall and true positive rate.| . . . . .. .. ..o 220
[9.15 Positive and negative weights for the recall and TNR shown in Tab. |9.14; Pos. |
[ = positive, Neg. = negative; see Sec. 9.4.2| for values of a and b.| . . . . .. 221
19.16 An overview of thresholds for statistical methods, MAD, KLLD and CUSUM. 222
[9.17 Recall and true negative rates of MAD, KLD and CUSUM. . . . ... .. 222
19.18 Positive and negative weights of MAD, KLD, and CUSUM. . . . . .. .. 223
[9.19 Overview of weighted voting, parameter setting and injected attacks; Exp. = |
( experiment; CO = constant offset; RO = random offset; [CO = incremental |
[ constant offset; IRO = incremental random offset; IROMN = incremental |
| random offset with more noise; ICOHS = incremental constant offset with |
| high slope; Sec = section. . . . . ... ... oo 223
9.20 Minimum, maximum and average anomaly detection performance metrics of |
[ the weighted voting method from the 14 test data sets.|. . . . . . . . . .. 224
9.21 Minimum, maximum and average anomaly detection delay of the weighted |
( voting method.| . . . . . . ... 225
19.22 Average anomaly detection performance of the individual and the weighted |
| voting methods from the 14 test data sets. Best results per attack are shown |
in bold letters. . . . . . . . .. L 225
329



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

L]
10
ledge

now!

b

o
i
r

9.23 Detected data points using weighted voting scheme (rounded average values

are shown for the detected data points). | . . . ... ... ... ... ... 226
19.24 An overview of attack detection using methods MAD, KLD, CUSUM, and |
| weighted voting. Sign @ represents an attack is detected immediately, and sign |
|  represents delayed detection; an attack is meant to be detected immediately |
| if an attack is detected with in 100 data points.|. . . . . . . . .. ... .. 237
10.1_An overview of our contribution. . . . . ... ... ... o000 243
[10.2 Overview of state estimation integrity preservation, Sec. = section.|. . . . 244
|10.3 Notations used in state estimation integrity preservation. . . . .. .. .. 244
10.4 Possibiliti kestates) . . . . ... 247
|10.5 Overview of state estimation integrity preservation, parameter setting and |
[ injected attacks; Exp. = experiment; CO = constant offset; RO = random |
| offset; ICO = incremental constant offset; IRO = incremental random offset; |
| IROMN = incremental random offset with more noise; ICOHS = incremental |
| constant offset with high slope; Sec = section.|. . . . . .. ... ... ... 253
[10.6 Estimation with correction; Orig. = original; Report. = reported; Correct. = |
| corrected; A = anomalous; NA = not applicable; Y = yes; N = no; Dif fest org |
( = difference between estimated and original value. . . . . . . .. ... .. 264
10.7 Estimated voltage values (in p.u.) in attack scenarios, and state estimation |
| preservation using different anomaly detection methods; S, = sum of differ- |

ence between estimated voltage in attack scenarios (without substitution) and

normal operation (i.e., error in voltage reporting), Sg; ¢ = sum of difference

of estimated values after applying AD method together with anomalous data
| replacement and estimated values in normal operation.|. . . . . . . . . .. 264
|A.1 Detected data points using normalized residual-based method. | . . . . . . 315
|A.2 Detected data points using weighted voting method.| . . . . . . .. .. .. 315
|A.3 Detected data points using MAD, KLLD and CUSUM methods.| . . . . .. 316
|A.4 Statistical property of whole training and test data sets. | . . . ... ... 317
|[A.5 Statistical properties of test data perday.| . . . . . ... ... ... ..., 317

330



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

Bibliography

IEEE Standard for Interconnecting Distributed Resources with Electric Power
Systems. IEEE Std 1547-2003, pages 1-28, July 2003.

IEC 61727 ed2.0 Photovoltaic (PV) systems - Characteristics of the utility interface.
International Electrotechnical Commission, 2004.

BDEW Generating Plants Connected to the Medium-Voltage Network. BDEW
German Association of Energy and Water Industries, 2008.

IEEE Standard for Synchrophasor Data Transfer for Power Systems. IFEFE Std
C87.118.2-2011 (Revision of IEEE Std C37.118-2005), pages 1-53, Dec 2011.

IEEE Standard for Synchrophasor Measurements for Power Systems. IEEE Std
C37.118.1-2011 (Revision of IEEE Std C37.118-2005), pages 1-61, Dec 2011.

VDE-AR-N 4105:2011- 08 Power generation systems connected to the low-voltage
distribution network. VDE Association for FElectrical, Electronic and Information
Technologies, 2011.

IEEE Standard for Synchrophasor Measurements for Power Systems — Amendment
1: Modification of Selected Performance Requirements. IEEE Std C37.118.1a-2014
(Amendment to IEEE Std C37.118.1-2011), pages 1-25, April 2014.

C. B. A. Lee et al. Electric Sector Failure Scenarios and Impact Analyses. Technical
report, 2013.

M. Adamiak, D. Baigent, and R. Mackiewicz. IEC 61850 communication networks
and systems in substations: An overview for users. 2009.

M. Adamiak, D. Baigent, and R. Mackiewicz. IEC 61850 Communication Networks
and Systems In Substations. 2010.

M. Ahmad. Power System State Estimation. Artech House power engineering
series. Artech House, 2013.

N. U. Ahmed and S. M. Radaideh. Modified extended kalman filtering. IEEFE
Transactions on Automatic Control, 39(6):1322-1326, 1994.

331



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

[14]

[15]
[16]

[17]

[18]

[19]

[20]

332

C. Alcaraz, L. Cazorla, and G. Fernandez. Risks and Security of Internet and
Systems: 9th International Conference, CRiSIS 2014. 2014.

Ali Abur, Antonio Gémez Expésito. Power System State Estimation: Theory and
Implementation. 2004.

A. Anwar and A. N. Mahmood. Cyber security of smart grid infrastructure. 2014.

A. Arefi and M.-R. Haghifam. State estimation in smart power grids. In A. Keyhani
and M. Marwali, editors, Smart Power Grids 2011, Power Systems, pages 439-478.
Springer Berlin Heidelberg, 2012.

J. Arvo. II1.4 - FAST RANDOM ROTATION MATRICES. In D. KIRK, editor,
Graphics Gems III (IBM Version), pages 117 — 120. Morgan Kaufmann, San
Francisco, 1992.

A. Ashok, M. Govindarasu, and V. Ajjarapu. Online detection of stealthy false
data injection attacks in power system state estimation. IEEE Transactions on
Smart Grid, 9(3):1636-1646, 2018.

S. Barreto, M. Pignati, G. Dan, J. Le Boudec, and M. Paolone. Undetectable
timing-attack on linear state-estimation by using rank-1 approximation. IEFE
Transactions on Smart Grid, 9(4):3530-3542, 2018.

S. Barreto, A. Suresh, and J. Le Boudec. Cyber-attack on packet-based time
synchronization protocols: The undetectable delay box. In 2016 IEEE International
Instrumentation and Measurement Technology Conference Proceedings, pages 1-6,
2016.

M. Basseville and 1. V. Nikiforov. Detection of Abrupt Changes: Theory and
Application. Prentice-Hall, Inc., Upper Saddle River, NJ, USA, 1993.

S. Basumallik, S. Eftekharnejad, N. Davis, and B. K. Johnson. Impact of false data
injection attacks on pmu-based state estimation. In 2017 North American Power
Symposium (NAPS), pages 1-6, Sep. 2017.

A. Bergen and V. Vittal. Power Systems Analysis. Pearson/Prentice Hall, 2000.

R. Bobba, K. Davis, Q. Wang, H. Khurana, K. Nahrstedt, and T. Overbye. Detecting
false data injection attacks on dc state estimation. 01 2010.

R. B. Bobba, J. Dagle, E. Heine, H. Khurana, W. H. Sanders, P. Sauer, and
T. Yardley. Enhancing Grid Measurements: Wide Area Measurement Systems,
NASPInet, and Security. IEEE Power and Energy Magazine, 2012.

E. Bompard, T. Huang, Y. Wu, and M. Cremenescu. Classification and trend
analysis of threats origins to the security of power systems. International Journal
of Electrical Power and Energy Systems, 50:50 — 64, 2013.



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

[29]

[30]

[31]

[32]

[33]

R. G. Brown and P. Y. Hwang. Introduction to Random Signals and Applied
Kalman Filtering with Matlab Fxercises. John Wiley and Sons, 2012.

E. J. Byres, M. Franz, and D. Miller. The Use of Attack Trees in Assessing Vul-
nerabilities in SCADA Systems. https://www.ida.liu.se/labs/rtslab/
iisw04/camready/SCADA-Attack—Trees—Final.pdf, 2004. Online; ac-
cessed January 2020.

V. C., A. B, and V. K. Anomaly detection: A survey. ACM Comput. Surv., 41(3),
July 2009.

CENELEC. CEN-CENELEC-ETSI Smart Grid Coordination Group - First Set of
Standards. 2012.

G. Chaojun, P. Jirutitijaroen, and M. Motani. Detecting false data injection attacks
in ac state estimation. IEEE Transactions on Smart Grid, 6(5), Sept 2015.

D. Chassin, R. Carroll, and D. Bakken. NASPI Phasor Gateways and Their
Relationship to Phasor Data Concentrators. 2008.

H. Chen, L. Zhang, J. Mo, and K. E. Martin. Synchrophasor-based real-time state
estimation and situational awareness system for power system operation. Journal
of Modern Power Systems and Clean Energy, 4(3):370-382, 2016.

P. Chen, L. Desmet, and C. Huygens. A Study on Advanced Persistent Threats,
pages 63-72. Springer Berlin Heidelberg, Berlin, Heidelberg, 2014.

T. M. Chen, J. C. Sanchez-Aarnoutse, and J. Buford. Petri net modeling of cyber-
physical attacks on smart grid. IEEE Transactions on Smart Grid, 2(4):741-749,
2011.

F. N. Chowdhury, J. P. Christensen, and J. L. Aravena. Power system fault
detection and state estimation using kalman filter with hypothesis testing. IEEFFE
Transactions on Power Delivery, 6(3):1025-1030, Jul 1991.

CISCO. White paper - substation automation for the smart grid. 2010.

CISCO. Snort-intrusion prevention system capable of real-time traffic analysis and
packet logging. 2016.

S. Cui, Z. Han, S. Kar, T. T. Kim, H. V. Poor, and A. Tajer. Coordinated
data-injection attack and detection in the smart grid: A detailed look at enriching
detection solutions. IEEFE Signal Processing Magazine, 2012.

T. V. Cutsem, M. Ribbens-Pavella, and L. Mili. Bad data identification methods in
power system state estimation-a comparative study. IEFE Transactions on Power
Apparatus and Systems, PAS-104(11):3037-3049, Nov 1985.

333


https://www.ida.liu.se/labs/rtslab/iisw04/camready/SCADA-Attack-Trees-Final.pdf
https://www.ida.liu.se/labs/rtslab/iisw04/camready/SCADA-Attack-Trees-Final.pdf

Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

[43]

[44]

334

A. M. L. da Silva, M. B. D. C. Filho, and J. M. C. Cantera. An efficient dynamic
state estimation algorithm including bad data processing. IEEE Power Engineering
Review, PER-7(11):49-49, Nov 1987.

G. Dan and H. Sandberg. Stealth attacks and protection schemes for state estimators
in power systems. In 2010 First IEEE International Conference on Smart Grid
Communications, pages 214-219, Oct 2010.

M. Dehghani, Z. Khalafi, A. Khalili, and A. Sami. Integrity attack detection in
pmu networks using static state estimation algorithm. In PowerTech, 2015 IEEE
FEindhoven, 2015.

D. Deka, R. Baldick, and S. Vishwanath. Data attacks on power grids: Leveraging
detection. In 2015 IEEE Power Energy Society Innovative Smart Grid Technologies
Conference (ISGT), pages 1-5, 2015.

T. G. Dietterich. Ensemble methods in machine learning. In Multiple Classifier
Systems, pages 1-15, Berlin, Heidelberg, 2000. Springer Berlin Heidelberg.

E. Drayer and T. Routtenberg. Detection of false data injection attacks in smart
grids based on graph signal processing. IEEE Systems Journal, 14(2):1886-1896,
2020.

Ecole Polytechnique Federale DE Lausanne (EPFL). Smart Grid and PMU measure-
ments. https://smartgrid.epfl.ch/?g=monitoring. Online; accessed
January 2020.

A. Elgargouri, R. Virrankoski, and M. Elmusrati. Iec 61850 based smart grid
security. In 2015 IEEE International Conference on Industrial Technology (ICIT),
pages 2461-2465, March 2015.

M. et al. PMU Optimal Placement using sensitivity analysis for power systems
fault location. In 2015 IEEE Electrical Power and Energy Conference (EPEC),
Oct 2015.

S. et al. Performance assessment of linear state estimators using synchrophasor
measurements. IEEE Transactions on Instrumentation and Measurement, 65(3),
March 2016.

E. C. for Electrotechnical Standardization CENELEC. Standard
EN 50160 - Voltage Characteristics in Public Distribution Sys-
tems. http://copperalliance.org.uk/uploads/2018/03/

542-standard-en-50160-voltage—-characteristics—in.pdf] 2004.
Online; accessed January 2020.

G. Franklin, J. Powell, and M. Workman. Digital control of dynamic systems-third
edition. 01 2006.


https://smartgrid.epfl.ch/?q=monitoring
http://copperalliance.org.uk/uploads/2018/03/542-standard-en-50160-voltage-characteristics-in.pdf 
http://copperalliance.org.uk/uploads/2018/03/542-standard-en-50160-voltage-characteristics-in.pdf 

Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

A. Garcia, A. Monticelli, and P. Abreu. Fast decoupled state estimation and
bad data processing. IEEE Transactions on Power Apparatus and Systems, PAS-
98(5):1645-1652, 1979.

S. Gupta, S. Waghmare, F. Kazi, S. Wagh, and N. Singh. Blackout risk analysis
in smart grid wampac system using kl divergence approach. In 2016 IEEE 6th
International Conference on Power Systems (ICPS), March 2016.

F. Hamano. Derivative of rotation matrix direct matrix derivation of well known
formula. Proceedings of Green Energy and Systems Conference, abs/1311.6010,
2013.

J. Harmouche, C. Delpha, and D. Diallo. Incipient fault detection and diagnosis
based on kullback—leibler divergence using principal component analysis: Part i.
Signal Processing, 94:278 — 287, 2014.

F. Harrou, Y. Sun, and M. Madakyaru. Kullback-leibler distance-based enhanced de-
tection of incipient anomalies. Journal of Loss Prevention in the Process Industries,
44:73 — 87, 2016.

Y. Huang, J. Tang, Y. Cheng, H. Li, K. A. Campbell, and Z. Han. Real-time
detection of false data injection in smart grid networks: An adaptive cusum method
and analysis. IEEE Systems Journal, 10(2):532-543, 2016.

M. Hutle et al. Threat analysis and risk assesment. Smart Grid Protection Against
Cyber Attacks-SPARKS European Project, 2015.

TEC-60870-5-101. TEC 60870-5-101 - Transmission protocols - Section 101: Com-
panion standard for basic telecontrol tasks.

TEC-60870-5-103. TEC 60870-5-103 - Transmission protocols —Companion standard
for the informative interface of protection equipment.

TEC-60870-5-104. IEC 60870-5-104 - Transmission protocols - Network access for
TEC 60870-5-101 using standard transport profiles . https://webstore.iec.
ch/publication/18149. Online; accessed January 2020.

TEC-61850. TEC 61850 - Communication Networks and Systems in Substations.

IEC-62351-1. Part 1: Communication network and system security — introduction
to security issues. 2007.

IEC-62351-6. Part 6: Security for 61850. 2007.

S. IEC Geneva. IEC 62351-Part 1: Communication network and system security —
Introduction to security issues. 2007.

TEC-TR-61850-90-1. IEC 61850-Part 90-1: Use of IEC 61850 for the communication
between substations. 2016.

335


https://webstore.iec.ch/publication/18149
https://webstore.iec.ch/publication/18149

Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

[76]

[77]

336

IEC-TR-61850-90-2. TEC 61850-Part 90-2: Using IEC 61850 for communication
between substations and control centres. 2016.

IEC-TR-61850-90-5. IEC 61850-Part 90-5: Use of IEC 61850 to transmit syn-
chrophasor information according to IEEE C37.118. 2012.

IEEE-C37.118.1. IEEE Standard for Synchrophasor Measurements for Power
Systems. IEEE-Std-C37.118.1-2011 (Revision of IEEE Std C37.118-2005), 2011.

IEEE-C37.118.2. IEEE Standard for Synchrophasor Data Transfer for Power
Systems. IEEE-Std-C87.118.2-2011 (Revision of IEEE Std C37.118-2005), 2011.

S. Jajodia, P. Liu, V. Swarup, and C. Wang, editors. Cyber Situational Awareness
- Issues and Research. Advances in Information Security. Springer, 2010.

A. H. Jazwinski. Stochastic Processes and Filtering Theory, volume 64. Academic
Press, Inc., 1970.

X. Jiang, J. Zhang, B. J. Harding, J. J. Makela, and A. D. Dominguez-Garco«a.
Spoofing gps receiver clock offset of phasor measurement units. IEEE Transactions
on Power Systems, 2013.

B. Johnson, D. Caban, M. Krotofil, D. Scali, N. Brubaker, and C. Glyer.
Attackers Deploy New ICS Attack Framework “TRITON" and Cause Opera-
tional Disruption to Critical Infrastructure. https://www.fireeye.com/blog/threat-
research/2017 /12 /attackers-deploy-new-ics-attack-framework-triton.html. Online;
accessed March 2018.

K. D. Jones. Three-phase linear state estimation with phasor measurements. In
Masters’s Thesis, Viginia Tech, May 2011.

K. D. Jones, J. S. Thorp, and R. M. Gardner. Three-phase linear state estimation
using phasor measurements. In 2013 IEEE Power Energy Society General Meeting,
pages 1-5, July 2013.

A. Jovicic, M. Jereminov, L. Pileggi, and G. Hug. A linear formulation for power
system state estimation including rtu and pmu measurements. In 2019 IEEE PES
Innovative Smart Grid Technologies Europe (ISGT-Europe), pages 1-5, 2019.

V. Kekatos, G. B. Giannakis, and R. Baldick. Grid topology identification using
electricity prices. In 2014 IEEE PES General Meeting | Conference Exposition,
pages 1-5, July 2014.

M. Kezunovic, T. Popovic, C. Muehrcke, B. Isle, S. Harp, E. Sisley, and S. Ayyorgun.
NESCOR Wide Area Monitoring, Protection, and Control Systems : Standards for
Cyber Security Requirements. 2012. [Online; accessed 31-January-2017).



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

[83]

[84]

J. Kim, I. Moon, K. Lee, S. C. Suh, and I. Kim. Scalable security event aggre-
gation for situation analysis. In Big Data Computing Service and Applications
(BigDataService), 2015 IEEE First International Conference, 2015.

J. Kim and L. Tong. On topology attack of a smart grid: Undetectable attacks and
countermeasures. [EEE Journal on Selected Areas in Communications, 31(7):1294—
1305, July 2013.

T. T. Kim and H. V. Poor. Strategic Protection Against Data Injection Attacks
on Power Grids. IFEFE Transactions on Smart Grid, 2011.

F. Kong, J. Weimer, O. Sokolsky, and I. Lee. State consistencies for cyber-physical
system recovery. In 2019 2nd Workshop on Cyber-Physical Systems Security and
Resilience (CPS-SR), April 2019.

F. Kong, M. Xu, J. Weimer, O. Sokolsky, and I. Lee. Cyber-physical system
checkpointing and recovery. In 2018 ACM/IEEE 9th International Conference on
Cyber-Physical Systems (ICCPS), pages 22-31, April 2018.

G. N. Korres and N. M. Manousakis. State estimation and bad data processing for
systems including pmu and scada measurements. FElectric Power Systems Research,
81(7):1514 — 1524, 2011.

G. N. Korres and N. M. Manousakis. State estimation and bad data processing for

systems including pmu and scada measurements. FElectric Power Systems Research,
81(7):1514 — 1524, 2011.

0. Kosut, L. Jia, R. J. Thomas, and L. Tong. Malicious data attacks on the smart
grid. IEEE Transactions on Smart Grid, 2(4):645-658, Dec 2011.

D. Kraft. Optimal estimation with an introduction to stochastic control theory :
Frank 1. lewis. Automatica, 23:807-808, 1987.

S. Kullback. Information Theory and Statistics. 22(1), 1968.

S. Kullback and R. A. Leibler. On Information and Sufficiency. The Annals of
Mathematical Statistics, 22(1), 1951.

Y. Kwon, H. K. Kim, Y. H. Lim, and J. I. Lim. A behavior-based intrusion detection
technique for smart grid infrastructure. In PowerTech, 2015 IEEE Eindhoven,
2015.

R. Langner. Stuxnet: Dissecting a cyberwarfare weapon. IFEE Security Privacy,
9(3):49-51, May 2011.

R. M. Lee, M. J. Assante, and T. Conway. Analysis of the Cyber Attack on the
Ukrainian Power Grid. Technical report, SANS ICS and E-ISAC, March 2016.

337



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

[102]

[103]
[104]
[105]
[106]
[107]

[108]

[109]

338

C. Leys, C. Ley, O. Klein, P. Bernard, and L. Licata. Detecting outliers: Do not
use standard deviation around the mean, use absolute deviation around the median.
Journal of Experimental Social Psychology, 49(4):764 — 766, 2013.

G. Liang, S. R. Weller, J. Zhao, F. Luo, and Z. Y. Dong. The 2015 ukraine blackout:
Implications for false data injection attacks. IEEE Transactions on Power Systems,
32(4):3317-3318, July 2017.

J. Liang, L. Sankar, and O. Kosut. Vulnerability analysis and consequences of false
data injection attack on power system state estimation. IEFE Transactions on
Power Systems, 31(5):3864-3872, Sep. 2016.

J. Liu, Y. Xiao, S. Li, W. Liang, and C. L. P. Chen. Cyber security and privacy
issues in smart grids. IEEE Communications Surveys Tutorials, 14(4):981-997,
2012.

Y. Liu, P. Ning, and M. K. Reiter. False Data Injection Attacks Against State
Estimation in Electric Power Grids. In Proceedings of the 16th ACM Conference
on Computer and Communications Security, 2009.

Y. Liu, P. Ning, and M. K. Reiter. False data injection attacks against state
estimation in electric power grids. In Proceedings of the 16th ACM Conference on
Computer and Communications Security, CCS *011, 2011.

J. Lueckenga, D. Engel, and R. Green. Weighted vote algorithm combination
technique for anomaly based smart grid intrusion detection systems. In 2016
International Joint Conference on Neural Networks (IJCNN), pages 27382742,
July 2016.

R. A. Maronna, R. D. Martin, and V. J. Yohai. Robust Statistics: Theory and
Methods. John Wiley and Sons Canada Ltd., Toronto, ON, 2006.

Mathworks. Feedback connection of multiple models.
Mathworks. Kalman filter design, kalman estimator.
Mathworks. Kalman filtering, steady state kalman filter.
Mathworks. Parallel connection of two models.

G. M. Messinis and N. D. Hatziargyriou. Review of non-technical loss detection
methods. FElectric Power Systems Research, 158, 2018.

Miao He, Junshan Zhang, and V. Vittal. A data mining framework for online
dynamic security assessment: Decision trees, boosting, and complexity analysis. In
2012 IEEE PES Innovative Smart Grid Technologies (ISGT), pages 1-8, 2012.

W. Miller and J. Lewis. Dynamic state estimation in power systems. IFEE
Transactions on Automatic Control, 16(6):841-846, December 1971.



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

[110]

[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]

MITRE. ATT and CK for Industrial Control Systems. https://collaboratel
mitre.org/attackics/index.php/Main_Page. Online; accessed January
2020.

Modbus. MODBUS Application Protocol Specification V1.1b3. |http://www.
modbus.org/docs/Modbus_Application_Protocol_V1_1b3.pdf, 2012.
Online; accessed January 2020.

M. Mohammad. Smart false data injection attacks against state estimation in
power grid. ArXiv, abs/1809.07039, 2018.

J. G. Moller, M. Sorensen, H. Johansson, and J. Ostergaard. Detecting topological
errors with pre-estimation filtering of bad data in wide-area measurements. In 2017
IEEE Manchester PowerTech, pages 1-6, June 2017.

A. Monticelli. Electric power system state estimation. Proceedings of the IEEFE,
88(2):262-282, Feb 2000.

A. Monticelli and A. Garcia. Reliable bad data processing for real-time state
estimation. IEEE Transactions on Power Apparatus and Systems, PAS-102(5):1126—
1139, 1983.

A. P. Moore, R. J. Ellison, and R. C. Linger. Attack modeling for information
security and survivability. Carnegie Mellon University, 2001.

V. M. Morgenstern, B. R. Upadhyaya, and M. Benedetti. Signal anomaly detection
using modified cusum method. In Proceedings of the 27th IEEE Conference on
Decision and Control, volume 3, pages 2340-2341, 1988.

T. Murata. Petri nets: Properties, analysis and applications. Proceedings of the
IEEE, 77(4):541-580, 1989.

NASPI Engineering Analysis Task Team. Phase Angle Calculations: Considerations
and Use Cases. NASPI Engineering Analysis Task Team Technical Paper, September
2016.

NASPInet. Phasor gateways technical specifications for north american synchro-
phasor initiative network. 2009.

N. E. S. C. O. R. NESCOR and N. W. T. G. . TWGI1. Electric sector
failure scenarios and impact analyses. http://smartgrid.epri.com/doc/

NESCORfailurescenarios09-13finalc.pdf, 2013. Online; accessed Jan-
uary 2020.

J. Ni, K. Alharbi, X. Lin, and X. Shen. Security-enhanced data aggregation
against malicious gateways in smart grid. In 2015 IEEE Global Communications
Conference, 2015.

339


https://collaborate.mitre.org/attackics/index.php/Main_Page
https://collaborate.mitre.org/attackics/index.php/Main_Page
http://www.modbus.org/docs/Modbus_Application_Protocol_V1_1b3.pdf 
http://www.modbus.org/docs/Modbus_Application_Protocol_V1_1b3.pdf 
http://smartgrid.epri.com/doc/NESCOR failure scenarios09-13 finalc.pdf
http://smartgrid.epri.com/doc/NESCOR failure scenarios09-13 finalc.pdf

Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

[123]

[124]

[125]

[126]

[127]

[128]

[129]

[130]

[131]

[132]

[133]

[134]

340

NIST. Guidelines for Smart Grid Cybersecurity; Smart Grid Cybersecurity Strategy,
Architecture, and High-Level Requirements. https://nvlpubs.nist.gov/
nistpubs/ir/2014/NIST.IR.7628r1.pdf. Online; accessed January 2020.

NIST. Guidelines for Smart Grid Cybersecurity; Supportive Analyses and
References. https://nvlpubs.nist.gov/nistpubs/ir/2014/NIST.IR.
762811 .pdf. Online; accessed January 2020.

Z. Omary and F. Mtenzi. Machine learning approach to identifying the dataset
threshold for the performance estimators in supervised learning. International
Journal for Infonomics, 3, 09 2010.

S. Pal and B. Sikdar. A mechanism for detecting data manipulation attacks on pmu
data. In Communication Systems (ICCS), 2014 IEEE International Conference
on, 2014.

S. Pal, B. Sikdar, and J. Chow. Real-time detection of packet drop attacks on
synchrophasor data. In Smart Grid Communications, 2014 IEEE International
Conference on, 2014.

A. Patel, H. Alhussian, J. M. Pedersen, B. Bounabat, J. C. Junior, and S. Katsikas.
A nifty collaborative intrusion detection and prevention architecture for smart grid
ecosystems. Comput. Secur., 64(C):92-109, Jan. 2017.

S. Paudel, P. Smith, and T. Zseby. Data Integrity Attacks in Smart Grid Wide
Area Monitoring. 4th International Symposium for ICS and SCADA Cyber Security
Research, 2016.

S. Paudel, P. Smith, and T. Zseby. Attack models for advanced persistent threats
in smart grid wide area monitoring. In Proceedings of the 2Nd Workshop on Cyber-
Physical Security and Resilience in Smart Grids, CPSR-SG’17, pages 61-66, New
York, NY, USA, 2017. ACM.

S. Paudel, P. Smith, and T. Zseby. Data Attacks in Wide Area Monitoring System.
Symposium on Innovative Smart Grid Cybersecurity Solutions, 2017.

S. Paudel, P. Smith, and T. Zseby. Stealthy attacks on smart grid PMU state
estimation. In Proceedings of the 13th International Conference on Availability,
Reliability and Security, ARES 2018, Hamburg, Germany, August 27-30, 2018,
pages 16:1-16:10, 2018.

S. Paudel, T. Zseby, E. Piatkowska, and P.Smith. An evaluation of methods for
detecting false data injection attacks in the smart grid. In preparation.

L. Pet6 and J. Botzheim. Parameter optimization of deep learning models by evo-
lutionary algorithms. In 2019 IEEE International Work Conference on Bioinspired
Intelligence (IWOBI), pages 000027-000032, 2019.


https://nvlpubs.nist.gov/nistpubs/ir/2014/NIST.IR.7628r1.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2014/NIST.IR.7628r1.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2014/NIST.IR.7628r1.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2014/NIST.IR.7628r1.pdf

Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

[135]

[136]

[137]

[138]

[139]

[140]

[141]

[142]

[143]

[144]

[145]

[146]

J. L. Peterson. Petri nets. ACM Comput. Surv., 9(3):223-252, 1977.

A. Phadke and J. Thorp. Synchronized Phasor Measurements and Their Applica-
tions. Power Electronics and Power Systems. Springer US, 2008.

M. Pignati, M. Popovic, S. Barreto, R. Cherkaoui, G. Dario Flores, J. Le Boudec,
M. Mohiuddin, M. Paolone, P. Romano, S. Sarri, T. Tesfay, D. Tomozei, and
L. Zanni. Real-time state estimation of the epfl-campus medium-voltage grid
by using pmus. In 2015 IEEE Power Energy Society Innovative Smart Grid
Technologies Conference (ISGT), pages 1-5, Feb 2015.

M. Pignati, M. Popovic, S. Barreto, R. Cherkaoui, G. D. Flores, J. Y. L. Boudec,
M. Mohiuddin, M. Paolone, P. Romano, S. Sarri, T. Tesfay, D. C. Tomozei, and
L. Zanni. Real-time state estimation of the EPFL-campus medium-voltage grid
by using PMUs. In 2015 IEEE Power Energy Society Innovative Smart Grid
Technologies Conference (ISGT), pages 1-5, Feb 2015.

M. Pignati, L. Zanni, S. Sarri, R. Cherkaoui, J. Le Boudec, and M. Paolone. A
pre-estimation filtering process of bad data for linear power systems state estimators
using PMUs. In 2014 Power Systems Computation Conference, pages 1-8, Aug
2014.

M. A. Rahman, E. Al-Shaer, and P. Bera. A noninvasive threat analyzer for
advanced metering infrastructure in smart grid. IEEE Transactions on Smart Grid,
2013.

M. A. Rahman and H. Mohsenian-Rad. False data injection attacks with incomplete
information against smart power grids. In 2012 IEEE Global Communications
Conference (GLOBECOM), pages 3153-3158, Dec 2012.

M. Rassam, M. Maarof, and A. Zainal. Outlier detection techniques for wireless
sensor networks: A survey. American Journal of Applied Sciences, 9(10), Second
2012.

W. Reisig. Petri Nets: An Introduction. Springer-Verlag New York, Inc., USA,
1985.

M. Reta-Hernandez. 13 transmission line parameters. 2010.

P. Romano and M. Paolone. Enhanced Interpolated-DFT for Synchrophasor Esti-
mation in FPGAs: Theory, Implementation, and Validation of a PMU Prototype.
IEEFE Transactions on Instrumentation and Measurement, 63(12):2824-2836, Dec
2014.

P. J. Rousseeuw and C. Croux. Alternatives to the median absolute deviation.
Journal of the American Statistical Association, 88(424), 1993.

341



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

°
lio
nowledge

b

o
i
r

M YOU

[147]

[148]

[149]

[150]

[151]

[152]

[153]

[154]

[155]

[156]

[157]

[158]

342

D. Ruppert and D. S. Matteson. Statistics and data analysis for financial engineering.
Springer, New York, NY, 2015.

H. Sandberg, A. Teixeira, and K. Johansson. On security indices for state estimators
in power networks. 01 2010.

S. Sarri. Methods and Performance Assessment of PMU-based Real-Time State
Estimation of Active Distribution Networks. 2016.

S. Sarri, L. Zanni, M. Popovic, J. Y. L. Boudec, and M. Paolone. Performance
Assessment of Linear State Estimators Using Synchrophasor Measurements. I[FEE
Transactions on Instrumentation and Measurement, 65(3):535-548, March 2016.

S. Savulescu. Real-Time Stability in Power Systems. Power Electronics and Power
Systems. Springer, 2014.

B. Schneier.  Attack Trees. |https://www.schneier.com/academic/
archives/1999/12/attack_trees.html, 1999. Online; accessed January
2020.

L. Schwartfegerand and D. Santos-Martin. Review of distributed gen-
eration interconnection standards. https://ir.canterbury.ac.
nz/bitstream/handle/10092/17537/UC-GG-14-C-LS-01_EEA
ReviewofDistributedGenerationInterconnectionStandards_
LSchwartfeger_18-20June_2015_CS2.4.3.pdf?sequence=1} 2014.
Online; accessed January 2020.

F. C. Schweppe. Power system static-state estimation, part iii: Implementation.
IEEE Transactions on Power Apparatus and Systems, PAS-89(1):130-135, Jan
1970.

F. C. Schweppe and J. Wildes. Power system static-state estimation, part i: Exact
model. IEEE Transactions on Power Apparatus and Systems, PAS-89(1):120-125,
Jan 1970.

J. Searle, G. Rasche, A. Wright, and S. Dinnage. Nescor guide to pene-
tration testing for electric utilities. |http://smartgrid.epri.com/doc/
NESCORGuidetoPenetrationTestingforElectricUtilities-v3-Final.
pdf, 2016.

K. Singla and S. Biswas. Machine learning explanability method for the multi-label
classification model. In 2021 IEEFE 15th International Conference on Semantic
Computing (ICSC), pages 337-340, 2021.

F. Skopik, M. Landauer, M. Wurzenberger, G. Vormayr, J. Milosevic, J. Fabini,
W. Priiggler, O. Kruschitz, B. Widmann, K. Truckenthanner, S. Rass, M. Simmer,
and C. Zauner. synergy: Cross-correlation of operational and contextual data to


https://www.schneier.com/academic/archives/1999/12/attack_trees.html
https://www.schneier.com/academic/archives/1999/12/attack_trees.html
https://ir.canterbury.ac.nz/bitstream/handle/10092/17537/UC-GG-14-C-LS-01_EEA_ReviewofDistributedGenerationInterconnectionStandards_LSchwartfeger_18-20June_2015_CS2.4.3.pdf?sequence=1
https://ir.canterbury.ac.nz/bitstream/handle/10092/17537/UC-GG-14-C-LS-01_EEA_ReviewofDistributedGenerationInterconnectionStandards_LSchwartfeger_18-20June_2015_CS2.4.3.pdf?sequence=1
https://ir.canterbury.ac.nz/bitstream/handle/10092/17537/UC-GG-14-C-LS-01_EEA_ReviewofDistributedGenerationInterconnectionStandards_LSchwartfeger_18-20June_2015_CS2.4.3.pdf?sequence=1
https://ir.canterbury.ac.nz/bitstream/handle/10092/17537/UC-GG-14-C-LS-01_EEA_ReviewofDistributedGenerationInterconnectionStandards_LSchwartfeger_18-20June_2015_CS2.4.3.pdf?sequence=1
http://smartgrid.epri.com/doc/NESCORGuidetoPenetrationTestingforElectricUtilities-v3-Final.pdf
http://smartgrid.epri.com/doc/NESCORGuidetoPenetrationTestingforElectricUtilities-v3-Final.pdf
http://smartgrid.epri.com/doc/NESCORGuidetoPenetrationTestingforElectricUtilities-v3-Final.pdf

Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

159

[160]

[161]

[162]

[163]

[164]

[165]

[166]

[167]

[168]

[169]

[170]

timely detect and mitigate attacks to cyber-physical systems. Journal of Information
Security and Applications, 54:102544, 2020.

A. Soule, K. Salamatian, and N. Taft. Combining Filtering and Statistical Methods
for Anomaly Detection. In Proceedings of the 5th ACM SIGCOMM Conference on
Internet Measurement, IMC 05, pages 31-31, Berkeley, CA, USA, 2005. USENIX
Association.

K. Stouffer, V. Pillitteri, S. Lightman, M. Abrams, and A. Hahn. Guide to Industrial
Control Systems (ICS) Security. https://nvlipubs.nist.gov/nistpubs/
SpecialPublications/NIST.SP.800-82r2.pdf, 2015. Online; accessed
January 2020.

K. Sun, K. Hur, and P. Zhang. A new unified scheme for controlled power system
separation using synchronized phasor measurements. IEEE Transactions on Power
Systems, 26(3):1544-1554, Aug 2011.

Y. Sun, X. Guan, T. Liu, and Y. Liu. A cyber-physical monitoring system for
attack detection in smart grid. In Computer Communications Workshops, 2013
IEEFE Conference, 2013.

C. B. T. Popovic et al. Electric Sector Failure Scenarios and Impact Analyses
Version 3.0 (NESCOR). Technical report, 2015.

A. F. Taha, J. Qi, J. Wang, and J. H. Panchal. Risk mitigation for dynamic state
estimation against cyber attacks and unknown inputs. The Computing Research
Repository, 2015.

G. Tang, K. Wu, J. Lei, Z. Bi, and J. Tang. From landscape to portrait: A new
approach for outlier detection in load curve data. IEEE Transactions on Smart
Grid, 5(4):1764-1773, 2014.

J. E. Tate and T. J. Overbye. Line outage detection using phasor angle measure-
ments. [EEE Transactions on Power Systems, 23(4):1644-1652, Nov 2008.

J.S. Thorp, A. G. Phadke, and K. J. Karimi. Real time voltage-phasor measurement
for static state estimation. IEFE Transactions on Power Apparatus and Systems,
PAS-104(11):3098-3106, 1985.

W. Tu, J. Dong, and D. Zhai. Optimal ? -stealthy attack in cyber-physical systems.
Journal of the Franklin Institute, 2019.

Y. Wang, W. Li, J. Lu, and H. Liu. Evaluating multiple reliability indices of regional
networks in wide area measurement system. FElectric Power Systems Research,
20009.

G. Welch and G. Bishop. An Introduction to the Kalman Filter. Technical report,
Chapel Hill, NC, USA, 1995.

343


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf

Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

[171]

[172]

173

[174]

[175]

[176]

[177]

[178]

[179]

[180]

[181]

[182]

344

F. F. Wu and W. . E. Liu. Detection of topology errors by state estimation (power
systems). IEEE Transactions on Power Systems, 4(1):176-183, Feb 1989.

E. Xypolytou, T. Zseby, J. Fabini, and W. Gawlik. Detection and mitigation of
cascading failures in interconnected power systems. In 2017 IEEE PES Innovative
Smart Grid Technologies Conference Europe (ISGT-Europe), pages 1-6, Sep. 2017.

Y. Yang, J. Shi, and J. Wang. A parameter optimization method based on
relevance measurement in a prediction system. In 2015 Prognostics and System
Health Management Conference (PHM), pages 1-4, 2015.

Yi Huang, H. Li, K. A. Campbell, and Zhu Han. Defending false data injection
attack on smart grid network using adaptive cusum test. In 2011 45th Annual
Conference on Information Sciences and Systems, pages 1-6, 2011.

Y. Yuan, Z. Li, and K. Ren. Modeling load redistribution attacks in power systems.
IEEE Transactions on Smart Grid, 2(2):382-390, June 2011.

L. Zanni. Power System Estimation based on PMUs-Static and Dynamic Approaches
from Theory to Real Implementation. 2017.

L. Zanni, S. Sarri, M. Pignati, R. Cherkaoui, and M. Paolone. Probabilistic
assessment of the process-noise covariance matrix of discrete Kalman filter state

estimation of active distribution networks. In 2014 International Conference on
Probabilistic Methods Applied to Power Systems (PMAPS), pages 1-6, July 2014.

R. Zhang and P. Venkitasubramaniam. Stealthy control signal attacks in scalar lqg
systems. In 2015 IEEE Global Conference on Signal and Information Processing
(GlobalSIP), pages 240-244, 2015.

Y. Zhang, N. Meratnia, and P. Havinga. A tazonomy framework for unsupervised
outlier detection techniques for multi-type data sets. Number Paper P-NS/TR-CTIT-
07-79. Centre for Telematics and Information Technology (CTIT), Netherlands, 11
2007.

Y. Zhang, N. Meratnia, and P. Havinga. Outlier detection techniques for wireless
sensor networks: A survey. IEEE Communications Surveys Tutorials, 12(2), Second
2010.

J. Zhao, A. Gémez-Expoésito, M. Netto, L. Mili, A. Abur, V. Terzija, . Kamwa,
B. Pal, A. K. Singh, J. Qi, Z. Huang, and A. P. S. Meliopoulos. Power system
dynamic state estimation: Motivations, definitions, methodologies, and future work.
IEEE Transactions on Power Systems, 34(4):3188-3198, July 2019.

J. Zhao, L. Mili, and M. Wang. A generalized false data injection attacks against
power system nonlinear state estimator and countermeasures. IEEE Transactions
on Power Systems, 33(5):4868-4877, Sep. 2018.



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

thek,

L]
10
ledge

now!

3
|
r ki

m You

[183] T. Zseby and J. Fabini. Security challenges for wide area monitoring in smart grids.
Elektrotechnik und Informationstechnik, 2014.

[184] T. Zseby, J. Fabini, and D. Rani. Synchrophasor communication. Elektrotechnik
und Informationstechnik, 2013.

345



	Kurzfassung
	Abstract
	List of Acronyms
	Contents
	Introduction
	Motivation
	Research Questions
	Methodology and Approach
	Phase 1: Understanding State of the Art
	Phase 2: Threat Analysis
	Phase 3: Investigation of Detection Methods
	Phase 4: Mitigating the Effects of Attacks on SE

	Contribution
	Threat Analysis and FDI Attack Model
	State Estimation Methods Investigation
	Anomaly Detection
	Mitigating the Effects of Attacks on SE Analysis

	Structure
	Support

	Background
	Phasor Measurements
	WAMS Structure and Topologies
	WAMS Communication Standards
	Safety Limits

	State of the Art
	Attacks on Smart Grids
	FDI Attacks on WAMS
	Modeling Attacks
	Challenges and Security Issues
	Existing Approaches Against Security Issues
	Bad Data Detection
	Stealthy Attacks
	Optimal and minimal Stealthy Attacks

	Detection of FDI Attacks
	State estimation
	Aggregation
	Anomaly detection

	Summary

	State Estimation for Power Systems
	Weighted Least Squares
	Kalman Filter
	Discrete State Kalman Filter
	Kalman Filter Example

	Use Case
	Power System Measurements
	Power System Use Case

	Summary

	Attacker Model
	Threat Analysis
	Attack Vectors
	Scenarios
	Attack Trees

	False Data Injection Attack
	Attack Model
	Summary

	PMU Data Analysis
	Voltage
	Voltage and Phase Angle
	Phase Angle and Frequency
	Selected Data
	Preprocessing
	Summary

	Residual-Based Bad Data Detection Methods
	Theoretical Background
	Plain Pre-Fit Residuals
	L2-norm of residuals
	Normalized residuals

	Experimental Setup
	Plain Pre-fit Residuals Based Method
	L2-Norm Residuals
	Normalized Residuals

	Results
	Plain Pre-fit Residual-Based Detection
	Undetected Attacks using Plain Pre-fit Residuals
	L2-norm and Normalized Pre-fit Residual-Based Detection

	Summary

	Stealthy Attacks
	Theoretical background
	Stealthy attack on voltage measurements
	Stealthy attack on voltage and current measurements

	Experimental Setup
	Manipulate only voltage measurements
	Manipulate both voltage and current measurements

	Results
	State estimation based on voltage measurements
	State estimation based on voltage and current measurements
	Results Findings

	Summary

	Lightweight Statistical Methods
	Theoretical Background
	Anomaly Detection Model
	Median Absolute Deviation
	Kullback-Leibler Divergence
	Cumulative Sum

	Experimental Setup
	MAD
	KLD
	CUSUM

	Results
	Detection of Anomalies per Attack
	Attack Detection
	Detection of manipulated data points
	General Observations
	Results Findings

	Combination of Methods
	Theoretical Background
	Experimental Setup
	Results

	Summary

	Mitigating the Effects of Attacks on State Estimation
	Theoretical Background
	Approach
	Integrity of State Estimation
	Calculating Voltage Differences
	Preservation of Estimated State Integrity

	Experimental Setup
	With attacks, detection and data substitution

	Results
	State estimation in normal operation
	Anomalous data replacement and state estimation
	Effects on Voltage Estimates
	Results Findings

	Summary

	Summary and Conclusions
	Summary
	Conclusions for Research Question 1
	Conclusions for Research Question 2
	Conclusion for Research Question 3

	Research Outlook and Future Directions
	Improvements in Anomaly Detection Performance
	Knowledge Based Anomaly Identification System


	Appendix
	List of Notations
	Command for KF concept validation
	Measurement
	Measurement Matrix

	Influence of Phase Angle Variation
	Moving Average, Median and Variance
	Quantile-Quantile plots
	MAD Interval on Test Data
	KLD Sequence
	CUSUM Sequence
	Detected Data Points in Each Test Data Sets
	Statistical Properties of Training and Test Data Sets
	Derivation of measurement noise covariance matrix R

	List of Figures
	List of Tables
	Bibliography

