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Abstract
Facing the manifold sustainability challenges (GHG emissions, eutrophication, social 
welfare, etc.) in livestock farming, Digital Twins can help farmers to use available feed 
and nutrients efficiently, monitor livestock health, and control emissions to air, soil, 
and water. Combined with current precision livestock farming (PLF) technologies, Dig-
ital Twins (DT) enable real-time monitoring, simulation, and automation capabilities 
through real-world models and a two-way flow of information. As current applications 
are mostly focused on closed and highly regulated systems, this paper investigates the 
systemic challenges and associated design implications of DTs in complex PLF set-
tings. By integrating a STES (social-technical-ecological system) design approach, the 
authors argue to foster design strategies that serve sustainable livestock governance 
and enable a sound and flexible basis for balancing associated engineering require-
ments such as privacy, security, ethics, and inclusion. We will use a qualitative assess-
ment approach, discuss multi-disciplinary requirements for Digital Twins, and consol-
idate them in a high-level road-map.

Keywords: Digital Twins, Sustainability, Precision Livestock Farming, Technology 
Assessment, Systemic Challenges

Introduction 
A Digital Twin (DT) is a virtual representation of a product, process, or environment 
with a bilateral exchange of information. By incorporating novel advances in Artificial 
Intelligence, IoT (Internet of Things), big data analytics, cloud, and edge computing, 
Digital Twins use the enhanced capacities of data storage, processing, and visualization 
to track, predict, and optimize the behavioural traits of its subject. Current successful 
applications of Digital Twins can be found particularly in closed and controlled envi-
ronments such as industrial and engineering fields (Erol et al., 2020; Ibrion et al., 2019; 
Uhlenkamp et al., 2019). As the processes in these settings are easier to monitor and 
the external variables are limited, the reduced complexity allows faster development 
of robust DT models and therefore, a higher return of investment (Neethierajan and 
Kemp, 2021). 

Recent reviews have been conducted to summarize the potential benefits of DTs for 
precision livestock farming (PLF) such as risk reduction, enhanced flexibility, and effi-
ciency gains (Neethierajan and Kemp, 2021; Pylianidis et al., 2021). The same research 
also highlights the novelty of DTs and the so far limited number of prototypes in pre-
cision livestock farming, but also in other dynamic biological and ecological systems. 
Although first promising results have been achieved in more open environments 
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(Pylianidis et al., 2021; Ford et al., 2020), swift progress is hindered by the many design 
challenges that arise by working with different stakeholder needs and complex mul-
ti-variate systems causing a high degree of uncertainty, as well as through different 
and sometimes conflicting objectives (e.g., cost-reduction vs. animal well-being, ani-
mal health vs. ecological footprint, model fairness vs. model accuracy).  

By connecting the biophysical realm with the virtual domain (models) under the pre-
requisite of stakeholder needs, the design of a Digital Twin is inherently co-depend-
ent on ecological, social, and technological parameters. Therefore, sound development 
must refer to the individual requirements and standards of each perspective, but also 
include the complex feedback mechanisms that result from the practical application of 
DTs. To achieve this, the authors introduce a socio-technical-ecological systems (STES) 
approach (Ahlborg et al., 2019) for DTs that guides the incorporation of the manifold 
human-environment relationships in the design and development phase. By highlight-
ing the systemic requirements that come with such an integrated approach, we aim 
to display some of many needed aspects for fair, inclusive, reliable, and sustainable 
technology development. As a complete overview of all possible challenges would go 
beyond the scope of this paper, we will highlight and exemplify design aspects that 
specifically address prominent effects of complex STES systems such as cascading er-
ror propagation, single points of failures, or unwanted emergent behaviour of DTs, but 
also foster multi-value effects for achieving sustainability from various perspectives.

Material and methods 
This paper is following a Requirement Engineering approach, with its primary focus to 
generate a set of multi-disciplinary and inter-systemic requirement specifications that 
represent stakeholder needs (Braun et al., 2015). As defined by the IEEE (2010), require-
ment will be interpreted as the condition or capability of a system or a person to solve 
a certain problem or to reach an objective. In the scope of this paper, the objectives 
are defined in the results section and represent exemplified systemic interdependen-
cies that arise through STES dynamics. Therefore, the requirement analysis follows 
a STES framework introduced by Ahlborg (et al., 2019) to analyze i) how technologies 
shape specific human–nature relations and with what consequences, for whom, and 
where; ii) how emergent pressures in complex socio-technical-ecological systems are 
interlinked and; iii) how intentional and unintentional technical mediation may result 
in ambiguous outcomes and feedbacks. The preliminary and potential systemic impli-
cations of different Digital Twin designs will be assessed by literature review. This will 
be complemented by incorporating known systemic risks of the fundamental tech-
nologies Digital Twins are based on. Thus, the qualitative assessment is practice-in-
spired, focusses on generalizing Digital Twin design requirements based on the various 
systemic threats and opportunities in PLF settings, and formulates the next steps for 
generating sustainable DT designs as a roadmap.

Results and Discussion 

Challenges 
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Digital Twins incorporate a wide range of novel technologies to achieve high-fidelity 
virtual replication and optimization through the consolidation of large volumes of re-
al-time data from distributed sources, simulation-driven insights, and feedback mech-
anisms which enables the user to replicate and manage entities with complex life cy-
cles (Jones et al., 2020). As the DT is optimizing the biophysical realm set by the user’s 
goals, the level of precision and success to achieve these goals is directly and indirectly 
linked to ecological and social feedbacks (see figure 1 and table 1) as well as to the 
capability of the DT design to process and display such (e.g., its visualization of infor-
mation, automated management strategies). Therefore, the DT is in the very center of 
various dependencies, with the goal to mediate individual feedbacks and requirements 
(legal, technical, social, ethical, etc.). Because of its virtual and physical entanglement, 
it is extremely difficult to define external and internal boundaries of a Digital Twin. 
Defining challenges, requirements, and goals of DTs without acknowledging the inter-
twined feedback mechanisms will ultimately lead to designs that lack the flexibility, 
adaptability, and processing capacities to handle uncertainty and to manage complex 
real-world systems sustainably. 

Figure 1: This representation shows the extended system boundary of a Digital Twin to capture the 
physical and virtual entanglement as well as the direct and indirect coupled dynamics that govern it.

As DTs build on the capacities and flaws of existing technologies, its hyper-connected 
design not only inherits those systemic connections (Fuller et al., 2020), but further 
intensifies existing dependencies. If not addressed properly in the early design phase, 
Digital Twins may accelerate current attitudes and barriers of PLF technology adoption 
such as the lack of trust and usability, the fear of a low return on investment, issues of 
interoperability, privacy, and security, as well as concerns about complexity and exter-
nal dependencies (Boothby and White, 2021, Makinde et al., 2020; Drewry et al., 2019). 

Following a STES approach, we distinguished the systemic dependencies of Digital 
Twins in the form of social, technological, and ecological perspectives and associated 
challenges (see table 1). As Digital Twins are at the intersection of all three areas (and 
many more), some dependencies can be assigned to several perspectives at once (such 
as data vendor lock-in). To avoid duplication, we chose to display certain dependencies 
only once and exemplify categories in more detail below. 
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Table 1: An exemplified overview of categorical dependencies that need to be examined to create 
sustainable Digital Twins and design strategies to manage systemic effects.

In order to balance qualitative attributes like usability, maintainability, and legal ad-
herence, social dependencies and interactions based on stakeholder incentives must 
be carefully explored. As many design aspects are driven by individual economic in-
centives, the deployment of DTs has the potential to accelerate prominent issues of 
data ownership, maintenance responsibilities, and the balance between scalability and 
use-case specific design (Fuller et al., 2020). Centralized data storage at the vendor site 
(Vendor-Lock in), infrastructure and technological know-how monopolization, and the 
primary focus on multi-user design and cash-crops, can lead to unwanted system-
ic effects that ultimately hinder sustainable farming (see table 1). Without carefully 
balancing the needs, incentives, and dependencies of the stakeholders, profit-driven 
DT design could increase single-points of failures, loss of crop diversity, lack of trust 
in technologies, and societal imbalances. The technological design must therefore ac-
knowledge social feedback mechanisms and enable a careful balance of values without 
further deepening existing dependencies.  

On the technical side, a critical aspect of Digital Twin designs is the automated infor-
mation flow, data processing, or even decision making (Mallinger et al., 2021), which is 
often based on machine learning models. An unfit design might incorporate unknown 
biases (by insufficient modelling of use-case domains such as lack of health metric 
incorporation to enhance productivity) that can reinforce unwanted effects of animal 
production (animal mismanagement and lower yields) by algorithmic feedback loops. 
This situation is being aggravated by the combination of multiple and co-depended 
machine learning models that focus on individual but interconnected aspects of the 
animal and its environment. As the explainability and transparency of a single model 
is already very limited (Birhane et al., 2021), building a Digital Twin that exchanges 
data between multiple models and then uses model outputs further as input for other 
models, correlations, and calculations, creates an incredibly complex information flow. 
These direct and hidden machine learning dependencies lower the transparency of the 
system and in turn effect maintainability, error tracking, and may lead to unwanted 
emergent effects and feedback processes (Sculley et al., 2015).
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Within its ecological environment, the DT is inherently linked with its physical entity/
subject by monitoring and adjusting the state based on predefined goals. Therefore, 
any changes on either side (virtual or physical) create feedback mechanisms that alter 
the state of both. This is further complicated, as the DT farming environment is not 
a closed system. Any changes on the subject may lead to unforeseen systemic or even 
cascading effects of its environment. Designing algorithms and data streams without 
carefully assessing the individual DT environments, can therefore lead to direct or hid-
den feedbacks and unwanted emergent effects (Ibrion et al., 2019). Creating algorithms 
and architectures that are flexible enough to cope with such uncertainties and enable 
robust but also cost-efficient redeployment is therefore one of the biggest systemic 
challenges for sustainable DT development.

High-level roadmap
Balancing these interdependent social, technical, and ecological requirements is vital 
to truly realise multi-stakeholder Digital Twins in agriculture and Precision Livestock 
Farming. As such, the following high-level roadmap in the form of core milestones is 
outlined:

Milestone One: The alignment of Precision Livestock Farming use-cases and technol-
ogies. The arrival of low-cost sensors, cloud computing, and Artificial Intelligence has 
enabled considerable automation in animal monitoring, and other time-consuming 
tasks (e.g., automatic feeding, calving detection, etc). Although, many of these sys-
tems sit in isolation and data is often used for bespoke applications or singular deci-
sion-making tasks (Jayaraman et al., 2016; Neethirajan & Kemp. 2021) we can say with 
certainty that Digital Twins for Precision Livestock Farming are feasible (Jo et al., 2018). 
Limited examples in the area demonstrate that research has not fully matured, as the 
applications which do exist often mirror the technological use-case on which they are 
built (Neethirajan & Kemp. 2021; Verdouw et al., 2021).  To fully leverage the benefits 
of Agricultural and PLF Digital Twins, data from multiple use-case dependant sources 
should be collected, combined, and modelled. Although these benefits are easily jus-
tified, a more complex task is the reconciliation of intermediate dependencies that 
must first be overcome to enable these benefits. These include questions pertaining 
to data privacy and processing. AI models are by their very nature data dependent, 
and farms are privately owned complex non-uniform environments. Therefore, data 
privacy and data processing should be considered a prerequisite for large scale data 
collection, owning to the sensitivity of the domain. For example, stakeholders may 
want to keep ownership or at least control over sensitive data, avoiding vendor-lock-in 
or undesirable data use. An initial step might be to research data management ap-
proaches which satisfy these privacy concerns, while allowing models to be leveraged 
for other purposes, or even by other stakeholders. Federated Machine Learning could 
be one such solution, allowing models to be shared while maintaining data sovereignty 
and privacy (Ramu et al., 2022). However, these consideration and requirements must 
be investigated in full and appropriate solution found for true use-case alignment and 
data consolidation to take place.

Milestone Two: Model modularity, fidelity & validation. Current examples of Digital 
Twins for PLF are tightly coupled in terms of design, technology, and use-case. An effect 
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of this is that validation, and by extension assessment of model fidelity, is often com-
plex and non-trivial, or overlooked entirely. Expert validation, although adequate for 
proof of concept and other simpler applications, can lead to significant problems as 
applications grow in scale and complexity. As current methods do not adhere to con-
crete methodologies or metrics by which an analytical comparison can be effectively 
and efficiently made, it will become increasingly difficult to identify models which ac-
curately ensure fidelity, both in unknown and adverse conditions. To overcome these 
issues, methodological protocols and key performance metrics must be developed to 
ensure comparability through a set of concise design requirements, enabling standard-
ised approaches for in-depth assessment and understanding of model behaviour and 
limitation. Such requirements and approaches could enable both decision-safety and 
ethical concerns to be assessed, and undesirable model behaviour to be mitigated. 

The widespread availability of pre-validated modularised and standalone (i.e., single 
use-case) models would further facilitate such goals. These models would provide us-
ers with measured and known failure modes and expected behaviour, allowing Digi-
tal Twins to be developed safely and quickly for new applications without needing to 
undertake cumbersome validation processes (Mahmud et al., 2021; García et al., 2020).

Milestone Three: A FAIR Digital Twin Framework, the FAIR (Findability, Accessibility, 
Interoperability, and Reuse) principles are ubiquitous in the world of data, forming the 
conceptual underpinning of current state-of-the-art data management and open sys-
tem design methodologies (Research Data Alliance, 2020). The Digital Twin as a concept 
is uniquely positioned to gain significant value from the FAIR methodology.  If modular, 
validated, and use-case aligned Digital Twins are to be fully leveraged, their accessi-
bility to industrial practitioners and the wider research community is a prerequisite. 
A methodological design framework which adheres to the FAIR principles would be 
a logical next step in this process. Although the value of such a framework is immedi-
ately evident, developing and implementing the required standardised methodological 
approaches may prove a formidable and complex challenge, requiring the integration 
and assessment of not only technological criteria, but social, privacy and ethical re-
quirements. The involvement of these distinct and intersecting groups must be en-
sured, if coherent and applicable guidelines are to be developed and widely adopted. 

Conclusions 
Digital Twins in agricultural settings are specifically prone to various risks (e.g., sin-
gle points of failure, cascading errors, unwanted emergence) due to their manifold 
technological, ecological, and social dependencies. Without proper management, the 
systemic implications of those risks negatively impact various design requirements 
simultaneously (e.g., reusability, scalability, maintainability, privacy, security, ethical, 
etc.) and ultimately, hinder technology adoption. Therefore, defining key design char-
acteristics and management techniques that acknowledge these complex feedback 
mechanisms and enable flexible and robust DT development are key for sustainable 
farming, specifically in PLF settings. The authors acknowledge that these interdiscipli-
nary challenges cannot be met by design decisions alone and are a matter of extensive 
regulatory efforts. Nevertheless, early identification of STES requirements can serve 
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as a multiplier effect for technological and ecological sustainability and foster an en-
vironment for balancing economic and ecologic incentives. To achieve this, we iden-
tified three milestones that are necessary to manage systemic dependencies and lay 
the foundations for sustainable DT development. Firstly, the alignment of Digital Twin 
use-cases, requirements, technology and definitions with those of Precision Livestock 
Farming (PLF). Secondly, standardised criteria for the development and validation of 
subsequent models. Finally, the creation of a FAIR principle driven design framework 
which promotes Digital Twin accessibility.
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