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1 Introduction  

1.1 Current condition 

"Vehicle (noun): a machine, usually with wheels and an engine, used for 

transporting people or goods, especially on land." That is how the Cambridge 

dictionary defines a vehicle [1]. However, in the wake of Nicolaus Otto's pioneering 

invention of internal combustion engines, the conventional perception of a vehicle 

has undergone notable transformations. Beyond being a mode of conveyance, 

vehicles now serve as emblematic representations of status and authority in certain 

societies, while in others, they embody a passionate pursuit or collectible artifact. 

Furthermore, vehicles have evolved into intricate systems, encompassing a bundle 

of components and functionalities, surpassing their earlier iterations in complexity. 

The automotive industry has played a substantial role in the global economy over 

the years, yet the emergence of advanced technologies and interconnectedness has 

brought forth a critical challenge in the form of cybersecurity risks. Rapid 

technological advancements continue to redefine the boundaries of vehicle 

manufacturing, prompting a reevaluation of the traditional understanding of 

automobiles. In this context, vehicles can be conceived as intricate systems 

encompassing electrical, electronic, and mechanical components, seamlessly 

integrating an array of emerging technologies. These include, but are not limited to, 

advancements such as reduced emissions, the proliferation of electric motors and 

fuel cells, digitalization, connectivity, car-sharing platforms, ADAS, autonomous 

driving capabilities, and the imperative need for robust cybersecurity measures. The 

list of technological advancements continues to expand, ushering in a new era of 

automotive innovation. 

As the automotive industry continues to advance technologically, it becomes 

imperative to address the escalating concern of cyberattacks and safeguard vehicles 

from potential threats. OEMs are compelled to stay at the forefront of market 

dynamics, adapt quickly to changes, and meet the evolving demands of customers. 

This necessitates a delicate balance between maintaining competitiveness and 

ensuring robust cybersecurity measures. With a broadened connotation of vehicles 

as complex mechanisms comprising electrical, electronic, and mechanical 
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components, the industry must embrace emerging technologies such as reduced 

emissions, electric motors, fuel cells, digitalization, connectivity, car-sharing 

platforms, ADAS, autonomous driving, and cybersecurity. It is essential to 

proactively adapt to these transformative shifts while consistently prioritizing 

customer satisfaction.  

 

Figure 1 – Amount of data exchange in a vehicle [2] 
 

The incorporation of new features in vehicles, driven by market and customer 

demands, has resulted in a significant increase in data transmission and storage 

requirements, as shown in Figure 1. In the context of advancing connectivity, the 

future of automotive applications is poised to generate vast volumes of data 

exchange across vehicle systems, interconnectivity with other vehicles, cloud 

services, and the surrounding environment. This networked structure formed by 

vehicles holds the potential to store and transmit a wide range of personal 

information, encompassing customer data from smartphones, manufacturer 

settings, proximate parked cars, real-time traffic conditions, nearby commercial 

establishments, and more. From a safety standpoint, this paradigm presents both 

opportunities and challenges, prompting a heightened focus on cybersecurity 
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measures. The plausibility and severity of potential attacks necessitate a 

comprehensive examination of the benefits and barriers surrounding cybersecurity 

within this evolving automotive landscape [3].  

 

1.2 Challenges 

As vehicles have evolved and acquired increasingly intricate attributes, 

accompanied by the integration of additional functionalities, it becomes feasible to 

classify them as CPS. This entails the interconnection of computational components 

with physical systems. In the realm of automotive CPS, intricate configurations may 

involve over 100 ECUs and a substantial number of internal communication 

channels. Modern cars incorporate numerous features that rely heavily on software 

implementations, thereby transferring a significant portion of responsibility from 

the driver to embedded vehicle intelligence. This paradigm shift underscores the 

growing significance of intelligent systems within vehicles [4]. In order to ensure 

the integrity of systems and safeguard against potential risks, it is vital to 

acknowledge the intricate relationship between events transpiring in the digital 

domain and their ramifications in the tangible world. This interdependence poses 

significant challenges that necessitate careful consideration and proactive 

measures[5].  

The significance of security concerns related to cyber-attacks within the automotive 

industry cannot be understated, as evidenced by reported breaches from notable 

manufacturers such as Fiat Chrysler, Tesla Autonomous Vehicle, BMW, and 

Mitsubishi. These breaches are often referred to as "hacks," a term that has become 

commonplace in both technological discourse and everyday vocabulary. The 

concept of hacking was initially defined by MIT in 1955, and the first known 

instance of hacking occurred in 1963. As the volume of data continues to grow 

exponentially, hacking will remain a top priority in ensuring safety and security. In 

the words of Ginni Rometty, the executive chairman of IBM Corp., data has become 

the world's new natural resource. It serves as the foundation for gaining a 

competitive edge and is transforming every profession and industry. Given this 

reality and the projected global data volume expected to reach 200 zettabytes by 
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2025, it is evident that cybercrimes will only escalate further in magnitude and 

impact [6]. Based on the presented graph, it is evident that despite the existing 

security measures implemented by the industry, hacking incidents continue to 

constitute a significant proportion of overall attacks. 

 

Figure 2 - Most common action varieties in data breaches worldwide in 2019 [7] 
 

Within the automotive sector, OEMs employ diverse methodologies to address 

potential security concerns on a case-by-case basis during the vehicle creation 

process. This entails an expansive range of processes, contingent upon the specific 

automotive system under consideration and the expertise of the team involved. An 

effective approach involves conducting comprehensive risk assessments and 

analyses to gather pertinent data and ascertain the implications of introducing new 

elements, designs, or manufacturing processes. The Failure Mode Effects and 

Analysis (FMEA) method, a well-established and widely recognized concept within 

the industry, was initially devised to evaluate the reliability and safety of hardware 

components [8]. Assessing the safety implications of software components presents 

a greater challenge compared to physical components, as software does not exhibit 

failure in the same manner [9]. 
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The convergence of connectivity trends with the assessment of software and 

hardware components introduces a heightened level of inherent complexity and 

uncertainty. Consequently, the risk of cyber-attacks becomes increasingly 

pronounced. Regardless of whether these attacks directly impact safety or not, it is 

crucial to effectively mitigate and contain them. This realization merely scratches 

the surface of a larger issue: the automotive industry's current standards must 

adequately address cybersecurity concerns in order to ensure the integrity and 

resilience of vehicles [10]. 

 

1.3 Research questions and aim 

The integration of connected and autonomous functionalities in automotive 

vehicles has transformed automotive manufacturers into software innovators. 

However, this paradigm shift introduces complexity and knowledge gaps that only 

a limited number of OEMs are equipped to handle. The findings of a survey 

conducted by the Ponemon Institute, which involved 593 automotive component 

security professionals, validate the concerns regarding the lack of expertise in 

software security within the industry. The survey reveals that over 80% of 

participants believe that software security struggles to keep pace with technological 

advancements in the automotive sector, as illustrated in the accompanying chart. 

This finding assumes significance in light of the increasing prominence of Cyber-

Physical Systems, where accessing the required expertise remains a formidable 

challenge [3]. 

 

Figure 3 – Survey chart [11] 
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As the automotive industry experiences a rapid surge in software-implemented 

functions, reaching approximately 30% [11], it becomes evident that companies and 

professionals are inadequately equipped to effectively address the associated 

vulnerabilities. Against this backdrop, this Master's Thesis aims to answer the 

following questions: 

• If the method FMEA is so recognized and extensively used with accuracy, 

can it be applied to ensure the cybersecurity of technical products?  

• How should such a Cybersecurity FMEA be structured? 

Despite the existence of standards and norms governing cybersecurity in the 

automotive industry, there remains a gap that necessitates a more user-friendly and 

comparable method aligned with established practices. Thus, the objective of this 

academic endeavour is to propose a pilot method that can effectively support the 

assessment of cybersecurity in technical products. By bridging this gap, the research 

aims to enhance the industry's capabilities in addressing cybersecurity risks 

comprehensively. 

 

1.4 Methodological approach and expected results 

The methodological approach of this Master's Thesis is structured into six distinct 

steps, as illustrated in Figure 4. These steps serve as a roadmap to facilitate the 

completion of the research. The introduction section provides a comprehensive 

overview of the current state and challenges of cybersecurity in the automotive 

industry. It concludes with the research questions outlined in the first chapter, which 

serve as the guiding objectives of this study. 

Chapters 2 and 3 are dedicated to an in-depth exploration of the state-of-the-art 

literature on cybersecurity in the automotive industry and related works. These 

chapters lay the foundation for understanding the existing knowledge and research 

gaps in the field. Additionally, Chapter 3 introduces the framework of FMEA as a 

relevant reference to guide the author's investigation and findings throughout this 

thesis. 
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Chapter 4 forms the core of this Master's Thesis, presenting the author's analysis of 

a cybersecurity breach and its correlation with the development process. This 

chapter delves into the intricacies of the breach incident, exploring the underlying 

causes and factors involved. It provides valuable insights into the vulnerabilities 

and shortcomings within the development process, contributing to a comprehensive 

understanding of the cybersecurity landscape in the automotive industry. 

Continuing the research journey, Chapter 5 focuses on addressing the remaining 

research questions. It presents the findings and conclusions derived from the 

investigation, shedding light on the implications and potential solutions to mitigate 

cybersecurity risks. This chapter serves as a critical milestone in advancing 

knowledge and understanding within the field. 

Finally, the concluding chapter wraps up the thesis, summarizing the key findings, 

highlighting their significance, and offering suggestions for future research and 

development. It provides a comprehensive overview of the contributions made by 

this study and outlines potential avenues for further exploration and improvement 

in the realm of automotive cybersecurity. Overall, the methodological approach 

outlined in this chapter provides a clear roadmap for the execution of this Master's 

Thesis, ensuring a systematic and rigorous exploration of cybersecurity in the 

automotive industry. 
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Figure 4 – Thesis Structure 
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2 Literature Research - Cybersecurity 

2.1 Definitions and key concepts 

The understanding of certain concepts and definitions associated with the topic of 

cybersecurity in the automotive industry is often intertwined and requires 

clarification. This chapter serves the purpose of providing a comprehensive 

description and explanation of these concepts. By delineating and clarifying the key 

terms and expressions, this chapter aims to establish a solid conceptual framework 

that will underpin the subsequent analysis and findings of this research. 

2.1.1 Cyberattack 

“An assault on system Cybersecurity that derives from an intelligent act, i.e., an 

intelligent act that is a deliberate attempt (especially in the sense of a method or 

technique) to evade Cybersecurity services and violate the Cybersecurity policy of 

a system” [12]. 

2.1.2 Cybersecurity 

A condition is achieved by measures designed to ensure the protection of a cyber-

physical system against threat scenarios, unauthorized access, or attack [12,13]. 

2.1.3 CPS 

“The cyber-physical systems are systems that have interactions between 

computational components and physical systems” [5]. 

2.1.4 Hacker 

“A person who illegally attempts to gain access to or gains access to a system with 

the intent to gain something or to cause losses from a stakeholder perspective; e.g., 

fame, financial, terrorist attack” [12]. 

2.1.5 Hacker chatter 

“On-line blogs or conventions, etc. where hackers hold conversations about what 

they try to do” [12]. 



Literature Research - Cybersecurity 

- 19 - 
 

2.1.6 Hazard 

“Potential source of harm” [14].  

2.1.7 Item 

“Component or set of components that implements a function at the vehicle level” 

[13]. 

2.1.8 PII – Personally Identifiable Information 

“It is information that can be used on its own or with other information to identify, 

contact, or locate a single person, or to identify an individual in context” [12]. 

2.1.9 Safety x Security 

In the context of the automotive industry, it is essential to clearly comprehend the 

difference between safety and security. While these terms may seem synonymous 

to some individuals due to their overlapping characteristics [15], it is crucial to 

establish a precise delineation. Some perceive security as a physical aspect, while 

safety evokes a sense of being free from harm or danger. 

However, when addressing cybersecurity and related topics within the industry, it 

becomes imperative to recognize the distinction between safety and security. Both 

safety and security rely on the integrity of data [15]. Consequently, two distinct 

types of cyberattacks can be identified: safety-related attacks that jeopardize human 

lives, and non-safety-related attacks that primarily affect users' privacy [16]. 

Although the meanings of these two terms may vary, it is vital to undertake a 

comparative evaluation of their similarities and objectives during the product 

development process. Notably, the cybersecurity lifecycle proposed by SAE J3061 

draws significant influence from ISO 26262, a standard predominantly focused on 

safety. This convergence suggests that technical solutions are increasingly aligning 

their processes in a similar direction. In fact, there is a possibility that both safety 

and security considerations may be incorporated into the design and development 

phases in the near future, as illustrated in Figure 5 [17]. 
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2.1.10 Safety-critical systems 

“A system that may cause harm to life, property, or the environment if the system 

does not behave as intended or desired” [12]. 

2.1.11 Threats 

“A circumstance or event with the potential to cause harm, where harm may be with 

respect to financial, reputation, privacy, safety, or operational” [12]. 

 

Figure 5 - Comparison of the abstract development process of safety and security 
[15] 
 

2.1.12 Trigger 

“Criterion for triage (analysis to determine the relevance of cybersecurity 

information to an item or component)” [13]. 

2.1.13 Vulnerability 

“Weakness that can be exploited as part of an attack path” [13]. 
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2.1.14 Weakness 

“Defect or characteristic that can lead to undesirable behaviour” [13]. 

 

2.2 Cybersecurity – norms and standards in the Automotive 
Industry 

2.2.1 Evolution and Updates 

The automotive industry operates within a framework of various norms and 

standards aimed at enhancing the quality, consistency, and reliability of its 

products. As original equipment manufacturers continue to innovate and evolve, it 

becomes imperative for current standards to be periodically updated, while new 

ones are introduced to address emerging challenges and technological 

advancements. 

2.2.2 Influence on Cybersecurity 

In the realm of cybersecurity within the automotive industry, numerous norms have 

a significant impact on shaping the landscape and ensuring the optimal 

implementation of new vehicle features. Notably, several standards hold relevance 

in this context. These include: 

1. ISO/SAE 21434 - Road Vehicles - Cybersecurity Engineering: This standard 

provides guidelines and requirements for integrating cybersecurity into the 

engineering processes of road vehicles. It offers a comprehensive framework to 

address cybersecurity risks throughout the vehicle's lifecycle. 

2. SAE J3061 - Cybersecurity Guidebook for Cyber-Physical Vehicle Systems: 

This guidebook focuses on cybersecurity practices specific to cyber-physical 

vehicle systems. It offers valuable insights and recommendations for developing 

and implementing effective cybersecurity strategies. 

3. ISO 26262 - Road Vehicles - Functional Safety: While primarily focusing on 

functional safety, ISO 26262 indirectly influences cybersecurity in the automotive 

industry. It provides a systematic approach for managing safety-related risks 
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throughout the development process, which can serve as a foundation for 

addressing cybersecurity concerns. 

Additionally, there are other relevant quality norms, such as IATF 16949, which 

outline requirements for quality management systems in the automotive industry. 

Although not specific to cybersecurity, these norms contribute to ensuring the 

overall integrity and reliability of automotive products. The interplay of these 

norms and standards plays a crucial role in shaping cybersecurity practices in the 

automotive industry. They provide a framework and guidelines for OEMs to 

address cybersecurity challenges effectively and foster a secure environment for the 

integration of advanced vehicle features. 

 

 

Figure 6 – Intersection between norms in Automotive regarding Safety and 
Security – adapted from “Engineering a Safer World” [16] 

 

ISO 21434 stands as a cutting-edge standard in addressing cybersecurity in the 

automotive industry. In contrast, SAE J3061, though older, serves as a valuable 

guidebook offering insights on the practical application of the former. In the 

subsequent sections, a thorough analysis of these two specifications will be 

presented to shed light on their significance and implications. In the subsequent 

sections of this thesis, we will explore deeper into these two significant 

specifications. A comprehensive analysis of ISO 21434 will showcase its advanced 

approach to cybersecurity engineering in the automotive domain. Simultaneously, 

an in-depth examination of SAE J3061 will highlight its role as a valuable 

companion to ISO 21434, offering supplementary guidance and practical 
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applications. By exploring these standards, we aim to gain a comprehensive 

understanding of the current state-of-the-art cybersecurity practices in the 

automotive industry. 

 

2.3 SAE J3061: A guidebook with Rich Rights 

While SAE J3061 predates ISO 21434, it remains a valuable resource in the field 

of automotive cybersecurity. Functioning as a guidebook, it offers crucial 

information on how to implement the principles outlined in ISO 21434. This 

guidebook provides industry professionals with practical insights, best practices, 

and recommendations for developing and implementing effective cybersecurity 

strategies within cyber-physical vehicle systems.  

As a response to a significant gap in the automotive industry, the creation of SAE 

J3061 emerged, addressing an area that was previously deemed irrelevant [9]. This 

comprehensive guidebook on cybersecurity provides valuable insights and 

techniques specifically tailored for the automotive industry and its processes. Its 

primary objective is to ensure the safety and security of activities involved in the 

development of new vehicles within the context of Cyber-Physical Systems. 

By establishing this set of guidelines, organizations operating in the automotive 

sector can navigate through uncharted territory with clear instructions. The 

guidelines serve to define a life-cycle implementation framework for cybersecurity, 

drawing inspiration from the V-model and heavily influenced by ISO 26262 [2,9]. 

This tailored framework ensures that cybersecurity considerations are integrated 

throughout the entire automotive development process, providing a robust 

foundation for safeguarding the integrity and security of vehicles. 

Within SAE J3061, a range of guidelines encompass valuable information on 

existing tools, methods, and best practices for implementing cybersecurity 

measures. These guidelines serve as a solid foundation for further development 

activities in the field, addressing the complexities and challenges associated with 

cybersecurity. SAE J3061 offers a structured approach that integrates system safety 

and cybersecurity within the context of CPS. It encompasses guiding principles for 
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CPS and provides an overview of the cybersecurity process, management, 

implementation, as well as insights into relevant tools and methods.  

The guidelines also highlight the importance of conducting an initial assessment to 

determine the need for a cybersecurity process. This assessment aids in evaluating 

potential threats, estimating risks, and determining the feasibility of implementing 

a cybersecurity approach. While the assessment can be conducted at various levels 

of detail, the results can be derived from sources such as conference discussions, 

hacker chatter, past experiences, and another relevant knowledge. By following the 

actions outlined in SAE J3061, organizations can streamline the cybersecurity 

process and effectively address the complexities associated with safeguarding 

automotive systems. 

Regarding the incorporation of safety-related vehicle features, an additional initial 

assessment can be conducted to evaluate the potential presence of high-risk safety-

related threats. As specified in section 1.2 of J3061, it is essential for cybersecurity 

experts and safety experts to maintain continuous contact and exchange 

information. This collaborative effort ensures the comprehensive identification and 

acknowledgment of all potential safety-related threats, irrespective of their 

anticipated Automotive Safety Integrity Level. 

Chapter 2 of this thesis serves the purpose of presenting the references applied in 

the implementation of J3061. Moreover, these chapters include the provision of 

comprehensive definitions for terms and acronyms assigned to facilitate a thorough 

understanding of the subject matter. 

2.3.1 System safety vs. System cybersecurity 

Chapter 4 discusses the intricate relationship between system safety and system 

cybersecurity, elucidating the definitions attributed to each domain. In accordance 

with the guideline, the following definitions are in use [12]: 

• System safety - the state of a system that does not cause harm to life, 

property, or the environment. 

• System cybersecurity - the state of a system that does not allow exploitation 

of vulnerabilities to lead to losses of any kind. 
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A comprehensive analysis of the provided definitions, explanations, and illustrative 

examples reveals a significant observation cyberattacks targeting a safety-critical 

system possess the potential to result in safety-related losses. Conversely, the 

inverse relationship does not hold true, as cyberattacks directed towards a 

cybersecurity-critical system may not necessarily jeopardize human life. Instead, 

such attacks often lead to losses of financial nature or breaches of privacy. 

 

 

Figure 7 - Cybersecurity-critical x Safety-critical systems according to SAE J3061 
 

Furthermore, it is noteworthy that system safety and system cybersecurity 

encompass distinct perspectives, despite the potential convergence in the 

identification of their respective outputs. Notably, each domain employs its unique 

set of tools for hazard and threat identification, namely Hazard Analysis and Risk 

Assessment (HARA) and Threat Analysis and Risk Assessment (TARA). While the 

overall roadmap for both methods may exhibit a similar structure, the TARA 

process necessitates speculation on the mindset and actions of potential attackers to 

formulate an appropriate response. In contrast, HARA relies on the analysis of 

component and system behaviour to ascertain potential risks and hazards. 

2.3.2 Guiding Principles and Cybersecurity Process  

SAE J3061 provides comprehensive guidance for the adoption of recommended 

practices across all departments within a vehicle company. Chapter 5 of the guide 

highlights the significance of integrating the principles and processes outlined in 
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the document throughout the organization. It further elucidates that the guide 

leverages the best practices from Microsoft's Security Development Lifecycle 

(SDL) and IEEE's Avoiding the Top 10 Software Security Design Flaws, thereby 

tailoring the instructions to ensure their applicability and effectiveness [12]. 

Emphasizing the significance of system cybersecurity, this thesis highlights the 

need to comprehend vulnerabilities and integrate key principles throughout the 

entire product lifecycle, from concept and design to development and validation. 

Notably, SAE J3061 extends its scope beyond the traditional project development 

lifecycle, encompassing crucial aspects such as the incident response process, over-

the-air (OTA) updates, and cybersecurity considerations related to PII when 

ownership of the vehicle changes [17]. 

Immediately following, the Cybersecurity Process Overview emphasizes the 

significance of integrating the cybersecurity process throughout the entire product 

development path, rather than treating it as an isolated step at the end of 

development. The authors refer to this approach as WDWS, which stands for a well-

defined and well-structured system. By adopting this approach, the procedure 

becomes less susceptible to incorrect, incomplete, or inconsistent cybersecurity 

controls, thereby minimizing the introduction of unknown vulnerabilities into the 

system. The ISO 26262 process scheme serves as a valuable framework for 

establishing a strategy that facilitates and supports the implementation of the 

cybersecurity process. As a result, companies with a well-established functional 

safety working process have a competitive advantage when implementing the 

concepts outlined in the guideline for the first time. 

Figure 8, derived from SAE J3061, offers a comprehensive representation of 

potential activities and checkpoints for product development, highlighting the 

central role of cybersecurity management and activities within the V-model 

framework. As the guideline progresses, several appendices are presented, 

encompassing various resources and references. These include examples of 

analysis, techniques for cybersecurity analysis, templates for work products, 

databases containing information on vulnerabilities and potential classification 

schemes, as well as test tools that can be valuable to the automotive industry. 
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Figure 8 - Overview of possible activities and gates [12] 
  

2.4 ISO/SAE 21434: The Cutting-Edge Standard 

ISO 21434 stands at the forefront of cybersecurity standards when discussing the 

automotive industry. As a comprehensive and up-to-date specification, it sets the 

benchmark for integrating cybersecurity measures into the engineering processes 

of road vehicles. This standard addresses the evolving cyber threats and provides 

essential guidelines and requirements to ensure the robustness and resilience of 

automotive cybersecurity systems. 

Belatedly in August 2021, the state-of-the-art ISO/SAE 21434 - Road Vehicles - 

Cybersecurity Engineering was introduced. This groundbreaking standard aims to 

facilitate the engineering of E/E systems, enabling them to adapt to advanced 

technologies and evolving methods of cyber-attacks. The document is thoughtfully 

organized, encompassing various areas as depicted in Figure 9. Furthermore, the 

standard provides helpful annexes that summarize cybersecurity activities and work 
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products, offering additional guidance and support to implement effective 

cybersecurity measures. 

 

Figure 9 - Structure of SAE/ISO 21434 [13] 
 

The literature review primarily focuses on specific chapters within the ISO/SAE 

21434 standard that pertain to ongoing risk assessments and vulnerability 

management of E/E systems. Chapter 9 specifically delves into the concept phase 

and explores various activities related to identifying cybersecurity risks, 

establishing cybersecurity goals, and defining cybersecurity requirements for E/E 

system components.  

While the detailed discussions of these chapters will be presented in subsequent 

sections, it is important to provide a brief overview of the entire document. 

ISO/SAE 21434 is a comprehensive standard that addresses the need for robust 

cybersecurity engineering in the road vehicle industry. It provides guidance and 

requirements for effectively managing cybersecurity risks throughout the entire 

product development lifecycle. The standard covers various aspects such as risk 
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assessment, threat analysis, vulnerability management, and security requirements 

specification. By following the guidelines outlined in ISO/SAE 21434, automotive 

manufacturers and stakeholders can enhance the security of their E/E systems, adapt 

to emerging cybersecurity threats, and ensure the safety and reliability of their 

vehicles. The standard emphasizes the importance of integrating cybersecurity 

practices early in the development process and maintaining a proactive approach to 

address potential vulnerabilities.  

This literature review will delve deeper into the relevant chapters of ISO/SAE 

21434 to provide a comprehensive understanding of the activities and concepts 

associated with ongoing risk assessments and vulnerability management in E/E 

systems. 

2.4.1 Considerations and Organizational Cybersecurity Management 

In the sphere of cybersecurity engineering, it is crucial to comprehend the 

fundamental aspects of individual items. For original equipment manufacturers, 

where collaborative models between suppliers and manufacturers can vary, 

cybersecurity risk management extends throughout the entire supply chain. 

Activities undertaken throughout a project may differ for each organization 

involved, necessitating tailored cybersecurity activities to adapt to specific 

requirements. 

During analysis activities, potential malicious actions and the resulting damage that 

could impact the cybersecurity of a road vehicle's electrical/electronic systems can 

be identified. To address the challenge of identifying and managing weaknesses and 

vulnerabilities in these systems, cybersecurity monitoring, remediation, and 

incident response measures are employed. 

Chapter 5 of the standard emphasizes the activities and objectives of Organizational 

Cybersecurity Management. In order to establish and implement effective 

cybersecurity management systems, companies must have an applied quality 

management system and utilize appropriate tools to facilitate the process. The 

primary objectives include defining a cybersecurity policy, assigning 

responsibilities for cybersecurity activities, managing cybersecurity risks, and 

fostering a cybersecurity culture that promotes awareness and continuous 
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improvement. The organization should also conduct regular cybersecurity audits to 

ensure that tools and practices do not compromise cybersecurity. The following 

diagram illustrates the recommended framework for cybersecurity governance as 

outlined in the standard. 

 

 

Figure 10 - Cybersecurity governance according ISO21434 [13] 
 

This chapter sheds light on the essential considerations and organizational practices 

related to cybersecurity management. By adhering to these principles and 

implementing robust cybersecurity measures, organizations can enhance their 

overall cybersecurity posture and effectively mitigate risks throughout their 

operations. 

2.4.2 Project-dependent and ongoing activities 

Due to the diverse range of available items and components, it is often necessary to 

define requirements in a more generic manner. Section 6 of the standard outlines 

how responsibilities are allocated, cybersecurity activities are planned, and tailored 

approaches are implemented based on this consideration. Common scenarios that 

require tailoring include reusing components, dealing with components out of 

context, and managing updates. 

Within the ISO framework, a cybersecurity case serves as an input for a 

cybersecurity assessment. However, it is important to note that not all 

circumstances warrant a cybersecurity assessment, and there may be specific cases 

where it is deemed unnecessary post-development. Incorporating cybersecurity into 

the entire life cycle of a product, whether it is a component or a system, requires a 

range of ongoing activities. These activities include: 
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1. Cybersecurity Monitoring: This involves collecting cybersecurity information 

and conducting analyses to identify potential cybersecurity events. Through defined 

triggers and thresholds, cybersecurity events are triaged to determine their 

significance and potential impact. 

2. Events Evaluation: The evaluation process aims to determine whether a 

cybersecurity event poses a weakness to the item or component. It involves 

assessing the nature of the event, its potential consequences, and the likelihood of 

exploitation. 

3. Vulnerability Analysis: Vulnerability analysis focuses on identifying 

vulnerabilities derived from weaknesses that could be exploited by potential 

attackers. This involves examining the system's design, implementation, and 

configurations to identify potential security flaws and weaknesses. 

4. Vulnerabilities Management: Once vulnerabilities are identified, it is crucial to 

track and oversee their treatment in the affected items. This involves managing a 

comprehensive process for addressing and mitigating vulnerabilities, such as 

applying patches, implementing security updates, or utilizing other remediation 

measures. 

Throughout the development of this thesis, more specific details will be provided 

regarding these activities based on the relevant norms and their application. These 

activities are critical for ensuring a proactive and comprehensive approach to 

cybersecurity, mitigating potential risks and ensuring the security of the product 

throughout its life cycle.  
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3 Literature Research – FMEA 

3.1 Historical Background 

Continuing our exploration, we have come across a widely employed approach in 

the industry. It is indisputable that Failure Mode and Effects Analysis (FMEA) 

holds great familiarity and has a rich historical background dating back to the 

1940s, FMEA has established itself as an indispensable tool. Originally developed 

by the USA Military to assess equipment and system reliability, FMEA quickly 

found applications in notable endeavors like NASA's Apollo project, cementing its 

status as an indispensable tool across various domains. 

The spotlight on FMEA intensified when a series of incidents involving Ford Pintos 

exposed the vulnerability of their gas tanks to explosions in rear-end accidents. In 

response, Ford made a strategic decision in 1977 to implement FMEA as part of 

their product development and safety approach [18,19]. This pivotal event marked 

a defining moment in the automotive industry, propelling the widespread adoption 

of FMEA and highlighting its critical role in enhancing product safety and risk 

mitigation. 

Ford's influence extended beyond the automotive industry. In 1994, the 

collaborative effort of Ford, Chrysler, and General Motors resulted in the release of 

the first FMEA manual, known as QS-9000 at the time. Based on DIN EN ISO 

9001:1994-2008, this manual standardized FMEA implementation. The German 

Association of the Automotive Industry (VDA) further promoted FMEA adoption, 

ensuring a uniform approach across various technological fields. 

The impact of Ford's adoption of FMEA reached far and wide, influencing 

companies beyond the automotive sector and fostering a culture of continuous 

improvement and proactive risk management. Aerospace, manufacturing, 

electronics, and other industries embraced FMEA as they witnessed the tangible 

benefits derived from its implementation. Lessons learned from Ford's experience 

shaped industry best practices, established standards, and influenced regulations, 

all emphasizing the pivotal role of FMEA in enhancing product reliability and 

safety. 
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The widespread adoption of FMEA in diverse industries underscores its 

effectiveness and the enduring significance of Ford's contribution. This 

methodology has transcended its automotive origins, finding applications in areas 

beyond technology. As the service sector's definition of "quality" expands, FMEA 

has been successfully applied to non-technology-related fields, enhancing its 

versatility and relevance[19]. 

In the domain of cybersecurity, the Human FMEA approach provides valuable 

insights by considering human behavior [19], particularly in addressing varied 

perceptions of threats. By embracing this method and incorporating human factors, 

organizations can better understand and mitigate potential risks in the multi-layered 

nature of cybersecurity. This is particularly crucial as studies have shown that 

individuals with anxiety may struggle to accurately identify cybersecurity threats, 

highlighting the importance of human factors in threat assessment [20].  

In the subsequent sections of this thesis, we will delve into the details of the FMEA 

methodology. We will explore its principles, processes, and applications. By 

understanding the historical context and industry-wide adoption of FMEA, we can 

gain a comprehensive understanding of its significance and its relevance to the field 

of product development and risk management. 

 

3.2 Understanding Failure Mode and Effects Analysis 

This section aims to perform a comprehensively exploration of Failure Mode and 

Effects Analysis as a fundamental concept within the automotive industry. FMEA 

is widely recognized as a crucial tool for analysing and mitigating risks associated 

with various processes and systems. It enhances operational efficiency, product 

quality, and overall performance. By studying the underlying principles and 

techniques of FMEA, this research aims to provide valuable insights into 

identifying the reasons behind items or processes not performing their intended 

functions and subsequently implementing targeted improvements [21]. In addition 

to identifying and mitigating failures, FMEA plays a vital role in verifying and 

improving designs and processes. It supports the identification of shortcomings and 

design faults, enabling organizations to address them effectively and optimize their 



Literature Research - FMEA 

- 34 - 
 

systems. By integrating FMEA into the design and development stages, 

organizations can proactively identify and address potential risks, thereby 

minimizing the occurrence of failures and enhancing overall reliability. 

The comprehensive analysis of FMEA provides organizations in the automotive 

sector with a strategic approach to optimize their processes, enhance system 

reliability, and ensure the delivery of high-quality products. Organizations can gain 

valuable insights that drive continuous improvement and facilitate informed 

decision-making by systematically examining failure modes, their effects, and the 

underlying causes. Moreover, the utilization of FMEA as an integral part of the 

automotive industry ensures compliance with industry standards and regulatory 

requirements, further reinforcing the significance and relevance of this 

methodology. This section includes necessary definitions and key concepts to 

establish a solid foundation for understanding and applying FMEA effectively. By 

providing a clear understanding of the terminology associated with FMEA, readers 

can easily navigate this methodology's complexities. This clarity will be especially 

beneficial for future analyses that implement cybersecurity-friendly procedures as 

organizations increasingly focus on safeguarding their systems against potential 

cyber threats. 

3.2.1 Definition of Key Concepts in FMEA 

Given that FMEA is primarily concerned with failures, discussing, and defining 

essential concepts related to failure types is imperative. Prior to depth diving into 

the explanation of FMEA's purpose, goals, and technical aspects, this chapter 

provides comprehensive definitions of these key concepts, including the various 

types of failures encountered in the automotive industry. Defining these concepts 

and failure types lays the groundwork for a comprehensive exploration of FMEA, 

enabling a deeper understanding of its purpose, goals, and technical nuances. A 

thorough understanding of these fundamental elements enables organizations and 

researchers to effectively employ FMEA to identify and mitigate risks, optimize 

processes, and enhance overall performance within the automotive sector. To begin, 

let us define the key terms associated with failures and hazards: 
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• Failure Cause: A failure cause refers to a circumstance or scenario that 

triggers a failure. It can occur during a product or system's design, 

production, processing, or use [21]. Understanding the underlying causes of 

failures is crucial to address and prevent them effectively. 

• Failure Effect: The failure effect pertains to the outcome or consequence 

directly resulting from a failure. It impacts the failed item or its immediate 

surroundings explicitly [21]. Examining failure effects helps understand the 

extent and severity of the consequences of failures. 

• Failure Mode: Failure mode refers to how a product or process can 

experience functional failure or lose its intended function or state transition. 

There are multiple ways in which a product or process can fail, known as 

failure modes. It is important to note that human failure is also possible, 

which results from a loss of function due to human action [21,22]. Another 

perspective on failure mode involves analyzing the performance criteria of 

a component. Any changes in performance indicate that the component 

cannot fulfill its assigned function [23]. Understanding failure modes is 

crucial in identifying potential risks and devising appropriate mitigation 

strategies. 

• Hazardous Situation: A hazardous situation refers to an occurrence where 

one or more forms of harm are encountered by individuals, property, or the 

environment. It involves situations that pose risks and can lead to 

undesirable consequences [21]. Recognizing hazardous situations is vital 

for implementing preventive measures and ensuring the safety of 

individuals and the environment. 

A stronger foundation has been established by defining and elucidating these key 

terms, facilitating a comprehensive understanding of FMEA. This interpretation of 

the concepts is crucial for examining the methodology employed by FMEA and 

conducting a thorough analysis. The definitions provided serve as building blocks 

for further exploration and analysis of FMEA in subsequent sections of this thesis. 

With a solid understanding of these fundamental elements, organizations and 

researchers can effectively apply FMEA to identify, analyze, and address failures 

and risks, optimize processes, and enhance overall performance within the 

automotive sector. 
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3.2.2 The Purpose and Advantages of FMEA 

Applying Failure Mode and Effects Analysis within the automotive industry serves 

multiple crucial organizational purposes. It is imperative to incorporate FMEA in 

the development and production planning stages as early as possible to maximize 

its benefits [24]. The primary objective of FMEA is to mitigate risks and enhance 

customer satisfaction by proactively anticipating and preventing failures or defects. 

This is achieved through a systematic process that visualizes product functions, 

process steps, and their associated failure modes, consequences, and causes, 

providing a comprehensive overview. 

By leveraging the insights gained from the FMEA process, organizations are 

empowered to develop robust designs, improve reliability, and enhance safety 

measures by effectively identifying weaknesses in processes or products [24]. 

These findings also enable the documentation and tracking of risk minimization 

measures, ensuring appropriate actions are taken to address potential failures. The 

valuable insights FMEA provides regarding potential failure modes and their 

impacts play a crucial role in informed decision-making and efficient resource 

allocation [25]. 

Both the German Association of the Automotive Industry (VDA) and the 

Automotive Industry Action Group (AIAG) emphasize the systematic and 

qualitative nature of FMEA, highlighting key objectives [25]: 

- Assessing technical risks of failure associated with the product or process. 

- Identifying the causes and consequences of errors. 

- Documenting preventive and detection measures. 

- Providing recommendations to minimize risks. 

Furthermore, FMEA plays a vital role in evaluating the adequacy of planned error 

avoidance and detection measures. This ensures that organizations can effectively 

address potential risks and take necessary actions to optimize the effectiveness of 

their risk mitigation strategies. The historical perspective highlights the significance 

of early failure detection during product development or launch, as delayed 

recognition of failures can lead to exponentially more significant negative impacts 

[26]. 
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FMEA's advantages go beyond risk reduction; it supports organizations in 

achieving operational excellence, delivering high-quality products, and meeting 

customer expectations. As organizations implement FMEA, they gain valuable 

benefits such as the prevention of disturbances during the start of production (SOP), 

the establishment of a knowledge base, and exoneration in claims for product 

liability [24,25]. FMEA's comprehensive analysis and proactive approach enables 

continuous improvement, effective resource allocation, and process optimization 

within the automotive industry. 

3.2.3 FMEA’s limitations 

In addition to the numerous benefits and applications of FMEA, it is a requirement 

to acknowledge and understand the limitations inherent in this methodology. 

Particularly when considering the focus on cybersecurity within Cyber-Physical 

Systems, similar challenges arise that require careful consideration. This chapter 

explores the limitations of FMEA and CPS risk assessments, shedding light on the 

areas where improvements and alternative approaches are necessary. 

One of the key limitations of FMEA and CPS risk assessments is their focus on 

analyzing single failures. While this approach is valuable for identifying and 

addressing specific failure modes, it may not fully capture CPS's complex 

interactions and interdependencies. This limitation can fail to identify potential 

cascading effects or systemic failures that arise from these interdependencies. To 

overcome this limitation, it is essential to develop methodologies that account for 

the intricate relationships and interdependencies among system components. 

Moreover, the absence of weighting on parameters in FMEA and CPS risk 

assessments undermines the reliability of the methods when applied to CPS 

environments. The inability to assign appropriate weights to different parameters 

limits the accuracy and effectiveness of risk assessment outcomes. Developing 

approaches incorporating weighting mechanisms can enhance the precision and 

reliability of risk assessments within CPS [23]. 

Another significant limitation of FMEA is its heavy reliance on the expertise and 

knowledge of the analysis team. The accuracy and effectiveness of the analysis 

heavily depend on the team's ability to identify potential failure modes and assess 

their severity, occurrence, and detection. The quality of the analysis is directly 
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influenced by the capabilities and experience of the team members, and their 

individual decisions shape the overall outcome. To mitigate this limitation, 

organizations should invest in training and knowledge-sharing initiatives to 

enhance the analysis team's expertise. 

Furthermore, the focus on analyzing single failures in FMEA restricts its ability to 

capture the intricate interactions and dependencies between system components 

within CPS. This limitation can lead to a failure to identify potential cascading 

effects or systemic failures arising from these interdependencies. A more 

comprehensive approach that considers the systemic behavior and interactions of 

CPS components is required to address this limitation. This could involve the 

integration of other risk assessment methodologies or developing specialized 

approaches that account for these complex dependencies. 

Lastly, FMEA is primarily qualitative and does not provide quantitative measures. 

While it enables identifying and prioritizing failure modes based on their potential 

impact, it does not quantify the exact probability or frequency of their occurrence. 

This limitation makes it challenging to derive precise, quantifiable actions from the 

analysis results. Developing quantitative measures and incorporating probabilistic 

models into the analysis can provide a more comprehensive understanding of the 

risks associated with CPS. 

These combined limitations underscore the need for further research and 

development of specialized risk assessment approaches that address CPS's unique 

characteristics and challenges. By acknowledging these limitations and actively 

working towards their mitigation, organizations can enhance their ability to identify 

and mitigate risks associated with CPS, ensuring these advanced systems' safe and 

reliable operation. Future studies should address these limitations and develop 

comprehensive risk assessment frameworks that integrate qualitative and 

quantitative approaches to enable effective risk management within CPS 

environments. 
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3.3 The Process 

A systematic step-by-step process is followed by organizations when conducting 

FMEA. As per the latest update from the German Association of the Automotive 

Industry, this process consists of seven distinct steps. Each step plays a crucial role 

in comprehensively understanding potential problems and guiding subsequent 

improvement efforts. By following this structured approach, organizations can 

effectively identify and mitigate risks associated with product design, 

manufacturing processes, and system operations. 

During the FMEA process, the effects of individual failure modes are meticulously 

determined and evaluated. This evaluation involves analyzing the potential 

consequences of each failure mode and assessing its severity, occurrence 

probability, and detection capability. This analysis allows organizations to 

prioritize their efforts and allocate resources to address the most critical failure 

modes. Different types of analyses are conducted to address specific aspects of risk 

management. Two primary variants of FMEA are commonly employed: Design 

FMEA (DFMEA) and Process FMEA (PFMEA). Each variant focuses on specific 

aspects of risk management in different stages of the product lifecycle. DFMEA is 

concerned with identifying potential failure modes related to the product's design 

or specific features [21]. It ensures that the design meets the required functionality, 

reliability, and safety standards. On the other hand, PFMEA scrutinizes and 

mitigates risks inherent in manufacturing and assembly processes. It identifies 

failure modes impacting product quality, production efficiency, and worker safety. 

In addition to DFMEA and PFMEA, another variant has emerged as a significant 

focus area within the field of FMEA. This variant is known as FMEA-MSRs 

(System FMEA). System FMEA encompasses a broader examination of failures 

within a complex system. It goes beyond individual components or processes and 

considers the overall system and interdependencies. This expanded scope is crucial 

in maintaining operational integrity and safety during normal operating conditions 

[27]. System FMEA involves the examination of concept failures, detailed analysis 

of potential failures, and the consequential impact on the overall system. 

The inclusion of System FMEA reflects the evolving landscape of FMEA, which 

has adapted to new technologies and the recognition of the need to address risks at 
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the system level. As automotive systems become increasingly complex and 

interconnected, assessing and managing risks holistically is vital. By adopting 

System FMEA, organizations can proactively identify and mitigate potential 

failures and their cascading effects throughout the system. 

The comprehensive scope of FMEA, encompassing DFMEA, PFMEA, and System 

FMEA, ensures that organizations have a robust framework to address risks across 

the product lifecycle. By employing these different variants of FMEA, 

organizations can optimize product design, improve manufacturing processes, and 

enhance their systems' overall safety and reliability. The continued evolution and 

adoption of FMEA methodologies reflect its adaptability to new technologies and 

its ongoing relevance in mitigating risks within the automotive industry. 

 

 

Figure 11 - 7 steps from FMEA according to AIAG&VDA [28] 
 

Within the literature, there is a notion that the FMEA approach can be divided into 

three distinct phases: planning, performing, and recording. However, it is important 

to note that this division differs from the framework proposed by the VDA. System 
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analysis, failure and risk analysis, and communication are the three areas into which 

the VDA framework divides the FMEA process (see Figure 12).  

 

 

Figure 12 - Steps with area divisions [28] 
 

These zones provide a structured approach for conducting FMEA and ensure 

comprehensive coverage of the necessary steps and activities involved in the 

analysis. In the following sections, the focus will be on two types of FMEA: Design 

and System, both will be thoroughly discussed, exploring their methodologies, 

applications, and benefits. In the following sections, we will go into great detail 

about each form of FMEA and the planning stage. 

3.3.1 FMEA Planning: Establishing a Solid Foundation  

The Planning Phase of FMEA holds excellent significance and plays an equally 

essential role in both Design FMEA and System FMEA, especially when 

addressing cybersecurity aspects. During this phase, thoroughly examining the 

technical requirements associated with the product and method/process is 

imperative. It is necessary to gather comprehensive, accurate, and quantitative 

information pertaining to these standards [24]. In addition to technical prerequisites, 

other factors highlighted by Beverly White and The Practitioners Guide (as shown 

in the image below) contribute to the effectiveness and comprehensiveness of the 

FMEA. These factors, depicted in the accompanying image, provide valuable 

insights for incorporating into the planning phase. By considering these factors, 

organizations can enhance the risk assessment and mitigation process, particularly 

within cybersecurity.  
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Figure 13 - Five T’s to FMEA preparation [29] 
 

To mitigate the risk of "scope creep" and ensure the delivery of a high-quality 

outcome, incorporating the Five T's [29], as depicted in the accompanying image, 

proves invaluable in guiding the necessary considerations. 

1. Scope (inTent): Clearly defining the boundaries of the FMEA analysis is crucial. 

It involves identifying what is included and what falls outside its scope. 

Organizations can focus on the most critical aspects by establishing a well-defined 

scope and avoiding unnecessary diversions. 

2. Timing: A thorough understanding of the FMEA timelines and milestones is 

essential. It is important to align them with the overall product/process development 

cycle to ensure seamless integration and timely completion. By synchronizing the 

FMEA activities with the broader project timeline, organizations can effectively 

allocate resources and ensure that the analysis is conducted at the appropriate 

stages. 

3. Team: Assessing the availability of a competent and adequately resourced team 

is crucial for the successful execution of FMEA. The team should possess the 

necessary expertise and experience to conduct the analysis effectively. By ensuring 

a capable team, organizations can enhance the quality and reliability of the risk 

assessment outcomes. 

4. Tasks: Identifying the tasks and responsibilities assigned to the team members 

ensures clarity and accountability throughout the FMEA process. By clearly 

defining the roles and responsibilities, organizations can streamline the workflow, 

avoid duplication of efforts, and facilitate effective collaboration among team 

members. 

5. Tools: Determining the necessary tools, such as specialized software, required to 

conduct and complete the FMEA effectively is essential. These tools enhance the 
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efficiency and accuracy of the analysis by providing automated calculations, 

documentation capabilities, and data management features. By utilizing the 

appropriate tools, organizations can streamline the FMEA process and improve the 

overall effectiveness of their risk assessments. 

Organizations can establish a solid foundation for their FMEA endeavors by 

addressing these Five T's. Minimizing scope uncertainties, managing timelines 

effectively, allocating appropriate resources, clarifying tasks, and utilizing the 

necessary tools contribute to achieving comprehensive and reliable risk 

assessments. 

 

3.4 Design-FMEA 

One of the earliest designations for the modified version of Failure Mode and 

Effects Analysis can be traced back to the VDA of 1986, referred to as Design-

FMEA or DFMEA for short. Alternatively, it is also known as Product FMEA, as 

its primary focus lies in the design phase of a product. DFMEA is an analytical 

technique that proactively identifies and addresses potential failure modes and their 

corresponding causes or mechanisms before the product is released for production 

(SOP). In conducting a DFMEA, a comprehensive evaluation should encompass all 

end items, including related systems, subsystems, and components [25,30]. 

Depending on the scope, the analysis may encompass both hardware and software 

components. Keeping this comprehensive overview in mind during the planning 

phase of the DFMEA is binding to ensure consistency, agreement, and a clear focus 

on the analysis objectives. 

3.4.1 Performing a DFMEA and its specifics characteristics 

In the context of conducting a Design-Failure Mode and Effects Analysis, the team 

must align their efforts with the fundamental objectives of identifying and analyzing 

potential failures associated with product malfunctions, shortened product life, and 

safety hazards during product usage [31]. It is advantageous to have essential 

documents such as blueprints, offer drawings, prototypes, bills of materials (BOM), 

and schematics to facilitate a more efficient and streamlined process before 
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initiating the DFMEA. These documents serve as valuable resources that contribute 

to better preparation and facilitate a smoother flow in subsequent analysis steps. 

In achieving a successful implementation, emphasizing a preventive rather than a 

reactive approach is essential. Key to this success is executing the project within a 

tight timeline. When scheduling the DFMEA, the team should consider specific 

criteria that have been shown to yield better results, as cited by VDA. These criteria 

include novelty/level of innovation, history of quality/reliability, complexity, the 

safety of people and systems, cyber-physical systems (including cyber-security), 

compliance with legal and regulatory requirements, and the availability of catalog 

and standard parts [25]. By considering these factors, the team can enhance the 

effectiveness of the DFMEA process and increase the likelihood of identifying and 

mitigating potential failures. 

System DFMEAs play a crucial role in comprehensively assessing the various 

attributes and interactions within complex systems. These DFMEAs involve the 

analysis of subsystems and components, which collectively contribute to the 

functioning of the overall system. Depending on the perspective or responsibility, 

the definitions and boundaries of system DFMEAs may vary. Typically, these 

DFMEAs focus on systems that provide functions at the vehicle level, such as the 

vehicle itself, the drivetrain system, or the brake system, among others. To facilitate 

analysis, these functions are further broken down into subsystems and components. 

In the context of system DFMEAs, it is important to consider the interfaces and 

interactions that occur not only between different systems and subsystems but also 

with the environment and customers. These customers can range from suppliers 

(Tier N), original equipment manufacturers (OEMs), to end-users [25]. By 

incorporating this broader perspective, system DFMEAs enable a comprehensive 

evaluation of the interdependencies and potential risks that arise from these 

interfaces and interactions. 

3.4.2 Structural Analysis – step 2 

In the structural analysis phase, the primary objective is to systematically identify 

and break down the scope of the FMEA into its constituent elements, including 

systems, subsystems, components, and individual pieces. This breakdown is 
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essential for conducting a comprehensive engineering risk analysis. Depending on 

the specific scope being considered, the structural analysis encompasses both 

hardware and software elements, reflecting the diverse nature of modern systems 

[25]. 

The structural analysis step aims to provide a clear and thorough understanding of 

the product or process being analyzed. It establishes the boundaries of the system 

under evaluation and identifies the interfaces between its various components. This 

depiction of the system's structure is visualized using a structure tree, which 

showcases the overall system and its hierarchical elements. The main focus and 

critical areas, where failure effects will be examined, are typically represented at 

the first level of the structure tree, situated on the far left. As the analysis proceeds, 

the level of detail can extend to encompass even the design specifics of individual 

parts [24]. 

 

Figure 14 - Structural analysis example [32]  
 

By conducting a comprehensive structural analysis, organizations gain a deeper 

understanding of the system's composition and its interrelationships. This detailed 
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examination facilitates the identification and assessment of potential failure modes, 

contributing to effective risk mitigation strategies. The structure tree serves as a 

valuable tool for visualizing and organizing the elements under analysis, ensuring 

that no critical aspects are overlooked. Ultimately, this step enhances the overall 

effectiveness and accuracy of the subsequent FMEA process. 

3.4.3 Functional Analysis – step 3 

This step within the FMEA process holds significant importance as it focuses on 

accurately assigning the appropriate elements to their respective functions. To 

achieve this objective, all parties involved must clearly understand the functional 

description and requirements. During this step, it becomes essential to clarify the 

operating conditions and interactions between the system under analysis and its 

interconnected components [24]. It is essential to highlight that a function 

represents the intended purpose of a system element. A single system element can 

encompass multiple functions as well as product characteristics. When discussing 

the functions of a particular element, it is referred to as the focus element. The entire 

structure of the function-analysis tree is developed around this element in 

conjunction with the overall tree structure [33]. 

By ensuring a thorough understanding of the functions and its characteristics within 

the system, the analysis can effectively identify and evaluate potential failure modes 

associated with each function. This step lays the foundation for comprehensive risk 

assessment and mitigation strategies. Clear and precise functional descriptions 

enable a more accurate evaluation of the potential failure modes and their 

corresponding effects, allowing for targeted mitigation efforts. Moreover, 

considering operating conditions and interactions is crucial to capture the full scope 

of potential risks. By clarifying the operating conditions, including environmental 

factors and usage scenarios, and understanding the interactions between the system 

under analysis and its connected components, the analysis can identify 

dependencies and potential sources of failures. This integrated approach provides a 

comprehensive understanding of the system's functionality and aids in uncovering 

any potential vulnerabilities. 
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Figure 15 - Function Net with functions and product characteristics [24] 
 

Developing the function-analysis tree structure around the focus element helps 

organize and visualize the functions within the system. It enables a systematic 

analysis of each function and its potential failure modes. This structured approach 

facilitates identifying relationships and dependencies between different functions, 

providing a comprehensive overview of the system's functional interactions. As we 

progress from the left side of the structure to the right, the level of detail gradually 

increases. The functions on the right side specify how the functions on the left side 

are executed or fulfilled, while the functions on the left side define the objectives 

that need to be accomplished by the functions on the right side. 

3.4.4 Failure Analysis – step 4 

In this phase, commonly referred to as error analysis, the fourth step of the FMEA 

process is undertaken. Its primary objective is to identify failure sequences, types, 

and causes, and establish their relationships to conduct a comprehensive risk 

assessment [25]. Each product function or characteristic that was defined in the 

previous step requires a detailed analysis to ensure that any potential malfunctions, 

which refer to the failure to fulfill the intended functions, are properly identified 

and adequately represented. A thorough analysis of malfunctions is essential to 

avoid any gaps or omissions in the subsequent steps of the FMEA process. 

It is important to note that this analysis does not solely focus on complete failures, 

but also encompasses malfunctions caused by loss, degradation, intermittency, 

partial functioning, and unintended functionality or non-performance of a specific 
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function or characteristic. By considering all possible malfunctions, the analysis 

ensures a comprehensive evaluation of potential failure modes and their impacts on 

the system's functionality and performance. 

Moreover, during this step, not only can elements identified in the previous step 

have multiple functions, but it is also possible to assign multiple errors to each 

function. By allowing for the inclusion of multiple errors, the analysis can capture 

a broader range of potential failure scenarios and their associated causes. However, 

it is indispensable to provide clear and detailed error descriptions to enhance the 

accuracy and completeness of the subsequent analysis steps.  

 
Figure 16 - Example of failures description [24] 

 

The quality of the error descriptions significantly influences the effectiveness of the 

following steps in the FMEA process. A precise and comprehensive description of 

errors facilitates a more thorough and accurate analysis in the subsequent steps. It 

provides the necessary foundation for identifying potential risks, evaluating their 

severity and occurrence, and devising appropriate mitigation strategies. The 

detailed error descriptions enable the analysis team to fully understand the nature 

and impact of each error, ensuring a comprehensive assessment of the system's 

failure modes. 

3.4.5 Risk Analysis – step 5 

The main objective of risk analysis is to assess and prioritize risks based on the 

severity of failure effects, the likelihood of failure causes, and the detection 

capabilities within the cause-and-effect chain. An Action Priority Table (AP) is 

utilized to determine the need for action, assigning priority to actions aimed at 
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reducing the risk of failure to the system's function rather than assessing the risk 

itself. 

 

Figure 17 - Action Priority Table levels [29] 
 

3.4.5.1 Severity, Occurrence, and Detection Ratings 

Severity, occurrence, and detection are rated on a scale of 0 to 10, with predefined 

tables aiding in the rating process. Severity (S) reflects the impact of a specific 

failure mode and considers factors such as customer impact. For instance, a severity 

rating of 10 signifies an extremely serious failure with implications for safety and 

compliance with legal regulations, occurring without warning. Occurrence (O) 

evaluates the likelihood of each failure cause based on control measures. A rating 

of 7 or 8 for occurrence indicates a high likelihood of repeated occurrence 

concerning the failure cause/mode, such as systems/components using new or 

problematic technologies. Detection (D) assesses the system's ability to prevent or 

detect failure modes or causes before customer handover through investigative 

measures. For example, a detection rating of 1 represents a high chance of detecting 

malfunctions or failure mechanisms using proven testing methods from previous 

generations [24]. 

3.4.5.2 Prevention and Detection measures 

In fault prevention and defect detection, it is customary to establish prevention 

measures for addressing the causes of faults and detection measures for identifying 

defects. These measures are considered before assigning Severity-Occurrence-

Detection (S-O-D) ratings for each case. Nevertheless, here are some noteworthy 

examples of both prevention and detection measures [25]. 
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• Prevention Measures: 

1. Mechanical Redundancy: 

Having redundant elements minimizes the likelihood of faults occurring due to 

component failure. This preventive measure enhances the general reliability and 

robustness of the system. 

2. Heat Treatment Specification on Drawing: 

Heat treatment specification on drawing refers to the explicit instructions on 

technical drawings regarding the appropriate heat treatment process for specific 

components. 

3. System Design according to Simulation: 

The utilization of simulation techniques during system design allows for 

comprehensive analysis and optimization before implementation. 

• Detection Measures: 

1. Design of Experiments (DoE): 

DoE involves conducting systematic experiments to explore the effects of various 

factors on a system or process. DoE enables a thorough understanding of the 

system's behavior and aids in optimizing detection mechanisms. 

2. Function Test: 

Function tests are conducted to assess whether a system or component performs its 

intended functions accurately and reliably. Function tests are required to detect 

defects affecting the system's overall performance. 

3. Endurance Test: 

Endurance tests involve subjecting a system or component to prolonged operational 

conditions to evaluate its durability and performance over time. Endurance tests are 

essential in detecting defects that may emerge during extended periods of operation. 

3.4.5.3 Action Prioritization 

Once initial ratings and the Action Priority (AP) matrix are established, the team 

can analyze and propose actions to reduce risk. The primary focus is lowering 

occurrence, as reducing severity is often more challenging. Failure modes 
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categorized as 'high' necessitate preventive and/or detection controls, while lower-

rated modes can be addressed with less urgency, with a particular emphasis on those 

classified as medium. 

After prioritizing actions based on risk analysis, the groundwork is laid for 

additional analysis, if required, to ensure effective mitigation or further reduction 

in fault ratings. This step enables a comprehensive evaluation of the existing 

prevention and detection measures, identifying gaps or areas requiring additional 

attention. 

The risk analysis and mitigation efforts form an iterative improvement process 

whereby the team continuously assesses and refines the prevention and detection 

measures. This iterative approach allows for ongoing optimization and adaptation 

to evolving risks and changing system requirements.  

3.4.6 Risk Optimization – step 6 

The optimization phase in FMEA concerns enhancing the reliability and 

performance of a system or process. Steps six and seven of FMEA, similar to 

DFMEA and PFMEA, mark a significant milestone in the methodology. 

The design or process has been established at this stage, leaving little room for 

further refinement. The focus shifts towards defining new risk reduction measures 

and evaluating their effectiveness. The FMEA team thoroughly reviews the risk 

analysis results conducted in previous steps and identifies specific measures to 

decrease the likelihood of failure causes or enhance detection controls for failure 

causes or modes. 

The SMART principle is applied to the action plan to ensure effective 

implementation. Each action should be specific, measurable, achievable, relevant, 

and time bound. This involves assigning responsibility to individuals or teams who 

will oversee the completion of each action and setting target dates for their 

achievement [33]. Evaluating the effectiveness of implemented actions is necessary 

in assessing their impact on risk reduction and system improvement. Completed 

actions are related to estimating their effectiveness and provide valuable insights 

for future analyses. 
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Throughout the optimization phase, the FMEA team may determine that no further 

action is necessary. This decision could be based on comprehensive risk reduction 

measures already implemented or the conclusion that certain measures are not 

feasible or required. In such cases, the "Remarks" column in the FMEA 

documentation contains entries indicating that no further action or revision is 

planned [25]. 

3.4.7 Results Documentation - step 7 

In the final phase of FMEA, it is essential to document the results and achievements 

obtained throughout the process. This documentation serves multiple purposes, 

including demonstrating to stakeholders and customers that identified issues have 

been addressed or mitigated effectively. Furthermore, it provides a comprehensive 

record of the FMEA analysis, serving as a valuable reference for future reviews and 

ensuring the retention of intellectual property by the developing company. 

An important aspect of the documentation phase is creating a report summarizing 

the FMEA results and planning. While this report does not replace the necessary 

content reviews by stakeholders, it serves as a concise summary for the FMEA team 

and other relevant parties. It ensures that each task has been completed and the 

results have undergone thorough review and assessment. The level of detail 

included in the report can be tailored depending on the intended audience and 

company policies. The report is a comprehensive repository of analysis 

information, reflecting the efforts and decisions made during the FMEA. 

When documenting and presenting the results, the following key points may be 

incorporated [25]: 

• Final Status and Objectives: The report should provide information on the 

final status of the project compared to the initial objectives defined in the 

Project Plan.  

• Scope and Content: Include a description of the FMEA's scope and any 

additional content incorporated during the analysis.  

• Function Derivation: An explanation of how the functions were derived is 

crucial for understanding the functional aspects of the system or process 
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under evaluation. This section outlines the fundamental functions and their 

relationships within the analyzed system. 

• Summary of Findings: A concise summary of the findings and their 

corresponding Severity-Occurrence-Detection (S-O-D) ratings should be 

included. This summary helps communicate the identified risks and their 

prioritization to stakeholders, clearly understanding the potential areas of 

concern. 

• Action Overview: The report should provide an overview of the actions 

defined throughout the FMEA process. This section highlights the measures 

recommended to address identified risks and their current status, indicating 

whether they have been implemented or are still in progress. 

• Timeline for Optimization Activities: A timeline outlining the schedule for 

optimization activities within the FMEA should be included.  

By effectively documenting the results and achievements of the FMEA, 

organizations can demonstrate their commitment to addressing potential risks and 

ensuring the reliability and safety of their systems or processes. The comprehensive 

report serves as a valuable reference, enabling stakeholders to review and verify the 

actions taken and decisions made.  

In conclusion, by presenting the information clearly and concisely, organizations 

can provide stakeholders with a comprehensive understanding of the identified 

risks, the actions to mitigate them, and the ongoing optimization efforts. The 

documentation is a valuable tool for future reviews, ensuring the continued 

improvement and success of the analyzed system or process. 

 

3.5 Monitoring and System Response FMEA 

3.5.1 Introduction to MSR-FMEA 

Another essential Failure Mode and Effects Analysis type that warrants 

consideration is the MSR-FMEA, also known as System FMEA or Mechatronic 

FMEA. While the DFMEA primarily focuses on reliability and potential failures 

resulting from design or component issues, the MSR-FMEA, or Monitoring and 
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System Response FMEA, takes a different perspective. This newer type of FMEA 

examines failures that may occur during the use of the system, specifically looking 

at the consequences rather than the underlying causes. The rising importance of 

self-diagnostic and monitoring systems in modern vehicles, such as self-driving 

systems, has brought attention to potential failures not adequately addressed by 

existing FMEA types. Consequently, the MSR-FMEA has emerged to address this 

cluster of issues. 

However, what precisely is an MSR-FMEA? The primary objective is to ensure the 

system maintains a safe state during operation. While systems may experience 

failures during regular operation, assessing the associated risks and consequences 

is necessary. The MSR-FMEA provides a framework for evaluating these risks, 

focusing on maintaining safety and addressing potential failures that can impact the 

system's overall performance and functionality. The introduction of MSR-FMEA 

aligns with the requirements set forth by ISO 26262, which emphasizes the safety 

goals of vehicle systems, particularly those related to electrical and electronic 

components [27]. 

ISO 26262 plays a vital role in ensuring the safety of vehicles and their complex 

mechatronic systems. This standard sets stringent requirements for functional safety 

to prevent and mitigate risks associated with potential failures. The MSR-FMEA 

methodology is essential for fulfilling these safety goals, providing a 

comprehensive analysis of potential failures and their impact on system 

performance. By adopting MSR-FMEA, automotive manufacturers and developers 

can proactively identify and address potential risks, ensuring mechatronic systems' 

safe and reliable operation. This approach considers design and component failures 

and focuses on the overall system behavior and response in various operational 

scenarios. 

The application of MSR-FMEA enables a thorough evaluation of the system's 

potential failure modes and their effects, considering the dynamic nature of 

mechatronic systems. It provides valuable insights into potential risks, allowing 

designers and engineers to implement appropriate monitoring and response 

mechanisms. Additionally, it facilitates the identification of necessary safety 
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measures and implementation of robust countermeasures to mitigate risks and 

ensure system safety. 

The adoption of MSR-FMEA represents a significant advancement in automotive 

safety analysis. It acknowledges the growing complexity of modern vehicles and 

the need to address potential failures that may arise from advanced features and 

self-diagnostic systems. By incorporating MSR-FMEA into the safety assessment 

process, automotive manufacturers can enhance their ability to deliver vehicles that 

meet the highest safety standards and provide reliable performance in various 

scenarios. 

3.5.2 Methodology and Process 

Having explored the step-by-step process of Design Failure Mode and Effects 

Analysis (DFMEA) in detail, it is now required to delve into the key differentiating 

factors of MSR-FMEA. By comparing these two methodologies, we can 

comprehensively understand how MSR-FMEA diverges from its predecessor. 

While DFMEA focuses on analyzing errors during the development phase, MSR-

FMEA takes a different approach by examining errors already occurring in the field.  

The shift in focus allows for a deeper understanding of system behavior and the 

implementation of appropriate responses to ensure safety. MSR-FMEA identifies 

errors and determines how the system should respond to them, emphasizing 

mitigating risks and safeguarding occupants and other road users [34]. This 

approach is particularly important as vehicles incorporate advanced features and 

self-diagnostic systems. By integrating MSR-FMEA into the analysis process, 

manufacturers gain insights into system performance in real-world scenarios, 

enabling the development of proactive response mechanisms. 
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Figure 18 - Comparison between DFMEA and MSR-FMEA approach [34] 
 

The unique focus of MSR-FMEA on errors occurring during operation sets it apart 

from the preventive nature of DFMEA. This comprehensive approach considers the 

complexities of real-world scenarios, leading to a more accurate assessment of risks 

and the formulation of appropriate response actions.  

MSR-FMEA offers a comprehensive evaluation of risks, extending beyond 

personal injury considerations to encompass quality defects and system functions' 

potential loss or limitation. Its primary objective is to prevent failure sequences that 

trigger system responses, aiming to replace them with new failures that have a 

minor impact on the system's safe state. The FMEA-MSR methodology facilitates 

decisions regarding safety requirements objectives, enabling recommendations 

such as the addition of monitoring sensors, system redundancies, or improved 

malfunction detection checks [25].  

MSR-FMEA provides organizations with a thorough analysis of potential 

vulnerabilities and risk mitigation strategies by assessing personal injury risks, 

quality defects, and functional limitations. These recommendations enhance system 

safety and performance, ensuring reliability even during failures. The versatility of 

MSR-FMEA allows for targeted safety measures tailored to the specific needs of 

mechatronic systems. 
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3.5.2.1 The Differentiating Factors of MSR-FMEA 

One key distinction is observed in step 2, where the structure tree within MSR-

FMEA focuses on both the intended and unintended functions of systems and 

subsystems. The structure here must be compatible with an existing safety concept 

whenever it is already in place. While the scope of MSR-FMEA is generally limited 

to the system elements highlighted in the corresponding DFMEA, there may be 

instances where the analysis extends to include interfaces with other systems, as 

depicted in the accompanying figure. This expanded scope ensures a more 

comprehensive assessment of potential risks and allows for a thorough 

understanding of how system elements interact within the broader context.  

 

Figure 19 - MSR-FMEA structure tree within an interface element [25]  
 

Step 3 builds upon the same principle as the previous step but introduces an 

additional layer of complexity by incorporating monitoring and system states. This 

involves implementing functions such as redundancy checks, detecting values that 

fall outside the acceptable range, initiating emergency mode, and issuing driver 

warnings in response to errors. The comprehensive evaluation of these functions 

necessitates the assessment of sensor signals as well, further enriching the analysis 

in this phase. By considering the interplay between these elements, MSR-FMEA 

provides a more robust understanding of potential risks and enhances the system's 

overall safety [25]. 

MSR-FMEA adopts the same structure as DFMEA in the failure analysis stage, 

including identifying possible failure causes, monitoring mechanisms, and system 

responses. A meaningful comparison between the two methodologies lies in the 
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failure chain. In MSR-FMEA, if a component can detect an error, it initiates an 

event with a less severe impact than the original fault. It is important to note that 

errors related to the monitoring procedure are not evaluated within MSR-FMEA, as 

they fall within the scope of DFMEA if deemed necessary for the project analysis. 

By maintaining this clear distinction, both methodologies work synergistically to 

assess potential failures and their effects on system performance comprehensively. 

In the final step that impacts the differences in MSR-FMEA, the risk analysis stage 

introduces notable differences that influence the methodology. The focus shifts to 

the impact on the user, aligning with the construction principles outlined in the 

DFMEA manual. Three criteria are employed for evaluation within the risk 

assessment, presenting a slight deviation from the DFMEA framework. The 

Probability of Occurrence (O) and Probability of Detection (D) categories are now 

replaced by Frequency (F) and Monitoring (M) in MSR-FMEA, resulting in the 

following key considerations: 

1. Meaning (B): This criterion assesses the significance of the error sequence, 

capturing its implications and potential consequences. 

2. Frequency (H): The frequency category examines how often the problem occurs 

or is likely to occur during vehicle usage, considering various operating situations 

and scenarios. 

3. Monitoring (M): The monitoring criterion evaluates the effectiveness and quality 

of the monitoring functions implemented within the system, ensuring that potential 

failures are promptly detected and addressed. 

By integrating these revised evaluation criteria, MSR-FMEA provides a 

comprehensive risk analysis framework that considers the impact on the user, 

occurrence frequency, and the effectiveness of monitoring functions [35].  

In addition, the risk analysis step in MSR-FMEA utilizes the Action Priority (AP) 

table, similar to DFMEA, to prioritize the identified risks. The AP table categorizes 

risks into three levels of prioritization: low, medium, and high. This aids in 

determining the appropriate actions and allocating resources to address the 

identified risks effectively. By applying this systematic approach to risk 

prioritization, MSR-FMEA ensures that critical risks receive the necessary attention 
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and enables the development of targeted mitigation measures. The utilization of the 

AP table further enhances the overall risk analysis process and reinforces the 

importance of proactive risk management within the context of mechatronic system 

safety analysis. 

The optimization step in MSR-FMEA is vital for driving continuous improvement 

and enhancing system safety. It involves analyzing the results of the risk analysis 

and identifying areas for enhancement. By implementing preventive measures, 

improving detection controls, or making changes to component designs, the team 

aims to eliminate the causes of faults or enhance the monitoring of fault causes [25]. 

Regular assessments are conducted to evaluate the effectiveness of implemented 

actions and identify opportunities for further improvement. This iterative process 

ensures that safety measures are continuously optimized and aligned with 

mechatronic systems' evolving needs and challenges. 
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4 Cybersecurity Breach - in Remote Car Hacking: 

Insights from the Jeep Cherokee Incident 

In recent years, the rapidly evolving landscape of technology and connectivity has 

brought forth new challenges and vulnerabilities in automotive cybersecurity, 

particularly with the rise of incidents related to remote car hacking. These 

occurrences have garnered significant attention and emphasized the potential risks 

associated with interconnected vehicles. One prominent case that has drawn 

considerable interest is the remote car hacking of a Jeep Cherokee. In this chapter, 

we aim to delve into this cybersecurity breach from the perspective of OEMs. 

Notably, an analysis conducted by KPMG revealed a stunning 300% increase in 

cyber-attacks in the automotive industry between 2017 and 2019 [36]. The same 

report emphasized that an average cyber-attack costs the manufacturer more than 

10 million dollars, raising a red flag for OEMs to address the growing threats to 

their systems and vehicles. Through this examination, we seek to understand the 

implications of the Jeep Cherokee incident and explore practical strategies to 

enhance automotive cybersecurity. By leveraging available articles and studies, we 

aim to shed light on the vulnerabilities exploited in the breach, the potential 

consequences for vehicle security and user safety, and the role of OEMs in 

fortifying their defenses. With these insights, we desire to equip OEMs with 

valuable guidance and countermeasures to safeguard their connected vehicles and 

technical products effectively. 

This chapter aims to analyze the Jeep Cherokee incident and explore its 

implications for ensuring cybersecurity of technical products. With the widespread 

recognition and accurate application of Failure Mode and Effects Analysis in 

various industries, the first research question arises: "Can FMEA be effectively 

utilized to enhance the cybersecurity of technical products?". While the initial 

intention of this paper was to gather insights directly from industry professionals 

and employees involved in addressing the breach, the extensive confidentiality 

surrounding the incident necessitated a different approach. Consequently, this 

chapter will utilize available articles and studies to examine the breach and its 

significance comprehensively. 
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By analyzing existing research and publications, we aim to shed light on the 

vulnerabilities exploited in the Jeep Cherokee incident, the potential consequences 

for vehicle security and user safety, and the applicability of FMEA to enhance 

cybersecurity. The insights gained from this analysis will contribute to answering 

the research question and provide valuable guidance for OEMs in the automotive 

industry. Through this examination, we strive to highlight the critical lessons 

learned from the Jeep Cherokee incident and explore the potential of utilizing 

FMEA to strengthen cybersecurity practices. By understanding the implications of 

such breaches and leveraging effective methodologies, OEMs can develop robust 

countermeasures, ensuring the safety and security of connected vehicles and other 

technical products. 

Disclaimer: The information presented in this chapter is based on publicly 

available articles and studies related to the Jeep Cherokee remote car hacking 

incident. Due to the abovementioned limitations, the chapter does not include direct 

access to confidential or proprietary information." 

 

4.1 What Happened? Understanding the Jeep Cherokee Incident 

The rapid evolution of technology and connectivity has introduced new challenges 

and vulnerabilities in automotive cybersecurity. Recent years have seen a surge in 

remote car hacking incidents, spotlighting the potential risks associated with 

interconnected vehicles. One prominent case that has garnered considerable 

attention is the remote car hacking of a Jeep Cherokee. This pivotal event prompted 

us to delve into this cybersecurity breach from the perspective of OEMs. 

Concerns over vehicle systems ' vulnerability and passengers ' safety have escalated 

between the increasing awareness of cyberattacks and the criticality of 

cybersecurity in modern cars. A group of professionals known as white hat hackers 

have emerged in response to these challenges. Companies or individuals legally 

authorize these skilled individuals to probe and identify weaknesses in specific 

systems. Their activities, conducted with permission, distinguish them from other 

hackers in terms of ethics and purpose [37]. As the automotive industry confronts 

the potential risks posed by cyber threats, the presence of white hat hackers has 
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become more prominent. Leveraging their expertise and ethical approach, these 

professionals offer valuable insights into the weaknesses and entry points that 

malicious hackers could exploit. Through authorized hacking attempts, they play a 

crucial role in helping the automotive industry identify and rectify vulnerabilities, 

ultimately ensuring the safety and security of vehicles and their occupants. In an 

era where connectivity and digitalization are integral to modern cars, their 

involvement has become increasingly indispensable. 

During 2014 and 2015, the automotive industry witnessed a significant 

demonstration of vulnerabilities in modern vehicles' security features. White hat 

hackers Charlie Miller and Chris Valasek orchestrated an eye-opening experiment 

involving a 2014 Jeep Cherokee. They aimed to underscore the potential risks and 

lack of security measures in unmodified vehicles, particularly concerning remote 

attacks. This demonstration was a stark reminder of the need for enhanced 

cybersecurity measures within the automotive industry. The vulnerabilities they 

successfully exploited could compromise vehicle occupants' safety and privacy. 

Their groundbreaking work was a wake-up call for automakers, propelling them to 

prioritize cybersecurity in their design and development processes. The findings 

from Miller and Valasek's research catalyzed a paradigm shift within the industry, 

prompting increased efforts to fortify vehicle systems against potential cyber 

threats. To this day, their pioneering work continues to influence the development 

of robust security features aimed at safeguarding against remote attacks and 

ensuring the safety of vehicle users. 

The research paper containing 91 pages [38], explores specific vehicle features that 

amplified its vulnerability to potential attackers. While some of these features were 

designed to enhance driving experience and safety, it is essential to recognize that 

these technological advancements can also serve as potential entry points for 

hackers. The paper examines features such as Adaptive Cruise Control (ACC), 

Forward Collision Warning Plus (FCW+), Lane Departure Warning (LDW+), and 

Park Assist System (PAM). It incorporates Bluetooth and Wi-Fi connectivity, 

further augmenting the vehicle's potential attack points. Furthermore, the paper 

delves into illustrative examples where white hat hackers effectively manipulated 
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these vulnerabilities, showcasing their ability to control various vehicle functions 

remotely. 

Charlie and Chris successfully accessed Jeep's infotainment system, enabling them 

to control non-critical features such as the radio and wipers. However, they 

escalated their intrusion by manipulating critical functions like steering and 

braking, a development that sent shockwaves through security experts and 

customers alike. This starkly highlighted the real risks posed by cyber threats to 

vehicle safety. With the increasing proliferation of electronic control units in 

modern vehicles, remote control attacks have become increasingly plausible. 

Safeguarding vehicles against such cyberattacks has never been more critical for 

passenger and road user safety. The Jeep Cherokee hack triggered a much-needed 

focus on cybersecurity research and development within the automotive industry. 

As this incident serves as both a cautionary tale and a catalyst for ongoing efforts 

to mitigate cyber risks in the automotive landscape, it reinforces the urgency and 

importance of enhancing cybersecurity practices to protect connected vehicles and 

other technical products. 

 

4.2 Unveiling Vulnerabilities: Infiltrating the Jeep’s Infotainment 
System 

After carefully selecting the model and manufacturer for their hack, Charlie Miller 

and Chris Valasek faced the formidable task of comprehending the intricate 

workings of the 2014 Jeep Cherokee's system. Delving into the vehicle's 

architecture, they made a strategic assumption that gaining control over the radio 

control unit would grant them the power to send commands to the ECUs responsible 

for managing the car's physical features. The architecture of the 2014 Jeep Cherokee 

is visually depicted in Figure 20 below, providing a glimpse into the interconnected 

components that became their target of interest. 
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Figure 20 - Jeep Architecture [38]  
 

In automotive cybersecurity, white hackers have consistently pointed out the 

telematics system's significance as a prime entry point for potential attacks. This 

system presents a wide array of access points, rendering it an alluring target for 

malicious intrusions. Its vulnerability stems from the fact that telematics in vehicles 

encompasses various systems, making them susceptible to potential breaches 

through channels like GPS, wireless telematics, and more. To further compound the 

issue, the complex nature of vehicle telematics often involves the convergence of 

the Internet of Things (IoT), cloud technologies, and software solutions [39]. These 

interconnections expose a larger attack surface, necessitating robust security 

measures to safeguard against potential cyber threats. 

Moreover, the researchers' paper brought to light the vulnerability of Wi-Fi, which 

is integrated into numerous devices within modern vehicles. Even if attackers 

cannot directly access the vehicle's central system, they can exploit potential 

loopholes through any device connected to the vehicle's Wi-Fi network. While we 

will not dive deep into the intricate technicalities of the code or explore the specifics 
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of breaching such systems, it is essential to acknowledge this susceptibility and 

prioritize stringent security measures to fend off potential attacks. 

The main entry point for hackers into the 2014 Jeep Cherokee's systems was 

through its touchscreen infotainment system (chip OMAP). They masterfully 

executed their attack by treating it as a touchscreen computer susceptible to 

compromise. Once they gained control, Miller and Valasek held authority over 

functions unrelated to driving, enabling them to manipulate the radio and adjust 

HVAC settings. However, these may seem harmless functions during regular 

driving; losing control or being unaware of such actions could instill panic in the 

driver. For instance, the driver who experienced the Jeep Cherokee attack 

described, "Though I had not touched the dashboard, the vents in the Jeep Cherokee 

started blasting cold air at the maximum setting, chilling the sweat on my back 

through the in-seat climate control system. Next, the radio switched to the local hip-

hop station and began blaring Skee-lo at full volume. I spun the control knob left 

and hit the power button to no avail. Then the windshield wipers turned on, and 

wiper fluid blurred the glass." This chilling excerpt vividly illustrates the initial 

stages of the vehicle hack, as Andy Greenberg detailed in an article on Wired's 

website [40]. 

As the automotive industry wrestles with the escalating challenge of cybersecurity, 

understanding these vulnerabilities and the potential consequences is critical. 

Examining the Jeep Cherokee incident sheds light on the urgent need for robust 

security measures, protecting the safety and well-being of vehicle users and 

prompting the automotive community to prioritize cybersecurity research and 

development. By comprehending the implications of such breaches and leveraging 

effective methodologies like Failure Mode and Effects Analysis (FMEA), our aim 

here, OEMs and cybersecurity experts can collaboratively devise and implement 

innovative countermeasures, safeguarding connected vehicles and other technical 

products from potential cyberattacks.  
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4.3 Beyond the Infotainment: Manipulating Critical Driving 
Functions 

With their sights set on influencing driving functions, the hackers embarked on the 

arduous task of developing custom firmware to take control of a chip responsible 

for managing the vehicle's physical components. Unlike the chip governing the 

infotainment system, this chip boasted distinct properties, demanding a different 

approach to hacking. Ordinarily, attempting to hack one chip via another would be 

an insurmountable challenge, as Miller and Valasek pointed out. However, the 

unique circumstances in the Jeep Cherokee case, where the hackers already held 

dominion over the infotainment chip, presented an opportunity for them to install 

the meticulously crafted firmware, thus paving the way for a successful hack. 

Before exploring the specific physical features that succumbed to the hackers' 

attack, it is vital to emphasize the broader implications of their research. A 

comprehensive scan conducted by the researchers revealed a disconcerting list of 

potentially vulnerable vehicle models, hinting at the far-reaching impact of such 

attacks. While these vehicles did not undergo the same hack investigated in the 

research paper, their susceptibility to remote interaction without requiring any form 

of authentication serves as a compelling cautionary note. This alarming discovery 

should prompt the automotive industry to prioritize robust cybersecurity measures, 

fortifying their vehicles against potential threats across a broad spectrum of 

connected models. 

 

Figure 21 - Possible vehicles that can be vulnerable [38] 
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The researchers' concern was amplified when they extrapolated their findings, using 

a formula to estimate the number of vulnerable vehicles, revealing an even more 

staggering statistic than the number of affected models. The estimated range of 

vulnerable vehicles stood between 292,000 and 471,000, sending shockwaves 

through the automotive community. With such a vast number of vehicles potentially 

at risk, the ramifications of remote attacks on driving functions could be 

catastrophic. The significant number of vulnerable vehicles caught the attention of 

OEMs, further amplifying concerns within the industry. Responding to the 

researchers' findings and mitigating potential risks, a recall of 1.4 million vehicles 

was initiated. The recall scale demonstrated the gravity of the situation. 

4.3.1 The V850 chip 

During a presentation at DEF CON 23 [41], Charlie and Chris embarked on 

exploration beyond the confines of the infotainment unit, seeking an entry point 

into the broader system of the car. Immersed in their analysis of the vehicle's 

architecture, as already depicted in Figure 20, they unearthed intriguing connections 

that hinted at potential pathways for their hacking endeavors. In this phase of their 

research, a pivotal realization dawned upon them. While they adeptly manipulated 

the radio's functions, they encountered an obstacle in their quest to influence the 

car's physical aspects. Despite the radio system's communication with external 

components and the two CAN (Controller Area Network) units, they discerned the 

presence of two distinct chips that wielded dominion over essential functions, 

effectively acting as the gateway to complete control of the entire vehicle. This 

revelation presented a formidable challenge in their relentless pursuit to access and 

manipulate critical driving functions. 

As the hackers set their sights on taking control of the vehicle's critical driving 

functions, their path led them to the OMAP chip, responsible for orchestrating the 

management of the infotainment system. However, a direct approach to sending 

information to the braking system and prompting immediate action proved 

unfeasible. Unfazed by this roadblock, they turned their attention to an alternative 

approach that would prove pivotal in their hacking quest. Their breakthrough came 

as they delved into the firmware of the V850 chip, which assumed the role of the 
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central controller governing the vehicle's physical features. To their astonishment, 

they made a critical discovery - the V850 chip's firmware could be updated 

conveniently from an easily accessible web version, available for download by 

virtually anyone with an internet connection. 

With this newfound knowledge, the hackers devised a strategic move to execute 

their remote hack. They seamlessly introduced a USB connection to the 

infotainment unit, cleverly paving the way to update the V850 chip through the 

OMAP. This cunning maneuver was further supported by the absence of robust 

authentication or validation rules safeguarding against unauthorized firmware 

overwriting. This vulnerability in the chip's firmware proved to be the Achilles' heel 

that unlocked the gateway to manipulating critical driving functions, empowering 

their actions to impact the vehicle's physical performance directly. 

Each meticulous step in their hacking journey evolved as the hackers successfully 

established a seamless pathway to transmit commands from the OMAP chip to the 

V850 using the SPI (Serial Peripheral Interface). This communication link between 

the two chips enabled them to interact and exchange information fluidly, connecting 

the gap between the infotainment unit and the central control of critical driving 

functions. With this entry point to the vehicle's core components established, their 

efforts culminated in realizing their objectives - the remote attack's broad impact 

extended beyond the infotainment system to enclose the manipulation of the 

vehicle's physical components. This newfound authority over critical driving 

functions yielded the vehicle susceptible to their control. 

Having mastered the art of sending exploitative messages to the vehicle's systems, 

identifying pathways for impactful actions during driving scenarios, and accessing 

privileged operations, the hackers encountered their next challenge: reverse 

engineering the codes within the Jeep Cherokee ECU. This step was essential to 

enable them to send customized messages rather than relying on pre-defined ones 

already in the system. 

4.3.2 Exploiting Driving Features 

In this critical stage, they encountered the most alarming aspect that haunts those 

concerned about cyber-attacks. Their investigation led them to uncover a method 
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to kill the engine by turning off a specific fuel injector through a diagnostic routine 

on the chip. Although this action was only viable at low speeds, the potential harm 

it could inflict on individuals was deeply concerning. Moreover, Charles and Chris 

made another unsettling discovery. By initiating a diagnostic session of the ABS 

ECU, they gained the ability to send commands to bleed all brakes, effectively 

rendering the vehicle's brakes inoperable. This revelation further heightened the 

gravity of the vulnerabilities they had encountered. 

In their relentless pursuit, the hackers also targeted the steering system, which had 

proven more resilient than the previous ones. Despite the challenges, they 

ingeniously found a way to transmit messages with precise torque specifications, 

enabling them to dictate the wheel's steering direction. As they concluded this 

investigation phase, the depth of vulnerabilities exposed in the driving features left 

them deeply concerned about the implications of such attacks.  

This passage powerfully illustrates the sheer panic induced by these malicious 

attacks, emphasizing the gravity of the situation. Andy was aware that the 

researchers would eventually hack his Jeep Cherokee. As the experiment unfolded, 

he experienced the chilling effects firsthand. The moment he realized the 

accelerator was unresponsive, anxiety set in, and he desperately pressed the pedal, 

watching the RPMs climb with no corresponding increase in speed. The Jeep's 

movement slowed to a crawl, leaving him stranded on a long overpass with no 

shoulder for escape. What started as an experiment became a terrifying ordeal as 

the interstate began to slope upward, causing the Jeep to lose even more momentum 

and barely inch forward. The impotence of the situation was evident as cars lined 

up behind his vehicle, honking in frustration. The sense of vulnerability was 

heightened when an 18-wheeler approached in his rearview mirror, making him 

hope that the driver would see his predicament and understand he was paralyzed on 

the highway [40]. 
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5 Developing a Cybersecurity FMEA Framework for 

Technical Products 

This chapter explores the potential application of Failure Mode and Effects 

Analysis to ensure cybersecurity of technical products, with a specific emphasis on 

the automotive industry. With the growing concern over cybersecurity breaches in 

modern vehicles, the importance of implementing robust security measures has 

never been more critical. In response to these challenges, the aim is to address the 

research questions raised earlier and develop and present a comprehensive 

Cybersecurity FMEA framework. 

Via exhaustively examining existing literature and industry practices, we aim to 

establish the relevance and adaptability of FMEA in cybersecurity. By leveraging 

FMEA's strengths and understanding its limitations, it is possible to pave the way 

for a comprehensive Cybersecurity FMEA framework tailored to the unique 

challenges of protecting technical products from cyber threats. 

To ensure seamless integration into existing cybersecurity practices, we explore 

how the Cybersecurity FMEA framework aligns with industry standards and 

requirements. Harmonizing FMEA with established guidelines such as SAE J3061 

and ISO/SAE 21434 strengthens an organization's cybersecurity posture and fosters 

compliance with industry best practices. 

 

5.1 The Applicability of FMEA in Ensuring Cybersecurity 

FMEA is a powerful tool to enhance cybersecurity in technical products, aligning 

with its core objective of anticipating and preventing failures. In this section, we 

explore the seamless connection between FMEA and the fundamental principles of 

cybersecurity, where protection against threat scenarios lies at the forefront. 

To establish a solid foundation for employing FMEA in cybersecurity cases, we 

bridge the definitions and concepts of both methodologies. By interlacing these 

disciplines, we unlock the viability of effectively exploiting FMEA to harden 

cybersecurity measures. To create a seamless synergy, we contextualize 

cybersecurity's key definitions within the world of FMEA. 
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For instance, drawing parallels between a ‘Hazardous Situation’ (section 3.2.1) and 

the occurrence of harm leading to unsatisfactory consequences, we extrapolate its 

relevance to encompass the domain of ‘Cyberattacks’ and ‘Threats.’ In the context 

of vehicles, unsatisfactory consequences could involve the violation of safety for 

individuals within and around the vehicle and the potential loss of system 

functionalities. Extending this definition allows us to address cybersecurity risks 

and their implications on technical products. 

Furthermore, significant parallels are evident between ‘Failure Causes’ in FMEA 

and concepts in cybersecurity, such as ‘Trigger’ (section 2.1.12), ‘Vulnerability’ 

(section 2.1.13), and ‘Weakness’ (section 2.1.14). In FMEA, failure causes 

represent circumstances initiating a failure, while in cybersecurity, these concepts 

lead to events that could cascade into a cyberattack. Identifying these alignments 

reinforces the interconnectedness of FMEA and cybersecurity practices in 

effectively mitigating potential threats and vulnerabilities. 

Since 'Cyberattacks' are frequently executed by a human factor – hackers, it creates 

a compelling connection with 'Failure Mode.' As elucidated in section 3.2.1, failure 

mode delves into how failures occur, and an essential link emerges: Human failure. 

While a cyberattack itself might not be considered a human failure, the hackers' 

staged attack involves human elements that profoundly influence both FMEA and 

Cybersecurity. This acknowledgment underscores the interplay between human 

actions and technical vulnerabilities in the context of cybersecurity breaches and 

highlights the significance of considering human factors in enhancing FMEA's 

application in cybersecurity. 

Identifying commonalities between Failure Mode and Effects Analysis (FMEA) 

and cybersecurity lays the foundation for addressing the first research question:  

• "If the method FMEA is so recognized and extensively used with accuracy, 

can it be applied to ensure the cybersecurity of technical products?"  

The answer to this question is affirmative, as evident from the seamless connection 

between both methodologies' fundamental definitions and concepts. FMEA's 

efficacy in anticipating and preventing failures can be effectively applied to bolster 

cybersecurity measures. Cybersecurity essential to acknowledge that while the 
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applicability of FMEA in cybersecurity is evident, it remains a relatively 

unexplored territory. Further in-depth exploration and research are essential to fully 

leverage FMEA's potential in enhancing cybersecurity practices. 

By leveraging the strengths of FMEA, particularly in anticipating potential failure 

modes, organizations can adapt this method to identify and mitigate vulnerabilities 

in technical products susceptible to cyber threats. The systematic and proactive 

approach of FMEA aligns with the objectives of cybersecurity, where preemptively 

identifying weaknesses and potential threats is paramount. Integrating FMEA's 

methodology into cybersecurity practices can provide a more comprehensive and 

proactive defense against cyberattacks. 

Moreover, the interplay between human factors and technical vulnerabilities in 

cybersecurity breaches necessitates an approach considering both aspects. FMEA's 

ability to assess human failures in the context of failure modes makes it relevant in 

addressing the human element involved in cyberattacks. Understanding the human 

factors contributing to vulnerabilities in technical products can help organizations 

implement measures to strengthen their cybersecurity posture. 

While FMEA's applicability to cybersecurity holds promise, challenges lie ahead. 

Adapting FMEA to the dynamic and rapidly evolving landscape of cyber threats 

requires continuous research and development. Cybersecurity FMEA must address 

emerging attack vectors and consider the broader context of interconnected 

systems, which can introduce new risks. Moreover, ensuring seamless integration 

into existing cybersecurity practices and industry standards is crucial to facilitate 

its adoption by organizations. 

In conclusion, the alignment of FMEA with cybersecurity principles presents a 

compelling opportunity to enhance the security of technical products. By leveraging 

FMEA's systematic approach and addressing human factors in cybersecurity, 

organizations can develop a comprehensive Cybersecurity FMEA framework 

tailored to the unique challenges of protecting against cyber threats. However, 

realizing its full potential requires concerted research efforts and a collaborative 

approach among academia, industry, and cybersecurity experts. Embracing this 

synergistic approach can foster a safer technological landscape and contribute to 
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the overall cybersecurity resilience of technical products in the automotive and 

other industries. 

 

5.2 Structuring the Cybersecurity FMEA Process 

Having thoroughly explored the Cybersecurity Standards and gained a 

comprehensive understanding of FMEA principles, we are now well-equipped to 

determine the optimal structure for a Cybersecurity FMEA. To address our second 

research question regarding the most effective approach, we must examine potential 

similarities with other FMEA types, including DFMEA, PFMEA, or MSR-FMEA. 

This analysis aims to identify the most effective cybersecurity FMEA framework, 

ensuring that cybersecurity risks are mitigated effectively. 

As a result of the Cybersecurity Standards, we gain a greater understanding of the 

unique challenges posed by cyber threats, underlining the necessity of proactive and 

systematic risk assessment. We can adapt and tailor FMEA methodologies to 

address specific cybersecurity concerns based on their proven effectiveness across 

various domains. By aligning the Cybersecurity FMEA with existing FMEA types, 

we can leverage best practices and lessons learned from diverse industries, 

fortifying interconnected systems and safeguarding digital assets. By recognizing 

both commonalities and distinctions, we can create a comprehensive framework 

that effectively addresses cybersecurity vulnerabilities while seamlessly integrating 

with the existing risk management processes. 

Furthermore, our solid foundation in Cybersecurity Standards and FMEA 

methodologies ensures the compatibility and applicability of the structured 

Cybersecurity FMEA across diverse technological environments. As technology 

evolves rapidly, this adaptability becomes paramount in securing digital ecosystems 

against emerging cyber threats. With a clear direction for the Cybersecurity 

FMEA's structure, the forthcoming sections will explore its step-by-step 

implementation. We will investigate its significance in enhancing cybersecurity and 

fortifying digital ecosystems against potential threats, contributing to a more secure 

and resilient technological landscape.  
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5.2.1 Integrating FMEA with Cybersecurity Standards and Requirements 

Efficiently merging FMEA with Cybersecurity requires thoughtful consideration of 

the standards and requirements set in Cybersecurity. ISO21434, the State of Art 

Cybersecurity Standards, offers valuable guidance, highlighting essential elements 

specified in section 2.4.2. These elements encompass Cybersecurity Monitoring, 

Events Evaluation, Vulnerability Analysis, and Vulnerabilities Management. 

Aligning the FMEA process with these core aspects ensures a comprehensive 

approach to addressing Cybersecurity concerns effectively. 

Incorporating a cybersecurity expert within the FMEA team plays a vital role during 

the definition phase. This step ensures that the team thoroughly understands crucial 

Cybersecurity points and fosters a collaborative approach in the risk assessment 

process. By leveraging the insights and expertise of the cybersecurity expert, the 

FMEA team can comprehensively identify potential Cybersecurity vulnerabilities 

and implement proactive measures to mitigate risks effectively. 

Moreover, drawing insights from the guidebook SAE J3061 reinforces the 

integration of FMEA and Cybersecurity. The guidebook emphasizes the importance 

of adopting an exemplary structure during the product development process, 

offering valuable reference points for designing a robust Cybersecurity FMEA 

framework. Adhering to these recommendations ensures organizations optimize 

their risk assessment process and seamlessly align it with Cybersecurity objectives, 

ensuring the safety and security of their products. By combining the guidance from 

ISO21434 and SAE J3061 and involving a cybersecurity expert within the FMEA 

team, organizations can enhance their approach to Cybersecurity FMEA, 

reinforcing their automotive systems' overall safety and resilience.  

 

5.3 Step-by-Step Implementation of the Cybersecurity FMEA 
Process 

The Cybersecurity FMEA process initiates with step 1, mirroring the planning and 

preparation phase seen in other FMEA types. However, given the distinct 

cybersecurity context, specific adaptations are essential. This section will steer 

through a systematic and comprehensive implementation of the Cybersecurity 
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FMEA, ensuring the necessary adjustments are made to effectively address 

cybersecurity risks and vulnerabilities.  

The subsequent sections collectively tackle the second research question: 

• How should such a Cybersecurity FMEA be structured? 

Insights will be developed and guidance on creating a robust Cybersecurity FMEA 

framework tailored to safeguard technical products against cyber threats by 

exploring the process step by step. 

5.3.1 Step 1: Setting the Foundation 

In this initial phase of the Cybersecurity FMEA, we follow the tried-and-true 

patterns seen in other FMEA processes. Key activities include defining the analysis 

scope, purpose, schedule, assembling the expert team, and identifying necessary 

tools to guide the entire process from construction to the final FMEA result. 

It is good to notice that a Cybersecurity FMEA aligns more closely with the MSR-

FMEA methodology. Therefore, essential points and documents utilized in MSR-

FMEA also prove valuable in defining Cybersecurity FMEA. These important 

documents contain HARA, TARA, technical requirements, diagrams, parts lists, 

and function types accessible to the vehicle user within the system. Additionally, 

understanding how the OEM plans to release future software updates becomes 

paramount. With these matters firmly established and the scope well-defined for 

the team, we can proceed to the next phase of the Cybersecurity FMEA 

implementation. 

5.3.2 Step 2: Constructing the Cybersecurity Structure Tree 

Continuing with a familiar approach, we employ the same logic seen in Figure 14 

of this paper to build the Cybersecurity FMEA's structure tree. In this step, we focus 

on software and architecture enclosing the systems susceptible to cyber threats. 

Unlike other FMEA types that might display hardware and individual parts on the 

structure tree, the Cybersecurity FMEA emphasizes items predisposed to attacks. 



Developing a Cybersecurity FMEA Framework for Technical Products 

- 76 - 
 

 

Figure 22 - CAN C Bus from Jeep Cherokee [38]  
 

For instance, let us consider the hack described in Chapter 4 involving the Jeep 

Cherokee architecture, which includes CANs and Radio networks. To fill in the 

structure tree for this system, we would identify the modules present in each 

network, shedding light on possible hackable units that could compromise the 

vehicle's integrity, driver safety, or information privacy. Figure 22 provides an 

example of the Jeep Cherokee CAN C Bus with its corresponding modules. By 

following this approach, the Cybersecurity FMEA structure tree becomes vital in 

understanding the vulnerabilities within interconnected systems and proactively 

and comprehensively guiding risk assessment. 

Presented below is an illustrative representation of how the structure tree might be 

organized: 
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Figure 23 - Example of a structure tree for a Cybersecurity FMEA 
 

Please note that this is just an example, and the actual structure of the tree may vary 

depending on the specific vehicle model and its cybersecurity aspects. 

5.3.3 Step 3:  Functional Analysis 

Building upon the MSR-FMEA's foundation, the next step is conducting a 

comprehensive analysis of the system's functions. In this phase, we identify and 

depict the functions within the system that may be vulnerable to cyberattacks. Like 

the "special characteristics" in DFMEA, the Cybersecurity FMEA might consider 

specific functions that could be targeted at any level, requiring varying degrees of 

security against potential attacks. This functional analysis is crucial in 

understanding the system's potential weak points and allows us to devise tailored 

security measures to fortify these critical functions against cybersecurity threats. 

 

Figure 24 - Function tree for the structure defined 
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5.3.4 Step 4: Failure Analysis 

Moving on to the most critical step of the Cybersecurity FMEA, key aspects are 

outlined that ensure a coherent analysis between the previously defined functions 

and the potential failure causes, which involve triggers, vulnerabilities, or 

weaknesses in the case of the Cybersecurity FMEA. Similar to the DFMEA, it is 

vital to avoid vague or poorly described malfunctions that may lead to insignificant 

results. For the Cybersecurity FMEA, improperly allocated vulnerabilities, such as 

"can be hacked," can restrain a comprehensive risk analysis later. 

With the foundation set and the Cybersecurity FMEA structure tree in place, we 

progress to Step 4. Here, the focus is on identifying the potential failure causes that 

align with the functions outlined in Step 3. These failure causes may lead to 

cybersecurity breaches or attacks on the system. In this step, it is necessary to 

establish a clear and coherent relationship between the functions and the identified 

failure causes. A well-defined mapping ensures that all function's potential 

vulnerabilities are accurately assessed, and appropriate mitigation strategies can be 

planned to enhance cybersecurity measures. 

To illustrate this process, let us keep using the example of the ABS module in the 

Jeep Cherokee 2014 Model: 

➢ Function: Prevent Wheel Locking 

• Possible Vulnerability: Exploitable Weakness in the ABS Control Module's 

Software 

• Failure Cause: Inadequate Software Security Measures 

 

➢ Function: Improve Stability 

• Possible Vulnerability: Susceptibility of Wheel Speed Sensors to 

Tampering 

• Failure Cause: Insufficient Physical Protection of Wheel Speed Sensors 

 

➢ Function: Reduce Braking Distance 

• Possible Vulnerability: Vulnerable Communication on the CAN C Bus 

• Failure Cause: Lack of Secure Communication Protocols 
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By identifying these specific failure causes that correspond to the functions of the 

ABS module, we can gain a comprehensive understanding of potential 

cybersecurity risks associated with this critical component. This failure analysis is 

essential in guiding subsequent steps in the Cybersecurity FMEA, such as risk 

assessment and implementing tailored security measures. 

As we proceed with the Cybersecurity FMEA, it is important to remember that the 

effectiveness of the analysis relies on the accuracy and clarity of the identified 

failure causes. A precise and well-structured analysis will pave the way for robust 

cybersecurity measures, ensuring the protection of technical products against cyber 

threats and supporting the overall strength of the automotive industry in the face of 

evolving cybersecurity challenges. 

5.3.5 Step 5: Risk Analysis - Bridging ISO21434 and Cybersecurity FMEA 

In the risk analysis phase, we have a valuable opportunity to integrate elements 

from ISO21434, particularly Chapter 8, to further enhance the Cybersecurity 

FMEA process. This step involves evaluating action priorities and requires 

collaboration with cybersecurity specialists to gain a comprehensive overview of 

addressing risks effectively and efficiently. Through this collaboration, we can 

identify areas that demand swift and targeted action and those that may require more 

extensive changes when prevention or mitigation actions prove challenging. 

ISO21434's Cybersecurity Monitoring, which involves analyzing potential 

cybersecurity events, aligns seamlessly with the risk analysis phase of 

Cybersecurity FMEA. By combining strategies used in ISO21434 with the risk 

analysis process, we can more accurately assess the significance and potential 

impact of failures. This merger allows for a comprehensive evaluation of potential 

consequences and the likelihood of exploitation, enhancing the overall risk analysis. 

The risk analysis in Cybersecurity FMEA draws on the rich methodology of 

ISO21434, enabling a comprehensive approach to address specific cybersecurity 

concerns effectively. This convergence of methods and principles entrusts 

organizations to make informed decisions on prioritizing actions and allocating 

resources to fortify technical products against cyber threats. 
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By leveraging ISO21434's insights, methodologies, and specific items, the risk 

analysis phase becomes a pivotal step in the Cybersecurity FMEA process. 

Collaborating with cybersecurity specialists ensures that the risk analysis remains 

accurate and relevant, making it a fundamental aspect of constructing a robust 

Cybersecurity FMEA framework. 

5.3.6 Step 6: Optimization - Strengthening Cybersecurity Measures 

The Cybersecurity FMEA team has completed defining and ranking all the main 

activities at this stage. The focus now shifts to prioritizing tasks that aim to reduce 

or mitigate cyberattacks, ensuring that each vulnerability identified earlier has a 

well-defined action plan. Setting deadlines and assigning responsible individuals 

for each task is crucial to facilitate effective follow-up and implementation. 

Establishing a robust system for exchanging documentation related to these tasks 

becomes imperative to ensure seamless coordination and efficiency. Keeping track 

of progress and maintaining clear communication channels among team members 

will foster a proactive approach to addressing cybersecurity risks. 

5.3.7 Step 7: Results Documentation - Communicating and Archiving 

Findings 

As the Cybersecurity FMEA analysis concludes at this step, the paramount focus 

lies in communicating the results effectively. Sharing the findings with relevant 

stakeholders ensures that key insights and risk mitigation strategies are distributed 

across the organization. 

Additionally, maintaining a comprehensive archive of these documents is of utmost 

importance. This information storage will be valuable for future consultations, 

supporting ongoing improvement efforts and strengthening the organization's 

cybersecurity resilience. By documenting the results meticulously, the 

Cybersecurity FMEA process becomes a valuable knowledge base, continuously 

contributing to enhancing cybersecurity measures. 
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5.4 Integration of Cybersecurity FMEA into Existing Risk 
Management Processes 

With the Cybersecurity FMEA analysis completed and results at hand, the next 

crucial step involves seamlessly integrating the findings into the active 

Cybersecurity Management processes of the companies. Chapter 6 of the State-of-

the-Art Cybersecurity Standards for Vehicles encompasses three vital sections: 

Cybersecurity Case, Cybersecurity Assessment, and Release to post-development. 

If the Original Equipment Manufacturer (OEM) already has these processes in 

place, the Cybersecurity FMEA results can be seamlessly incorporated into the 

Cybersecurity Case and Assessment. 

The Cybersecurity FMEA provides invaluable insights that might not have been 

previously considered in the Technical Architecture Risk Assessment and other 

methods used during the vehicle system's implementation. By utilizing the 

Cybersecurity FMEA results, companies can enhance their understanding of 

potential vulnerabilities and devise more robust activities to mitigate cyber threats 

effectively. Integrating these insights into the existing Cybersecurity Management 

processes further strengthens the overall security posture of the vehicle system, 

contributing to a safer and more resilient technological landscape. 
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6 Conclusion 

This thesis extensively explored cybersecurity for technical products, particularly 

in the automotive industry. With the continuous evolution of vehicles, incorporating 

advanced technologies such as connectivity, automation, and IoT, the need for 

robust cybersecurity measures has become paramount. However, ensuring the 

seamless integration of cybersecurity throughout the product development process 

poses significant challenges for engineers, safety experts, and development staff. 

To address this complexity and soothe the limitation of cybersecurity 

implementation, the study focused on an in-depth investigation of cybersecurity 

norms and standards, drawing insights from real-world incidents and leveraging the 

proven efficacy of Failure Mode and Effects Analysis. A practical and effective 

solution, the Cybersecurity FMEA, was developed by combining these elements. 

The key concepts of cybersecurity and the norms and standards guiding the 

automotive industry in securing technical products were thoroughly examined 

throughout the research. Understanding the implications of the Jeep Cherokee 

incident shed light on potential vulnerabilities and underscored the urgency of 

robust cybersecurity measures. 

The approach was tailored to align with cybersecurity demands based on the 

knowledge acquired during the thesis process. The Cybersecurity FMEA 

framework emerged as a viable and promising solution, offering a systematic and 

proactive methodology to effectively identify and mitigate cybersecurity risks. As 

with any new concept, further refinement and adaptation are necessary to ensure 

the seamless integration of the Cybersecurity FMEA within OEMs and other 

technical product development processes. The framework's potential benefits and 

tangible results make it an exciting avenue for future research and implementation. 

In conclusion, this thesis highlights the significance of cybersecurity in the 

automotive industry and presents a promising approach to address cybersecurity 

challenges through the Cybersecurity FMEA framework. By continuously 

advancing our understanding of cybersecurity, refining the methodology, and 

collaborating across disciplines, a safer and more secure technological landscape 

can be formed, protecting customers and automotive systems from cyber threats. 
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