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Kurzfassung

In der heutigen Zeit sind digitale Daten eine wertvolle Ressource und sind meist im Besitz
von Service Providern. Speziell im Gesundheitsbereich sind Daten sensibel und kénnen
fiir Patienten bei nicht gerechter Handhabung einen Schaden verursachen. In aktuellen
Systemen miissen die Patienten den Betreibern der Gesundheitssysteme vertrauen, da
diese auf zentralisierten oder foderierten Identity und Access Mechanismen basieren, und
haben nicht die volle Kontrolle iiber ihre eigene Daten.

Ein neuwertiges Konzept im Bereich von Identity und Access Management, das den
Benutzer in das Zentrum der Applikation stellt, hat die Bezeichnung self-sovereign identity
(SSI). Das Ziel dieser Diplomarbeit ist es eine eHealth Architektur fiir medizinische Daten
mit dem Ansatz von SSI zu entwerfen. Dabei hat der Nutzer die volle Kontrolle iiber
sein Daten und muss nicht auf andere Entitdten vertrauen. Die Thesis zeigt den ganzen
Prozess der Erstellung der Architektur, von der Erhebung der Anforderung bis zur
Evaluierung der fertigen Architektur. Des Weiteren erkldren sie welche Méglichkeiten
es gibt SSI in Gesundheitsarchitekturen zu verwenden und spezifizieren die einzelnen
Komponenten, deren Interaktionen, und die Abldufe innerhalb des Systems. Auflerdem
beriicksichtigen diese Thesis die Datenschutzgrundverordnung und analysieren welche
Komponenten kompatibel sind und wo es zu Konflikten kommt.

Der finale Prototyp basiert auf Anforderungen, die aus Interviews mit Experten erhoben
wurden und basiert neben SSI auf dem Konzept von Decentralized Web Nodes. Diese
einzigartige Kombination von Decentralized Web Nodes und SSI ist in der wissenschaftli-
chen Literatur, insbesondere im Gesundheitswesen, bisher nicht erforscht worden. Die
eHealth-Architektur wird anhand eines Proof-of-Concept, eines Threat Models und einer
zweiten Runde von Experteninterviews evaluiert. Die Ergebnisse zeigen einen neuwertigen
Ansatz in dem Benutzer ihre medizinische Daten sicher und datenschutzfreundliche Weise
verwalten konnen.

X1
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Abstract

In today’s world, digital data is a valuable resource and is usually owned by service
providers. Especially in the healthcare sector, data is sensitive and can cause harm to
patients if not handled fairly. Current healthcare systems rely on centralized or federated
identity and access mechanisms, which require patients to trust the operators. However,
patients do not have full control over their own data.

An emerging concept in the field of identity and access management that places the user
at the center of the application is called self-sovereign identity (SSI). The aim of this
thesis is to create an eHealth architecture for medical data using the SSI approach. The
architecture allows the user to have full control over their data without relying on other
entities. The thesis contains the process of creating the architecture, from identifying the
requirements to evaluating the final architecture. It explains the potential use of SSI in
healthcare architectures, detailing the individual components, their interactions, and the
system’s processes. Additionally, this thesis analyze the compatibility of the components
with the General Data Protection Regulation and identify any conflicts.

The final prototype is based on requirements gathered from expert interviews and utilizes
the concept of Decentralized Web Nodes in addition to SSI. This unique combination of
Decentralized Web Nodes and SSI has not been previously explored in scientific literature,
particularly in the healthcare sector. The proposed eHealth architecture is evaluated
through a proof-of-concept, a threat model, and a second round of expert interviews. The
results demonstrate a novel approach in which users can securely and privately manage
their medical data.

Xiii
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CHAPTER

Introduction

Digital data, especially personal data, is one of the most valuable resources and will be
even more valuable in the future. Indirectly, this also highlights the relevance of privacy
and security in systems that work with personal data. Identity management systems
(IMS) administer the collection, authentication, or use of identity and information linked
to identity [51]. Péhn and Hommel proposed that identity management systems
could be categorized into three categories, which are (i) centralized /network-centric, (ii)
federated /application-centric, and (iii) decentralized/user-centric. In centralized identity
management systems, the users have little direct control over their identity, data, and
privacy protection. This may result in users not knowing what is happening with their
data, and not being able to manage their identities and data across multiple different
service providers. Personal data in healthcare must be handled with care, because
unauthorized access to health-related data could lead to personal disadvantages. For
example, an insurance company could deny coverage to a particular patient based on

leaked medical history [103].

Decentralized identity management is often based on blockchain technology. Using
blockchains to store personalized data conflicts with privacy policies, which is why
they are often used for other purposes in decentralized approaches. Partly due to lack
of knowledge and experience in decentralized identity management, federated identity
management systems are seen more and more frequently. One example for federated
identity management is the Telematikinfrastruktur, which is the platform for networking
the eHealth applications in Germany. It uses a federal identity management system to
make the system more flexible and allow the users secure use of the infrastructure .
However, this approach could lead to difficulties when it comes to sharing the data with
other applications and controlling the data. Using a decentralized approach for identity
and data management could increase privacy and interconnection between healthcare
systems and other applications, benefiting all participants in the ecosystem.
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1.

INTRODUCTION

1.1 Aim of the Work

The overall aim of this thesis is to design a prototype for an eHealth infrastructure using
decentralized identity management systems. This infrastructure should interconnect
hospitals, doctors’ practices, laboratories, other facilities in the field of diagnostics such
as radiological institutions, and health insurance companies in a user centric and privacy
preserving way. During medical examinations and treatments healthcare providers
generated personal data, among others in the field of documentation and diagnostics.
This architecture will allow the users to own their personal health records (PHR) and
electronic health records (EHR) issued by these healthcare providers. Handling and
processing continuously created data in the context of PHRs such as heart rate, step
count, or glucose levels will not be part of this theses. To conform to European standards,
this architecture will comply with the European legal standards of data protection.

One novel approach to decentralized identity management is self-sovereign identity (SSI).
This allows users to fully own and manage their digital identity in a decentralized manner
and without depending on third-party providers . The focus is on designing an
eHealth infrastructure using the approach of self-sovereign identity. The system will
enable secure access and storage of user data while users have full control over their data.
Furthermore, the design will ensure data authenticity and reduce the risk of privacy
leaks. An efficient and SSI-based approach to managing various healthcare data in the
healthcare sector has not yet been researched and will therefore be investigated in this
thesis. We will identify the most important use cases for such an architecture, for example
a healthcare provider issues a medical record to a patient and granting and revoking
access to healthcare providers when sharing user data. Some parts of the architecture
will be implemented to create functional prototypes. This leads to the following research
questions:

RQ1 How might self-sovereign identity be used in the context of healthcare?

RQ2 What laws and regulations need to be considered when storing and providing eHealth
data related to self-sovereign identity in order to create an eHealth infrastructure
that complies to the European laws of data protection?

RQ3 How to construct a privacy preserving eHealth architecture for interconnecting
healthcare facilities based on self-sovereign identity, considering theoretical concepts
and implementations?

1.2 Methodology

For achieving the goal of this thesis and answer the research questions, we employ the
following methodologies. To research the state of the art and accumulate background
knowledge for all three research questions, we utilized, among other things, the systematic
mapping process, explained by Petersen, et al. . We conduct a search based on key
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1.3. Overview

words. The used data sources are the search engine Google Scholar and digital libraries
for journals, standards, and conferences, for example IEEE Xplore and ACM Digital
Library. For saving the literature, we pre-select the papers based on the title and filter and
reduce the number of papers based on the abstract. Afterwards, we use the snowballing
technique to identify similar literature to our research topic.

In addition, we use legal texts and literature in the field of eHealth and data handling
to cover the legal situation regarding data protection law and answer RQ2.L We focus
on the corresponding legal guidelines and laws of Europe. One of the most important
sources is the General Data Protection Regulation (GDPR [38]). This part of the thesis
clarifies how to handle medical data in the context of self-sovereign identity.

For answering |[RQ3| we identify the most important use cases for such an architecture
and create functional and technical requirements. We define these requirements by
interviewing specialists in the individual fields of research and using relevant literature in
the field of security and regulations. To identify suitable experts for the interview, we
searched the university environment and our professional environment for individuals with
relevant experience and knowledge. The content of the requirements refers to properties
that are essential for such an eHealth architecture and the use cases, for example, how
performant, secure, or practical the system is.

The next step is to define a concept for the actual eHealth architecture. This includes
the questions of how decentralization technologies and cryptographic concepts are used
for the eHealth system. Additionally, we define possibilities to securely share the data
between a user and other entities with user consent. This part is used to answer RQ1.
To make the processes clear and concise we define the procedures and the actual workflow
by using UML diagrams.

Another method for answering RQ3 is proof of concept. During the design process, we
implement prototypes for parts of the architectures. The implementations are used to
measure and evaluate the defined requirements. To properly implement parts of the
architecture, we follow the standards of software-engineering. One of the last parts
of the thesis is an evaluation of the results. We check if the defined architecture and
the implemented prototypes match the functional and non-functional requirements and
evaluate the security using a threat model. Additionally, a second round of interviews with
specialists in the concerned fields of research is conducted, to incorporate the expertise of
external parties in the evaluation. This clarifies and argues why the architecture is secure
and functional, and in which areas are better than the current standards. In Figure 1.1
we visualized the methodology process.

1.3 Overview

Chapter 2| explains the concepts and provides background information necessary for
a better understanding of the thesis. Section 2.1| includes the three types of identity
management systems, providing the reader with a better understanding of the motivation
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1.

INTRODUCTION
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e GDPR Evaluation
e Evaluation Interviews

Figure 1.1: Overview of the methodology

behind this work. Additionally, this section presents relevant information about eHealth
systems. Section focuses on SSI as the underlying technology and explains its func-
tionality and components. Additionally, we propose three methods for using self-sovereign
identity in digital health systems, outlining their advantages and disadvantages. This
serves to answer Furthermore, this section discusses standards and vulnerabilities
related to components of SSI, as found in the literature. Section includes the legal
aspects of this thesis and clarifies the regulations based on European data protection laws
regarding SSI and health data. The GDPR is analyzed in the context of SSI and health
data, contributing to answering This section serves as the basis for evaluating the
compatibility of our architecture with the GDPR.

Chapter |3 discusses the relevant literature on decentralized eHealth systems, including
research on blockchain-based solutions, user-centric approaches, concepts using advanced
cryptography and decentralized storage, and self-sovereign identity approaches. We
make a comparison between the state-of-the-art literature and our proposed architecture,
demonstrating its superiority to current standards.

Chapter 4 contains the evaluations and results of this thesis. The first Section (4.1)
defines the guidelines for the architecture, including use cases and requirements, that will
be considered during the creation process. To create a specific eHealth architecture, we
have identified the most important use cases that will be considered during the creation
process. Additionally, we have established objective requirements as the basis for the
architecture. These requirements were developed by interviewing three experts using a
pre-established guideline. Section defines the proposed architecture. In Subsection
4.2.1, we explain all necessary components and their functionality, as well as argue how
and why they work. Subsection explains the cryptographic concepts used in the
architecture, as security and privacy rely on cryptography. The final subsection of this
section, Subsection 4.2.3, illustrates the interactions and processes among the entities
in the proposed architecture. These three sections aim to address research questions
RQ1 and RQ3l Section evaluates the defined architecture and contributes to
answering all three research questions. First, we describe the proof-of-concept, including
the implementation process of the proposed architecture. We implemented the basic
functionalities of the architecture and measured the performance criteria. The following
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1.3. Overview

subsection describes the threat model we have created. We argue the security of the
presented architecture and identify potential areas for improvement. The following
subsections evaluate the requirements and GDPR, compatibility of this architecture based
on defined concepts, literature, legal texts, and measurements. The evaluation concludes
with an assessment from a group of experts. We conducted a second round of interviews
where they evaluated our architecture and compared it to current standards.

The final chapter provides an overview of this thesis and summarizes its key points.
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CHAPTER

Background

This chapter serves as the foundation for a better understanding of the thesis. It
contains relevant concepts and background information. The first section provides
theoretical background information to help the reader understand the motivation behind
this work. The following section explains the concept of SSI and its relevant components.
Additionally, we propose three approaches for using SSI for medical records in healthcare,
which address RQ1 and form the basis for the architecture. The final section presents
an overview of the General Data Protection Regulation (GDPR) and its compatibility
with SSI, forming the basis for addressing RQ2|

2.1 Theoretical Background

This section includes the topics of identity management systems and eHealth. The
first part describes the three different kinds of identity management and highlights
the drawbacks of the centralized and federated approach. The second part provides
information about eHealth, the different types of health records and health data itself.

2.1.1 Identity Management Models

Having a digital identity is essential for using applications, services, etc. on the internet.
Such a digital identity is the digital representation of credentials and identifier of entities in
order to access applications and services . To administer the collection, authentication,
or use of identity and information linked to identity, there exists different management
systems [51]. Pohn and Hommel proposed that identity management systems
could be categorized into three categories, which are (i) centralized/network-centric,
(ii) federated/application-centric, and (iii) decentralized/user-centric. All three identity
models differ in their characteristics and use cases. We illustrated all identity models in
the corresponding section. The illustrations in Glauser’s masterthesis form the basis
for these images. Figure 2.1 shows the legend for the respective illustrations.
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2.

BACKGROUND

3
Identity @ﬁ Secret
Identity
management User
device

i Service
@ Identifier @ provider

Figure 2.1: Legend for the identity model illustrations

2.1.1.1 Centralized Identity Model

According to P6hn and Hommel , and Preukschat and Reed in the centralized
identity model, the identity of a user is bound to an account, which allows to use just a
specific website, service, or application. This tight binding between an identity and the
application causes, for example, a deletion of all identities when the application is shut
down. The owner of the application can access, edit, and delete data from the identities.
Therefore, users have little control over their identity, their data, and the protection of
their privacy. Moreover, the users are not able to manage their identities and data across
multiple different service providers, as shown in Figure [2.2. Some disadvantages of this
identity model are the following [36]:

o For each application or service is a new account/identity necessary. The identity
data is not portable or reusable.

e The users do not have full control over the data. The actual owner is the applica-
tion/service.

o Centralized databases of personal data are giant honeypots, which could lead to
financial damage in case of a security issue.

2.1.1.2 Federated Identity Model

Pohn and Hommel mention that in the federated identity model, an account is not
bound to a single website or application. Instead, the identity is available to multiple
entities within certain trust boundaries. This is accomplished by using, for example, an
identity provider (IDP), which is used to log in a user and share the data associated
with the identity, with compatible applications or services, accroding to Preukschat and
Reed . In this model, as illustrated in Figure 2.3, an application is not able to access,
edit or delete identity data without approval of the user. The IDP stores all the identity
data and therefore is the actual owner. There are several federated identity protocols,
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Figure 2.2: Ilustration of the centralized identity model

for example Security Assertion Markup Language (SAML), OAuth, and OpenID. The
disadvantages of such a model are :

o IDPs are single point of failures and some of the biggest honeypots for cybercrime.
o Not every applications and services support every IDP.

e An IDP acts as a “man in the middle”, which allows the IDP to log user activity
made with the linked identity.

¢ As in centralized identity models, the data is not portable, if the account gets
deleted at the IDP.
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Figure 2.3: Illustration of the federated identity model
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2.1.1.3 Decentralized Identity Model

The decentralized identity model is not dependent on centralized or federated identity
provider but works in a decentralized manner. Compared to the other two approaches, the
entity itself is the center of the model, as illustrated in Figure 2.4 In this case, an entity
can refer to either a user or a company. This is ensured by keeping as much information
as possible within the entity itself . In this identity model exist direct relationships
between two entities, e.g., between users and applications. Such a relationship is a shared
connection between the two parties that is not owned or controlled by either party. Both
sides can delete the connection at any time. The base for decentralized identity models
is public key cryptography. Self-Sovereign identity is a decentralized identity approach
and will be described in section 2.2.

\C]_, _&/

Figure 2.4: Illustration of the decentralized identity model

2.1.2 eHealth

The European Commission defines eHealth as tools and services that use information and
communication technologies (ICTs) to improve prevention, diagnosis, and processes in
the health sector . This digitization helps to improve various areas in the healthcare
sector, among others the interconnection in and between healthcare facilities. Concrete
applications are the electronic health insurance card, health records, medication overviews,
and telemedicine .

2.1.2.1 Health Data

The diverse areas of healthcare require different medical data. As a result, data take on
different formats, files, sizes, etc. Houtan, et al. classified data into two categories
based on their research, which are (i) self-reported data and (ii) health and medical data
placed in healthcare information systems (HIS). A healthcare information system is used
for the collection, storage, management, and exchange of healthcare data. Self-reported
data describes data which is generated by third party lifestyle applications and IoT
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devices, such as mobile pedometers or wearables. The other category refers to data,
which is more essential to the healthcare providers such as medical records, lab results
and medical history. This includes also static data, for example a name or the birth date,
and data created by the user such as questionnaires.

A healthcare information system can be classified into three types: electronic medical
records (EMR), electronic health records (EHR) and personal health records (PHR)[37].
An EMR is an electronical record in healthcare containing information from a patient. It
is created, gathered, managed, and consulted within one specific healthcare provider and
cannot be linked to other sources of data from other facilities .

Electronic Health Records (EHR)

According to Jabob EHRs are digital medical records, which support the interop-
erability between healthcare providers. They are created, managed, and consulted by
authorized staff in different healthcare facilities. An EHR interconnects EMRs across
multiple healthcare facilities into one comprehensive longitudinal health record for a
specific patient. Houtan et al. mentions the existences of several organizations which
define standards for the eHealth sector to ensure interoperability, security, and reliability.
In the field of interoperability, the available standards are for example OpenEHR(),
ISO EN13606([62]), DICOM([31]) and Health Level 7([53]).

Jacob points out the variety of data an EHR manages such as texts, images, and
sounds, that are needed in different areas of healthcare. This data is used in the following
use cases, among others [63]:

¢« Documentations of clinical notes, including history and exam done by a doctor
or healthcare provider, progress notes and nursing notes (pulse rate, temperature)

o Chart review and results review, allowing a healthcare facility to access results
of lab tests, medications of a patient and medical images (e.g., MRI, CT, x-ray)

¢ Orders for laboratory, medications, radiology, procedures, needed for areas
where billing and the services are carried out

e Care plan for planning patient care and document changes in the patient’s
condition

Electronic Patient Records (PHR)

The concept of PHRs is similar to EHRs, except they are maintained by the
patients themselves. PHRs are defined as electronic records containing medical data and
information about a patient that are fully owned by the patient. This allows the patients
to access their data, such as test results and prescriptions on-demand. Additionally, the
patients can manage their medical records and add information to them. Data exchange
between the healthcare facilities and the patients PHR require consent from the patients,
which make this approach more privacy-preserving . Typical examples of PHRs

11
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are immunization status, emergency contact, insurance information, allergies and other
relevant medical conditions that can impact the delivery of emergency care, patient’s
medical history, and past medical and surgical interventions .

Data Types

The actual data in EHRs and PHRs is categorized by Raghupathi and Raghupathi [95]
into structured, semi-structured, and unstructured data. Structured data describes data,
which can be stored, queried, analyzed, and manipulated by a machine. This includes
numeric and alphanumeric values such as patient name, height, weight, data of birth,
treatment reimbursement codes, hospital name and other information, which could be
stored in databases in standardized formats.

In contrast, Raghupathi and Raghupathi specified unstructured data as not automat-
ically processable. Examples are medical images (e.g. MRI, CT, x-ray), office medical
records and evaluations, handwritten nurse and doctor notes, hospital admission and
discharge records, paper prescriptions, audio recordings (e.g. dictation) and radiograph
films.

EHRs and PHRs contain different file types and for this reason also the sizes of these
files and information differ. The information can be represented, starting with small
text files up to large images such as CT and video images of operations. A file with
text based information starts with a size of a few kilo byte, whereas an average cardiac
MRI exam had a size of 200 MB and a Viosworks exam, which allows to acquire a whole
heart functional exam in a non-gated, free breathing acquisition, had 20 GB in the year

2016 [26], [54].

2.1.3 Terminology

Regarding the topics of security and privacy, a number of considerations flow into the
development of the architecture. In the following, we explain some terms that are related
to the topic and are essential to understand.

2.1.3.1 Trust

The National Institute of Technology (NIST) [108] defines trust in one of their publications
as “A belief that an entity meets certain expectations and therefore, can be relied upon”.

2.1.3.2 Privacy

In the NISTIR 4734 publication of the NIST , they defined privacy as “The right of
a party to maintain control over and confidentiality of information about itself”. The
main goal of the architecture is to create a privacy-preserving solution, which may not be
entirely trustless. The architecture, along with its protocols, processes, and assumptions,
guarantees user privacy, but some level of trust is required, such as in the issuer. The
more trust in another entity is necessary, the greater the threat to privacy since the
confidentiality of the information depends on another entity.
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2.2 Self-Sovereign Identity

This section aims to explain the concept and functionality of self-sovereign identity. This
includes the individual components of an SSI architecture. The term SSI does not have
one explicit definition, it is a concept using different principles and technologies. We
will outline what these principles are and when a decentralized identity management
system could be considered as self-sovereign. Furthermore, we propose three approaches
of how SSI could be used in the context of healthcare and discuss existing criticism on
the concept of SSI.

2.2.1 Overview

Self-sovereign identity is a user-centric identity management system, which allows indi-
viduals to fully own and manage their digital data. As a consequence, this allows a user
and its data to exist independently from applications and services .

With the emergence of bitcoin , the topic of decentralization became popular and
decentralized ledger technology opened new opportunities. Avellandeda, et al. [4] mention
that several sessions on “blockchain identity” were held at the 23rd Internet Identity
Workshop in Mountain View. This was one of the first events that addressed the topic
of blockchain identity. The foundational idea and term “self-sovereign identity” was
first mentioned by developer Devon Loffreto on his own blog ([100]), as described by
Christopher Allen [2]. The actual concept of “self-sovereign identity” was first described
in detail by Christopher Allen [2], who is considered the inventor of SSI. He published a
blog entry in 2016, called “The Path to Self-Sovereign Identity”. There he explained his
idea and vision of a self-sovereign identity, that returns power over information to the
user in a decentralized way.

When the article was published, the digital world was becoming more and more important
and offered the possibility of redefining modern concepts of identity. This is where
Christopher Allen’s SSI approach should help.

In 2015, Zyskind, et al. [126] proposed a decentralized identity management system that
uses blockchain technology to ensure users own and control their data. The authors defined
three privacy issues, where their solution should protect the users. These privacy issues

overlap with the description of “self-sovereign identity” given by Christopher Allen [2].
Christopher Allen mentioned that there is no explicit definition for self-sovereign identity.

Instead, he defined ten principles, which attempt to ensure user control, as the foundation
of SSI. These principles are described in the following:

1. Existence: Users must have an independent existence. A self-sovereign identity
represents an identity and cannot exist completely in digital form.

2. Control: Users have full control over their digital identity. They should always be
able to manage and use them.

13
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3. Access: Users always have access to their digital identity data without any
restrictions.

4. Transparency: The systems and algorithms for the identities have to be transpar-
ent on how they work and how they are managed.

5. Persistence: Identities must be long-lived. The user should decide over the live
span of the identity, including its deletion.

6. Portability: The information and services about identity must be transportable.
The identity must not be held by a single third-party entity, as this will result in
the identities disappearing as well if the service is deleted.

7. Interoperability: Identities should be as widely usable as possible, without losing
user control.

8. Comnsent: Users must agree to the use of their identity. Sharing and providing the
identity to another entity is any possible with the consent of the user.

9. Minimalization: Disclosure of the identity data must be minimized to enhance
privacy. It should just involve the minimum amount of data necessary to accomplish
the task.

10. Protection: The rights of users must be protected. In a conflict between the needs
of the identity network and the rights of users, the users are always in favor.

These principles were the foundation for the emergence of SSI. Miihle, et al. and
Preukschat and Reed describe an architecture of SSI, which consists of four building
blocks. These four building blocks, shown in Figure 2.5, are: (i) blockchains or other veri-
fiable data registries, (ii) verifiable credentials (VCs), (iii) decentralized identifiers (DIDs)
and (iv) a trust triangle consisting of the entities of issuer, holder, verifier. Preukschat and
Reed mention three additional building blocks, which are (v) credential repositories
such as digital wallets, (vi) digital agents, and (vii) governance frameworks.

The base of the model is a blockchain or any other kind of verifiable registry. It is used to
register decentralized identifier (DID), which are tied to a specific user. This maintains
the pairing of identification and authentication. By using asymmetric cryptography
and pairing the public key with the identifier on the blockchain, anyone can verify the
identifier by reading the blockchain. The verifiable credentials contain a set of the actual
identity claim about the subject of the credential. The trust triangle consists of the three
roles issuer, holder, and verifier. Every verifiable credential needs an issuer to create it.
Such issuers are mostly organizations, such as government agencies, financial institutions,
or universities. The created VCs were then passed to holders, which hold them in a
credential repository. They can present proofs of claims from one or more credentials to
the verifiers. The verifiers want to check one or multiple claims about the subjects of
credentials. They request a proof from a holder, who responds with a proof, which can
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Verifiable data registry (e.g., blockchain)

Figure 2.5: Self-sovereign identity model

then be verified by the verifiers. Additionally, the verifier verifies the digital signature of
the issuer by reading the DID from the blockchain. [77),

2.2.1.1 Verifiable Data Registries (VDR)

In SSI verifiable data registries act as a decentralized public key infrastructure (DPKI),
which allows to register decentralized identifiers. It replaces a central authority and
maintains the pairing of identification and authentication. This allows an entity to check
the validity of an identifier and the corresponding public key. The majority of VDRs is
based on Distributed Ledger Technologies (DLT), in specific blockchains.

In general DLTs allow users who do not trust each other to interact without the need
of a trusted third party in a decentralized way. DLTs are data structures, designed
in a transparent, traceable, and secure way, to record transactions and functions. In
general, DLTs are based on public key cryptography, distributed peer-to-peer networks,
and consensus mechanisms. A blockchain is a specific type of DLT. It is an immutable
ledger storing transaction histories. Each transaction is digitally signed using public key
cryptography. Multiple transactions are comprised into blocks. These blocks are then
connected to each other using hash codes (hash pointers), where each block references
the previous block. The consensus mechanism decides which block is appended to the
chain. All the transactions and the chain itself relies on public key cryptography. The
structure and properties of a blockchain make it hard to manipulate the transactions.

Another approach for VDRs is the Key Event Receipt Infrastructure (KERI [105] [106]).

Unlike DLTs, where the root of trust relies on algorithms or transactions, KERI has a
self-certifying root of trust, established solely on secure random number generation and

15
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cryptography. Today this seems as the most self-sovereign possibility for decentralized
key management and represents an alternative to DLTs as VDRs. The principle relies
on the self-certifying identifier (SCID). A SCID is derived from a public/private key
pair using one or more applications of cryptographic one-way functions. Similar to the
concept of a public key-based identifier in Bitcoin. The cryptographic nature of SCIDs
enables anyone with access to the SCID and the public key to verify the binding using
cryptography alone, thus establishing its self-certified status. The purpose of KERI is to
enable the entire DID method to be self-certifying, including the creation of SCID and
all subsequent key rotations. The principle of KERI is similar to the original version of
Pretty Good Privacy (PGP) with the difference that key rotation has not to be done

manually.

2.2.1.2 Decentralized Identifiers

Decentralized identifiers (DIDs) were standardized by the World Wide Web Consortium
(W3C) to create a new and global type of identifier that enables verifiable and
decentralized digital identity. In contrast to most unique identifiers issued by central
authorities, DIDs allow individuals and organizations to generate their own identifiers
using systems they trust. Additionally, this concept allows an entity to create and own
as many DIDs as necessary. The ownership of identifiers could be proven by using
cryptographical proofs such as digital signatures. An overview of the DID architecture
with the basic components is shown in Figure [2.6.

DID refers to DID
SUDJ eCt did:example:122

resolves to

recorded on
contains

Verifiable
Data
Registry

DID URL

did:example:123/patk/to/r=rc

refers, and
dereferences, to

ain contrass o DID document
controller

Figure 2.6: Overview of DID architecture ||

recorded on

A DID is represented as a text string consisting of three part, shown in Figure 2.7. The
first part is the DID URI scheme identifier. The second part describes the DID method,
which is a definition of the implementation of a DID method scheme. This includes how
to create, update, read and deactivate a DID. The last part of the DID represents the
specific identifier for a DID method. A DID is a Uniform Resource Identifier (URI)
used to resolve a DID document. This DID document contains information describing a
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Figure 2.7: Example of a decentralized identifier ||

DID subject. A DID subject is any entity in the real world, which could be identified by
the DID. DID subjects are for example persons, organizations, physical things, or digital
things. Typical data contained in a DID document are mechanism and cryptographic
public keys for authentication to prove the association with the DID. A DID refers to
exactly one DID document. In addition to DIDs, there exist DID URLs. They extend
the basic DID and allow to incorporate other standard URI components, such as path,
query, and fragment to locate a particular resource inside a DID document.

2.2.1.3 Verifiable Credentials

As with DIDs, the World Wide Web Consortium (W3C) [119] created a standard for
verifiable credentials (VC). They solve the problem of a missing possibility to express
credentials on the web such as in the physical world. A credential in the physical world
might contain information about identification of the subject of the credential, the issuing
authority, the credential itself (e.g., type, expiration date), and specific attributes and
properties, as shown in a simplified representation in Figure 2.8, A VC provides a
standard way to digitally express all this information of credentials such that they are
cryptographically secure, privacy respecting and machine-verifiable. Credentials consist
of one or more claims made by the same entity. A claim itself is a statement about
a subject and a subject could be any entity, similar to a “DID subject”. Furthermore,
subject-property-value relationships define claims. These individual claims can be merged
to express a graph of information about a subject. A verifiable credential is defined as
a set of tamper-evident claims and metadata that cryptographically prove who issued
it. The metadata in a VC contains information, describing properties of the credential,
such as the issuer, the expiry date and time, a representative image, a public key to
use for verification purposes and the revocation mechanism. A verifiable presentation
(VP), shown in a simplified version in Figure 2.9, is another component of the verifiable
credential standard. It ensures privacy and allows the holder of a credential to reveal just
a subset of the verifiable data, stored in one or multiple VCs. This property is called
selective disclosure.

The content of verifiable credentials and verifiable presentations could be represented by
various data representation, such as XML or YAML. However, the most common way,
which is also described in the documentation of the VCs, is using JSON-LD and plain
JSON formats.

17
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Figure 2.8: Overview of a verifiable cre- Figure 2.9: Overview of a verifiable pre-
dential [119] sentation [119]

The use of verifiable credential is based on the three roles issuer, holder, and verifier. An
issuer creates the VC and passes it to the holder. For validity and verifiability, the issuer
includes its own identifier and the identifier of the holder. The identifiers of the VCs
are not necessarily based on DIDs. However, DIDs are often used and are a practical
solution. The holder receives the VC and is now able to provide verifiable presentations to
a verifier. When the verifier receives a VP, it can verify the signatures and the validity of
the credential /presentation. In case of using DIDs, the verifier checks the DID document
from a verifiable registry and the validity of the signatures based on the information of
the DID document.

2.2.1.4 Digital Wallets & Digital Agents

A digital wallet serves the same purpose as a physical wallet in the real world. It stores
credentials, DIDs, cryptographic keys, receipts, and other sensitive data. In addition,
it protects them, and makes them accessible. The two core functionalities are key
management and encrypted storage. The key management manages the generation,
rotation, revocation, storage, signing, and protection of cryptographic keys. There exist
multiple kinds of wallets. The first one is called server-side wallet, custodial wallet or
cloud wallet, which are hosted by a provider. Another type is the client-side wallet,
non-custodial wallets or edge wallet, which is self-managed and could be, for example a
hardware wallet or an app running on a user’s smartphone.

Connection

Figure 2.10: Overview of relations between user, wallet and agent

The software operating a wallet in the context of SSI is called digital agent. The
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relations between users, wallets and agents is shown in Figure 2.10. There are four core
functionalities of an agent (i) messaging, (ii) routing, (iii) backup and recovery, and
(iv) secure storage, where secure storage functionality is ensured by the wallet. Some
concrete tasks are the initiation and negotiation of DID-to-DID connections, requesting
issuance of a verifiable credential and sending digitally signed messages. These agents
communicate via secure messaging protocols such as DidComm . There exist two
categories of agents, edge agents and cloud agents. Edge agents operate at the edge of
the network, on an identity holder’s local devices, such as mobile phones. Whereas cloud
agents operate in the cloud and different providers are hosting them. Furthermore, they
can be used to store and synchronize additional data, such as files or medical records. In
contrast to traditional cloud storages, the data is all encrypted by the identity holder.
Such storages are also called “secure data storage”. ,

2.2.2 eHealth Applications

Three methods for using self-sovereign identity in digital health systems are described
below. These approaches aim to address the first research question of this master’s thesis
(RQ1) regarding the usage of SSI in the context of healthcare. The first method utilizes
verifiable credentials directly for storing health records. The second option is to use SSI
to represent information that maintains integrity and relates to health data, such as hash
values. This approach is used for example by Tcholakian, et al. . In the last approach
a Decentralized Web Node is the main component of the architecture, which utilizes DIDs
and VCs. The functionality of this component is described in the corresponding section
below. In all three approaches we visualized and described a basic workflow of receiving
and sharing data between a patient and a healthcare provider. These descriptions are
simplified versions of the processes used to understand the differences between approaches
and are based on our own definition of the process.

There are many other approaches based on SSI, such as the approach by Belchior, et
al. , which uses SSI as an authentication method and an additional access control
engine to provide access to the requested resource. A concrete approach, using such a
concept, was proposed by Saidi, et al. . There are some cases where this concept is
helpful, but in our scenario the data would again reside with an external entity.

2.2.2.1 Medical Records as Verifiable Credentials

As described by Kurshid, et al. and Harell, et al. it is possible to store information
relevant for healthcare directly in VCs. In their solution the credentials themselves,
such as the health ID credential or the health insurance credential, contain the relevant
information stored in a digital wallet on a mobile device. This approach allows a patient
to share all, or a subset of the information stored in a VC with healthcare providers. A
signature at the end of the credential provides authenticity, as the credential was issued
and signed by a healthcare provider.
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Basic Workflow of Creating and Sharing of Credentials

The sequence of such a process, as visualized in Figure [2.11], is similar to the one
described by Harell, et al. . First, the patient and healthcare provider establish a
secure connection. Using a DID-based protocol for communication, such as DidComm
28], allows the patient and healthcare provider to establish a secure connection based
on their DIDs and communicate over that connection. To establish the connection, the
patient scans a QR code provided by the healthcare provider. Once the connection is
established successfully, the receptionist issues the patient’s wallet with the credentials.
These credentials are signed by the healthcare provider and bound to the DID provided
by the patient. Additionally, the wallet software verifies the credentials before saving
them.

The process of sharing credentials with another healthcare provider begins in the same
way as the previous one. This process is visualized in Figure 2.12. The patient establishes
a secure connection with the healthcare provider. Next, the patient can select the
credentials/claims they want to share on their mobile wallet. Using verifiable presentations
of the credentials enables the patient to share the information, which can then be verified
by the healthcare provider. The workflow described is simplified and involves multiple
parties, including the patient’s wallet and digital agents communicating in the background
to establish connections and exchange credentials.

‘Healthcare

‘Patient Provider
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Figure 2.11: Medical records as verifiable credendtials — Basic workflow of patient
receiving credentials

Advantages of Medical Records as Verifiable Credentials

¢ Offline secured in own wallet: From a security perspective, this concept offers
an attacker few opportunities to access patients’ health data. Due to the lack of a
centralized storage location, the data can only be obtained by hacking the wallet of
each patient individually, or the underlaying device So.
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Figure 2.12: Medical records as verifiable credendtials — Basic workflow of patient sharing
credentials

o Fully self-sovereign: There is no mandatory dependence on external service. All
the data is controlled and stored by the patient.

o Signed and trustable: The credentials containing the health data are signed by
the healthcare provider and bound to a specific DID. This allows an entity to easily
check the authenticity of the provided information.

e Selective disclosure: The property of selective disclosure allows a patient to
decide not only which credential to share, but also which individual information is
included.

Disadvantages of Medical Records as Verifiable Credentials

e« Backup: A medical record should be designed to last a long time. There is no
backup mechanism in the proposed concept. The data is stored in an offline storage,
which leads to data loss as soon as the device is defective.

Therefore, it is necessary to consider the issue of backup when developing the
architecture or encourage to help the users to use backup mechanism, which might
very likely to be useful for other applications too.

e Unstructured data: Verifiable credentials are well suited to store structured data
such as texts. They are not suitable for saving unstructured data such as images or
videos. Therefore, we will need an additional approach for this type of data.
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2.2.2.2 Medical Records Using SSI and Distributed File Storage

The concept described by Tcholakian, et al. combines SSI and a distributed file
storage system, more precisely IPFS ([11] [61]). In their approach, IPFS stores the
encrypted health data and SSI is used to establish a mutually authenticated channel by
using decentralized identifiers. Additionally, a blockchain is used to maintain integrity and
store the hash of the data. In an improved version, as described in the next paragraph,
V(s maintain integrity. This credential is issued by the healthcare provider and contains
the hash of the file or data. This solution provides authenticity without the use of a
blockchain by sharing the decrypted file together with a VP of the credential.

Basic Workflow of Creating and Sharing of Credentials

The sequence of creating (shown in Figure 2.13) and sharing (shown in Figure 2.14)
the health records will be related to the one described by Tcholakian, et al. . The
patient and the healthcare provider start to establish a connection based on their DIDs
by scanning a QR code at the healthcare provider. For this process, the healthcare
provider and the patient utilize a DID based protocol such as DidComm . Optionally,
the healthcare provider and the patient create new DIDs for this specific communication
channel and exchange them. Compared to the approach by Tcholakian, et al. , we
will not use a blockchain for maintaining integrity of a file. Instead, we will directly use
verifiable credentials for integrity. We can accomplish that as described in chapter 8.2 of
the W3C VC specification . There, the W3C provides two possibilities, either using a
hashlink or IPFS link. Both ways provide content integrity protection. The hashlink
allows verifying the integrity of a file stored on an online location. The IPFS variant
allows to verify the integrity of a file stored in IPFS. When the patient wants to store a
newly issued medical record, it receives a VC with either a signed hashlink or an IPFS
link property. In the IPFS variant, the healthcare provider stores the medical record
as an encrypted file on IPFS, using the patient’s public key from the DID document.
With the hashlink variant, the healthcare provider could store the encrypted file in any
location, for example a centralised database.

To share a medical record with a healthcare provider, the patient utilizes a cloud agent,
as this approach using an edge-agent solution has multiple shortcomings. Suppose a
patient wants to share MR images with a hospital. In total, these images have a size
of multiple gigabytes. To share them with an edge client on a mobile phone, the user
must retrieve the images, decrypt them, and send them to the agent of the hospital. This
procedure loads the data quota in the patient’s mobile network with twice the amount of
data of the MR images. Moreover, during the entire process, the smartphone must be
continuously online to share the data. Often the patient’s mobile connectivity is limited
in hospitals, making this approach inefficient. Besides, decrypting several gigabytes of
data with a public key decryption algorithm could be computationally intensive for an
older generation smartphone. With an edge agent, the patient can authorize the cloud
client to send the images. There are alternative solutions for sharing the records, such as
Sharma, et al. , with the help of proxy re-encryption (), but these solutions will
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not provide any benefit to our application. When the patient wants to share a medical
record, the patient initiates the creation of a connection between the cloud agent and
the agent of the healthcare provider. The patient authorizes the edge client to send the
file. The edge client loads the encrypted file from the storage location, decrypts it, and
sends the file together with a VP of the signed credential over a secured connection to
the healthcare provider. The healthcare provider verifies the validity of the VP and the
health record and is then able to use the provided data.

‘Healthcare -Decentralized

‘Patient Provider Storage

scan QR code

create connection

issue health credential with
cantent integrity

-

check validity

. |

store health data

L

Figure 2.13: Medical records using SSI and distributed file storage — Basic workflow of
patient receiving credentials

Advantages of Medical Records Using SSI and Distributed File Storage

¢ Backup & Redundancy: The patient’s health data is stored in an online location,
thus the medical data is not affected by a loss of the smartphone, compared to the
first approach. Additionally, redundancy mechanisms could be used for backups.

e Signed and trustable: A signed verifiable credential containing an IPFS link or
hashlink with the location of the file provides integrity of the medical record. The
VC is signed by the healthcare provider and bound to a specific DID. This allows
an entity to easily check the authenticity of the provided information.

¢« No datatype restriction: This approach allows a patient to store all types of
files (structured and unstructured) as health records.

o Selective disclosure: The property of selective disclosure allows a patient to
decide not only which credential to share, but also which individual information
is included. However, the property only applies to verifiable credentials and files
which support this property.
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Figure 2.14: Medical records using SSI and distributed file storage — Basic workflow of
patient sharing credentials

Disadvantages of Medical Records Using SSI and Distributed File Storage

Attack surface: The medical records are stored in an online accessible location.
An attacker can now access the publicly available and encrypted files. Despite
the encryption, the attack surface is increased, and the security of the system is
decreased.

Data availability: The IPFS approach is decentralized and is more independent
from a provider than a centralized server, but a redundancy mechanism must be
installed to always be able to retrieve the data.

Not completely self-sovereign: In this approach the patient is dependent on a
service, e.g. IPFS, hosting the data. This could violate the principle of “Access”
in the context of SSI, which denotes that a user always has access to their digital
identity data without any restrictions.

Additional encryption layer: The data stored on a public IPFS system could be
accessed by any entity. To secure data access, the data itself has to be encrypted,
which results in additional complexity.
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2.2.2.3 Medical Records using Decentralized Web Nodes

As described by Preukschat and Reed a digital wallet in the context of SSI is not
designed to store an unlimited amount of data, including a lifetime record of financial
records, educational records or health records. However, to make this possible, there
exists the concept of secure data store (SDS) or “encrypted data vault”. The basic idea
of SDS describes an “electronic file storage (typically in the cloud) accessible only to
the controller because the contents are encrypted with private keys from the controller’s
digital wallet”.

The Decentralized Identity Foundation (DIF) created a draft of a potential specification
for encrypted data vaults . In this draft, the encrypted data vaults fulfill the low-level
encrypted storage role in a bigger architecture, as shown in Figure 2.15. Due to the
concept being unfinished, we will not use the encrypted data vault and focus on the
superordinate component, the Decentralized Web Node (DWN), also called Identity hub
in previous specifications.
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Figure 2.15: Architectural overview of encrypted data vaults ||

A DWN is “a decentralized personal and application data storage and message relay
node” according to the specification draft of the Decentralized Identity Foundation [29].
Preukschat and Reed mention that DWNs do not directly belong to one specific
identity controller, but are independent services that manage data on behalf of any
number of identity controllers. DWNs are mostly represented as passive and permanently
available responders, similar to specialized web servers, with the functionality of data
storing and sharing.

The endpoint for accessing a user’s Decentralized Web Node (DWN) is determined
through the DID document. A patient’s DID document is required to contain the
“service” property, which includes essential details as the “serviceEndpoint”. To specifically
receive a person’s DWN endpoint, the DID-Relative URL must incorporate the “service”
parameter set to “Decentralized WebNode”. The communication between the entities
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and the DWNs is accomplished by messages. These messages can cover additional
requirements such as encryption or signatures and have Response Objects to respond to
incoming messages.

The DWN specification supports customizable features via the Feature Detection
Interface, which includes (i) Records, (ii) Protocols, (iii) Permissions, (iv) Hooks, and (v)
Sync interfaces. The Records interface (i) enables structured data storage according to
shared schemes, ensuring uniformity in schema usage for users in specific areas. While
Records allow owners to write isolated records, it is not sufficient for supporting decentral-
ized apps. Protocols (ii) introduce a method for defining rules in apps or services, covering
record organization, relationships, data requirements, and participant interactions. This
promotes interoperability across diverse app implementations. Permissions (iii) allow
external entities to request access to a Decentralized Web Node’s data and functionality.
It uses a capabilities-based system with DID-based authorization and delegation, contin-
gent on owner approval. With Hooks (iv) DWNs enable apps and services to subscribe to
specific data in a user’s DWN and act in response. Unlike Web Hooks, they also allow for
responding to the entity that initiated the data write or modification. The Sync interface
(v) and its methods allow replication between multiple DWNs. [29]

Basic Workflow of Creating and Sharing of Credentials

The main component of this approach is the DWN, as shown in Figures [2.16 and
2.17, which represent the simplified workflows of this concept. Initially, the patient
and healthcare provider exchange keys. This process is initialized by the healthcare,
which generates a QR code containing the DID and provides it to the patient. The
edge agent of the patient queries the corresponding DID document that contains the
“serviceEndpoint” property from the verifiable data registry and contacts the DWN
of the healthcare provider. The healthcare provider’s DWN forwards the message to
the healthcare provider’s edge agent. The edge agent then queries the patient’s DID
document from the verifiable data registry. Following this key exchange, the patient
utilizes the edge agent to create a permission rule for the healthcare provider on its DWN.
The healthcare provider’s edge agent sends the data to the patient’s DWN, which then
verifies the data’s validity.

The process of sharing in this approach is similar to that of storing. The patient and
healthcare provider exchange keys, as described in the creating process in the previous
paragraph. Then, the patient creates a permission rule for the healthcare provider for a
specific health record on their DWN. The healthcare provider’s edge agent queries the
patient’s DWN for the record, and the DWN responds with the corresponding health
data. The edge agent verifies the validity of the data and provides it to the healthcare
provider for further processing.

Advantages of Medical Records using Decentralized Web Nodes

e Backup & Redundancy: The patient’s health data is stored in an online location,
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Figure 2.17: Medical records using Decentralized Web Nodes — Basic workflow of patient
sharing credentials

thus the medical data is not affected by a loss of the smartphone, compared to the
first approach. Some solutions of DWNs provide a build in backup feature.

o Signed and trustable: The credentials containing the health data are signed by
the healthcare provider and bound to a specific DID. This allows an entity to easily
check the authenticity of the provided information. Additionally, a verifier could
validate the integrity of a file by using verifiable credentials containing a hash of
the file.

¢ No mandatory dependence on external service: There exist solutions of
service provide, hosting DWNs. However, the concept of DWNs allows users to
host their own DWNs, which makes this approach fully self-sovereign, and a user is
not dependent on external services.
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e No datatype restriction: DWNs, are designed as long term storage for all kind
of files. This does not limit the storage to verifiable credentials only.

e Selective disclosure: The property of selective disclosure allows a patient to
decide not only which credential to share, but also which individual information is
included. Additionally, this feature could be extended to any kind of file, if they
support it.

Disadvantages of Medical Records using Decentralized Web Nodes

e Attack surface: A DWN is most of the time available, which gives an attacker
more possibilities to gain unauthorized access than in the “Medical Records as
Verifiable Credentials” approach and increases the attack surface.

o Data availability: Based on the architecture, a DWN is mostly running on a
server. As a consequence, the data is available as long as the server is reachable.

¢ Additional component: Compared to the “Medical Records as Verifiable Cre-
dentials” approach, an additional component is needed for the architecture.

2.2.3 Standards and Vulnerabilities

The concept of SSI is based on the components of decentralized identifiers and verifiable
credentials, standardized by the W3C Credentials Community Group and W3C DID
Working Group . In 2020 Halpin published a paper criticizing a concept, which
utilizes the technology of SSI for the implementation of immunity passports. Among
other things he criticizes the implementation of the DID and VC standards published
by W3C. In this section, we will analyze the technical details of DID and VC based on
Halpin’s criticism. This will help to look for vulnerabilities in the design process of the
architecture. The potential attacks on SSI systems and their security risks, as described
for example by Naik, et al. and Gruener, et al. , will be discussed in detail in
Section 4.3.2] in the context of the architecture.

2.2.3.1 W3C Verifiable Credentials

The criticism of verifiable credentials by Halpin [50] refers to the W3C Verified Credential
Data Model 1.0 standard. On the third of March 2022 W3C published version 1.1 of
the verifiable credentials data model, but this does not have an impact on the criticisms.
Halpin highlights the risk of possible signature exclusion and signature replacement
attacks when using verifiable credentials. The problem arises when using the Semantic
Web RDF format for normalizing the claims of the VC. RDF uses a semantic graph based
data model for making claims about the world allowing for multiple serializations of the
same graph . A prerequisite for a signature, however, is a uniform serialization [19).
Additionally, Halpin notes the absence of a standardized approach to handle “blank nodes”
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across serialization formats. When Halpin published the paper, he initially referenced the
“RDF Dataset Normalization” specification, which is no longer available. The reference
now points to a new W3C working draft called “RDF Dataset Canonicalization” |117].
This updated specification claims to transform input datasets into a serialized canonical
form and introduces stable identifiers for blank nodes. Although this canonicalization
approach appears to address the concerns raised by Halpin, including the identification
of blank nodes and the serialization of graphs, the document is still marked as a working
draft and therefore not an official specification. Another problem Halpin raised in relation
to canonicalization is the NP-completeness of the graph isomorphism @ problem. This
signifies that even if a graph is canonicalized and then serialized, there is no efficient way
to determine if two graphs match efficiently.

The upcoming version of the verifiable credential (version 2 [120]) specification is consid-
ering adopting the “RDF Dataset Canonicalization” approach. The W3C has released
several interconnected specifications. Specifically, the verifiable credential specification
relies on the JSON-LD specification, which is a concrete RDF syntax . Furthermore,
the “RDF Dataset Canonicalization” outlines the process of achieving canonicalization for
an RDF dataset. To address the concerns raised by Halpin, each specification needs to be
updated and cross-referenced with the latest versions. In doing so, we must also evaluate
the remaining risk associated with the NP-complete graph isomorphism problem. This
involves determining whether efficient algorithms exist to handle the problem for a specific
credential size, ensuring the application of JSON-LD and RDF dataset canonicalization
is secure.

In the same paper, Halpin proposed an alternative solution to this problem. He
suggests that verifiable credentials can be serialized using IETF JSON Web Tokens (JWT)
instead of RDF, avoiding the mentioned issues. However, Halpin cites Jager, et al.
mentioning, that multiple JWT implementations allow misuse cryptography and create the
opportunity for cryptographic downgrade attacks. Jager, et al. also mentions practical
and effective countermeasures for this concern. The most straightforward countermeasure
is to disallow legacy algorithms, but this could potentially disrupt interoperability for
parties unable to automatically update and adopt the latest encryption/signing methods.
Another solution involves implementing the principle of key separation, using different
keys for different purposes. Specifically, the system using verifiable credentials should
use a different key for each algorithm. This can be achieved by creating one key, k, and
having the user generate a derived key from k for each algorithm using a pseudorandom
function and the algorithm identifier.

2.2.3.2 W3C Decentralized Identifiers

Halpin’s first technical vulnerability concerns privacy, as in most DID implementations,
it is feasible for anyone to retrieve the identifiers without an access control mechanism in
place. The design of the blockchains may allow correlation attacks that can be conducted
by anyone, primarily due to the public accessibility of DID documents. In specific, anyone
can search for times of changes to DIDs and DID documents. Correlation attacks are
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attacks, which analyze the relationship between inputs and outputs of the system to
gain information . For example, a malicious actor might measure variations in the
execution time of a system and try to correlate this information with the used inputs.
Halpin refers to a document from Microsoft’s ION identity system, which customized
the DID implementation, such that this kind of problem is solved by using the sidetree

protocol , .

Additionally, Halpin mentions that privacy is at risk when a DID document contains
personally identifiable information. This arises because the data is written on a blockchain
and is readily visible to the public. However, DIDs should not be used for this purpose,
but for storing public keys. Halpin also suggests this as a countermeasure. But he gives
the example that the addition of service endpoints for COVID-19 testing center would
leak the information that the person owning the public key has been tested for COVID-19.
Although, this example is correct, in general, it is not necessary to update the DID
document on the blockchain for each connection, which decreases the chances of success
regarding such attacks.

Besides these issues, Halpin faults the lack of support of zero-knowledge proofs for
DIDs in the actual standard. Furthermore, he criticizes the usage of a blockchain for
DIDs. We will not go into these criticisms here, as they are not essential to this thesis
and do not serve to solve security risks.

2.3 Legal Framework

This section serves to clarify the legal regulations based on the European data protection
laws in relation to SSI and health data. Furthermore, this section serves as the basis for
evaluating our architecture for Section 4.3.4. We analyze how to administer medical data
to create a privacy compliant solution and address the second research question (RQZ2]).
In the first section, we mention and analyze all important articles and paragraphs of
the General Data Protection Regulation (GDPR), which are relevant to this thesis on a
technological level. In the following section we analyze how the GDPR can be applied to
SSI and Decentralized Web Nodes, how compatible it is with the technologies and what
conflicts exist. The last part summarizes the findings and describes what is important
for the architecture.

2.3.1 General Data Protection Regulation

In May 2018, the GDPR (General Data Protection Regulation) was introduced by
the European Union to protect natural persons in relation to the processing of personal
data in Europe, according to Article 1 GDPR. The Regulation introduced multiple
principles that define how personal data must be managed when processed wholly or
partly by automated means and what rights a natural person has to its data. Article
4(1) of the GDPR defines an “identifiable person” as a person who can be identified
directly or indirectly. This includes a reference to an identifier such as a name, an
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identification number, or an online identifier. “Personal data” is any information related
to an identified or identifiable natural person. In the context of this this, this paragraph
identifies any health data as personal data, if it could be associated with a natural person.
The term “processing” in the context of GDPR Article 4(2) describes any operation,
which is performed on personal data, including collection, storage, and retrieval.

A “controller” (Article 4(7) GDPR) is an entity, which determines the purposes and
means of the processing of personal data alone or jointly with others. Furthermore,
a “processor” (Article 4(8) GDPR) is any entity processing the data on behalf of the
controller. According to Article 26(1) GDPR, if two or more controllers jointly determine
the purpose and means of processing, they are joint controllers, and thus it must also be
determined who has what obligations under this Regulation. This becomes relevant in a
decentralized system, where multiple parties are involved for data processing.

Article 5 and 6 of the GDPR set out the principles and lawfulness of the processing of
personal data. The processor and controller must ensure that the users’ personal data
is used in a lawful manner and only for specified, appropriate and legitimate purposes.
Furthermore, the data must be stored only in a form that allows identification, as long
as it is necessary for a purpose. In total Article 5 of the GDPR defines seven key
principles when processing personal data, which were described and refined in the further
Articles. These seven principles are (i) lawfulness, fairness, and transparency, (ii) purpose
limitation, (iii) data minimisation, (iv) accuracy, (v) storage limitation, (vi) integrity
and confidentiality, and (vii) accountability. Article 6 defines the conditions necessary to
accomplish lawfulness of the processing. In the context of this thesis, we assume that
the individuals have consented to the data processing, to achieve lawfulness. In Article
6(1)(d) is defined, that the processing of data is allowed to protect the vital interests
of the person. This would allow medical staff to access data in case of emergency and
will be considered in the design of the architecture. Article 9 defines special categories of
personal data, including health data, which prohibits the processing, with exceptions,
such as when the data subject has consented to processing.

Articles 12 to 23 in the GDPR define the rights of the data subjects. Article 15, for
instance, establishes an individual’s right to access their personal data and acquire
information regarding its processing. It also grants them the right to confirm whether
their personal data is being processed, with subsequent access to this data and relevant
details if processing is confirmed. Article 17 introduces the “right to erasure“ empowering
individuals to request the deletion of their personal data from controllers under specific
circumstances, enhancing their control over data removal from, for example online services.
Furthermore, Article 16 addresses the rectification of inaccurate data, while Article 18
specifies the conditions for the restriction of data processing. Under certain circumstances,
an individual can request the limitation of processing for their personal data. Additionally,
Article 20 of the GDPR outlines the “right to data portability“ enabling individuals to
receive their personal data in a commonly used and machine-readable format, facilitating
its transfer to another controller.

According to Article 24, the data controller has the responsibility to implement suitable
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technical and organizational measures, ensuring that data processing aligns with GDPR
requirements and can be demonstrated effectively. Furthermore, Article 25 should
encourage the controller to make appropriate data protection design decisions and set
appropriate policies by default. The controller’s duty includes utilizing suitable technical
and organizational measures, such as pseudonymization, to integrate data protection
principles and necessary safeguards in compliance with the GDPR.

The GDPR defines the rights and duties of the processor and outlines the requirements
for data processing between the data controller and the processor in Article 28. A
controller must choose processors, which provide appropriate measures when processing
data. Furthermore, the processor is just allowed to process the data as instructed by
the controller. The authorization or declaration of consent should be made in writing
and contain necessary information such as the duration and purpose of processing. In
addition, the processor must follow documented instructions, comply with confidentiality
and the laws set out in the GDPR, and implement security measures. The controller is
responsible for ensuring the processor complies with technical and security requirements.
Furthermore, the processor must delete all personal data after concluding the provision
of processing-related services.

Article 32 further states that data controllers and processors must use appropriate
protective measures according to various requirements at the technical and organizational
levels. This guarantees the confidentiality, integrity, and availability of personal data,
among other aspects. In accordance with Article 30, the controller is obligated to maintain
a register of all processing activities, containing specific information as defined by the
GDPR.

2.3.2 Technologies

This section examines the compatibility between the technologies and the GDPR by
assigning the roles defined in the GDPR to the entities of the various technologies. We will
use the outcome of this part in Section 4| to evaluate the compatibility of the technologies
used in the proposed architecture.

2.3.2.1 SSI

The fundamental idea of the GDPR was “the protection of natural persons with regard
to the processing of personal data® [38]. In situations characterized by centralized
architectures, where roles are distinctly assigned, and applications are in control of the
data, as is frequently encountered, the GDPR indeed offers advantages to individuals.
However, as mentioned by Penedo and Kondova and Erbguth the approach of
SSI does not fit this model. SSI is a decentralized concept, which establishes equality
between all the actors involved. Therefore, it is not clear which actor has which role in
an SSI based architecture and it depends on the specific scenario. The explicit definition
of roles and classification of data, whether it is personal data or not, is essential to
apply the GDPR. To help classify roles and apply the GDPR to SSI, the European Data
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Protection Board published a guideline named “Guidelines on the concepts of controller
and processor in the GDPR* .

Controller
To define the role of a controller within the scope of GDPR, the Guidelines outline
five key considerations, as explained by Penedo :

1. Nature of the Entity: Firstly, the type of entity that can assume the role of a
controller is examined. Article 4(7) of the GDPR defines this entity as a “Natural
or legal person, public authority, agency, or other body®. Therefore, any entity can
potentially act as a controller.

2. Influence Over Processing: Secondly, the extent of influence of the controller
over the data processing activities is assessed. Controllers are typically those entities
that exert a significant degree of influence, both in terms of decision-making and
execution.

3. Sole or Joint Determination: The third consideration is whether the determi-
nation of control is conducted solely or jointly with others. This determination can
vary depending on whether multiple entities share responsibility for data processing.

4. Purpose and Means Determination: Controllers are responsible for determining
both the purpose and means of data processing. This includes not only why the
data is processed but also the methods employed in the process.

5. Process Determination: Lastly, the determination of the entire data processing
process itself is examined. Controllers are the entities that have the authority to
shape and oversee this process.

As already mentioned, the GDPR is designed for data privacy in interactions between
two or multiple parties. In most scenarios this includes a subject, and a controller or
processor. This is not clearly defined in the GDPR, but could be concluded from various
articles and paragraphs, such as Article 2, Article 4(1), and Article 4(7). However, what
remains uncertain is whether an entity can simultaneously function as both a “data
subject“ and a controller. Penedo concludes that the GDPR can thus not be applied
if only the own data is processed, because of the GDPR’s purpose to protect others
interest, for example the data subject. As a result, a person cannot be the controller
of their own data and identities in the context of GDPR. Other entities building and
operating other peoples’ identities can be data controllers and processors, based on the
situation.

Processor
In contrast to the controller, the processor could not process personal data on its own,
but on behalf of the controller. As the “Guidelines on the concepts of controller and
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processor in the GDPR* explains, a processor could be, like the controller, “a natural
or legal person, public authority, agency or other body”. Penedo mentions that
every entity processing data in an SSI based system, e.g., the validation of VPs, could
be seen as processor. This is because none of these activities implies the determination
of purposes and means. As mentioned in the guidelines “The role of a processor
does not stem from the nature of an entity that is processing data but from its concrete
activities in a specific context“. In specific, an entity could be a processor, or a controller
based on the situation. In general, a processor needs a controller, which delegates
instructions regarding the processing to the processor. If the processor is going against
the instructions, it becomes a controller.

GDPR Analysis

To analyze and apply the GDPR on SSI we assigned the GDPR roles to the participants
of a SSI system, as shown in Table 2.1, A holder in the context of SSI managing its own
identity and credentials as mentioned, in the previous sections, could not be a controller
or processor in the context of GDPR. Therefore, a holder does not have a defined role in
the context of GDPR and the GDPR is not applicable to the holder. Other components
that process data for the holder, for example an agent, can be a processor or controller.
An issuer and verifier take the role of a controller or processor, based on the scenario.
This is because both work with personal data, which identify the holder. The issuer is
creating and disclosing data to the holder and the verifier is retrieving and using data.
According to Article 4(2) of the GDPR all these activities are defined as “processing”.
As Naik and Jenkins mention, there are additional SSI roles, which are necessary
to operate a SSI infrastructure, such as “Transaction Authors” or “Node Controllers”.
These roles are not necessary to consider within the scope of this thesis. However, we
also address the blockchain and violations of the GDPR, as the blockchain is a central
component in the SSI system.

SSI Roles | GDPR Roles
Holder No GDPR role
Issuer Controller /Processor
Verifier Controller /Processor

Table 2.1: Overview of SSI roles in GDPR

To ensure compliance with the directives, the specific use case or architecture must be
evaluated, as well as the specific technology used in the system, e.g., which kind of
blockchain. As Naik and Jenkins explain, there exists different types of blockchain,
e.g. private or public ones and this may have an impact on the validity of data processing.
In the following we analyze the compatibility of issuer and verifier with the GDPR and
what these roles have to consider in a healthcare infrastructure. We will use the same
structure as Naik and Jenkins .
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SSI Compatibility With Lawfulness, Fairness and Transparency This GDPR
principle defines lawfully, fairly, and transparent personal data processing. Article 6 in
the GDPR describes under which circumstances a controller is allowed to process data.
From the perspective of an issuer, the main activity is to issue a VC and bind the user’s
identifier to it. During this process, the holder shares its DID with the issuer so that the
issuer can associate its identifier with the data. Only at this point does data become
personal data. To achieve this, the holder must already have given his consent. Therefore,
lawfulness is given automatically in the issuing process. The same reasoning applies to
the verifier. The holder provides a verifiable presentation with its personal data to the
verifier, which is only possible with the consent of the holder. Similarly, when it comes
to creating a DID on the blockchain, the user provides consent by generating the DID
along with the corresponding public key in the DID document. In all three scenarios, the
user retains full control over the data, and their consent is a prerequisite for any data
processing. This aligns with Article 9 of the GDPR, which mandates explicit consent
for processing special categories of data, including health information. Regarding the
fairness and transparency, Naik and Jenkins explain, that this has to be evaluated
on the specific SSI system.

SSI Compatibility With Purpose Limitation According to Article 4 (b) of the
GDPR, data may only be processed for a specific purpose and not used in any other
way. As described by Naik and Jenkins , a holder can control to whom the personal
data is shared, but it cannot control for which purpose this data is used. This must be
clarified by the verifier and issuer and depends on the specific implementation of an SSI
system. Regarding Article 15 of the GDPR, the “Right of access by the data subject*,
the verifier must provide information to the holder about how the data is processed, if a
holder requests this information. This also applies to the issuer.

SSI Compatibility With Data Minimisation When processing data, the controller
or processor in the context of GDPR must only use the information required for the
respective purpose. The property of selective disclosure in a verifiable presentation allows
a holder of a credential to reveal just a subset of the verifiable data. In an interaction

between a holder and a verifier, the holder can select which data to share with an issuer.

Hence, a holder can control the data and just provide the information necessary for an
issuer. The problem with the data minimization principle arises with the blockchain
component of a SSI system, as mentioned by Naik and Jenkins [78]. A blockchain is

designed to replicate data to multiple nodes and has the characteristics of append-only.

Both properties lead to compatibility issues. However, Giannopoulou explains that
the French Data Protection Authority has issued an official opinion on blockchains. This
official opinion argues that the structure and functioning of the blockchain is accompanied
by a permanent visibility of the keys and “that their retention periods are, by essence, in
line with the blockchain’s duration of existence“. Giannopolou therefore concludes that
the principle of minimalization can be observed. However, the General Data Protection
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Regulation (GDPR) does not currently address the unique challenges posed by blockchain
technology, and therefore is not fully compatible with this principle.

SSI Compatibility With Accuracy This principle ensures the accuracy of personal
data. To be more precise, maintaining the accuracy of personal data is essential, and
the possibility for both deletion and rectification of any inaccurate data must be made
available. The DID specification allows an update functionality for DID documents, which
allows to accomplish the accuracy of data and obey Article 16 “Right to rectification”.
However, as described by Naik and Jenkins , this principle includes one of the most
important rights in the GDPR, the “Right to erasure” in Article 17. The issuer and
verifier can accomplish this by deleting any data related to the holder. In the case of the
blockchain used for the DID infrastructure, this article could lead to compatibility issues,
because of the append-only property. In an SSI system, the blockchain stores the public
keys associated with the DIDs. Based on the definition of “personal data” in Article
4(1) of the GDPR, public keys could be identified as personal data, leading to conflicts
with Articles 16, 17 and 18. As the GDPR is currently defined, the blockchain is not
compatible with this principle.

SSI Compatibility With Storage Limitation According to the “storage limitation”
principle in Article 5(e) of the GDPR, the personal data must not be longer identifying the
data subjects, if not necessary. Both the issuer and verifier must consider this requirement,
which introduces similar conflicts as those outlined in the preceding principle, especially
concerning the blockchain’s role in maintaining the SSI infrastructure.

SSI Compatibility With Integrity and Confidentiality The appropriate security
measures to protect personal data depend on a concrete SSI system and must be
evaluated for the issuer, verifier and the blockchain technology. As described by Naik
and Jenkins , a SSI system is by design based on cryptography, decentralization and
anonymization, which prevent attacks, such as single point of failure.

SSI Compatibility With Accountability The principle of accountability establishes
that a controller holds the responsibility and should have the ability to demonstrate
compliance with all the other governing principles. The GDPR mentions these responsi-
bilities in various articles of the GDPR, in specific Articles 30 and 32. As in previous
paragraphs this principle must be evaluated within a specific architecture. Naik and
Jenkins point out that the utilization of blockchain in a SSI based system may
introduce difficulties when it comes to ensuring accountability. This complexity arises
from the decentralized nature of blockchain and the GDPR’s model for defining roles,
making it challenging to attribute accountability to a particular entity.
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2.3.2.2 Decentralized Web Node

In the context of the GDPR a DWN is easier to classify than the technology of SSI, since
a DWN can be seen as an online storage with special access procedures and functionalities.
We differ between self-hosted DWNs and DWNSs hosted by third-party service providers.
With both approaches we have the same uncertainty as mentioned in the previous section
of whether an entity can simultaneously function as both a data subject and a controller.
This is caused by the household exception mentioned in Article 2 (c) of the GDPR, which
states that the GDPR does not apply when “purely personal or household activity* is
present. The third-party hosting provider for DWNs is classified as a processor in the
context of the GDPR. As mentioned in Article 4 (8) of the GDPR a controller “determines
the purposes and means of the processing of personal data“. In this case the user has full
control of its data and determines the purposes and means of processing. The hosting
provider just provides the infrastructure for a user but has no control over the data. A
processor “processes personal data on behalf of the controller. Hence, when we assume
that the user can be considered as a controller, the hosting provider acts as a processor.

GDPR Analysis

To ensure compliance with the directives, the specific use case or architecture must be
evaluated, as well as the specific technology used in the system. In the following we
analyze the compatibility of DWNs with GDPR and what to consider in a healthcare
infrastructure. This analysis is under the assumption that the user is classified as a
controller in the context of the GDPR and the hosting provider as a processor. If the
user were not classified as a controller, there would be no GDPR role assignments for
DWNs and therefore no restrictions imposed by the GDPR.

The hosting provider’s task is running the DWN, ensuring it is available to the user,
and securely storing the encrypted user data within it. The users can choose a hosting
provider and check the technical and security measures beforehand. In terms of purpose
limitation, the provider has no impact on the processing itself as the hosted DWN is
fully controlled by a user and not accessible to unauthorized third parties, such as the
provider. Only the patient with the appropriate DID can access the personal data stored
in the DWN. Every instruction from the user will be performed on the DWN without
the processor having a direct impact. The only possibility to violate the instruction
of the user is to shut down the DWN and keep the DWN and the data stored inside
the DWN. Nevertheless, the provider will not be able to get access to the encrypted
data. A contractual agreement with the provider, as recommended by the GDPR, can
ensure the declaration of consent. The appropriate security measures to protect personal
data depend on the concrete service provider. In general, the processor does not have
direct access to the data and is therefore not able to handle data improperly. The
provider’s responsibility primarily lies in preventing unauthorized access to the entire
DWN component. This fulfills the confidentiality and security requirements outlined in
Article 28 of the GDPR.
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2.3.3 Outcomes

Table 2.2 shows an overview of considerations and implications of the GDPR, for SSI
technology. Open-source components help with both the technological aspects and
compliance with the principles of the GDPR. To strengthen trust and transparency.
Open-source components allow the patients to comprehend how the system works and
brings fairness and transparency to the users. However, this does not accomplish the first
principle of lawfulness, fairness, and transparency by default. Also, for other principles
such as purpose limitation, accountability, integrity, and confidentiality, can open-source
components help to accomplish the goals. In terms of purpose limitation, the verifier or
entity accessing the data must prove how data is processed, for example by using a logging
mechanism. This is especially important when the patient allows permanent access to
the data. Moreover, the request for data access should include the specific reason for the
request, which can be recorded in the access permission. Both the issuer and verifier are
obligated to delete the data if it is no longer required for its intended purpose, unless other
legal obligations, such as retention requirements, apply. The append-only characteristics
of blockchains and the synchronization of multiple nodes could conflict with the principles
of data minimization, accuracy, and storage limitation. This technology is an edge case in
the GDPR, which must be evaluated by the European Union. Regarding the principle of
accuracy, the chosen DID method must include the DID update functionality to comply
with Article 16 “Right to rectification”. It is important to note that the append-only
feature of blockchains could potentially conflict with Article 17, the “Right to erasure®, as
well as Article 18, the “Right to restriction of processing®. Both the issuer and the entity
accessing the data must consider these three articles (16, 17, 18). About the principle of
storage limitation, both the issuer and the verifier must make sure that the data no longer
identifies the data subjects except for obeying other laws such as retention obligation.
Each entity within the system must implement appropriate security measures to comply
with the principle of integrity and confidentiality. These measures must be evaluated
on the specific architecture. The issuer and the verifier must demonstrate compliance
with all the other governing principles. As in other principles blockchains could conflict
with the accountability principle because it is challenging to attribute accountability to a
particular entity. However, as mentioned by Naik and Jenkins the insight of the data
transaction could provide some kind of accountability to the users. Furthermore, using
a governance framework for blockchains, and issuer and verifier could provide greater
accountability.

When patients decide to choose a third-party hosting provider for their DWNs, they
must consider the following aspects. Firstly, the provider must obtain explicit consent
from the controller to process the data, which can be granted through written or digital
confirmation specifying the permitted processing operations. Additionally, the hosting
provider should maintain documentation outlining the purposes of processing, which
can be produced if requested by the controller. The hosting provider must implement
state-of-the-art security measures. However, it falls on the user or data controller to verify
their implementation. Additionally, the hosting provider must guarantee confidentiality
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2.3. Legal Framework

by limiting access to the DWN. Users can gain access, for instance, through REST calls.
Access to the entire DWN component, such as via a Docker container, should be restricted
for all, as there is no need. At the end of the hosting process, the hosting provider must
delete all personal data.
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2. BACKGROUND
GDPR . . . .
. . Considerations and impact on the architecture
principle
Lawfulness, .
. o Usage of open source components for traceability of the system
fairness
and trans- o Evaluation on concrete implementation
parency
e Issuer and verifier need a prove to show how data is processed
Purpose ¢ Implement mechanisms such as credible logging mechanism
limitation
o Issuer and verifier must delete the data if no longer used for the
respective purpose
Data min- e Append-only characteristics of blockchains and the synchronization
imisation of multiple nodes could conflict with GDPR
e DID method has to include DID update functionality
e Append-only characteristics of blockchains could conflict with
Accuracy GDPR, especially Article 17 and 18
o Issuer and verifier must implement functionalities to obey Articles
16, 17, and 18
e Append-only characteristics of blockchains and the synchronization
of multiple nodes could conflict with GDPR
Storage
limitation o Issuer and verifier must make sure that the data no longer identifies
patient if not necessary anymore
Integrity o FEvery entity must use appropriate security measures
and confi-
dentiality o Evaluation on specific architecture
e Issuer and verifier must demonstrate the compliance with other
governing principles
Account- ¢ Blockchains could conflict with GDPR, because it is challenging to
ability attribute accountability to a particular entity
o Using governance frameworks for blockchains, and issuer and verifier
to provide greater accountability
40

Table 2.2: Overview of seven GDPR, principles to be observed for SSI in the architecture
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CHAPTER

Related Work

The concept of sharing electronic health data between different healthcare facilities exists
since patient data could be digitally documented. Unfortunately, the centralized identity
access management systems and architectural system designs make it hard to share this
data globally without limitations . With the emergence of bitcoin , the topic
of decentralization became popular and blockchains opened new opportunities in many
different areas, including sharing of data while maintaining privacy. In the following we
will describe already existing approaches. The final section of this chapter summarizes
the approaches discussed and provides an overview and comparison of both existing
approaches and our proposed solution.

3.1 Blockchain Based EHR Approaches

Xia, et al. proposed a solution for blockchain-based data sharing in cloud envi-
ronments for electronic medical records. The authors use blockchain technology and
cryptographic keys to address the issue of managing access for users and their sensitive
data, stored in cloud-based data storages. In a paper published later by the same author,
Xia, et al. presented MeDShare, which allows sharing of medical data between big
data entities in cloud environment using a blockchain and smart contract functionality.
The security and access mechanisms are based on public key cryptography and corre-
sponding identities, similar to the first paper. These two solutions provide secure access
and sharing mechanisms focused on cloud provider. However, these approaches do not
consider smaller local databases and services providers, representing smaller entities as is
often the case in the healthcare sector.

In 2016, Azaria, et al. proposed MedRec, a decentralized record management system
to handle electronic medical records (EMRs) using blockchain technology. MedRec
allows patients to access and share their EMRs, hosted off-chain by the providers, in
one decentralized system. The utilization of smart contracts guarantees both access
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management and data localization. Two years later, Fan, et al. addressed the same
issue of constructing a summarized EMR for one patient from multiple hospital databases
with their solution MedBlock. Both approaches (MedRec and MedBlock) use a bread
crumb mechanism, which allows to search for medical records on a ledger. The approach
proposed by Fan, et al. (MedBlock) achieves security and privacy by using public key
cryptography for providing the EMRs stored in the databases of distributed healthcare
providers. Data stored on the blockchain is encrypted and protected by a suitable access
control protocol. A similar approach with a focus on security and privacy was presented
by Zhuang, et al. . They proposed a patient-centric health information exchange
framework, which utilizes smart contracts to ensure the security of data and the privacy
of patients, while also granting users complete authority over their medical records. The
framework’s intent is to facilitate appropriate record access throughout various medical
institutions, creating an interconnected healthcare system. The actual medical records
are encrypted and stored within the healthcare facility’s databases. Smart contracts
are the central components, which, among other functions, validate the permissions
and administer the decryption keys for the data. In 2019 Shen et al. proposed
MedChain, an efficient healthcare data sharing approach via blockchain. The architecture
of MedChain, as shown in Figure [3.1,is designed as a decentralized network, which
connects all healthcare providers. The model includes two types of peer nodes, which
represents small and large healthcare providers and their resources. Additionally, the
large peer nodes operate three modules, the blockchain service, the directory service, and
healthcare database. In MedChain, the blockchain is used to maintain the data integrity,
whereas the data itself is stored off-chain in the databases of the healthcare provider.
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Figure 3.1: Overview of MedChain architecture ||

Healthcare

The user centric approach proposed by Liang, et al. focuses on wearable technology
and the Internet-of-Things in the healthcare domain. In their solution users collect health
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data from wearable devices, which are uploaded to a cloud database. The users have
ownership of their health data and can grant or revoke access to healthcare providers
and insurance companies. The data is stored on a blockchain network for integrity
protection and validation. Similar approaches by authors such as Huang et al. , Wang
et al. , and Zou, Lv and Zhao , employ blockchain technology to access data
located in diverse central databases. All the approaches mentioned utilize blockchain
technology to build a summarized EMR and interconnect the healthcare provider in a
decentralized way. However, the actual problem of privacy and data ownership is not
solved by these approaches. These solutions can be seen as additional layers connecting
multiple centralized systems without having full control over the data. The focus is on
sharing data across multiple healthcare facilities. Especially the last three approaches
(Zhuang et al., Shen, Guo, and Yamg7 Liang, et al.) use the blockchain to
store information and maintain data integrity. The use of blockchain to store information,
especially sensible data, is a risk to privacy and may lead to conflicts with the GDPR as
Gassner proposed.

3.2 InterPlanetary File System (IPFS) based Approaches

As of 2019, some more advanced approaches have been developed that use other tech-
nologies besides blockchain, such as InterPlanetary File System (IPFS) or
cryptographic solutions such as proxy re—encryption. Nguyen, et al. presented an
EHR sharing framework using blockchain and IPFS on a mobile cloud platform. The
electronic health records of the users get encrypted and uploaded to IPFS. The keys
for encryption and decryption are administered by an entity called “EHRs manager”.
This concept do not allow a user to own and manage their own data, but be dependent
on the “EHR manager” to gain access to the data, as visualized in Figure 3.2. A more
privacy preserving way is described by Sharma, et al. . In their storing and sharing
approach, they utilize a proxy re-encryption scheme and Zero-knowledge proofs (ZKP)
for accessing the EHRs stored on IPFS. The hospitals get access by sending proofs of
their ownership and knowledge to a smart contract. A cloud server, acting as a proxy,
performs the necessary re-encryption, which ensures that the cloud server (proxy) does
not have access to the plaintext data. In this approach all hospitals can request access
by design. This again does not allow users to have full control over their data.

3.3 Self-Sovereign Identity based Approaches

The topic of decentralization has also opened new possibilities in the area of identity and
access management. In 2021 Khurshid, et al. proposed MediLinker, a blockchain
application using a patient-centric identity management system in healthcare. The initial
use cases of MediLinker were enrollment of the user, consenting and sharing of data
between clinics and withdrawing access rights to shared data. The application ensures
the security and confidentiality of the data and allows patients’ detailed control over
what information they would like to share with different providers. In 2022 Harell, et
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Figure 3.2: Overview of architecture proposed by Nguyen, et al.

al. describe the technical design and development of MediLinker. Compared to
Khurshid, et al. , Harell, et al. explain the technical details of Medilinker. The
approach was built using Ethereum and Hyperledger Indy, a blockchain platform
specially designed for identity management, and different cloud service providers. The
actual health data was stored off-chain in a digital wallet on a mobile device. Only
schemes of each credential type and decentralized identifiers (DIDs) of each patient were
stored on-chain. The drawback of MediLinker is the limitation regarding the amount of
credentials for users. It is focused on providing basic identity information, such as name
and birthday, in a machine-readable format, but not general medical data as they occur
in EHRs and PHRs.

Bai, et al. proposed a high-level system architecture of the SSI model for smart
healthcare, highlighting the integration of Internet of Medical Things (IoMT) devices and
the use of a verifiable data registry. The SSI model aims to provide patients with control
over their EHR and give them the ability to selectively share their health information. The
model integrates the Internet of Medical Things (IoMT) devices, such as wearable sensors
and medical equipment, into the identity management system. The smart healthcare
system issues verifiable credentials to stakeholders based on Decentralized Identifiers
(DID), which allows the data owner to have complete control over the sharing of health
data. The communication flow in the SSI model relies on DID communication between
Edge Agents of users. The proposed SSI model utilizes blockchain technology, specifically
the Hyperledger Indy permissioned blockchain, for storing and verifying the transactions
related to identity management. The authors do not mention how exactly the data
is stored, especially unstructured data such as large images and videos. The focus is
on describing the self-sovereign identity management system for the smart healthcare



Die approbierte gedruckte Originalversion dieser Diplomarbeit ist an der TU Wien Bibliothek verfligbar

The approved original version of this thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

3.3. Self-Sovereign Identity based Approaches

system and the area of IoT. Additionally, they do not describe other topics relevant for a
potentially live long EHR, such as recovery.

Saidi, et al. created a Decentralized Self-Management of Data Access Control
(DSMAC) system that integrates blockchain technology and SSI to preserve privacy
and enable patients to control access to their medical data. The system includes three
layers, the IoMT Devices Layer, the F2C Computing Layer, and the User Layer. The
proposed scheme combines Role-Based Access Control (RBAC) and Attribute-Based
Access Control (ABAC) models. Role-Based Decentralized Access Control (RDAC) is
used to assign default permissions based on user roles. Attribute-Based Decentralized
Access Control (ADAC) is used in emergency cases and considers contextual constraints
and attributes. Decentralized Identifiers (DIDs) and verifiable credentials (VCs) are used
for user authentication and authorization. The proposed scheme integrates blockchain
for storing access control policies, public keys, and credentials. The authors describe a
different kind of usage for SSI. Compared to having the data itself as SSI credentials, it
offers the possibility of access management using SSI.

In 2021, Javed, et al. proposed a system, called Health-ID, utilizing blockchain
technology to provide a decentralized identity management solution for remote healthcare,
as shown in Figure [3.3l It involves four main actors: users, healthcare regulators,
blockchain, and cloud storage. The architecture allows users to control their identities,
while regulators validate the identities and issue attestations. Identity attributes are
encrypted and stored on cloud storage, while hashes of the attributes are stored on
the blockchain. By using smart contracts, various functions and interactions can be
enabled, such as uploading and retrieving identity attributes, registering and verifying
attestations, and providing public keys. The architecture provides a decentralized solution
for remote healthcare identity management, where blockchain technology ensures the
security, integrity, and auditability of identity data. This approach is dependent on smart
contracts with the disadvantage that many transactions are written to a blockchain to
validate hashes of identity attributes. This leads to high costs and limited scalability.
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Figure 3.3: Overview of architecture proposed by Javed, et al.

The architecture, proposed by Tcholakian, et al. [111], combines SSI, IPFS (Inter-
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Planetary File System), and attribute-based encryption (ABE) to strengthen access
management for EHRs. It describes a scenario where a patient arrives at a healthcare
institution and establishes a mutually authenticated channel using their verifiable cre-
dentials. The architecture utilizes AES encryption for privately storing medical records
on IPFS and ABE encryption of AES keys to control access to the records based on
attributes. Access policies can be modified by the patient, and access authorization is
logged on to the blockchain. The approach of ABE can bring advantages in certain
situations, but is inefficient by storing the record, the hash value of the record, the
encrypted AES key and the hash value of the AES key to IPFS.

3.4 Existing solutions

There already exist implemented solutions for decentralized architectures in the context
of eHealth. One of them is Medibloc . This solution uses the Panacea blockchain and
is designed to create a patient-centered health data ecosystem that can protect individual
privacy. It uses decentralized identifiers and verifiable credentials and was partly funded
by the EU [24]. Other SSI based projects within Europe and EU are eIDAS, the eIDAS
Bridge and the European Self-Sovereign Identity Framework (ESSIF) [22]. A European
solution for SSI based identities would make it even easier to create a decentralized and
connected eHealth infrastructure.

3.5 Overview and Comparison

Considering the current solutions such as the Telematikinfrastruktur [44] in Germany
or ELGA in Austria , we notice the eHealth infrastructures are using centralized
or federated identity access and management systems and are not designed in the
most privacy preserving ways possible. Another drawback, besides the privacy, is the
missing interconnection between different healthcare systems and facilities. Also, the
existing approaches in this field of research do not provide an ideal solution for a medical
infrastructure. We have created a comparison of the existing solutions, as shown in Table
3.1. The following categories were selected for comparison because of their importance in
the context of medical records in healthcare architectures. This decision was made based
on our experience and existing literature.

e Privacy including protection of personal health data and restricted access for
unauthorized entities

e Scalability refers to the ability of solutions to expand and perform well under
increased load

¢ Functionality describes the compatibility with any kind of data as necessary for
EHRs/PHRs, such as images



3.5. Overview and Comparison

Consideration of GDPR Compliance including analyzing compatibility with a
specific architecture and its components

Generality describes the compatibility with any kind of healthcare provider

Data ownership means full data control for patients

Potentially life long support describes whether the system was designed to
be suitable for long-term storage and could support necessary features such as

backups.

Efficiency including performance criteria and additional overhead

SSI describes whether the concept of SSI is used
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S
o= mostly comply, ~ = partly comply, X= not comply

Table 3.1: Comparison of related work

We chose these categories because they are consistent with the goal of the thesis, which
is to create a privacy preserving eHealth architecture. The privacy and data ownership
categories reflect the state of privacy in current architectures. To check the effectiveness
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and efficiency in the currently available architectures, we use the categories of scalability,
functionality, generality, potential lifetime support, and efficiency. The GDPR compliance
category checks if the solutions compliy with the GDPR.

Most of the proposed solutions are focused on the topic of privacy. However, by using
a blockchain or IPFS for storing personal data, the solutions provide a privacy issue
by design, as the data is publicly available (albeit encrypted), as for example in the
Tcholakian, et al. and Nguyen, et al. . We follow the approach that data which is
not necessary for the architecture is not available. Additionally, one of the biggest issues
for blockchains is scalability. Nguyen, et al. for example describes the characteristics
of scalability as an open issue in their approach. Even if most of the approaches claim
their solutions are scalable, all solutions that rely on blockchain transactions could issues
regarding scalability. Nearly all approaches try to create an EHR by connecting the
individual data records stored by multiple healthcare providers. All these approaches
provide the necessary functionality. In contrast, the existing solutions using a more
self-sovereign approach (Hansen, Schwartz, and Cooper, Khurshid et al.), provide
not the necessary functionality such as storing unstructured data. Our approach will
combine the necessary functionalities and self-sovereignty. In general, none of all the
mentioned solutions considered the GDPR in their design process, which is part of this
thesis. Additionally, our approach can be used by all kinds of healthcare providers and
not just by specially selected ones. One of the most important topics in this thesis, also
regarding privacy, is data ownership. Many approaches, such as Azaria, et al. and
Zhuang, et al. , store the data in multiple local databases and restrict access by
using different kinds of access mechanisms. However, by having access to the systems
underneath the healthcare provider could be able to access data without the consent
of the user. With the proposed architecture of this thesis, no one can access the data
without the consent of the patient. Furthermore, we consider the topics of longevity and
efficiency in our solution. As in some solutions (e.g. Tcholakian et al. , Zhuang, et
al., Shen, Guo, and Yang), the mechanisms to ensure trust, privacy and security
are very inefficient and create a lot of overhead regarding data and computing capacity.
In our solution we avoid this overhead by the concept of self-sovereign identity. Section
3.3 describes four approaches that use SSI as part of their architecture. None of the other
concepts utilize this concept as part of their solution.

The final prototype of this thesis fulfills all the mentioned criteria. Our solution provides
users with full control over their data, which is stored end-to-end encrypted and with
appropriate access mechanisms to protect user privacy. Our approach to data storage
includes various types of data such as text, audio, video, and images. We use a decentral-
ized approach, utilizing the concept of SSI, to enable distributed storage and improve
scalability. Additionally, we are evaluating the compatibility of our prototype with the
General Data Protection Regulation and establishing efficient processes. This unique
combination of an efficient and SSI-based approach to managing various healthcare data
in the healthcare sector has not yet been researched and therefore represents a novel
approach for an architecture for medical records.
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CHAPTER

Evaluation & Results

This chapter presents the evaluation and results of the thesis. It includes all the necessary
steps, from creating the requirements for the architecture to evaluating the results. It
explains the design decisions made and serves to answer all three research questions. This
chapter builds upon the previous ones. Chapter 2| provides the basic information needed
to understand why SSI was chosen as the basis for this architecture and which medical
data is being handled. Furthermore, we explained the concept of SSI and presented three
architectural approaches for medical records in healthcare that serve as the basis for our
architecture. Additionally, we discuss the legal considerations that must be considered to
comply with the GDPR, which also impact the design decisions of this chapter. Chapter
3| provides an overview of existing solutions and highlights the unique aspects of our
approach. This chapter utilizes the information obtained from the previous chapters to
construct the architecture.

This chapter is structured as follows. Section 4.1 explains the requirements and scope of
the architecture as it is not possible to consider all relevant aspects of a healthcare system
within the scope of the master’s thesis. The following section, Section 4.2, defines the
architecture, including all relevant components, processes and cryptographic processes.
These two sections address RQ1/ and RQ3. The final section of this chapter presents
an evaluation of the defined architecture. It includes a proof-of-concept (4.3.1), a threat
model (4.3.2)), an assessment of the defined requirements (4.3.3) and their compatibility
with GDPR (4.3.4), as well as an evaluation by experts (4.3.5). This section serves to
answer all three research questions.

4.1 Requirement Engineering

This section outlines the guidelines that will be used to define the architecture. In the
first section (4.1.1) we define the use cases, we want to consider during the creation
process as it is not possible to consider all relevant aspects of a healthcare system within

49




Die approbierte gedruckte Originalversion dieser Diplomarbeit ist an der TU Wien Bibliothek verfligbar

The approved original version of this thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

4.

EvaLuaTIiON & RESULTS

50

the scope of the master’s thesis. Furthermore, we identified objective criteria for the
architecture in Section |4.1.2. These requirements are based on interviews with three
experts and additional literature. In addition, we create a threat model in Section [4.3.2
to evaluate the security of the system, for which we explain the process at the end of this
section.

4.1.1 Use Cases

To define a concept for the eHealth architecture, we identified the most important use
cases as it is not possible to consider all the use cases, scenarios, and processes of a
healthcare system within the scope of the master’s thesis. These use cases cover both the
standard situation of a patient visiting a healthcare provider and scenarios that address
the healthcare needs of both the provider and patient in relation to medical records.
We did not find sources for a list of necessary scenarios during our research. Therefore,
we defined them based on our experience of the processes when patients interact with
healthcare providers. These scenarios form the basis for the use cases and are shown in
Table 4.1.

ID | Scenario

S1 | A patient enters the healthcare provider (e.g. hospital), authenticates itself, and
gives the medical staff a record from the last medical examination (e.g. blood
test), which is necessary for future treatments.

S2 | After the examination, before leaving the healthcare provider the patient receives
a written report.

S3 | The patient no longer needs some reports and decides to throw them away.

S4 | For permanent monitoring, the patient uses an app to enter vital signs every day,
which are automatically evaluated by the doctor or other software. Additionally,
the patient has the possibility to change some values in their own entries.

S5 | A patient changes doctors and no longer wants the first doctor to access the
daily vital signs.

S6 | A patient’s health insurance needs a written report from a doctor to refund the
treatment costs to the patient. The patient already has the report and sends a
digital copy to its health insurance.

S7 | The patient had a laboratory appointment and receives the first results a few
days later. The next day, the laboratory sends the remaining results to the
patient by extending the existing report.

Table 4.1: Scenarios

The scenarios were challenging to process as requirements for the architecture. Therefore,
we divided them into individual user stories. Each user story represents a single activity,
or feature of a patient or healthcare provider. We extracted the user stories from the
described scenarios, which are presented in Table |4.2.
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ID User story

US1 | A patient wants to share their own medical record with the healthcare provider
when they are onsite with the healthcare provider.

US2 | A patient wants to delete its own medical record.

US3 | A patient wants to allow a healthcare provider to access its medical records at
any time.

US4 | A patient wants to access its own medical records.

US5 | A patient wants to edit its own medical records, which are issued by itself.

US6 | A patient wants to add an entry to its own medical records.

US7 | A patient wants to receive its medical record from the healthcare provider
when they are onsite with the healthcare provider.

US8 | A patient wants to receive its medical record from the healthcare provider
although he is not on site.

US9 | A patient wants to withdraw the access permissions for a healthcare provider.
US10 | A patient wants to allow a healthcare provider to edit/extend an existing
medical record.

US11 | A healthcare provider wants to issue and send a medical record to a patient.
US12 | A healthcare provider wants to receive a medical record when the patient is
onsite.

US13 | A healthcare provider wants to receive a medical record when the patient is
offsite.

US14 | A healthcare provider wants to access medical data from a patient.

US15 | A healthcare provider wants to edit/extend an existing medical record.

Table 4.2: User stories

The structure of the following two subsections is similar to that described by Armijo,
McDonnell, and Werner [3].

4.1.1.1 Scope / Precondition

The use cases for this architecture cover the most common scenarios from the patient’s
and healthcare provider’s perspective related to EHRs/PHRs. These include the CRUD
functionalities for the patient and additional access management functionalities to manage
the healthcare providers’ access to personal data. A patient must meet the following
requirements to engage with a healthcare provider and access their data: (i) possess
an internet-capable smartphone (equipped with a camera), (ii) have an active internet
connection, (iii) utilize either a service provider or host their own services, and (iv) use
a software/application capable of using the appropriate protocols for communication,
working with DIDs, and managing and displaying data (EHRs/PHRs). From the patient’s
perspective, the primary mode of communication within this architecture is through a
smartphone, given its portability compared to a laptop. However, it is also possible to
use any other internet-enabled device. A camera is not mandatory, but as described in
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Section 2.2 it could allow to start an interaction by scanning a QR-code at the healthcare
provider. For every patient interaction, an active internet connection is a prerequisite for
communicating with the healthcare provider and other components of the architecture.
Some approaches include other services, such as DWN or a cloud provider. These services
may be hosted by a service provider or self-hosted. Furthermore, a patient requires
specialized software to communicate with healthcare providers via appropriate protocols,
read and possibly write DIDs, read and view EHRs/PHRs, and manage authorizations.
The preconditions for a healthcare provider in such an architecture are like those of the
patients, including (i) an internet-capable device, (ii) an active internet connection, (iii)
either a service provider or self-hosted services, and (iv) a software/application capable
of using the appropriate protocols for communication, working with DIDs, and managing
and displaying data (EHRs/PHRs). While patients will use smartphones, the healthcare
provider will use other devices such as laptops or tablets as working with them is easier.

4.1.1.2 Stakeholders / Actors

In the architecture, the following stakeholder groups occur:

o Patients: access their medical records, share their medical records with healthcare
providers, delete their health records, create own data for PHRs, edit own data in
PHRs, manage access rights, receive data from healthcare provider (onsite, offsite)

o Healthcare providers: receive medical records from patients (onsite, offsite),
access medical data from patients at any time, request access rights for patients’
data, issue and send health records, edit extend existing records from a patient

o Additional services: manage requests for sharing and accessing health data,
manage access rights, manage operations on documents and handle documents

4.1.1.3 Specification

The user stories described in Table 4.2 represent the scenarios in a simplified form. To use
these user stories as a basis for the architecture, we specify them as use cases to describe
individual processes and conditions. This information is necessary for the architecture
processes. In the following we specify the use cases using the methodology described by
Cockburn . To provide an overview and contextualize the described use cases, we
created the case diagram presented in Figure 4.1l
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Name Share health record entry
ID UcC1
Goal in Context | Patient owns medical record entry and wants to provide access
to a healthcare provider
Precondition Patient owns a valid medical record entry
S End . .
ucce.s S . Healthcare provider can access medical record entry
Condition
Failed End
are . ° Healthcare provider cannot access medical record entry
Condition
Actors Patient, healthcare provider, additional services (cloud agent,
DWN, etc.)
Trigger: Patient initiates connection
Description
1. Patient scans QR code
2. Patient creates connection to healthcare provider
3. Healthcare provider requests health record entry
4. Patient share health record entry
5. Healthcare provider checks validity
Extensions
e 2a: Patient authenticates itself with credentials
Sub-variations
¢ 1: Patient starts remote connection, for example by clicking
a link
o 3: Patient selects health record entry
o 4: Patients’ sharing process includes additional services, a
connection between healthcare provider and service will be
initiated and the service shares the record entry
Table 4.3: Use Case 1
54




Die approbierte gedruckte Originalversion dieser Diplomarbeit ist an der TU Wien Bibliothek verfligbar

The approved original version of this thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

4.1. Requirement Engineering

Name

Receive health record entry

ID

ucC2

Goal in Context

Healthcare provider issues health record entry to a patient and
the patient wants to receive this entry from the provider

Precondition Healthcare provider has health data from the patient
S End . . .
ucce's S . Patient has a new valid medical record entry
Condition
Failed End .
Condition No new record entry/data exists
Actors Patient, healthcare provider, additional services (cloud agent,
DWN, etc.)
Trigger: Healthcare provider informs patient about new issued health
data (verbal or digital)
Description
1. Patient scans QR code
2. Patient creates connection to healthcare provider
3. Healthcare provider shares issued health record entry
4. Patient accepts and validates data
Extensions

o 2a: Patient authenticates itself with credentials

Sub-variations

e 1: Patient starts remote connection, for example by clicking
a link

e 1: Healthcare provider initiates connection by sending a
request to the patient

e 3: Patients’ receiving process includes additional services,
a connection between healthcare provider and service will
be initiated and the service receives the data

Table 4.4: Use Case 2
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Name Access health record entry
ID ucCs3
Goal in Context Patient wants to access its own medical record entry
Precondition Patient owns a valid medical record entry
Success End Condition | Patient can access medical record entry
Failed End Condition Patient cannot access medical record entry
Actors Patient, additional services (cloud agent, DWN; etc.)
Trigger: Patient initiates access procedure
Description

1. Patient selects health data

2. Patient accesses data
Extensions
Sub-variations

Table 4.5: Use Case 3
Name Delete health record entry
ID ucC4
Goal in Context Patient wants to delete its own medical record entry
Precondition Patient owns a valid medical record entry
Success End Condition | Health data no longer available
Failed End Condition Health record entry still exists
Actors Patient, additional services (cloud agent, DWN; etc.)
Trigger: Patient initiates deletion procedure
Description

1. Patient selects health record entry

2. Patient deletes health record entry
Extensions
Sub-variations

Table 4.6: Use Case 4
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Name

Provide permanent access

ID

ucCs

Goal in Context

Patient wants to allow the healthcare provider to access its own
medical record entry at any time

Precondition

Patient owns a valid medical record entry, patient knows identifier
of healthcare provider

Success End

Access management rule exists, healthcare provider can access

Condition . .
medical record entry at any time
Failed End
atle . . No access management rule exists, healthcare provider cannot
Condition .
access medical record entry
Actors Patient, additional services (cloud agent, DWN, etc.)
Trigger: Patient initiates access management rule creation procedure
Description
1. Patient selects health data
2. Patient enters identifier of healthcare provider
3. Patient sends request for creation to additional service
Extensions

e la: Patient sets an additional setting which allows the
healthcare provider to edit/extend the health record entry

Sub-variations

Table 4.7: Use Case 5
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Name Withdraw permanent access
ID UcCe
Goal in Context | Patient does not want to allow the healthcare provider to access
its health record entry any more
Precondition Patient owns a valid medical record entry, patient has active
access management rule for healthcare provider
S End
ucce.s s . Access management rule no longer exists, healthcare provider
Condition .
cannot access medical record entry
Failed End
are . " Access management rule still exists, healthcare provider can
Condition .
access medical record entry
Actors Patient, additional services (cloud agent, DWN;, etc.)
Trigger: Patient initiates access management rule withdrawal procedure
Description
1. Patient selects access management rule
2. Patient sends request for withdrawal to additional service
Extensions
Sub-variations
Table 4.8: Use Case 6
Name Create record entry
ID ucCr
Goal in Context Patient wants to add an entry to its own medical records
(PHR)
Precondition
Success End Condition | New record entry exists
Failed End Condition No new record entry exists
Actors Patient, additional services (cloud agent, DWN; etc.)
Trigger: Patient initiates creation procedure
Description
1. Patient selects local data
2. Patient adds necessary information
3. Patient creates new entry
Extensions
Sub-variations
Table 4.9: Use Case 7
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Name

Patient edits record entry

ID

UCs8

Goal in Context

Patient wants to edit its own medical record entry(PHR),
Patient cannot edit valid medical record entry issued by

healthcare provider

Precondition

Patient owns a valid medical record entry (PHR)

Success End Condition

Record entry changed

Failed End Condition

No change in record entry

Actors

Patient, additional services (cloud agent, DWN; etc.)

Trigger: Patient initiates change procedure
Description
1. Patient selects health data
2. Patient enters information for change
3. Patient edits entry
Extensions

Sub-variations

Table 4.10: Use Case 8
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Name Healthcare provider edits record entry

ID ucy

Goal in Context | Healthcare provider wants to edit/extend an existing medical
record entry from a patient which was issued by the healthcare
provider

Precondition Patient owns existing health record entry, data was issued by
healthcare provider, healthcare provider has access

Success End

Condition Medical record entry changed

Failed End

Condition No change in record entry

Actors Patient, healthcare provider, additional services (cloud agent,
DWN, etc.)

Trigger: Healthcare provider initiates change procedure

Description

1. Healthcare provider accesses data
2. Healthcare provider edits data or enters new data

3. Healthcare provider submits changes

Extensions

Sub-variations

Table 4.11: Use Case 9

4.1.2 Requirements

The creation of a functional, secure, and practical design must be based on objective
criteria. Given the diverse needs and limited research in this specific area, we conducted
three expert interviews using a pre-established guideline. To access the interviews we use
the methodical approach according to Meuser and Nagel . Based on the interviews,
we identified the most important requirements as a basis for the evaluation of our
architecture. Furthermore, the requirements help us to make appropriate design decisions
to answer research question three (RQ3). The last part of this section serves to define
the methodology for creating the threat model. We create the actual threat model in
Section 4] to review the security aspects of this architecture.

4.1.2.1 Interviews

The interview process comprises three phases: (i) developing the interview guidelines, (ii)
conducting the interview, and (iii) evaluating the interview. To develop the interview
guidelines, we based our approach on the requirements engineering process in software
development. We carefully considered which information and requirements were relevant
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to our architecture and used this to design the categories and questions for the guide. To
select suitable interviewees, we enlisted the assistance of our peers. We searched in the
university environment for individuals with relevant experience and knowledge in the
field of medical records in healthcare. For our selection, we ensured that the experts had
diverse backgrounds and experiences.

According to Edgar and Manz the method chosen to select interview partners
corresponds to a non-probabilistic sampling method, known as purposive sampling, which
is used when population distributions are unknown. According to Baxter et al. , this
method does not involve a truly representative sample of the population, but rather
targets individuals with a specific characteristic of interest. In our case, our priority was
to conduct interviews with experts in the field of digital healthcare. The purpose of our
sampling method is to gather information on what is important to experts regarding
medical records in healthcare. We decided to use this sampling method because we
do not anticipate receiving any useful information on requirements for this topic from
a target group that is not well-versed in the subject. However, the selection process
introduced a corresponding bias . The term for the bias that occurred in our case
is pre-screening bias , which means that only a specific target group of participants
were pre-selected for the study. The potential bias does not present any disadvantage for
our goal of conducting interviews and establishing requirements. It is unlikely that we
would have obtained any meaningful answers from a non-pre-selected sample.

To analyze the interview, we used the methodological approach of Meuser and Nagel .
We selected this method as it is more suitable for expert interviews than other qualitative
analysis methods like Mayring and Fenzl .

Creation of the Interview Guideline and Interview Execution

The guideline is divided into four categories: (i) functional technical requirements, (ii)
socio-demographic data, (iii) non-functional technical requirements, and (iv) security
aspects and requirements. Functional requirements (i) should provide additional input
to the use cases and depict what both users and healthcare providers value. The socio-
demographic questions should provide information on the geographic and technical aspects
of the infrastructure. Together with the non-functional requirements, these questions
capture the performance criteria. The security aspects and requirements should form the
basis for processes and safety considerations. We devised category-specific questions to
identify the most important requirements to answer research question three (RQ3). In
total, the guideline comprises twenty questions relevant to the topic of digital healthcare
systems.

During this thesis, we conducted two rounds of expert interviews. The first round was to
collect the requirements, and the second round was to evaluate the finished architecture.
Fach expert has unique areas of expertise. The first round of interviews was conducted
with three of the experts. All of them have been involved in notable eHealth projects,
including the German digital health record implementation. An overview of the experts is
shown in Table 4.12. The first expert (EX1) possesses extensive experience in the planning
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and execution of eHealth systems, having worked as Senior Systems Architect, Senior
Software Architect, Senior Developer, and Development Lead for 4 years. He therefore
has general expertise in all necessary areas related to eHealth systems. The second expert
(EX2) has worked for four years in planning and developing eHealth systems for digital
applications in the German healthcare system. He works as a software architect and
software developer and has a total experience of 20 years in the eHealth sector. His
expertise covers all general aspects of eHealth architectures and health data. The third
expert (EX3) is a specialist in the field of security and has 18 years of experience in
the eHealth sector. He designs, analyzes, and improves security architectures related to
healthcare systems. His knowledge and skills include security and privacy-related domains.
In our professional environment, we have identified the fourth expert (EX4) who has been
working on healthcare projects for seven years. EX4 serves as a cybersecurity consultant
and conducts risk analyses and assessments for healthcare applications, among other
responsibilities. Therefore, EX4 possesses expertise in the security sector. We identified
the fifth expert (EX5) with the assistance of peers in the university environment. EX5
has six years of experience in the eHealth sector and has previously worked in other
areas of critical infrastructures. EX5 is responsible for the design and implementation of
various architectures, making him an expert in the field of software architectures with a
focus on eHealth.
. Partici-
Experience .
Expert| Experience Expertise Gender| eHealth .pai:,lon
sector 11.1 inter-
view
Planning and exe- | All necessary
EX1 cution of eHealth | areas related to | Male 4 years 1&2
systems eHealth systems
Planning and devel- | eHealth architec-
EX2 opment of eHealth | tures and health | Male 20 years 1&2
systems data
Designs, analyzes .
EX3 and igmproves s};:cu— Security .and 7| Male 18 years 1&2
. . lated topics
rity architectures
Creatlon, analyz- Security n
EX4 g and.assessn‘lent eHealth and criti- | Male 7 years 2
of security architec- .
cal infrastructure
tures
Plannmg . and Software architec-
EX5 1mp¥e mentation .Of tures with eHealth | Male 6 years 2
architectures | s
eHealth context
Table 4.12: Overview of experts for the evaluation interviews
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Each interview lasted one hour and was conducted as a semi-structured interview based
on the guidelines. The interviews with EX1 and EX2 were conducted remotely and the
interview with EX3 was held on-site. The interviews were audio recorded and the audio
recording was deleted after the transcription.

Evaluation of the Interview

To evaluate the interviews we utilize the methodology of Meuser and Nagel , which
includes six phases: (i) transcription, (ii) paraphrase, (iii) headlines, (iv) thematic
comparison, (v) sociological conceptualization, and (vi) theoretical generalization. Our
implementation of the individual phases is described below.

Transcription The interviews were recorded and transcribed, following the methodol-
ogy’s instructions to transcribe the interview as accurately and completely as possible.
However, some parts may be omitted based on the discourse’s direction and relevance
to operational or contextual knowledge. We have accurately transcribed the necessary
information while omitting irrelevant details.

Paraphrase In this phase, we paraphrased the content to follow the conversation
chronology and capture the overall expressions of the experts. The aim was to reduce
complexity and maintain the presentation of expert knowledge. We only made changes
to content that was not specific and too complex and reduced the other interview content
to the essentials. The resulting text contains only the answers of the experts. The
questions from the interviewer were removed and the context was inserted into the answer
if necessary.

Headlines This methodology step involves creating headings for each section of the
interview and grouping similar passages together. This process was performed separately
for each interview, as outlined in the methodology. Instead of using headings as suggested
in the methodology, we used labels/tags and marked the individual passages in the text,
as it is easy to continue working with this data in the next step. These labels were
chosen so that they fit the text, but also regarding the superordinate categories for our
requirements. We consulted the paper by Calvillo-Arbizu, et al. for guidance. The
reasons for choosing this paper will be elaborated in an upcoming phase. We utilized
the following 23 tags: (i) privacy, (ii) usability, (iii) performance, (iv) data management,
(v) geographic structure, (vi) costs, (vii) data link, (viii) non-functional requirement,
(ix) scalability, (x) storage duration, (xi) regulatory measures, (xii) integrity, (xiii)
accessibility, (xiv) authorization, (xv) security, (xvi) data synchronization, (xvii) identity
management, (xviii) user needs, (xix) politics, (xx) data size, (xxi) access management,
(xxii) authentication, (xxiii) additional considerations.

Thematic Comparison According to Meuser and Nagel , this level of the interview
analysis requires thematically comparable text passages from different interviews to be
brought together. These texts should be merged, and uniform headings created for
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distinct sections. Additionally, differences should be noted. We merged segments with
similar content, based on tags, and established a new heading for the corresponding
topic. We worked out the similarities and differences between the experts and reduced
the number of headlines to 13.

Sociological Conceptualization The previous text is simplified and summarized
to make it more understandable. Our goal is to simplify further and provide clear
explanations of the ideas presented.

Theoretical Generalization The final step of evaluating the interviews can be omitted
based on the role of the expert interview in the research design. We have decided against
carrying out this step since it would not contribute to gaining further knowledge. The
data gathered from the evaluation was primarily used to generate or directly incorporate
the appropriate requirements.

4.1.3 Creation of the Requirements

In this section, we use the results of the interviews to establish the requirements that will
form the basis of the healthcare architecture. We have created the following categories
for the requirements: (i) data lifecycle, (ii) trust, security, and privacy, and (iii) human-
related issues. We found this categorization of requirements in a paper published by
Calvillo-Arbizu, et al. on the topic of Internet of things in healthcare. We selected this
categorization because it aligns with the overall theme of our architecture and the results
of the interviews. The data lifecycle category includes the non-functional requirements
related to health data. This involves the criteria of scalability, flexibility, low latency,
persistence, and other performance-related criteria. The second category comprises all
the security related requirements, such as identity management, privacy, and access
control. The last category includes the needs and capabilities of users. Users in this
context are patients and healthcare providers. Specific requirements are accessibility,
usability and regulatory measures.

The requirements are based on expert statements and designed for use and assessment
in the evaluation chapter. We follow the SMART method , which is typically used
for setting general goals, to guide our approach. We try to define the requirements as
specific, measurable, attractive, and realistic as possible. The majority of the expert
statements do not include any applicable requirements, therefore we analyze them and
create requirements, which align with the overarching digital healthcare architecture
goal. We will also add requirements based on literature that were not mentioned by the
experts. EX2 provided us with a specification document , which contains performance
criteria for the electronic health card and telematik infrastructure in Germany. He said
that these are approximations that are not entirely realistic but can still be used as a
reference. In general, the requirement applies to the entire system, unless it is explicitly
specified.
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Data Lifecycle

All three experts stated that the performance of a system should consider the criteria of
access time, scalability, and availability. Furthermore, they believed specific requirements
depend on several factors, including use cases. Regarding access time, EX1 stated that
a duration of several seconds, e.g. 10 to 15, is unacceptable for a healthcare provider’s
process. The process’s duration should be comparable to that of using paper documents,
taking only a few seconds. For the creation of the access time requirements, we distinguish
between the use cases and refer to the document cited in the preceding paragraph to
determine the maximum duration of access. The precondition for the requirements is a
stable internet connection with a minimum speed of 1 Mbps is required. The duration of
the operations depends on the size of the recorded entry. To establish a reference point,
we take the smallest possible object available for a given record. For instance, this could
be a brief text document. The specification document measures the average reading
process time at 2 seconds for every 100 KB of patient record data. Since there are few
points of reference for performance criteria, we have decided to adopt the approximations
of the Gemmatik specification [45]. We have set an average duration of 2 seconds for read
requests, starting from the moment they are sent. This time frame is comparable to that
mentioned in the specification. Deletion operations may require up to 1.1 seconds, as
noted in the specification. Based on our experience, the upload speed is lower than the
download speed. Additionally, the write operation is more time-consuming. Therefore,
we have set the duration higher than for the other two operations. The calculation in
the specification document is based on a 1024Kbit/s line, which yields an estimated
8.3 seconds for 100 KB. We have set our limit at the suggested 8.3 seconds, which
should suffice for healthcare providers sending small data records to patients. All access
management operations are similar to the delete operation in that they involve minimal
data exchange. However, more processes take place in the background than when deleting
data, which is why the average access time is set to 2 seconds. In practice, it is important
to adapt the limits and speeds to the expected data volumes. Otherwise, downloading or
uploading a file with several GB in size could take several hours.

EX1 and EX3 identified performance spikes as a scalability concern, due to different
usage times of providers. However, no specific requirements were defined. Consequently,
we established the three scalability requirements for record operations: read, write,
and delete. Since access management is not as frequent as other operations, scalability
requirements do not need to be created for it. Our system is intended to function
decentral, not as one large system, so scalability in terms of performance peaks is already
ensured by design. However, we would like to set requirements per person. Since we have
no indication of which performance peaks need to be considered, we can only provide
a rough estimate. It should be possible to retrieve one record entry per second, which
would enable a user to view and download all records individually. Moreover, it should
support uploading up to 5 records simultaneously, allowing service providers to store
multiple files in a patient’s record. Since deleting documents typically receives lower
priority, the rate of deletion requests to be handled per second may be lower. Therefore,
we define that one deletes request must be handled per second. However, this does not
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imply that one deletion must occur every second.
Two of the interviewed experts (EX2 and EX3) believe that the availability of digital
health systems must be guaranteed. To meet the requirements for a SMART goal, a 98%
availability rate is defined. Since a system cannot achieve 100% availability and updates
also must be carried out, we reduce the availability by two percent. Additionally, backup
measures are crucial for ensuring availability, specifically for both data and access keys.
Therefore, it is defined that a system backup will be performed daily at a consistent
time. To ensure the protection of data access keys and their recovery in case of loss,
an appropriate solution needs to be identified. We therefore come to the requirements,
shown in Table 4.13.
ID Scenario Origin
The average time it takes to read a record | EX1 & Telematik infras-
R.1.1 entry with the least amount of data possible is | tructure specification doc-
2 seconds. ument ﬂﬁl]
The average time it takes to delete a record | EX1 & Telematik infras-
R.1.2 entry with the least amount of data possible is | tructure specification doc-
1.1 seconds. ument ﬂEﬂ
The average time it takes to write a record | EX1 & Telematik infras-
R.1.3 entry with the least amount of data possible is | tructure specification doc-
8.3 seconds. ument ﬂﬁ[]
Access management operations (i.e., allow ac- | EX1 & Telematik infras-
R.14 cess and delete access) have a average duration | tructure specification doc-
of 2 seconds. ument MEH
R15 The architecture allows to query for one record EX1 & EX3
entry per second.
R16 The arch'ltecture allows to handle five data EX] & EX3
uploads simultaneously.
Th hi 11 leti
R17 e architecture allows one deletion request EX1 & EX3
per second.
R18 '.l“he digital healthcare system has an availabil- EX2 & EX3
ity of 98% per day.
R.19 A complete backup of the system’s data is EX9
performed every day at 11:55 p.m.
R.1.10 A me.chamsm exists for the recovery of access X2
keys in case of loss.
Table 4.13: Data Lifecycle requirements
Trust, Security, and Privacy
All experts identified the topics of security and privacy as one of the most important
aspects in a digital healthcare architecture. According to EX1 and EX3 the most
important security requirements are secure communication, secure storage of data, and
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secure access. In addition to availability, confidentiality, authenticity, non-repudiation,
and integrity are named as essential requirements for security. When we asked the
experts about when a healthcare system is privacy-preserving, they uniformly indicated
that patients must have sovereignty over their own data. Specifically, no other third
party may access the data without the patient’s consent. Therefore, we defined that
access to the data is only possible with the patient’s cryptographic keys. In addition, we
established a requirement that only the patient can allow any other entity to access their
data. Additionally, EX1 points out that the system must guarantee that patient activity
and usage cannot be tracked using data retrieved from the system (traceability). This
requirement also impacts the system’s log records, which must utilize neutral identifiers
to prevent entities from inferring which data was accessed by whom.

All experts mention authorization and access management for ensuring confidentiality
and integrity. EX1 points out that service providers should only have access to data
that is specifically necessary. Appropriate authorization concepts and access mechanisms

must ensure this. Healthcare providers must use different types of data differently.
Accordingly, there must be access mechanisms that allow fine-grained access management.

Our requirement specifies that a patient can generate an access rule for a specific entity
to access a solitary health record. Additionally, the patient is also able to delete this
access rule and revoke the entity’s access since the patient has data sovereignty.

It is necessary to have a mechanism that enables identifying the source of data alteration
and ensures integrity of such a system. This is crucial for healthcare providers who must
trust the information they obtain. The system’s integrity must guarantee that data
cannot be altered without detection. An example was proposed by EX1 regarding the
prevention of patients from adding medication to their prescription themselves. This
led to the creation of a suitable requirement. To maintain secure communication, it is
essential to avoid transmitting data in plain text. All three experts recommend that the
data be transmitted in encrypted form. As a result, one requirement has been established
to ensure this is the case.

In the interviews, all three experts believed implementing multiple layers of security
would enhance the overall security of a system. They also emphasized the importance
of avoiding a single point of failure, which may lead to unauthorized access to other
systems or data via the architectural component. Accordingly, we determine that at
least three security mechanisms (authentication, authorization, encryption, etc.) are
required to access data. EX3 stated that digital healthcare system operators have an
incentive to minimize their data access, as this can limit their liability and enhance
patient confidentiality. It is advantageous for operators to solely receive and store the
encrypted binary blob, without accessing its contents. We thus conclude that an operator
of said system must possess the corresponding keys to obtain any information. We
therefore come to the requirements, shown in Table 4.14.
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ID Scenario Origin
The patient’s own data in the system can only be
accessed with the patient’s matching cryptographic
R2.1 keys in the standard configuration of the healthcare EX1 & EX2 & EX3
System.
Another entity can access the patient’s data only if
R.99 the patient sets' up an z'1ccess rulg. In this case, the EX1 & EX2 & EX3
data can be retrieved using the entity’s cryptographic
keys.
Patient data can only be written to the system in
R.2.3 encrypted form and read in encrypted form using a | EX1 & EX2 & EX3
secure encryption mechanism for today’s standards.
The system’s standard configuration of the health-
R2.4 care system. restricts any ent.ity c?ther thaP the data EX] & EX2 & EX3
owner (patient) from querying information of any
kind, including meta data.
Log entries feature neutral IDs that prevent drawing
R.2.5 . A . EX1
conclusions about individual data entries or users.
R.2.6 Patients can create an access rules for their data that EX1
enable entities to access a single health record entry.
R97 Patients can delete an acces?, rule for their data and EX1
revoke the access for an entity.
R.2.8 An entity can determine the correctness and the EX1 & EX3
issuer of a health record entry.
The system architecture must incorporate at least
R.2.9 three security mechanisms (such as authentication, | EX1 & EX2 & EX3
authorization, and encryption) for data access.
The operator of a digital health system is only able
R.2.10 | to view an encrypted binary blob from which no | EX3
information can be extracted.
Table 4.14: Trust, Security, and Privacy requirements
Human-Related Issues
The category of human-related includes the needs and capabilities of users, whereby users
in this context are patients and healthcare providers. According to all experts the biggest
demands from the average user are usability and functionality. While the system should
have the capability to manage individual access rights, patients may not have the desire
or ability to personally handle every single authorization. According to EX1 and EX2,
there are technical terms that patients may not be familiar with requiring additional
knowledge. In general, the topic of usability is not considered in our architecture since it
is not essential for functionality, and thus we will not establish any usability requirements.
The experts EX1 and EX3 suggest that the health record of a patient should be designed to
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endure a lifetime. This requires addressing regulatory requirements and other procedures,
like re-encrypting access keys. There are laws that describe how long documents must be
stored. As per Austria’s laws, we define that the system must have the capacity to store
data from the last seven years. Regarding re-encryption, we require that users be able to
create a new key pair in our system to access their data. Another regulatory consideration
is ensuring the interoperability of these systems across national borders. According to
EX3, EU-wide efforts are being made to implement an electronic health record system
throughout the EU. As a requirement, the system must be able to function in multiple
countries while adhering to local laws. In the healthcare system, certain datasets must be
viewed to be fully understood, such as vaccination records or medication lists. Insufficient
visibility of such objects by healthcare providers can result in complications. It is
therefore a requirement to consider such data sets in our architecture. Additionally, EX3
recommended that only smartphones be utilized for data management, eliminating the
need for special devices. We therefore come to the requirements, shown in Table 4.15.

ID Scenario Origin

R31 The archlte.cture allows patients to store their medical EX] & EX3
record entries securely for at least seven years.

R.3.2 The architecture allows the patient to specify a different EX3

e key pair to access the health data.

The architecture allows the healthcare provider to cre-

R.3.3 . L o . EX1
ate an object, which is only visible in its entire form.

R34 The architecture allows the patient to use a smartphone EX3

to manage the health data.

A healthcare provider from another country can access
a patient’s data if the patient have configured the
R.3.5 access accordingly. Special services or approvals from | EX2 & EX3
their home country are not required for the healthcare

provider to do so.

Table 4.15: Human-Related Issues requirements

4.1.3.1 Threat Model

To analyze the healthcare architecture from the security perspective, we will use the
methodology of threat modeling. In this section we define which methodology we use
for the threat model and then apply it in Section [4.3.2. Threat modeling is used to
identify, communicate, and understand threats and mitigations, whereby the threat model
represents all the information that affects the security of an application in a structured
way . For the evaluation we utilize the four question framework to organize threat
modeling, as described by OWASP . This approach allows us to create a threat model
in a structured way and is suitable for our master’s thesis goal in terms of both content
and scope. The four questions that we deal with in the four question framework approach
are: (i) What are we working on? (ii) What can go wrong? (iii) What are we going to
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do about it? (iv) Did we do a good job? All four questions represent a phase of the
threat modeling process.

The first phase is to assess the scope and identify what we are working on. This includes
the decomposition of the application. Specifically, we try to identify entry points for
attackers, identify assets which are of interest to the attacker, and identify trust levels
representing access rights. In this phase we will produce a data flow diagram to understand

the application.

The second phase determines and ranks threats. We use the STRIDE threat categorization
methodology for this purpose as proposed by Kohnfelder and Garg [70]. In the STRIDE
approach, threats are categorized according to the following attacker goals: Spoofing,
Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of
Privilege. The analyzation process involves the analysis of each aspect of the application’s
functionality, architecture, and design. The threats can then be ranked by risk, where
risk models use different factors to calculate the risk. As described by OWASP, one
possibility is to use the DREAD model. However, this is not widely used due to its
subjectivity. We have therefore opted for the Common Vulnerability Scoring System v3.1
(CVSS) to evaluate the threats found.

In the third phase we determine countermeasures and mitigations by using the STRIDE
categorization from the last step . The last phase is an assessment of the previous
three steps and evaluate if the outcome is suitable for the architecture .

4.2 Architecture

In this section we describe all the relevant steps and design decisions for the process
of creating the eHealth architecture. The aim of this section is to address the research
questions one (RQ1)) and three (RQ3) and create a privacy-preserving eHealth architec-
ture. For the creation process, we use the information and the three models developed in
Section 2.2. In addition, the outcomes from Section [2.3| are taken into account.

The first section (4.2.1) contains the actual creation process and all the necessary
considerations and specifications required to create a digital health system. We explain
and argue all decisions based on the use cases, requirements, and technologies. As
cryptography is a necessary component for the security and privacy of the architecture
we explain which cryptographic concept is used and where in the architecture in the next
section (4.2.2). The following section (4.2.3) discusses the system workflows and shows
the interactions between all involved entities.

4.2.1 System Design

To define the architecture of the eHealth system and its components, we begin by
establishing the general structure. In Section 2.2, we created three possible approaches
that describe how SSI can be used in the context of healthcare. All three approaches can
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be used for different purposes. However, they are not all equally useful for the use case of
a healthcare system. In the following, we use the designations AP1(2.2.2.1), AP2(2.2.2.2)
and AP3(2.2.2.3)) to refer to the respective approaches.

The first approach (AP1), using medical records directly as verifiable credentials, will not
be sufficient for two main reasons. The biggest drawback of this solution is the lack of
functionality to store and manage unstructured data. Therefore, another approach would
have to be used anyway. This method is intended to be used for sharing credentials with
small data size. As the approach in its original form does not require any additional
services, all data would have to be stored locally on an end device. A smartphone will
not be able to handle the amount of data in wallet apps necessary for an potentially
lifelong eHealth system as defined in requirement R.3.1. These devices and applications
are not designed to store gigabytes of health data for several years.

Since AP1 is not a solution for creating an architecture, we have to compare the remaining
two approaches. In principle, both approaches have some overlaps. In the second method,
a cloud agent is used for communication to make the data available to a healthcare
provider. In the third approach, this cloud agent is the Decentralized Web Node, which
pursues the same goal. The difference between the approaches is that the storage of the
data in AP2 is based on a distributed file storage, such as IPFS, and in AP3 directly
on the components. This results in different processes for the various use cases and
corresponding advantages and disadvantages. The basic functionality and use cases can
be covered by both approaches. Our decision is therefore based on the requirements of
section [4.1.2 and the individual disadvantages of the approaches.

Regarding R.1.9, the need to carry out backups, AP2 has the advantage compared to
AP3 by design. IPFS can be used to store record entries on multiple instances. This can
be ensured by additional protocols. In contrast, AP3 needs to use the Sync interface
of DWNs, and it must be ensured that several synchronized instances exist. However,
AP2 has some disadvantages compared to AP3, especially regarding the requirements
R.2.4 and R.2.9. By design, IPFS can be viewed by anyone unless it is in a privately
managed IPFS network. Anyone can therefore access the encrypted information. This
contradicts requirements R.2.4 and R.2.9. Regarding R.2.4, at least the information
on how large the entry is can be retrieved and with R.2.9 there is only one security
mechanism (encryption) that prevents an attacker from accessing the data. Although it
is possible to set up IPFS as a private network and protect it with access policies, this
raises the question of who hosts the files and is responsible for access. In contrast, AP3
does not publish any information to the public by default to ensure R.2.4 and allows to
establish authentication and authorization mechanisms to increase the amount of security
mechanism.

As AP2 does not fully cover the security requirements, we use the approach AP3 for
the architecture. In the following, we describe all the necessary components and their
properties to answer research question | RQ1 and RQ3l The following sections build on
each other structurally so that all the necessary information for a section has already
been answered in the previous one.
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4.2.1.1 Verifiable Data Registry (VDR)

The verifiable data registry serves as the foundation of the architecture. Section [2.2
outlines two possibilities for the VDR, - a DLT-based blockchain approach and a Key Event
Log Infrastructure (KERI) approach. Both methods effectively register DIDs and create
a decentralized public key infrastructure. However, the blockchain approach has some
drawbacks when compared to KERI. In a blockchain-based approach, an algorithmic-root
of trust is utilized, requiring involvement from other parties to host the infrastructure .
Whereas, in a KERI based approach we have a self-certifying root of trust, avoiding the
need for additional parties . By using the KERI approach, we can circumvent issues
associated with identifying the nodes of the blockchain and selecting the most efficient
consensus mechanism for our scenario. Additionally, in a blockchain-based approach,
the decentralized identifiers (DIDs) are bound to a specific blockchain and cannot be
transferred in case of ledger issues . On the other hand, with a KERI-based base
layer, the user can generate their own DIDs, which allows for complete self-sovereignty.
In the interview with EX2, he advised us that self-signed certificates are preferable for
our use case compared to a blockchain based approach as he sees no advantage in using
a blockchain. As mentioned in Section [2.3| the append-only characteristics of blockchains
conflicts with the GDPR, particularly with the “right to be forgotten” outlined Article
17 of the GDPR. In contrast, KERI provides a non-intertwined identifier trust base, that
enables a user to delete the identifier’s data . The biggest disadvantage of KERI
compared to a blockchain based approach is that the DID method of KERI does not
support the “service” parameter, according to the current status in the unofficial draft
to the did:keri method . This “service” parameter is essential for the the main
component of our architecture, the DWN. Since we prefer the functionality of the DWN
in the architecture over perfect decentralized key management and the blockchain also
covers all the necessary functionalities, it is used as the VDR in the architecture.

A blockchain has several characteristic properties. The first consideration is which type of
blockchain is suitable for the application. Belchior, et al. @l] categorizes blockchains into
two groups, public (permissionless) blockchains and private (permissioned) blockchains.
Public blockchains, such as Bitcoin and Ethereum, do not require authentication for
participants to access the ledger. In contrast, private or permissioned blockchains involve
authenticated users. Examples of private blockchains include Hyperledger Fabric, Sovrin,
and R3 Corda. Often, the choice of blockchain type is accompanied by the selection of a
consensus mechanism. Guo and Yu described multiple different consensus algorithms,
including “Proof of Work (PoW)”, “Proof of Stake (PoS)”, “Practical Byzantine Fault
Tolerance (PBFT)”, and “Proof of Authority (PoA)”. In the context of our SSI-based
architecture, a public blockchain is most appropriate, as each patient could create their
own DIDs. Another important aspect is not to build on an existing third party blockchain,
such as Ethereum, because the entire electronic health system would be dependent
on another party. The used blockchain should support standards and cryptographic
primitives, which are necessary for a SSI infrastructure, such as schema and credential
definitions. Blockchain technology is relatively new. Defining a blockchain and its
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properties, as well as thoroughly researching the associated advantages and disadvantages
in various application areas, is still an active area of research. Therefore, it is not possible
to provide a precise specification within the scope of this work.

4.2.1.2 Decentralized Identifier

The VDR stores DID documents that entities can query with the corresponding DID,
ensuring effective communication within our architecture. The DID documents require a
specific structure to accomplish this goal. DID documents support three different data
representations: (i) did+cbor, (ii) did+1d, and (iii) did+ld+json. A data representation
is created by serializing the data model. Since the method did+cbor just shows binary
data, we choose the representation of did+ld-+json to represent the DID document
data. The benefits of did+ld+json over did+json is its semantic interoperability and
comprehensibility for both machines and humans. |114]

The DID document must include following properties: (i) Qcontext, (ii) id, (iii) ver-
ificationMethod, (iv) authentication, (v) assertionMethod, (vi) keyAgreement, (vii)
capabilitylnvocation, and (viii) service.

The “@context” property establishes the specific terms utilized in our JSON-LD envi-
ronment. We utilize “https://www.w3.org/ns/did/v1” as a reference to identify data
as a DID document. The second URL is referring to the cryptographic suites, which
are used in the verification method object. We have selected the “JSON Web Signature
20207 suite for our architecture, as it provides all necessary cryptographic methods.
The “id” field indicates the DID assigned to the specific DID subject. The “verification-
Method” includes one or multiple cryptographic public keys that can be utilized, for
example, in authentication procedures. The DID subject possesses the corresponding
private key and other entities can interact with it using the public key specified in the
“verificationMethode”. [114]

In a DID document, the DID subject defines DID relationships. These relationships
specify the correlation between the subject and a verification method. Each verification
relationship serves a different purpose and allows for distinct key definitions. To cover
the functionality of the use cases, we need the verification relationships “authentication”,
“agssertionMethod”, and “capabilitylnvocation” in the DID documents. The DID specifi-
cation allows for referencing from the verification relationship to the keys defined in the
“verificationMethod”.

The “authentication” property specifies the expected authentication method for a DID
subject to access a DWN in our architecture. The “assertionMethod” is essential for
issuers to define how a VC is issued. The keyAgreement property is utilized to establish
mutual agreement between two parties on a symmetric key. In the architecture, this is
required for the encryption and decryption of data and to transfer encrypted medical
records from the issuer to the DWN. The “capabilitylnvocation” allows a DID subject to
invoke a cryptographic capability, which will be required in the authorization process of
the DWN. We define unique keys for different verification relationships as they will be
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used for authentication and authorization in the architecture. As defined in requirement
R.2.9 we want at least three security mechanisms. If one key gets compromised, an
attacker can override two security mechanisms at once. We explain, why we chose which
keys for which properties later in Section 4.2.2.

The “service” paramater is necessary to specifically target a person’s DWN through their
DID. This property must include the “serviceEndpoint” parameter, which refers to the
DID subject’s DWN. We do not define the DID method as it is not necessary for the
overall architecture principle. We assume that it is defined and provides the required
functionality for creating, updating, resolving, and deactivating a DID.

4.2.1.3 System Interactions

The core components necessary for a functional architecture are (i) the DWN, (ii) a
user/edge agent, (iii) a software for issuing and verifying credentials, (iv) a blockchain,
(v) a DID resolver, and (vi) the healthcare authority. The overview of the architecture
is shown on Picture 4.2, which is similar to the proposed architecture in the DWN
specification of W3C .

According to the W3C recommendation on DIDs , a DID resolver is a system
component that performs the DID resolution process by taking a DID as input and
producing a conforming DID document as output. The resolution process represents the
read operation of a DID method and is based on the used VDR for storing DIDs. The
DID method specifies how the resolution is performed. As described by Preukschat and
Reed there are multiple approaches of DID resolvers. They can be implemented as a
native library in an application, or a third party can provide a DID resolver as a DID
service. Since we use a blockchain as a VDR and not every user wants to be a node for
this blockchain and store all transactions on their device, we choose the approach with a
remote DID resolver. To receive a DID document, the edge agents send a HTTP/HTTPS
request to the DID resolver, which responds with the corresponding DID document. This
method also allows each user to implement the appropriate DID method locally and is
then no longer dependent on the remote DID resolver. In principle, any node in the
blockchain with an appropriate implementation of the DID method can also be a DID
resolver. Therefore, there can also be several DID resolvers in the architecture. The
health authority serves as a central point of trust in the healthcare system, enabling
healthcare providers to establish a sense of identification with one another.

The DWN can be either self-hosted or provided by a service provider. Every entity needs
an edge agent to resolve DID documents from the DID resolver, and for communicating
with the DWNs. The edge agent is responsible for secure messaging and communication,
interoperability with other agents and networks, user-controlled data sharing, data storage
security, identity authentication and verification, and identity recovery and revocation .
In this architecture, the edge agent’s primary purpose is not to manage credentials or
store data. That responsibility belongs to the DWN. Furthermore, the DWN handles
access permissions for the data stored on it and sends messages to the edge agent. The
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serviceEndpoint field within the DID document includes an HTTP/HTTPS URL to
the entity’s DWN, serving as the communication entry point between the edge agent
and the DWN. All transmission between the edge agent and DWN relies on message
objects. When a patient or healthcare provider sends a message to the DWN, there are
two options depending on the use case. The DWN can either forward the message to
the edge client of the other entity, which will respond with a response object, or the
DWN can process the request itself and respond with a response object. We use the
HTTP/HTTPS protocol for communication between the edge agent and the DWN for
reasons of simplicity. The keys required for HT'TPS are obtained by the sender from the
DID document. The following image provides an overview of the described architecture,
like the DIF Decentralized Web Node specification [29].
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Figure 4.2: Proposed architecture

4.2.1.4 Decentralized Web Node

The DWN specification outlines the concepts of a DWN, although it is still a draft
and may be revised in the future. Consequently, we identify the essential components

for DWNs independently if they are not clearly outlined in the official specifications.

The DWN functions as a data storage and message relay system utilizing message-based
communication. The base structures are called “Request Objects”, which are JSON object
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envelopes utilized for transmitting messages to the DWNs. The Request Objects always
contain a “messages” property, which plays a vital role in our use cases by supporting
various essential functionalities. These objects consist of message execution parameters,
authorization material, authorization signatures, and signing/encryption information. In
addition, the message objects must contain some properties, including the obligatory
“descriptor” property, which describes the message, its type, and other relevant details.
The “data” property holds the data, while the “processing” property contains information
about the message’s internal processing across the target DID’s DWN. It is feasible to
write data to the DWN via a different transmission path. In both cases, however, the
“dataFormat” property must be specified to describe which data is associated with the
message.

As described in Section 2.2l DWNs support customizable features through the Feature
Detection Interface. All interfaces are special types of messages and are defined within
the message’s “descriptor” property. The functionality of our architecture requires
the Records interface, Protocols interface and the Permissions interface. The Records
interface enables creating, reading, and deleting data. The Protocols interface defines
the rules for entities within the architecture to interact with the Records and the DWN.
However, the Protocols interface does not cover the entire spectrum of use cases, as
our requirements are too complex. In addition, the Permissions interface is required
for the other use cases. To respond to interface messages there exist Response Objects
containing the requested data and a status similar to HTTP codes. [29)

Records Interface

According to the DIF specification of DWNs , the Records interface provides a
mechanism to store data relative to shared schemas. The interface includes four cate-
gories of Records: (i) RecordsQuery, (ii) RecordsWrite, (iii) RecordsCommit, and (iv)
RecordsDelete. Each one of these records serves a functional purpose, equivalent to that
of read, write, update, and delete.Therefore, in order to ensure the functionality of our
architecture, we need to implement all four categories of records.

The RecordsWrite message writes data to the DWN with specific properties outlined in
the specification. The important properties for our architecture are “encryption” and
“schmema”. The “encryption” property ensures that data is encrypted, using JSON Web
Encryption (JWE) as described later in section 4.2.2. The “data” property contains the
JWE-specified data. The “schmema” property contains a URI string that indicates the
schema of the associated data. Each RecordsWrite message represents one health record
entry. The RecordsQuery message reads DWN data. The “filter” property defines the
criteria for filtering and querying specific Records. Criteria can be filtered individually or
combined based on criteria such as ID, protocol, or schema. The RecordsCommit message
represents the update functionality. The “recordId” property must be identical to that of
the logical record that the entry corresponds with. The last type is the RecordsDelete
message, which includes the essential details required to delete an entry..
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Protocols Interface

Protocols can define a structure for records, including the relationships between them,
how entities interact with the protocol and data-level requirements. These protocols
must be configured in advance. We set up the record structure such that there is
one HealthRecordEntry object for each record entry. Each HealthRecordEntry can
then contain multiple HealthCredential and HealthData entries. The details of the
HealthCredential and HealthData contents are described in Section 4.2.1.5. The owner
of the DWN can read any record entry written to it. No further protocol definitions are
necessary because, by default, data access is limited to the DWN owner.

Permissions Interface

The Permissions interface enables entities to request access to data and functionalities of
another entity’s Decentralized Web Node (DWN), using a capabilities-based approach
for authorization. This approach allows for the delegation of authorized capabilities to
others, based on Decentralized Identifiers (DID), with the owner’s consent.

There are four types of permissions, which are PermissionsRequest, PermissionsGrant,
PermissionsRevoke, and PermissionsQuery. PermissionsRequests are necessary for re-
questing permission, particularly in our use cases when a provider needs access to a
patient’s data. A PermissionsRequest allows the requester to specify in detail what per-
missions it requires, including what kind of action can be performed on which record and
whether the data is encrypted or signed. The important properties for our architecture
are “scope”, “conditions” and “authorization”. The “scope” property defines the scope
of the permission, such as the record ID to access. The “conditions” property defines
the conditions under which access is allowed. This includes encrypting and signing the
corresponding Records requests. This is necessary for our architecture based on the
Requirement R.2.3. The “authorization” property is necessary for the authorization
process. The DWN uses the JSON Web Signature (JWS) generated from the DID
document’s key to determine whether the patient is authorized to access the data. The
PermissionsGrant message includes granted capabilities for parties and can be created
either as a reply to the PermissionsRequest message or by a user agent without the
initial Permissions. It contains almost the same information as the PermissionsRequest
message, with the exception of the encryption key. The data is encrypted with the key
given by the DWN owner, presented in the “encryptionKey” property in JSON Web
Encryption format. The PermissionsRevoke message is the last permission required to
cover all use cases. It is necessary to revoke a permission. The PermissionsQuery message
enables querying of Permissions. However, it is unnecessary to cover the use cases of our
architecture.

The standard specification does not provide information on securely sharing a verifiable
credential. As described in Section [2.2, a verifiable presentation is utilized to share
the data of the VC. In our architecture, the DWN must create a VP for each request,
containing the specifically chosen claims, instead of granting an entity access. Therefore,
we must expand the default properties of the PermissionRequest and PermissionsGrant

7
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message by adding a VC property that includes the relevant claims.

4.2.1.5 Data Definition

This section outlines the data structure to cover all the necessary data types of EHRs and
PHRs. We categorize the data into structured and unstructured types. Structured data,
according to Raghupathi and Raghupathi , consists of data that can be stored, queried,
analyzed, and manipulated by machines. Structured data includes diagnostic results,
blood cell pictures, consent forms, care plans, and laboratory orders. These documents
consist mainly of text and can be interpreted by machines. Therefore, this data can be
used directly as verifiable credentials utilize the advantages of VCs, including integrity
and authenticity. Furthermore, storing data as a VC allows for selective disclosure and
enables precise data selection to be shared. In contrast, unstructured data like images
and audio recordings, which cannot be stored as VCs, will be stored as binary data. As
described in Section |4.2.1.4 one health record entry is represented as a HealthRecordEntry.
This HealthRecordEntry can then contain multiple HealthCredential and HealthData.
The HealthCredential object represents the structured data and the HealthData object
represents the unstructured data.

In the eHealth industry, various standards, including DICOM, define the format and
structure of medical image data. To avoid restricting ourselves to one standard or
developing a new one for medical data, we store it as binary objects in the DWN. When a
user needs to access this data, the binary object is shared between the user and the DWN
with the corresponding entity, preserving the data’s standardized structure. However,
this solution alone cannot ensure authenticity or validity of the data. Therefore, we
require the sender of the data to sign the data directly on the RecordsWrite message as
described in the previous section. Furthermore, to ensure the connection between the
data and the functionality of a DWN, a schema must be established and utilized in the
DWN'’s messages, particularly for the Records interface. In both scenarios, it is necessary
to specify the dataFormat property to indicate which data the message corresponds to.
For structured data, the specified dataFormat should be “application/ve+jwt”, while for
unstructured data, it should be “application/octet-stream”.

The verifiable credential standard uses the JSON-LD standard [116]. As mentioned by
Halpin , the JSON-LD standard uses the RDF format for normalizing the claims of
the VC, which is necessary for signing data. However, this RDF dataset normalization
may introduce potential vulnerabilities. While solutions to address these concerns are
currently in development, they have not yet been fully implemented (e.g., [117]). The
current JSON-LD standard (v 1.1), released on 16th July 2020 [116], still relies on the
RDF dataset normalization approach as described by Halpin [50]. The new RDF dataset
canonicalization approach is still working in progress and has not been implemented in
the JSON-LD standard. As a result, the current standard is vulnerable for signature
exclusion and signature replacement attacks according to Halpin. For these reasons
we will not use the proposed JSON-LD standard for the health credentials. We would
reconsider this choice if JSON-LD uses the new approach of RDF dataset canonicalization.
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We discussed the issue in more detail in Section 2.2.3. As an alternative solution we use
the IETF JSON Web Tokens (JWT) serialization for the verifiable credentials. This
approach provides the necessary functionality, including a secure issuing and verification
process, along with selective disclosure. If the future versions of JSON-LD will implement
RDF dataset canonicalization algorithm, the described structures can be altered to the
JSON-LD format.

Structured Data

The general structure and contents of a VC are defined in the W3 specification [119].
The important part for the architecture is the content located in the “credentialSubject”
property. This contains the health information associated with the subject of the VC
and represents the text-based health data such as the results of a blood count. Different
data structures may be utilized according to the needs of healthcare providers. The
“credentialSchema” property in a VC defines a schema to determine if the credential
is well formed. Such a scheme must be created to meet the general requirements of
healthcare providers. It is possible to modify and expanded at a later date.

Since we do not use the VC standard with JSON-LD but via JWT, the initial process
for an issuer to support selective disclosure with JW'T is to generate a standard JWT
credential. This credential enables the issuer to modify the JWT to a Selective Disclosure
JWT (SD-JWT). The internet Engineering Task Force’s most recent draft on “Selective
Disclosure for JWTs (SD-JWT)” specifies the mechanism for transforming our JWT-
based verifiable credential to an SD-JW'T. This SD-JWT is then written to the DWN of
the patient. To share the information with a verifier, the verifiable credential is shared
together with the claims the patient wants to disclose.

Unstructured Data

In the case the patient wants to share unstructured data, the patient provides the binary
data itself. In contrast to the structured data, we do not utilize VCs. A DWN permits
the storing of signed messages and data to ensure authenticity and integrity. The VC
method offers the advantage of selective claim disclosure, which cannot be applied to
binary data or files. Therefore, VCs only add unnecessary complexity to this case. A
patient or healthcare provider directly sends the binary data to a DWN either with a
RecordsWrite message or via an external channel, depending on the data size, including
a signature on the RecordsWrite message.

4.2.2 Cryptographic Concepts

The architecture’s security and privacy rely mainly on cryptography. We require three
specific cryptographic methods, namely (i) public key signatures, (ii) public key encryption,
and (iii) private key encryption. Moreover, we necessitate hash functions for the signature
algorithms and the selective disclosure property in JSON Web Tokens.
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4.2.2.1 Signature

In our architecture, signatures fulfill the purpose of authenticity and integrity. They
are utilized for signing a verifiable credential, signing a record for the DWN, and
authentication and authorization on the DWN. All signatures are based on JSON Web
Signature (JWS) as described in the DID, VC and DWN specifications 119].
We define the usage of the ECDSA signature, which uses the elliptic curve P-256 with
the SHA-256 hash function. This method is recommended by Internet Engineering Task
Force (IETF) in RFC 7518 for JWS [66]. Moreover, it enables an issuer to sign a verifiable
credential in the JWT form since the JWT includes a JWS . The security of the
ECDSA signature is based on the Discrete Logarithm problem.

All four signatures are based on the public keys provided in the DID documents of the
corresponding entities. The signature of a VC and the signature of a DWN record is
referring to the “assertion” property in the DID document. Furthermore, JWS is attached
to every message to achieve authentication on the DWN. This public key of this signature
refers to the “authentication” property in the DID document, while the authorization
signature granting data access on the DWN is associated with the “capabilitylnvocation’
field in the DID document.

’

4.2.2.2 Encryption

Data encryption is necessary in the architecture for storing and transmitting data between
entities, as stated in Requirement R.2.3. This ensures confidentiality and privacy of
the user data. The encryption process uses a hybrid encryption scheme that utilizes the
entity’s public key for encrypting the symmetric private key, which then encrypts and
decrypts the data. The encryption process is described by the Internet Engineering Task
Force (IETF) in RFC 7516 for JSON Web Encryption [68]. The DWN specification [29]
supports one asymmetric encryption scheme and two symmetric encryption schemes. For
the asymmetric encryption scheme, we use the X25519 elliptic curve Diffie-Hellman key
exchange protocol [72]. For the symmetric encryption scheme, we use the AES-GCM
encryption scheme as this is recommended by the IETF in RFC 7518 on “JSON Web
Algorithms” [66]. The public key required for the key exchange can be derived from the
DID document’s “keyAgreement” property.

4.2.2.3 Selective Disclosure in Verifiable Credentials

The concept of selective disclosure allows a patient to disclose just a subset of the
claims stored in variable credentials. According to the most recent version of “Selective
Disclosure for JWTs (SD-JWT)” by the IETF [40], a JWT can be generated with the
ability to selectively disclose information . In our architecture the patient selects
which claims to disclose in a verifiable presentation that is then shared with a healthcare
provider.

In the process of issuing a JW'T, the issuer provides a digitally signed JSON object in
the form of a JWT. In contrast to the issue of a standard JW'T, the issuer provides a
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signed JSON document containing digests over the selectively disclosable claims with the
disclosures outside the document. This allows the patient to omit disclosures without
breaking the signature of the JWT. The digest values in the JWT ensure the integrity
of the disclosures and are calculated using a hash function. Each disclosure contains a
cryptographically secure random salt, the claim name, and the claim value. The user
can share only the necessary subset of these disclosures with the other entity. Other
procedures are also specified for elements within the JWT that contain more complex
data structures. [40]

4.2.3 Processes

In this section, we describe the processes of our architecture. This applies to the use
cases and all the processes required for them, such as key exchange. To illustrate the

interactions between the different modules in our system, we employ sequence diagrams.

4.2.3.1 Key distribution

Interactions between two entities require the respective public keys of each entity. These
keys are in the other entity’s DID document. Therefore, the first step is to exchange
keys. Since a blockchain is used as a VDR and a DWN is also a message relay node, both
entities only need each other’s DID. We need to distinguish between three scenarios for
the key exchange process. In the first scenario, the patient is physically present and wants
to perform the key exchange in person. In the second scenario, the patient is not present
and wants to perform the key exchange remotely. In the third scenario, the patient is not
directly involved. This scenario describes the situation where a healthcare provider needs
to share the patient’s DID with another healthcare provider. Each scenario is similar in
that only the DID of that entity is required.

In the first scenario, the patient is on-site with a healthcare provider. The corresponding
process is shown in the diagram 4.3. The first step is for the healthcare provider to
generate a QR code or link that the patient then scans with the edge agent. This QR
code or link contains both the DID and a nonce to uniquely identify the request. After
scanning, the edge agent sends a request with the DID to the DID resolver and receives
the DID document with the service endpoint. The edge agent then sends a signed message
with its DID and the nonce from the QR code to the healthcare provider’s DWN. The
DWN forwards the message to the provider’s edge agent, which retrieves the patient’s
DID document from the DID resolver. This means that both entities have each other’s
keys. Finally, the DID documents are sent to the DWN.

In the second scenario, the patient is not on-site with the healthcare provider. There are
several options for the key exchange in this scenario. One possible solution is to execute
the process in the same way as in the first scenario. For example, providing a QR code or
link through the healthcare provider’s website. However, involving additional healthcare
providers can increase the complexity of the process. In the following we describe an
approach involving a second healthcare provider where every party requires access to all
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Figure 4.3: Interaction for on-site key distribution

keys. The corresponding process is shown in Diagram 4.4. For this process we assume that
either the first or the second scenario was carried out before. When a healthcare provider
sends the required data to the second healthcare provider, such as the requirements for a
blood count, the patient’s DID can be sent at the same time. This sending process can be
done through an internal system or through the provider’s DWN. The second healthcare
provider retrieves the corresponding DID document by using a DID resolver. However,
the patient also requires the DID document from the second healthcare provider. To
achieve this, the first healthcare provider transmits a signed message, containing the DID
of the second healthcare provider and the explanation why a second healthcare provider
is involved, to the patient’s DWN. The DWN forwards the message to the patient’s edge
client and resolves the DID document from the DID resolver. Consequently, the patient
now has access to DID documents from both healthcare providers, which can be utilized
for further interactions.
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4.2.3.2 DID Authentication

The first step in the interaction between an edge agent and a DWN is the DID authenti-
cation. This process uses the public key found in the accessing entity’s DID document.
Diagram 4.5/ shows a simplified representation of the process. The accessing entity then
generates a signature with its private key and presents it to the DWN. The DWN sees
this signature as proof of identity and then issues an access token to the identity. Each
message that is sent by the entity to the DWN will append an access token. This ensures
authenticity without the need to authenticate the entity every time a message is sent.

:Edge Agent
(Accessing DWN
Enti
i o

send(Signature)

L

alt

[valid{signature)==true]
send(AccessToken)

Figure 4.5: DID authentication process

4.2.3.3 Provide Access

By default, only the patient is authorized to access or make changes to the data on
the DWN. Healthcare providers must request appropriate permissions for each activity,
including accessing, updating, and writing data. The Permissions interface on the DWN
handles these permissions. The process of creating an authorization can be initiated
by either the healthcare provider or the patient, as shown in the Diagram 4.6. If the
process is started by the healthcare provider, the healthcare provider’s edge agent sends
a PermissionsRequest message with the required authorizations to the patient’s DWN,
which forwards the message to the patient’s edge agent. If the patient agrees to the
requested authorizations, the edge agent responds with a PermissionsGrant message to
the healthcare provider’s DWN, which forwards the message to the healthcare provider’s
edge agent. Additionally, the patient’s edge agent commits the PermissionGrant message
to the patient’s DWN. If the process is initiated by the patient, everything is done as
described except that the healthcare provider does not create a PermissionsRequest
message. In such cases, the Patient must select their authorization details. This process
represents the use case 4.7.
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Figure 4.6: Access authorization process
4.2.3.4 Withdraw Access
The act of revoking access is a use case (4.8) that directly involves the DWN and the
patient, as shown in Diagram 4.7. A corresponding access management rule must already
be in place as a prerequisite for this use case. It is possible for a user of the DWN to
query all Permissions beforehand to see which permissions currently exist. To revoke
an active permission, the patient’s edge agent sends a PermssionsRevoke message to its
DWN.
:Edge Agent . :
¢ i
= | send |
(PermissionsQuery)
_ send(Permissions) |
send
(PermissionsRevoke)
Figure 4.7: Access withdrawing process
4.2.3.5 Write Data
We have identified two use cases for the storage of patient data on the DWN. In use
case 4.4, a healthcare provider stores the data on the patient’s DWN, while in use case
84
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4.9, the patient themselves stores their own data on the DWN. Use case 4.4 represents a
EHR, while use case 4.9 represents a PHR. The processes of both use cases are almost
identical. The only difference is that a healthcare provider must request access rights in
advance, whereas patients have these by default on their DWN. The request for access
rights was described in the section 4.2.3.3. Both structured and unstructured data are
written to the patient’s DWN using the same method. Use case 4.4 is described in the
following section. Diagram /4.8 illustrates this interaction of this process.

The initial step for the healthcare provider is to generate data, differentiating between
text-based data for VC issuance and other forms of data. This data is then encrypted

in JSON Web Encryption (JWE) format and inserted into the RecordsWrite message.

To ensure the authenticity of the data, it is signed, and the corresponding signature

is inserted into the RecordsWrite message in the JSON Web Signature (JWS) format.

The authorization data is also included in the message in the JWS format, as the write
process is permission-based. In the case of a VC, the credential is not only stored as a
selective disclosure JWT, but each disclosure is also saved.

:Edge Agent .

send(RecordsWrite)

Figure 4.8: Data writing process

4.2.3.6 Reading Data

This section covers two use cases related to data reading. The first use case (4.3) involves
sharing a patient’s health data with a healthcare provider, while the second use case (4.5)
concerns the patient’s access to their own health data. The difference between these use
cases is that a healthcare provider is required to request access, whereas the patient has
access by default. The Section 4.2.3.3| explains the necessary procedure to request access
rights prior to reading the data. It is important to distinguish between structured and
unstructured data when querying the data. When querying for a VC, the DWN must
provide the JWT and the permitted disclosures in the form of a VP. All other data can

be sent directly. By default, the DWN does not have any private keys to decrypt data.

The keys required to decrypt the data were included in the PermissionsGrant message
when the access to the HealthRecordEntry was granted. When the healthcare provider
reads the data, he or she must also be able to verify the authenticity of the data, such as
a pharmacy verifying that the prescription was issued by a physician. For example, in a

given country, a person must meet certain requirements to practice medicine as a doctor.

This is regulated by an authority. This authority ensures that a healthcare provider is
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indeed an authorized healthcare provider. The challenge in this context is to ensure that
the record is created by an authentic healthcare provider. The solution to this problem
is shown in simplified form in the diagram [4.9.

There are two possible methods to confirm that the other party is indeed a healthcare
provider. Either there must be a central server that publishes a list of all healthcare
providers and their associated DIDs, or there must be a way to obtain this information
through verifiable credentials. To ensure that the verification of all records is not
dependent on one system, we choose the decentralized approach of verifiable credentials.
In this approach, each healthcare provider must know the DID of the authority that
establishes their status as an authorized healthcare provider. This authority then issues
a valid VC to each healthcare provider, confirming their official status as a healthcare
provider. This VC is signed with the authority’s keys to validate its authenticity. The
healthcare provider can then publicly store the VC on a server or its DWN for anyone to
access. This allows anyone to verify the validity of the credential.

:Edge Agent :DWN :Edge Agent
:DWN (Patient) (Healthcare (Healthcare (Healthcare :Authority
Provider 1 Provider 2 Provider 2

send(VC)

'
'
'
'
'
'
-

P store(VC) ’_L
Hﬁsend{RecordsQuew} A

send[ResponseObject%
query(VC)

<.....sendVP) |

|:|I

Figure 4.9: Interaction for checking validity of a record

4.2.3.7 Delete Data

The deletion of data from the DWN is restricted to the owner of the DWN as elaborated
in use case 4.6 The procedure involves a direct interaction between the DWN and the
patient’s edge agent. The prerequisite for this use case is that corresponding data already
exists in the DWN. To delete data from the DWN, the patient’s edge agent sends a
RecordsDelete message to its DWN, as illustrated in Diagram [4.10. This also deletes all
existing permissions for this object at the same time.

4.2.3.8 Update Data

This section outlines the process for updating data as described in the use cases |4.10
and 4.11. The main distinction between the two is that healthcare providers must
request access before updating data. To ensure authenticity, each data update requires
a signature. To maintain the authenticity of the message, the data of one healthcare
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:Edge Agent . :
(Patient) :DWN (Patient)
D 59nd[Record5DeIete]__D

Figure 4.10: Data deletion process

provider may only be overwritten by another healthcare provider in this architecture.
However, if they have the necessary authorization, a healthcare provider can overwrite a
patient’s data, which can be helpful in correcting any inaccuracies entered by the patient.
To update data on the DWN, the edge agent of the patient or healthcare provider sends
a RecordsCommit message to the DWN, which includes the updated data. This process
is illustrated in Diagram 4.11

:Edge Agent .

D Eend[RecordSCOmmitlD

Figure 4.11: Data update process

4.2.3.9 Example of a Complete Process

The previous subsections have described the individual processes and served to answer
RQ1 and RQ3. In this subsection, we will utilize the defined processes to provide an
overview of how they interact by visualizing an entire use case based on the proposed
architecture. We have selected UC2, which illustrates a patient visiting a healthcare
provider and receiving a new health record entry at the end. The complete workflow for
this process is shown in Figure 4.12.

The initial step is the key exchange, represented by numbers 1 through 7. The healthcare

provider initiates the key exchange by generating a QR code containing their DID.

Numbers 8 and 9 represent the DID authentication process. In the subsequent step,
represented by numbers 10 through 13, the patient establishes permissions for the
healthcare provider. In this case, steps 10 and 11 represent requests from the healthcare
provider, which may be optional if the patient already has the necessary information for
the permissions. Step 14 represents the actual issuance of the data from the healthcare
provider to the patient.

87



Die approbierte gedruckte Originalversion dieser Diplomarbeit ist an der TU Wien Bibliothek verfligbar

The approved original version of this thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

4. EVALUATION & RESULTS

Healthcare
Providers’ Node

Patients’ Node

1. Create and show QR-Code (DID HP)

——

Patient - % Healthcare
‘/ D_D_D_ X Provider (HP)
l -

G —

Figure 4.12: Complete workflow for use case 2

4.3 Assessment

This section evaluates the defined architecture and addresses all three research questions.
Section [4.3.1 describes the implementation of the proposed concept to validate it in
practice. A proof-of-concept is conducted to verify the effectiveness of the specified
architecture. Furthermore, a threat model will be created in Section 4.3.2] to identify
any security vulnerabilities in the architecture and suggest improvements, given the
importance of security in the healthcare sector. In Section 4.3.3| we evaluate whether the
architecture and implemented prototypes meet the defined requirements. Section [4.3.4
applies GDPR principles to the architecture and discusses its compliance, conflicts, and
potential for improvement. Additionally, in the last part of the evaluation, in Section
4.3.5, we describe the processes and outcomes of the interviews with external experts.
Their expertise is incorporated in the evaluation. This section presents a clear and
concise argument for the security and functionality of our architecture, demonstrating its
superiority to current standards.

4.3.1 Proof-of-Concept

This section describes the implementation of the architecture as a proof of concept to
verify the defined requirements. Due to the scope of this thesis, we limit ourselves to the
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requirements that can only be evaluated with concrete implementation, specifically the
performance of the basic functionalities: reading (R.1.1), deletion (R.1.2), and writing
(R.1.3) of data. However, during the implementation of these use cases, we considered
all security mechanisms, including authentication, authorization, and encryption.

4.3.1.1 Implementation

The aim of the implementation is to recreate the architecture as shown in Figure 4.2.
This includes two DWNs, the entities of the patient and the healthcare provider, a
blockchain, and a DID resolver. According to our research, there is currently one provider
of a framework for DWNs. The company that created the framework is called TBD .
They provide the edge agent and the DWN server, as well as the related infrastructure.
They also provide a library for DIDs and VCs. For compatibility, we use both the DWN
frameworks/services and the libraries for the DIDs and VCs. Since the framework is still
under development, we had to implement some parts ourselves, as described later.

TBD’s DWN framework uses ION as its public key infrastructure. ION is an open,
public, permissionless layer 2 protocol, based on the Bitcoin blockchain. It is specifically
used for decentralized identifiers. It offers the possibility to create and use your own
testnets. However, we have decided to use an existing test testnet from Microsoft, as it
has no impact on the verifiability of the feasibility. The DID resolver is also provided by
Microsoft.

To implement the architecture, we use a framework for the edge agent called Web5 SDK
and a deployable Docker container representing the DWN. Both frameworks are
written in Typescript. Although there are some examples and templates for a web-based
implementation of the framework, we decided to create a Typescript project without
a web interface. The reason for this is the structure of the project and the resulting
possibility for automatically evaluation.

Since the Webb framework is still under development (version 0.83), some essential features
are not yet available. In addition, not all standards were considered as defined by the
Decentralized Identity Foundation . Therefore, we have built workarounds to replicate
the architecture as closely as possible. Webb does not yet allow setting permissions. This
is currently only possible through the Protocols interface. So, we configured the protocol
to allow all entities to access the patient’s data. Since authentication and authorization
are still taking place, the general process and the processing time does not change.
The next workaround concerns the encryption of the data. During implementation, we
were unable to store the data using the specified encryption algorithms due to the lack
of support for the defined elliptic curve (X25519) in the framework. As a result, we
implemented our own encryption. In our defined processes, entities obtain the public
keys for encryption from the DID documents. For the sake of simplicity and feasibility,

we assumed in the implemented scenario that the entities already possess the public keys.

The key exchange was completed beforehand, but it does not affect the evaluation of
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the performance requirements. The generated keys were used to create a JSON Web
Encryption Object, which was sent as the payload of the message object.

4.3.1.2 Test Procedure

For the test procedure, we utilized two clients: one to simulate the healthcare provider
and the other to simulate the patient. An overview of the implemented prototype is
shown in Figure 4.13L Prior to the test, we created the necessary structures and access
rights for the DWNs using the Protocols interface. During the test, only the patient’s
DWN was used for reading, writing, and deleting data. The DWN servers were deployed
as Docker containers, and we employed two different approaches to simulate two hosting
situations. These are the approach of using a hosting provider, and using a fully provided
infrastructure. Specifically, we utilized an Ubuntu 22.04 VM on Microsoft Azure for one
approach and the server infrastructure provided by TBD for another.

Test Instance (Azure,
TBD, self hosted) u
:,"

HE
[ = 3 & = *
; i i DWN Health
DWN Patient i

Provider

] N

Local instance Local instance

—

ol
DID Resolver E’ &

Edge agent Healthcare Provider

Edge agent Patients

ION (Microsoft Testnet)

Blockchain

Figure 4.13: Overview of the implemented prototype

We conducted tests using both structured and unstructured data. To represent a
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laboratory finding in the structured data, we created a JSON object as a payload for the
VC, as shown in Figure 4.1. As for the unstructured data, we utilized a self-created JPG
image with a size of 1043 bytes.

Listing 4.1: Sample data for verifable credential

{
"Erythrocytes": {
"value": "5.00",
"unit": "T/1",
"reference_range": "4.5 — 6.0"
}s
"Leukocytes": {
"value": "6.00",
"unit": "G/1",
"reference_range": "4.0 — 10.0"
}
}

To evaluate the performance of reading, writing, and deleting data, we measured the
time required for each scenario. The time required to bring the data into the transferable
format (VC, blob) was included for writing data, while the time required to convert the
object into a readable format was included for reading. Each scenario was repeated 1000
times for each data type. The upload rate for the client representing the healthcare
provider was 20 Mbps, and the download rate was 105 Mbps. Every interaction involves
the processes of authorization, authentication, encryption and decryption of data.

4.3.1.3 Test Results

The processing time measurements for the two hosting approaches are analyzed below.
The results for each request type and data type are described, providing performance
measurements under the tested conditions.

Microsoft Azure VM

This approach involved creating an Ubuntu 22.04 VM on Microsoft Azure and starting
the DWN server as a Docker container. The scenario simulates a patient using a hosting
provider to host their DWN. The DWN server was accessible via a public IP address,
which was used as the serviceEndpoint in the patient’s DID document stored on the
blockchain. Figure |4.14] shows the processing times of the operations with the credentials
and files. All average processing times comply with the defined requirements. Although
there are a few outliers in the credentials and files, with request times taking a few
seconds, the approach with Microsoft Azure still meets the requirements.

TBD Infrastructure

TBD offers an infrastructure for utilizing and testing SSI and DWNs, allowing developers
to create applications without the need for their own setup. This approach involves
utilizing the DWN servers provided by TBD to test access times, simulating a scenario in
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Figure 4.14: Processing times in Microsoft Azure VM

which an entity (such as a state) provides the DWN server for patients without requiring
them to manage the infrastructure themselves. In this approach, all average times
correspond to the defined requirements, as shown in Figure [4.15 However, compared to
the Azure-based approach, the processing times are considerably higher. The boxplots
show that the processing times are already higher. When comparing the values, it becomes
clear that the first requests were comparably fast to the requests on Microsoft Azure. As
we conducted our test over a longer period, we noticed an increase in processing times.
We assume that TBD intentionally configured the servers to produce this effect.

4.3.2 Threat Model

The aim of this section is to evaluate the overall security of the architecture, identify
possible vulnerabilities, and provide potential improvements. The methodology employed
is threat modeling, as it allows us to identify, communicate and understand threats and
mitigations. Furthermore, the threat model represents all the information that affects
the security of an application in a structured way . For creating the threat model we
chose the Four Questions Framework by OWASP as described in Section 4.1.3.1. We
structure this section into these four steps representing the four questions of: (i) What
are we working on?, (ii) What can go wrong?, (iii) What are we going to do about it?,
and (iv) Did we do a good job?.
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Figure 4.15: Processing times using the TBD infrastructure

4.3.2.1 Application Assessment and Decomposition

The creation of the threat model impacts the entire application. Therefore, there are no
restrictions on the scope of the architecture. The first step in the threat model creation
process is to gather information about the system and its individual components. Since
we defined the architecture, we already possess the required information on use cases,
workflows, stakeholders, and external interactions. As per OWASP’s threat model process,
we must identify entry points to determine where potential attackers could interact with
the application, identify assets, and determine trust levels.

A potential attacker can interact with the four main components of the architecture,
which are the DWN, the edge agent, the DID resolver, and the blockchain. Except for
the edge agent, all are publicly accessible. Regarding the architecture, an attacker may
be interested in two pieces of data: the medical data stored in a DWN, and the private
keys managed by an edge agent. The data may contain information that could be useful
to an attacker. Whereas the private keys provide access to the data and, in the case

of a healthcare provider, access to multiple DWNs and the ability to create fake data.

Another potential targets are the DID resolver, as it can deliver fake DID documents, and

the blockchain, as manipulation can compromise the integrity of the entire architecture.

To understand the data flows in our architecture we utilize a data flow diagram (DFD),
as shown in Figure 4.16. As described by OWASP a DFD shows the different paths
through the system and highlights the privilege boundaries. The proposed DFD describes
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the system interaction between two entities and will help to identify the vulnerabilities.
These two entities are represented as external entities in the DFD and interact with other
services through the edge agents. The edge agent may be a mobile app on a smartphone,
requiring user authentication, such as a fingerprint sensor. This authentication represents
the first trust boundary. The DID resolver and corresponding blockchain node storage
are publicly available and have no trust boundaries. The edge agent’s wallet component
contains the actual keys. This wallet may be hardware or software-based and can be
protected by a password or biometric sensor, representing an additional trust boundary.
To access the DWN service and the data stored in the DWN database, an edge agent has
to authentication and authorization to the DWN. These two mechanisms represent two
additional trust boundaries.

Patient

DWN DB S
Edge client

wallet

Blockchain

Edge node storage

Service client

patient 7
DID
__________ resolver

o SN N [ Lo Edge client
wallet

DWN DB Healthcare
provider

Figure 4.16: Data flow diagram of the proposed architecture, HP...Healthcare provider

4.3.2.2 Threat Identification

To identify the threats, we use the methodological approach of STRIDE, as described
by Kohnfelder and Garg [70]. In the following subsections we will determine the threats
for each of the types of STRIDE based on the DFD from the previous section. Some
of the described threats in the following section are based on the identified threats on
SSI by Griiner, et al. . We adopted these threats to our architecture and mark them
in the corresponding bullet points. Additionally, we calculate the corresponding CVSS
v3.1 Base Score, which describes the severity of the threat to rate each of the threats.
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These scores evaluate the threat on the condition that a matching vulnerability exists for
a threat. For this reason, some parameters are not final, and the score serves only as a
guideline. Table |4.16| contains an overview of each of the types of STRIDE. The table’s
structure is based on the one described by OWASP .

o e Security
Type Description Control
Spoofing is a threat in which an attacker impersonates
Spoofing a valid system user or resource to gain access to the | Authentication
system. ﬂ7_0[]
Tampering is the unauthorized modification of data.
Tampering | This includes altering files, memory spaces, or network | Integrity
configurations or communications. Wﬁ
Repudiation refers to the threat of performing prohib-
Repudiation | ited or malicious operations in a system that cannot .
. Repudiation
trace these actions. ﬂ3_4ﬂ
Information | Information disclosure allows entities to get informa- -
. . Confidentiality
disclosure tion who are not supposed to be. ﬂ7_0|]
Denial  of The threat of denial of service temporarily disables or
service make it unusable such that valid users could not access | Availability
it normally. [|7_0|, 104
. Elevation of privilege refers to the threat of an unprivi-
Elevation of .. .. . .
.. leged user gaining privileged access to obtain unautho- | Authorization
privilege . . . .
rized information or compromise a system. [|3_4|, |7_0ﬂ
Table 4.16: Overview of STRIDE types
Spoofing

¢ Acquire private keys : The private keys allow an entity to access the DWN
and the stored data. An acquisition of the private keys would allow any entity to
access the DWN of the owner and the DWNs with permitted access to these keys.
CVSS-B: 6.4 (AV:L/AC:H/PR:H/ULLN/S:U/C:H/I:H/A:H)

e Steal or covertly access edge agent device : An attacker could steal the
user’s device and interact with the DWNs by using the edge agent on the device.
CVSS-B: 6.1 (AV:P/AC:H/PR:H/UL:N/S:U/C:H/I:H/A:H)

o Exploit recovery mechanism : A key recovery mechanism enables a user to
restore keys that are stored on an edge client. This mechanism could be exploited by
an attacker to obtain private keys. CVSS-B: 7.5 (AV:N/AC:H/PR:L/UL:N/S:U/C:H
JLH/A:H)
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¢ Misuse private keys : A member of the healthcare provider with access to

the private keys can misuse them to sign incorrect data or messages. CVSS-B: 6.8

(AV:P/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H)

Spoofing VDR entries : A vulnerability in the blockchain consensus algo-
rithm or DID method implementation may allow an attacker to update the DID doc-
ument and change the valid keys. CVSS-B: 6.6 (AV:N/AC:H/PR:H/UIL:N/S:U/C:H
J/I:H/A:H)

Spoofing endpoint : An attacker could create a fake DWN which is reachable
under the URL in the DID document. A possible attacker is, for example a malicious
hosting provider. CVSS-B: 5.7 (AV:L/AC:H/PR:H/UL:N/S:U/C:H/I:N/A:H)

Tampering

e Tampering communication: Similar to the “Spoofing endpoint” from the pre-

vious section, an attacker could use this fake endpoint to forward a wrong DID in the
key exchange mechanism. CVSS-B: 6.0 (AV:L/AC:L/PR:H/ULN/S:U/C:H/I:N/A:H)

Alter the message and VC value : To gain an advantage, an attacker may al-
ter the values of an existing message or credential. CVSS-B: 4.1 (AV:L/AC:H/PR:H/
UIL:N/S:U/C:N/I:H/A:N)

Tampering DID resolver: To distribute fake DID documents, an attacker can
take over a DID resolver service which returns the wrong DID documents for given
DIDs. CVSS-B: 8.0 (AV:N/AC:H/PR:H/UL:N/S:C/C:H/I:H/A:H)

Repudiation

¢ Repudiation of VCs and messages : A malicious entity can delete VCs

or messages, issued by an healthcare provider to deny its existence. CVSS-B: 2.0
(AV:L/AC:L/PR:H/ULLR/S:U/C:L/I:N/A:N)

¢ Repudiation of DID resolver: A compromised DID resolver could repudiate that

it send a specific DID document for a requested DID as the DID resolver does not sign
the DID document before sending it. CVSS-B: 5.7 (AV:L/AC:L/PR:H/UL:N/S:C/
C:L/I:LL/A:L)

Information Disclosure
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o Gain unauthorized access [48]: An adversary who can circumvent the access con-

trol on a DWN can obtain confidential data. CVSS-B: 4.1 (AV:L/AC:H/PR:H/UIL:N/
S:U/C:H/I:N/A:N)

Request unnecessary data : A healthcare provider with malicious intent
may request unnecessary data, resulting in the disclosure of additional information.
CVSS-B: 4.4 (AV:L/AC:L/PR:H/UL:N/S:U/C:H/I:N/A:N)

Traffic interception : Communication between an edge client and a DWN can
be intercepted, allowing an attacker to obtain metadata of a message object if the
communication contains a message. CVSS-B: 4.4 (AV:P/AC:H/PR:H/ULN/S:U/
C:H/I:N/A:L)

Denial of Service

Steal or break edge agent device : If an entity no longer possesses its
device, it cannot interact with the architecture or access the data. CVSS-B: 6.1
(AV:P/AC:H/PR:H/UIL:N/S:U/C:H/I:H/A:H)

Delete private key : An attacker could delete the private keys from an entities
device to prevent the entity to access its data. CVSS-B: 4.1 (AV:L/AC:H/PR:H/ULN/
S:U/C:N/I:N/A:H)

Access revocation : A person with malicious intent who has access to the
edge agent could delete the permissions, thereby denying access to the DWN and
preventing other entities in the ecosystem from accessing the data stored on the
DWN. CVSS-B: 4.1 (AV:L/AC:H/PR:H/UL:N/S:U/C:N/I:N/A:H)

Data revocation : An attacker who has write access to the data could override
an existing data record to prevent other entities and the owner from reading the
correct data. CVSS-B: 5.3 (AV:L/AC:H/PR:L/UL:N/S:U/C:N/I:H/A:L)

Invalidate DID documents: One DID method describes the deactivation of a
DID document on a verifiable data registry, which prevents a DID resolver to resolve
a valid DID document. Without a valid DID document the entity could not interact
with other entities from the ecosystem. An attacker could use a vulnerability
in the DID method to deactivate DID documents of other users. CVSS-B: 4.4
(AV:N/AC:H/PR:H/UL:N/S:U/C:N/LI:N/A:H)

DoS of DID resolvers: The architecture includes one or multiple DID resolvers.
For example, an attacker can overload all instances of DID resolvers to prevent the
resolving process for DID documents. CVSS-B: 6.8 (AV:N/AC:H/PR:N/UIL:N/S:C/
C:N/I:N/A:H)
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e Malicious hosting provider: A malicious hosting provider could prevent the com-
munication between a DWN and an edge agent. CVSS-B: 4.1 (AV:L/AC:H/PR:H/
UL:N/S:U/C:N/I:N/A:H)

Elevation of Privilege

o Take-over role : A malicious actor working for a healthcare provider could take
over a higher privileged role to execute actions. CVSS-B: 6.7 (AV:L/AC:L/PR:H/
UIL:N/S:U/C:H/I:H/A:H)

¢ Upload malicious files: An attacker in the role of the patient can upload a
malicious file to their own DWN. This file contains malware. When the file is read by
a healthcare provider, the provider becomes infected and the attacker gains control
over the provider. CVSS-B: 8.0 (AV:N/AC:L/PR:L/UL:'R/S:U/C:H/I:H/A:H)

4.3.2.3 Determine Countermeasures and Mitigations

This section aims to identify countermeasures and mitigations for the identified threats.
If a threat is found without any suitable countermeasures, it represents a vulnerability of
the architecture and highlights the need to find suitable mechanisms.

Spoofing

Five out of the six spoofing threats describe the risk of taking over an entity’s private
keys. The threat of “Acquire private keys” is a general term and does not represent a
specific threat. Therefore, a concrete countermeasure does not exist. The private keys
are secured in the wallet of the edge agent. For accessing these keys, an attacker must
overcome the security mechanism of the wallet itself, even if the attacker steals the edge
agent device. A secure access mechanism, such as biometric data, helps to prevent access
to the private keys. In addition, a remote revocation feature, as proposed by Griiner
et al. could help to delete the keys from a stolen device. With a CVSS-B score
of 7.5 is the exploit of the recovery mechanism the highest rated spoofing threat. The
security of the private keys depends on the specified recovery mechanism. For example, if
a seed phrase is used to recover the private keys, the security of the private keys depends
on the complexity of this seed phrase. A mitigation to this thread is to set a required
minimum length for the seed phrase. However, a concrete countermeasure does not exist.
The risk of “Misuse private keys” is a structural issue. Healthcare providers must trust
their employees to handle patient data appropriately. An access and logging system for
private keys could help healthcare providers mitigate security threats. The threat of
“Spoofing VDR entries” is considered low, as an attacker must overcome the consensus
algorithm or find an implementation vulnerability in the DID method. An analysis of
the algorithm and the implementation mitigates the risk of a threat. In the event of
endpoint spoofing, the attacker is typically the hosting provider who creates a fake DWN.
To mitigate this risk, it is important for the user to ensure that the hosting provider is
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trustworthy. Other scenarios of endpoint spoofing are not unique to this architecture
and will not be discussed further.

Tampering

As described in the previous section a verification of trustworthiness of the hosting
provider could mitigate the threat of “Tampering communication”. To counter the threat
of “Alter the message and VC value” it is recommended to use a secure signing algorithm
as described in Section 4.2.2l This ensures that a message cannot be forged. With a
CVSS-B score of 8.0 the threat of “Tampering DID resolver” has the highest score of all
threats. The security of the entire architecture may be compromised if the DID resolvers
are compromised. To counter this, it is recommended to use a dedicated DID resolver
and host the blockchain. Alternatively, an edge agent can assign multiple DID resolvers
to the resolving process for a request and verify that the result contains the same keys.

Repudiation

Based on national laws, a healthcare provider has the obligation to keep health documents
for a specified amount of time. To mitigate the threat of “Repudiation of VCs and
messages”, the concerned entity could interact with the issuing entity to confirm the
existence of the VC or message. The countermeasure to the threat “Repudiation of DID
resolver” is, as already mentioned, to use your own DID resolver or to query the same
DID document from different trusted DID resolvers.

Information Disclosure

The risk of “Gain unauthorized access” does not have a concrete countermeasure, as
it generally highlights the problem of information disclosure, but does not describe a
specific attack scenario. Since the access mechanisms protect against unauthorized access,
analyzing them is an effective mitigation measure regardless of the specific threat. To
mitigate the threat of “Request unnecessary data”, the application’s Ul design should be
clear and display a list of permissions. This issue does not require technical expertise but
can be addressed through user awareness. To mitigate the risk of “Traffic interception’
it is recommended to use encrypted communication protocols such as HT'TPS or WSS,
as defined in the architecture.

)

Denial of Service

A countermeasure for the “Steal or break edge agent device” threat is to implement an
appropriate recovery mechanism, as described by Griiner, et al. . This countermeasure
also helps in case an attacker deletes the private keys on a device.As previously mentioned
in the spoofing section, implementing a security mechanism for the edge agent and
wallet is an effective countermeasure to prevent attackers from accessing private keys.
This also mitigates the risk of “Access revocation”. Given that healthcare providers
are only allowed to overwrite and not delete data in a patient’s DWN, versioning is a
countermeasure to prevent the risk of “Data revocation”. This ensures that patients
have access to previous versions of their documents and can verify if any data has been
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overwritten incorrectly. To mitigate the risk of invalidating DID documents, appropriate
access mechanisms and implementation analysis are necessary for DID methods. The
most promising countermeasure to the threat of “DoS of DID resolvers” is to use a
dedicated DID resolver and host the blockchain. It is worth mentioning that the more
DID resolvers there are, the less threatening this issue becomes, as anyone can host the
blockchain and act as a DID resolver. Furthermore, the threat of a “Malicious hosting
provider” can be countered by the self-hosting approach for the DWN. It is important to
note that not all users are capable of self-hosting, so it is recommended to ensure that
the hosting provider is trustworthy.

Elevation of Privilege

To counter the threat of a “Take-over role”, appropriate access mechanisms should be
implemented to restrict access to private keys to authorized members only. The highest
ranked threat, with a CVSS-B rating of 8.0, is “Upload malicious files”. As explained in a
later subsection of this section, the interviewed expert EX3 mentions that current systems
use anti-virus software to scan data before storing it on centralized servers. Since this
infrastructure is decentralized and we must assume that the patient could be potentially
malicious, the anti-virus software should be used before accessing the files on the edge
client of the accessing entity. This would mitigate the risk.

4.3.2.4 Verification

Table 4.17 shows an overview of the identified threats, their CVSS-B ratings, and their
countermeasures and mitigations. The biggest threats based on the CVSS-B ratings are
“Tampering DID resolver”, “Upload malicious files”, and “Exploit recovery mechanism”.
The architecture’s weakest component, as evidenced by multiple threats, is the DID
resolver. This component is centralized, unlike the rest of the architecture, making it a
single point of failure. To maintain the security of the architecture, it is necessary to have
multiple DID resolvers. The risk of “Exploit recovery mechanism” poses a significant
threat if left unaddressed. It is crucial to use a recovery mechanism with a to prevent
potential damage. The security of the private keys relies on this mechanism. Therefore, it
is necessary to define a minimum according to current standards in a specific application.
Many risks, such as "misuse of private keys" or "tampering communication", are inherent
to the structure and cannot be entirely prevented by technical measures. These risks rely
on trust, such as trusting that healthcare provider staff with access to private keys will
use them correctly. Mitigations, such as access and logging mechanisms, can help reduce
these risks. These issues are not specific to eHealth architecture and can occur in any
field. It is important to note that all other threats have corresponding countermeasures
and mitigations to ensure the security of the architecture.
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STRIDE | Threat CVS.S'B Countermeasure & mitigation
category rating
Acquire private keys | 6.4 No .concrete countermeasure or miti-
gation
Spoofin S(Zsesle(()ir SOZGI;EZ ZZ_ 6.1 Access mechanisms in edge agent
P & vice gc a8 ' and wallet & Remote revocation
Exploit recovery 75 No concrete countermeasure or miti-
mechanism ' gation
Misuse private keys | 6.8 Access and logging mechanism
Spoofing VDR en- .
. 6.6 Analysis of the used VDR
tries
E hi f hosti
Spoofing endpoint 57 nsqre trustworthiness of hosting
provider
Tampering communi- 6.0 Ensure trustworthiness of hosting
Tamberin cation ' provider
PENE MATter “the THessage |y 1 Secure signing algorithm
and VC value ' gning 2
. Usage of own DID resolver & Query
Tampering DID re- 8.0 DID document from multiple DID
solver
resolvers
Repudiation of VCs 20 Interaction between concerned enti-
Repudiation | and messages ' ties
. Usage of own DID resolver & Query
Repudiation of DID 5.7 DID document from multiple DID
resolver
resolvers
Gain unauthorized 41 No concrete countermeasure or miti-
Information | access ' gation
Discl t
isclosure | Request unnecessary 4.4 UI design of the application
data
— s with ono
Traffic interception 44 Comrpunlcatlon protocols with en:
cryption
1 break ed
Steal or oreak ¢ 81 6.1 Recovery mechanism
agent device
. Recovery mechanism & Access mech-
Del ki 4.1
Denial elete private key anisms in edge agent and wallet
of Service Access revocation 41 Access mechanisms in edge agent
and wallet
Data revocation 5.3 Versioning
Invalidate DID docu- 44 Access mechanism for update &
ments ' Analysis of implementation
f DID 1 -
DoS of DID resolvers | 6.8 Usage of own resolver & Redun
dancy of DID resolver
Malicious  hosting 41 Ensure trustworthiness of hosting
provider ' provider
Elevation Take-over role 6.7 Appropriate access mechanisms
f Privil load lici
ot Frivitege Elre)soa Hataous g g Anti-virus software on edge clients

Table 4.17: Overview of identified threats
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4.3.3 Requirement Evaluation

Section 4.1.2 defines 25 requirements based on expert interviews and existing literature.
Each requirement is analyzed to determine if the defined architecture meets it. An
overview of the evaluation of requirements is provided at the end of this section.

4.3.3.1 Data Lifecycle

The following 10 requirements represent the non-functional requirements related to health
data. This involves the criteria of scalability, flexibility, low latency, persistence, and
other performance-related criteria.

R.1.1 The average time it takes to read a record entry with the least amount
of data possible is 2 seconds

Section 4.3.1| practically evaluated this requirement. Each of the three approaches used
met the requirement of a 2-second average access time for reading data.

R.1.2 The average time it takes to delete a record entry with the least amount
of data possible is 1.1 seconds

As with the previous paragraph, this requirement was also evaluated in practice and
described in Section 4.3.1. The average processing time for a deletion request is less than
the defined duration of 1.1 seconds, thus fulfilling the requirement.

R.1.3 The average time it takes to write a record entry with the least amount
of data possible is 8.3 seconds

The final requirement, which was evaluated in Section 4.3.1} tests the average duration of
the process of creating a new record entry. This process fulfills our defined requirement
and takes less than the average time of 8.3 seconds.

R.1.4 Access management operations (i.e., allow access and delete access)
have a average duration of 2 seconds

Due to the framework used, we were unable to carry out the measurements as the
required access management operations were not implemented. Implementing the entire
Permissions interface would exceed the scope of the proof-of-concept. However, as all
other measurements meet the defined requirements and an access management request
involves a similar amount of data as a delete request, we estimate that the average
processing time for an access management request will also fall within the defined time
window. However, this assertion still needs to be verified, so this requirement cannot be
confirmed with certainty.

R.1.5 The architecture allows to query for one record entry per second

As demonstrated in the measurements outlined in Section 4.3.1, a read request typically
takes less than one second. The only exception is the credential read request in the
infrastructure provided by TBD, where the average request takes 1.163 seconds. It is
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important to note that this requirement does not mandate the delivery of data within
one second, but rather that an entity can send a read request to the DWN every second.
A web server can communicate with a client through either a websocket or an HTTP
connection. For instance, a client can send a read request every second, which the server
can process with adequate resources. Thus, we can conclude that the requirement has
been fulfilled if it is properly implemented.

R.1.6 The architecture allows to handle five data uploads simultaneously
Similar to the previous requirement, the fulfillment of the requirement depends on the
implementation. A DWN can manage multiple independent sessions, allowing for simul-
taneous uploads from different entities. Additionally, depending on the implementation,
a single entity can upload multiple files simultaneously. Therefore, this requirement is
fulfilled if enough resources are available, and it is properly implemented.

R.1.7 The architecture allows one deletion requests per second

Section |4.3.1|shows that a deletion request takes less than one second on average. However,
the requirement is not for the data to be deleted within one second, but for an entity to
be able to send a deletion request to the DWN every second. As with requirement R.1.5
and R.1.6, the fulfillment of this requirement depends on the implementation and can
be accomplished through websocket (WSS) or HT'TP/HTTPS requests. Therefore, we
consider the requirement fulfilled here.

R.1.8 The digital healthcare system has an availability of 98% per day

An availability of 98% per day is equivalent to 175.2 hours of downtime per year.
During this time, the system must be maintained, and updates installed. To ensure
availability, there exists the Sync interface for DWNs. This allows multiple DWNs to
communicate and synchronize. According to the specification, availability is guaranteed
by the redundancy of the sync interface. A DID document allows for the specification
of multiple service endpoints, which can be used to interact with an entity, providing
redundancy for the patient. Additional security and monitoring mechanisms of the
hosting instances make it possible to ensure availability. This requirement can only be
evaluated retrospectively. However, different hosting and redundancy strategies can make
it possible to calculate the availability on a particular instance using empirical values.
We conclude that this requirement can neither be confirmed nor refuted.

R.1.9 A complete backup of the system’s data is performed every day at 11:55
p-m

DWNs have a built-in synchronization mechanism through the sync interface. One
possible backup strategy is to create an additional DWN instance that is not accessible
from the outside but synchronizes with the other instances every day at 11:55 p.m. This
DWN instance serves as the backup. Additional backup strategies, such as offline backups,
can also be implemented. Therefore, this requirement can be met with the appropriate
configuration.
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R.1.10 A mechanism exists for the recovery of access keys in case of loss
The private keys corresponding to the public keys published in the DID document serve
as access keys to the data. These private keys are stored in the wallet on the edge agent
device. According to Preukschat and Reed’s , there are various methods to guarantee
key recovery. Firstly, the keys can be exported from the edge agent and stored in a
secure location. Adding password protection to the key file provides an extra layer of
security. Another option is to use a seed phrase to recover the private keys stored in the
wallet. Additionally, there are concepts such as social recovery and multi-device recovery
that use the principle of secret sharing. Our architecture enables key recovery, and the
specific mechanism chosen becomes relevant only during implementation. Therefore, this
requirement is fulfilled by one of the mechanisms described.

4.3.3.2 Trust, Security and Privacy

These 10 requirements cover all the security related requirements, such as identity
management, privacy, and access control.

R.2.1 The patient’s own data in the system can only be accessed with the
patient’s matching cryptographic keys in the standard configuration of the
healthcare system

The Permissions interface allows a patient to configure access for other entities to access
the patient’s data. In the initial situation, unless otherwise configured, only the patient
(owner) is allowed to manage the data. However, if the Protocols interface has been
used to define a protocol and appropriate permissions have been defined for it, then
other entities will also have access to the data. Therefore, this requirement is met unless
otherwise configured.

R.2.2 Another entity can access the patient’s data only if the patient sets
up an access rule. In this case, the data can be retrieved using the entity’s
cryptographic keys

This requirement is met by using the Permissions interface. The process showing how
this works is described in Section 4.2.3.3 This authorizes another entity to access the
corresponding data.

R.2.3 Patient data can only be written to the system in encrypted form and
read in encrypted form using a secure encryption mechanism for today’s
standards

According to the specification [29], a DWN cannot be configured to allow only encrypted
communication. This is the responsibility of the entities. They must ensure that they
only create JWE objects that contain the encrypted data. Since the specification is still
a draft and not everything has to be done according to the specification, care can be
taken in a concrete implementation to ensure that only valid JWE objects can be stored.
This way, this requirement can also be met. The JWE allows the definition of different
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encryption methods. As described in section [4.2.2, we have chosen to use the AES-GCM
encryption scheme.

R.2.4 The system’s standard configuration of the healthcare system restricts
any entity other than the data owner (patient) from querying information of
any kind, including meta data

As described in the evaluation of requirement R.2.1, access to the data itself is not
possible without appropriate permission. This also applies to metadata. However, we
must also ensure that no other entity that has access to the communication between a
DWN and a patient, such as a DWN hosting provider, can extract metadata from the
communication. Since the data itself is encrypted, nothing can be extracted from it.
However, the message descriptor object is critical in this context. The message descriptor
is transmitted in clear text and can be viewed as metadata, for example, an attacker can
infer what information the message contains from the “schema” property. To prevent this,
clear text communication between the DWN and the edge agent must not be used. An
encrypted connection, such as HTTPS or WSS, must always be used. The keys required
for HTTPS are obtained by the sender from the DID document. This approach fulfills
this requirement.

R.2.5 Log entries feature neutral IDs that prevent drawing conclusions about
individual data entries or users

Logging is an implementation issue. Therefore, compliance with this requirement depends
on the specific implementation. From an architectural perspective, we specify that only
neutral IDs may be used in a log entry.

R.2.6 Patients can create an access rules for their data that enables entities
to access a single health record entry

As described in the evaluation of requirement R.2.2, the Permissions interface provides
a way to define which entity has access to which data. This requirement is therefore
satisfied. The process showing how this works is described in Section 4.2.3.3.

R.2.7 Patients can delete an access rule for their data and revoke the access
for an entity

In Section 4.2.3.4, we describe the process for an entity to withdraw an active access
management rule. This access management rule authorized an entity to access data on
the DWN. Therefore, this requirement is satisfied.

R.2.8 An entity can determine the correctness and the issuer of a health
record entry

To evaluate this requirement, we must distinguish between the two types of data, struc-
tured and unstructured. For unstructured data, the data is stored directly on the DWN
as a RecordsWrite message. The integrity and authenticity of the message is ensured
by a signature. Structured data is stored as VCs. In response to a request, the DWN
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sends a VP of the credential. This VP contains the issuer and a signature that ensures
integrity and authenticity. Thus, both types of data satisfy this requirement.

R.2.9 The system architecture must incorporate at least three security mecha-
nisms (such as authentication, authorization, and encryption) for data access

The proposed architecture employs three distinct security measures, namely authentica-
tion, authorization, and encryption, which an attacker must overcome to access the data.
Signatures ensure authentication and authorization, which are checked by the DWN
upon access. However, these signatures are based on different private keys, requiring an
attacker to possess two different private keys. The third mechanism involves encrypting
the data, which requires a third private key to decrypt the data sent in the form of JWE.
This fulfills the necessary requirement.

R.2.10 The operator of a digital health system is only able to view an encrypted
binary blob from which no information can be extracted

Regarding the defined architecture, this requirement specifies that a hosting provider
must not be able to extract any information from the stored data in the DWN. It is
crucial to consider the implementation and availability of the DWN. For instance, if the
DWN uses an unencrypted database that the service provider can access without much
additional effort, the provider can read the message descriptor and access more than just
a binary blob. This requirement cannot be evaluated without a concrete implementation.

4.3.3.3 Human-Related Issues

The following 5 includes the needs and capabilities of patients and healthcare providers.
Specific requirements are accessibility, usability and regulatory measures.

R.3.1 The architecture allows patients to store their medical record entries
securely for at least seven years

From a functional perspective, meeting this requirement is achievable with suitable
backup and storing mechanisms.

R.3.2 The architecture allows the patient to specify a different key pair to
access the health data

To assess this requirement, it is essential to have the ability to modify the keys for the three
security mechanisms. The keys for authentication and authorization are obtained from
the DID document by the DWN. Therefore, updating the DID document is sufficient to
change these keys. The data is stored on the DWN as a JWE object, which is encrypted
with a symmetric key (Content Encryption Key, CEK). This key is then encrypted
individually for each participant (Key Encryption Key, KEK). If only the KEKs require
changing, updating the keys in the DID document and the ’recipients’ property of the
JWE object is sufficient. Additionally, the record or permission must be updated. A
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problem arises when the CEK needs to be changed. Although there are approaches
([25,98]) for symmetric key re-encryption directly on the DWN without decryption and
encryption, these approaches do not have widespread practical application. The solution
for changing the CEK involves downloading the data, decrypting it, encrypting it with a
new CEK, and uploading it again. Although this solution is inconvenient, it allows the
patient to change all used keys, partly fulfilling the requirement.

R.3.3 The architecture allows the healthcare provider to create an object,
which is only visible in its entire form

This requirement can be met by appropriate implementation. The required data structure
or permissions for these objects must be considered in a specific implementation. The
requirement can be implemented within the architecture and is therefore fulfilled.

R.3.4 The architecture allows the patient to use a smartphone to manage the
health data

The edge agent used to manage the data is platform-independent, making it possible to
use a smartphone to manage health data. Therefore, this requirement is fulfilled.

R.3.5 A healthcare provider from another country can access a patient’s
data if the patient have configured the access accordingly. Special services
or approvals from their home country are not required for the healthcare
provider to do so

The architecture is designed to be country independent. The individual DWNs are
accessible via the Internet with appropriate addressing. As long as the network traffic
itself is not blocked by the countries, this requirement is met.

4.3.3.4 Overview

Table [4.18| presents an overview of the evaluation of the requirements in our architecture.
None of the defined requirements are incompatible with the proposed architecture.
However, five out of twenty-five requirements cannot be fully confirmed for compatibility.

This is because an evaluation requires a specific implementation. Specifically, we need to
measure processing times, evaluate how requests were handled, obtain values that can
only be evaluated retrospectively, or inconveniently fulfill the requirement. However, it is
important to note that meeting these five requirements is possible only in theory. The
interpretation of the requirements is also a matter of consideration. It is important to
emphasize R.3.2, as it can be fulfilled in a cumbersome way. This case is marked as only
partially fulfilled, but it could also be marked as fulfilled or not fulfilled depending on the
point of view. In conclusion, it can be stated that the architecture meets the specified
requirements.
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Data lifecycle Trust, security and privacy Human-related issues
R.2.1 R.3.1
R.2.2 R.3.2
R.2.3 R.3.3
R.2.4 R.3.4
R.2.5 R.3.5
R.2.6
R.2.7
R.2.8

R.1.1
R.1.2
R.1.3
R.14
R.1.5
R.1.6
R.1.7
R.1.8
R.1.9 R.2.9

R.1.10 R.2.10
v'= fulfills requirement, 7 = requirement cannot be fully confirmed
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Table 4.18: Overview of requirement evaluation

4.3.4 GDPR Evaluation

As the architecture must comply with European data protection guidelines, specifically
the GDPR as defined in RQZ2, it is important to take it into account. Section 2.3 analyzes
the laws that must be observed for the corresponding technologies in our system. Based
on the findings of Section 2.3, we will evaluate the compliance of our architecture with
GDPR and identify areas for improvement. To evaluate the architecture, we examine
each of the seven key principles of the GDPR.

Our provided architecture includes two controllers as defined in the GDPR, which are
the healthcare provider in the role of the issuer and verifier, the blockchain component,
and the DID resolver. The healthcare provider processes the patients’ data, and the
blockchain stores the public keys in the DID document, which are considered personal
data in the context of the GDPR. In the context of SSI and the defined architecture,
patients represent holders, while healthcare providers act as the issuers and verifiers.
Specifically, the DWN and the edge agent of the healthcare provider serve as the issuer
and verifier, respectively. The purpose of this evaluation is to assess the compatibility of
the proposed architecture with the GDPR. Our responsibility is limited to the edge agent
of the healthcare provider. Typically, the agent is responsible for reading and writing
data, while any further processing is performed by the healthcare provider elsewhere. We
are unable to evaluate this additional processing, as it falls under the responsibility of
the individual healthcare providers. Additionally, we will not analyze the DID resolver
separately since it is considered a blockchain node and any resulting issues are already
included in the blockchain analysis.

4.3.4.1 Compatibility With Lawfulness, Fairness and Transparency

This section discusses the GDPR principle of lawful, fair, and transparent personal data
processing. As outlined in Section [2.3.2.1, we analyze the compatibility of SSI with
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this principle. We confirm that the lawfulness of SSI and its corresponding components
is fulfilled as patients have given their consent to data processing. Naik and Jenkins
(2020) describe fairness and transparency as the ability for users to monitor any potential
mishandling of personal data and stay informed regarding the complete processing. Our
architecture allows for tracking data access and corresponding logging mechanisms to
record when data was accessed and by whom. However, the healthcare provider must
inform the patient directly about how their data is processed. This can be done, for
example, by sending messages with the relevant information to the patient. The use of a
public blockchain as a VDR in the architecture allows for anyone to publicly track how
data is processed, ensuring fairness and transparency. To store a DID document with
public keys on the blockchain, the user must record it themselves through a transaction,
indirectly giving consent to processing.

4.3.4.2 Compatibility With Purpose Limitation

This principle ensures that the architecture meets the purpose limitation requirement.
The healthcare provider must access data in accordance with the principle and create
appropriate documentation to comply with Article 15 of the GDPR. The article outlines
the “Right of access by the data subject”. It is the responsibility of the healthcare provider
to demonstrate how the data is processed. In the provided architecture, blockchain is
used to write, store, and provide public access to data through public keys. This principle
is fulfilled as the purpose is clearly defined and not limited.

4.3.4.3 Compatibility With Data Minimisation

The defined architecture enables patients to create and revoke access policies for each data
record, allowing them to decide which data healthcare providers can access and keeping
it to a minimum. As outlined in Section 2.3.2.1 conflicts with GDPR arise in connection
with the blockchain components due to the replication of data with multiple nodes and
the append-only characteristic. Currently, blockchains are not GDPR-compliant as they
store personal data, including the public keys in DID documents which are considered
personal data under Article 4 (1) GDPR. Data protection authorities have issued official
statements, as described in Section 2.3.2.1, arguing that blockchains can only retain
data due to their structure. However, the General Data Protection Regulation (GDPR)
does not currently address the unique challenges posed by blockchain technology, and
therefore the established architecture may not be fully compatible with this principle.

4.3.4.4 Compatibility With Accuracy

As described in the previous principle, the characteristics of the blockchain result in
conflicts with the GDPR. Specifically, Article 16 “Right to rectification” and Article 17

“Right to erasure” of the GDPR are not compatible with the functioning of a blockchain.

In our proposed architecture, patients’ personal data is managed on their own DWN. The
healthcare provider only accesses the data on the patient’s DWN and does not manage
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it directly. If the healthcare providers do not additionally store the data on their own
systems for processing purposes, this principle does not apply to them.

4.3.4.5 Compatibility With Storage Limitation

This principle is also incompatible with the GDPR due to the mentioned blockchain
issues, as are the principles of "data minimization" and "accuracy". In addition, the
healthcare provider must ensure that it is no longer possible to identify patients from the
data once it has been processed. This is not influenced by the architecture and therefore
it fulfills this principle.

4.3.4.6 Compatibility With Integrity and Confidentiality

In Section 4.3.2, we developed a threat model to assess the security of our architecture.
This model helped us determine the security of personal data. Based on the threat model,
it can be concluded that this principle is fulfilled in relation to our architecture. It is
important to note that the healthcare provider must comply with security standards
when processing data, regardless of the architecture’s security. Furthermore, we must
also evaluate security on the selected blockchain to evaluate the compliance with this
principle.

4.3.4.7 Compatibility With Accountability

This principle requires the data processor to demonstrate compliance with the other
principles. A healthcare provider can achieve this through suitable documentation
mechanisms. However, as mentioned in Section 2.3.2.1, demonstrating accountability in
relation to the blockchain is more challenging since every node of the blockchain may be
considered to be processing data. Therefore, it is not possible to directly define an entity
that proves accountability, and each entity would have to do so. In a public blockchain,
as defined for this architecture, it is not possible to achieve this, unlike in a blockchain
with a proof-of-authority consensus mechanism, for example. Therefore, compliance with
this principle must be evaluated based on a specific implementation.

4.3.4.8 Overview

Table |4.19 provides an overview of the compatibility of our architecture’s controller with
GDPR regulations. As stated earlier in this section, the healthcare provider is responsible
for complying with most of the GDPR’s articles as they process the data. Therefore,
our architecture ensures compliance with all principles for the healthcare provider as the
verifier and issuer within this context.

In contrast, the blockchain component does not comply with three of the seven GDPR
principles. This is because blockchain is a new technology that was not considered in the
GDPR. Although the technology brings more privacy to some use cases (depending on
the specific instance), its characteristics conflict with the GDPR. It is possible that the
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GDPR may be amended in the future to allow for the use of such technologies without
violating its principles.

Healthcare provider Blockchain
Compatibility with law- | v/ v
fulness, fairness and
transparency
Compatibility with pur-| v v
pose limitation
Compatibility with | v X
data minimisation
Compatibility with ac-| v X
curacy
Compatibility with | v X
storage limitation
Compatibility with in-| v ~
tegrity and confidential-
ity
Compatibility with ac-| v ~
countability

v'= fulfills GDPR principle, ~ = GDPR principle cannot be fully confirmed/ has to
be evaluated on concrete instance X= does not fulfill GDPR principle

Table 4.19: Overview of GDPR evaluation

In Section 2.3, it was determined that any hosting provider that hosts the DWNs can
only be considered a processor. However, this is only applicable if the entity using the
hosting service is defined as a controller. This is the case for the healthcare provider’s
DWN, as the healthcare provider is a controller within the meaning of the GDPR. As
stated in Section 2.3, the controller must verify that the hosting provider meets the
security and confidentiality requirements before using them. If the requirements are met,
the hosting provider can be considered a GDPR-compliant option.

4.3.5 Evaluation Interviews

In the previous sections, we evaluated the proposed architecture based on feasibility,
security and our specified requirements. However, the general functionality and processes
of the architecture has not yet been discussed and evaluated. For this reason, we
conducted five expert interviews, using a pre-established guideline. The experts evaluated
our architecture based on their opinions and experience, highlighting its strengths and

weaknesses. This includes the topics of functionality, performance, security, and privacy.
In addition, the experts compare our architecture with existing and future architectures.

The process of conducting the interviews is similar to the interviews for the requirements,
as described in Section 4.1.2. As with the first interview, the interview process consists
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of three phases: (i) developing the interview guidelines, (ii) conducting the interview,
and (iii) evaluating the interview.

4.3.5.1 Creation of the Interview Guideline and Interview Execution

The purpose of this interview is to assess the strengths and weaknesses of various aspects
of the architecture. To achieve this, we have categorized the questions into four areas: (i)
functionality, (ii) performance, (iii) security and privacy, and (iv) individual evaluation.
The categories (i) and (ii) serve to find out whether the proposed architecture satisfies
the required functionality and performance criteria from the experts’ perspective and
how it compares to current systems and concepts. The questions about the architecture’s
security help identify any security vulnerabilities and components not already identified
in the threat model. Additionally, we ask questions to clarify the privacy of the patients
in the presented architecture. The final category of questions provides a conclusive
evaluation of the architecture.

We interviewed five experts who possess expertise in eHealth architectures. Table 4.12
in the Requirement Engineering chapter provides an overview of the experts. Three of
the experts were previously interviewed in the first round. Each interview in this round
lasted one hour and followed a semi-structured format based on the provided guidelines.
The interviews with EX1, EX2, and EX4 were conducted remotely, while the interviews
with EX3 and EX5 were conducted on-site. All interviews were audio recorded and the
recordings were deleted after transcription.

4.3.5.2 Evaluation of the Interview

The evaluation interviews followed the methodology of Meuser and Nagel , which
was also used in the first round of interviews for the requirements. The methodology
is described in detail in Section 4.1.2L The audio recorded interviews were transcribed
accurately and completely in the first step, following the methodology’s instructions. In
the paraphrase phase, we paraphrased the content of the interview so that the complexity
was simplified and only the experts’ answers remained. In the next phase we marked
the individual passages in the interview texts with labels/tags. These tags represent
the categories or strengths and weaknesses of the architecture as highlighted by the
experts. We utilized the following 22 tags: (i) Key management, (ii) Access management,
(iii) Re-encryption, (iv) Categories, (v) Meta data , (vi) Standardized data formats
, (vii) Performance, (viii) Complexity, (ix) Support, (x) Security, (xi) Privacy, (xii)
Personal assessment, (xiii) Key recovery, (xiv) Additional use cases, (xv) Feasibility, (xvi)
Availability, (xvii) Encryption, (xviii) Malicious content, (xix) Emergency access, (xx)
Legal, (xxi) Functionality, (xxii) Usability,

In the following step, we analyzed the connections and distinctions among the five
interviews. This led us to reduce the number of tags to 14 and label similar passages from
the different interviews with standardized tags. Like the creation of the requirements,
we summarized the content and outcomes from the various interviews to provide clear
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explanations regarding the evaluation of the experts. Once again, we omitted the last step
of “theoretical generalization”, as it is not required for the evaluation of the interviews.

4.3.5.3 Results of the Expert Assessment

In this section, we use the results of the interviews to evaluate our architecture from the
experts’ perspective. We use the same categorization int following subsections as in the
interview guideline.

Functionality

All five experts agree that the specified use cases in Section 4.1.1] can be fulfilled by the
architecture’s functionality. The architecture also covers the functionality provided by
existing systems in this area. However, four out of five experts suggest that additional
use cases are necessary for a practical architecture. EX2 and EX3 argue that emergency
access to the data is essential for medical personnel. EX2 proposes a solution where the
user sets up a permission, and a trustee manages the corresponding private keys. EX2
and EX5 highlight the use case of reporting, where research institutes can access patients’
health records to use medical data for research. This use case is not possible in the
proposed architecture without additional actions by the patients. EX1 identifies missing
elements in the data structure, specifically the absence of metadata and standardized
formats in the current model. However, he does not consider this to be contradictory to
the specified architecture.

One relevant issue in practice is the topic of key recovery. According to experts EX2, EX3,
and EX4, managing keys themselves is too complex for the average user, and therefore
additional mechanisms are needed. EX2 and EX3 suggest current mechanisms as a
solution, in which two parties each manage one half of the key, and the user can merge the
holdings of both parties by confirming the entity. However, this approach contradicts the
goal of the architecture, which is to be self-sovereign and privacy-preserving, as it requires
trusting another party to manage the keys. The key recovery mechanism remains an
open problem for the practical use of the architecture. While there are various theoretical
solutions, such as offline backups and multi-device recoveries, these are often too complex
for the average user.

Performance

In this category, four out of five experts describe the performance of this architecture as
like existing systems. Only EX3 refrains from making a general statement, citing the
complexity of the performance issue and the difficulty of evaluating several factors in
theory. X4 emphasizes that the availability of this architecture is even better than that
of existing systems due to its decentralized nature. EX3 and EX5 have identified the edge
agents running on smartphones as a performance weakness of the architecture. They refer
to the decryption of health records on the smartphone. Since the architecture specifies
that the data is end-to-end encrypted and the DWNs have no way of decrypting the
data, decryption must be performed directly on the device. This results in performance
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losses. As an alternative, EX3 suggests that the DWN itself has access to the data and
performs decryption on request. This indicates that the data is decrypted before it is
sent to the client, allowing for more processing power in the background.

Security & Privacy

Three of the experts are satisfied with the security of the architecture, but EX3 and EX4
have expressed criticism. EX3 criticizes the scenario of re-encryption in the event that
the symmetric key used to encrypt the data needs to be changed. The encrypted data
must be downloaded, decrypted, encrypted with the new key, and uploaded again. EX3’s
criticism relates to inefficiency, among other things. Additionally, EX3 emphasizes the
need for a solution to prevent patients from introducing malicious content that could
infect healthcare providers’ systems. Currently, there is no end-to-end encryption in
place, so this check is performed centrally when data is uploaded. As outlined in Section
4.3.2, one countermeasure is to run a virus scanner on the healthcare providers’ systems.
According to EX4, the DID resolver is considered the weakest component of the system
since it reintroduces centralization. Therefore, it is crucial to ensure its security or have
multiple resolvers in practical use.

Four out of five experts rated the architecture’s privacy positively. The only exception
was KX3, who criticized the privacy aspect due to the blockchain. EX3 argued that an
implementation error could result in information being transferred to the blockchain
that cannot be deleted. While this may be a good solution for technically savvy users
in terms of security and privacy, it raises security concerns for standard users. Four of
the experts also highlight the importance of end-to-end encryption. Only EX5 does not
mention this explicitly. EX1, EX2, and EX3 are working on a project related to the
German health record application. They report that the next version of this system
no longer has end-to-end encryption, which negatively impacts privacy. The proposed
architecture addresses this issue and offers more privacy in these areas. In his statement,
EX4 refers to the Austrian health record, which also lacks end-to-end encryption. He
views this property as a positive aspect of the proposed architecture. EX5 rates privacy
positively and believes that all the criteria are met. He describes the architecture as a
“dream landscape for many data protectionists”.

Personal Assessment
In the following the personal assessment of each of the experts is stated individually.

o EX1: EXI1 highlights the significance of end-to-end encryption, as the current
trend is moving away from data protection. He rates the prototype positively,
but has some relevant comments for practical use, such as including meta data,
supporting general file formats, and implementing categorization. However, he
clarifies that these suggestions do not conflict with the proposed architecture. The
biggest hurdles in practice are the complexity for the average user and the lack of
support from healthcare providers and health insurance companies.
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o EX2: The expert EX2 is critical of blockchain and prefers a solution with centralized

components to address the general issues of a blockchain, such as determining who
should be a node and how to get entities to host it. Similar to EX1, he views the
architecture as too complex for practical use, as it will be difficult for the general
user community to understand and there will be only a few providers who will
centralize the concept.

EX3: EX3 views the architecture as a interesting alternative to existing systems.
He believes that such architectures provide new impulses and perspectives. Similar
to EX1, he views end-to-end encryption positively. However, like EX1 and EX2,

they believe that the prototype is too complex for most people to use in practice.
Above all, he emphasizes the individual user’s responsibility regarding key recovery.

EX4: EX4 suggests that the proposed prototype offers a distinct approach from
the current federated systems and could serve as a potential alternative in the
future. However, he notes that practical use must consider legal aspects, specifically
the European NIS Directive and other country-specific directives. He mentions

that the proposed architecture does not align with the current legal situation.

This is because it specifies who is authorized to operate such availability-critical
infrastructure. This area is subject to strict regulation and currently requires a
federated approach, which makes the self-sovereign approach impractical in the
current legal context.

EX5: EX5 views this architecture as exciting and believes it should be discussed at
the conference. Like other experts, EX5 also believes the prototype is too complex

for most users. An app with good usability for administration would be necessary.

EX5 sees this architecture as realistic in 5 to 10 years.
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CHAPTER

Conclusion and Future Work

This chapter provides a summary of the thesis in Section 5.1, presents the conclusion in
Section 5.2, and suggests potential future work in Section [5.3l

5.1 Summary

This thesis addresses the issue that medical data is primarily managed by companies or
government institutions rather than patients themselves. Medical data is highly sensitive
and should only be accessible to authorized individuals. The proposed architecture offers
a solution to this problem. Patients can manage their own data by utilizing the principles
of self-sovereign identity and Decentralized Web Nodes. Additionally, we have considered
the legal implications of GDPR when designing our architecture. The architecture is
based on three expert interviews, from which we have developed requirements and use
cases that represent common interactions between patients and healthcare providers in
the healthcare sector. The presented architecture consists of six core components that
facilitate the management of medical records. To assess the results, we conducted a
proof-of-concept, developed a threat model, evaluated the requirements based on the
architecture, analyzed the compatibility of the architecture with the GDPR, and obtained
expert opinions through interviews.

The final architecture presents a new approach that prioritizes data and patients, allowing
them to regain control over their own data. As noted by experts, there are still unresolved
issues regarding personal user responsibility, for which there are currently limited technical
solutions. Additionally, this concept is not compatible with current European data
protection standards outlined in the GDPR, due to the way it was drafted and its
intended purposes. In summary, this architecture presents a new and privacy-preserving
approach that could be implemented in healthcare in the future and extended to other
fields.
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5.2 Discussion of Research Questions

In the following we discuss the outcomes of this theses based on the research questions.
RQ1 How might self-sovereign identity be used in the context of healthcare?

Section [2.2.2| discusses the use of SSI in eHealth architectures, presenting three ap-
proaches: using SSI alone, using SSI with distributed file storage, and using SSI with
Decentralized Web Nodes. The last approach is the most suitable for eHealth systems
due to the identified requirements. It combines SSI and DWN technology as a message
relay mechanism and data storage. The architecture’s most important component is
the decentralized identifiers used for addressing. The provision of public keys and ser-
viceEndpoint properties enables secure and easy-to-establish communication between the
entities of the ecosystem. Verifiable credentials, listed as further essential components in
the SSI concept, are of lesser importance for the architecture. Although message objects
of the architecture could replace them, selective disclosure enables precise data selection.
The architecture containing healthcare providers as issuers and verifiers, and patients
as holders, covers the trust triangle of the SSI concept. Section 4.2 provides a detailed
description of the necessary components for a functioning healthcare architecture for
medical records based on SSI.

RQ2 What laws and regulations need to be considered when storing and providing eHealth
data related to self-sovereign identity in order to create an eHealth infrastructure
that complies to the European laws of data protection?

To clarify compliance with European data protection laws, we have examined the GDPR.
It defines seven key principles that protect the data of users in Europe. Although the
GDPR has individual laws, most of them pertain to these key principles. The main issue
with GDPR and architecture lies in the fact that GDPR is primarily designed to protect
natural persons in centralized and federated architectures when it comes to processing
personal data . However, the concept of SSI does not conform to this model, which
raises questions as there are no concrete definitions or laws for the roles and components
of SSI. Our analysis of the proposed architecture shows that it is compatible with GDPR,
with one exception: the blockchain. The characteristics of a blockchain, such as data
replication with multiple nodes and append-only, contradict the principles and laws of
GDPR. Although official statements argue that the structure of blockchain does
not violate GDPR, it is important to note that a blockchain used for a decentralized
public key infrastructure without adaptation of GDPR would be considered a violation
of GDPR.

RQ3 How to construct a privacy preserving eHealth architecture for interconnecting
healthcare facilities based on self-sovereign identity, considering theoretical concepts
and implementations?
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In this thesis, we identified a lack of general requirements and framework conditions for
eHealth systems. In practice, laws form the basis for such architectures, with particular
mention of the NIS/NIS2 Directive or country-specific laws, according to EX4 mentioned
in Section 4.3.5. For the thesis on the topic of SSI, we designed the prototype based
on requirements gathered from expert interviews. The current legal situation does not
permit SSI for eHealth architectures, according to EX4. Furthermore, a healthcare
architecture for medical records must encompass practice-relevant use cases, as defined
in Section 4.1.2. We have begun to specify the individual components and their process
flows based on these requirements and use cases, as well as the concepts outlined in RQ1.
To ensure functionality, a proof-of-concept is necessary in the next step. The final step
in constructing a privacy-preserving eHealth architecture is evaluation. This involves

checking the architecture’s requirements, security, and compatibility with data protection.

This process can be found in Section 4.1, 4.2, and 4.

5.3 Future Work

Our proposed architecture is limited to 15 use cases, which represent the basic needs of
healthcare providers and patients regarding medical records. To make this architecture
practical, we need to consider additional use cases, such as access to emergency data or
guardianship of one person for another patient. Extending the existing architecture with
such use cases is a promising research question for future work.

Additionally, two of the specified requirements, namely the key recovery requirement

R.1.10 and the data re-encryption requirement R.3.2, cannot be efficiently addressed.

Since the concept of SSI is based on individual user control and responsibility, there is
no possibility of another party assisting with key recovery. This presents a significant
issue, as the user will lose access to all of their data if the keys are lost. A question
for future work is what options exist for key recovery to prevent complete loss while
maintaining security. The issue of data re-encryption was also not efficiently resolved if
the symmetric key was compromised, and the data needed to be re-encrypted. Although
several symmetric key proxy re-encryption concepts exist, this text will address the
question of which efficient mechanisms can be used to re-encrypt symmetrically encrypted
data without decrypting the data beforehand.

One criticism, particularly in the interviews, was the complexity of this architecture.

This raises the question of how to ensure that even non-technical users can operate the
architecture without risking the security and privacy of their data.

Finally, healthcare architectures are often subject to the framework conditions set by
other laws. Therefore, it would be worthwhile to consider not only the General Data
Protection Regulation (GDPR) but also other relevant laws and directives, such as the
NIS/NIS2 directive, when designing practice-relevant architectures.
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Appendix

Requirements Expert Interview Guide

1. Personal Information
a) How often and in what roles have you been involved in the design or imple-
mentation process of a health care system?

b) How many years of experience do have in your role?
2. Functional Requirements

a) From your perspective and experience, what are the most important functions
that a digital healthcare system must cover?

b) What do you think is important for patients?
¢) What do you think is important for the healthcare provider?

3. Socio-demographic data

a) What percentage of people could use a smartphone application with a good
UI to manage their health data?

b) What is the required geographical infrastructure for a digital healthcare
system?

¢) What technical infrastructure is required to build a digital healthcare system?
4. Non-functional requirements

a) In the context of eHealth, the design of such a system requires special non-
functional or performance requirements. What are these requirements?

b) What do the performance criteria of response time, throughput, scalability, or
availability look like in relation to eHealth systems?

5. Security

a) What are the most essential security requirements in the context of eHealth?
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b) What are the most vulnerable parts of such an architecture?

¢) Privacy is an important aspect of my architecture. When should a software
system be considered privacy-preserving? What is your definition of privacy-
preserving in relation to such systems?

6. Final question

a) What factors should be considered when building a decentralized architecture?

Evaluation Expert Interview Guide

1. Personal Information
a) How often and in what roles have you been involved in the design or imple-
mentation process of a health care system?

b) How many years of experience do have in your role?
2. Functional Requirements

a) Do you believe that the proposed architecture can cover all the necessary
functionalities required in today’s healthcare systems, given your experience?

b) Are there areas for improvement or potential problems? If not, why?
3. Non-Functional Requirements

a) Are there any performance criteria, such as response time, throughput, scala-
bility, availability, or backup, that you believe cannot be achieved with this
architecture?

b) What criteria are improved or worsened compared to current systems?
4. Security

a) What security vulnerabilities do you notice?
b) What are the most vulnerable parts of such an architecture?

¢) How does the security of this architecture compare to those you have experience
with?

d) Does the architecture meet the privacy requirements for such a system? If the
architecture does not meet the requirements, please explain why.

e) Does the architecture provide greater privacy than existing systems?
5. Final question

a) What is your final opinion on architecture?
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