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Abstract

The significant adoption of the Internet of Things (IoT) has increased the challenges in providing adequate loT infrastruc-
tures meeting essential requirements, such as dynamicity networks and low latency. In this context, the Software-Defined
Networking (SDN) paradigm and the OpenFlow protocol provide new possibilities for loT networks. Based on the global
view of network elements enabled by the Controller, SDN allows the programmability and control of the infrastructure
according to the actual demands of applications. The OpenFlow protocol defines the exchange of messages between
controllers and switches, enabling communication and network control. OpenFlow implements three operation modes:
proactive, reactive, and hybrid. Due to the dynamic characteristic of the loT data stream, the reactive mode is mainly used
and indicated for loT environments. As the OpenFlow controller installs rules dynamically, there is no need to know the
network’s sources, destinations, and paths in advance. Although reactive mode introduces dynamicity, it can generate
additional delay due to switch-controller communication. This delay increases the response time of the loT data stream.
We propose an SDN-IoT scheduler based on Deep Neural Networks (DNN) to predict the time between data stream
changes from loT devices and install rules in advance, suppressing the existing delay in reactive mode. The proposal
automatically uses previous data from the loT data stream to calculate the time of the following communication from loT
devices. Our results indicate that predicting loT data stream changes and installing OpenFlow rules in advance reduced
about 51% of communications response time.

Keywords OpenFlow - Software-Defined Networking - Deep Neural Network - LSTM - Internet of Things - Intelligent
scheduler

1 Introduction

Internet of Things (loT) enables the combination and coordination of physical and virtual objects connected to the
Internet, using different but interoperable types of protocols and communication devices [1]. The Internet of Things is
pervasive enough to enable its use in a large number of applications. Such applications can be grouped into domains,
and depending on which “thing” (loT device/sensor) may vary and play different roles. In various industries, it can
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be a product or equipment; in intelligent environments, it can refer to a tree, room, or building; in health systems, it
can be an equipment that collects patient data. Taking into account this set of things that can be connected to the
Internet, an loT environment can be deployed in different domains such as healthcare, transportation and logistics,
agriculture, security and home automation [1-3].

To provide and manage these diverse loT applications, a set of services must be provided that meet the require-
ments and architectural challenges imposed by the applications. Among them, low latency and dynamic infra-
structure requirements stand out [4-6]. Low latency and RTT (Round-Trip Time) is a crucial factor in meeting the
performance requirements of loT infrastructures, and managing network elements plays a pivotal role in achieving
it. To ensure low RTT in loT applications across various domains, extensive research has been conducted in recent
years. For example, in the field of UAVs, low RTT ensures self-driving and precise responses to various eventualities
[7]. In loT networks, it enables the detection of anomalies and the proper execution of services [8]. In Smart Homes,
low RTT and latency support the architectures for the operation of autonomous intelligent objects [9]. Additionally,
in e-Health systems, low RTT allows quick decision-making in severe health cases [10].

Regarding the management of network elements, the Software Defined Networking (SDN) paradigm provides the
ability to implement programmability and to give a proper treatment of the network traffic. SDN allows the separa-
tion of switches control logic and the data traffic forwarding actions. Thus, while switches become just forwarding
devices, the control of the network is carried out in a centralized way by a programmable Controller Network Operat-
ing System NOS that communicates with them through the OpenFlow protocol, for example [11, 12].

The OpenFlow protocol standardizes the communication between controllers and switches in SDN architectures.
It implements three operation modes: proactive, reactive, and hybrid. In proactive mode, the actions taken by each
network node over traffic flows are defined and installed by the controller/network operator in advance. Applying
OpenFlow proactively becomes a complex task for most corporate networks, as it is necessary to know in advance all
the nodes in the network and their possible combinations in future communications to enable the early installation
of rules in the switches. In reactive mode, on the other hand, action rules to be applied in traffic flows are dynami-
cally created in response to traffic changes. The hybrid mode incorporates features from both proactive and reactive
modes, dynamically adding new flow entries in response to network conditions or in anticipation of potential traffic
changes - as long as they are correctly detected/predicted [11, 13]. Ensuring efficient operation in loT scenarios using
either proactive or hybrid mode is a challenging task, as it requires the controller to have prior knowledge of the
data stream, which can be highly variable due to communication fluctuations between nodes (source/destination).

In the reactive mode, the rules in the flow table are dynamically generated according to the actual traffic on
each network node. Thus, OpenFlow in reactive mode is traditionally considered the most suitable approach for the
dynamic nature of data streams in loT environments and corporative networks. However, it may generate additional
delay due to the switch-controller communication, which in turn, increases response time. This occurs when there is
no previous rule compatible with the received packet/request in the flow table of the switch. Thus, the switch sends
an OpenFlow request to the Controller, which processes the data received and installs the appropriate rule. This
process, which involves the exchange of messages between the controller and switches, is depicted in Fig. 1a. In the
example, switches do not initially have OpenFlow rules in their flow tables. Switches should consult the Controller
(steps 2-3, 5-6, and 8-9 in Fig. 1a) to obtain the specific rule that dictates how to handle packets from a given flow.
This interaction may potentially lead to an increased response time.

To address the issue of increased response time in loT data streams, we propose an SDN-loT scheduler that incor-
porates a prediction method for changes in the data stream. This solution eliminates the extra communication time
between switches and the controller, resulting in a reduction in the final response time between loT gateways and
sensors. Our solution prevents the scenarios depicted in Fig. 1a and improves response times for loT data streams.
The core idea of our solution is to estimate the timing of future communication by analyzing changes in the loT data
stream. The SDN-loT scheduler utilizes a Deep Neural Network (DNN) architecture for time series prediction called
Long Short-Term Memory (LSTM), as described in Sect. 3.3. Our solution employs an incremental approach to effi-
ciently model loT data streams. By using concept drift techniques (see Sect. 3.2), the loT data stream is analyzed to
identify the time between data change points. Using this information, the model is trained to predict the next time
interval in which the sensor should produce new data. This approach allows for incremental updating of the model
in the event of a change in the time frame interval of data sent by the sensors.

Our proposal considers the LSTM model result to previously install the OpenFlow rules, avoiding the increase in the
final response time shown in Fig. 1a. When using the loT data stream prediction and early installation strategy, the com-
munication will be as shown in Fig. Tb. In this case, as the installation of rules (steps 1, 2, and 3) are performed before
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Fig. 1 OpenFlow operation
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the loT device request, the response time will be counted only for steps (4, 5, 6 and 7). Therefore, when applying our
proposal to the OpenFlow-SDN network, we incorporate hybrid mode of OpenFlow operation: proactive mode for the
loT data streams and reactive mode for other types of network traffic. Our results indicate that predicting loT data stream
changes and installing OpenFlow rules in advance, avoiding the scenarios in Fig. 1a, reduced about 51% of communica-
tions response time.

In the SDN architecture, communications between the Controller and switches support both inband and outband
communication. This paper focuses on outband communication, where specific communication between the Control-
ler and switches occurs through independent links (see Fig. 1). In this type of communication, latency results are not
interfered by impacts arising from overload on conventional network links (between sensors and switches, for example).
The SDN architecture also enables switch-Controller communication via conventional links, called inband communica-
tion. Although inband communication is traditionally simpler, mainly because it requires fewer links in the network, in
experimental environments it is likely to produce latency interference due to background traffic or link overload. Thus,
to essentially evaluate the impact of our proposal and its impact on response time, outband communication is used in
the scenarios covered in this paper.

The remainder of this paper is organized as follows. Section 2 describes some state-of-the-art works related to our
proposal. Section 3 presents concepts related to loT data streams, and LSTM neural networks. Section 4 presents the
problem statement and indicates the impact of additional switch-controller time on loT data stream response time. Sec-
tion 5 describes the solution modeling, detailing data preparation, neural network architecture, and the components
implemented in the SDN-loT scheduler, and controller. The design of the experiments and the analysis of the results are
presented in Sect. 6. Finally, we present some final remarks and recommendations for future works in Sect. 7.

2 Related work

In recent years, researchers have dedicated efforts to develop solutions in SDN networks aimed at reducing latency in
communication, particularly concerning the management of OpenFlow rules and flow tables in switches. These initiatives
aim to address the increasing demand for solutions that prioritize low latency, especially in SDN-loT network contexts.
Related works are presented in this Section and, in order to highlight and compare our proposal in contrast with these
state-of-the-art works, we consider the following characteristics:

Domain: Referring to the main application domains of the solution;

Proposed Strategy: Strategy used to achieve the final objective of the solution;

Algorithm: Implemented/used machine learning algorithm;

Prediction Dinamicity: The level at which the algorithm/solution adapts to changes in the network data stream/
traffic;

Data Source: Specifies the data source utilized for conducting experiments and validating the solutions;

¢ Implementation Fidelity: Referring to the level of fidelity of the solution in comparison to real environments. It is
also related to how easy it is to deploy the proposal in a real or production environment, considering codes, libraries,
and technologies. As fidelity levels increase, potential adaptations or deployment costs decrease;
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o SDN Controller version: Version/platform adopted as controller forimplementing and evaluating the solution;
e Proposed solution: Specifies the main objective of the proposal outlined in the work.

Awan et al. [14] introduce a mechanism for proactively installing OpenFlow rules on SDN network switches. The
proposal addresses delays in rule installation for reactive in-band SDN-OpenFlow communications. The paper outlines
scenarios where delays in installing OpenFlow rules lead to increased latency and packet loss rates. The solution utilizes
statistical network information obtained by the Controller to maintain real-time data on link delays among switches.
Using this data, the mechanism identifies the total path delay and delays the packet at the first switch on the route until
it reaches the destination with matches along the entire route. The proposal, as described in [14], targets a specific issue
in SDN scenarios operating in in-band mode, relying only on network information storage for intelligence. In contrast,
our proposed SDN-loT scheduler operates independently of switch-controller connection type (in-band/out-band) and
utilizes intelligence based on machine learning algorithms. Finally, it is worth noting that the prediction and proac-
tive installation of OpenFlow rules by the SDN-loT scheduler can also prevent the occurrence of the highlighted issue
addressed by the authors in [14].

Sanabria-Russo, Alonso-Zarate, and Verikoukis [15] propose a solution for detecting periodic loT messages and
preemptively installing OpenFlow rules in SDN networks. Their approach, known as the Pre-emptive Flow Installation
Mechanism (PFIM), installs OpenFlow rules in advance using Phase Registration and Phase Learning modules, where
the timing of rule installations is statistically adjusted. The authors present results from real-world scenarios that dem-
onstrate the effectiveness of PFIM in reducing delay, particularly in 1oT environments with periodic messages. However,
its effectiveness needs to improve in bursty traffic scenarios. In contrast, our approach leverages the learning and intel-
ligence capabilities of the SDN-IoT scheduler, accommodating more dynamic traffic patterns and accounting for the
environmental context characteristic of loT settings.

Cai, Wang, and Tsai [16] propose a solution based on and expanded from PFIM [15] named Dynamic Adjustment
for Proactive Flow Installation Mechanism (DAPFIM), focusing on managing SDN-OpenFlow flow tables. The proposal
enables Controllers to detect transmission periods in loT messages, simplifying the management and prior installa-
tion of OpenFlow rules. To identify the arrival of new loT messages, the solution dynamically adjusts the definition of
the window among loT messages in a given flow. Consequently, with each new interaction between IoT and SDN, the
proposed algorithms’ parameters are updated. The study presents results considering hit rate metrics and the impact of
timeout duration, comparing them with previous proposals by the same authors. To validate DAPFIM, the authors apply
their proposal to statistical/synthetic data and in a high-level SDN environment, without specifying controller usage,
OpenFlow versions, and datasets. Furthermore, the solution’s impact on latency in loT communications is not assessed.
In our proposal, we acknowledge that the solution’s feasibility is directly tied to the fidelity of its application in the real
environment. Therefore, we utilize data from real-world scenarios and two implemented and available versions of SDN
controllers, in conjunction with the SDN-IoT scheduler.

Isravel, Silas, and Rajsingh [17] propose a framework for predicting flows in SDN networks. The proposal relies on a
model that utilizes the Multivariate Singular Spectrum Analysis (MSSA) time series algorithm, in conjunction with the
Randomized Singular Value Decomposition (RSVD) method for computational cost reduction. The authors state that
they utilize statistical information on network traffic to predict new flows, although they do not explicitly specify which
parameters are utilized. The solution underwent evaluation through simulations, considering the metric of the number
of correctly predicted packets (visualized in time series) and an analysis of the computational overhead of the solution.
Additionally, the solution was compared with the LSTM algorithm, albeit without providing a detailed description of the
specific architecture of the LSTM network used for comparison. In contrast to the SDN-IoT scheduler proposal, the paper
addresses SDN in a more abstract manner, without specifying controller versions or providing actual code applicable
in available controller implementations. Furthermore, there is no direct application of predictions in practical solutions
involving OpenFlow rules or latency reduction.

Zafar et al. [18] propose a proactive solution for dynamically migrating switches in SDN-loT networks. This solution,
which is based on traffic prediction, anticipates the migration of switches that may generate excessive traffic volume in
the control plane to alternative controllers. The authors conducted simulated experiments using the Mininet tool and
the Floodlight controller. Although the proposal by Zafar et al. acts in a scenario similar to the one proposed in this work,
there is a distinction in the application, as it is a solution aimed at managing the control plane and processing the SDN
controller. This aims to mitigate controller overload and consequently reduce controller-specific response time.

Hajar, Reza and Movahedinia [19] propose a method to improve scalability in Fog Computing by detecting critical
loT requests. They achieve this by employing the Support Vector Machine (SVM) supervised learning algorithm. The
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proposed solution determines, based on the detection of critical requests and latency requirements, which fog nodes
will be responsible for processing these requests. In situations where all fog nodes are overloaded, the controller forwards
requests directly to the Cloud. Fog's response time and resource usage percentage metrics were evaluated and com-
pared with the traditional cloud approach. Although this solution is situated in the loT-Fog context, it primarily focuses
on detecting critical requests and defining the processing destination. In contrast, our SDN-IoT scheduler is based on
predicting loT messages and pre-installing OpenFlow rules. Furthermore, the authors do not consider orimplement the
solution directly on real SDN-OpenFlow controllers.

Volkov et al. [20] propose a new approach to monitor and predictive analysis of the load imposed on SDN controllers
in a 5G communication network. The method’s intelligence relies on neural networks and consists of predicting the load
on SDN controller based on flows and messages exchanged between the switches and the controller. The paper aims to
address the issue of dependence on the hardware and Operating System (OS) on which the controller is implemented.
With a high coupling between SDN solutions and the OS, there is an increased probability of controller failure due to
incorrect operation between the application and system. The results indicate that it is possible to predict the load received
by an SDN controller, as a network application, by remotely analyzing the OpenFlow flows. However, the approach pro-
posed by the authors is focused only on load prediction in controllers considering the independence of the hardware
and the Operating System. Our paper proposes, in addition to flow predictions in the loT context, the performance of a
pre-installation of OpenFlow rules in network elements.

Youssef and Rysavy [21] proposes a method for the identification of the most suitable candidate rules in the OpenFlow
switches by observing the existing traffic. The rules are extracted from the decision tree build based on the observed
NetFlow traffic, and the solution considers data such as gateway, protocol type and QoS routing. In the experiments, the
authors employed the Mininet tool to establish the SDN infrastructure and utilized DOROTHEA to generate network traf-
fic based on NetFlow datasets. The solution generates rules from datasets and installs them permanently on OpenFlow
switches. The proposal describred in [21] differs from our work, as it does not aim to predict the timing of communica-
tions between network devices. Thus, without obtaining this data, unfeasible the creation of dynamic OpenFlow rules
from a timeout perspective.

Praveen, Sivanesan, and Sathyaprakash [22] propose a heuristic method that takes into account loT traffic congestion
during SDN/OpenFlow flow rule insertions. The authors aggregate more specific OpenFlow rules into more generic rules
- considering the QoS requirements of the loT network. The authors applied the proposed solution in a simulated loT
environment under an SDN network with the Ryu Controller. The simulation results indicate a 12% reduction in delay in
SDN switches associated with loT applications. Although the solution works directly with SDN/OpenFlow rule manipula-
tion, it does not directly focus on time series prediction for IoT environments. Furthermore, it presents a 12% reduction
in delay without addressing the impact of timeout on experiments and results.

Isyaku et al. [23] propose an algorithm to manage and dynamically adjust the idle-hard timeout of OpenFlow rules in
switches. The proposed solution installs OpenFlow rules with timeout values calculated based on the packet history of
a given flow (source/destination). Installing OpenFlow rules with specific timeouts aims to reduce the number of mes-
sages between switches and the SDN Controller (packet-in). Consequently, this reduces the demand for processing on
the SDN controller. Thus, the solution facilitates the implementation of scalable SDN/OpenFlow networks. The results
show that the proposed algorithm reduces the number of packet-in message to 35.2% on average. While this solution
manages the timeout of OpenFlow rules, it primarily focuses on optimizing flow table memory (TCAM). Hence, there is
no prediction of Data Stream traffic or installation of rules along the entire path between network nodes.

Kuzniar et al. [24] conducted an analysis and performance study of OpenFlow/SDN switches. This work evaluates the
data exchange and the respective rule installations. It also checks for possible inconsistencies and vulnerabilities exist-
ing in the OpenFlow protocol implementations on real devices. The proposal is based on the evaluation of flows that
represent rule updates. For this, the uniformity between what is indicated in the control plane and what is implemented
in the data plane is considered. As a result, the authors developed a tool capable of evaluating the performance of the
control plane and its interaction with the data plane. Although the paper discusses and analyzes the installation of
OpenFlow rules on switches, it does not deal with techniques for pre-installing rules, improving performance, nor with
flow prediction to improve the SDN network.

Overall, several studies propose solutions aimed at managing SDN-OpenFlow rules policies using machine learning
algorithms ([18, 19, 20, 21]). However, these studies fail to adequately address or evaluate the impact of these solutions in
scenarios with real data, a characteristic that we consider fundamental for the viability of these approaches. Two solutions
presented in this section ([18, 20]) primarily focus on load prediction and controller balancing. Although approaches for
configuring and installing rules to reduce latency have been discussed in ([14, 23]), these proposals do not incorporate
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the intelligence provided by machine learning techniques and are based on synthetic data. Additionally, Isravel, Silas
and Rajsingh[17] presents a solution based on machine learning for flow prediction with real data, but it is characterized
by high-level code and difficulty in applying it to real environments or devices.

From the discussion presented in this section, we understand that there is a lack of intelligent solutions in the context
of managing SDN-OpenFlow rules aimed at reducing latency. Furthermore, considering the data collected and presented
inTable 1, our proposed SDN-IoT scheduler conducts experiments based on real data, encompassing tests on different
versions of Controllers and maintaining a high level of implementation fidelity.

3 Background

In this background section, we provide an overview of loT data stream concepts, defining their characteristics and pos-
sible scenarios in loT. We then introduce the concept drift, explaining how the nature of loT data streams can change over
time, focusing on the Page-Hinkley algorithm. Finally, we describe the LSTM neural network, describing its architecture
and suitability for handling temporal dependencies and non-stationary data. This discussion supports understanding
how these three elements interplay with the proposed SDN-IoT scheduler and LSTM architecture.

3.1 Internet of Things data streams

Data Stream is characterized by a sequence of data in flow continuously produced over time and, eventually, at high
speed, i.e. X = {Xq, X5, .., Xp, - X, }. Data Stream introduces new characteristics for the V’s studied in traditional Big Data:
Volume, Velocity, and Volatility. The volume of data produced by devices is typically high, exceeding traditional database
systems’ processing and storage capabilities. The speed at which the data stream is produced from several devices is very
high. In this context, discrete models are usually adopted to reduce the collecting time interval. The variety is related
to the diversity of devices and data sources found in loT systems. Finally, the veracity is also affected once the collected
data is frequently affected by environmental and transmission noise [25].

Figure 2 shows scenarios for data stream generation in an loT environment. In the example depicted in Fig. 2a, the
loT gateway requests data from devices based on a specific time interval. Such communication uses the loT data stream
pattern based on predefined requests, i.e., data from the devices is sent in a continuous stream at the defined time inter-
val. Another communication pattern between IoT devices, Fig. 2b, relies on the occurrence of a predetermined event
for the subsequent data sending. In this scenario (event-based loT data streams), the event can be defined according to
the need of the loT application, such as variation in the temperature value of a sensor or activation of a motion sensor.
The event-based data stream pattern is useful, as long as it is appropriately used, to avoid unnecessary requests and
consequently consume less resources (storage, network, and processing) [26].

We propose using event-based communication to transfer data between the device and the loT gateway. This mod-
eling allows prediction algorithms to learn the event occurrence pattern for future communications among loT devices.
Future communications predictions in the proposal use the DNN model called LSTM. Sections 3.3 and 5.2 present further
proposal details. Furthermore, our proposal uses the concept drift as an event, defined as a conditional change in the
data distribution. Section 3.2 provides a more in-depth discussion of concept drift.

3.2 Concept driftin loT data stream

The data produced by IoT devices are considered non-stationary due to the dynamic nature of the monitoring envi-
ronments, thus leading to changes in the data distribution over time, commonly known as concept drift. In summary,
the concept drift area studies changes in the conditional distribution of the output of a target variable concerning
the input. Although we can estimate changes in advance for specific real-world situations, concept drifts are gener-
ally characterized as unexpected and unpredictable [27].

Formally, the concept drift between two points at time t; and time t; can be defined as follows:

X 2 poX,y) # P (X, y), M
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in which p,q is the coexisting distribution of the input variable X and the target variable y at time ¢,. Drifts can be under-
stood as changes in data behavior that can occur from different sources: (i) sudden/abrupt, when there is a change from
one concept to another; (ii) incremental, when the behavior alternates among several intermediate concepts; gradual,
when data behavior slowly changes over time; and (iv) reoccurring, when previous concepts are detected likewise. The
main challenge faced by techniques devoted to detecting concept drifts is distinguishing between new concepts and
outliers/noises randomly present in real-world data [28].

The Page-Hinkley algorithm (PHT) is a sequential analysis technique used to monitor detection of changes in
data [29]. This algorithm was designed to detect changes in the average of a Gaussian signal [30]. In summary, PHT
runs a test U; based on the accumulated difference between the observed values and their average until the present
moment, as shown in Equation 2.

.
Ur =) (x =% =), 2
t=1

In such an equation, X; = 1/T 2;1 x, and é correspond to the magnitude of the allowed changes. To detect changes,
PHT calculates the minimum value of U; : my = min(U,,t = 1..T) and monitors the difference between U; and
my : PH; = Ur — my. Next, Concept drift is judged when PH; becomes greater than the predefined parameter 4, i.e.,

PHy > A. (3)

The Alimit sets the allowable false alarm rate. Increasing A results in fewer false alarms; however, it may lose or delay some
detections. The control of this detection limit parameter makes it possible to establish a balance between false alarms
and the delay in concept drift detections.

3.3 Long Short-Term Memory (LSTM)

The LSTM architecture is a Recurrent Neural Network (RNN) introduced by Hochreiter and Schmidhuber (1997) [31] to
learn long-term dependencies and keep (remember) information for more extended periods. LSTM model is organ-
ized in the form of a chain structure with four interaction layers with a single communication method.

A typical LSTM network is made up of blocks of memory called cells. By processing information, two pieces of information
are transferred to the next cell: its current and hidden states. Essentially, cells are composed of gates used to extract implicit
information from the input data and control memorizing process, i.e., to balance new and past information processed by
the network.

Figure 3 illustrates the structure of an LSTM neural network. The first part identifies unnecessary information that will be
removed from the cell in the first step. A sigmoid function is usually considered in this step to process the output yielded from
previous cell (H, — 1). This step also processes the current input (X,). Furthermore, the sigmoid function determines which
part of the old output will be discarded. This process is performed by forgetting record f,, where f, is a vector with values
ranging from 0 to 1, corresponding to each number in the state of cell C,_,in Fig. 3.
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Fig. 3 Structure composition of the LSTM neural network

fr=‘7(Wf[ht—1rXt] +bf)- 4)

In Eqg. 4, o is the sigmoid function, and W, and b, are the matrices of weights and biases, respectively.

In the next step, the LSTM network decides how the new entry information (X,) is used to update the cell state. This step
is based on sigmoid and hyperbolic tangent (tanh) layers. First, the sigmoid layer decides whether the new information
should be updated or ignored (0 or 1). In the next step, the tanh function weights the transmitted values, deciding their
importance level (- 1 to 1). The two values are multiplied to update the cell’s new state. This new memory is then added to
the old memory C,_,, resulting in C,.

it :O'(W,'[hr_-“Xr] +bi)r (5)
N, = tanh (W, [h,_,, X,] +b,). (6)
C; = Coqfy + Ny (7)

In Egs. 5,6 and 7, C,_,and C, are the states of the cell at time t — Tand t. While W and b are the weights and bias matrices,
respectively, of the cell state.

In the final step, the output values (h,) are based on the state of the output cell (O,). However, it is a filtered version. Initially,
a sigmoid layer decides which parts of the cell state get to the output. Next, the output of the sigmoid part (O,) is multiplied
by the new values created by the cell state in the tanh layer (C,), with the value varying between —1and 1.

0, =6 (Wylh,_1, X,1 + b,), 8

h, =0, tanh (C,). 9)

In Egs. 8 and 9, W, and b, are the matrices of weights and biases, respectively, of the output record.

4 Experimental problem characterization

This section presents a scenario illustrating the impact of reactive mode communication (in SDN networks) on the
response time in loT applications. By characterizing the problem, it also improves understanding of the organization
of the components involved in loT scenarios. Additionally, this section covers the modeling and implementation of the
fundamental components, namely the sensor and the loT gateway. We used the Mininet emulator [32] to conduct the
experiment and modeled the main components as described in the next subsections.

To demonstrate the inference of communication requirements in such loT devices, we performed an experiment that
aimed to show the impact that communication between the controller and OpenFlow switches has on response time in
the loT data stream. For that, we proposed two scenarios: (i) default SDN/OpenFlow environment in reactive operating
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mode, (ii) SDN/OpenFlow environment with rules statically fixed on the switches. Notably, the statically fixed rules
installation strategy is used only in this experiment for problem statement purposes. In this case, the use in production
environments becomes unfeasible as it would flood the topology switches with fixed rules.

4.1 Virtual sensor modeling

The virtual sensor is the primary component within an loT environment. It involves the implementation that enables the
virtual sensor to emulate the behavior of a real sensor. This encompasses the utilization of protocols for the exchange of
loT messages as well as the publication of loT data from real datasets. For modeling and simulation of a virtual sensor,
some basic aspects must be respected: (i) simulation of sample collection (data) consumed from real datasets and data
storage of short period; (i) implantation of the communication protocol responsible for controlling the information flow
among devices (sensors, loT gateways, servers, and applications).

The behavior of a virtual sensor is performed by a service created in the Python programming language. This service,
performed at Mininet hosts (in a real environment running on Arduino devices) associated with the libraries and tech-
nologies used in the execution process, denotes to the Mininet host the similar behaviors of a real sensor.

4.2 loT gateway Modeling

The basic management node performs its functionalities through loT services (storage, security, semantic enrichment,
among others), in this paper, used with the storage service. In order to model an loT Gateway in the Mininet, some basic
requirements must be met: (i) use of a framework that implements of the Open Services Gateway Initiative (OSGi) speci-
fications (in this modeling, Apache ServiceMix); (i) implementation of IoT services in the OSGi framework; (i) implemen-
tation of a communication protocol responsible for controlling the information flow among devices.

loT gateways and sensors/actuators communicate with each other through message exchange, producing data stream
at different times. Such messages transmitted by these devices serve as support for different applications, and based
on this loT data, decisions can be made [33]. Hence, the data stream between them must occur in the shortest time
possible, as the sooner the sensor data reaches the loT gateway, the more better it can make decisions and send back
responses to the loT environment. Additionnaly, Batista et al. [26] presents a comprehensive analysis and description
of device implementation, loT message exchange, and standardization, providing depth insights into these aspects.

4.3 Analysis of evidences

For the experiments described in this Section (see Fig. 4), a set of 25 virtual sensors (generating pseudo samples) and
2 loT gateways (running storage services) were used. The network infrastructure of the experiments is composed of 10
OpenFlow switches connected to the POX-SDN Controller, constituting a hybrid (combining tree and linear topology)
topology with links varying between 5 and 10 MB in capacity (capable of supporting loT and background traffic without
overloads). To perform this experiments, Mininet is used, which is a tool for emulating networks, making it possible to
use technologies, protocols and data formats which are widely used in the IoT context [32].

To standardize the data stream among loT devices, The Accessible Thing Universe Protocol (TATU) [26] was
employed. The TATU protocol facilitates the utilization of loT data streams following traffic patterns: (i) Flow-based:
for loT data streams based on predefined time requests; (ii) GET-based: for loT data streams where the loT Gateway
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requests data when necessary and the sensor responds to the request; (iii) Event-Based: for loT data streams associ-
ated with the occurrence of specific events. With the objective of providing different temporal patterns of commu-
nication to highlight the impact of the reactive communication mode (in SDN networks) on the response time, the
specific experiments in this section utilized synthetically generated data in conjunction with the Flow-based TATU
protocol. It is important to emphasize that the traffic pattern can be determined based on the application/scenario
(e.g., see Fig. 2, and Section 6 with Event-based loT data streams), and particularly in this section, the Flow-based
TATU protocol was utilized for experimental characterization purposes. Moreover, for these experiments, the tem-
poral pattern of loT data stream was modeled according to a statistical function following the normal probability
distribution with a mean defined for 30 (sec).

Figure 5a presents the RTT metric results according to the OpenFlow rules timeout variation (5s, 15 s, and 30 s).
Figure 5a indicates that the longer the timeout, the lower the RTT, as the possibility of the loT traffic reaching the
rule already installed in the network path increases. Furthermore, as expected, defining the fixedly installed rules
takes less time than any other configuration. Figure 5b shows the behavior (via boxplot) of the result set for each
configuration, making it possible to identify where most of the RTT obtained in the loT data stream are concentrated
(and the average). In this case (Fig. 5b), the results indicate that the RTT metric did not find outliers for the fixed rules
scenario, with the majority between 0 and 2 s (reinforcing the data in Fig. 5a). In the following sections, our scheduler
proposal to improve the problem presented previously will be discussed in detail.

5 Modeling

This section presents the steps and components in preparing data for machine learning applications, focusing on
implementing LSTM neural network architectures and developing the SDN-IoT scheduler. We detail the data prepara-
tion process, focusing on the proposed model’s activity flow. Next, we describe the architecture and implementation
of the proposed LSTM networks, highlighting their capacity to handle sequential data and indicating their association
with the SDN-loT solution. Additionally, we address the modeling of SDN-IoT schedulers, presenting components,
indicating operations, and describing interaction with the loT environment.

5.1 Data preparation

The quality of data must be considered for the context of a machine learning solution. In the presented problem, we
model data as time series through pre-processing and cleaning the data collected by the sensors.
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Figure 6 shows the steps from creating the dataset to obtaining the results. In the data analysis stage, it is impor-
tant to identify and remove eventual incorrect measurement data (due to sensor failures or problems in data han-
dling) [34, 35]. Removing possible inconsistencies from the data prevents the machine learning model from being
driven to incorrect learning patterns that often result in overfitting or underfitting. In this case, the data must be
normalized with scales appropriate to the model (e.g., between 0 and 1) as described by Egs. (1) and (2) (standard
deviation and normalization)

X=X

X = min
std — ’ (10)
(Xmax - Xmin)
Xscaled = Xstd * KXmax = Xmin) + Xmins (11)
where x,;, and X,,,, are the minimum and maximum values of a given attribute, x is the current value, X, is the normal-

ized value, and x4 is the calculated value for the standard deviation. To use machine learning techniques in time series,
the data must be prepared to serve as input to possible models, as the prediction of values in time series is based on
previous data (previous windows) of the same time series [36, 37]. In a time series, the predicted value is considered to
be defined by f(x;,X,, ..., X;_, ), where h is the size of the forecast horizon, and T is the element/window to be predicted.

Therefore, to allocate some temporal data to the model, the input must be a sequence of previous windows with the
features defined in the machine learning model.

The defined model will iterate through all windows of the training dataset in order to learn from the found pat-
terns. Thus, the model will have the following prediction function at the end of the building/fit stage (Fig. 6).

F(t + h) =F (X_pp1Xeontay -+ X))

(12)
vte{nn+1,...,T—h}.

Considering the correct preparation of the model, the output produced after receiving a data window of size n will be
similar to the values used during the training stage (as intended). Therefore, if the predicted values are not adequate, it
means that the input has a different pattern than the training set or the model is not yet adapted enough for the predic-
tion solution. For models that do not present adequate predictions, the training adjustment can start through the alert
produced by the concept drift detection. The following section will explain how we apply the LSTM neural network in
loT data stream in more detail.
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5.2 LSTM model architecture

This paper proposes investigating the application of LSTM models to predict IoT device communication in SDN networks,’
considering the unique characteristics of IoT data streams. LSTM is widely used for time series forecasting in applications
with long-term dependencies [38-40]. In that regard, LSTM has been applied to optimizing loT device communica-
tions [41-44] due to its architecture focused on learning temporal data. Due to the temporal characteristic of loT data
stream, the problem addressed in this paper aims to make predictions with LSTM from the data stream.

The pre-processing of data for training the neural network is initiated by performing the transformations in the data
windows (input_data) for training. From this data, the difference between the observation in timet — 1with the current
observation in time t is calculated. Then, with the difference data, a new series is generated in which the observation in
timet — Tis entered for the observation of time t. After that, the data is divided into training and testing data. Finally, the
training and testing data are converted on a scale between -1 and 1 to improve the execution of the activation function
applied to the model.

The architecture of the LSTM model used in this work is presented in Fig. 7. LSTM model was trained using data com-
prising the time intervals between concept drift detections and sensor temperature readings. Concept drift, identified
within the temperature data stream generated by the sensors, triggers an alert, along with the associated temperature
window where the drift occurred (using TATU protocol based on the concept drift event). This information, stored within
Windows, forms the dataset utilized for model training. We built a Bidirectional LSTM Neural Network with two neurons on
the entry layer (Temperature and time between Concept Drift), four hidden layers, each one with 512 neurons, a dropout
layer (0.75), and one neuron on the output layer (delay). We used “Relu” as the activation function, Adam optimizer with
0,0001 learning, and used 128 epochs with the value 10 to batch size.

LSTM model is designed to forecast the forthcoming communication requirements for transmitting data via the sensor.
Leveraging the neural network’s predictions, the SDN-loT scheduler orchestrates the deployment of rules onto switches,
facilitating the establishment of communication pathways between the sensor and the loT gateway.

5.3 SDN-loT scheduler modeling

The SDN-loT scheduler and the SDN/OpenFlow controller (Figure 8) are responsible for the machine learning model
and rules installation management modules. We implement the SDN-IoT scheduler and it executes its functionalities
directly on the same Controller machine (e.g., using Ryu Controller or POX Controller). This approach enables efficient
data intermediation and upholds the centralized management proposed by the SDN paradigm. Figure 8 indicates
the components that implement and coordinate the operation of the Controllers and the SDN-IoT scheduler.

According to Fig. 8, from the Controller’s perspective, there are the following components: (i) L3/L4 layers proto-
cols - with the implementation of routing algorithms/protocols; (ii) OpenFlow libs—libraries for integration between
the Controller and the OpenFlow v1.0 protocol; (iii) Pox Core / Ryu Core—defines how will occur the programmabil-
ity of events, logs, records, and network status.

! LSTM Model Code: https://github.com/WiserUFBA/SDN-loT-Intelligent.
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The following components make up the SDN-loT scheduler: (i) Machine learning libs - libraries (e.g., Keras Ten-
sorFlow, pandas, numpy) that enable data processing and manipulation of predictive models; (ii) Data prepara-
tion—performs data treatment and preparation (see Sect, 5.1 for later use in the training module); (iii) LSTM model
predict—based on the Machine learning libs component, defines and standardizes the use LSTM model, indicating
the input/output data format and executing predictions of the time frame interval between concept drifts. (see
Sect, 3.3). In addition, it provides the predictions required by other components supporting the proper installation
of the rules. The LSTM model is loaded and executed directly in the Controller (with the other modules) and can be
used according to Algorithm 1 when the SDN-loT scheduler needs new predictions; (iv) Train incremental LSTM
model - performs the training and subsequent creation of the DNN model based on the LSTM architecture; (v) Pub/
Sub listener - based on the MQTT protocol, this component receives the concept drift (by loT messages), detected
on the data stream, from sensors and sends it to the loT gateway to trigger the scheduler rule installation process;
(vi) Scheduler process manager—works together with the Pub/Sub listener, LSTM model, and the Controller. For
each new loT data stream identified, a corresponding process will install the OpenFlow rules in the time indicated
by the LSTM predictive model.

Algorithm 1 aims to provide an explanation and overview of some of the main components of the scheduler. In the
Algorithm, we treated certain scheduler modules as summarized functions, considering their purpose and sequence of
interactions, while other modules were imported libraries (directly called by their functions).

The operation of SDN-IoT scheduler, as presented in Algorithm 1 and Fig. 9, consists of starting a process for each
loT gateway in the environment (Lines 41-43). This process will initially configure MQTT and monitor the received
loT messages (Scheduler process manager component). Upon receiving a message (from the mgqttListener function)
initiating an loT data stream between the sensor and loT gateway, the process running in the Scheduler stores/
updates data concerning the devices’ association (scheduleList in Algorithm 1) or ends the communication (STOP
TATU message). These messages in the loT data stream adhere to the standardization provided by the TATU protocol
(described and evaluated in [26]). Based on this data, the process invokes the function buildPredictWindow (Line
21) to predict the temporal pattern (delay among messages) in the communication among devices using the LSTM
model. From the value predicted in buildPredictWindow and stored in scheduleList params, the process can previously
install the rules in the flow tables of the switches in the network path (see processLoop in Fig. 9 and OpenFlow rules
installation in Fig. 11).

The identification and scheduling of the installation of OpenFlow rules in a communication flow in the Fog of
Things, as presented in Fig. 10, involves initiating a process (in the Controller) for each loT Gateway in the environ-
ment, which will monitor the loT messages received by the loT Gateways. In step 1, an loT message is sent, indicat-
ing the start of a flow between the sensor and the loT Gateway. In step 2, the controller (registered to the topic)
identifies the message published via MQTT (step 2) through the Pub/Sub listener module, which is responsible for
detecting all messages initiating and modifying flows in the environment. Subsequently, the Controller initiates an
individual process for each loT Gateway, taking into account information about the association of sensors and loT
Gateways (Step 3). Based on this information and in conjunction with the LSTM model, the process identifies the
temporal pattern in communication between devices and anticipates the installation of rules in the flow tables of
the switches that make up the path.
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import PoxCarpController.network, RyuController.network as Controller;
import Controller.OpenFlow_v10;

import Config;

import PahoMQTT;

import TATU;

import LstmModel,BuildParserWindow;

Process Scheduler (gateway):

PredAttr={predTime, currentTime, initTime};

scheduleList=[ |;

Function mgttListener (mgqttMsg):

tatuDevice=TATU.getDevice(mqttMsg);
tatuDevice.add(new PredAttr());
tatuType=tatuDevice.getMessageType();
if tatuType==TATU.INIT or tatuType==TATU.EVT then
if scheduleList.contains(tatuDevice) then
L scheduleList.update(tatuDevice);

else
L scheduleList.add(tatuDevice);

buildPredict Window(mqttMsg);

else if tatuType==TATU.STOP then
L scheduleList.remove(tatuDevice);

Function buildPredictWindow(mgqttMsg):

windowSamples=BuildParserWindow.msgParser(mqttMsg).get Window ();

windowSamples=BuildParserWindow.normalizing(windowSamples);
windowSamples=BuildParserWindow.reshape(windowSamples);
listPred=LSTM.model.load (‘LSTM.h5’).predict(windowSamples);
listPred=BuildParserWindow.unormalizing(listPred);
scheduleList.get(TATU.getDevice(mqttMsg)).setPred Time(listPred.mean());

Function configMQTT():

client=PahoMQTT.client(protocol=mqtt. MQTTv31);
client.onMessage = mqttListener;

client.connect(gateway.IP, Config.brokerPort, Config.KeepAlive);
client.loopForever();

Function processRun():

configMQTT();
while True do
foreach scheduleList as L do
if L.getPredAtir().currentTime >= L.getPredAttr().predTime
then
Controller.network.set(OpenFlow_V10);
Controller.network.installFlow(L.gateway,L.sensor,Config.net Timeout);

break;
B L.currentTime=System fimestamp ()-L.init Time()

Function main(gatewayList):

foreach gatewaylList as G do

L

Process.start(G)
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Figure 11 shows an example scenario with prediction and rule installation. Although the installation scheduling is
performed individually by the Schedule Process Manager module, the installation of the rules is executed in collabo-
ration with the native codes and libraries of the Controllers (POX and RYU). This approach ensures that the solution
aligns seamlessly with the L3 layer algorithms already utilized and implemented in the controller versions. In Fig. 11,
the rules are installed on switches that are in the path that the ‘future’ request will pass. In addition, the rules installed
on the switches via prediction already consider and install the necessary rule to return the same request, in which case
the roles of the source (nw_src) and destination (nw_dst) devices are reversed, example of rules (1) and (2) installed in
the switch (s1).

6 Numerical examples

This section describes aspects related to the environment’s setup, execution of experiments, and dataset description.
In the pre-processing data stage, the adaptation of the original dataset was performed to obtain better results with the
LSTM model (described in Sect. 5.2). At this stage, the main activities performed were: (i) removal of records containing
samples with inadequate values to the standard of the evaluated sensor; (ii) dataset normalization; (iii) generation of a
final dataset containing only the sensors chosen in the design of the experiments.

We chose Intel Lab Data [45] as the dataset to support the experiments and train the LSTM model. This public dataset
contains data from different sensor nodes, totaling 3 million records, and mapping the following sample types: tempera-
ture, humidity and luminosity. The data collected during approximately 35 days was located in the same building, and
its internal placements can be seen in Fig. 12.

Data from 12 sensors (Intel Lab Data) supported the results presented in this section. Thus, the experiments with these
sensors were submitted to the same scenarios (loT data stream and network configuration) with variation in the instal-
lation mode of the OpenFlow rules, being: (i) reactive mode - default, (ii) installation of rules (30s, 60s, and 120s timeout)
based on prediction of loT data stream. The following metrics were collected: (i) RTT delay, analyzing the impact of loT
data stream on response time, (i) mean absolute error (MAE), (iii) root mean squared error (RMSE). Such errors (MAE and
MSE) consider the time difference between the installation of the rule and the arrival of the loT message. The MAE and
RMSE metrics calculation uses the global approach (considering hits and misses) and the hit approach (considering only
hits). The global approach considers the RTT of all loT messages, regardless of whether the prediction model and the
OpenFlow rules scheduler installed the rules at the right time. The hit approach only considers the RTT of loT messages
that previously encountered all OpenFlow rules installed on the network path.

We ran the experiments using an Intel core i5-4210 Processor and 12 GB RAM with Ubuntu 14.04 LTS operating system.
Three simulations were performed for each scenario in order to generate the results of the design of the experiments used
in this work. Each simulation lasted 2200 s (approximately 37 min), long enough to provide variation in the workload (loT
messages by TATU protocol [26]) and provide different behaviors in the collected values from the temperature sample
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(a) Results grouped by controller version. RTT met- (b) Percentage of hits of the proposed

ric data according to the timeout variation of the machine learning model according to the

OpenFlow rules and the no prediction scenario. OpenFlow rules timeout variation. The
results indicate the probability of an IoT
message arriving at a switch and binding to
the previously installed OpenFlow rule (by
prediction).

(dataset). Such experiments consider two different versions of SDN Controllers - POX Controller? and Ryu Controller® (both
with OpenFlow V1.0 protocol). Thus, it is shown that the proposed loT data stream prediction and previous installation
of OpenFlow rules can be applied to the appointed Controllers and with possibilities of extension to other versions. All
values generated in this stage were used, since the results obtained in each scenario did not present significant changes.
In the experiments, we used a hybrid (combining tree and linear topology) with standard mininet links and bandwidth
ranging from 5 to 10 Mb/s.

The results presented in Fig. 13a indicate that the proposal of prior installation by prediction allowed a reduction in
loT data stream RTT of about 65% compared to the traditional OpenFlow reactive mode (No Prediction). This charac-
teristic demonstrates that the model can predict the adequate time for installing the rules and, consequently, decrease
the response time (see Sect. 4). According to Fig. 13a, the values indicate the timeout configuration with 120 s obtains
the best results (lowest RTT). Such aspect occurs because the greater the timeout value inserted in the OpenFlow rules,
the greater the possibility that a given loT message will find the corresponding rule already installed. Another important
aspect shown in Fig. 13a is the variations in the results when modifying the Controller version. Although both have similar
behavior to the results described above, it is noteworthy that Ryu Controller has lower RTT values when compared to
the same configuration using the POX Controller. This factor indicates that Controllers implement OpenFlow policies
and routing algorithms with different internal data structures and performance (although the similar behavior of the
results). However, in experiments with both Controllers, the loT data stream prediction strategy decreased the RTT value
and consequently fulfilled the delivery of IoT messages in a shorter time.

Figure 13b shows the results of the percentage of hits obtained by the proposed machine learning model according to
the variation in the OpenFlow rules timeout. In this case, are considered hits events that the loT data stream occurs with
the OpenFlow rules previously installed in the switches (by prediction). The results presented in Fig. 13b have a similar
explanation to the data indicated in Fig. 13a, i.e., the longer the rule remains in the switches, the greater the probability
that new loT data stream will find its corresponding rule. Thus, the configuration with 120s of timeout had the highest
hit rate (70.3%), followed by 68.4% and 64.7% for the 60 s and 30 s timeouts scenarios. Such hit values reinforce the rea-
son for the decrease in RTT presented in this section. To highlight the hits and misses of the proposed model, a specific
fragment of the results is presented in Fig. 14. This figure contains, for a specific sensor, the variation in hits and misses
according to the OpenFlow timeout value.

Figure 15 shows the values obtained in the experiments for the MAE and RMSE metrics. In these cases, the data is
characterized between calculations (MAE and RMSE) only for hits (i.e., when the loT message matches the previously
OpenFlow rules installed) and calculations considering the misses and hits (considering all timeouts - hits and misses).

2 POX Controller: https://github.com/noxrepo/pox.
3 Ryu Controller: https://ryu-sdn.org/.

@ Discover


https://github.com/noxrepo/pox
https://ryu-sdn.org/

Discover Internet of Things

(2024) 4:15 | https://doi.org/10.1007/543926-024-00068-3 Research
60 ->-- Timeout 120s - Ryu 601 -~ Timeout 60s - Ryu 60 1 -s- Timeout 30s - Ryu
x—
Ty X’x‘ n m ¥ m ," -’f\
Eor 15 i Bef A Ao Bop /o 3
St \ \ I\ \ 7\
] \ [ ! 1\ A \ R
E H H T\ E r & ' ! \ E If ! )(I \
201 | \ I 204/ \ — 2011 \ ’ \
! \ ! \ ’ \ ! \ H H ’ \
i \ ¢ \ / \ Jk' % / \ / | o
0 % 8909 9 0 ¢ S g oo A 0 k o 5 T8 ¥
0o 2 4 6 8 10 0o 2 4 6 8 10 0 2 4 6 8 10
Samples Samples

Samples
(a) Samples from sensor ID 2 (see (b) Samples from sensor ID 2 (see (c¢) Samples from sensor ID 2 (see

Figure 12) with 120 seconds time- Figure 12) with 60 seconds time- Figure 12) with 30 seconds time-
out. out. out.

Fig. 14 Impact of hit predictions on RTT metric results. The results show samples collected in three sensors included in the set of devices of
the experiments

30 5 60
= Timeout 30s hits = Timeout 30s hits
g Timeout 60s hits L Timeout 60s hits
i m= Timeout 120s hits ° mw Timeout 120s hits
ﬂ_,:-; _ 20+ All timeouts - hits and misses : § o 40 All timeouts - hits and misses |
- LLJ ow0n .
3¢ 8 2 | R <N
= \ 1= i N N N
< 10+ 1 k‘ =i 8 20 — ] ™M S o
= I ~ o O 4
© C (=] > (o] N I i
] o X SR, & : N : i
0 i o % & 0
POX Controller Ryu Controller POX + Ryu POX Controller Ryu Controller POX + Ryu
Controller Controller

(a) MAE metric (b) RMSE metric

Fig. 15 Analysis of MAE and RMSE metrics based on variations: Controller version, and OpenFlow rules timeout

This approach aims to perform calculations for the global scenario (misses and hits) and contexts of only hits, allowing
behavior visualization of the MAE and RMSE metrics for both scenarios.

In Fig. 15a (MAE data), the results show that the MAE values (hits) become smaller according to the decrease in the
timeout value. Taking into account the MAE and the hits of the proposed model (timeout hits in Fig. 15a), the timeout 30s
presents the best values for the MAE metric, indicating greater accuracy of the model for this configuration. It is worth
mentioning that considering the time that the rule persists in the switches (timeout) for both versions of the Controllers,
the results remained adequate in the four possible scenarios shown, including the global scenario (hits and misses). In
the global scenario, the value of 19.01 was obtained directly by averaging all previous configurations and considering
errors and hits. The values shown in Fig. 15a (especially All timeouts - hits and misses) match with the percentage of hits
shown in Fig. 13b. In this case, the MAE values do not exceed the average time that a given OpenFlow rule will persist in

the switch, thus causing more hits than misses.

The results for the RMSE metric (see Fig. 15b) present a behavior similar to that obtained for the MAE metric. For
hit scenarios, the results show that lower rule timeouts cause lower values for the RMSE. Furthermore, considering
all scenarios, the highest RMSE was obtained by the global setting (All timeouts - hits and misses) with a value of
35.10. Such results corroborate the percentage of hits described in Fig. 13b, as the time that OpenFlow rules remain

in the switches can be adjusted to values greater than the results obtained in the global RMSE - allowing a greater
hits probability.
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7 Conclusion and future works

In this paper, we present an approach to implement data stream prediction among loT devices to install OpenFlow
rules in an SDN network. Using such a solution, we reduced the response time (by RTT) in loT data traffic in an SDN/
OpenFlow network operating in reactive mode. The proposed machine learning algorithm employs an LSTM network
that receives temperature data and concept drift time as inputs and outputs the time of the following loT communica-
tion. The results presented indicated that the generated model produced adequate predictions for the evaluated loT
scenario considering the variation in timeout in the OpenFlow rules. Therefore, based on the results, it is considered
that the approach proposed in this work led to an improvement in the performance of the experiments considering
the evaluated RTT metric.

In future work, we intend to expand the scenario by increasing the number of sensors. This approach will enable us
to evaluate the impact of the number of devices on the effectiveness of the solution and comprehensively assess the
scalability aspects of the proposal. Additionally, we plan to test and adapt the proposed solution for other datasets and
types of sensors applicable to the Internet of Things context. This approach will allow us to evaluate the proposal across
a broader range of scenarios and situations within loT environments.

The proposed model and experiments present some limitations we intend to evaluate in future work, such as training
and evaluating the model in other datasets for communication prediction in the loT data stream. In addition, the experi-
ment with the LSTM model has the architecture for the univariate data stream; in future work, we intend to expand our
prediction model to use the loT data stream multivariate.
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