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Abstract—The convergence of Information Technology (IT)
and Operational Technology (OT) in Industry 4.0 presents new
challenges, necessitating innovative approaches to guarantee the
safe and secure execution of production processes. Consequently,
the safety and security of production systems have emerged
as crucial elements, given that security incidents can result
in severe consequences such as production failure, equipment
damage, or human injury. Previously, in a stakeholder analysis,
we investigated how Austrian industrial automation stakeholders
manage safety and security risks. The study, which included
vendors, integrators, and asset owners, focused on secure and
safe infrastructures, system architectures, and risk management.
Our findings revealed limited industry awareness and usage of
the Reference Architecture Model Industrie (RAMI) 4.0, empha-
sizing the need for an economically viable, holistic approach to
integrated security and safety by design. Moreover, we introduced
a comprehensive ontology for safety, security, and operation
requirements in the IT/OT convergence. Building on top of these
works, we introduce a model-based engineering approach to im-
plement integrated safety and security while designing industrial
Cyber-Physical Systems (CPS). We model these systems precisely
using System Modeling Language (SysML) 2.0 specification and
verify the requirements.

Index Terms—IT/OT Convergence, Reference Architecture
Model Industrie 4.0, Integrated Safety and Security by Design

I. INTRODUCTION

Ensuring security in production systems is vital for safety,
reliability, and availability [2]. However, the convergence of IT
and OT has created new vulnerabilities, exposing production
systems to cyber-attacks [1]. Attacked IT infrastructure may
lead to safety issues, system failures, and equipment damage.
For instance, exploiting IT vulnerabilities can target a safety
instrumented system, resulting in its failure to respond when
necessary, or executing safety functions at the wrong time.
This can lead to injuries, damage to the production facility, or
intentional triggering of safety functions, causing operational
stoppages and economic losses [9].

Moreover, measurements to increase safety can lead to
security vulnerabilities [12]. For example, to mitigate the
possibility of collisions in a cooperative robots application,
external devices such as safety sensors equipped with light
barriers can be incorporated into the system [4]. However,
these sensors necessitate additional network communication,

thereby increasing the system’s susceptibility to potential
security attacks. These examples highlight the necessity for
a comprehensive approach to safety and security.

Monitoring the state of production systems and detecting
unexpected attacks pose a growing challenge. The complex-
ity arises from the diverse resources, components and the
isolated design of safety and security in production systems
[2]. Additionally, different perspectives of engineering experts
widen the gap in safety and security coverage, complicating
the analysis. Although various approaches exist [7], [8], [10],
there is a demand for a standardized, flexible framework, and
generic tools that seamlessly integrate safety and security in
the context of production systems [10].

Previously [5], we examined how stakeholders in Austrian
industrial automation firms handle security and safety risks to
prevent unfavorable outcomes. The analysis covered product or
component vendors, integrators, and asset owners of industrial
systems, focusing on safe and secure infrastructures, system
architectures, and risk management. Moreover, we identified
inter-dependencies between safety and security requirements.
The study unfolded in two phases: Initially, an online survey
was administered where stakeholders provided simultaneous
responses. Subsequently, individual stakeholder workshops
were conducted to gather more detailed insights into each
stakeholder’s OT system and components concerning security
and safety considerations, building upon the survey results.

Our findings indicated that the industry was not well-
acquainted with and did not widely use the reference archi-
tecture RAMI 4.0 [3]. Additionally, the industrial stakeholders
under examination expressed a consensus that achieving an
economically feasible, comprehensive approach to safety and
security by design was an important objective.

In [6], we introduced a comprehensive ontology for safety,
security and operation requirements in IT/OT convergence.
We identified eight domains to achieve a holistic view on
safety and security, i.e., OT domain-specific model, operations
and quality, hazard identification, threat identification, safety
functions and requirements, security controls and require-
ments, risk evaluation and prioritization, and risk treatment.
In this paper, we build on top of these works and introduce a
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Fig. 1. Model-Based Engineering Approach

Model-Based Engineering (MBE) approach [11] to facilitate
the generation of artifacts regarding the integrated safety and
security of industrial CPS.

We introduce a metamodel that describes industrial sys-
tems with integrated safety and security as a design-time
requirement. Our proposed approach adheres to the following
steps. Firstly, based on our metamodel, we create model
instances using the SysML 2.0 specification' to precisely
model industrial systems. Secondly, we verify requirements
and validate our model instances. Finally, we generate artifacts
based on the validated instances.

II. APPROACH OVERVIEW

Model-Based Engineering. Figure 1 shows our MBE ap-
proach. We define our metamodel (in a combination with
our ontological concepts) to describe the industrial systems
that must adhere to safety and security guidelines, e.g., IEC
624432, which is a series of standards concerning the cyberse-
curity of industrial automation and control systems. We map
this metamodel to the textual representation of the SysML
2.0 specification' to create a Model Instance [11]. These
instances are passed through Model Validator that checks the
defined safety and security requirements. The validated model
instances are then passed to an Artifact Generator to generate
artifacts, e.g., code, automatic test cases, or recommendation,
which are traced back to the requirements.
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Fig. 2. Reference Architecture Model Industrie 4.0

Reference Architecture Model Industrie 4.0. Figure 2
shows the RAMI 4.0 three-dimensional model [3]. These

Thttps://www.omg.org/spec/SysML/2.0/Betal
Zhttps://www.iec.ch/blog/understanding-iec-62443

dimensions are Life Cycle and Value Stream, Hierarchy Levels,
and Interoperability Layers. Regarding the Life Cycle and
Value Stream, our MBE method is used in the Development
Cycle to generate artifacts implementing the integrated safety
and security ontological concepts at the design-time of indus-
trial CPS. These artifacts are used in the Production Cycle
to ensure safety and security guidelines (e.g., IEC 62443%).
Regarding the Hierarchy Levels, our approach offers benefits
at the Control Device Hierarchy where safety and security is
implemented. Finally, regarding the Interoperability Layers,
we focus on the Integration Layer, where the transition from
the real world to the digital world is considered, and the
Communication Layer, where the communication between
different components are mapped. However, we consider all
layers in our approach, whenever applicable.
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