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ABSTRACT In recent years, concepts and components of information technology (IT) have made their way
into the shop floor, today better known as operational technology (OT). The increasing interconnection and
convergence of IT and OT have exposed industrial infrastructures to cyber attacks. In addition, they have
become vulnerable to advanced persistent threats. This article examines real-world incidents, looking at the
complex landscape of threat groups targeting OT environments and the tactic, technique, and procedures
employed by these threat groups. Consequently, it highlights the need for increased vigilance in protecting
OT environments, which can be done by using a variety of open-source threat intelligence platforms and
databases, including Thai computer emergency response team (ThaiCERT), Malpedia by Fraunhofer-Institut
fiir Kommunikation, Informationsverarbeitung und Ergonomie (Malpedia by FKIE), adversarial tactics,
techniques, and common knowledge by massachusetts institute of technology research and engineering
(MITRE ATT&CK), and Industrial Control Systems Cyber Emergency Response Team. We aim to provide
relevant stakeholders (manufacturers, asset owners and system integrators), including Chief Information
Security Officers, with information on emerging threat groups, attack victims and their locations, the origins
of attacks, the tools and types of tools used, and the motivations behind these attacks. This understanding
is crucial to improving defensive strategies based on relevant standards and frameworks and protecting OT

environments against evolving cyber threats.

INDEX TERMS Operational technology (OT), security, threat group analysis.

I. INTRODUCTION

Operational technology (OT) environments encompass com-
plex systems and technologies meticulously designed to
supervise and regulate physical processes in diverse indus-
trial sectors. Unlike its counterpart, information technology
(IT), which centers around data manipulation and commu-
nication at an enterprise level, OT is dedicated explicitly to
automating and monitoring industrial machinery, processes,
and equipment. OT has emerged as the cornerstone of mod-
ern industrial advancement in the manufacturing, energy, oil
and gas, industrial, petrochemical, and critical infrastructure
domains.

In an era marked by the swift convergence of IT and OT,
blending digital technologies with industrial infrastructure,
the security of OT environments has emerged as a significant
concern [1]. Security at the field level of the automation
pyramid is not a completely new topic and has been discussed
for more than two decades [2]. However, the rapid spread of IT
concepts and components in the OT domain and the resulting
tight interconnection resulting from this convergence have
severely aggravated the problem. It has made OT increasingly
vulnerable to threats that we used to know only from the IT
world. Consequently, this has enabled and encouraged cyber
adversaries to target and disrupt also OT systems. Among
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these adversaries are also threat groups, such as APT4]
and Dragonfly, that now have the possibility to pivot and
infiltrate a wide range of industrial infrastructure, exploiting
the blurred boundaries between IT and OT security.

Threat groups benefit from substantial resources and
excel in stealthy infiltrations of OT infrastructures, targeting
sectors crucial for national interests by developing specialized
malware for OT environments [3], [4]. Collaboration among
threat groups in underground forums amplifies attacks on
OT environments, facilitating synchronized efforts [5].
Threat groups are also leveraging artificial intelligence
(AI) and machine learning (ML) techniques to increase the
sophistication of the attack, posing an escalating threat to
OT security [6], [7], [8]. Furthermore, they are interested
in merging cyber capabilities with physical attacks on OT
infrastructure, which sparks concerns about destructive
cyber-physical assaults [9], [10].

Several notable incidents underscore the potentially catas-
trophic outcomes of cyber attacks on OT environments as
follows.

1) The BlackEnergy malware was used in several high-
profile attacks on OT environments by the Sandworm
threat group, including the 2015 cyber attack on the
Ukrainian power grid. BlackEnergy is a modular mal-
ware that can steal data, disrupt operations, and cause
physical damage [11].

2) Industroyer malware was used in a cyber attack by the
Dragonfly threat group on a Ukrainian electricity dis-
tribution company in 2016. Industroyer is sophisticated
malware that can target both IT and OT systems, causing
physical damage by disrupting the operation of critical
infrastructures [12].

3) The VPNFilter malware was discovered in 2018 and
targets Virtual Private Network (VPN) devices that con-
nect OT networks to the Internet used by the threat
group Sofacy (APT28). VPNFilter can steal data, dis-
rupt operations, and deny access to critical systems [13].

4) The Triton malware was discovered in 2020 and
is sophisticated malware used by the threat group
TEMP. Veles targeting Industrial Control Systems (ICS),
capable of causing physical damage by disrupting the
essential operation of infrastructure [14].

5) The EKANS ransomware, discovered in December
2019 and more prevalent in early 2020, is used by
the Turla threat group and targets explicitly ICS and
OT networks. It encrypts files crucial to industrial
processes, such as files used in Supervisory Control
and Data Acquisition (SCADA) systems, Human
Machine Interfaces (HMIs), and Programmable Logic
Controllers (PLCs), demanding ransom payments for
decryption keys [15].

6) The Colonial Pipeline ransomware attack, discovered in
May 2021, targeted the major fuel pipeline operator in
the US by the threat group Carbanak (Anunak). Using
DarkSide ransomware, it encrypted crucial OT systems
responsible for managing pipeline operations [16].
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7) The Pipedream malware was discovered in early 2022
and reported by Dragos to have been created by the
Chernovite threat group. Although there have been no
reported attacks using Pipedream, it explicitly targets
ICS and OT components, including PLCs, SCADA
systems, and the Codesys software platform used to
program PLCs. Pipedream is capable of disrupting or
manipulating industrial processes, stealing data, and
causing physical damage [17].

A common denominator in all such attacks is that it starts
with infiltration of IT systems before proceeding to the ac-
tual OT level. Defenders must, therefore, implement robust
cybersecurity measures to mitigate these evolving threats. The
particular challenge is that many OT environments heavily
rely on legacy systems, often with unpatched vulnerabilities,
which facilitates attacks [9]. Before creating a defense strat-
egy, stakeholders should carefully study the tactic, technique,
and procedure (TTP) used by the threat actors. This modus
operandi of threat groups has been well studied in the IT
domain [18], [19], [20], [21]. However, little attention has
been given so far to specific OT aspects.

This article aims to analyze comprehensively the complex
landscape of advanced persistent threats (APTs) that have
OT environments as their ultimate target. It explores different
risk and vulnerability aspects while examining the Tactic,
Technique, and Procedures (TTPs) used by the adversaries.
The rest of this article is organized as follows. Section II
provides related work on threat groups or APTs, Section III
offers a comprehensive analysis of threat groups in OT en-
vironments, Section IV provides the results on the analysis
of threat groups in OT environment, Section V presents the
phases of the ICS cyber-kill chain procedure followed by
threat groups and their impact on OT environments, while
Section VI discusses the interpretation of statistical analysis
of threat groups. Section VII provides strategies for defend-
ing against threat groups and malware. Finally, Section VIII
concludes this article.

Il. RELATED WORK
APT or threat group attribution is a complex challenge requir-
ing a holistic approach, combining definitions, characteristics,
and attack execution across both IT and OT environments.
Hussain et al. [22] overview APTs and their communica-
tion mechanisms, detailing how compromised hosts interact
with command and control (C2) servers for command is-
suance and data exfiltration via persistent malware. However,
the study focuses on IT environment detection frameworks
and omits OT environment attack methodologies and pre-
ventive measures. Talib et al. [23] studied potential solutions
for detecting APT beaconing, emphasizing communication
channel-based techniques to detect C2 malware and beacon-
ing activities.However, defense requires a layered approach
beyond identifying communication channels; the study does
not identify specific sectors targeted by APTs or the lay-
ers of architecture affected. Alshamrani et al. [21] examined
the APT lifecycle, scrutinizing existing detection tools for
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identifying different stages of APT attacks and exploring
machine learning approaches to enhance threat detection sys-
tems. While the objective of their study aligns with ours,
it neither address sector-specific issues in OT environments
nor provide data-backed argumentation. Lemay et al. [18]
surveyed open-source literature on APT actors and their activ-
ities up to 2017, emphasizing APT operations over defense or
detection approaches. While this aligns with our goal of iden-
tifying research gaps in APTs, it neither cover sector-specific
nor OT-specific threat groups.

Kotenko et al. [24], Huang et al. [25], and Muhammed
and Das [26] examined cybercrime services and tools from
a value chain perspective, identifying 24 key activities and
their interrelations. While their analysis highlights the spe-
cialization and collaboration in cyber attacks, it neither
addresses country-specific nor sector-specific attacks in OT
environments. Bahrami et al. [19] provided a comprehensive
overview of TTPs for APT, analyzing 22 APT groups and
their 40 attacks. Their study outlined seven phases of the
cyber kill chain: reconnaissance, weaponization, delivery, ex-
ploitation, installation, C2, and action on objectives (AOO).
However, their overview lacks OT-specific and sector-specific
attacks, whereas our study analyses 120 threat groups across
the ICS/OT sector. Singh et al. [20] examine APT mod-
eling and behavioral patterns, including various APT types
and zero-day exploits. Their research focuses on clustering,
learning, and extraction techniques. Models, such as the Kill
Chain [27], Attack Tree [21], Attack Pyramid [28], Attack
Graph [29], Markov model [30], Network Evolution [31], Di-
amond Model [32], Q Model [33], and Enterprise Commercial
Model [34], outline APT attack attribution. Although aligned
with our goals, the study still lacks coverage of sector-specific
ICS/OT attacks.

Sundaram et al. [35] proposed an active defense mechanism
for OT that involves introducing noise into the OT network
to detect unauthorized manipulations by APTs and insider
threats. However, their study does not address how TTPs
might evolve in response to the implemented defense mech-
anisms. Krasznay and Gyebndr [36] developed a framework
for sharing information on the TTPs of threat actors targeting
the OT/ICS environment in the energy sector, utilizing a hon-
eypot. While their study provides valuable insights into threat
intelligence, it lacks detailed information on specific TTPs
and is limited to a single sector. Jadidi and Lu [37] proposed
a three-phase threat hunting framework for ICS/OT networks
that integrates the Diamond Model [32] and adversarial tac-
tics, techniques, and common knowledge by massachusetts
institute of technology research and engineering (MITRE
ATT&CK). This framework aims to identify TTPs and visu-
alize attack routes toward targets. However, it does not offer
a comprehensive overview of the TTPs and APTs across the
broader OT/ICS environment

The novelty of our work, compared to the studies men-
tioned, lies in its focus on the OT environment. This area still
has significant research gaps, particularly regarding the cur-
rent landscape of APT/ threat groups exploiting OT systems.
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By investigating data-backed arguments on sector-specific
analyses, emerging threat groups in OT environments, their
TTPs, and identifying the countries responsible for or affected
by these attacks, we aim to provide new directions for future
research.

lil. ANALYSIS OF THREAT GROUPS

There are several open-source threat intelligence platforms
and databases that provide information about known threat
groups, their activities, tactics, and techniques. The challenge
is that they are not using uniform data formats and have
different coverage of incidents, which makes harmonizing in-
formation difficult. In our survey, we try to collate information
from several sources in a systematic way.

A. DATA SOURCES

Cybersecurity professionals often use a combination of open-
source intelligence, commercial threat intelligence feeds, and
proprietary research to develop a comprehensive understand-
ing of threat groups and their activities. Security researchers
frequently study TTPs to create “threat profiles” that assist
in identifying the origin, intent, and capabilities of a threat
group. This information is crucial for comprehending the
threat landscape, devising effective defenses, and responding
to incidents. Notable sources, include Threat Group Cards by
Thai computer emergency response team (ThaiCERT) [38],
Malpedia by Fraunhofer-Institut fiir Kommunikation, Infor-
mationsverarbeitung und Ergonomie (FKIE) [39], MITRE
ATT&CK [40], and the Industrial Control Systems Cyber
Emergency Response Team (ICS-CERT) [41]. They are excel-
lent resources for analyzing cyber threats targeting industrial
systems, and these data sources also periodically include re-
ports published by various OT security service providers,
for instance, Dragos, Darktrace, FireEye, Nozomi Networks,
Claroty, Forescout, and Kaspersky.

Specifically, ThaiCERT provides valuable insights into
threat groups focused on sectors like energy and manu-
facturing, highlighting their tools and motivations. MITRE
ATT&CK offers a structured framework for mapping attacks
to the ISA-95 model, detailing the TTPs used by threat ac-
tors. Malpedia specializes in identifying malware families and
tools associated with these groups, while ICS-CERT deliv-
ers incident reports specifically related to ICS environments,
identifying affected infrastructure, industries, and the moti-
vations behind the attacks. Together, these sources provide a
comprehensive view of threats to critical infrastructure.

In contrast, platforms like EuRepoC'primarily focus on
strategic-level intelligence and broad cybercrime trends rather
than providing detailed, tactical data on specific threats or
incidents. This limits their suitability for the purpose of this
article. Although the platform updates data daily, a notable
drawback is the inconsistent data quality, with many pa-
rameters frequently marked as “information not available.”
In addition, substantial manual effort is required to extract
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FIGURE 2. Levels in industrial automation based on the ISA-95 standard
with associated functionalities [43].

the industry-specific insights necessary for analyzing threats
to ICS and critical infrastructure. By comparison, resources,
such as ThaiCERT and MITRE ATT&CK, offer more gran-
ular, timely, and technical information on TTPs, tools, and
targeted sectors, making them more relevant for understand-
ing specific threats to industrial environments.

B. METHODOLOGY

In order to collate information from the diverse data sources,
we follow a multiphase methodology shown in Fig. 1. The
methodology begins with source selection and data extrac-
tion, where threat group information is gathered from sources,
such as ThaiCERT’s Threat Group Cards, MITRE ATT&CK,
Malpedia by Fraunhofer FKIE, and ICS-CERT. Key data
points—including threat group names, targeted sectors, in-
frastructure levels [based on ISA-95 (see Fig. 2)], countries
involved, motivations, and tools—are extracted.

In the Classification by Infrastructure phase, attacks are
mapped to ISA-95 levels, ranging from Level O (field devices)
to Level 4 (business systems), pinpointing the level of targeted
infrastructure. Next, in the Country and Sector Analysis phase,
source and victim countries and targeted sectors are identified.
Moving to Motivation and Tools Identification, motivations,
such as financial gain, espionage, or sabotage, are determined,
along with categorizing the tools each threat group uses.
Finally, the Cross-Source Validation and Reporting phase en-
sures consistency and fills gaps by cross-referencing findings
across sources.

As the structures of the used databases vary, the application
of the methodology varies in details, too. For ThaiCERT’s
Threat Group Cards, it focuses on victim sectors within
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critical industries, such as energy, manufacturing, and petro-
chemicals. In the Classification by Infrastructure phase, the
analysis emphasizes attacks on ISA-95 Levels 0 to 3. Victim
countries are identified during Country and Sector Analysis,
and motivations and tools used by attackers are analyzed in
Motivation and Tools Identification.

In MITRE ATT&CK, process starts by identifying relevant
TTPs, particularly those affecting ISA-95 Levels O to 3, and
mapping them to specific infrastructure levels. Threat groups
using these TTPs, along with tools and motivations, are ana-
lyzed, with a focus on state-sponsored activities documented
in MITRE ATT&CK.

In Malpedia by Fraunhofer FKIE, after data extraction on
threat groups, we analyze corresponding malware families,
tools, and affected countries. Malpedia may lack direct mo-
tivation or ISA-95 information, so these are inferred in the
Motivation and Tools Identification phase when possible.

ICS-CERT advisories provide detailed insights into tar-
geted infrastructure, especially in ICS incidents. These ad-
visories facilitate detailed classification by ISA-95 level and
allow for a deeper look into affected industries and regions
during Country and Sector Analysis. Attack motivations—
financial, espionage, or sabotage—are assessed in Motivation
and Tools Identification, along with specific malware or ex-
ploits associated with industrial systems.

Using this methodology, we compiled information on ap-
proximately 443 threat groups, with 120 of them targeting
OT/ICS environments in industrial sectors, such as manu-
facturing, energy, oil and gas, industrial, petrochemical, and
critical infrastructure. The collated data from the methodology
have been made publicly available in the dataset [42]. The
platforms and databases used in the analysis may not cover
all threat groups, but they do offer valuable insights into the
latest threats and trends in the OT cybersecurity landscape.

IV. RESULTS OF THE ANALYSIS

A. THREAT ACTOR GROUP

Numerous threat actors pose significant risks to industries in
the realm of OT. These threat actors encompass diverse enti-
ties, each with distinct motivations and capabilities. Fig. 3(a)
presents the statistical analysis of threat groups that conducted
attacks up until June 2023. The data reveals that the Lazarus
Group (also known as Hidden Cobra, Labyrinth Chollima)
accounted for the highest percentage of approximately 10%
of overall attacks, followed closely by the Lockbit Gang and
Sofacy (also known as APT 28, Fancy Bear, Sednit), both
contributing to approximately 8.5% of attacks on OT environ-
ments and so forth.

B. VICTIM SECTOR

Attacks on OT environments in different sectors can result in
significant operational disruptions. Manufacturing production
lines may come to a halt, causing delays in product delivery.
Energy, oil, and gas facilities might experience shutdowns or
disruptions in the supply chain, leading to energy shortages
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Victim Sector based on [42].

and price fluctuations. Petrochemical plants could suffer from
equipment malfunctions, affecting their output. A high-profile
attack on an OT environment can tarnish the reputation of
the impacted organization or industry. Customers, partners,
and investors might lose trust in the organization’s capacity
to safeguard critical infrastructure, potentially losing business
and brand value. Fig. 3(d) presents a statistical analysis of the
affected victim sectors, along with the number of threat groups
targeting each respective sector. The energy sector emerges
as the most frequently attacked, contributed by 67.5% of the
threat groups, followed by manufacturing with 42.5%, and oil
and gas with 20.8%.

C. OT INFRASTRUCTURE TARGET LEVEL

In industrial automation, the convergence of two domains
within ICS, namely, IT and OT, has emerged as the driving
force behind Industry 4.0. Adopting cutting-edge software
technologies, business intelligence, and analytics propels this
evolution. Referring to the ISA-95 automation pyramid [43]
(see Fig. 2 for a depiction of the related activities at each
level), IT is positioned at Level 4 according to the standard.
It governs business planning and logistics, encompassing data
distribution software, data centers, corporate networks, and
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enterprise systems for data processing. Furthermore, OT oc-
cupies a position from Level 0, extending up through Level
2, and at times even encompassing Level 3. Its purview
encompasses oversight of manufacturing operations and con-
trols, including data acquisition systems, process plants, field
equipment, human interfaces, and control networks. Fig. 3(c)
illustrates a statistical analysis of the most targeted levels
based on ISA-95. It reveals that Level 3 is the most frequently
attacked, targeted by 99% of threat groups, followed by Level
4 with 98%, Level 2 with 55%, and Level 1 with approxi-
mately 1%.

D. SOURCE COUNTRY OF THREAT GROUP
Attributing cyber threat groups to specific source countries
can present challenges and complexities due to using vari-
ous techniques, such as proxy servers, VPNs, and false flag
operations. These techniques allow attackers to conceal their
actual locations and identities. Moreover, certain threat actors
intentionally obfuscate their origins to avoid detection and
attribution.

However, cybersecurity researchers and experts often ana-
lyze diverse indicators and TTPs employed in cyber attacks
to formulate informed assessments about the likely origin
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of threat groups. Despite these challenges, continuous re-
search and collaboration within the cybersecurity community
enhance the accuracy of attribution and deepen the compre-
hension of the global threat landscape.

Fig. 3(b) displays a statistical analysis of the threat land-
scape, indicating the countries of origin for the threat groups.
China emerges as the primary source, accounting for 30.8% of
the threat groups, followed by unidentified countries at 25.8%,
Iran and Russia at 11.6%, and others.

E. VICTIM COUNTRY OF ATTACK

The specific attribution of attacks to victim countries can be
intricate and subject to change over time; certain countries
are known to be more frequently targeted. Recognizing that
these attacks can impact multiple countries is essential, and
the roster may shift as new threats and campaigns emerge.
Cyber attacks have the potential to affect numerous countries
and organizations worldwide. While it is possible to report
and analyze specific incidents and attacks, it is crucial to avoid
making generalizations by assuming that threat groups exclu-
sively focus on particular countries. Cyber-attacks represent
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a global phenomenon; victims can be identified in diverse
countries and industries.

Fig. 4(a) illustrates a statistical analysis of countries fre-
quently targeted due to their essential industrial infrastructure,
which is critical for the operation of their economies. For
instance, the United States has emerged as the primary target,
being targeted by 70% of threat groups, hosting numerous
major manufacturing plants, oil and gas pipelines, and power
plants. These facilities are potential targets for threat groups
aiming to disrupt or harm critical infrastructure. Following the
United States are the United Kingdom at 47.5%, Germany at
39%, and other countries.

F. MOTIVATION OF ATTACK

As mentioned in the Section I, the motivation of threat groups
varies depending on the specific goals they aim to achieve.
Based on the analyzed data, we have observed that among the
120 threat groups, the outcomes of their motivations are illus-
trated in Fig. 4(c). Approximately 80% of the threat groups
are motivated by information theft, while approximately 48%
of them focus on espionage, and so forth.
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FIGURE 5. ICS cyber-kill chain procedure phases and impact of Solarwinds and TRITON attack on OT environment.

G. TOOLS USED IN ATTACK

Considerable research has been undertaken to study the selec-
tion of tools utilized by threat groups when targeting specific
entities. Threat actors often follow discernible patterns in their
attacks on these entities, and devising a strategy to counteract
these tools could prove highly effective. The functionalities of
all the tools are detailed in Table 1. Fig. 4(b) illustrates the
various tools employed by the analyzed threat groups, with
the Mimikatz tool being used by these threat groups approxi-
mately 28% of the time, followed by Living off the Land tools
at 24.1%, Cobalt Strike at 17.5%, and others.

H. TYPE OF TOOLS USED IN ATTACK

The different types of malware cover a variety of mali-
cious software; most malware is designed to exploit systems
for the benefit of cybercriminals. Understanding the various
types of malware is crucial in protecting devices and sys-
tems from cyber-attacks. Comprehending the different types
of tools is essential in safeguarding from potential compro-
mises. Fig. 4(d) displays the percentage usage of tool types
by the threat groups, with Backdoors being used the most,
accounting for 84% of the time, followed by Info Stealers at
66%, Exfiltration tools at 61%, and others.

V. ICS CYBER-KILL CHAIN PROCEDURE

We use the SANS ICS cyber kill chain [44], [45], a framework
for dissecting complex attacks into nonexclusive stages. This
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two-stage model outlines an attacker’s steps to target and com-
promise an ICS. Understanding these stages allows defenders
to implement security measures to disrupt the attack process
and mitigate risks. The stages of the ICS cyber kill chain are:

Stage 1: Reconnaissance—The attacker gathers informa-
tion about the target ICS/OT environment, such as scanning
for vulnerabilities, identifying devices and systems, and un-
derstanding the overall architecture.

Stage 2: Weaponization—The attacker uses the gathered
information to develop and test tools or exploits to attack
the ICS/OT. This may involve creating custom malware or
modifying existing tools to target specific ICS vulnerabilities.

Fig. 5 illustrates the ICS cyber-kill chain procedure along
with the attack source country, attack motivation, reported
victim countries, and reported victim sectors, OT infrastruc-
ture level affected in relation to the threat group analysis
(cf., Section III) for two distinct attacks: the SolarWinds and
TRITON attacks.

The SolarWinds attack [46], attributed to the Russian APT
group Cozy Bear (APT29), was a supply chain breach that
infiltrated both SolarWinds’ servers and customer networks.
During the reconnaissance phase, attackers likely gathered
information from public sources, industry reports, or even
social media to plan how to exploit SolarWinds’ software
as an initial access vector. SolarWinds’ software, designed
for network monitoring, extends to OT levels, including
SNMP networks and devices used in industrial and building
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TABLE 1. Functionalities of Tools Used by Threat Groups

Tool

Functionality

Mimikatz

Credential theft tool, primarily used for ex-
tracting plaintext passwords, hashes, and
tickets from memory.

Living off the Land

Refers to the use of legitimate system tools
and functionalities by attackers for malicious
purposes, making detection more challeng-
ing.

Cobalt Strike

Framework for adversary simulation and
red team operations, facilitating post-
exploitation  activities, command and
control, and lateral movement.

PlugX

RAT is designed for targeted attacks,
allowing attackers to control compromised
systems.

PsExec

Microsoft Sysinternals tool used for exe-
cuting processes on remote systems, often
employed for lateral movement in network
exploitation.

Lambert

Part of the Equation Group’s toolset, as-
sociated with sophisticated cyber espionage
activities.

GhOst RAT

RAT wused for unauthorized access and
control of compromised systems.

Poison Ivy

RAT with features for surveillance, data theft,
and control of infected systems.

ProcDump

Sysinternals tool for creating process dumps
is often used for analyzing and troubleshoot-
ing software.

ShadowPad Winnti

Backdoor is associated with the Winnti
Group, known for targeted attacks against
the gaming industry and other sectors.

LaZagne

Credential recovery tool, similar to
Mimikatz, focuses on retrieving passwords
from various applications.

Meterpreter

A payload within the Metasploit framework,
providing a wide range of post-exploitation
capabilities on compromised systems.

njRAT

RAT is used for remote control, surveillance,
and data theft.

ASPXSpy

‘Webshell (a tool enabling a web server to be
remotely accessed) is used for unauthorized
access and control of web servers.

PsList

Sysinternals tool for listing detailed informa-
tion about processes.

PwDump

Tool for extracting password hashes from
Windows systems.

nbtscan

Network tool for discovering and enumerat-
ing NetBIOS shares.

9002 RAT

RAT known for evading detection and
maintaining persistence on compromised
systems.

Htran

Covert communication tool for creating hid-
den communication channels.

Derusbi

Backdoor are associated with various cyber
threat groups, including APT17.

QuasarRAT

RAT with features for keylogging, screenshot
capture, and more.

RemcosRAT

RAT with capabilities for remote control and
surveillance.

China Chopper

Webshell often used by Chinese threat actors
for unauthorized access to web servers.

FRP

Network tunneling tool for bypassing fire-
walls and accessing restricted networks.

EmpireProject

Post-exploitation framework for offensive
security operations, similar to Cobalt Strike.
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automation. In the weaponization phase, the Teardrop
malware was injected into SolarWinds’ update servers to
exploit vulnerabilities in SolarWinds Orion and provide
remote access. The attack implanted a malicious payload
within SolarWinds’ Orion platform software, specifically
in SolarWinds.Orion.Core.BusinessLayer.dll. Subsequently,
teardrop malware was deployed, creating a backdoor for
collecting network information and establishing connections
with a C2 server. Through Cobalt Strike, the attacker gained
remote access, facilitating credential theft and privilege esca-
lation. Mimikatz was employed for credential theft, enabling
lateral movement within the network, LDAP enumeration, and
obtaining admin privileges. With admin access, the attacker
could have compromised the OT environment with ease.

According to the Schneider Electric analysis and disclo-
sure [47], the Triton attack was executed through a phish-
ing campaign and attributed to the Russian APT group
TEMP.Veles (also known as Xenotime). In the Triton at-
tack [48], it appears that the attackers attempted to implant a
remote access trojan (RAT) within the Triconex safety instru-
mented system (SIS). During the reconnaissance phase, the
attackers likely gathered information from industry publica-
tions, ICS vendor documentation, or even by exploiting zero-
day vulnerabilities. They studied ICS protocols, identified
vulnerabilities in Triconex SIS, and developed customized
malware later named Triton (or Trisis). In the weaponization
phase, initial access was possibly gained through phishing
emails, insecure remote access, or USB infiltration. Af-
ter gaining access, the attackers moved laterally within the
compromised system and achieved privilege escalation us-
ing Mimikatz. Once inside the workstations, the attackers
installed the Triton malware. Triton then scanned the OT net-
work to gather information on PLCs and safety controllers,
subsequently deploying a custom RAT to reprogram them.
This action led to a safety incident, resulting in production
downtime. Both Triton and SolarWinds attacks exemplify
how successful ICS attacks often initiate within a victim’s
IT systems and extend into OT environments. In the Triton
incident, attackers first compromised the IT network before
moving into the OT system. In contrast, the SolarWinds attack
exploited a supply chain vulnerability that allowed attackers to
infiltrate IT networks, which, in some cases, provided access
to OT systems as well.

VI. DISCUSSION
In security management teams, by increasing situational
awareness in OT environments, threat analysis enables orga-
nizations to understand new risks and ways in which these
risks can be managed. This analysis allows us to see specific
multidimensional insights across different parameters.
Examining victim sectors makes it possible to develop
more customized protection capable of dealing with prob-
lems and risk needs in each sector. Despite every industry’s
unique features, some recurrent patterns of threats and vectors
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of attacks are dissimilar. Recognizing common weaknesses
and strategies can offer the opportunity to build interindustry
threat knowledge and defensive strategy. This analysis helps
organizations meet regulatory controls specific to a sector or
industry. As Fig. 3(d) shows, the number of attacks on sectors,
such as energy, manufacturing, oil, and gas, shows that these
sectors primarily depend on OT systems.

The principle of the farget level helps determine the scale
of the potential damage that may arise from cyber-attacks on
some components of the OT infrastructure. This evaluation
can help risk management teams and organizations use their
resources effectively and strategically to implement ways of
mitigating the most vulnerable targets as depicted in Fig. 3(c);
once the target level is reached, it is understood that the major-
ity of attack attempts are directed at the superordinate control
levels, often IT systems, i.e., ISA-95 levels 3 and 4, which
are of utmost importance. Such levels, for instance, usually
consist of core production information, e.g., the schedules, the
specifications, and quality control data. Attacks on those lay-
ers often expose threat actors to proprietary information and
intellectual property, putting the company’s competitiveness
and continuity at risk.

The source country can help measure the potential aims of
each attack. In cases where the source country is known, it
becomes possible for the organizations to utilize diplomatic
means in reporting the cyber incidences and to seek assistance
concerning investigations, mitigation actions, sanctions, and
counteractions. On the contrary, Fig. 3(b) shows countries that
might have high OT exploitation capabilities, such as China,
Iran, and Russia.

By assessing the victim country, we can estimate the degree
to which the nation’s OT systems may be impacted by hostile
actions. This assessment provides the basis for determining
the level of the threat bearing on national and public security
and safety. In addition, examining the victim country enables
an understanding of the cyber threats in more geographical
contexts, which allows organizations to stay updated about
foreign cyberspace incidents and modify their protective mea-
sures. As seen in Fig. 4(a), it interprets the higher adoption
of OT in countries, such as the USA, U.K., Germany, and
many more. Some countries might have even higher adoption
of OT environments. However, they do not face any attacks.
The reasons might be that they do not prefer to report those
incidents, they have resilient security measures, or attackers
do not have any motivation to attack.

The motivation behind an attack could help prioritize the
order, in which the vulnerabilities must be patched or proce-
dures to contain them. Such vulnerabilities are more likely
to be exploited and thus warrant urgent attention for miti-
gation. As illustrated in Fig. 4(c), attacks that are motivated
by information and economic purposes of espionage can have
adverse effects on supply chains in OT environments, national
security, critical infrastructure, and the economy. Those with a
higher impact could require high levels of resource allocation
for defensive efforts and for providing fast incident response
capabilities.
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FIGURE 6. Escalation of attacks in OT environment.

Knowledge about the threat actors’ fool usage and its types
enhances actively preparing for the threat in advance by rec-
ognizing trends that may be used to attack in the future. Then,
security teams can track down the indicator of compromise
(IoC) associated with signature findings in the future. Then,
the recognized tools help employ proactive measures to guard
the structure against possible threats.

Moreover, it assists organizations in implementing ap-
propriate measures against attacks. Security measures, such
as by introducing Intrusion Detection System, Intrusion
Prevention System, Security Information and Event Manage-
ment, Managed Detection and Response, Endpoint Detection
and Response, Extended Detection and Response, security
orchestration, automation, and response, and firewalls may be
programmed to prevent the application of particular tools. A
few limitations that can impact these measures are the use of
tools like Mimikatz, Living off the Land, and Cobalt strike,
among other tools Fig. 4(b) are used. In contrast, using these
tools undetected by attackers may indicate a rising number
of successful attacks. Fig. 6 visually represents the intercon-
nectedness of these critical factors and outlines the process of
escalation attacks. The genesis of any high-profile attack is of-
ten rooted in the actions of threat actor groups, which, notably,
lack inherent affiliation with any specific source country due
to the global distribution of their members.

Each threat actor is motivated by specific factors, influ-
encing their choice of target sectors. Notably, the location of
the victim sector may not be specific to any particular country.
Subsequently, the threat group strategically determines the OT
infrastructure level they intend to target, employing specific
tool types based on this level. The selection of tools is critical
for gaining access to the targeted infrastructure.

Understanding the motivations behind attacks empowers
organizations to mitigate vulnerabilities proactively. An in-
depth analysis of tools enhances threat detection capabilities
and facilitates the implementation of tailored countermeasures
against those tools. Insights into targeted sectors, levels, and
countries foster collaborative defense strategies as shown in
the next Section VII.
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TABLE 2. Overview of Cybersecurity Frameworks Associated With Security Measures for IT and OT Environments, Detailing Implementation Roles and

Levels
Security Description Level Roles IT OT | Relevant Frameworks
Measures
Use Updated | Install reputable antivirus and antimalware software | Technical Asset Owner. | v v NIST 800-53, ISA/IEC
Antivirus and | on all devices and servers. Keep these applications System Inte- 62443, NIS Directives
Antimalware updated to ensure they can detect and remove the grator
Software [64], [65] latest malware threats.
Regular  Software | Keep operating systems, applications, and software | Technical Asset Owner, | v v NIST 800-53, NIST 800-
Updates and | up-to-date with the latest security patches. Many mal- System Inte- 82r3, ISO 27000 Series,
Patching [64], [65] ware attacks exploit known vulnerabilities in outdated grator CIS Critical Security Con-
software. trols
Implement Enforce strong password policies across the network | Organizatio- | Asset Owner v NIST 800-53, CIS Critical
Strong  Password | to prevent unauthorized access. Use complex pass- | nal Security Controls, Cyber-
Policies [64], [65] words, multi-factor authentication (MFA), and regu- security Maturity Model
larly update passwords. Certification
Educate Users [64] Train employees and users about the risks of malware, | Human Asset Owner v v NIST 800-53, NIST 800-
phishing, and other social engineering techniques. 82r3, Cybersecurity Matu-
Teach them to recognize suspicious emails, links, and rity Model Certification
attachments.
Restrict User Limit user privileges to the minimum necessary for | Organizational Asset Owner v v NIST 800-53, ISO 27000
Privileges their job function. Users should only have access to Series, NERC CIP
[64], [65], [66], [67]| the resources they require to perform their duties.
Network Segmen- | Segment the network into smaller, isolated subnet- | Technical System Inte- | v v NIST 800-53, ISA/IEC
tation [64], [68] works. This helps contain malware and prevents it grator 62443, MITRE ATT&CK
from spreading throughout the entire network. ICS  Framework, TSA
Pipeline-2021-02D
Regular Data Back- | Maintain regular backups of critical data and store | Technical Asset Owner v v NIST 800-53, ISO 27000
ups [64] them in a secure location, preferably offline or in Series, Cybersecurity Ma-
the cloud. In case of a malware infection, data can turity Model Certification
restored without paying ransom or losing important
information.
Web Filtering and | Employ web filtering and firewalls to block access to | Technical System Inte- | v v NIST 800-53, NERC CIP,
Firewalls [64], [68] malicious websites and unauthorized network traffic. grator ISA/IEC 62443
Firewalls act as a barrier between the internal network
and the internet, reducing the risk of malware infiltra-
tion.
Email Implement advanced email security measures, such | Technical System v NIST 800-53, NIST 800-
Protection [64], | as anti-spam filters, email authentication (Sender Pol- Intgerator 82r3, Cybersecurity Matu-
[65], [69] icy Framework (SPF), Domain Keys Identified Mail rity Model Certification
(DKIM), Domain-based Message Authentication, Re-
porting and Conformance (DMARC)), and email en-
cryption to prevent phishing attacks and malicious
email attachments.
Monitoring Continuously monitor the network for signs of mal- | Organizatio- | Asset Owner, | v v NIST 800-53, NIST 800-
and Incident | ware activity and establish an incident response plan. | nal System 82r3, CIS Critical Se-
Response [64] This plan should outline how to handle and contain Intgrator curity Controls, MITRE
security incidents promptly and effectively. ATT&CK ICS Framework
Secure Remote Ac- | If the organization allows remote access to its net- | Technical Asset Owner, v v NIST 800-53, NISTIR
cess [64], [66], [70] | work, ensure that remote connections are secured System Inte- 8374, Cybersecurity
using VPNs and other encryption technologies. grator Maturity Model
Certification
Application Consider using application whitelisting to allow only | Technical Asset Owner, | v v NIST 800-53, CIS
Whitelisting  and | approved applications to run on the systems, and use System Inte- Critical Security Controls,
Blacklisting  [64], | blacklisting to block known malicious software. grator ISA/TEC 62443
[71], [72]
Disable Disable autorun and autoplay features on devices to | Technical Manufacturer, v v NIST 800-53, ISA/IEC
Autorun [64], | prevent malware from spreading through removable Asset Owner 62443
[65], [73] media.
Secure Mobile De- | Extend security measures to mobile devices (e.g., | Technical Asset Owner v NIST 800-53, NISTIR
vices [64], [70] smartphones, tablets) that connect to the network. 8374, Qatar ICS Security
Implement mobile device management (MDM) solu- Standard
tions to enforce security policies on these devices.
Regular  Security | Conduct periodic security audits and penetration tests | Organizatio- | Asset Owner, | v v NIST 800-53, ISO 27000
Audits [64] to identify vulnerabilities and address them proac- | nal System Inte- Series, Cybersecurity Ma-
tively. grator, Manu- turity Model Certification
facturer

VIl. STRATEGIES TO DEFEND AGAINST ADVERSARIES

The assertion that there are no specific measures against APTs
is grounded in the reality that APTs are complex and so-
phisticated attacks that can adapt to existing defenses. This
makes risk analysis even more important, and it necessitates
a well thought and holistic security approach particularly in
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the OT domain [49]. There are guidelines and best practices
for defending against adversaries in both IT and OT environ-
ments, however it is important to note that there is no single
source for such recommendations. Actually, they are cov-
ered by multiple standards and frameworks, such as ISA/IEC
62443 [50], NIST 800-53 [51], NIST 800-82r3 [52], the ISO
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27000 Series [53], CIS Critical Security Controls [54], NERC
CIP [55], the NIS Directives [56], the MITRE ATT&CK
ICS Framework [57], NISTIR 8374 [58], the Cybersecurity
Maturity Model Certification [59], the Qatar ICS Security
Standard [60], TSA Pipeline-2021-02D (SD-02D) [61], and
the NCA Essential Cybersecurity Controls [62].

Table 2 presents a compilation of some of the common
strategies to defend OT environments against adversarial
threat groups and which standards/frameworks recommend
them. It is worth noting that most recommendations apply
to IT and OT alike. A well structured, layered combination
can significantly strengthen an organization’s cybersecurity
posture (see [63] for implementation details) and enhance re-
silience against APTs. Well-defined roles (manufacturer, asset
owner, and system integrator) further categorized by levels,
organizational, technical, and human, make the responsibili-
ties clear, bring about accountability, and enable coordination
across teams. This structured approach lets each party focus
on its core tasks: manufacturers secure device design, asset
owners manage policies and user training, and system integra-
tors handle technical implementations. Such clarity simplifies
compliance with frameworks. Nevertheless, continuous as-
sessment, adaptation, and employee training remain vital to
counter evolving threats effectively.

VIIl. CONCLUSION

In this article, we provided an analysis of threat groups op-
erating in OT environments, trying to gain insights into the
dynamic landscape of cyber threats. By examining motives,
tactics, and tools employed by adversaries targeting industrial
infrastructure, this study aims to enhance our understanding of
potential risks. Our examination covers victim sectors, target
levels, associated countries, attack motivations, and tools used
by these threat groups.

In recent years, recognition of cybersecurity’s importance
in industry is growing, prompting increased investment in
security measures and collaboration among industry, govern-
ment, research, and private sectors shows the strengthening re-
sponses to OT security challenges, exemplified by initiatives,
such as the ETHOS open-source platform, for sharing anony-
mous early OT environment threat warning information [74].
Growing innovations in anomaly detection tools-based Al and
ML are enhancing threat detection capabilities in industrial
settings. However, gaps persist in cybersecurity standards and
regulations for ICS as standardization does not guarantee a
fully secure environment [63].

Research into threat modeling and vulnerability
assessments is one way to deepen understanding of OT
security risks. Nevertheless, challenges remain, including
reliance on outdated legacy technology, a shortage of
cybersecurity professionals in OT environments, and
resistance to change. This essential factor is hampering
cybersecurity adoption and progress in securing the industry.
To overcome these obstacles, research should take a holistic
approach, considering technical, organizational, and human
factors by prioritizing high-risk areas and developing adaptive
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security measures vital for resilient industrial cybersecurity
(see also Table 2). The insights and strategies presented in this
article might provide a foundation for navigating the intricate
realm of OT cybersecurity.
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