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Abstract—This paper presents a framework for quantifying
robustness of U-Nets, a widely used neural network architecture
in 3 dimensional biomedical image segmentation. We first
present a metric for measuring robustness of biomedical image
segmentation methods. We then propose TensorStars, a new
representation to model the perturbation of a given medical
image and overapproximate the effect of these perturbations
on the image segmentation performed by a 3 dimensional U-
Net. Given the large dimensionality of medical images, naive
implementation of overapproximation results in poor scalability
of robustness verification. We propose two main improvements,
(1) leveraging hardware acceleration from GPUs for performing
tensor operations, and (2) leverage the CPU parallelism for
accelerating the ReLU overapproximation. We observe that
these two enhancements improve the runtime by 10x when
implemented on a 32 core CPU with NVidia GeForce RTX with
8GB VRam. We perform robustness analysis on a U-Net that
performs segmentation of kidneys with cross entropy loss of less
than 0.01. Our evaluation demonstrates that perturbing less than
3% of input voxels can result in misclassification of up to 20%
of voxels in the segmentation output. To the best of authors
knowledge, this is the first work that extends the robustness
verification of neural networks to biomedical imaging data.

I. INTRODUCTION

Inspired by the success of deep learning in various computer
vision tasks such as classification and segmentation, researchers
have extended these deep learning techniques to medical
image analysis tasks such as classification, segmentation, and
registration. Currently, neural networks are the state-of-the-art
in performing most of the medical image analysis tasks. These
neural networks are currently integrated into various workflow
for treatment. For example, deep learning is frequently used
and studied in the radiotherapy treatment workflow, to perform
automatic segmentation of at-risk organs [1], [2], [3], for
registration of images taken during multi-day treatments [4], [5],
[6], for image enhancement like multi-modality image fusion
[7], [8] or metal artifact reduction [9], [10], lesion detection
and characterization [11], [12], landmark detection for fiducial-
free motion tracking [13], and even medical image synthesis
[14], [15] which must be used carefully to ensure proper
model generalizability [16]. Given the safety critical nature of
such integrating such neural networks into clinical procedures,
one has to ensure that the outcomes of the neural networks
deployed in biomedical images are robust. In order for deep
learning technology to be integrated into the clinical workflow,
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clinicians must have confidence in the tool. They expect model
transparency and interpretability, and require assurances of
the model’s ability to perform consistently through rigorous
quality assurance testing during the initial implementation of
the technology, as well as on an ongoing basis to ensure
its adaptability to evolving imaging techniques and treatment
protocols [17].

Empirical evaluation of neural networks in medical imaging
and beyond, does not inspire such confidence. It has been shown
that deep learning models, in general, lack generalizability to
out of distribution samples [18]. In the specific domain of
medical imaging, it has been shown in [19] that a model trained
for pneumonia detection on lung radiographs on data from a
specific hospital may have significantly poorer performance on
the same diagnostic task using data from a different hospital.
This may be due to differences in imaging technology, image
processing or diagnostic protocols. To provide confidence and
explainability of neural networks used in medical imaging, in
this paper, we verify the robustness of U-Nets, a widely used
neural network architecture in segmentation. That is, given a set
of perturbations (possibly uncountable), does the segmentation
outcome of the U-Net change as a result of the perturbations.
Unique Aspects of Biomedical Image Segmentation and
its effects on Robustness Verification: There are significant
differences between deep learning techniques used in biomed-
ical image analysis when compared to disciplines such as
computer vision or natural language processing. First, biomedial
images are typically 3 dimensional in nature and it requires
significant effort to generate high quality labeled data for
segmentation and other downstream tasks. Second, the scale
of data is significant smaller, that is, datasets often contain
30-50 patient data and data augmentation techniques play a
key role in generating labeled data. Finally, the widely used
architecture for 3 dimensional data, namely U-Nets have a
unique feature called skipped-connection layers that are not
commonly used in other disciplines. These differences require
a careful examination of formulating and verifying robustness
properties of biomedial image segmentation networks.

A lot of prior work on neural network verification was
targeted towards demonstrating robustness of specific neural
networks such as ACASXu [20] or VGG-16 [21]. However, in
contrast, we do not verify a standard neural network available
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on a public domain as that is not the modality of usage of neural
networks in medical imaging domain. In fact, researchers in
medical image analysis discourage using the same network for
different data sets as each network is trained on data from a
small number of patients.

Therefore, to assess the robustness of a biomedial image
segmentation networks we propose the following workflow.
First, we pick a widely used neural network architecture and
training algorithm in the literature and train a new neural
network on a publicly available data set. Next, we formulate
important robustness properties over biomedial images and
verify these properties on the trained neural network.

The authors understand the circularity in this argument. If the
neural network is poorly chosen, then it would be unsurprising
to find violations of robustness property. Our answer to this
circularity is two-fold. (1) the architecture, training algorithm,
and loss functions picked by us are widely accepted to be
standard in the medical imaging literature and are now part
of several commercial products, and (2) our main contribution
is to not to demonstrate that a specific network violates or
satisfies the properties, but rather the algorithmic procedure
can indeed verify the properties of neural networks used in
medical image analysis.

Another key difference between neural networks for seg-
mentation and classification is the scale of the output. A
segmentation network is required to assign a class for each
pixel in the image, as opposed to a classification network
that assigns a single class to the entire image. In the case
of biomedical image segmentation, each voxel is classified
to be either an organ or a background voxel. Therefore,
verifying robustness of a segmentation network on a 32x32x32
biomedical image is equivalent to verifying the robustness of
323 or 32,768 individual classifications. In this paper, instead
of constructing individual verification instances, we construct
an overapproximation of the classification results on all the
voxels and efficiently verify the robustness of the segmentation
network.

Contributions of Our Paper: In this paper we propose a new
representation called TensorStar for modeling perturbations
of a given medical image. We show that noise models
specific to medical imaging and noise models widely used
in neural network verification can be modeled as TensorStars
We then propose algorithms for constructing a conservative
overapproximation of the segmentation output of a U-Net when
given inputs in the TensorStar. We demonstrate that U-Nets
for segmenting Kidneys on a given data set are not robust
with respect to perturbations. Our verification demonstrates
that while minor perturbations of the image does not lead to
any change in segmentation outcome, changing merely 3%
of voxels can change the segmentation of Kidney by 20%.
To the best of authors knowledge, this is the first paper
on robustness verification for neural networks in medical
imaging domain.
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II. PROBLEM FORMULATION

We consider 3D images consisting of voxels. Each voxel is
associated with a specific intensity recorded from the sensor.
We model the space of images as R™ *"2%"3 where nq, ny, and
ng define the resolution of the image in x, y, and z dimensions.
Typically the intensity of an image lies in the interval [0, 255].

In this particular paper, we focus on segmentation networks.
For the sake of simplicity, we focus on single object seg-
mentation. That is, there is only one organ of interest in the
image, and the segmentation network identifies whether a
given voxel belongs to the organ or the background. Given an
image I is an element of R™1*"2%"s 3 gegmentation network
N RrxnzXns s BrixXn2Xns where each voxel is tagged
with a boolean value. A voxel is labelled as 1 if it is classified
to be a part of the segment (organ) and 0 if it is classified to be
part of the background. In general, medical images have same
resolution in the two axial directions (n; = ns). In research
models, the images are often sampled such that the dimensions
are the same in all three dimensions, i.e., n1 = ny = ng.

Our goal is to verify the robustness property of segmentation
networks. That is, given a set of perturbations of a given
image (possibly uncountable), would the classification of voxels
change from background to segment and vice versa. Given
an set of input images Z C R™ *"™2%"3 the set of possible
segmentation outputs O = |J;c; N(I). Given a reference
image I,f, a voxel [z, 7, k] is said to be fragile if it is classified
into different classes in the reference and the perturbations.
That is, 31 € Z such that N'(I)[i, j, k| # N (Lref) [2, J, k]. Given
an set Z, we define the segmentation fragility as the fraction
of voxels that are classified as fragile when compared to the
voxels of interest, i.e., the voxels that are classified as segment.

#fragile voxels

fragility = #vozels of interest

While it might be convenient to count the ratio of fragile
voxels to total number of voxels, we propose this definition
to better account for signal-to-noise ratio in biomedial image
segmentation. Naturally, a fragility of 0 would mean that none
of the voxels have fragile segmentation and a fragility of 1
would mean that the noise induced by perturbing the input
is equal to that of the size of the segment. Also observe that
under increased perturbation, fragility of a set could be more
than 1.

We use reachable set computation techniques for computing
overapproximation of the image of the classification network on
the set of perturbed inputs. Therefore, we might not be able to
exactly compute the fragility of a given segmentation network
on the set Z. We therefore compute underapproximation and
overapproximation of the network fragility.

III. BIOMEDIAL IMAGE SEGMENTATION USING U-NETS

One of the widely used neural architectures in medical
imaging is U-Net. The U-Net architecture was introduced
by [22] in 2015 specifically for biomedical image analysis.
The architectural diagram as introduced in the seminal paper
is shown in Figure 1 . It is somewhat similar in form to a
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Fig. 1: Original U-Net architecture for biomedical image
segmentation as introduced in [22].

convolutional autoencoder, in that the U-Net first performs
convolutional downsampling for feature detection like an
encoder, then convolutional upsampling to synthesis new
information from the detected features like a decoder. However,
the U-Net also uses “skip connections” where output from
intermediate layer on the left side of the U are saved and
provided to layers on the right side of the U in order to
provide important higher resolution spatial context for the
model to use in its synthesis. It has been shown empirically
that U-Nets are significantly better than other architectures
comprising of purely convolutional components. While readers
might be familiar with most of the components, we briefly
explain the components of the U-Net architecture primarily
because these deal with 3 dimensional inputs.
Downsampling Convolutions (Conv): A 3 dimensional con-
volutional kernel is an array of dimensions | X w x d denoted
as K[l][w][d]. Given an input of dimensions n; X ng X ns,
I[n1][n2][ns], the convolution of I+ K is an array of dimensions
(n1 —1) x (n2 —w) x (n3 — d) and the element defined as

>

p€[0,l-1],
q€[0,w—1],
re(0,d—1]

(I K)i, j, k] = Ili+p,j+q.k+r]-Kp,q,r]

For generalization, one can add bias that will be added while
doing weighted sum during convolution.

Rectified Linear Unit (ReLU): The rectified linear unit acts
as a filter that removes all the values less than 0. In an U-Net, a
ReLU layer is performed after the convolution operation. Given
an input of dimensions n1 X ne X ng, the ReLLU operation is
another tensor of size nq X no X ng defined as

0
I[i, j, k]

if I[i,j,k] <O.
otherwise.

ReLU(I)[i, j, k] = {

Skipped Connection: The output tensor of a specific down-
sampling convolution is saved, concatenated with the output
from a later upsampling convolution, and given as input to
subsequent convolutional layers.
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Upsampling Convolution (ConvTranspose): A 3 dimensional
upsampling convolution kernel is an array of size [ X w X d
denoted by K[l][w][d]. Given an input I of dimensions
ny X ng X ng, I[ni][ns][ns], an upsampling convolution (Con-
vTranspose) I K is an array of size (nj-1) X (ny-w) x (ng-d)
as defined as

(IxxK)[l-i+pw-j+qd-k+7r]=1I[j k] Klp,q,r].

where i € [0,n1 — 1],j € [0,n2 — 1],k € [0,n3 — 1] and
p € [0, —1],q € [0,w — 1],» € [0,d — 1]. Informally,
each voxel of the image I is magnified by a factor of
I x w x d, weighted by the factor defined in the kernel. The
ConvTranspose is sometimes presented as convolution of an
image after introducing new voxels — whose number is defined
by padding and stride — with zero values and then performing
the usual convolution operation. It is easy to observe that
such variants are mathematically equivalent to a sequence
of one more convolution operations that can be described in
simple mathematical terms. It is a usual practice that after
such upsampling, one would often perform convolutions to
smoothen the image.

While in the original U-Net paper, one suggested using
MaxPooling layer, empirical results have shown that one could
achieve accuracy using U-Nets without MaxPool layer. The
last layer in a U-Net is a softmax layer where each voxel is
compared to a threshold and is classified as segment if the
value is more than threshold and is classified as background if
the value is less than the threshold.

IV. VERIFICATION OF IMAGE-NET NEURAL NETWORKS
USING TENSORSTARS

In this section, we present the extension of star sets to 3
dimensional images and call them TensorStars. We introduce
the definition of TensorStars, present the operations that
overapproximate the Conv , RelLU , Skip , ConvTrans
operations on TensorStars, and present an algorithm to compute
fragility of a given perturbation for a reference.

Definition 1: A TensorStar of dimensions ny X ng X ng is
a tuple 7 = (a,G, P) where a is a 3 dimensional array of
dimensions n; X ne X ng, G ={g1,92,..,9m} is a set of m
generators where each g; is a 3 dimensional array of dimensions
ny X ng X ng and P is a predicate P : R™ — {T, L}. The
set of tensors defined by a Tensor star is denoted as

[T]=41]|3a,..

o, I =at+ogi+. 4 amgm
and P(ag,...,am) =T}

Informally, a TensorStar is an affine combination of anchor
and generator tensor where the coefficient of the anchor is 1
and the coefficients for the generators satisfy the predicate in
the TensorStar. We abuse notation and use 7 to represent both
the tuple representation of a TensorStar and the set represented
by the tuple.

In general, there is no restriction on the format of each of
the anchors and the generators. However, if one wants to model
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Fig. 2: Overapproximation of a ReLU on a single voxel

voxel level perturbation of an image, each g; is represented
as a 3 dimensional array with all zeros execept for one voxel.
Similarly, while the predicate P can be in general any predicate,
efficient solvers exist only for only a restricted subset. We often
consider the predicate P to be defined as a conjunction of
linear constraints.

One of the primary advantages of using the star represen-
tation is that performing affine transformations over the set
represented by the star can be computed very easily by applying
the affine transformation over the anchor and generators. The
predicate that captures the complex dependency between the
coefficients remains unchanged during affine transformations
and needs only to be modified during nonlinear operations
such as RelLU .

A. Operations on Tensor Stars

Convolution and Transpose Convolution Operation: Given a
convolution kernel K of dimensions [ X w X d, the convolution
operation on a TensorStar 7 = (a, G, P), denoted as T x K =
(axK,GxK,P) where Gx K = {g1 K, ...,gm*K}. That
is, for computing convolution over TensorStars, we perform
convolution operations on anchor and generators.

Lemma 1: Given a TensorStar 7 and a convolutional kernel
K, [T«K]={I+K|I¢e]([T]} Thatis, the convolution
operation on anchor and generators is equivalent to performing
convolution on all the tensors represented by TensorStar.
Proof: Follows easily from the definition of Conv and the
affine nature of convolution operation. ]

Similar to the convolution operation, given an upsampling
convolution kernel K of dimensions [ X w X d, the upsampling
convolution operation on a TensorStar 7 = (a, G, P), denoted
as T xxK = (a**K, G * xK, P) where G x xK = {g x
*K,...,gm * *K}. The correctness of the transformation is
very similar to the convolution operation.

ReLU Operation: Several previous works have overapproxi-
mated the nonlinear ReLLU operation as convex operation. Two
of the techniques presented in the literature are the minimal

convex hull and parallelotope overapproximation. The minimal
convex hull is given in Figures 2a and the parallelogram convex
hull is given in Figure 2b.

In medical imaging, since ReLU operation is applied for
each voxel, we first collect the constraints that determine the
possible values assigned for a voxel. That is, for a given voxel
[i, 7, k] the possible range of values in T for voxel [z, j, k] is
given by the constraints:

Tli g, k] = {vlv=ali,j,kl+ > aigli,j,k]AP@) =T}

l=1...m

Where @ is the vector («, ..., q,,). Since P is a conjunc-
tion of linear constraints, one can compute upper and lower
bounds of T[¢, j, k] using linear programming and we represent
the upper and lower bounds as w; ;x and [} ;. Once
computed, we overapproximate the region as a parallelotope or
minimal convex hull. We give the example as a parallelotope
by introducing a new variable 3 and introduce the constraints
as follows 3 > 0; B > TTi,j,k]; and B < %
illustrate this through an example of such transformation over
3 dimensional tensors.

Example 1: Consider the TensorStar as given in Figure 3a
where the tensor star consists of an anchor and only one gen-
erator and the predicate is defined by constraints o € [—2, 2].
All the values in the anchor and generator that are behind the
visible voxels are 0. For the first voxel (highlighted in blue), the
upper and lower bound is given as max{—1+a|a € [-2,2]}
and min{—1+«a|a € [—2, 2]}. Therefore v = 1;1 = —3. Since
the upper and lower bounds have intersection with values both
below and above 0, we change the corresponding index in the
anchor tensor and make it 0. Further, since after the ReLU
transformation we model the values in the particular voxel using
the variable [, we make the corresponding voxel value of the
first generator to be 0. We then add the additional constraints
0nﬂas520;5271+a;and5§W.The
last constraint can be rewritten as 3 < O‘T“.

In this specific example, only one of the voxel values has a
nonempty intersection with values greater than and less than
0. Therefore, we only introduce one new variable. In theory,
all the voxels in the TensorStar can potentially have nonempty
intersection with values greater than and less than 0. In such
cases, we have to introduce 11 X ng X ng new variables and add
thrice the number of constraints — that can clearly cause an
explosion in the number of constraints and variables. However,
in practice, only a few voxels are capable of achieving both

i 1

0|JO

+o

vl —|—a
B 0

+6
0|1

(a) TensorStar before ReLU .

(b) TensorStar after ReLU .

Fig. 3: Overapproximation of a ReLU on a TensorStar.
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Fig. 4: Concatenation Operation from Skip for TensorStars.

negative and positive values and therefore we do not suffer
from the explosion of such variables.

Lemma 2: Minimal Convex Hull and Parallelogram overap-

proximations of the TensorStar compute the overapproximation
of ReLU operation on the set of tensors represented by the
TensorStar.
Concatenation From Skipped Connection Operation: In
a U-Net, the values of voxels after a convolution layer
are concatenated together with the voxels obtained after
upsampling. In theory, one can concatenate two 3 dimensional
images of any sizes where one would add sufficient padding
around the smaller image and make sure that both the images
have compatible dimensions. In practice, we rarely develop
such U-Nets and instead make sure that the dimensions of the
images being concatenated is exactly the same.

Observe that the TensorStar obtained after the upsampling
has been transformed through several ReLU layers as opposed
to the TensorStar from the skipped connection. Therefore, the
TensorStar from the upsampling can potentially have more
variables — and therefore, more generators. This begs the
question, how to concatenate two tensor stars that do not have
the same number of generators.

There are two possible ways of concatenating such Ten-
sorStars. In the first technique, we preserve the mapping from
the generator to the corresponding coefficient and concatenate
the generators for the same coefficient. The second technique is
to forget the link between the generators and the corresponding
coefficients and instead generate new set of variables. Since
a ReLU operation only creates and adds new variables, the
original constraints on the older variables remain.

Example 2: Consider the two TensorStars represented in
Figure 3a and Figure 3b. The two ways to concatenate the
TensorStars are given in Figure 4. In Figure 7a, we preserve the
relationship between the coefficient variable o and concatenate
the two corresponding generators. Since the first tensor star
does not have a corresponding generator for the coefficient
B, the corresponding generator is concatenated with Os. In
Figure 7c, we do not preserve the relationship between the
generators. Instead, we create a new variable v and copy the
constraints into a new variable.

Consider two TensorStar T} (a1,G1,Py) and Ty =
(as, Gy, Py) where Ty is from the skipped connection with
Gi1=1{91,92;---,9r } and G2 = {41, 95, - -,9},} Where Gy
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and G5 are determined by the order of the coefficient variables
with ko > k1 and all the constraints in P; are also part of P5.

The variable preserving way to concatenate 7; and 73 is
given as 71 ©, T2 = (@10 az, G1©:Ga, P») where G10.Ga =
{91091,92005, ., 9k, ©;,,009), 41, ..., 009}, }. Here
® operation is overloaded to be concatenation operation on
3 dimensional arrays. That is, we concatenate the generators
corresponding to the same coefficient variables and for all
the coefficient variables that do not have the corresponding
generators in 771, we concatenate 0.

The variable renaming way to concatenate 7; and 73 is
given as 71 ©p T2 = (a1 ® a2, Gy © Ga, P{ ®, P2) where
G110, Gy ={100,...,91, ©0,009;,...,0© g;,} and
P, ®, P, renames all the variables in P; to fresh variables.
Notice that variable renaming way would increase the number
of generators to be k; + ko as opposed to ko in the variable
preserving way. While it would seem obvious that one would
want to reduce the number of variables, in some instances,
the number of generators with all 0 values becomes large.
Therefore, for improving the efficiency of 3 dimensional array
multiplication, we drop the generators with all zero coefficients
and use variable renaming.

Lemma 3: Given TensorStars 77 and 75, the variable
preserving and variable renaming concatenation denoted as
Ti1 ®p T2 and 71 ®, T2 compute the overapproximation of the
concatenation from SKip in the U-Net.

Robustness Verification of U-Nets using TensorStars: The
algorithm for computing an overapproximation of the input
TensorStar when operated on by a neural network is provided
in Algorithm 1. The algorithm applies the corresponding
transformation on the TensorStar as presented earlier in this
section. After computing the overapproximation of the a
TensorStar with the five different componenents, we finally
get the TensorStar representation before the softmax layer. For
each voxel, we compute the upper and lower bound of the
threshold values for the voxel and compare them with the
threshold. If both the upper and lower bound are above the
threshold, we assign that the voxel is classified as the segment;
similar for both the values below the threshold. If the upper
bound of the voxel is above the threshold and the lower bound
is below the threshold, we label the corresponding voxel as
unstable.



Algorithm 1: Algorithm that computes an overapprox-
imation of the output when the given input TensorStar
is operated on by the input Neural Network.

input :Neural Network: N obtained by sequential
composition of components N7, ..., N}; Input
TensorStar 7.

output : A TesorStar O that is an overapproximation of
N(@).

OO «— I

for each i from 1 to k do

if N; is Conyv then

O; + 01 % Ny

// Convolution on TensorStar

AW N =

if \V; is ConvTranspose then
Oi «— 07;_1 * *M;
| // Upsamping Convolution

if \V; is ReLU then
Oi — ReLU((’),»_l);
| // ReLU on TensorStar

if N; is SkipConnection then

Create a copy of O;_1;

O, + O;_1;

// Skip connections stores a
copy that will be used during
concatenation.

10
11

if N, is Concatenation of N;_, and N; then

Oi — 07;71 © Oj;

// Concatenation with or without
variable renaming as determined
by the user performing
verification.

12
13

14 return Oy;

V. LEVERAGING ACCELERATORS AND PARALLELISM FOR
IMPROVED EFFICIENCY OF TENSOR STAR VERIFICATION

There are two main inefficiencies in the overapproximation
of TensorStars for the neural network layers. First, the typical
size of modern medical image is greater 128 x 128 x 128. In
this study, we downsample images to 32 x 32 x 32. Therefore,
each convolution operation would have to perform 323 3
dimensional array multplication operations for each anchor
and generator in the TensorStar. Similarly, the ReLU operation
is performed on each and every voxel after every convolutional
layer, therefore, the ReLU overapproximation would have
to perform approximately 322 =~ 40,000 linear programs
for computing the upper and lower bounds. Given the large
number of these operations, any fractional improvement in the
performance of these two operations, would have a large impact
on the overall performance of the robustness verification. We
have implemented two performance enhancements and as a
result, have achieved 10x improvement in the time taken for
verification.
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GPU Acceleration for Tensor Multiplications: One of the
primary reasons for wide-scale usage of Graphical Processing
Units for machine learning is their efficiency at performing ten-
sor products. All purely affine transformations were accelerated
on the GPU using TensorFlow’s Keras backend [23].
Parallelization of ReLU Overapproximation: At each voxel
v, determining the overraproximate reachable region of the
ReLU involves solving two linear programs determined by
the TensorStar predicate to find w, and [, the upper and lower
bounds of the set reachable at v. These linear programs can
be solved independently for each voxel, hence can profit from
program parallelism. This is called leveraging the embarassing
parallelism in the algorithm.

We accelerated the ReLU computations by integrating
python’s multiprocessing library [24]. Naive implementation in
the multiprocessing library would cause a lot of busy-waiting on
concurrent data structures and do not improve the performance.
To overcome this, we save all the constraints on coefficient
variables, anchors, and generators in a shared memory. Then
each individual thread will read the corresponding coefficients
for each ReLU and formulate a local linear program that
invokes the python linear programming library. The results
from each individual linear program is written to a thread
specific write locations, avoiding the usage of global lock on
concurrent data structure. This is represented diagrammatically
in Figure 5. This acceleration achieves a greater than 10X
speed up in sample verification instances, as shown in table 1.

[T TA] Param [ AT (s) | RT (s) |
35 | D (240, 0.005) 2630 20113
35 | D (240, 0.015) 2923 21372
35 | D (180, 0.005) 3099 39324
35 | D (180, 0.010) 7062 136539
35 | P | (18,10, 12) - 1 - [100,102] 2723 22598
36 | D (240, 0.005) 2639 21215
36 | D (240, 0.015) 2704 22547
36 P (18, 10, 12) - 1 - [100,102] 2731 24153
37 | D (240, 0.005) 2659 22018
37 | D (240, 0.015) 3764 32637
37 P (18, 10, 12) - 1 - [100,102] 2723 22270

[ Average Speedup [ 10.79 |

TABLE I: Speed up using accelerators for neural network ver-
ification. Legend: I: Reference Image ID; A: Perturbation type
D - Darkening, B - Beam Hardening, P - Patch; textbfParam:
parameters for perturbation — Threshold and e for darkening,
min and max intensity and the layers for beam hardening,
location, patch size of n X n X n and intensity range for patch;
RT: running time without acceleration in seconds; AT: running
time with acceleration in seconds

VI. EVALUATION

To demonstrate the effectiveness of the robustness verifica-
tion using TensorStars, we verify the robustness of a U-Net
performing Kidney segmentation.

A. Training of Kidney Segmentation Network

As described in Section I, in the domain of medical image
segmentation, there is a lot more emphasis on the architecture
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Fig. 5: Multiprocessor acceleration of ReLU overapproximation computation. MinSolver and MaxSolver are cvxpy based linear
program instances giving the minimum and maximum, respectively, achievable value of a given voxel.

and training technique as opposed to the specific network
used in segmentation. Therefore, we trained our own Kidney
segmentation network with the 3D UNet as described in
[25] implemented in Python 3.7 with TensorFlow2, with
minor modifications; specifically, restricting to ReLU activation
functions and removing pooling for simplicity. The model
was trained on 30 randomly selected cases from the KITS

datasets [26] with the standard data supplementation techniques.

While the standard image sizes are 128 x 128 x 128, we
downsampled image sizes to 32 x 32 x 32 to make the training
and verification more efficient. The total number of resulting
ReLU operations in this network are =~ 460,000. We used
categorical cross entropy for loss function and used the ADAM
optimizer trained for 1000 epochs on a machine with Intel
Core 17-11700F Rocket Lake 2.5GHz (4.9GHz Turbo) 8-Core

16-Thread CPU and NVIDIA GeForce RTX 3060 Ti 8GB GPU.

The final value of loss function was less than 0.001.

B. Perturbation of Input Using Noise Models

We consider three main types of perturbations on a given
input: darkening, beam hardening, and patch.
Darkening Perturbation: For this perturbation, we select an
intensity threshold 7" and for all the voxels of intensity greater
than 7', the intensity is reduced by a factor of [0,€] where
e € {0.005,0.01,0.015}. That is, if a given voxel has intensity
of 200 with a threshold of 7" = 180 and ¢ = 0.005, then the
intensity of the voxel in the TensorStar is restricted to be in the
interval [0,0.005 x 200] = [0, 1]. Given a reference image, this
perturbation can be modeled as a tensor star where the anchor
is the reference image except for the voxels with intensity
above 1" made 0. For each voxel erased from the anchor, we
add a corresponding generator where only that voxel is given
a value 1 and all other voxels are 0. The coefficient of the
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corresponding generator is the range of allowed intensities
defined by the darkening factor e.

(a) Reference (b) Beam Hardening

Fig. 6: An example of Beam Hardening with decrease in
intensity at the center by 100 units.

Beam Hardening Perturbation: Biomedical researchers have
observed several distortions in the intensity of x-rays when
they pass through through human tissue as early as 1970s [27].
One such widely documented noise is Beam Hardening and
more specifically cupping effect where low intensity beams
fail to reflect from the center of the image. As a result,
the values of intensity appears to be lower at the center
of the image but remain unchanged at the edges of the
image. While computational techniques to account for beam
hardening have been known in the literature [28], [29], we
intend to check whether a given neural network is robust with
respect to beam hardening perturbation of a given intensity.
To model such cupping effect, we introduce a maximum and
minimum decrease in the intensity of the center of the image
[min., maz.| and the gradient is uniform such that the edges
of the image have no loss in intensity. Given a reference image,
this perturbation can be modeled with the reference image



[TJTAJ#K[#U [#M ] F [#IG | #FG | Param [ RT |
35 | D | 168 0 1 0.006 1 18 (240,0.005) 0::44
35 | D | 168 0 1 0.006 1 57 (240,0.01) 0::44
35 | D | 168 0 1 0.006 1 85 (240,0.015) 0::49
35 | D | 166 0 5 0.03 4 149 (200,0.005) 0::57
35 | D | 166 0 5 0.03 4 285 (200,0.01) 2::45
35 | D | 166 0 5 0.03 4 450 (200,0.015) 7::58
35 | D | 165 1 5 0.03 6 156 (180,0.005) 0::52
35 | D | 165 1 5 0.03 6 344 (180,0.01) 1::58
35 | D | 165 1 5 0.03 6 502 (180,0.015) 4::22
35| D | 158 1 41 0.25 50 1016 (128,0.005) 35::20
35| D - - - - - - (128,0.01) TO
35 | B | 158 1 18 0.11 1 821 (50,51) - [12,13] 18::01
35| B - - - - - - (50,150) - [8,12] OOM
35 | P | 169 0 2 0.006 1 53 (18,10,12) - 1 - [100,102] 0::45
35 | P | 173 3 26 0.17 3 613 (18,10,12) - 3 - [100,102] 17::38
35 | P - - - - 5 - (18,10,12) - 5 - [100,102] TO
36 | D | 151 0 0 0.0 1 33 (240,0.005) 0::44
36 | D | 151 0 0 0.0 1 48 (240,0.01) 0::44
36 | D | 151 0 0 0.0 1 57 (240,0.015) 0::45
36 | D | 148 0 5 0.03 6 208 (200,0.005) 1::17
36 | D | 148 0 5 0.03 6 337 (200,0.01) 3::52
36 | D | 148 0 5 0.03 6 518 (200,0.015) 14::47
36 | B | 125 1 27 0.19 1 1278 (50,51) - [12,13] 83::31
36 | B - - - - - - (50,150) - [8,12] OOM
36 | P | 152 0 1 0.006 1 58 (18,10,12) - 1 - [100,102] 0::46
36 | P | 126 3 39 0.28 3 1118 | (18,10,12) - 3 - [100,102] | 159::07
36 | P - - - - 5 - (18,10,12) - 5 - [100,102] TO
37 | D 71 0 1 0.012 2 43 (240,0.005) 0::44
37 | D 71 0 1 0.012 2 74 (240,0.01) 0::49
37 | D 77 0 1 0.012 2 107 (240,0.015) 1::03
37 | D | 78 0 2 0.024 5 113 (200,0.005) 1::00
37 | D| 78 1 2 0.024 5 194 (200,0.01) 2::02
37 | D| 78 0 2 0.024 5 296 (200,0.015) 5::52
37 | B 75 0 25 0.33 1 837 (50,51) - [12,13] 15::12
37 | B - - - - - - (50,150) - [8,12] OOM
37 | P 78 0 2 0.024 1 44 (18,10,12) - 1 - [100,102] 0::46
37 | P 74 1 14 0.20 3 787 (18,10,12) - 3 - [100,102] | 41::40
37 | P - - - - 5 - (18,10,12) - 5 - [100,102] TO

TABLE II: Legend: I: Reference Image ID; A: Perturbation type D - Darkening, B - Beam Hardening, P - Patch; # K: # of voxels classified as Kidney in reference image; # U:

# of unstable voxels; # M: # of provably misclassified voxels; F: Fragility of the network on perturbation; # IG: # of generators in the initial TensorStar; # FG: # of generators in the

final TensorStar; Param: parameters for perturbation — Threshold and e for darkening, min and max intensity and the layers for beam hardening, location, patch size of n X n X n

and intensity range for patch; RT: running time in hrs::min;

as the anchor, and one generator where the coefficients of
generator models the uncertainty in the decrease of intensity in
the interval [min., max.] and the corresponding generator is a
uniform gradient with coefficient 1 in the center that gradually
tapers to O at the edges of the image. An example of one layer
of an image and its corresponding beam hardening perturbation
is given in Figure 6.

Patch Perturbation: In this perturbation, we select a patch of
voxels of a specific size, say 3 x 3, and modify the intensity in
these voxels to be determined by a specific range. Similar to
darkening perturbation, patch perturbation can also be modeled
using TensorStars.

C. Verification Results

After computing the overapproximation of TensorStar with
U-Net, we compute the number of guaranteed correctly
classified voxels, number of unstable voxels, and number of
guaranteed misclassified voxels. All of our experiments have
been performed on an Ubuntu 22.04 system with 32 Core CPU
(AMD Ryzen Threadripper PRO 7975WX Processor (5.3 GHz,

61

32 Cores)) and 256 GB main memory with NVIDIA Geforce
RTX 4090 with 24GB VRAM Memory. The results of the
experiments on different types of perturbations and the time
taken for such verification is provided in Table II. Examples
of images with unstable, misclassified, and correctly classified
voxels is given in Figure 7 (in Appendix). Since the actual
images are 3 dimensional, the visual representation of all the
guaranteed misclassified and unstable voxels is available here .

We present some observations from the verification results.
First is that the amount of time for verification would definitely
depend on the specific reference image and the type of
perturbation. Second, the darkening perturbation is the easiest
to verify whereas the beam hardening and patch are often
computationally intensive. In some instances, the fragility of
the neural network is around 0.2 and in our experiments
going beyond this value requires significant computational
resources. Third, while some of the misclassification of voxels
is happening at the places where perturbation is introduced,

Thttps://tinyurl.com/h8mpjots
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Fig. 7: Medical images with provably incorrectly classified voxels labelled in red and the Kidney labelled in green.

in several instances, we observed misclassification in layers
that are directly not perturbed. This is specifically in the case
of Beam Hardening where introducing uncertainty in only
one layer introduced misclassification in multiple layers of
the image. Finally, while there are instances where we could
not finish verification in a week (TO: for time out in the
results table), we encountred a new bottleneck for verification.
In various beam hardening perturbations we realized that
the system ran out of memory (OOM: system ran out of
memory and crashed in results table). This could be possibly
because of two reasons. First, as the size of the perturbations
and constraints grew, the memory required for storing the
TensorStar in shared memory also grew. Second, the memory
requirements for solving the linear programs also grew with
the size of the linear program.

D. Comparison with Other Tools and Verification Benchmarks

Techniques for verification of neural networks can be
broadly classified into one of two classes: constraint satis-
faction driven or representation driven. Examples of constraint
satisfaction driven works are Reluplex [20], S-Crown [30],
« — 8 Crown [31], Marabou [32], Sherlock [33], Planet [34],
etc. In these works, the goal is to formulate the robustness
verification as a constraint solving problem and develop
general decision procedures for accelerating the search for
robustness violation or satisfaction. In the representation driven
techniques for robustness verification, the goal is to compute
an explicit representation of possible outcomes of a given input
set. The types of representations used vary from Zonotopes,
to Polyhedra, to Star sets. Examples of tools that use this
technique are ERAN [35], [36], DeepPoly [37], NNV [38],
and verification using ImageStars [21], and others [39], [40].
For a full review of current state-of-the-art methods of deep
learning model verification see [41]. All of the verification
tools currently use VNN-LIB [42] for specifying properties.

While in theory the tools for verifying robustness properties
of neural networks can work with input of any dimensions,
in practice these tools support limited verification instances.
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First, the representation based techniques do not support 3
dimensional input data and skipped connections features that
are prominent in U-Nets. Despite our best efforts, we could
not use o — 8 Crown for verifying robustness of 3 dimensional
U-Net and have received confirmation from the developers that
they have not tested the o — 5 Crown on 3 dimensional inputs.
Additionally, beam-forming, a widely documented source of
noise in medical imaging cannot be represented using the
current VNN-LIB standard. This is because beam forming
requires correlating the perturbations of different voxels using
a common variable. Hence, our work fills an important and
necessary gap in the domain of robustness verification of neural
networks.

VII. CONCLUSION AND FUTURE WORK

While the current work falls in the category of robustness
verification using representation, it differs from the literature
in three key aspects. First, none of these works have been
specifically tailored to U-Nets. The specific three dimensional
nature of the input and output modalities require special
purpose implementation that is currently not achieved by
other representation based tools. Second, due to the high
dimensionality of medical imaging data, the number of ReLU
operations encountered in these verifications is at least an
order of magnitude larger than neural networks for 2D images
trained on CIFAR dataset. Without leveraging the parallelism
and hardware acceleration, verifying robustness of medical
imaging networks would be unachieveable. Finally, unlike
purely synthetic perturbations of input images, we demonstrated
that verification techniques can be used to verify real noise
profiles such as Beam Hardening.

To the best of authors knowledge, this is the first paper on
verifying robustness of neural networks on medical imaging
data. We have shown that extension of star based techniques,
together with enhancements can indeed verify robustness of
realistic perturbations that can be observed in practice. While
we have demonstrated the robustness (or the lack thereof) for
U-Nets, the size of the U-Nets considered in this paper are



not fully applied in clinical setting. Our goal is to scale the
verification to high resolution medical images of 512x512x512
which would require improving the efficiency by at least three
orders of magnitude.
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