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Kurzfassung

Cyber-Physical Systems (CPS) sind weit verbreitete, komplexe Systeme, die rechnerge-
stiitzte und physikalische Komponenten integrieren und so eine kontinuierliche Interaktion
mit der realen Umgebung ermoéglichen. In den letzten Jahren hat die Integration von
Machine-Learning-Komponenten zur Entwicklung lernfahiger CPS gefiihrt, die autonom
agieren konnen. CPS finden Anwendung in verschiedenen Bereichen, darunter autonomes
Fahren, medizinische Gerdte, Smart Cities, Robotersysteme und intelligente Stromnetze.

Mit zunehmender Komplexitat der CPS wird die Sicherstellung ihrer Vertrauenswiirdig-
keit immer herausfordernder, bleibt jedoch insbesondere in sicherheitskritischen Bereichen
essenziell. Formale Spezifikationen sind entscheidend, um Anforderungen an das System-
verhalten eindeutig zu formulieren. Thre mathematische Struktur erméglicht zudem die
Automatisierung von Laufzeitverifikationsverfahren — wie Uberwachung, Laufzeitdurch-
setzung und Falsifikation —, die eine skalierbare Uberpriifung von Systemausfiihrungen
bieten. Trotz ihrer Bedeutung sind formale Spezifikationen oft nicht verfiigbar, da ihre
manuelle Definition aufgrund der Systemkomplexitét, unvorhersehbarer Umgebungen und
der grofilen Menge gesammelter Daten schwierig ist. Das Forschungsfeld des Specification
Mining befasst sich mit der automatischen Ableitung von Systemeigenschaften durch die
Analyse von Systemausfithrungen und deren Interaktionen mit der Umgebung.

In dieser Arbeit adressieren wir mehrere Forschungsliicken im Bereich des Specification
Mining fir CPS. Insbesondere konzentrieren wir uns auf Signal Temporal Logic (STL),
ein weit verbreitetes formales Mittel zur verstdndlichen Darstellung zeitlicher Eigen-
schaften von CPS. Wir présentieren eine Methode zur automatischen Generierung von
STL-Spezifikationen, die Sicherheitsverletzungen frithzeitig anhand von ausschlieflich
beobachtbaren Systemvariablen vorhersagen kann. Dariiber hinaus entwickeln wir eine
neuartige Technik zur Bestimmung optimaler Parameterwerte fiir STL-Formeln, um
eine Multi-Klassen-Klassifikation von Systemausfithrungen durchzufithren. Anschlieffend
stellen wir die erste Methode zur Extraktion von STL-Hyperproperties vor, welche
die Ausdruckskraft von Eigenschaften erweitert, indem sie Zusammenhénge zwischen
mehreren Systemausfithrungen erfasst. Schliellich untersuchen wir die Form von Sys-
temausfithrungen und extrahieren formale Spezifikationen zur Charakterisierung ihrer
geometrischen Muster, die insbesondere fiir die Analyse von Zeitreihendaten mit wie-
derkehrenden Mustern niitzlich sind. Wir bewerten die Leistung jeder vorgeschlagenen
Methode anhand mehrerer Fallstudien sowie die Interpretierbarkeit der Formeln.

X1
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Abstract

Cyber-Physical Systems (CPS) are widely used complex systems that integrate compu-
tational and physical components, enabling continuous interaction with the real-world
environment. In recent years, the integration of Machine Learning components has given
rise to learning-enabled CPS, allowing them to operate autonomously. CPS applications
span various domains, including self-driving vehicles, medical devices, smart cities, robotic
systems, and smart grids.

As CPS grow in complexity, ensuring their trustworthiness has become increasingly
challenging but remains essential for their adoption, especially in safety-critical domains.
In this context, formal specifications are crucial for expressing requirements on system
behavior in a precise and unambiguous way. Additionally, their mathematical structure
enables the automation of runtime verification techniques —such as monitoring, runtime
enforcement, and falsification— which provide rigorous yet scalable methods for verifying
system executions. Despite their importance, formal specifications are often unavailable
because manually defining them is challenging due to system complexity and unpredictable
environments. Specification mining addresses this issue as it is the research field dedicated
to automatically inferring system properties from its executions and interactions with
the environment.

In this thesis, we address several research gaps in specification mining for CPS. Specifically,
we focus on Signal Temporal Logic (STL), a popular formalism for expressing temporal
properties of CPS in a rigorous yet human-understandable manner, and its extensions.
We introduce a method for learning STL specifications that can predict safety violations
in advance based only on variables that are observable by the system, thus allowing the
autonomous assessment of its safety at runtime. Moreover, we propose a new technique
for learning parameter values for STL formulas to perform multi-class classification of
system executions, which is essential, for instance, in recognizing different system failures
simultaneously. We then develop the first method for mining STL hyperproperties,
which enhance the expressiveness of properties by capturing relationships across multiple
system executions. Finally, we focus on the shape of the executions and extract formal
specifications to characterize their geometric patterns, which are particularly useful for
analyzing time-series data with repeated patterns, such as cardiac activity or voltage
signals. We evaluate the performance of each proposed method on several case studies,
as well as the interpretability of the learned formulas.

xiii
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CHAPTER

Introduction

1.1 Motivation

Cyber-Physical Systems (CPS) are a broad class of complex systems in which computa-
tional units are designed to operate in close integration with their physical components,
which are necessary for interacting with the real-world environment. CPS have increas-
ingly been employed to replace humans in complicated, dangerous, and time-consuming
tasks and can now be found everywhere: from medical devices and robotic systems
to smart buildings, self-driving vehicles, smart grids, and drones. Moreover, recent
advancements in Artificial Intelligence (AI) and Machine Learning (ML) have enabled the
advent of autonomous CPS, which are equipped with fully independent decision-making
processes [SSS22|. This new feature has led to a previously unseen increase in both CPS
diffusion and complexity. However, CPS operate in a wide variety of domains where
their potential incorrect or unexpected behaviors can have severe consequences, such as
privacy violations, data leakage, financial loss, and harm to people. In safety-critical
domains such as the automotive sector, aviation, and medical services, system failures
may even threaten human lives. Given these risks, ensuring the reliability of CPS and
building trust in their decisions and actions is of primary importance.

Standard verification techniques [DS19] aim to guarantee that all the executions gener-
ated by a system —potentially infinite in number— satisfy a given property. Examples of
such exhaustive techniques include model checking |BKO08|, which analyzes a model of
the system to automatically derive a formal correctness certificate, and theorem prov-
ing [ORS92,NWP02], which assists users in constructing formal proofs using deductive
rules. Other approaches for formal verification include the computation of invari-
ants [AD22], namely sets of states that the system can never leave once entered, and
reachability analysis [LG10,/AGD17, TYML™20], which computes (or over-approximates)
the set of reachable states for a given set of initial conditions within a specified time
horizon. Existing tools in this field focus on specific classes of systems. For exam-
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1.

INTRODUCTION

ple, SpaceEx [FLGD™11] verifies hybrid systems under the assumptions that both the
continuous dynamics and the switching constraints are linear, while the method pro-
posed in estimates the reachable set of a class of neural networks (multilayer
perceptrons) if the activation functions are monotonic.

However, these classical formal verification techniques are often impractical for evaluating
the trustworthiness of CPS, as they face significant challenges related to scalability. In
practice, the complexity of CPS makes exhaustive verification computationally infeasible,
and their interactions with dynamic, unpredictable environments further complicate
formal reasoning. To address these limitations, several methods have been proposed to
relax the formal CPS verification problem by reasoning about system models [AHFU14,
QXZ 122, HHY 23] and studying their behavior through simulations [KDJ™16,[DFG™19].
However, the guarantees obtained through these approaches are inherently statistical
and apply only to the model rather than the actual deployed system, leaving room for
discrepancies between the verified model and real-world behavior [AMFE14].

On the other hand, data-driven approaches seem to be quite suitable to analyze the huge
quantities of data that CPS collect through their sensors during operation. Given the
attention received by the ML community in data analysis and its promising results, it
would seem natural to employ ML techniques to automatically examine, model, and
predict the behavior of CPS in order to evaluate their safety and reliability. However,
the outcomes from ML approaches are usually black-box and highly complex models
that tend to be over-sensitive to training data and lack interpretability, which is instead
essential when building trust.

In this context, the research field of Runtime Verification bridges the gap
between formal verification and machine learning by developing formal methods that
are lightweight and scalable to complex systems, while remaining rigorous and acces-
sible to human understanding. More specifically, runtime verification consists of a
set of methods that study how systems behave at runtime by monitoring their exe-
cutions against certain properties. It includes techniques for monitoring ,
fault-localization [BFMN18,JDDS15], failure explanation [BMM™19], runtime enforce-

ment [RRF20[FMRS18]|, anomaly detection [JKB14NKJ ™ 17a], control synthesis [CTUB13],
and falsification [ALFS11,Don10].

The role of the desired (or undesired) properties is central in all runtime verification
techniques because they are used to define which are the nominal executions of the system
and discriminate them from the unexpected ones. Properties are expressed in terms of
specifications, which denote sets of traces in a certain specification language chosen by
the design engineers depending on the particular application under study. Despite their
inarguable relevance, specifications describing the behavior of CPS are often unavailable.

Specification Mining [WCTZ20,BMNN22NCJF18|[FA22] is the research field that develops
techniques to automatically infer properties from system executions and their interactions
with the environment. Automatically learning formal requirements from data is crucial
because specifications are often unknown, and manually defining them can be challenging
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1.2. Problem Statement

due to the complexity of the system and its environment. Moreover, the vast amount
of collected data further renders human analysis impractical. Specification mining is
essential when dealing with unfamiliar systems because it allows for the precise and
rigorous definition of new information about the system’s behavior. This facilitates
system comprehension, modeling and interpretability, all of which are critical for building
trust in the system’s actions. Moreover, the mined specifications can be used for the
formal verification of critical components, or serve as oracles for test generation.

Nevertheless, specification mining is also highly beneficial when there is prior knowledge
or partial understanding of the system under study. More specifically, inferring formal
requirements from the executions of a familiar systems helps complete, refine and update
system requirements, ensuring they remain aligned with evolving needs. This supports
system documentation, future maintenance, and reverse engineering. Additionally, by
identifying deviations from expected behaviors, specification mining enables the detection
of bugs, the diagnosis of failures, and the identification of critical components that may
impact system reliability.

The rich literature in specification mining highlights the relevance of this topic, but also
reveals the presence of several research gaps that we will discuss and address in this
thesis.

Roadmap. This thesis is structured as follows. Section |1.2| defines the specification
mining problem and its main challenges, as well as the primary specification language
adopted throughout this work. Section |1.3| outlines the five key research questions
investigated, along with an overview of the corresponding methodology. Section [1.4] links
the research questions to the scientific publications that form this thesis. Section [1.5
provides a summary of each contribution, detailing the problem description, an illustrative
running example, an overview of the proposed approach, and a discussion of its evaluation.
Finally, Section [1.6| presents our conclusions and discusses potential directions for future
research.

1.2 Problem Statement

Formal specifications unambiguously denote a set of executions and, therefore, allow
for the rigorous definition of requirements that are essential to automatize tasks such
as monitoring, control synthesis, or fault-localization. The inference of specifications
from data depends on the particular application and may be driven by different goals,
as sketched in Figure |1.1. In particular, in the supervised setting, there exists a notion
of nominal system executions, and traces are labeled accordingly. Specification mining
is then applied either to formally characterize a set of positive examples (namely, nomi-
nal/correct /safe executions) or to distinguish positive examples from negative examples
(i.e., unexpected/incorrect /unsafe executions). The first task arises when engineers have
access only to a set of system executions that are considered desirable. In this case,
they need to mine satisfied properties to comprehend or model the system, facilitate
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Figure 1.1: Examples of specification mining goals.The dots represent system executions,
while the blue lines collect the set of executions satisfying unknown (target) specifications.

future system maintenance, or perform reverse engineering. Conversely, the second
task corresponds to binary classification and must be addressed when the system has
exhibited unforeseen behaviors. Here, engineers need to identify properties of correct
system executions that are violated by incorrect ones in order to detect bugs, explain
failures, identify critical components, or generate new tests.

In the unsupervised learning, there is no prior knowledge providing labels for the given
dataset. As a result, some executions may be correct and others incorrect but no available
information allows for their identification. In this setting, specifications need to be mined
to cluster executions into groups with shared properties or to detect anomalous behaviors,
assuming that anomalies are rare and qualitatively different . In this thesis, we
will focus on tasks from the supervised setting.

We observe that examples illustrated in Figure [1.1 are idealized for the sake of simplicity:
in practice, there might not exist a specification able to tightly describe a set of executions
or separate exactly positive from negative examples. Due to the presence of noise and
the need to avoid overfitting, even when such a specification exists, it might not be the
best choice. For this reason, specification mining problems are usually formalized as
search problems where the goal is to find a specification in a predetermined language
that minimizes (or approximates the minimum of) an objective function. The objective
function is tailored depending on the application and the task to be solved (e.g., deviation
from the correct labels in the supervised setting).

The specification language chosen to express requirements can be either executable (such
as automata or decision trees) or declarative, allowing for a more abstract definition of
system properties. Since we focus on the evolution of CPS executions over time, which
involve both Boolean and real-valued behaviors, we represent system executions, or traces,
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as multi-dimensional Boolean and real-valued time series. Accordingly, we will mainly
adopt Signal Temporal Logic (STL) |[MNO4] and its extensions to specify our properties,
as this language effectively captures temporal properties of real-valued dense-time signals
in a declarative, compact, and intuitive manner.

STL extends previous existing temporal logics such as Linear Temporal Logic (LTL) [Pnu77],
Metric Temporal Logic (MTL) [Koy90], and Metric Interval Temporal Logic (MITL) [AFH96)
because it admits not only propositional predicates defined over Boolean variables but
also numerical predicates over real-valued variables. Similarly to MITL, STL |[MNO4]
is interpreted over dense time and its syntax allows for bounded temporal operators,
such as until Uy, globally Gy, and finally Fj, in addition to usual Boolean operators
such as conjunction, disjunction, and negation. STL admits both qualitative semantics
(expressing whether a signal satisfies a specification at a given time) and quantitative
semantics [DM10], which measures the robustness of the satisfaction (or violation). Fur-
thermore, it is important to mention that an STL specification can be abstracted to a
Parametric Signal Temporal Logic (PSTL) [ADMN11] formula by replacing some (or
all) its numerical values with parameter symbols. PSTL formulas (or, equivalently, STL
templates) are used to express partial knowledge about a system whose overall behavior
might be expected while its specific parameter values remain unavailable. Finally, Hyper-
STL |[NKJT17b| extends STL to enable reasoning beyond individual system executions,
capturing relationships between multiple executions—referred to as hyperproperties. This
increased expressiveness is achieved by introducing variables that represent generic system
executions, which are quantified using either existential or universal operators. We will
provide a rigorous definition of STL, its semantics, and its parametric extension PSTL in
Section [1.5.1, while we will formally define HyperSTL in Section |[1.5.4.

1.3 Research Goals and Methodology

This thesis explores different problems arising in the specification mining research field
and proposes solutions to the following research questions, which we investigated with
the indicated methodology.

RQ1: State-of-the-Art

What is the existing literature in learning temporal properties of CPS? What are
the current research gaps and their challenges?

The prolific research field of extracting STL properties from CPS executions began
in 2011 with [ADMN11]. In this work, the authors aimed to complete the partially
available knowledge about a set of signals provided in the form of an STL template
by automatically learning missing information (i.e., numerical values) from data. Since
then, many other scientific contributions have been published to address different but
related problems, such as the mining of not only the numerical values but also the logical
structure of the STL formula [KJMA™14]. The existing methods vary in the fragment of
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STL they employ, the application domain, the amount of prior knowledge available, the
kind of data (labeled or unlabeled), the data processing setting (online or offline), and the
availability of a model of the system. Hence, a survey summarizing the current advances
in the field is needed to provide a structured overview of the vast literature, helping
researchers and engineers identify existing solutions and their limitations, determine the
most suitable approaches for their specific problems, and discover research gaps.

Methodology. We examined 21 scientific papers presenting innovative procedures on
how to extract STL specifications from data. Given the broad spectrum of hypotheses
and application goals covered by these methods, we organized them according to a few
key features, and we presented a taxonomy of the state-of-the-art to help researchers and
engineers understand the landscape of existing STL specification mining techniques. We
then summarized each approach, providing its main ingredients and ideas in the form
of text, figures, graphs, and pseudocodes. Finally, we reported the connections with
other existing techniques employing different specification languages and concluded by
highlighting unexplored research directions and their challenges.

RQ2: Multi-Class Classification

How to mine temporal system properties that can discriminate among different
classes at the same time?

Formal specifications are often used as classifiers, separating the set of system executions
into two disjoint subsets: the traces that satisfy the specifications and those that violate it.
When assessing the trustworthiness of CPS, satisfying executions are usually considered
expected or desired behaviors of the system, while violating executions correspond to
faulty or unexpected behaviors. Whenever the discriminating specification is unknown or
unavailable, specification mining techniques are applied to tackle this binary classification
problem [KJMA™14,BVPT16/NSBB18|. However, a binary distinction between executions
is not always satisfactory, as traces may need to be divided into more than two groups (e.g.,
when distinguishing among different kinds of trajectories or several sources of faults). In
such cases, the classification problem becomes multi-class and each trace belongs to exactly
one of several possible classes. The automatic inference of STL formulas for multi-class
classification is still in its preliminary phase: existing works [MDP™20b|, LTLT22] focus
on a restricted fragment of STL and rely on iterative binary classification. Specifically,
for each class, an STL formula is learned to predict whether a trace belongs to that
specific class. However, since a trace might satisfy more than one of these formulas, this
approach leads to ambiguity in classification. In contrast, we look for a classification
rule based on unrestricted STL specifications that unambiguously assigns each trace to a
single class.

Methodology. We focused on the automatic learning of only the numerical parameters
of STL templates to classify temporal signals into multiple classes. We did not restrict
our search to a fragment of STL, although this is common in related works (e.g., the
monotonic fragment [ADMN11},JDDS15]). However, we assumed that the user had some
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partial knowledge about the system expressed as a PSTL formula (an assumption that
we mitigated by providing a semi-automatic feedback loop to refine the initial guess).
Our proposed approach performs a grid search over the entire parameter space and
provides a statistical guarantee of optimality for the parameter choice. We implemented
our method and made it publicly available. We evaluated its performance in terms of
classification accuracy, computational time, and explainability of the results on three
case studies from different domains and compared to the results of three state-of-the-art
methods [BVPT16,MDP"20b,[NSBB1§].

RQ3: Observable Safety Prediction

How to automatically learn specifications that can be used to monitor the CPS at
runtime and predict a safety violation before it occurs without directly observing
all relevant variables?

The formal definition of safety requirements is crucial for the employment of CPS in
safety-critical applications, such as the medical and automotive domains. Indeed, safety
properties must be continuously monitored during system operation so that, if safety
risks are foreseen, appropriate countermeasures can be taken [BFFR18]. Given the
recent advancements in Machine Learning, many CPSs integrate several components
that are equipped with autonomous decision-making processes. Hence, to ensure the
reliable operation of an autonomous CPS, it is essential that the system is capable of
independently monitoring the safety requirements on its own in order to raise an alert
or take corrective actions. However, safety requirements are usually defined in terms of
system-level variables that cannot be accessed (and therefore monitored) by the CPS at
runtime. Our goal is to address this issue and provide the CPS with an observable monitor
that can predict its safety with the lowest rates of false negatives (missed violations) and
false positives (false alarms). More specifically, given a safety specification defined over
non-observable variables, we want to develop a method that automatically learns another
specification that (i) is defined over variables observable directly by the CPS [TXJ"22],
(ii) classifies the system executions similarly to the original specification, (iii) predicts
violations in advance, and (iv) is explainable.

Methodology. Motivated by the relevance of the problem formulated in [TXJ"22|, we
aimed to address a similar challenge (i.e., learning observable and predictive monitors),
while overcoming the main limitation of the approach proposed in the paper: the
lack of interpretability of its outputted monitors. For this reason, we chose to learn
monitors in the form of STL formulas, which are close to human understanding and,
therefore, explainable (if limited by a reasonable maximum length). We framed the
problem as a binary classification task and proposed a novel technique to mine STL
classifiers because the existing methods [BVPT16,MDP™20b| are not suitable for handling
the highly imbalanced datasets that arise from this problem. Moreover, inspired by
the promising results on ensembles of monitors in [TJST23|, we proposed two new
voting criteria for combining STL specifications into an ensemble. We implemented our
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approach, made it publicly available, and compared its performance with three state-of-
the-art methods |[TJS™23,BVPT16, MDP"20b|. We considered two case studies from the
autonomous driving domain, which we simulated in the Webots [Web23| environment. We
defined the distributions of the execution’s initial conditions using Scenic [FKD™22| and
then sampled from them with VerifAT [DFG™19]. We ran the resulting simulated model
to generate synthetic examples, providing access to both system-level and observable
variables. Different sets of synthetic examples were used to train the monitors and
evaluate their performance.

RQ4: Temporal Hyperproperties

How to extend the mining of system properties to hyperproperties that relate multiple
executions?

Hyperproperties |[CS08] were introduced in 2008 to extend the expressiveness of properties.
More specifically, while a property identifies a set of traces, a hyperproperty defines a
set of sets of traces. Hence, hyperproperties can define relationships between multiple
system executions instead of just describing the behavior of single executions studied
individually. Hyperproperties are needed to formalize essential information-flow security
policies that cannot be captured by properties only, such as the noninterference policy:
“Qutputs observed by low-security users are the same as they would be if inputs provided
by high-security users were absent” |[CFKT14], or stability conditions, such as the robust
behavior: “Small differences in system inputs result in small differences in system
outputs” [NKJT17b]. Temporal logics have been extended to express hyperproperties by
introducing quantification over trace variables: in particular, STL has been enhanced
into Hyper Signal Temporal Logic (HyperSTL) [NKJT17b|. However, no research has
been carried out so far to increase the expressiveness of the specifications that can be
automatically inferred from CPS executions, namely from STL to HyperSTL formulas.

Methodology. We defined our research problem after noticing that the literature on
mining hyperproperties was still in its infancy and that the few existing works |[SFA17,
FHT19,RMS20| were very limited in the language they admitted. We aimed at devising
a method that could automatically infer a set of temporal hyperproperties from a
set of execution traces, allowing the search space to be the unconstrained HyperSTL
(or any of its fragments, if required by the user). We wanted to allow for both the
parameters and the structural synthesis. To do so, we relied on Syntaz-Guided Synthesis
(SyGuS) [ABJ " 13| and integrated it into our mining procedure to guide the search in
the space of admissible candidate specifications. The user is free to embed any available
domain knowledge by specifying a grammar of admissible formulas that constrains the
search space. The main bottleneck of our approach was the monitoring of hyperproperties
(i.e., checking whether they are satisfied or violated by the given set of traces), whose
computational cost is exponential in the number of quantifiers appearing in the formula.
We mitigated it by proposing two new heuristics to efficiently monitor hyperproperties.
Finally, we evaluated the performance of our mining approach by studying its precision,
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variability, computational time, flexibility, and scalability and by comparing it to the
state-of-the-art [LB15, RMS20| (only applicable to very limited fragments of HyperSTL).

RQ5: Shape Properties

How to learn properties based on the shape of temporal signals representing system
executions?

While Signal Temporal Logic is a specification language well-suited for expressing temporal
relationships between variables, it does not include any notion of geometry. Hence, STL
cannot characterize traces based on their shapes or patterns, such as sinusoidal waves,
peaks, or exponential slopes, which might be necessary for several applications (e.g.,
when analyzing cardiac activity or the voltage signals of electricity suppliers). In order
to rigorously describe temporal shape patterns, a novel declarative language has been
proposed in [NQFT19]: Shape Expressions (SE). The advantage of SE over existing
formalisms such as Timed Regular Expressions [EA02] is its ability to handle noisy
data given by its semantics that combines regular expression semantics and statistical
regression. Similarly to STL formulas, the formulation of an SE specification that
characterizes a set of signals might be extremely challenging due to the huge amount of
data to examine and the complexity of the signals under study. Hence, it is crucial to
develop techniques that automatically extract these types of properties from data.

Methodology. Shape Expressions [NQFT19] are regular expressions whose atomic
predicates represent parametrized shapes, such as lines, exponentials, or sinusoids. We
restrict our focus to lines and learn specifications in the form of Linear Shape FExpressions
(LSEs) [BDG™20|. The goal is to “tightly” characterize a given set of positive examples,
represented as time-series signals. The notion of tightness is defined in terms of the
mean-squared error, which measures the deviation from the piecewise approximation of
the signals. The mining process has been developed in [BDG™20] and consists of three
main steps: (i) segmentation of the time-series data; (ii) clustering of the segments and
abstraction to symbols; (iii) automata learning and translation to LSE. We developed
the tool version of this method [BDG™20] and evaluated its applicability on two case
studies by analyzing the computational time required by each step, its scalability with
respect to the number of traces and their length, and the explainable insights learned
about the shape of the signals.

1.4 Scientific Contribution

This cumulative thesis is based on the following three publications, where I contributed
as the main author.

e RV23 Edgar A. Aguilar, Ezio Bartocci, Cristinel Mateis, Eleonora Nesterini, Dejan
Nickovié¢. 2023. Mining Specification Parameters for Multi-class Classification. In:
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Katsaros, P., Nenzi, L. (eds) Runtime Verification. RV 2023. Lecture Notes in
Computer Science, vol 14245. Springer, Cham. https://doi.org/10.1007/
978-3-031-44267-4_5

« EMSOFT23 Ezio Bartocci, Cristinel Mateis, Eleonora Nesterini, and Dejan
Nickovié. 2023. Mining Hyperproperties using Temporal Logics. ACM Trans.
Embed. Comput. Syst. 22, 5s, Article 156 (October 2023), 26 pages. |https:
//doi.orqg/10.1145/3609394

e« ICCPS25 FEleonora Nesterini, Ezio Bartocci, Alessio Gambi, Dejan Nickovic,
Sanjit A. Seshia, Hazem Torfah. 2025. Mining Specifications for Predictive Safety
Monitoring. In: Proceedings of the ACM/IEEE 16th International Conference on
Cyber-Physical Systems (with CPS-IoT Week 2025) (ICCPS ’25). Article 6, 1-11.
https://doi.org/10.1145/3716550.3722021

For the above publications, my contributions include conducting the literature review,
defining the problem, developing the main approach and its extensions/variants, formu-
lating theorems and proving them, implementing the method, collecting data, setting
up and executing the experiments, analyzing and interpreting results, writing the main
draft of the paper —including the generation of tables, figures, and pseudo-codes— and
revising the manuscript based on feedback from co-authors.

Additionally, I contributed as a co-author to the following papers:

e SEFM21 Ezio Bartocci, Jyotirmoy Deshmukh, Cristinel Mateis, Eleonora Nesterini,
Dejan Nickovi¢, Xin Qin. 2021. Mining Shape Expressions with Shapelt. In:
Calinescu, R., Pasdreanu, C.S. (eds) Software Engineering and Formal Methods.
SEFM 2021. Lecture Notes in Computer Science, vol 13085. Springer, Cham.
https://doi.org/10.1007/978-3-030-92124-8_7

o 1&C22 Ezio Bartocci, Cristinel Mateis, Eleonora Nesterini, Dejan Nickovié. 2022.
Survey on mining signal temporal logic specifications, Information and Computation,
Volume 289, Part A, 2022, 104957, ISSN 0890-5401, https://doi.org/10.
1016/7.1c.2022.104957

In particular, for SEFM21, I was responsible for the evaluation section, including data
collection, experiment design and execution, result interpretation, and writing of the
corresponding section. For 1&C22, I reviewed the literature, summarized the scientific
works included in the survey, and generated the pseudo-codes, along with some figures
and graphs.

For each research question described in Section 1.3, Table [1.1) indicates the chapter of
the thesis where it is explored and the corresponding publication. Moreover, for each
publication, we report the type of publication (J journal or C conference proceedings), the
number of peer-reviewers who evaluated the paper, and whether I was the first author.
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https://doi.org/10.1007/978-3-031-44267-4_5
https://doi.org/10.1145/3609394
https://doi.org/10.1145/3609394
https://doi.org/10.1145/3716550.3722021
https://doi.org/10.1007/978-3-030-92124-8_7
https://doi.org/10.1016/j.ic.2022.104957
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Research Question Chapter  Publication  Type #R 1st
RQ1 State-of-the-Art 2 1&C22 J 2 no
RQ2 Multi-Class Classification 3 RV23 C 3  yes
RQ3 Observable Safety Prediction 4 ICCPS25 C 4  yes
RQ4 Temporal Hyperproperties 5 EMSOFT23 C 4 yes
RQ5 Shape Properties 6 SEFM21 C 3 no

Table 1.1: Summary of the publications included in the thesis.

1.5 Summary of the Thesis

In this section, we summarize the scientific contributions of the thesis. Figure|1.2 matches
each research goal introduced in Section [1.3|to the section and chapter where we address
it. Additionally, Figure 1.2 groups the contributions according to the specification
language employed: STL for State-of-the-Art, Multi-Class Classification, and Observable
Safety Prediction; HyperSTL, i.e. the extension of STL to hyperproperties, for Temporal

Hyperproperties; and Linear Shape Expressions (orthogonal to STL) for Shape Properties.

Signal Temporal Logic (STL)

State-of-the-Art
RQ1 - Sec.1.5.1 (Ch.2)

Multi-Class Classification Observable Safety Prediction
RQ2 - Sec.1.5.2/ (Ch.3) RQ3 - Sec.1.5.3 (Ch.4)

Extension of STL _--~ - Tl Orthogonal to STL
Temporal Hyperproperties Shape Properties
RQ4 - Sec.1.5.4 (Ch/5) RQ5 - Sec.1.5.5/ (Ch.6))

Figure 1.2: Diagram matching the research goals with the corresponding sections/chapters
where they are detailed.

1.5.1 State-of-the-Art

In this section, we summarize the content of Chapter 2 [BMNN22|. We first provide the
technical background for Signal Temporal Logic. Then, we detail the orthogonal axes
that we used to classify the state-of-the-art in STL mining, and sketch the key ideas
behind existing relevant contributions.

11
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Background We represent system executions —or traces— as multi-dimensional time-
series, namely finite sequences of (time,value) pairs @ = (t1, 1), ..., (tn, €, ), where t; =0
and t; < t;4q for alli € {1,...,n — 1}. Each x; represents the valuation of k£ Boolean
and m real variables at time ¢; and is therefore a vector in B¥ x R™ with k,m € N.

The syntax of STL is defined by the following grammar [MNO4]:

p:=true| f(x) >0]~¢|p1 Ap2| 1 Urps (1.1)

where true is the Boolean true constant and f(x) > 0 is an atomic proposition with
f:R™ — R. — and A represent, respectively, the Boolean negation and conjunction,
while Uy is the until temporal operator defined over the dense interval of time I in R>q
- the interval I is generally omitted when I = [0,00). The finally F; and globally G
operators are derived as follows: Frp :=true U;p and Gy := —-F—p.

STL semantics [DM10] is defined in terms of the robustness function p that maps an STL
specification ¢, a trace x, and time ¢, to the value p(p, x,t) representing how far is @
from the satisfaction boundary of ¢ at time t. p(p,x,t) is defined inductively as follows:

p(true, x,t) = +o0 (1.2)
p(f(z) > 0,2z,t) = f(z(t))
p(mp, @, t) = —p(p, x,t)
/0(901 N2, T, t) mln( (Solaw’t)’p“O??z’t))
p(p1 U, x,t) = sup (min (p(p2, z,t'), inf (p(gpl,as,t"))))

t'etdl t"e(t,t’)

where @ denotes the Minkowski sum. p(p;x) is used to denote p(p,x,0). The STL
quantitative semantics is sound, i.e., when p(p,x,t) > 0 the signal x satisfies the
specification ¢, while, when p(¢, ,t) < 0, the signal violates the specification.

Parametric Signal Temporal Logic (PSTL) [ADMN11] extends STL by replacing threshold
constants in numerical predicates and time bounds in temporal operators with parameter
symbols. The set of values that the parameter symbols in a formula may assume is called
parameter space VW. A parameter valuation v € W instantiates a PSTL formula v into
the STL formula ), obtained by replacing its parameter symbols with v. For example,
given the PSTL template 1 = (1 > p1)Ujp, 1) (72 < p2) where p1, p2 are magnitude
parameter symbols, and T3, 75 are timing bounds symbols, the parameter valuation
v = (11.2,0,7,99) instantiates the STL formula 1, = (71 > 11.2) Ujg 7) (r2 < 99).

A relevant subclass of PSTL templates is the monotonic fragment [ADMN11,JDDS13].
A PSTL formula 9 is called monotonically increasing with respect to a parameter p
if increasing the value of p makes the formula easier to satisfy. Formally, if v > v/,
then the satisfaction of 1, (obtained by replacing p with v') implies the satisfaction
of ¥, (e.g. ¥ = G(x1 < p)). Conversely, ¢ is monotonically decreasing if decreasing
the parameter makes the formula easier to satisfy, which means that if v > ¢/, the
satisfaction of v, implies the satisfaction of ¢, (e.g. ©» = G(xz2 > p)). A parameter
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does not necessarily influence the satisfaction of the formula in a monotonic way; for
example, in ¢ = G(x1 < p A x2 > p), increasing or decreasing p does not consistently
make the formula easier or harder to satisfy. Therefore, a PSTL formula is defined as
monotonic if it is monotonic with respect to all its parameters (it may be increasing for
some parameters and decreasing for others).

Taxonomy Existing specification mining techniques can be classified according to
several orthogonal key features:

o Template-based or template-free approaches. In a template-based approach, the user
provides a specification template as input, and the mining procedure is applied to
find the numerical values that best fit the formula for the particular application
under study. The template is formalized, for example, as a PSTL formula (or one
of its fragments) and represents the domain knowledge available to the user, who
might know what general behavior to expect from a system or might be interested in
a specific property, while being unaware of the numerical values that characterize it.
In general, learning specifications from (partially) known systems may be necessary
for several reasons, including (i) completing or updating existing information,
(ii) detecting bugs, (iii) confirming nominal behaviors, and (iv) performing system
maintenance. Conversely, when no prior knowledge is available, template-free
approaches are more suitable, as their mining procedures automatically infer both
the formula structure and the required numerical values. These approaches are
essential for learning properties of unfamiliar systems in order to perform system
comprehension, modeling, and explainability.

o Supervised or unsupervised learning. As already mentioned in Section 1.2] (see
Figure 1.1), system executions might be labeled or unlabeled. When available,
labels indicate whether a trace represents a nominal behavior (i.e., expected or
desired). When labeled data is available, supervised learning aims to extract the
underlying principle that assigns labels in order to generalize it and predict labels of
new, unseen data. In this context, supervised mining techniques learn specifications
that either characterize a set of positive examples or distinguish between two classes:
positive and negative examples. On the contrary, if data is unlabeled, there is no
notion of correct/incorrect behavior. Hence, in this setting, unsupervised learning
techniques are employed to either cluster data into different groups sharing similar
characteristics, or to automatically detect anomalous behaviors.

o Offline or online data availability. The dataset from which specifications have to
be extracted might be available entirely before the mining process starts (offline
setting), or, on the contrary, its collection might be interleaved with steps of the
learning procedure (online setting). In the former case, the specification is learned
once from the set of traces and returned without any further changes. Conversely,
in the latter case, a candidate specification is first inferred from the initial partial
dataset and then is updated every time a new trace arrives. A trivial solution

13
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for the online problem would be to reapply the offline learner from scratch to the
augmented dataset every time new data is available. Such an approach is clearly
inefficient, and, instead, it would be preferable to implement smart modifications
to the current candidate formula. It is therefore evident that mining techniques
should be tailored to the kind of data availability.

e Passive or active mining. A further distinction can be made regarding data
availability: if data collection is independent of the learning process, the mining is
said to be passive, while, if the learner can interact with the system to steer the
generation of data, the mining is said to be active. In the offline setting, the set of
traces is fixed before the beginning of the mining process, so the learning is always
passive. Conversely, the online setting supports both passive and active mining,
depending on whether the new data available has been produced with or without
inputs from the miner.

Existing works Relevant contributions to STL specification mining literature include
the following works:

[ADMN11] presents an offline template-based approach to learning parameters from
positive examples. The authors first present a theoretical approach to compute exactly
the validity domain of the PSTL template, namely the region of parameter values that
render the formula satisfied by the given dataset. However, since such a procedure
is computationally intractable, they restrict the space of admissible templates to a
fragment of PSTL —called monotonic [VDJS17]— whose validity domains can be efficiently
approximated to an arbitrary error by combining monitoring with search. The final
parameter values are selected on the boundary of the (approximated) validity domain
to avoid over-generalization. A similar task is addressed by [JTST17], where authors,
instead of computing the entire validity domain, design a differentiable tightness metric,
whose maximization returns parameter values that render the PSTL template tightly
satisfied (i.e., an arbitrary perturbation of the parameters results in a violated formula).

Authors in [BVPT16,BB17,BB21,BB18] propose a template-free framework to passively
mine specifications by leveraging classical methods on decision trees. Indeed, the key
insight is the possibility to map binary decision trees to formulas in a fragment of STL,
which the authors define as the conjunctions and disjunctions of unary temporal operators
applied to predicates. The proposed approach consists of two steps: (i) learning a decision
tree that classifies the data, and (ii) translating the tree into an STL specification. With
slight changes, the same approach is used to tackle the offline anomaly detection problem
and both the online and offline supervised binary classification problem.

Authors in [KJMAT14, JKB14, KJB17] leverage the partial order of specifications
induced by STL semantics to generate a directed acyclic graph (DAG): the nodes are
the candidate formulas, while the edges represent the order relation between them. The
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DAG is constructed on the fly to guide the search of the formula template, while classical
optimization methods find the numerical values of its parameters. The proposed intuition
is instantiated to both tackle the passive (online and offline) binary classification problem
and the offline unsupervised anomaly detection. The search is restricted to the newly
proposed fragments of STL: Reactive STL and Inference STL, which both simplify the
formulas by allowing temporal operators to be applied only to predicates.

Some approaches [NSBB18,SG19,|AG20] employ genetic algorithms to extract an STL
formula (both its structure and parameters) that classifies positive and negative examples
in the offline setting. At every iteration, genetic algorithms evolve a population of STL
specifications by using a crossover operator, which defines how formulas are combined
to generate new ones, and a mutation operator, which introduces random changes in
the formulas. Then, only a percentage of formulas “survives” and is passed to the next
iteration. The survival probability depends on the fitness function that takes into account
the discrimination power [NSBB18] of the formula and its length.

The only STL specification mining approach that performs active learning is presented
by the works in [YHF12,JDDS13[JDDS15|. The goal is to learn parameter values for a
given monotonic PSTL template such that any possible trace generated from the system
satisfies the resulting STL formula. The procedure is based on counterexample-guided
inductive synthesis and alternates between computing a candidate STL specification and
attempting its falsification [NSF710|. To achieve this, a model of the system is supposed
to be available so that it can be used to generate violating traces. If a counterexample is
found, a new candidate formula must be computed; otherwise, the procedure terminates.

1.5.2 Multi-Class Classification

This section describes the multi-class classification problem and summarizes the approach
we proposed to address it, as detailed in Chapter |3 [ABM™23]. Additionally, we present
a running example and discuss our method’s evaluation.

Problem Definition. The multi-class classification task is a supervised learning
problem, where each example in the dataset is labeled as belonging to exactly one
class among several possibilities. The challenge of classifying data into multiple classes
arises when discriminating between only two types of system executions (e.g., correct
or incorrect) is not sufficient. This occurs, for example, when it is necessary to identify

several types of fault in the system or to distinguish between multiple kinds of trajectories.

We suppose that the user provides as input a parametric STL (PSTL) template ¢ that
has to be instantiated into multiple different STL specifications so that each mined

specification characterizes one class and maximally discriminates it from the other classes.

We define the optimality criteria that our target parameter values must satisfy using the
notion of walidity domain. Given a trace & and a PSTL formula 1, the validity domain
V(1, ) is the set of parameter values that instantiate from 1 a specification satisfied by
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Figure 1.3: Example of traces representing ship trajectories belonging to three separate

classes. This image is taken from [ABM™23| and redrawn from [KJB17].

x. For a set of signals, the validity domain corresponds to the intersection of the validity
domains of all the signals in the set. Hence, for each class of signals, our search aims to
find that vector of parameter values v that (i) is in the class’ validity domain and (ii) is
at the furthest distance from the validity domains of the other classes.

The mined formulas will be helpful in characterizing each set of traces and gaining insights
into what discriminates one class from the others but will not represent a proper classifier,
as a new unseen trace might satisfy more than one mined specification or violate all of
them. Our additional goal is, therefore, to define a procedure that combines multiple
STL formulas to produce one single unambiguous multi-class classifier.

Running Example. Let us consider the example from , depicted in Figure 1.3,
where the traces represent the (z,y)-coordinates of ships approaching a harbor. Different
colors represent different classes of signals: (i) green signals represent expected trajectories;
(ii) red signals are anomalous trajectories that might be associated with human trafficking
activities because the ships deviate to the island before reaching the harbor; (iii) blue
signals are another kind of anomalous trajectories, possibly connected to terrorist activities
because ships approach the harbor but turn back to the open sea before reaching it.

We consider the PSTL template from [NSBB18| as given as input to our mining procedure:
Y = ((z > p2) Uir, 1) (y < p1)), where z and y are the variables for the spatial coordinates
of the signals, while p1, ps, T1, and T5 are the parameters to be learned. Our goal is to
find three vectors of parameter values vy, v2, v3 such that the corresponding instantiated
STL formulas describe one class each while discriminating maximally from the other two
classes.
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The output produced by our approach is the following set of STL specifications:

Class 1 (green): ¢y, = (w2 > 22.44) Upy19,150) (21 < 42.0)
Class 2 (red): ¢y, = (22 > 24.25) Uyg 75) (v1 < 42.0)
Class 3 (blue): ¢y, = (22 > 29.69) Up19,300] (21 < 66.37).

We use the set of mined specifications to perform the multi-class classification by assigning
a (possibly unseen) trace @ to the class whose specification obtains the highest robustness
value p, i.e., to the class i such that i := argmax;_; 5 p(¢v;; T).

Our Approach. The approach we propose consists of three steps: (i) the approximation
of the validity domain for each class; (ii) the selection of the optimal parameter values in
each validity domain; and (iii) the combination of the multiple STL specifications into
one classifier.

We compute an over-approximation of the validity domain by dividing the space of the
parameter values in a lattice of cells and then evaluating each cell separately to decide
whether it should be flagged as part of the validity domain. We propose one method
—FizedBin— with fixed cell size, and one —AdaBin— with adaptive cell size. In FizedBin,
we add a cell to the approximated validity domain if we find in it at least one parameter
value that instantiates a specification satisfied by all traces in the class. Conversely,
AdaBin leverages binary search to speed up the analysis of the parameter space by
imposing the finest cell resolution only in the most uncertain areas, such as the validity
domain boundaries. More specifically, it is a recursive procedure that starts with the
entire parameter space as the initial cell under study and splits it only if the proportion
of satisfied parameter values is low but strictly greater than zero. Then, AdaBin adds
a cell to the approximated validity domain if it finds a high proportion of parameter
values that instantiate specifications satisfied by all traces, and rejects a cell if such a
proportion is equal to zero.

Once the validity domains have been approximated, we select one point in each validity
domain that maximizes the point-set distance from the union set of the other validity
domains. This point will be the parameter value that instantiates the PSTL template
to produce the STL formula that characterizes that class of signals. For simplicity,
Figure [1.4] shows an example of the approximated validity domains for only two different
classes of signals. The validity domains are computed with respect to the same PSTL
template with two parameters. The parameter valuation 91 is chosen within the blue
validity domain to maximize the distance from the validity domain of the other class (i.e.,
the union of the red figures). Similarly, ¥ is selected within the red validity domain to
maximize the distance from the validity domain of the other class.

We prove a statistical guarantee on the optimality of the values of selected parameters
for the validity domains that have been approximated by FizedBin. Moreover, we show
that its worst-case complexity (in terms of calls to the STL monitor RTAMT [NY20]) is
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Figure 1.4: Example of the approximation of two validity domains of a PSTL template
with two parameters (77 on the z-axis, and T3 on the y-axis). The blue square represents
the validity domain of one class of signals, while the union of the red figures is the validity
domain of a different class of signals. The parameter valuation 9; = (500, 500) is chosen
to represent the first class of signals, while 03 = (16, 47) represents the second class. This
image is taken from [ABM™23| and reproduced with permission from Springer Nature.

exponential in the number of parameter symbols in the PSTL template, but linear in the
number of traces in the dataset.

Finally, we define our multi-class classifier as the function that associates a trace x to the
label of the class whose specification’s robustness value p is maximum. In other words,
we compute the robustness values of the trace with respect to all the mined specifications
and associate & with the most compatible class, namely the one with the highest degree
of satisfaction (or the lowest degree of violation in case x violates all the specifications).

We conclude by highlighting two variants that we proposed for our approach:

e An extension that enables the use of a distinct PSTL template for each class, rather
than a single template common to all classes. This advancement offers greater
flexibility to the user at the moment of defining the initial formula, as it is often
easier to identify class-specific properties rather than to find a single property that
effectively discriminates among multiple classes simultaneously;

e A speed-up in approximating the validity domains for a popular fragment of PSTL
formulas, specifically the monotonic PSTL fragment [ADMN11]. We leverage the
simplified geometry of this fragment’s validity domains to significantly reduce the
number of monitor calls required.
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Evaluation. We implemented our approach and its variants in the publicly available
tool MiniPaSTeL!| (MINIng PArameters for Signal TEmporal Logic). We applied it to
three case studies from different domains, seeking an answer to the following questions:

« RQ2.1 [Applicability]. Does the need for a PSTL template as input limit the
applicability of our approach?

« RQ2.2 [Performance evaluation]. How does our method compare to state-of-
the-art?

« RQ2.3 [Explainability of the results]. Can the user exploit the results to infer
new insights into the traces?

Our experiments showed that our method can be exploited to help the user refine the
required PSTL template so that its definition does not limit the applicability of our
approach (RQ2.1). More specifically, the approximation of the entire validity domain
is a crucial step in our mining process that has a valuable advantage: it can be plotted
to gain insights into the traces and the properties they satisfy. Hence, the user might
provide a possibly inadequate guess for a discriminating template, but can then combine
their partial understanding of the system and the visual analysis of the validity domain
to modify or refine it.

The state-of-the-art lacked methods for mining STL formulas discriminating among
several classes simultaneously (RQ2.2). Consequently, we chose our performance metric
as the binary misclassification rates of each class against all others [MDP™'20b], rather
than the overall misclassification rate (i.e., proportion of incorrect predictions out of the
total number of predictions). Moreover, no existing methods supported mining generic
STL formulas, so we compared performances only for the monotonic templates. By
analyzing the experimental results, we concluded that our method is competitive in
terms of accuracy but more expensive in terms of computational time. This is due to
the computation of the entire validity domain, which is possibly not always necessary to
achieve good classification performances, but essential for explainability reasons (RQ2.3).
As an example of the additional interpretability achieved by our method, we highlight
that the analysis of the validity domain plots allowed us to explain unexpected values of
misclassification rates in a simulated autonomous driving case study. In particular, we
could conclude that the simulation environment used [DRC™17] rendered foggy scenarios
safer than fog-free ones (possibly because it accentuated the contour of the agents in the
presence of fog).

1.5.3 Observable Safety Prediction

In this section, we present another important task addressed by our target STL specifica-
tions: prediction of safety through observable variables. We summarize the content of

"https://github.com/eleonoranesterini/MiniPaSTelL
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Figure 1.5: Three key moments in an unsafe execution of the Lead-Follower case study.

These images are taken from [NBG™25|.

Chapter |4 [NBG™25| by first describing the problem under study and illustrating it with
an example. Then, we sketch the key points of the approach we proposed and present
the takeaways from its evaluation.

Problem Definition. Runtime monitors are crucial to detect potential
safety risks in CPS and therefore allow for timely corrective actions. However, safety
requirements are often defined in terms of system-level variables that cannot be accessed
and monitored by the CPS at runtime, making it impossible for the system to raise
a safety alarm during its execution. In contrast, observable variables, such as sensor
data or inputs/outputs of internal controllers, can be autonomously monitored by the
CPS. However, the connection between observable variables and safety properties is not
straightforward, as there is no one-to-one relationship between observable and system-
level variables [TXJ"22, TJST23]. In order to address this challenge, given an STL
specification gy that defines the safe behavior of a system in terms of system-level
variables, we aim at finding another STL specification yps that is defined over observable
variables and classifies traces (as safe or unsafe) in a similar way to ¢gsys. The notion of
similarity is data-driven as it is based on a pre-collected set of traces for which we want
to minimize false negative (missed violations) and false positives (unnecessary alerts)
rates. Moreover, the target formula ¢,,s must be predictive to detect violations of ¢gys in
advance. We enforce this additional task by allowing ¢ops to be monitored only against
trimmed execution traces, hence masking a number of simulation steps equal to the
user-defined prediction horizon. Finally, we limit the maximum length of @s (evaluated
as the number of predicates and operators) to produce an interpretable and explainable
monitor and avoid the risk of overfitting the data.

Running Example. Let us illustrate this problem with an example from the
domain of autonomous driving. In this example, the self-driving car under study (also
called ego car) must follow a black car by leveraging a vision-based component, which
captures images from a front-facing camera, and a controller, which uses these images to
estimate the position of the leading car and determine the steering angle for the next
time step. The presence of dark objects on the road challenges the controller, which may
mislead the car to “follow” the object until the ego car eventually crashes against it. This
incorrect behavior is depicted in Figure 1.5: Figure 1.5a shows the ego car while it is
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following the lead, whereas, in Figure [1.5b| the ego car deviates its trajectory toward the
box until it crashes in Figure |1.5c.

The system-level specification used for this case study is psys = G((d > 5) A (d < 15)),
where d is the ground-truth Euclidean distance between the lead and the follower.
According to gy, correct executions see the ego car always at a minimum safety distance
of 5 meters, and at a maximum distance of 15 meters (to ensure that the ego car actually
follows the lead). Since d is a variable whose value cannot be accessed by the ego car
at runtime, d is a system-level, non-observable variable. Other examples of system-level
variables include the absolute coordinates of the ego car, the color and position of the box,
and the distance between the car and the box. In contrast, our goal is to find properties
expressed in terms of observable variables that can predict the violation of the original
system-level specification gy in advance. In particular, we set a prediction horizon of
100 time steps so that the monitor raises an alert when the car is in a condition similar
to that shown in Figure |1.5b. This allows sufficient time to take corrective actions to
avoid a collision with the obstacle and the consequent violation of ygys.

An example of an observable and predictive STL formula mined with our approach is the
following:
@obs = F[321:400)G(n_black_piz < 37.6), (1.3)

where n__black_piz represents the number of black pixels in the image collected by the
camera mounted on the car. pops states that, apart from an initial transient phase (long
at least 321 simulation steps), the value of n_black_piz must remain below 37.6. This
requirement matches our intuition that, in safe executions, the ego car should not get
too close to any black object (either the leading car or the box).

Our Approach. Figure 1.6 sketches the three main steps of the approach we propose:
(i) dataset generation, (ii) STL learning, and (iii) ensemble prediction.

We start with a dataset (which may be given or could be generated by executing the
system) of | execution traces 7, for which we assume that we have access to both
the valuations o of system-level variables and the valuations x of observable variables
—meaning that v = (o, xz). We monitor the system-level trace o against the given safety
property ¢sys and label the corresponding observable trace x as safe or unsafe. Moreover,
we cut z of its last A simulation steps —being h the user-defined prediction horizon— and
add the trimmed observable trace " to the training dataset X.

The generated training dataset X contains only trimmed executions evaluated on observ-
able variables, which have been labeled based on the system-level variables. The problem
to be solved at this point is a binary classification problem, which we aim to address by
learning an STL formula pops. We developed a novel grammar-based [BMNN23] approach
for mining STL classifiers, as existing ones [BVP 16, MDP™20b| were not suitable to deal
with the high imbalance of the datasets resulting from this setting. Our method employs
a Simulated Annealing [KGV83|] approach to guide the search in the space of admissible
formulas, which is defined by the user as an STL (sub)grammar. Candidate specifications
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Figure 1.6: Diagram representing the three main steps to mine observable STL predictors.

This image is taken from [NBG™25|.

are evaluated not only based on the proportion of misclassified traces but also on the
degree of each misclassification, computed in terms of the (normalized) robustness value
p, as defined in Eq.[1.2l Moreover, we add a strong penalization for formulas that produce
high ratios of false negatives or false positives in order to deal with highly imbalanced
datasets and avoid that all traces are predicted in the most numerous class.

Finally, to improve the classification performance of the mined monitor, we introduce
two new ensemble techniques (Total Robustness Voting and Largest Robustness Voting)
based on the STL robustness function p. Hence, we repeat the STL learning k£ times to
produce a set ® of k& STL formulas. When evaluating the safety of a (possibly unseen)
trimmed trace 27", all STL formulas in ® express a quantitative vote that the ensemble
technique F merges into a single outcome in order to predict whether the execution is
safe or unsafe.

Evaluation. We implemented our approach in the publicly available tool ObSTLearn?
(OBservable STL LEARN) and ran experiments to answer the following questions:

+ RQ3.1 [Predictive Performance] Can our method learn accurate, efficient, and
explainable safety predictor monitors?

« RQ3.2 [Voting Criterion] Is robustness a suitable voting criterion?

o RQ3.3 [Sensitivity Analysis| How sensitive is our method to dataset character-
istics?

We evaluated the performance of our method (RQ3.1) on two case studies in the
autonomous driving domain, comparing it to two existing works in the STL specification
mining literature [BVPT16, MDP"20b] and an approach that addresses the observable
safety prediction problem using ensembles of decision trees . Although the

Zhttps://github.com/eleonoranesterini/ObSTLearn.git
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accuracy results are comparable across methods, the high imbalance between safe and
unsafe executions in the dataset required additional evaluation metrics to assess the
discriminatory power of the different methods. In particular, precision, recall, and F1-score
values revealed that state-of-the-art methods perform poorly, often predicting all traces as
belonging to the majority class. In contrast, our approach is able to effectively distinguish
between the two types of traces. However, this superior classification performance comes
at the cost of computational efficiency, as our method is significantly slower than the
others. We manually evaluated the explainability of the learned monitors demonstrating
their interpretability through examples such as the mined formula in Eq.(1.3).

We then considered a fixed set of mined STL specifications and employed the same
metrics to assess the quality of different ensemble techniques (RQ3.2). The experimental
results show that the novel ensemble methods, which leverage the robust semantics of
STL, significantly improve the prediction accuracy compared to the classical ensemble
and averaging methods.

Lastly, we evaluated the sensitivity of our approach to key features of the training dataset,
such as the imbalance between safe and unsafe traces, the size of the dataset, and the
length of the prediction horizon. The results indicate an overall satisfactory robustness
with respect to these variations (RQ3.3).

1.5.4 Temporal Hyperproperties

In this section, we present an overview of the problem addressed in Chapter 5/ [BMNN23].
After defining the problem and providing an example, we outline the key ideas behind
our approach, highlight its main contributions, and conclude with a discussion of its
evaluation.

Problem Definition. Some critical system characteristics, such as information flow
security policies or system robustness to input perturbations, cannot be captured by
properties defined over single system executions. To address this limitation, the authors
in [CS08| introduced hyperproperties, which allow reasoning about multiple system execu-
tions at the same time by adding quantification over system traces. Consequently, several
temporal logics have been extended to deal with this additional level of expressiveness,
such as LTL [Pnu77] to HyperLTL |[CFK™14] and STL |[MNO04] to HyperSTL [NKJ"17b].
The syntax of HyperSTL is defined by the following grammar:

Y=3rp | Vo | (1.4)
p=m[b] | f(m[x]) > 0] = | o1 Ap2 | p1Urp2 (1.5)

where 7 is a trace variable with Boolean variables b and real-valued variables . We note
that, compared to the definition of STL in Eq. (1.1), HyperSTL adds the quantification
—existential 3 and universal V— over trace variables 7 in Eq. (1.4). Meanwhile, Eq. (1.5)
mirrors the definition of STL but explicitly incorporates trace variables w into the
notation.
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As only a few works [SFA17,[FHT19,[RMS20] address the problem of learning hyperprop-
erties in a restricted fragment of HyperLTL, our objective is to develop the first approach
that mines hyperproperties in HyperSTL, which has even greater expressiveness than
HyperLTL. We assume a passive setting in which a fixed set of execution traces generated
from the system is given, and we aim to learn HyperSTL formulas that are satisfied by
this set of positive examples. We allow the user to constrain the HyperSTL grammar to
restrict the set of admissible candidate specifications. By doing so, the same method can
be applied to learn Hyper-LTL and hyper-propositions as special cases, as well as LTL
and STL.

Running Example. Let us consider a case study from the autonomous driving domain,
where a car is driving straight in a parking lot and, suddenly, a pedestrian crosses its way.
The car is equipped with a camera and uses a state-of-the-art image detector [WBL22]
to recognize the presence of pedestrians. Hence, as soon as the crossing pedestrian is
detected, the car activates the autonomous emergency braking and stops. The amount
of time needed by the car to get to a complete stop varies depending on the car’s initial
velocity. Hence, the distance between the car and the pedestrian at the moment of halt
is also affected by the car’s velocity.

HyperSTL formulas learned from a set of traces describing these executions of the
autonomous car can be used to study stability conditions, such as the robust behavior,
which relates how perturbations of input variables (i.e., the velocity in this case study)
affect perturbations of output variables (i.e., the final distance between the car and the
pedestrian). An example of this system characteristics mined by our approach in the
form of a HyperSTL formula is the following:

o =Vrvr'. G(|r[v] — 7' [v]]| < 46.8 — |7[d] — ©'[d]| < 21.9).

In 1, m and 7" are execution variables, while v and d refer, respectively, to velocity and
distance variables. Hence, 1) states that for every pair of executions, if their difference in
the car’s velocity is at most 46.8 mps, then their corresponding car-pedestrian distances
must not differ by more than 21.9 meters.

Our approach is the only existing one that allows for the alternation of quantifiers in
temporal hyperproperties, as in the case of the following mined HyperSTL formula:

0 = Invr'. G(|n[d] — 7'[d]| < 12.5).

0 affirms the existence of a system execution whose difference in the car-pedestrian
distance with all the rest of the executions is always below 12.5 meters.

Finally, we note that STL formulas correspond to the HyperSTL fragment with exactly
one universal quantifier. An example of an STL formula learned for this case study is
the following invariant: ¢ = Vr. G(w[v] < 12.75), stating that the car’s velocity always
remains below 12.75 meters per second.
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Our Approach. The method we devised takes inspiration from the syntax-guided syn-
thesis (SyGuS) |[ABJT 13|, where a user-defined grammar determines the set of admissible
candidate solutions (in the form of programs in the case of SyGuS, and specifications
in our context). The grammar definition provides great flexibility to the user, who can
decide the amount of domain knowledge to embed in the mining process. In practice, this
novel grammar-based specification mining method bridges the gap between template-based
and template-free approaches, as the grammar can range from being as general as the
entire (Hyper)STL to as restrictive as a specific template, or anywhere in between.

The main procedure consists of two distinct steps: (i) mining the formula structure
(namely, the combination of quantifiers, temporal and Boolean operators, and symbolic
predicates); (ii) inferring parameter values. We start with a randomly sampled formula
template and then iteratively apply mutations such that the newly generated formulas
are still accepted by the user-defined grammar. Each candidate hyperproperty is assigned
a score that quantifies its quality with respect to the set of traces. If the score is greater
than 1, the candidate formula is satisfied by the dataset, and the search terminates.
Otherwise, the score affects the probability of accepting mutated formulas as new
candidates. The parameter refinement step is applicable only to monotonic HyperSTL
specifications, which are automatically identified using the polarity rules from [ADMNI11].
This parameter learning step extends the combination of monitoring and binary search
proposed in [ADMN11] from STL properties to HyperSTL hyperproperties.

A computational bottleneck in our approach is the monitoring of hyperproperties, which
is used in the evaluation of the formula score and requires an exponential number of
calls to the STL monitor with respect to the number of quantifiers in the formula. To
mitigate this issue and improve efficiency, we introduce two heuristics for hyperproperty
monitoring. More specifically, the heuristic quantifier’s properties for efficient monitoring
leverages the semantics of quantifiers to avoid unnecessary monitoring calls by introducing
an early stop whenever a satisfied witness for the existential quantifier or a violation for
the universal quantifier is found. The other heuristic —robustness for efficient monitoring—
is based on the correctness property [DFM13| of the STL robustness function [DM10]
and avoids monitoring tuples of traces that are “close” to an already evaluated tuple.

Evaluation. We implemented our approach in the publicly available HyTeM tool®
(HYper-TEmporal Miner) and ran several sets of experiments to answer the following
questions:

« RQA4.1 [Performance evaluation] To what extent are the mined specifications a
good characterization of the system properties?

« RQ4.2 [Ability to mine useful specifications] How useful are the specifications
that we infer from the traces?

3https://github.com/eleonoranesterini/HyTeM
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« RQA4.3 [Flexibility of the mining procedure| Can we effectively use the same
method to mine not only HyperSTL requirements but also its fragments?

 RQ4.4 [Comparison with the state-of-the-art] How does our approach compare
to other existing specification mining methods?

« RQ4.5 [Scalability] How does our method scale with different grammar restric-
tions? Do the two monitoring heuristics effectively speed up the overall mining
procedure?

We evaluated the quality of the mined hyperproperties both quantitatively (RQ4.1)
and qualitatively (RQ4.2). Quantitative analysis is based on several metrics, including
the proportion of mined formulas violated by unseen sets of system executions (ratio
of false negatives), the proportion satisfied by randomly generated traces (ratio of false
positives), and the variability of the mined formulas on seven case studies. The qualitative
evaluation is instead a manual inspection of the mined formulas, which we classified
as interesting, trivial, or incorrect (i.e., valid for the training dataset but not for the
system in general). Our results highlight the significant impact of even minimal domain
knowledge on both types of performance. With a completely unrestricted grammar,
the method tended to learn overgeneralizing, trivial, and extremely variable formulas.
However, by slightly constraining the grammar (e.g., specifying the number and types of
quantifiers or selecting an initial temporal operator), we obtained much tighter and more
useful hyperproperties.

The possibility of customizing the input grammar is crucial also to ensure the broad
applicability of this mining process (RQ4.3). Indeed, the resulting flexibility makes the
approach well-suited not only for HyperSTL requirements but also for its subsets, such
as HyperLTL, STL, LTL, and even non-temporal (hyper)properties. Since no previous
work had addressed the problem of mining HyperSTL specifications, the input grammar
definition was essential even for enabling a comparison with the state-of-art on the
available limited fragments of HyperSTL, specifically LTL for the tool Tezada [LPB15],
and alternation-free HyperLTL for HyperMiner [RMS20] (RQ4.4). The experimental
results demonstrate that our method can not only learn the same properties mined by
other tools with fixed user-defined templates, but also infer new interesting information
when no template is imposed. However, as expected, our approach is slower due to
its broader applicability, as it does not benefit from the optimizations that other tools
leverage for specific templates within a fixed specification language.

Finally, the scalability evaluation (RQ4.5) confirms the expected monotonic increase in
computational time as the maximum formula length increases. Moreover, we observe that
the grammar-constrained setting required significantly more time than the free-grammar
setting, possibly because it did not allow for existential quantifiers, which are more
likely to produce satisfied hyperproperties compared to universal quantifiers. Finally,
although the worst-case theoretical complexity of the two monitoring heuristics remains
exponential in the number of quantifiers, the experimental results demonstrate that,
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in practice, these heuristics effectively reduce the number of STL monitors, yielding a
significant speed-up of the overall process.

1.5.5 Shape Properties

In this section, we present a summary of Chapter 6, which describes the tool paper
SHAPEIT [BDM™21]. The specification language adopted in this work focuses on shape
patterns, taking an orthogonal direction to the STL language adopted so far which, in
contrast, is used to express temporal relationships between real-valued variables.

Problem Definition. Shape Ezpressions (SEs) is a declarative formalism introduced
in [NQFT19] to characterize system executions according to their shapes and repeated
geometrical patterns. In particular, Linear Shape Expressions (LSEs) [BDG™20] allows
the expression of linear behaviors of real-valued signals in the presence of noise in a
rigorous and human-understandable way. Formally, LSEs are regular expressions given
by the following grammar [NQF ™19, BDG™20]:

shape := line(a, b, d) | shape; + shape, | shape; . shape, | (shape)* (1.6)
cst := x in [c1, ¢2] | csty and csty

SE := shape : cst

Atomic predicates line(a, b, d) represent lines with three scalar parameters: slope a,
relative offset b, and duration d. Parameterized lines are then combined using classical
operators: union (4), concatenation (.), and Kleene star (*). The parameter symbols
appearing in the constructed regular expression shape are subject to constraints cst,
where ¢l and c2 are rational constants (c1 < ¢2). The semantics of LSE [BDG™20] is
defined in terms of noisy matches: a signal is considered a v-noisy match for a given
LSE formula ¢ if the signal can be approximated by a sequence of lines such that (i) the
sequence is qualitatively consistent with the regular expression in ¢, (ii) its parameter
values satisfy the constraints in ¢, and (iii) the mean squared error (MSE) between each
line in the sequence and the corresponding part of the signal it approximates remains
below v.

Given a set of system executions and a user-defined maximum error v, our goal is to
automatically learn an LSE that is a v-noisy match with all the given traces. Hence, we
aim to develop a template-free approach that passively mines a specification in the form
of Linear Shape Expression to characterize a given set of positive examples.

Running Example. We illustrate our problem with an application to the Wine dataset
from [CKH™15], where traces represent the food spectroscopy of wines. Figure 1.7 (left)
shows in blue the plot of one example from the dataset. Our goal is to extract properties
that characterize with a formal specification the shape of all traces in the dataset in
terms of mean linear behaviors in the presence of noise. By running our tool SHAPEIT,
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a, €[-0.5181,-0.1939] b, € [16.431,44.369] d, € [4,17]

\ a; € [-0.0756,—0.0507] b, € [1.2833,15.225] d, € [25,31]

\ az € [-0.00159,-0.00089] bz € [-0.283,-0.205] d; € [128,130]
A a, € [0.1679,0.3339] by €[-32.16,-8.74] d4€[7,21]

Constraints over line parameters slope (a;), offset (b;) and duration (d;)

“}| A:lin(ag,by,dy) B:lin(ap, by dy) \—.. B 9o=(B-D-A-C-D-A-B)
2| C:lin(az, b3, d3) D:lin(ay, by, dy) Y

0 50 100 150 200

Linear Shape Expression

Figure 1.7: Application of SHAPEIT to the Wine dataset. Image taken from [BDM™21]
and reproduced with permission from Springer Nature.

we mine the following LSE:

@ = Iine(ag, bQ, dg).line(a4, b4, d4).|ine(a1, bl, dl).
.Iine(ag, b3, dg).line(a4, b4, d4).|ine(a1, bl, dl).line(aQ, bz, dQ)

whose parameters a;, b;, d; are constrained by the interval values reported in Figure [1.7
(upper right). Thus, ¢ combines four linear atomic predicates to make a concatenation
of seven lines.

By adopting the notation from Figure 1.7, we observe a repeated pattern formed by the con-
catenation of atomic shapes D and A, corresponding to line(ay, bg, ds) and line(aq, b1, dy),
respectively. This pattern represents the peak that appears twice in the trace plot. The
decreasing segment, represented by the linear atomic shape B, is also repeated twice -
at the very beginning and the end of the signal. Conversely, the long, approximately
horizontal line represented by C' appears only once and is located between the two peaks.
We highlight that the mined LSE is satisfied not only by the trace shown in the plot but
by all the given traces, demonstrating how ¢ effectively summarizes the mean behavior
of a potentially large set of traces.

Finally, we note that with the selected maximum error threshold (v = 0.05), the third-
highest peak in the plot —the one immediately to the right of the first peak— is not
detected. If a more detailed description of the traces were required, the tool could be
rerun with a lower v value. However, this would yield a more complex mined LSE,
showing the trade-off between accuracy and explainability.

Our Approach. The specification mining procedure we implemented in our tool
SHAPEIT was proposed in and is summarized in Figure [1.8. The first step
(segmentation) consists of a piece-wise linear approximation of all the traces. For a fixed
maximum threshold v and each trace in the dataset, a dynamic programming-based
method finds the shortest sequence of segments such that the mean squared
error of each segment remains below v. The segments are then clustered based on the
values of the three parameters that uniquely define them: slope, relative offset, and
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Figure 1.8: Overview of the approach implemented in SHAPEIT. Image taken
from [BDM™21] and reproduced with permission from Springer Nature.

duration. The algorithm adopted is the k-means clustering method with the
optimal number of clusters automatically determined depending on the derivative of
the within-cluster sum of squares (WCSS), which measures the compactness of clusters
by summing the distances of data points from their centroids. In the following step,
each cluster is over-approximated by the tightest three-dimensional box that includes
all of its data points and is abstracted into a letter. Thus, each letter represents a set of
constraints on the parameter values of slope, relative offset, and duration. This symbolic
abstraction is extended to the traces: each segment is mapped to the letter corresponding
to its cluster so that the segmented trace is mapped to the word obtained as the sequence
of the cluster letters. The original set of traces is therefore transformed into a set of
finite words: an off-the-shelf automata learning algorithm —reduced positive and negative
inference (RPNI) [Dael(]- infers a deterministic finite automaton (DFA) that accepts all
the given words, representing the positive examples in our dataset. Finally, the DFA is
translated into a regular expression using the state elimination method.

Evaluation. We evaluated the SHAPEIT? tool (which is publicly available online) on
two applications from different domains. We analyzed its scalability in terms of the
number and length of traces, as well as the impact of the maximum error threshold v on
the number of clusters and the length of the final mined LSE. Our results indicate that,
regardless of the number and length of traces, the segmentation phase is consistently the
most computationally expensive step in the mining procedure, whereas clustering and
automata learning have negligible costs in comparison. Moreover, as expected, increasing
the value of v results in shorter mined specifications; in contrast, the number of clusters
does not vary monotonically with v. Finally, a manual evaluation of the mined LSE
highlights the interpretability of the outputted formula and how it can be leveraged to
gain interesting insights about relevant shape patterns in the entire dataset.

‘https://www.doi.org/10.5281/zenodo.5569447
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1.6 Conclusion and Future Work

In this thesis, we investigated and discussed several approaches for mining formal specifi-
cations from the executions of cyber-physical systems, addressing some of the research
gaps in the literature. In particular, we focused on learning properties expressed in Signal
Temporal Logic (STL), as it is a popular specification language suitable to describe the
evolution over time of real-valued behaviors in a compact and human-understandable way.
Additionally, we explored its extension to hyperproperties (HyperSTL) to infer temporal
relationships between multiple system executions, as well as Linear Shape Expressions, a
novel formalism that captures linear shape patterns in time-series data.

Our work began with an investigation of the state-of-the-art in STL specification mining.
In particular, in Chapter 2, we provided a unified framework for categorizing existing
methods based on several key aspects: template-based vs. template-free approaches,
supervised vs. unsupervised learning, offline vs. online data availability, and passive vs.
active mining. In addition, we summarized the literature by outlining the main ideas
proposed in each work, helping researchers navigate this rich field, and facilitating the
identification of unexplored research directions.

Since we noticed the lack of methods for mining STL formulas able to unambiguously
discriminate among multiple types of signals, we introduced an approach to learn STL
specifications for multi-class classification. As detailed in Chapter |3, we developed a
passive, template-based method that approximates the optimal parameter values for each
class of system executions without imposing restrictions on the expressiveness of the
given formula template. We then combined multiple specifications into a single classifier
by leveraging the robust quantitative semantics of STL.

In Chapter |4, we tackled the observable safety prediction problem. We developed
a novel approach to learning STL formulas that can estimate in advance whether a
system execution is going to become unsafe, relying solely on variables observable by
the system itself. This feature enables autonomous systems to continuously assess their
safety at runtime, and, if necessary, take appropriate countermeasures. Furthermore, the
declarative and explainable nature of STL makes the mined monitors valuable beyond
runtime prediction: engineers can leverage them to gain new insights into the system’s
behavior.

Then, in Chapter 5, we broadened the expressiveness of the mined specifications beyond
single executions. While STL defines properties over individual traces, HyperSTL
formalizes temporal hyperproperties, which enable reasoning about the relationships
between multiple executions over time. We introduced the first learning approach for
HyperSTL formulas. The method we developed is passive and characterizes a set of
positive examples by taking as input a HyperSTL (sub)grammar that defines the set of
admissible formulas. This allows users to embed any amount of prior knowledge into the
mining process, making it flexible and adaptable to different application scenarios.

Finally, in Chapter |6, we focused on capturing the geometric patterns of time-series
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data. Since STL is not well-suited for describing such patterns, we leveraged Linear
Shape Expressions (LSE), a formalism designed to represent system executions based
on their (possibly noisy) linear trends. We developed a tool to automatically infer LSE
from a given set of traces by integrating piecewise linear approximation, clustering, and
automata learning. The mined LSE provides a formal characterization of the input
dataset by describing linear and possibly repeated patterns within it.

In future work, we plan to address some of the limitations of the proposed approaches.
Specifically, all the methods presented in this thesis rely on passive learning, meaning
they infer formal specifications from a given, fixed set of system executions. As a result,
they do not provide formal guarantees about the system that generated the data. To
overcome this limitation, we aim to extend our approaches to active learning, where
candidate specifications guide the generation of new traces from the system or a model
of the system. Hence, the mining process will interleave the collection of unseen system
executions with the refinement of previously mined formulas. By incorporating this
feedback loop, we expect to provide statistical guarantees on the system’s behavior.

Additionally, we plan to explore the use of syntactic and consistency rules to infer the
satisfaction or violation of unseen formulas based on previously monitored specifications.
Since monitoring is the most computationally expensive step in our methods —particularly
for hyperproperties—, we expect that skipping unnecessary calls to the monitor can
significantly accelerate the mining process, making it more computationally efficient.

We also aim to leverage the explainable nature of formal specifications to gain insights into
highly complex, black-box machine learning models, such as recurrent neural networks
and deep neural networks. By doing so, we seek to combine the promising results from
the machine learning community in efficiently analyzing and summarizing vast amounts
of collected data with the interpretability and rigor of formal specifications.

Finally, we foresee exciting new applications of specification mining through its integration
with Large Language Models (LLMs)—advanced Al models trained on vast amounts of
text data to understand and generate human-like language. In particular, LLMs could
serve as intermediaries between the specification miner and non-technical users, such
as policymakers, legal experts, and business analysts. This would enable a two-way
interaction: not only could mined formal specifications be translated into natural language
explanations that non-experts can understand, but users could also ask questions about
specific properties, which would then be converted into template-based searches for
the specification miner. Since natural language might be ambiguous, multiple possible
formula templates may be formulated when translating a given property. In such cases,

the system could request additional inputs and clarifications from users to refine the query.

This combination of LLMs and specification mining would facilitate the generation of
human-readable explanations of complex system behaviors for user manuals and developer
guides, help legal and regulatory teams better understand system properties, and allow
non-technical users to query specifications using natural language. Hence, this approach
would make reasoning about formal specifications accessible to a much broader audience.
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CHAPTER

Survey on Mining Signal
Temporal Logic Specifications

Reference. The content of this chapter has been published in [BMNN22]: Ezio Bartocci,
Cristinel Mateis, Eleonora Nesterini, Dejan Nickovic Survey on mining signal temporal
logic specifications. Information and Computation, Volume 289, Part A, 2022, 104957,
ISSN 0890-5401, https://doi.org/10.1016/7.1ic.2022.104957

Abstract. Formal specifications play an essential role in the life cycle of modern systems,
both at the time of their design and during their operation. Despite their importance,
formal specifications are only partially (if at all) available. Specification mining is the
process of learning likely system properties from the observation of its behavior and its
interaction with the environment. Signal temporal logic (STL) is a popular formalism
for expressing properties of cyber-physical systems (CPS). The introduction of the first
methods for mining STL specifications from time series generated by CPS a decade ago
led to a new vivid area of research. This survey paper overviews methods for mining STL
specifications from CPS behaviors, sketches different approaches found in the literature
and presents them in an intuitive and didactic manner. It aims at presenting the most
influential techniques and covers the most important aspects of specification mining:
template-based vs. template-free, model-based vs. model-free, passive vs. active, and
supervised vs. unsupervised learning.

2.1 Introduction

Formal specifications play an important role in any system’s life-cycle, including its design,
implementation and operation. During the concept design phase, formal specifications
can improve the process of engineering requirements, by making them more precise and
rigorous. During the system implementation, formal specifications can be used for formal
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verification of critical components, but also as oracles in the testing activities. Finally,
formal specifications can be monitored during system operation to detect violations of
requirements and possibly take corrective actions.

Yet, it is often the case that formal specifications are not at all or only partially available.
Specification mining [ACH"10,HDF18,BBS14a,|JDDS15,PMM17,JTS™19] is the process
of inferring likely system properties from observing its execution and the behavior of
its environment. There are benefits of mining specifications both from familiar, well-
understood and from unfamiliar systems. Specifications mined from a familiar system
can be used (1) to complete the existing incomplete or outdated specifications, (2) for
system maintenance, (3) to confirm expected behaviors, (4) to detect bugs, and (5) to
generate new tests. Mined properties from unfamiliar systems are typically used for (1)
system comprehension, (2) system modeling, (3) reverse engineering, (4) explaining the
essential properties of black-box components (e.g., machine learning components).

In this paper, we present the state-of-the-art on mining Signal Temporal Logic (STL) [MNO04]
specifications from cyber-physical systems (CPS) behaviors. More specifically, we con-
sider behaviors to be time series representing the continuous real-valued dynamics of the
CPS. STL is a popular declarative language for expressing CPS properties by defining
temporal and timed relations in time series. In the context of CPS, specification min-
ing has been used for many applications, including to automate difficult tasks such as
fault-localization [BFMN18,|JDDS15|, failure explanation [BMM™'19|, anomaly detec-
tion [BVPT16,NKJ"17a], verification [BDD 18| and control synthesis [CTUB13].

This paper is presented in the form of a survey, collecting the relevant methods and tools,
providing the reader with the necessary references, but also sketching the main ideas
behind the reviewed techniques.

An Overview of the Specification Mining Methods

We present 15 procedures for mining STL specifications from 21 scientific papers. The
methods presented in this paper are influenced by the specificity of CPS applications, the
time series model of the behavior and the choice of STL as the specification language.
An overview of all studied methods is given in Table [2.1. There are multiple orthogonal
dimensions of mining STL specifications that we briefly discuss in the remainder of this
section. In some cases, when we consider that two or more methods are sufficiently
similar, we select and present only one in more detail.

Template-based vs. template-free mining This is the main axe that we use in
this paper to classify the specification learning methods. In template-based mining, the
user provides the specification skeleton and the mining procedure consists in inferring
specification parameters that are consistent with observed data. Template-free mining
consists in learning both the structure of the specification as well as its parameters.
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Passive vs. active mining Passive mining consists in learning a specification from a
fixed set of behaviors. Active mining uses the system (or the system model), assumed to
be available, to generate new behaviors and actively steer the inference process.

Supervised vs. unsupervised mining In supervised specification mining, system
behaviors are labeled and the aim is to learn specifications that minimize the deviation
from the labels. We further distinguish between two main scenarios for supervised mining
- using only positive and using both positive and negative examples. Unsupervised
learning aims at separating behaviors into multiple clusters according to their similarity,
and learning a specification per cluster, where the inferred formula minimizes the mis-
classification rate.

Offline vs. online mining Offline mining consists in learning the specification once
from the set of available behaviors. The specification remains fixed once inferred. In online
mining, it is assumed that new behaviors arrive over time and the mined specification is
updated and refined to take into account the effect of new behaviors.

2.2 Background

In this section, we provide some technical background needed to sketch and describe the
specification mining methods. We define signals and systems, introduce signal temporal
logic (STL), its parametric version PSTL, and its quantitative semantics interpretation.

2.2.1 Signals and Systems

Let S = {s1,...,s,} be a set of signal variables. We define the time domain T to be
of the form [0,d] C R. An n-dimensional signal w is a function T — R", which we also
consider to be a vector of real-valued signals w; : T — R associated to variables s; for
i=1,...,n. Given two signals w; : T — R! and ws : T — R™, we define their parallel
composition wy ||ws : T — R™™ in the expected way. Given a signal w : T — R™ and
variables R C S with R = {s;,,...,s;,, } for some 1 <i; < ... <1y <n, we define the
projection of w onto R as wg = wj, || ... ||w;,,-

A system M is an input-output state machine that generates dynamic behaviors — it
takes as input a signal u and outputs a signal w = M (u).

2.2.2 Signal Temporal Logic

Signal Temporal Logic (STL) [MNO04] is an extension of Linear Temporal Logic (LTL) [Pnu77].

STL expands LTL in three directions: (1) it uses time-bounded temporal operators and
is interpreted over dense-time, like Metric Temporal Logic (MTL) [Koy90] and Metric
Interval Temporal Logic (MITL) [AFH96], (2) it uses numeric predicates that allow
to reason about real-valued variables in addition to propositional variables, and (3) it
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Table 2.1: Mining STL specifications - overview of methods.
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naturally admits quantitative semantics [DM10]. STL with quantitative semantics enables
measuring how far is an observed behavior from satisfying or violating a specification.
Let © be a set of terms of the form f(R) where R C S are subsets of variables and
f: RIB - R are interpreted functions. The syntax of STL is given by the grammar
pu=true| f(R) >k |-p|p1 Vo[ e1Urps | 918192,
where f(R) are terms in O, k is either a constant in Q or a magnitude parameter and [
are intervals with bounds that are either constants in QU {oo} or timing parameters. As
customary, the timing interval I may be omitted when I = [0, 00) or I = (0, c0).
With respect to a signal w, the semantics of an STL formula is described via the
36
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satisfiability relation (w,%) = ¢, indicating that the signal w satisfies ¢ at the time t:

(w,t) | true

(w,t) = f(R)>0 iff flwglt]) >0

(w,t) |~ iff (w,t) = ¢

(w,t) =1V 2 iff (w,t) E ¢1 or (w,t) E @2

(w,t) = ¢1Urpo iff W etal, (w,t') E g and
vt e (t, 1), (w,t") E ¢1

(w,t) E ¢1S1¢02 iff W etol, (w,t') E g and

vt e (1), (w,t") = 1.

Here we use the symbol @ to denote the Minkowski sum extended to be defined between
the scalar ¢ and the set I as follows: t ® I = {t+a | a € I}. Analogously, the symbol
© denotes the Minkowski difference: t© 1 = {t —a | a € I}. We write w = ¢ when
(w,0) [ ¢.

We use S and U as syntactic sugar for the untimed variants of the since Sg ) and until
U 0,00) OpPerators. From the basic definition of STL, we can derive the following standard
operators.

tautology true = pV-p
contradiction false = -—true
conjunction V1N = —(mp1 Vo)
implication Y1 =Yy = 1V
eventually, finally Fjre = trueUjyp
always, globally  Gjyp = —Frp

once Orp = trueS;p
historically H;y = 01

rising edge rise(p) = @ A-pStrue
falling edge fall(p) = -@ApStrue

2.2.3 Parametric Signal Temporal Logic and its Validity Domains

In this section, we show how to extend STL to its parametric variant PSTL, following
the approach introduced in [ADMN11]. Let P = {pi1,...,pm} be a set of magnitude
parameters and @ = {q1,...,qr} a set of timing parameters, defined over their respective
domains P and Q, say hyper-rectangles in R™ and R¥. PSTL extends STL by allowing
the amplitude constant &k in f(R) > k to be replaced by a magnitude parameter p and the
bound constants in Uj and Sy to be replaced by timing parameters in (). A parameter
valuation (u,v) € P x Q transforms a PSTL formula ¢ to an STL formula ¢, by
substituting the values (u,v) in the parameters (p, q).

The semantics of PSTL formulas can be now defined using the notion of a wvalidity
domain [FRO9] D(p, w) C P x Q that consists of all parameter valuations (u,v) € P x Q
such that w satisfies the STL formula ¢, . In order to compute validity domains, we
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introduce the extended validity domain D(p,w) C P x Q x T, where (u,v,t) € D(p,w)
iff (w,t) = @u,v. The extended validity domain D(p,w) is defined inductively as follows:

PxOxT

{(w, v, 2) [ F(R(t) = Fuv}

D(p, w,t)

D(p1,w,t) U D(p2,w,t)

{(u,v,t) | It €t® Lyy s.t. (u,v,t') € D(pa, w,t')A
vt" e [t,t] (u,v,t") € D(¢1,w,t")}

D(¢1S1p2, w,t) = {(u,v,t) | H €telyy st. (w,v,t') € D(pa, w, t")A
vt" e [t t] (u,v,t") € D(p1,w,t")}

D(true, w,t
D(f(R) > k,w,

)
)
D(—p, w, 1)
)
)

D(p1V @2, w,t

D(p1Urp,w,t

2.2.4 Signal Temporal Logic and its Quantitative Semantics

Apart from its classical qualitative semantics, presented in Section 2.2.2, STL also admits
quantitative semantics ,. The STL quantitative semantics is expressed in
terms of a robustness function p(p,w,t) that assumes values in the set R U {400, —oco}
of extended reals and measures how far is the signal w from violating or satisfying the
specification ¢ at time ¢. It is defined inductively as follows:

+oo

f(wrlt])
—p(p,w, 1)
)

)

p(true, w,t

)
p(f(R) > 0,w,?)
p(—p,w,t)
)
)

max(p(p1,w,t), p(e2, w,t)

sup min(p(p, w,t’), inf per,w,t”)
t'etdl te(t,t)

p(p1S1p2, w,t) = sup min(p(p2,w,t’), inf p(p1,w,t"))
tetol te(t't)

p(p1 Vo2, w,t
p(1Urpo, w, t

The quantitative semantics of STL have two fundamental properties. The first property
states that the STL quantitative semantics definition is sound in the sense of -
the sign of the robustness degree p(¢, w,t) (whenever it is different from zero) indicates
the satisfaction status of the specification. Second, whenever w satisfies ¢ at time ¢ with
some (positive) robustness degree k, any other trace w’ whose infinity-norm distance from
w is smaller than k also satisfies ¢ at time ¢, where the infinity-norm distance between
signals w and w’ is defined as follows: ||w — w'||s = sup;er [w(t) — w'(t)].
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2.3 Mining Parameters in PSTL Specification Templates

Template-based inference of STL specifications represents the first big family of specifica-
tion mining methods. In this setting, the PSTL formula template is given by the user,
and the mining procedure learns the parameter values that instantiate the template to a
concrete STL specification.

2.3.1 Exact Computation of Validity Domains

The first mining procedure computes the exact validity domain of a PSTL specification ¢
given a signal w [ADMNT11]. We consider the restricted class of sampled signals given as
a finite sequence of (time stamp, value) pairs (¢1,w(t1)),. .., (t;, w(t;)) for an increasing
sequence of time stamps with ¢; = 0 and with the values between two consecutive time
stamps being defined using linear interpolation. 1t is shown that under this restriction,
the validity domains are semi-linear, meaning that they can be expressed as Boolean
combinations of linear constraints over corresponding variables.

The computation of the exact validity domain follows closely the inductive definition of
the extended validity domain and consists of three main steps:

1. Base case: we first compute the validity domain of the numeric predicates f(R) > k,
using the transformation

-1
V ti <t <tig1 Aot + B; > k,
i=1

where o = @linl=wltl 5 q g, — tawltl—tivltin],

tiv1—t; tiv1—t;
2. Inductive step: we apply the semantic definitions of extended validity domain for
Boolean and temporal operators. This results in a quantified linear real arithmetic

formula.

3. Quantifier elimination: we eliminate the quantifiers from the formula using an
off-the-shelf satisfiability modulo theory (SMT) solver, obtaining a quantifier-free
semi-linear constraint.

The resulting semi-linear constraint characterizes exactly the validity domain D(p, w).

Figure 2.1 illustrates the outcomes of the exact validity domain computation. Given the
signal w, characterized by the sequence of sampling points (0,0), (2,4), (4,0), (5,2), (6,0)
(Figure 2.1] (a)), the validity domain D(x > p,w) is characterized by the semi-linear
constraint (depicted in Figure 2.1 (b)):

—_

w
O —

(0<t<2Ap<2) Vv
(2<t<4Ap+2<8) V
(4<t<BHAp+8<2) V
(5<t<6Ap+2t<12)

N N N N
\V)
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(b) ©)

Figure 2.1: Exact computation of validity domains [ADMN11]: (a) example trace w, (b)
validity domain D(z > p,w), and (c) validity domain D(Ggpz > 2, w).

The validity domain D(Gjgyz > 2,w) is shown in Figure 2.1/ (c) and is given by the
semi-linear constraint:

0<t<lAp<l—t) V
B<t<bAp<b—t) V
(5<t<6A0<p<5H)

This concludes the description of the basic problem that consists in passively learning
parameters from positive examples. The price paid for obtaining the exact validity
domain is a high computational cost. In fact, eliminating quantifiers from linear real
arithmetic formulas is exponential in the size of the formula and the number of alternating

quantifiers [FR75,[LW93].

2.3.2 Approximating Validity Domains with Monitoring and Search

The high cost of computing exactly validity domains can be mitigated by approximating
them using runtime verification methods combined with search . We assume
a monitoring procedure M (¢, w) that takes as inputs an STL specification ¢ and a
signal w. The monitor outputs true if w = ¢ and false otherwise. There are many
publicly available implementations of STL monitoring libraries, including RTAMT [NY20],

Reelay [Ulul9], MooNLicHT [BBL™20,NBB*22], BREACH [Donl0], S-TaLiRo [ALFS11].

The monitoring procedure can be combined with the parameter sampling to explore
the parameter space of the specification and approximate the validity domain of the
PSTL specification relative to a specific signal. Figure 2.2 depicts the overall idea of the
iterative approach in which each iteration consists of the following steps:

1. selection of a parameter (u,v) and instantiation of the PSTL formula ¢ to obtain
the STL formula ¢y v,

2. application of the monitoring procedure Mgy v, w) to check whether the trace w
satisfies the instantiated specification, and
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instantiate monitor
u,v w
v (u,v) Pu, M(Puy, )
\i
@ u,vs ~
D(puy, ) v /X
|

approximate verdict
w)
f)(apum ’LU) - D( u, v w)| <e

Figure 2.2: Workflow for approximating validity domain using monitoring [ADMN11].

3. approximation @(@u,v, w) of the exact validity domain depending on the monitoring
verdict.

The algorithm stops when the approximated validity domain Za(gouy,w) is e-close to
the exact validity domain D(¢y v, w) for some user-defined threshold e. While the exact
validity domain is not known and hence cannot be directly used in the computation of
the e-closeness, its area can be bounded in each iteration and used to conservatively
estimate the measure. This high-level description of the procedure does not explain how
to perform its two main steps: (i) the approximation of the validity domain from the
monitoring verdict, and (ii) the estimation of the difference between the approximated
and the exact validity domain. We discuss next these two steps.

To efficiently approximate a validity domain using the monitoring-based parameter
exploration, we need to consider a well-behaving subset of PSTL, that we call monotonic
PSTL, following the naming convention introduced in [VDJS17|. The definition of the
monotonic PSTL fragment is based on the notion of polarity [ADMN11] of a PSTL
formula ¢: the polarity m(p, ) of a parameter p with respect to a PSTL formula ¢ is
positive (negative) if it is easier to satisfy the formula as we increase (decrease) the value
of p. In other words, for all ¢ with positive (negative) polarity, and all p > p/, we have

that @, — op (p = @pr)-

A PSTL formula ¢ is said to have undetermined polarity m(p,¢) of a parameter p
with respect to a PSTL formula ¢ if neither increasing nor decreasing the value of the
parameter makes the satisfaction of the formula easier. Table [2.2) shows several examples
of PSTL formulas and their polarity. For example, < p has positive polarity. It follows
that z < 1 implies = < 10.

We say that a PSTL specification ¢ is monotonic in a parameter p if 7(p, ¢) is determined.

Similarly, a PSTL specification ¢ is said to be monotonic if for every parameter p, 7(p, ¢)

is determined. A monotonic PSTL specification ¢ induces a monotonic validity domain.

This means that if the parameter instantiation (v1,...,v;,...,v,) € P x Q is in the
validity domain D(p,w) and the parameter p; has positive (negative) polarity then
(1, ..., U .. vy) I8 also in D(p,w) for all v} > v; (vi < v;). In practice, this means that
a single check whether a parameter instantiation is in the validity domain allows to infer
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Table 2.2: PSTL formulas and their polarity.

polarity formula

positive lx<p

F[()’p] (ZL‘ < 2)

negative lx>p

G[O,p] (m < 2)
undetermined : | (f(z) > p) A (g(z) < p)

+++++ Pl

b b1
(a) (b)

Figure 2.3: An example of validity domain approximation using monitoring.

the membership of an entire hyper-box of parameter values to that validity domain. We
illustrate this idea on an example as follows.

Figure 2.3/ (a) shows an exact validity domain (grey area) that we want to approximate.
Figure 2.3/ (b) depicts 4 steps of the approximation procedure. In each step, a sample
(v1,v2) in the parameter space (p1,p2) is selected. We instantiate the PSTL formula
© tO Yy, v,- We then use the monitoring procedure M (@, 4, w) to check whether the
signal w satisfies the instantiated specification @y, vy, i.e. whether (vi,v2) € D(p,w).
After each membership check, we can infer regions of parameter values that are inside or
outside the validity domain. These regions correspond to the 4 rectangles associated to
the parameter samples, namely grey rectangles for the samples (1) and (3) and dashed
rectangles for the samples (2) and (4). The white region is the uncertainty region. The
area of the uncertainty region provides a distance to the exact validity domain. That is,
the smaller the uncertainty region, the closer we are to the exact validity domain.

The specification mining method using the approximate computation of the validity
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domain presented in this section is implemented in the tool BREACH [Donl0).

2.3.3 Inferring PSTL Parameters using Tightness Metrics

Passive learning of PSTL parameters from positive examples has the risk of over-
generalization. Selecting a parameter valuation from the validity domain is not a
trivial task. The methods for identifying PSTL parameters presented in Sections 2.3.1
and 2.3.2 compute (or approximate) the entire validity domain and the selection task is
left to the engineer. Good candidates for parameter values that avoid over-generalization
are the points lying on the boundary of the validity domain. However, there are many of
them and they are partially ordered.

In this section, we present the work that addresses the problem of passively inferring
the optimal parameter values for a PSTL specification from a set of positive exam-
ples [JTST17|, without computing the entire validity domain. To this goal, the authors
introduce the notion of tightness — e-tight satisfaction of an STL specification ¢ by a
signal w requires the existence of a magnitude or timing bound in ¢ whose perturbation
by e results in the violation of ¢ by w. In this setting, the parameter mining problem
can be formulated as follows: given a PSTL specification template ¢ and a signal w, find
a parameter valuation v such that w e-tightly satisfies the STL formula ¢,. The solution
to this problem requires to solve an optimization problem where the objective function is
the absolute value of the robustness degree of the mined formula under the additional
constraint that the formula is satisfied. However, this optimization problem is hard to
solve because the objective function is non-differentiable.

To remedy this problem, the authors embed a tightness measure as part of the new
quantitative semantics for STL. The main idea is to make predicates and temporal
operators smooth, hence differentiable. This enables the use of more efficient gradient-
based numerical optimization algorithms (e.g. quasi-Newton) to solve the problem of
inferring the STL specification with e-tight satisfaction. The resulting tightness metric is
shown to be sound, i.e. the adapted robustness degree is non-negative iff the formula is
satisfied. This approach is implemented in the tool TELEX [JTST17].

2.3.4 Mining Specification Parameters with Computation Graphs

This section presents the framework stlcg [LAP20] introduced to efficiently evaluate the
robustness of STL formulas using the computation graphs from the machine learning
domain. The built-in backpropagation mechanism of the computation graphs allows
for learning the parameter values of a given PSTL formula which e.g. maximize the
STL robustness w.r.t. a given set of signal examples. In general, it is possible to infer
parameter values w.r.t. any, possibly non-linear, differentiable constraints which can be
encoded into the objective function of an optimization problem. We note that stlcg also
enables a seamless integration of the PSTL framework into any machine learning problem
which might use STL to achieve a particular objective, e.g. using the STL robustness as
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Simulation Traces ®--------~--------------~ Dynamic Model
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Parameter Candidate

P Falsification
Identification STL Specification
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Counter—example yes
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Template Mined Specification

G[()’p] (ZC Z 8) G[O’g] (I 2 3)

Figure 2.4: Overview of specification mining from a control model ﬂJDDSlSHJDDSlE)ﬂ.

a reward function in a reinforcement learning problem. stlcg currently does not support
the mining of time parameters which is mentioned to be covered in future work.

2.3.5 Mining Specification Parameters from Dynamic Models

So far, all presented methods assumed a passive learning approach with a fixed set of
examples from which a STL specification is mined. In this section, we present an active
learning approach to mining PSTL parameters from signals. The approach assumes the
availability of a dynamic model that can be simulated and that can generate new signals
on demand. This is in contrast to the previously described approaches that assume a
fixed set of signals. The generation of new signals from the model enables refining the
learned parameters.

The specification mining problem is stated as follows: given a dynamic model M and a
PSTL specification template ¢, find an STL instantiation ¢y v of ¢ such that all traces
generated by M satisfy ¢y,v. This problem was originally stated and solved
with the restriction to the specification templates with a single parameter. The approach
was subsequently generalized to an arbitrary number of parameters, providing an efficient
solution in the case of monotonic PSTL [JDDS13,|JDDS15].

The problem is solved using an iterative procedure, illustrated in Figure 2.4. The
procedure takes as input a PSTL specification template and a dynamic model. In every
iteration, it performs the following steps:
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o Step 1: compute a candidate STL specification, using for example the mining
procedure presented in Section 2.3.2.

e Step 2: Check whether the dynamic model can generate a simulation that violates
the candidate specification, using falsification [NSFT10].

e Step 3: If the falsification method does not find a counter-example to the candidate
specification, accept and return that specification. Otherwise, add the counter-
example to the set of simulation traces and repeat from Step 1.

The key step in this approach is the application of the falsification method. The
falsification problem is formulated as follows: given an STL ¢, find an input signal u
such that M (u) violates ¢. To solve efficiently this problem, the STL specification is
interpreted using quantitative semantics, and the search for the input u is formulated as
the following optimization task:

p* = min p(p, M(u)).

If the resulting p*(p, M (u)) < 0, we return the input «* = argmin, p(p, M(u)) that
yields a counter-example simulation trace. The different flavors of the specification mining
method presented in this section are implemented in the tools S-TALIRO [ALFS11] and
BREACH [Donl0].

2.3.6 Logical Clustering with PSTL

Logical clustering is a method proposed in [VDJS17] that combines parameter inference
in PSTL specification templates with unsupervised machine learning to group and
characterize similar qualitative signals. The logical clustering procedure takes as input a
monotonic PSTL specification template ¢ and a set of signals WW. The core idea of the
procedure is very simple and consists of the following steps:

e Step 1: for each signal w € W, project the signal to a representative template
parameter v in the validity domain D(p, w).

o Step 2: apply an off-the-shelf clustering method with representative template
parameters as features to group together qualitatively similar signals under the
lens of the PSTL specification.

o Step 3: for each cluster, define an STL instantiation of ¢ that characterizes well
the cluster.

There are two difficulties in realizing the above algorithm sketch: (i) finding the single
point in the validity domain that is a good qualitative representative of the signal behavior,
and (ii) finding an appropriate STL characterization of a cluster.
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P2

D23

b1 41
(a) (b)
Figure 2.5: Example of logical clustering: (a) representative template parameters for
different lexicographic orders, and (b) hyper-rectangle approximation of clusters.

The intuition behind Step 1 is to project the signal w to a parameter valuation v that yields
an STL instantiation ¢, of the PSTL template ¢ such that w only marginally satisfies
v under the quantitative semantics interpretation. The choice of using the monotonic
fragment of PSTL plays a key role in this step — a parameter p with determined polarity
in ¢ induces a total order in its domain. Given a signal w and a PSTL specification ¢
with a single determined parameter p, the extreme value of p in D(¢p, w) is arguably the
best representative template parameter. The problem is that many PSTL specification
templates have more than one parameter. Parameters are often independent from each
other and valuations of different parameters induce a partial order. This issue can be
addressed by linearizing a partial order into a total lexicographic order. Figure 2.5/ (a)
shows a 2-dimensional validity domain D(p, w) for some PSTL formula and signal w and
two projections of w to representative template parameters according to two lexicographic
orders p; > p2 and p2 > p1.

The off-the-shelf clustering methods do not yield an outcome that can be easily plugged
in interpretable STL characterizations of the resulting clusters. For a given set of points
in the cluster, the tightest-enclosing hyper-rectangle, as shown in Figure 2.5 (b), is a
useful approximation of the cluster. The hyper-rectangle description can be embedded
in the STL formula in a straight-forward manner by using intervals, thus providing a
specification that is interpretable by the human. We note that the hyper-rectangles
from different clusters can overlap (see Figure 2.5 (b)). This can be addressed either
by defining a new cluster for the points in the intersection, or by requiring additional
guidance from the designer.

The logical clustering method is extended in [VGD™ 18| by dropping the lexicographic
ordering in favor of a more general ordering-free approach. Given a PSTL specification
template ¢ and two signals w and w’, the authors introduce the notion of a logical
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distance d,(w,w"), which is the Hausdorff distance between the boundaries of the validity
domains D(p,w) and D(p,w’) and can be approximated with arbitrary decision.

2.4 Mining Complete STL Specifications

In this section, we present the second major family of specification mining methods that
infer the entire STL formula for observed signals, without following a fixed template. All
template-free mining methods follow a similar approach. First, the structure of a PSTL
specification template is learned from data. Second, the PSTL template is instantiated
to a concrete STL specification, using parameter inference methods similar to the ones
described in Section 2.3l Most of these approaches consider only specific fragments of
STL that enable the use of specific optimization techniques. Mining STL specifications
with the until operator results to be quite challenging and it requires the use of special
metaheuristics such as genetic algorithms.

2.4.1 Mining STL Specifications for Signal Classification

We first present a passive learning approach that infers an STL specification from both
positive and negative examples [KJMA™14]. The resulting STL formula serves as a
classifier that is able to distinguish between two types of signals.

This work restricts its attention to the reactive fragment of STL, which aims to capture
the cause-effect relations from signals. Reactive STL (rSTL) is defined using the following
syntax:

P = F[n,Tg)(QOC = (pe)a (21)
where ¢, and @, are the cause and the effect formulas of the following form:

Pi = F[ﬁ,rz)p | G[Tl,Tz)p ‘ i V @i ‘ i \ pi, (2'2)

where ¢ € {c,e} and p is a linear predicate, i.e. an inequality over a scalar variable.

Reactive PSTL (rPSTL) is defined in a similar manner. We observe that both rSTL and
rPSTL admit natural partial ordering of specifications with respect to the satisfaction
relation. For instance, any signal w that satisfies o1 = Gz < k, also satisfies
2 = Fg q)x < k. We denote this fact by ¢1 < pa.

The specification mining problem is stated as follows: Given a set of labeled signals, infer
a rSTL formula ¢ = F;, ,y(¢c = ¢.) that (i) is consistent with the signal labels, and (ii)
can be used to predict the label from a prefix of the signal. The procedure assumes that
the effect of the rSTL specification is captured in the suffiz of the signal. The duration
d of that suffix is provided by the user. The procedure consists of two separate phases
reflecting, respectively, goals (i) and (ii):

o Step 1: infer the effect formula . from the suffix of the signals, and
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Figure 2.6: Example of a finite sub-DAG with candidate specifications built from
observing a two-dimensional (z,y)-signal: (a) at initialization, and (b) after a refine-
ment [KJMAT14].

o Step 2: given the (now fixed) effect formula ¢, mined in Step 1, infer the full
specification ¢ = F[, .,)(¢c = @e) that maximizes how well ¢ predicts the label of
training signals.

Both Step 1 and 2 are modeled as optimization problems that maximize the prediction
of the label, while minimizing the size of the mined formula (the optimization problem
in Step 1 is defined considering only the suffix of the signals, while the one in Step 2
deals with the entire signals). To efficiently solve the two optimization problems, the
procedure uses the partial order < of the candidate specifications, represented by a
directed acyclic graph (DAG). The DAG contains all candidate formulas as its nodes,
while the directed edges represent the partial order relation between formulas. In essence,
finding the optimal specification consists in simultaneously searching for the optimal
formula structure in the DAG and its optimal parameters. The mined specification should
ideally be the lowest order formula that differentiates between positive and negative
examples.

The DAG is infinite, hence the procedure constructs a finite sub-graph of possible
candidate specifications and expands it on-the-fly when needed. The procedure starts
the search from the DAG bottom elements — the most exclusive formulas of the form
Gy, 1p)(z 0 8) with o € {<,>}. Tt then follows the directed edges in the graph until
a specification satisfied by all the positive examples is found. At each iteration, a
candidate template rPSTL formula is explored and its parameters are estimated using
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Figure 2.7: Example of nominal (green) and anomalous (red) signals. (For interpretation
of the colors in the figure(s), the reader is referred to the web version of this article.)

classical optimization methods (e.g., simulated annealing). Figure 2.6 illustrates the
DAG refinement iteration on a simple example. If the resulting rSTL formula correctly
classifies all positive examples and only a fraction of the negative examples above some
high threshold, the algorithm stops and the candidate specification is selected. Otherwise,
the high-cost node is pruned from the DAG and the DAG is expanded to new candidate
formulas. The expansion is done by combining nodes that create a specification with

higher order with respect to their parent(s) node(s). The procedure is then repeated.

This procedure is extended to an online learning setting in [KJB17].

2.4.2 Mining STL Specifications for Anomaly Detection

We summarize in this section a procedure for unsupervised passive learning of STL
specifications . This procedure adapts the supervised learning approach described
in Section 2.4.1/ to the setting where signals are not labeled. The aim of this procedure is
to learn a specification that characterizes nominal behaviour of a system. Any signal
that violates the mined specification is then considered to be anomalous.

The specification mining procedure related to the inference fragment of STL is introduced

in [JKB14|. Inference STL (iSTL) removes from the rSTL fragment the restriction that

top-level formulas must contain a Boolean implication, and is thus defined as follows:
o == Fpome

where ¢ has the form of cause or effect formulas (2.2) in Section [2.4.1.

The specification mining procedure inherits several ideas from the algorithm described in
Section 2.4.1], including the formulation of the mining as an optimization problem and the

search of candidate formulas in the DAG representing the partial order of specifications.

However, there are two key differences from the previous work.
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First, since the signals are not labeled, the procedure makes two assumptions to be
able to distinguish between nominal and anomalous behavior: (i) anomalous signals are
rare and with low probability, and (ii) the signals associated to nominal behaviors are
qualitatively different from the anomalous ones. Figure 2.7 depicts these assumptions.
Second, the objective function is formalized using one-class support vector machines
(SVM). This method moves the optimization problem to a higher-dimensional space
that increases the separation between nominal and anomalous behaviors. The objective
function is designed to simultaneously

e minimize the number of signals classified as anomalous — this is consistent with the
first assumption,

e maximize the separation between nominal and anomalous behavior — this is consis-
tent with the second assumption, and

e penalize, using a tightness metric, the number of signals that satisfy with large
robustness the specification — to avoid trivial specifications such as true that is
satisfied by all signals.

2.4.3 Mining STL Specifications using Grids

In this section, we present another passive learning approach for mining STL specifications
using a grid-based discretization of the time and value domain [VIBT17].

We sketch the mining procedure, also illustrated in Figure 2.8|, for the special case of

one-dimensional signals:

e Step 1: Discretize the two-dimensional time-value space into a rectangular grid,
with granularity regulated by the user.

o Step 2: For every signal, mark all the cells in the grid that it covers (intersects).

o Step 3: Cluster the signals according to the similarity of cells that they cover, where
the exact notion of similarity is defined by the user.

o Step 4: For each cluster, map all the cells covered by the signals in that cluster.

o Step 5: Translate the set of cells associated to each cluster to an STL formula that
characterizes the cluster.

e Step 6: Build the overall STL formula as disjunction of the cluster STL formulas.

The main consideration to take when using this procedure is the granularity of the grid,
which affects the tightness of the resulting STL formula. Small granularity may result in
a large over-fitting STL formula, while large granularity may result in an STL formula
that accepts too many signals and provides a poor characterization of the signals.
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Figure 2.8: The STL formula which describes the yellow cluster and therefore the included
red signals is: ¢ = G[O,?] (x < 6)/\G[071] (x > 0)/\G[175} (x > 4)/\G[5,6} (x > 3)/\G[6,7} (x >
0). The one for the green cluster (blue signals) is g2 = Gz < 2) A Gyoqy(r >
0) A G (> 1) A Gz z(z > 0). The final formula is obtained by disjunction between
the two STL formulas: ¢ = ¢1 V ¢a. This example is taken from .

Translating the set of cells to an STL formula works as follows. For every column ¢ in the
grid (time steps), we identify the bottom-most j and the top-most k rows (value steps)
such that the cells (4, 7) and (i, k) are in the set. We then describe this column using the
STL formula G[tl,tQ](m > s1 Az < s9), where t; and ty are the start and the end times of
column %, s is the minimum value of the row j and so is the maximum value of the row
k. The overall STL specification is the conjunction of formulas obtained for each column.

We finally note that the generalization of the mining procedure from one-dimensional
to multi-dimensional signals is straight-forward. The presented procedure is applied to
each component of the multi-dimensional signal and the resulting formulas from each
component are combined using conjunction.

2.4.4 Mining STL Specifications with Decision Trees

Decision trees present an alternative for mining STL specifications. We review in this
section three methods based on decision trees for inferring STL formulas: (i) offline
supervised learning from positive and negative examples, (ii) online supervised learning,
and (iii) offline unsupervised learning.

Offline Supervised Learning

In this section, we present an approach for passive learning of STL specifications from
positive and negative examples using binary decision trees [BVPT16].
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The objective is the same as in Section 2.4.1 and consists in finding an STL specification
that minimizes the mis-classification rate. The specification mining procedure makes use
of a key insight — the possibility to map a fragment of STL to decision trees, and more
specifically to binary decision trees. This enables using classical methods on decision
trees to solve the problem — first, build a tree that classifies signals, and then translate
the tree to an STL formula.

The procedure takes three parameters as input: (i) a set of PSTL template specifications
that are allowed to be used for generating the final specification, (ii) an impurity measure
that defines the criteria for preferring one PSTL template over another, and (iii) a
stopping criterion. Two classes of primitive PSTL formulas are proposed in the original
paper [BVPT 16| — first-level primitives of the form F;(zos) or G(zos), and second-level
primitives of the form F;G (z o s) or G/F j(x o s), where o € {<,>}. The authors
propose canonical measures, including information, Gini and mis-classification gain, as
possible impurity measures. These measures are adapted to better generalize unseen data
by defining boundaries that separate two classes of signals as much as possible based on
the robustness interpretation of the STL specifications. Finally, the proposed termination
conditions are based on the percentage of signals belonging to the same class associated
to a node in the decision tree and the depth of the tree.

The decision tree is constructed recursively in three major steps:

e Step 1: Check if the terminal conditions are satisfied on the current node.

o Step 2: If yes, create a leaf node, associate it to the label that gives the best
classification and stop the current recursion iteration. If not, create a non-terminal
node and associate it with the STL formula that best splits the data reaching that
node.

o Step 3: Partition the data that reach the current node according to whether they
satisfy or violate its associate specification and build accordingly two sub-trees.
Apply the same steps to each sub-tree.

Step 2 requires associating the new node to the STL formula that “best” splits the data.
The STL formulas are chosen among all instantiations of PSTL specification templates
defined by the user. The notion of best refers to the optimization of the impurity measure,
also given by the user.

The remaining step consists in translating the binary decision tree to the overall STL
formula. This is also done recursively on the structure of the tree. The leave nodes with
positive (negative) labels are associated to the formula true (false). The STL formula
associated to a tree with the STL formula ¢ in the root is the disjunction between two
conjunctions: (i) the conjunction of ¢ and the STL formula associated to the left child
sub-tree, and (ii) the conjunction between —¢ and the STL formula associated to the
right child sub-tree. An example of the procedure is depicted in Figure 2.9.
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Figure 2.9: Example of transformation from binary tree to STL formula as pre-

sented in [BVPT16]. The inferred formula in this case is: (upee = (1 A
(2 A pa) V (mp2 Aps))) V (mo1 A (o3 V (s Aws))). The STL formulas ¢; (for
i€ {l,...,6}) represent the instantiations of PSTL primitives associated to the corre-

sponding nodes.

The decision tree generated by the above procedure can be in some cases very large with
high classification accuracy on the training data. Such a tree may be over-fitting the
training data and may not give explainable insights about the data. The dimensions of
the constructed tree can be reduced using a pruning algorithm . The main idea
is to equip the tree with a cost that takes into account the percentage of mis-classified
data and the width of the tree. A sequence of trees with decreasing size is constructed
by varying the weights that are given to the mis-classification rate and the width of the
tree in the cost. Finally, it is possible to choose among the obtained trees picking the
one that has the minimum classification error on the validation set.

Online Supervised Learning

This section describes a procedure that extends the supervised mining approach based
on decision trees presented in the previous section from offline to online
learning . In the online learning scenario, data is not fully available prior to
training, but rather arrives continuously over time. The aim of the online mining
procedure is an efficient on-the-fly generation and refinement of the STL specification
according to the new observed data.

The overall structure of the mining procedure is similar to its offline counterpart. That
is, the decision tree classifies the observed labeled signals. The candidate specifications
belong to a set of primitive formulas and the combination thereof. Finally, an impurity
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measure is used to define a criterion for selecting the primitive formula that splits data
well with respect to their labels.

The key difference of the online mining method is its mechanism to update the learned
STL specification with the arrival of new signals. There is a trivial solution to the online
mining problem that consists in applying the offline procedure at each new arrival of
data. This solution is nevertheless highly inefficient and expensive.

The main difficulty for an efficient update of a decision tree happens when a new signal
causes the change of the best primitive formula associated to a node, according to the
used impurity measure. To make the online learning procedure efficient, decision tree
updates of this kind are postponed to when the new STL formula is reasonably certain
to hold in the future, a decision based on a probabilistic condition.

Offline Unsupervised Learning

This section presents a procedure for offline unsupervised mining of STL specifications
using decision trees [BB17]. In contrast to the other approaches in this section, this
procedure clusters signals according to their temporal logic properties and then describes
and discriminates the groups by appropriate STL formulas. In this setting, the input data
does not need to be labeled since the clustering problem is an unsupervised problem that
require to work uniquely on raw signals. The output of the algorithm is a hierarchical
tree where each node verifies if a temporal property of the data is satisfied or not and
each leaf represents a cluster that is mapped to an STL formula.

The mining procedure is similar to its supervised offline counterpart. However, the
interpretation of the decision tree is different. The decision tree provides a hierarchical
representation of signal clusters. The initial node contains the entire set of signals. When
moving down the tree hierarchy, each node presents a refined set of similar signals. The
leaf nodes represent the actual signal clusters. Each node also has an associated STL
specification that characterizes the set of signals represented by the node. This STL
formula aims to maximize discrimination between the signals associated to that node,
and all the other signals.

The discrimination is achieved using a homogeneity measure that quantifies the distance
between two signals (e.g. Euclidean Distance or Dynamic Time Warping).

2.4.5 Mining STL Specifications by Enumeration

This section presents a procedure for learning STL specification classifiers by combining
enumerative search of monotonic PSTL templates with robustness-based instantiation of
PSTL parameters [MDP™*20b].

The procedure is summarized in Algorithm [2.1) and consists of two major interleaved
steps:
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Algorithm 2.1: Enumerative mining approach presented in [MDP™20b]

Input: Maximum length maz_ length, acceptable MCR §, set of traces S
Output: STL formula with low MCR (if it is found)

10+1

2 D+

3 while | < max_length do

4 ® <+ Enumerate(l)

5 foreach ¢ € ® do

6 ‘ s, < ComputeSignature(y)
7 end

8 while @\ D # () do

9 pick p € @\ D

10 1S__new <+ true

11 foreach v € D do

12 if s, = s, then

13 D+ DU{p}

14 1s_new <+ false

15 break

16 end

17 end

18 if is new then

19 v +SelectValuation(p, S)
20 if MCR(p,) <0 then
21 ‘ return o,

22 else

23 | D+ DU{y}

24 end

25 end
26 end
27 l+—1+1

28 end

29 return no STL formula found
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o Step 1: systematic enumeration of PSTL templates ordered by their size (function
Enumerate in line 4)), and

o Step 2: logical classification by instantiation of each template to an STL formula
by minimizing its mis-classification rate.

The above procedure stops as soon as an STL formula with low mis-classification rate is
found. Due to the exploration of specification templates in the increasing order of their
size, the resulting STL formula is guaranteed to be the smallest one that satisfies the
criterion.

Logical classification for every PSTL specification in the enumeration is computationally
expensive with the risk to repeat the parameter instantiation for many equivalent PSTL
formulas. To detect and remove equivalent, and hence redundant PSTL formulas before
their logical classification is performed, the notion of signature is used to approximately
check PSTL specifications for equivalence. The signature of a PSTL formula corresponds
to a matrix containing the robustness values with respect to different traces and parameter
valuations (this is what function ComputeSignature computes in line 6). Finding the
parameters of a PSTL formula that minimizes mis-classification rate is done using an
adaptation of the binary search algorithm [ADMNI11] that approximates the satisfaction
boundary of the formula (function SelectValuation in line 19). An instance of the binary
search algorithm is illustrated in Figure 2.10.

The above procedure is adapted to learn the environment assumption in a CPS model [MDP20a].

Following the observation that if the input traces satisfy this assumption, then the cor-
responding output traces satisfy the output requirement, the aim is to learn an STL
classifier that partitions the input signals into the ones that result in the satisfaction, and
the others that result in the violation of the system requirements. The robustness-driven
method to learn parameter values is replaced by a decision-tree based approach.

2.4.6 Mining STL Specifications from Positive Examples Guided by
Robustness Metrics

This section presents an incremental procedure for passively mining STL specifications
from positive examples. This procedure extends the approach that infers parameters
in STL specification templates guided by tightness metrics [JTST17] presented in Sec-
tion 2.3.3 with the ability to also learn the specification structure from data [JTST19].
The main objective is to learn the tightest STL formula that is satisfied by all positive
examples.

The core of the method is to build the formula structure incrementally, constructing in
each iteration a more complex STL formula. The overall approach is summarized in
Algorithm 2.2 The algorithm takes as input a set of traces and a set of candidate PSTL
predicate templates (i.e. parametric inequalities over the signals such as f(x) > k, where
x is a signal and k a parameter). The procedure is iterative, and in each iteration it
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Figure 2.10: By leveraging the monotonicity of the PSTL formula, the adaptation of the
binary search algorithm consists in recursively dividing the parameter space into sub-
regions containing the formula’s satisfaction boundary. Each red point is the valuation on
the diagonal of the respective hyper-box that instantiates an STL formula with robustness
value equal to zero. Depending on the monotonicity direction, two of the generated
sub-regions are excluded from further search (grey boxes) because they only contain
either all valid or invalid valuations, hence no points on the satisfaction boundary. The
procedure is then iteratively repeated on the remaining sub-regions.

updates a set ¥ of candidate specifications. This set is initiated with simple formulas of
the form Fp, Grp and pU;q, where p and g are PSTL predicate templates and I = [a, b]
is a parameterized time interval (function InitializeSet in line 1). An iteration of the
procedure consists of the following steps:

o Step 1: apply the parameter inference procedure guided by the tightness metric to
all the PSTL specifications in the set W (function ParameterInference in line 5)
and create the corresponding set of STL formulas ®.

o Step 2: filter the resulting STL formulas according to their robustness w.r.t. the
positive examples (function Filter in line |§)). The filtering uses a selection heuristic,
which initially keeps the set of formulas diverse (keeping even some formulas with
negative robustness), then it gradually favors only formulas which are tightly
satisfied by the set of traces.

e Step 3: if no STL formula remains in ¢ after filtering, the procedure is not able
to find an STL specification that is consistent with the positive examples and the
procedure stops.

o Step 4: if there is only one remaining STL formula in ® after filtering, the procedure
returns this as output specification and stops.

e Step 5: augment the set ¥ by nesting existing sub-formulas with another temporal
(Fr, Gy or Uy) operator, and combining the existing sub-formulas with disjunction
(function Augment in line 14).

o7
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Algorithm 2.2: Mining procedure in [JTS™19)
Input: Set of traces S, set of PSTL predicate templates P
Output: STL formula (if it is found)

1 ¥ «InitializeSet(P)

2 while true do

3 | &<« 0

4 foreach ¢ € ¥ do

5 ¢y < ParameterInference(y)

6 O — U {py}

7 end

8 & «+Filter(P)

9 if |®| =0 then

10 ‘ return no STL formula found
11 else if || =1 then

12 ‘ return ¢, €

13 else

14 ‘ U +Augment (V)

15 end
16 end
2.4.7 Mining STL Specifications with Genetic Algorithms
Genetic algorithms can be used to tackle the problem of automatically inferring an STL
formula that acts as a two-class classifier among two sets of signals, giving also insights
on what distinguishes the two sets. The traces in the training data set needs to have
been previously labeled as either desired or anomalous trajectories of the system under
study.
Genetic algorithms take inspiration from the process of natural selection among species.
In the specification mining applications, the term individual refers to a candidate formula.
The definition of three aspects characterizes a particular genetic algorithm: 1) fitness
function (indicating how an individual is suitable to survive, i.e., how good a formula
discriminates between the sets of positive and negative examples), 2) crossover operator
(how a new individual is generated starting from two others, i.e., how formulas are
combined to have new ones), and 3) mutation operator (what random changes may
happen to an individual formula).
There are two similar approaches that use genetic algorithms for mining STL formulas.
The first approach is a supervised learning algorithm for mining an STL specification
classifier by combining an Evolutionary Algorithm (EA) to learn the structure of the
formula with a Gaussian Process Upper Confidence Bound Algorithm (GP-UCB) to infer
its optimal parameters [NSBB18|. The approach in [NSBB18] considers the full STL
specification language and not just specific fragments. Another genetic algorithm to
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mine specifications is presented in [SG19,/AG20]. The second approach is a pure genetic
algorithm approach and restricts its attention to the past STL (ptSTL) fragment, which
forbids the use of future temporal operators. Since these two approaches are similar, we
sketch in more detail the former approach only.

The procedure takes as input two labeled datasets: the set of positive and the set
of negative examples. The procedure is described in Algorithm [2.3| and starts with
the generation of a set of templates via conjunction of predicates or application of
temporal operators to predicates (function Initialize TemplateSet in line 1). The rest of
the algorithm consists of the structure mining and the parameter inference steps, which
are combined in a compositional manner. In every iteration of the procedure:

e Step 1: EA updates the set of candidate specification templates,

o Step 2: For each specification template, GP-UCB is used to find the parameters
that optimize its discrimination between the sets of positive and negative examples.

Algorithm 2.3: Genetic algorithm to mine specifications [NSBB18|

Input: Set of positive examples S, set of negative examples Sy, fitness function
F, discrimination function D, maximum number of iterations N
Output: STL formula discriminating S, from &,
¥ < InitializeTemplateSet
¢ < ParameterInference(¥, D, S,, S,,)
fori=1,...,N do
¢y +—Sample(P, F, Sy, Sy)
U + Crossover(®) or Mutation(®y)
¢ < ParameterInference(¥, D, S,, Sy,)
¢ +—Sample(® U Oy, F, Sp, Sp)
end
¢ < SelectFormula(®)
return ¢

© O g o0 oA~ W N =

1

o

These two steps require four main ingredients: (i) the fitness function, (ii) the discrimina-
tion function, (iii) the cross-over operation, and (iv) the mutation operator.

The fitness function is used to sample the formulas from the set of candidate templates
that will generate new formulas or will be passed to the following iteration (function
Sample in lines 4 and |7, respectively). This function is defined as the sum of two terms:
one that penalizes long-size formulas and the other that favors formulas with higher
discrimination power. The latter is defined as a discrimination function that captures how
well an STL formula discriminates between two sets of examples. It assigns to the formula
the difference between the average robustness of positive and the average robustness of
negative examples, divided by the sum of the respective standard deviations. This is the
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Figure 2.11: Syntax tree of the formula ¢ = F(gj(s1 > 3) A (s2 > 8).

function that GB-UCP aims to maximize in order to find the optimal parameters for
each formula template (function ParameterInference in lines |2/ and 6).

Considering the representation of a formula as a syntax tree (see an example in Fig-
ure 2.11), the cross-over operator works as follows: given two formulas (the parents), it
randomly selects one subtree from each formula and switches them, generating two new
formulas (the children). Finally, the mutation operator takes as input a formula and
it changes one random node with one random formula (either predicates or temporal
operators F, G and U applied to predicates). In every iteration, the cross-over operator
and the mutation operator are mutually exclusive and randomly selected according to
their predefined probabilities (line 5).

After a maximum number of iterations, the algorithm returns the formula in the set of
candidate specifications that have the maximum discrimination power according to the
discrimination function (function SelectFormula in line 9).

2.5 Related Work

This tutorial focuses on revisiting methods for learning formal specifications in Signal
Temporal Logic (STL). However, there are other approaches to learn different
formal specification languages and models. In the following, we briefly report some of them.
For a more general overview we refer the reader to a recent interesting survey .

Multi-valued specification languages STL with quantitative semantics is a multi-
valued logic assuming values in R U {—o00,00} and allowing to measure how far is a
behavior from satisfying or violating a specification. There are other branches of multi-
valued logic such as fuzzy logic and probabilistic logic . In contrast to
STL, fuzzy logic is normalized to the interval [0, 1] of truth values and aims to represent
vagueness and imprecise information. Probabilistic logic allows to reason with uncertain
knowledge by having the truth values of sentences be probabilities between 0 and 1.
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2.5. Related Work

Learning Invariants Temporal invariants are properties that remain unchanged
during the system’s executions. In STL such property would correspond to learn the
template G, where ¢ is a constraint expressed over the system’s variables (for example
x <y+ 1) that the system will always satisfy. A popular tool to learn such invariants
is DAIKON [EPGT07] and it is employed in CPSDEBUG [BMM 21| to support failure
explanation in CPS models.

Learning LTL LTL describes temporal properties of reactive systems. Texada [LPB15]
is a popular approach for learning LTL specifications from temporal templates by
instantiating the template with the propositions that are consistent with the observed data.
Huang and Cleaveland [HC20| propose an automata-based approach for inferring LTL
formula from a specification template and a set of data streams. Neider and Gavran [NG18|
introduce two passive approaches for learning LTL - the first one consists of a sequence
of satisfiability problems in propositional Boolean logic that generate the smallest LTL
specification that is consistent with the observations, while the second one combines
the SAT-driven learning with learning decision trees. The second approach allows to
scale to large-size scenarios while dropping the minimality requirement. Riener [Riel9]
improves on the SAT-based learning method by using topology structures to partition the
search space into small sub-problems. Gaglione et al. [GNR™21] extend the LTL mining
method from Neider and Gavran by enabling inference of concise LTL specifications in
the presence of noisy data by using MaxSMT.

Learning state-machines State-machine models such as finite state automata provide
an alternative approach to express the system’s behavior. They consist of a finite set
of states and a transition function determining how to switch from a state to another
given a certain input symbol. Dana Angluin proposed in [Ang87| the first learning
method for deterministic finite automata called L* algorithm. This algorithm can be
formulated as a cooperative game between two players: a learner and a teacher. The aim
of the learner is to infer, by formulating some queries and reasoning about the obtained
answers, a deterministic finite automaton modelling an unknown language L. The teacher
acts instead as an oracle that can answer queries formulated by the learner. There are
generally two types of queries: membership and equivalence queries. The first type of
queries consists in asking whether a certain word belongs to the unknown language,
while the second type of queries asks whether a candidate language is equivalent to the
unknown language. The family of approaches based on this interaction between a learner
and a teacher are also called active learning methods |[SHM11, HS18,[WCTZ20]. The
main prerequisite of these methods is the existence of a teacher, but this is not always
feasible. An alternative approach that does not require a teacher is given in ALERGIA
algorithm [CO94| where a prefix tree acceptor is built starting from a set of observed
execution traces. Approaches that do not require the interaction with a teacher are
called passive learning methods [WCTZ20|. More recently, many of these concepts have
been further extended to learn more expressive and complex state machine models such
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as timed automata [PMM17], linear hybrid automata [SHSZ19,MRBF'15|, and hybrid
automata with inputs and outputs [MRBEF15].

Learning Regular Expressions Regular expressions describe the regular languages
accepted by deterministic finite automata and can be used to specify in a concise
way patterns of symbols. A regular expression can be automatically generated from a
deterministic finite automata using Kleene’s algorithm [HU79, Kle51]. A method for
mining timed regular expressions [ACMO02|, from traces was developed in [NCJF18|NF19].
Shape expressions [NQFT21] are regular expressions where the symbols are parametrized
functions (linear, exponential, sinosuoidal, etc) describing shapes that characterize the
features of a signal. Recent works [BDG'20,BDM™21] provide an automated approach
to learn linear shape expressions from a set of positive examples and it is supported by
SHAPEIT [BDM™21].

Learning model checking Learning model checking is a new interesting framework
introduced in [BGKN22] that consists in predicting the probability of satisfaction (or
the robustness value) of an STL specification with respect to a model M, given the
satisfaction values of a set of independently selected STL properties. The key insight is
to learn a linear model that predicts the satisfaction values of STL formulas in a feature
space, namely a higher dimensional space than the original space of data and where it is
easier to work on. As commonly used in machine learning, the kernel trick is exploited to
perform an efficient learning that does not require the explicit computation of the feature
space: it is indeed sufficient to use the similarity between pairs of STL formulas. The
similarity between two formulas is defined as the scalar product of the functions that
compute the robustness values of the formulas by varying the trajectories. The authors
mention the possibility of using their new approach for specification mining purposes: the
search would then be shifted from the discrete space of formula templates to a continuous
space where distances depend on semantic similarities.

Data Mining in Temporal Series Mining patterns in temporal series has been
the subject of intense and prolific research activities for at least three decades. As
discussed in [KKO03| the main tasks in temporal series data mining are indezing, clustering,
classification and segmentation. Indexing [KCMPO1| consists in matching times series
in a database that are the closest according to a similarity measure to a given query
time series. Clustering [KCMPO1,KL8§]| is a task that groups times series according to a
similarity measure, while classification [KCMPO1}/KL88] is a supervised machine learning
task that takes in input an unlabeled time series and determines one or more classes to
which the time series belongs. Finally the goal of segmentation [KP98,SZ96] is to compute
from an initial time series, another time series with less data points approximating the
original one. This last task is general functional to efficiently perform the other three.
Mining STL specifications can be considered as clustering and classification tasks, while
monitoring an STL formula over time series is similar to the indexing task. However, one
main difference is that we can leverage a data-efficient, concise and human-understandable
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2.6. Conclusion and Future Directions

symbolic language to represent the sets of time series we are interested in. This provides
a suitable tool not only to classify/cluster time series, but also to explain the temporal
relations characterizing the essence of the desired time series pattern. Furthermore, the
use of STL opens to the possibility of using all the machinery available for monitoring,
testing, and control synthesis.

2.6 Conclusion and Future Directions

This paper evidences the active and vivid research in the domain of mining STL specifica-
tions. This field connects the worlds of machine learning and formal methods, exploiting
many potential synergies between the two. We observe that both template-based and
template-free mining approaches have relevant practical applications and receive consid-
erable attention from the research community. Despite many different angles used to
tackle this problem, we see several unexplored opportunities for research, that we briefly
discuss in this section.

Model-based active mining We notice that only one reviewed approach uses the
system model in the specification mining process. We think that this is an interesting and
not sufficiently explored direction to pursue, especially when using specification mining
to support the CPS design. More specifically, the model can be used to generate new
behaviors and thus actively refine the mined specification, providing in every iteration a
more precise insight in the model properties.

Mining input/output relations All the approaches considered in this paper assume
that the outcome is a flat specification that characterizes a language. In CPS, the systems
are dominantly open and have a clear input and output signature — the system continuously
receives inputs and reacts to them, generating outputs. For many applications, mining
an input/output relation would be a very valuable outcome.

Mining local patterns The methods reviewed in this paper focus on learning spec-
ifications from the entire signals. A different view on the mining problem consists in
finding repeating anomalous patterns within a single behavior. This more local mining
problem has been extensively studied in the time series community with the ideas of
shapelets [UBK15| and motifs [YZUT16] but has received no attention so far in the
context of STL.

Explainable AI Specification mining is a form of explainable artificial intelligence,
since a formal specification provides a-priori an interpretable artefact. However, this
corner on learning specifications has not been sufficiently studied, and there is little
work that investigates, for instance, whether STL specifications can provide meaningful
additional insight into opaque black-box components, such as deep neural networks.
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CHAPTER

Mining Specification Parameters
for Multi-Class Classification

Reference. The content of this chapter has been published in [ABM™23|: Edgar A.
Aguilar, Ezio Bartocci, Cristinel Mateis, Eleonora Nesterini, Dejan Nickovié. 2023.
Mining Specification Parameters for Multi-class Classification. In: Katsaros, P., Nenzi,
L. (eds) Runtime Verification. RV 2023. Lecture Notes in Computer Science, vol 14245.
Springer, Cham. https://doi.org/10.1007/978-3-031-44267-4_5

Abstract. We present a method for mining parameters of temporal specifications for
signal classification. Given a parametric formula and a set of labeled traces, we find one
parameter valuation for each class and use it to instantiate the specification template. The
resulting formula characterizes the signals in a class by discriminating them from signals
of other classes. We propose a two-step approach: first, for each class, we approximate
its validity domain, which is the region of the valuations that render the formula satisfied.
Second, we select from each validity domain the valuation that maximizes the distance
from the validity domain of other classes. We provide a statistical guarantee that the
selected parameter valuation is at a bounded distance from being optimal. Finally, we
validate our approach on three case studies from different application domains.

The following text is reproduced with permission from Springer Nature.

3.1 Introduction

Formal specifications are crucial during system design, verification, and operation. They
allow a precise and unambiguous exchange of requirements between engineering teams,
enable rigorous verification of critical system components, and translate into test oracles
and runtime monitors during system execution.
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Cyber-physical systems (CPS) include physical parts whose properties are only partially
known at design time. Generally, an engineer may expect a system to act a certain way
without knowing the exact numerical values that characterize the system’s behavior. For
instance, an engineer may know that the system response to a step input is an overshoot
while being unaware of its delay from the input or its amplitude. We can express
this partial knowledge about the intended property using a parameterized specification
template. Characterizing the actual parameters is a challenging task that requires the
help of an automated tool.

Related work. Specification mining [BMNN22] is an emerging area of research in the
field of CPS motivated by the need to analyze and explain the massive amount of
data gathered from these systems while interacting with the environment. The vast
majority of the available approaches employ Signal Temporal Logic (STL) [MNO04] as
the formal specification language for mining requirements in CPS [XJ18, BGKN22].
Parametric Signal Temporal Logic (PSTL) [ADMN11] is a parametric extension of STL
in which parameters replace both threshold constants in numerical predicates and time
bounds in temporal operators. Some works address the problem of learning the optimal
parameters for a given candidate template formula |[ADMNI11,HDF18||BBS14a], while
others learn both the structure and the parameters [JTST19,NSBB18BBS ™ 14b/BGKN22].
These approaches focus on learning an STL formula using only positive examples of
trajectories [JTST19] or positive and negative examples [BBS14a,[NSBB18|.

In this paper, we broaden the applicability of STL specification mining to the multi-class
classification problem: we aim to find the set of parameters for given PSTL template
formulas that can discriminate multiple classes of trajectories. We assume a set of labeled
traces and characterize each class of traces with an STL formula. A final classifier
leverages STL quantitative semantics to evaluate how robustly a trace satisfies/violates
each specification and consequently predicts the trace’s label. Recently, also other
papers [MDP™20bl|LTLT22| considered a similar task. However, both works limit the
space of mined specifications to STL fragments, reducing the resulting expressiveness.
Moreover, they are both template-free methods; namely, they mine both the formula
template and its numerical predicates. Such an approach is a double-edged sword: on the
one hand, template-free methods do not require prior knowledge, but, on the other hand,
they do not allow embedding information in the procedure and thus steer the search
toward specific properties that are relevant in a particular application. Conversely, we
aim to tackle the complementary task of mining parameters without any restrictions on
STL grammar.

Our contribution. In this paper, we propose a family of methods for mining PSTL
parameters for multi-class classification. We assume a PSTL template associated with
each labeled class of signals and choose the parameters in each template to maximize
discrimination from the signals with the other labels. We devise a two-step approach to
this problem. For each labeled class of signals, we first approximate two validity domains,
one for the signals belonging to that class and one for all other signals. The walidity
domain is the region of the parameter space that instantiates satisfied specifications from
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3.2. Preliminaries

vV Q

Figure 3.1: The Hausdorff distance Dy between sets V and Q is defined as: Dy (V, Q) :=
max{D(V, Q),D(Q,V)}. In the above example, D(V, Q) = d(v, Q), D(Q,V) = d(g, V),
and Dy (V, Q) = D(V. Q).

a given template. In the second step, we select a parameter instantiation within the first
validity domain and maximize its distance from the other one. We return both the set of
instantiated STL specifications (one for each class) and a classifier that combines them.
The former helps gain insights into what discriminates one class from the others. At the
same time, the latter is essential to performing the classification task and, in particular,
to classifying new unlabeled traces.

One of the main advantages of the proposed methods is that they do not require any
assumptions regarding the monotonicity of parameters. Monotonicity is a common
restriction in the specification mining literature because it significantly simplifies the
geometry of the resulting validity domains and thus leads to a much more tractable
problem. Additionally, we show that our selection of parameter valuations has a statistical
guarantee of being optimal. We implement our approach in a publicly available prototype
tool and evaluate it on three case studies from different application domains.

3.2 Preliminaries

A time series x = (t1,x1), (t2,x2), ..., (t;,z;) is a finite sequence of (time, value) pairs,

where t; =0, t; < t;11 for every i € {1,...,1 — 1}, and 2; € R* is a vector of real values.

We denote by || = [ the length of . We will abuse notation, and also denote by x the
signal R>g — R¥, such that x(t) = z; if t € [t;, ;1) with i <[, or @(t) = x; if t > #,.

The distance between a point v € R* and a (non-empty) set Q C R¥ is defined as:

d(v, Q) = inf{|lv —q| | g € Q}, (3.1)

where || - || is the Euclidean norm in R¥. To compute the distance from one set to another,
we consider the so-called directed Hausdorff distance defined by:

DV, Q) =sup{d(v, Q) | v € V}. (3.2)

We observe that function D is not a proper distance because it is not necessarily symmetric.

Intuitively, the function computes the longest distance from a point in V and its closest
point in Q. Fig. 3.1 depicts how function D works and how it is related to the Hausdorff
distance.
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Signal Temporal Logic (STL) [MNO04] is a specification language used to express continuous
temporal properties over real-valued signals. The syntax of STL is given by the grammar:

p:=true| f(x) >0|—¢| w1 ANpa|p1 Ureps

where true is the Boolean true constant, f(x) > 0 is an atomic proposition with
f:R¥ — R, — is the Boolean negation, A is the Boolean conjunction, and Uy is
the until operator defined over the interval I in R>o. The interval I is generally
omitted if I = [0,00). The finally F and globally G operators can be derived as follows:
Frp:=trueU;p and Grp := =Fr—p.

The quantitative semantics of STL [DFM13] is defined in terms of the robustness function
p that has as arguments: the STL specification ¢, the signal  and the time t. The value
p(p,x,t) is defined inductively as follows:

p(true, x,t) = +o0
p(f(x) > 0,z,t) = f(x(t))

p(=p,x,t) = —p(o, @, t)
0(901 N2, T, t) :mn( (9017:B t) p(3027m’t))
p1Ur g2, @, t) = sup (Hﬁn(p@a,wiﬁ,wggﬂ}p@n,wi"b))

t'etdl

where @ denotes the Minkowski sum. We indicate p(p,x,0) by p(¢;x). The STL
quantitative semantics is sound, i.e., when p(¢, x,t) > 0 the signal x satisfies ¢, while
when p(p, x,t) < 0 it violates it.

A PSTL template is an STL formula where some temporal or magnitude values are
replaced by parameter symbols [ADMNT11]. If m is the number of different parameter
symbols in a PSTL formula, we indicate by P = {p1, ..., pmn} the set of parameter symbols
and with W the parameter space, that is the set of values that parameter symbols may
assume. In our case, W is a closed hyperbox in R™:

m
W = [[lai, bil, (3.3)
i=1
where, for every i € {1,...,m}, a; and b; are scalar values in R and b; > a;. A

parameter valuation v € VW maps a PSTL formula ¢ into the STL formula ¢, obtained
from ¢ by replacing its parameter symbols with v. For example, given the template
v = G113 (x > k), where T} and T, are temporal parameters and k is a magnitude
parameter, if v = (0,2, 3.5), then the resulting STL formula ¢, is vy = Gygz(z > 3.5).
With a little abuse of notation, we will occasionally write that a signal @ satisfies/violates
a parameter valuation v to mean that x satisfies/violates the specification .

Given a signal & and a PSTL formula ¢, the validity domain V(x,p) C W is defined
as the set of all parameter valuations v that generate STL formulas ¢, satisfied by the
signal . In the example, if the signal z satisfies ¢, = Gyggj(7 > 3.5), then v € V(z, ¢).
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3.3. Problem Description

The validity domain of a finite set S of signals corresponds to the intersection of all
validity domains of signals in the set S. In other words, v € V(S, ¢) if and only if ¢, is
satisfied by all signals in S.

3.3 Problem Description

Hypotheses. We assume that two classes of time-series are given: &; and Sz. The
restriction to two classes is for the sake of a simpler description: in Section 3.4.3, we show
how the proposed method is extended to an arbitrary number of classes. In addition, the
user provides a PSTL template for each class of signals. We first assume the template
© is the same for both classes and then, in Section 3.4.2 we present the generalization
to different templates. Finally, we assume that the lower/upper bounds on parameter
values are available, so the values of a; and b; in Eq. (3.3) are known for all i = 1,... ,m.

Goal. Our goal is to discriminate classes &1 and S using formula . To do so, we need
to find two parameters valuations v} and v3 for ¢ such that they characterize the two
sets of time series and best discriminate between them, where best refers to the following
optimality criteria. We denote by V; the validity domain V(S;, ¢) of class S; with respect
to ¢ whenever ¢ is clear from the context.

Definition 1. An optimal parameter valuation v} for S; with respect to Sz is such that
(i) v7 € V1, and (ii) d(v,V2) < d(vj,Vs) for all v € Vy, where d is the point-set distance
defined in (3.1)).

The first condition ensures that all time series in S; satisfy the STL formula Dot while
the second one forces v} to be the point in V; that is the furthest from the other class
satisfaction region. In other words, the first condition makes ¢, a characterization of
time series in Sy, while the second condition renders ¢,» one of the best instantiations
of ¢ for discriminating S; from Sy (the optimal point is not necessarily unique). The
definition of v3 for S» is analogous.

In some extreme cases, we observe that the given definition of an optimal point is
meaningless because the Hausdorff distance between the two validity domains is zero
(for example, if the two validity domains are identical or one validity domain is a subset
of the other). This eventuality may happen when the template ¢ is not suitable for
discriminating the two classes; in this case, there is no choice of the parameter valuations
that would help with the classification. The only reasonable possibility is that the user
changes the PSTL template. Section 3.5 shows an example of this instance.

Once our procedure identifies the parameter valuations, we need to perform the classifi-
cation. We remind that the validity domain of a class is the intersection of the validity
domains of all signals belonging to that class. It follows that a signal x belonging to
Sy does not necessarily violate ¢, with v € V; \ Va. As a consequence, it may happen
that @ satisfies both ¢,r and p,y. Hence, we cannot simply use the Boolean satisfaction
of ppr and @y to predict the signal’s label. For this reason, we use the quantitative
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3. MINING SPECIFICATION PARAMETERS FOR MULTI-CLASS CLASSIFICATION
semantics of STL and classify a signal @ in class 1 if p(gy:;2) > p(ppz; @) and in class 2
otherwise, being p the robustness function defined in Section 3.2.
3.4 Owur Approach
Algorithpa 3.1: V?“hd' Algorithm 3.2: Validity domain approxima-
1t‘y do'mam. approximna- tion using AdaDBin.
tch)n Wlih 5 st';iBgn o Input: PSTL template ¢, set of signals S, cell
nput: ¢ of .empl a; © C, approx. validity domain V, # trials
set o 81tgna 5, N, threshold on the concentration of
%rame Er sp?ce satisfied parameter valuation h
; " lnujrvn ero Output: New approximation for V
rials
. 1 counter < 0
Output: All)%r‘ixlglate(% 2 fori=1,....N do
x]ga 1dity domain 3 v < uniform(C')
Ve 4 flag < true
1
5 foreach x € S do
2 C <+ cell_partition(W) o if I ¢, then
3 foreach C' € C do a K fal
4 fori=1 N do ! 58 — laise
T 8 break
5 v < uniform(C) 0 end
6 flag < true d
7 foreach x € S do 10 ?n
8 if z £ @, then 11 if flag then counter - counter +1
v
9 flag + false 12 end R
10 break 13 if U > h then return VUC
11 end 14 else if counter = 0 then return V
12 end 15 else if size(C) =g then return yuc
13 if flag then 16 else
14 f} — f) ucC 17 017 SRR 027" <—Spht(0)
15 break 18 for j=1,...,2" do
16 end 19 |V« Algorithm3.2(¢, S, C;, V, N, )
17 end 20 end
18 end 21 end
19 return V 22 return V
We propose a two-step approach to address the problem of Section 3.3: for each class, we
compute (i) an over-approximation V of its validity domain V, and (ii) an approximation
of the optimal point in the validity domain. For the approximation of the validity domains,
we divide the parameter space WV into a lattice of cells. We present two methods: one
in which the cell resolution is fixed and one in which it is adaptive. We first consider
the case in which the same PSTL template is associated with the two different classes
70
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3.4. Our Approach

of signals (Sections 3.4.1). Then, we extend our approach to allow two different PSTL
templates (Section 3.4.2) and an arbitrary number of classes (Section 3.4.3)). The proofs
are shown in the Appendix.

3.4.1 Binary Satisfaction

Fixed Granularity with Binary Satisfaction (FixedBin). We first describe how
we compute the approximation Y of a validity domain V (Algorithm 3.1). The parameter
space W is divided into a partition C of axis-aligned closed-hyperboxes having all the
same size that we call cells (line 2). Each cell is then evaluated separately, and included
in the over-approximation V only if a parameter valuation v inside the cell is found such
that the STL formula ¢, is satisfied by all time series in the class under study. If, after
N trials, no valid parameter valuation is found, then the cell is not included in V.

We observe that V is intended to be an over-approximation of V. However, it is possible
that a cell C C W is not included in V even though there exists a valuation v € C' in the
cell that is also included in V. This can happen because we decide whether C' shall be
included in V based on a finite number N of samples in C. It follows that the choice of N
in Algorithm 3.1] affects the likelihood of a cell that has non-empty intersection with the
true validity domain to be included in the over-approximation, as stated by Lemma 1.

Lemma 1 (Choice of N). Let V be a validity domain and C a cell not included in
the (intended) over-approrimation v computed with N random samples per cell. If
N > logy_,, (o) with py, a € (0,1), then the fraction of points in C that are contained in
V is smaller than py with confidence 1 — a.

As a concrete example, let us set pg = 0.01 and o = 0.05. In this setting, we need to
examine N > log(;_p) & = logg g9(0.05) = 298 parameter valuations to conclude with
confidence 95% that the proportion of satisfied parameter valuations in the cell is less
than 1%.

Once we have computed both )71 and 92, we select the point ¥4 in f/l such that 1 and 92
have maximum distance. In other words, we select ©; such that d(v1, f)g) = D(]>1, f/z),
where the functions d and D are defined in (3.1) and (3.2), respectively. To prove the
existence of such a point v1, we need to show that Vi is a compact set, so that the
supremum in definition (3.2) is in fact a maximum. Since the cells used to approximate V;
are closed-hyperboxes, V7 is also a closed set (it is finite union of closed sets). Moreover,
V; is a bounded set because it is a subset of the parameter space WV that is bounded by
hypothesis. Finally, being a closed and bounded set in R™, Vi is compact. The same

reasoning is applied to the choice of v2 in Vs.

The following theorem relates the selected parameter valuation to an optimal one, showing
that the difference of their respective distances to the other class validity domain is
upper-bounded by the cells’ size. Hence, it can be arbitrarily reduced.

71



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

3.

MINING SPECIFICATION PARAMETERS FOR MULTI-CLASS CLASSIFICATION

72

Theorem 1 (Optimality). Let i € {1,2}, V; be the validity domain for class Si, and V;
be the approxvimation of V; using N > log,_,, (o) random samples per cell and the cell
resolution given by vector g € RY,. Let vj be an optimal parameter valuation for class i
and ; the parameter valuation found with FizedBin. Then, the difference of the distances
from v; and from v} to the other class validity domain is bounded by the cell resolution:

|d(i, Vi mod2)+1) — A0, Viimoaz)+1)| < llg| (3.4)

with probability 1 — pg and confidence 1 — «.

In practice, the values of pg and « are chosen freely by the user, affecting the number of
random samples N required to guarantee (3.4): the smaller pg and « are, the greater N
must be.

Finally, the complexity of the algorithm is reported in the following theorem.

Theorem 2 (Complexity). Let n be the total number of signals and let m be the number
of different parameter symbols in the PSTL template p. Let g € RY, be the vector that
contains the minimal sizes of the cells and let the parameter space be W = [ [ai, b;] as
in Eq. (3.3). Then, the total number L of monitors is exponential in m and linear in n.
In particular,

by —a; |\"™ m

L < max (N -n)=0(M™)-O(n),
i=1,....m g;

where N is the maximum number of parameter valuations to be evaluated in every cell

and M is a suitable positive number.

Adaptive Granularity with Binary Satisfaction (AdaBin). We present an al-
ternative to compute over-approximations of validity domains using an adaptive cell
resolution that exploits binary search (Algorithm 3.2).

The algorithm starts considering an initial empty approximation of the validity domain
(1> <+ ), and the whole parameter space as a single cell (C' <= W). One cell at a time is
then evaluated with three possible outcomes: (i) the cell is added to the approximation
of the validity domain; (ii) the cell is not added to the approximation of the validity
domain; (iii) the cell is split. The first two scenarios happen, respectively, when the
cell presents a high concentration h of satisfied parameter valuations (line [13)), or when
no satisfied parameter valuations are found (line [14). Otherwise, reminding that m is
the number of parameter symbols in the template @, the cell is split into 2™ new cells
generated by dividing each edge into two (at its middle point). When the minimal cell
size is reached (line 15), we perform (i) if at least one satisfied parameter valuation is
found. The minimal cell resolution g has to be reached by doing the same amount of
splits in all parameter dimensions. Recalling the representation of parameter space W in
Eq. (3.3), it follows that there must exist a natural number & such that

bi—a;=2F-g; Vie{l,...,m}. (3.5)
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3.4. Our Approach

AdaBin is introduced to speed up the approximation of the validity domains by employing
the finest cell resolution only in the most uncertain areas of the parameter space, such
as those on the validity domains boundaries. On the other hand, AdaBin may be less
accurate than FizedBin, and the guarantee expressed by Theorem 1| does not apply.
However, we observe that a reduction in the accuracy of the approximation of the validity
domain does not necessarily result in a decrease in the classification accuracy.

Monotonic variant. The monotonic variant of the previous methods is introduced to
speed up the computation of the validity domain approximations in case the parametric
STL template is monotonic with respect to all its parameters. A PSTL formula ¢ is
monotonically increasing (or decreasing) with respect to its parameter p;, if, for every
pair of valuations w; and w] such that w; < w), (or w; > w),) and for every signal
x, p(Pow;T) < p(Pyu;x), where v corresponds to a generic valuation of the other
parameters in . '

For a PSTL formula ¢ that is monotonic with respect to all its parameters, we define
the lowest point and the highest point of a cell C. The cells that we use to approximate
the parameter space are closed hyperboxes in R"; hence, they are representable as
C = [Ii%1]4i, Qi], where g;, Q; € R and ¢; < Q; for every ¢ € {1,...,m}. The lowest
point in C is the point that is the most likely to be violated, namely the vector in R™
whose i-th component is g; if ¢ is increasing with respect to parameter p;, or @Q; if ¢ is
decreasing with respect to p;. Conversely, the highest point of a cell C' is the point which
is most likely to be satisfied, being the vector in R™ whose i-th component is Q; if ¢ is
increasing with respect to parameter p;, or g; if ¢ is decreasing with respect to p;.

The following equivalences are the bases of the monotonic variant methods, allowing for
a complete evaluation of a cell through the study of only these two special parameter
valuations: (i) all parameter valuations in a cell are violated if and only if its highest
point is violated, and (ii) all parameter valuations in a cell are satisfied if and only if its
lowest point is satisfied.

Remark 1. If the PSTL template is monotonic with respect to all its parameters, then
(3.4) holds deterministically because the statistical guarantee in Lemma 1| is not needed
for the evaluation of the cell if highest and lowest points are studied.

3.4.2 Different templates

The following extension should be applied when the user wants to describe the two classes
of signals with different PSTL templates. Let ¢ represent the temporal behavior of time
series in class &1 and ¢y for class Sy. The parameter valuation o1 is chosen in )A/(Sl, 1)
to maximize the distance from 17(82, ¢1) and is used to instantiate the PSTL template
1 for the characterization of S;. Analogously, ©5 will instantiate @9 to characterize Sy
by discriminating ]/)(SQ, 2) from 9(81, ©2). In other words, the computation of ©; and
9 is carried out separately by applying one of the previous methods twice: once as if the
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only given PSTL formula were 1, and the other time as if the only given PSTL formula
were 3.

3.4.3 Multiple classes

In this section, we describe the generalization of our approach to the more general
problem where the number of classes of time series is k > 2. Let us suppose to have
a dataset of time series labeled with k£ values. The symbol S; represents the class of
time series labeled by i, where i € {1,2,...,k}. The validity domain (with respect to
a given PSTL formula ¢) is represented by V;. We approximate all V; separately with
one of the two proposed methods. Then, for every label i € {1,...,k}, the parameter
valuation v; is chosen in fiz to maximize the distance from the union set of the other
validity domains. Therefore, v; = argmax, i, d ('v, U?:l f)j), where d is the point-set
1
distance defined in (3.1). 7
Finally, for the classification purpose, in analogy with the binary case, we classify a signal
x into the class i such that i = argmax,;_; _j p(¥s;; ).

3.5 Application

We implemented our approach in the publicly available tool MiniPaSTeLl'| (Mining Pa-
rameters for Signal Temporal Logic), leveraging the RTAMT tool [NY20| for monitoring
STL formulas, and applied it to three case studies. We provide the scripts and the
seeds to reproduce the results we present. We run the experiments on a MacBook Pro
with 16 GB RAM and M1 processor. For each application, we report the set of mined
STL specifications and the misclassification rate (MCR) achieved in the classification.
Moreover, each case study focuses on seeking an answer to a research question:

RQ1 [Applicability] Does the need for a PSTL template as input limit the applica-
bility of our approach? Our method requires the user to provide the PSTL template,
but such a template may not be available or may be inadequate to discriminate be-
tween different classes. In such cases, we can interleave our approach with the human
investigation to refine guesses for the PSTL template. The Aircraft Elevator case study il-
lustrates how we can use the method to support the user in finding a suitable specification.

RQ2 [Performance Evaluation] How does our method compare to state-of-the-art?
We compare our approach to existing ones on the Naval dataset showing that it is
comparable to or outperforms the state-of-the-art in terms of MCR. Moreover, we study
how the MCR and the execution time vary with the number of training samples in the
dataset.

"https://github.com/eleonoranesterini/MiniPaSTelL


https://github.com/eleonoranesterini/MiniPaSTeL

Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

3.5. Application

RQ3 [Explainability of the Results] Can the user exploit the results to infer new
insights into the traces? The choice of parameter values in existing specification mining
methods is generally carried out by applying off-the-shelf optimization techniques that
minimize a given objective function without providing a general understanding of the
values selection. Conversely, our method provides a visual understanding of how the
parameters are selected by plotting (projections of) the validity domains. Thanks to that,
it is possible to explain (unexpected) results, as shown in the Parking case study.

3.5.1 Aircraft Elevator

To answer RQ1, we consider the Simulink model of the Aircraft Elevator Control
System |[GMO5|, whose output signals report the position over time of the left elevator
of the aircraft. We generated time series of two classes, §; and Sy, by varying the
parameters of the system input function: Fig.|3.2al depicts one representative signal per
class.

We explore the workflow in which an engineer uses our approach to explore manually
crafted templates and find one that discriminates well between two classes of signals.

By analyzing the shape of the time series in Fig. 3.2a, we observe that the signals from
both classes are characterized by oscillations around the same values, but with different
frequencies. In particular, the red one has a higher frequency than the blue one. To
leverage this difference, we may design a specification that imposes that signals oscillate
around the higher (unknown) value p for a certain (unknown) amount of time 7". For each
class, we learn the values p and T. We expect the signals of the two classes stabilizing
around the same value with the interval of time for the time series in S; longer than for
time series in Sz. Thus, we consider the following PSTL template:

¢ =G((&>p) = (Gpnlz—pl <05)).

The formula ¢ expresses the behavior of signal x that remains “close” to the magnitude
parameter p for T time units, immediately after the signal has become greater than p.
We decided to manually set the notion of “closeness” to indicate a distance smaller than
the value 0.5. This makes the validity domains 2-dimensional, giving the reader a better
visual understanding of how the proposed methods work.

The parameter space is given by W = [0,1000] x [—1.6,1.6]. We impose the minimal
sizes of cells in the parameter space to be g = (31.25,0.1) to satisfy (3.5) for k = 5. We
then apply FiredBin method to compute the parameter valuations v; and vs. Vl, Vg,
1, and v9 are shown in Fig. |3.2b: Yy is represented by the cyan region, Vs by the red
one (not visible because entirely subsumed by 191), while the gray color represents their
overlapping. The use of AdaBin method leads to the same approximations with the only
difference that cells do not have all the same (minimal) size.
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Figure 3.2: Time series and validity domains for the Aircraft Elevator case study.

The mined parameter valuations are 91 = (438,1.0) and v = (719, 1.6) for &1 and Ss,

respectively, yielding the following specifications:

S1: 95, = G((x > 1.0) = (Go 38|z — 1.0] < 0.5))
Sy Py = G((.’L’ > 1.6) — (G[07719}|J,‘ - 1.6| < 05))

We note that ©9 belongs not only to ]}2, but also to V1. From Fig. 3.2, we observe that

this is inevitable: since V5 is a subset of V1, every parameter valuation v € V5 is also in

]A/l, resulting in d(v, ]}1) = (. Hence, the chosen ¢ cannot be instantiated to discriminate

Sy from S;. This observation suggests the PSTL formula should be changed to better

discriminate between the two sets.

We then observe that ¢ requires the signal to remain close to p for at least T" time units
without specifying any condition about when the signal has to fall. Therefore, V) includes
Vs because the satisfaction of high values of T' implies the satisfaction of low values of T
Hence, we change the PSTL formula ¢ by adding the requirement that the signal has to
move away from the value around which it oscillates after 75 time units. Furthermore, to
remain in the 2-dimensional parameter space for visualization reasons, we replace the
parameter value p with the scalar value 1.1. As a result, the new PSTL template we

define is:

¥ =G((&>11) = (Gl - 1.1] < 05 A G pymy o — 11] > 0.5)),
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3.5. Application

where T3 is just a different symbol to indicate the parameter T in ¢. In this case,
both parameters 77 and 15 are temporal parameters, so the parameter space becomes
W = [0,1000] x [0,1000].

The approximations of validity domains with respect to the new template 1) are shown in
Fig. 3.2¢| (this plot is done with AdaBin to show what the approximation with adaptive
cell size looks like). We see that no validity domain subsumes the other one any longer,
so it is possible to find parameter valuations discriminating one set of time series from
the other one. The mined values are ©1 = (500,500) and v = (16,47).

By studying the performances of ¢ and v as classifiers, we confirm the outcomes of the
manual analysis carried out with the visualization of the validity domains. As expected,
o performs very poorly, with a MCR of 0.5 because all signals in S are misclassified in
class 2; conversely, 1 achieves a MCR, of 0.

To summarize, template-based techniques are usually employed when an engineer expects
a certain behavior from the system and wants to extrapolate its numerical values.
Nevertheless, this case study shows how our approach can be used not only to mine the
desired parameters but also to help the engineer refine the PSTL template, providing
a visual understanding of the differences between two signal classes. This observation
opens up to processes in which the algorithm’s executions and human investigation are
interleaved: the engineer steers the search while the algorithm refines it.

3.5.2 Naval Surveillance

We use the naval surveillance dataset [KJB17] to compare the performance of our
methods to existing ones (RQ2). Since, to the best of our knowledge, there are no
existing works focusing on parameter mining for STL to tackle the classification task,
the only meaningful comparisons that are possible are with methods mining both the
template and the parameters of the STL formula.

The dataset contains 2000 2-dimensional signals describing the evolution over time of the
coordinates of ships approaching a harbor; each signal contains 61 sample points. Fig.[3.3
depicts the projection of some examples of the signal data set to the 2-dimensional spatial
coordinates. The signals are partitioned into three different classes:

e green signals represent nominal behaviors in which ships arrive from the sea, get
through the passage between the island and the peninsula, and reach the harbor.

e red signals describe anomalous trajectories of ships deviating to the island before
heading towards the harbor (behavior relatable to human trafficking activities).

o blue signals depict ships that approach the passage between the island and the
peninsula but that, at a certain point, turn around and go back to the open sea;
this scenario could be connected to terrorist activities.

7
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Figure 3.3: Traces representing ship trajectories. The Figure has been redrawn

from .

This dataset was mainly used for anomaly detection purposes, namely with the goal
of discriminating the normal behavior from the two anomalous ones [KJB17,BVP 16,
INSBB18§]|. Similarly to authors in [MDPT20b], we are rather interested in characterizing
the three classes by discriminating each class from the other two. We consider the PSTL
template mined in |\ v = ((xg > p2) Ui, 1 (1 < p1)), where z; and zo are
variables that refer to the first and second coordinate of the signals, respectively. For
each one of the three classes, we aim to find the parameter valuations for pi, po, T and
T5 that produce the most appropriate instantiation of ¢.

We observe that ¢ is monotonic with respect to all its parameters (increasing with respect
to T» and p;, and decreasing with respect to T} and ps). Hence, we can apply the
monotonic variant of our methods. The set of specifications generated using 150 training
samples (50 for each class) is:

Class 1 (green): P, = (SCQ > 2244) U[1107150] (SCl < 420)
Class 2 (red): g, = (72 > 24.25) Ujyg 75 (21 < 42.0)
Class 3 (blue): Pog = (.ZEQ > 2969) U[1107300] (il?l < 6637)

We evaluate the classification performance of our method for each class by considering
the misclassification rate (MCR), namely the number of misclassified signals over the

total number of signals. MCR for class i is defined as MCR; := w, where FN;

Zj:l‘sﬂ

and FP; correspond to the false negatives and false positives of class 7, respectively.

Table 3.1 summarizes the results of average MCRs on the testing set over five different
runs (different training samples are drawn at every run), the number of training and
testing samples used and the computational time. We use Table [3.1] to first study how
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Table 3.1: Comparison of MCR values (average and standard deviation, when avail-
able) with previous works on testing set, number of training and testing samples and
computational time.

# samples (train - test) MCR4 MCR2 MCR3

Time (hours)

FizedBin 30 - 1970 0.04+£0.02 0.003£0.003 0.04+0.02
FizedBin 90 - 1910 0.008 £ 0.008 0.002 £ 0.002 0.006 = 0.006
FizedBin 150 - 1850 0.02+£0.01 0.003£0.002 0.02+0.01
AdaBin 150 - 1850 0.01+0.02 0.002£0.001 0.01=+0.02
[BVPT16] 150 - 1850 0.008 £ 0.004 - -
[MDP™20b| 150 - 1850 0.009£0.01  0.01 £0.005 0.08 £ 0.07
[INSBB1§] 150 - 1850 0.52+0.1 - -

0.78 £0.02
1.71 £0.05
2.53 £0.07
3.7£0.3
0.0001 £ 0.0001
0.53 +£0.01
0.043 £ 0.001

our method scales when varying the number of training samples and then to compare
our approach with previous works in the literature.

As stated by Theorem [2, the complexity of FizedBin increases linearly with the increasing
of the number of traces in the dataset; this is consistent with the experimental results
reported in the first three rows of Table 3.1 and depicted in Figure 3.6 (see Appendix).
In terms of MCR, we would expect the performance to improve when increasing the
number of traces in the training set; we observe that this trend is confirmed (FizedBin
achieves better results with 150 signals than with 30), but not in a monotonic way, as
FizedBin with 90 samples outperforms the other two.

To make a fair comparison with the existing works from the literature, we installed the
tools presented in [BVPT16, MDP™20b,[NSBB18] on our laptop and ran them with the
same number of training and testing samples. For [NSBB18| we could not reproduce the
results reported in the paper and the MCR we obtained is very poor; conversely, the
results achieved for [BVP™16, MDP"20b| are consistent with the values presented in the
respective papers.

Our misclassification rates in classifying class 1 for FizedBin and AdaBin are slightly
greater but still comparable with MCR; of [BVPT16,[MDP™20b|, while, for the second
and third classes, our methods outperform the only method that tackled the multi-
class classification problem. We remark that [MDP™20b] addresses the multi-class
classification problem as multiple binary classification problems. This means that three
different classifiers are trained: one to distinguish class 1 from classes 2 and 3 together, a
second for class 2 versus classes 1 and 3, and a third for class 3 versus classes 1 and 2.
This is a common approach when tackling the multi-class classification problem, but, if
no rules about how to combine the classifiers are presented, the prediction of the label of
a new trace might be ambiguous: a trace might be unintentionally classified in several
classes at the same time. Conversely, we combine different classifiers into a unique one
discriminating among the three classes simultaneously.

Since both of our methods approximate the entire validity domain before selecting the
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Figure 3.4: Example of images extracted from the onboard camera of the vehicle. For
illustration purpose, four pedestrians were placed in each scene. Left: scenario of a clear
day with adult pedestrian. Right: scenario with foggy night and child.

parameter values, the computational time is higher compared to that of other tools.
Nevertheless, the approaches we propose can be parallelized because the most expensive
part corresponds to the computation of the different validity domains that are independent
of each other. For FiredBin, even different cells within the same validity domain are
computed independently. Surprisingly, we observe that AdaBin performs slower than
FizedBin, despite evaluating a smaller number of parameters (12138 versus 65536). The
reason for that might be attributed to the recursive implementation of AdaBin, which
is generally less efficient than an iterative one (as used in FizedBin). However, it is
important to note that this result is specific to the monotonic variants, where only one
parameter is monitored for every cell. Therefore, in this setting, skipping the evaluation
of one cell does not accelerate the overall process as much as in the general case.

3.5.3 Parking Scenario

In this case study, a vehicle is driving through a parking lot when a pedestrian walks out
from behind a SUV onto the path of the ego vehicle. More specifically, the pedestrian
walks in the z-direction at a speed of 1.5m/s, while the vehicle drives in an orthogonal
y-direction with a constant velocity in the range [5.55, 11.11] mps (20-40 kph). The
vehicle is equipped with an automatic emergency braking (AEB) function which brakes
as hard as possible to avoid a collision with the pedestrian. We simulate the scenario with
CARLA 9.13, an open-source photo-realistic driving simulator for autonomous vehicle
research . An RGB camera is mounted on top of the vehicle and is equipped
with YOLOvV7, a state of the art image detection deep neural network . We use
the YOLOv7 model off-the-shelf and trigger an AEB procedure when there is an output
with the label “person” with over 0.94 confidence probability (the threshold was set to
completely eliminate false positives).

Since the AEB functionality is triggered through visual data, we have 3 different visual
variations of the scenario: Time of day {day, night}, Clarity {clear, foggy}, Pedestrian
type {adult, child}. For each combination, we collected 200 batches of data (coordinates
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3.5. Application

of the position, velocity and acceleration of the car and the pedestrian). Fig. |3.4 shows
two images extracted from the onboard camera for further illustration.

Suppose we are an engineer who wants to characterize the dynamics of two classes of
data belonging to two opposite scenarios: an adult crossing the parking lot during the
day versus a child pedestrian at night. Since each episode might end either with the
vehicle braking and reaching a complete stop before hitting the pedestrian or with the
vehicle crashing into the pedestrian, we start our analysis by providing the outcome of
the episodes (crash or no crash) with an intuitive robustness measure. In particular,
in the case of a non-crashing episode, we study the distance d(t) of the car and the
pedestrian over time. If we registered no crash, the car managed to stop in time, so d(t)
remains strictly positive throughout the whole episode. The greater the distance is, the
safer the episode is (and vice versa). We translate the study of the distance between car
and pedestrian as a function of the car’s velocity as the following PSTL template:

Y1 = G(Uc(t) < vno—crash) — G(d(t) > dno—crash)7

where v.(t) indicates the car’s velocity at time ¢, while vpocrash and dng-crash are the
parameters to be mined.

Conversely, we can quantify the robustness of a crashing scenario by studying how strong
the impact on the pedestrian is. To do so, we can either consider the car’s velocity
at the moment of the crash or the distance the car would have required to stop after
passing the crashing point. We opt for the latter option so that both the two measures
of robustness are distances. Knowing the velocity v and the acceleration a (which is a
deceleration) at the last frame before the crash, we apply basic notions of physics and
estimate the distance D covered by the car before getting to a complete stop after passing
the pedestrian’s y-position using the following relationship: D = &-. The greater D is,
the stronger the impact is, and, consequently, the unsafer the scenario is. To study the
value of D as a function of the car’s velocity, we consider the following PSTL template:

Y2 = F(vc(t) > Ucrash) — (D > dcrash)v

where v.(t) represents the car’s velocity at time ¢, while vepash and derash are the parameters
to learn.

The quantification of the robustness of crashing and non-crashing episodes led to two
PSTL templates. What would the engineer need to do now? Pick just one of the two
templates? If our approach discriminated two classes using only one formula (as is always
the case in the literature), the answer would be yes, but our approach allows different
classes to be associated with different templates (Section 3.4.2). Guided by common
sense, we judge the scenario taking place during the day and with the adult as pedestrian
to be safer than the one by night with the child pedestrian since the greater visibility
should allow the car to identify the pedestrian in advance (we will see later on that
our method’s output verifies the validity of this assumption ). Since ¢; describes a
non-crashing episode, we associate it to the safer scenario - day and adult - whose class
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Figure 3.5: Left and Middle: Approximation of validity domains for S; in cyan and Sy in
red (gray color is given by their overlapping) with respect to ¢1 (Left) and 2 (Middle).
Right: Approximation of validity domains of S and S» with respect to ;.

of data we indicate by S;. Conversely, the crashing episode template @9 is used for the
unsafer scenario - night and child - indicated by Sa.

We run the experiments with FizedBin (in 6.2 minutes) learning from the 80% of the
dataset. Fig. 3.5al depicts the approximated validity domains of &1 and Sy with respect
to op1: parameter p; is chosen in V(Si, ¢1) to maximize the distance from V(Sz, ¢1).
Similarly, Fig. 3.5b represents the validity domains with respect to g, where p, is
extracted in V(Sa2, p2). The learned specifications are:

S1: g1, = Glue(t) < 9.87) — G(d(t) > 1.18)
Sy pap, = Fue(t) > 9.53) — (D > 1.31).

We combine @15, and ¢35, to predict the classification of the unseen set of traces (20% of
the dataset) and we achieve a MCR of 0.037. In this application, all other tools perform
worse: the MCR for [BVPT16| is 0.13, for [NSBB1§] is 0.5, while returns
failure after more than one hour and half of computation. Moreover, to answer RQ3,
we observe that, apart from the classification itself, our approach provides additional
insights into the case study thanks to the computation of the entire validity domains.
For instance, by observing Fig. 3.5 (Left and Middle), the engineer gets the proof that
Sy actually describes an unsafer scenario than Sy (for every velocity value, dyo-crash is
smaller for Sg, while d;ash is greater). In addition, the engineer finds out that the safety
on non-crashing scenarios remains unchanged by varying the velocity in the range [6,7.5]
mps (dno-crash remains, indeed, around 5 meters for the day-adult scenario and 3 meters
for the night-child one), but it falls abruptly when the velocity overcomes the threshold
of 7.5 mps (= 27 kph). Finally, the knowledge of the entire validity domains allows the
engineer to easily add restrictions on the parameters to be learned (e.g., increasing the
lower bound of dy.crash from one meter to two meters to enhance safety).
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3.6. Conclusion and Future Work

So far, we compared the scenarios of an adult pedestrian crossing the parking lot during
the day versus a child pedestrian at night, both with a clear sky. What would happen if
the latter scenario had foggy weather instead? Our human experience would consider the
fog as a factor that decreases visibility and, consequently, increases the danger. To check
this hypothesis, we run new experiments with the second class of data Sy representing
traces collected in a foggy night and with a child pedestrian. The MCR value we obtain
now is 0.15, significantly greater than before (the other tools achieved the following
MCRs: 0.11 for [BVP'16], 0.5 for [NSBB18|, failure for [MDP*20b]). Without any
additional insights, we would not be able to understand the reason behind this unintuitive
result: we would have expected a decrease in the MCR due to a larger gap in safety
between the two classes caused by the presence of fog. By comparing Fig. 3.5a| with
Fig. [3.5¢, we observe that the addition of fog produces the expansion of the validity
domain of Sy with respect to o1, meaning that the vehicle manages to stop further from
the pedestrian than in the limpid scenario. Consequently, the foggy scenario is actually
safer and therefore less distinguishable from S;. By manually inspecting the CARLA
simulations, we confirmed this analysis by noticing that the fog added some visual noise
masking the pedestrian, but in fact also accentuated their contour. The latter effect
made the pedestrians more easily recognizable for YOLO. In conclusion, thanks to the
insights provided by our method, we discovered that our human intuition for which the

fog renders a pedestrian less visible does not hold in the CARLA simulation environment.

3.6 Conclusion and Future Work

We presented a new approach to mine parameters of arbitrary PSTL templates to perform
multi-class classification tasks over time series data. We proposed two variants of the

mining procedure, providing a statistical guarantee of optimality for the mined parameters.

We validated the applicability of our approach in three case studies by demonstrating
how to leverage our method’s outputs to refine the PSTL template or infer new insights
into the data and by comparing our performances with the state-of-the-art.

The approach proposed in this paper is passive - the specification is mined with respect
to a set of existing signals. We plan to explore the active learning approach and devise a
testing strategy that can help inferring a representative specification that explains well
the examples.
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3.7 Appendix

Lemma 1 (Choice of N). Let V be a validity domain and C a cell not included in
the (intended) over-approximation V computed with N random samples per cell. If
N > logl_po(a) with po, o € (0,1), then the fraction of points in C' that are contained in
V is smaller than py with confidence 1 — .

Proof. Let us suppose to compute the over-approximation V of the validity domain V
by adding a cell to V if and only if at least one of the parameter valuations inside the
cell belongs to the real validity domain. In applying this technique, we need a stopping
criterion when no satisfied parameter valuations are found in a cell. This criterion is
related to the number of parameter valuations to be examined before classifying a cell as
not part of the validity domain.

With this goal in mind, let us briefly describe the sequential probability ratio test,
introduced by Wald in [Wal92|. The main idea is to perform the classical hypothesis
testing with a number of samples not fixed in advance and that is shown to be minimal.
Let Hy denote the null hypothesis, H; the alternative hypothesis, a and 8 be the upper
bounds for error of Type I and II, respectively. The test consists in iteratively drawing a
sample and evaluating the corresponding likelihood ratio, given by the likelihood under
the alternative hypothesis divided by the likelihood under the null hypothesis.

o If the value of the ratio is greater than the quantity A(«, 3) = %, the alternative
hypothesis H; is accepted and the test stops;

o If the value of the ratio is smaller than the value B(a, ) = %, the null hypothesis
Hj is accepted and the test stops;

e If none of the previous conditions is satisfied, a new sample is drawn and the
procedure is repeated.

In our case, we use the sequential probability ratio test to compute the minimum number
N of unsatisfied parameter valuations that we need to evaluate in a cell, before concluding
with confidence 1 — « that the fraction of satisfied parameter valuations of the cell is
smaller than pg, for a chosen value of py € (0, 1). If, while doing the N evaluations, we
find one satisfied parameter valuation, the sequential probability ratio test is not required
anymore, since we are sure there exists at least one satisfied parameter valuation in the
cell and, therefore, we can add the cell to the approximation of the validity domain.

Let p be the unknown true fraction of satisfied parameter valuations of the cell. The
null hypothesis (that we aim to reject) is that the value of p is greater than a predefined
threshold pg € (0, 1), namely Hp : p > po. On the other hand, the alternative hypothesis
(that we aim to accept) is that the proportion of satisfied parameter valuations in the cell
under study is zero, namely H; : p = 0. The region (0, py) is called indifference region
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3.7. Appendix

and it must be non-empty in order to freely choose o and . If Hy is the hypothesis
that neither Hy nor Hj holds, i.e., Hy : p € (0,pg), then the following results are

guaranteed [YS02|:

Pr[Hy holds | accept Hi] < a,
Pr[H; holds V Hj holds | accept H;] >1— a.

In the following, a sample s corresponds to a parameter valuation and its value is 1
if the parameter valuation renders the formula satisfied, 0 otherwise. P indicates the
Bernoulli probability distribution. When r samples have been drawn and all of them are
unsatisfied, the likelihood ratio is given by:

plﬂ": P(SlZOa"'as’r‘:O|p:0) —
por  max P(si=0,....5,=0[p=p)
1 B 1
™50(1 _ »)(r—0) — T’
w5 P =)0 ()

n oraer to satisty —— =~ A, 11 18 ererore suiiicient to choose =T =108 T =
In order to satisfy 2o > A, it is theref fficient to choose N =r > log(;_,0) (4

log(1_p,) (ﬁ) We can set 8 (i.e., the error of Type II) to zero because it corresponds
to the situation in which H; holds but we have accepted Hy. However, we never accept
Hj since we stop the sequential test and include a cell to the over-approximation as soon
as we find one satisfied parameter valuation. This is due to the fact that we do not need
to accept p > pg to include a cell in V, but it is enough that one satisfied valuation is
found.

In conclusion, the evaluation of a cell is carried out by evaluating at most log;_,, (@)
parameter valuations.

Before proving Theorem (1, let us consider some preliminary results.

Lemma 2. Triangle inequality holds for function D, namely YV1,Va, Vs such that V; is
a bounded set in R™ fori=1,2,3,

DWV1,V,) < D(V1,Vs3) + D(Vs, Vs).
The result is known but we provide a sketch of the proof for completeness sake.

Proof. Given € > 0, for each v; in V; there must exist a point v in Vs such that
dist(vy,02) < D(V1,Vs) + . This is due to the fact that, for each vy in Vy,

inf dist('vl,'vg) = d('vl,Vg) < D(Vl,VQ).

v2EV7
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So, for every € > 0,

D(V1,Vs) + e > inf dist(vy,ve) + ¢ > dist(vy, D)
v2EV>
for a certain ¥ in Vs. Therefore, given e1,e9 > 0, for each vy in V; there exist v in Vs
and v3 in V3 such that:

dist(vl, @2) < dist(’ul, ’lAjg) + dist(@g, ’fJQ) < D(Vl, V3) + &1+ D(V3, Vg) + &9,
where the first inequality holds because dist is the Euclidean distance. Hence,

ugj dist(vy,v2) < dist(vy,02) < D(V1,V3) + D(V3, V) + &1 + 2.

v2 2

Since the previous inequality holds for any v, € Vi, the following inequality is also
satisfied

D(V1,Vs) = sup inf dist(vy,v2) < D(V1,V3) + D(V3, Va) + &1 + €.

v €V V2EV2
Since the inequality holds for arbitrary 1,2 > 0, the thesis is proven. ]

Lemma 3. D(V;, V) < ||gl|, fori=1,2.

Proof. For simplicity of notation, let us consider ¢ = 1. Let us pick a generic point v € f/l,
we want to prove that d(v,V1) < [|g||. If v € Vi, then d(v,V1) = 0 < [|g|. Otherwise,
v E Vl \ V1. Since v € Vl, the whole cell C, to which v belongs to is included in Vl
(v may belong to several cells if it is a point on the border; in this case, at least one of
these cells must be included in 91) According to the procedure applied in our methods,
a cell is included in the approximation V1 of the validity domain V; only if at least one
of its point belongs to V. Let us name w the point in C, that belongs to V. Since the
maximum distance between two points in the same cell having size g is ||g|, it follows
that dist(v,w) < ||g||. Therefore,

d(v, V1) = inf{dist(v,u) | u € V1} < dist(v,w) < | g]|.

We proved that for all v € V1, d(v,V1) < ||g|l. This implies that sup{d(v,V}) | v €
V1} < |lg||- The conclusion holds because the left hand side of the previous inequality
corresponds to the definition of D(Vy,Vy). O

Theorem 1 (Optimality). Let i € {1,2}, V; be the validity domain for class S;, and Vi
be the approzimation of V; using N > log;_,, (a) random samples per cell and the cell
resolution given by vector g € RY,. Let v} be an optimal parameter valuation for class i
and ©; the parameter valuation found with FizedBin. Then, the difference of the distances
from ©; and from v; to the other class validity domain is bounded by the cell resolution:

1d(Di, V(i mod2)+1) — A7 s Viimod2)+1)| < llg| (3.4)

with probability 1 — pg and confidence 1 — .
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Proof. Let us first prove d(v}, V2) — d(?01,V2) < ||g||. We observe that:
d(vi,Va2) < D(V1,Vs) < D(Vl,fh) + D(]A/l, f/z) + D(f}z, Va), (3.6)

where the last inequality is obtained by the double application of triangle inequality for
function D (Lemma |2)).

By computing Yy with N > log;_,, (@) random samples per cell, we can deduce from
Lemma 1 that the probability that Vy is actually an over-approximation of V; is 1 — pg
with confidence 1 — «; hence, D(Vy, 91) = (0 with probability 1 — Po and confidence 1 — a.
In addition, D(V2,Vs) < ||g|| for Lemma 3. Moreover, since D(Vl,Vg) = sup{d(v, Vo) |
v € V1}, for every € > 0, there must exist v € V1 such that D(Vl,Vg) < d(v, Vo) +e.
We remind also that ©; was chosen in V; such that d(v, Vs) < d(91, V) for every v € V.
Proceeding from (3.6)), we obtain therefore:

d(vi,V2) < D(V1,V2) + D(Va, Vs) < d(v,V2) + e+ ||g| <
d(91,Va) + ¢ + |lg|| < d(91,V2) + D(V2, Vo) + ¢ + ||g|| =
d(v1,V2) +<+ |lgl,

where the last equality holds in probability since D(Vs, 92) = 0, as previously described
for V;. Since d(vf, Va) — d(01,V2) < ||g|| + € holds for every e, the thesis is proven.

Let us now prove that d(v1,V2) — d(v], V2) < ||g]|.

d(v1,Vs) — d(v], Vo) < d(91,V2) — D(V1,Va) + ¢ <
Def of D in (3.2)

DV, Vo) = DV, Vo) +e <

Lemma 2

D(V1, V1) + DOAYE) — DVrVs) + ¢ =
D(1>1,V1)+€L < lgll+¢

where the first inequality holds for every € > 0 for definition of supremum and for the
choice of vi: D(V1,Vs) — e < d(v,Vs2) < d(v], Va). O

Theorem 2 (Complexity). Let n be the total number of signals and let m be the number
of different parameter symbols in the PSTL template p. Let g € RY, be the vector that
contains the minimal sizes of the cells and let the parameter space be W IT% [, bi] as
in Eq. (3.3). Then, the total number L of monitors is exponential in m and linear in n.
In particular,

where N is the mazimum number of parameter valuations to be evaluated in every cell
and M is a suitable positive number.
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3. MINING SPECIFICATION PARAMETERS FOR MULTI-CLASS CLASSIFICATION
Proof. The total number ¢ of cells needed to approximate W is given by:
m
bi —a; b —a; 1\™
c:l_[{Z Z-‘§<'max {Z Z-D : (3.7)
i=1 gi i=1,..,m gi
which is therefore exponential in the number of parameters m and does not depend on
the number of time series n. In every cell, the total number [ of monitored formulas is
proportional to the number of time series n. In particular, [ < N - n, where N is the
maximum number of parameter valuations to be evaluated in every cell (the choice of
N is done according to Lemma |1). In conclusion, from L < ¢-1 < ¢+ N -n and the
replacement of ¢ with (3.7), the thesis is proven. O
2.50
2.25
2.00
w
g 1.75
= 1.50
1.25
1.00
0.75
40 60 80 100 120 140
# traces
Figure 3.6: Computational time (hours) as a function of the number of traces in the
training set for the Nawal case study.
The linear dependence of the complexity with respect to the number of signals n stated by
Theorem 2| is consistent with the results obtained in the Naval case study (Section |3.5.2),
whose values are reported in Table 3.1| and depicted in Figure 3.6.
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CHAPTER

Mining Specifications for
Predictive Safety Monitoring

Reference. The content of this chapter has been published in [NBG™25|: Eleonora
Nesterini, Ezio Bartocci, Alessio Gambi, Dejan Nickovic, Sanjit A. Seshia, and Hazem
Torfah. 2025. Mining Specifications for Predictive Safety Monitoring. In Proceedings of
the ACM/IEEE 16th International Conference on Cyber-Physical Systems (with CPS-IoT
Week 2025) (ICCPS ’25). Association for Computing Machinery, New York, NY, USA,
Article 6, 1-11. |https://doi.org/10.1145/3716550.3722021

Abstract. Safety-critical autonomous systems must reliably predict unsafe behavior
to take timely corrective actions. Safety properties are often defined over variables that
are not directly observable at runtime, making prediction and detection of violations
hard. We present a new approach for learning interpretable monitors characterized by
concise Signal Temporal Logic (STL) formulas that can predict safety property violations
from the observable sensor data. We train these monitors from synthetic, possibly
highly unbalanced data generated in a simulation environment. Our specification mining
procedure combines a grammar-based method and two novel ensemble techniques. Our
approach outperforms the existing solutions by enhancing accuracy and explainability, as
demonstrated in two autonomous driving case studies.

4.1 Introduction

The deployment of autonomous Cyber-Physical Systems (CPS) has significantly increased
in recent years in safety-critical domains. Applications such as autonomous driving
(AD) leverage recent advancements in machine learning (ML) to enable driverless vehicle
operation, offering many potential benefits, including reduced traffic accidents, enhanced
comfort, and reduced traffic congestion. Given the complex environments in which these
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safety-critical systems operate and the brittleness of ML components, it is crucial to
accurately detect potential safety risks and allow for timely countermeasures to prevent
unsafe outcomes like collisions [SSS22].

The detection of potential safety risks in CPS is best managed by runtime monitors that
continuously evaluate system safety [BFFR18]. An accurate specification that captures
the safety requirements is key to effective runtime monitoring. Formal specifications
allow developers to precisely define these requirements and offer the crucial advantage of
enabling automated monitor generation. However, a significant bottleneck in constructing
and integrating such monitors arises because safety specifications are often defined
over system-level variables that the autonomous system cannot directly observe during
operation. The perfect knowledge of geographical boundaries, roads’ type and physical
attributes, or the ground-truth distance between the autonomous vehicle and the other
traffic participants are features relevant for detecting safety violations in an autonomous
driving system that, in practice, are not directly available to the autonomous vehicle.

In order to serve as a practical means to increase the safety of autonomous CPS, the
monitors must rely only on variables observable from within the CPS. Variables like
sensor data (e.g., images) and internal controller inputs and outputs are generally
available; however, using them to design effective safety monitors is challenging because
their connection to safety properties is not straightforward, i.e., there is no one-to-one
relationship between them.

This paper addresses this challenge by introducing a novel framework for mining safety
monitor specifications over observable data. Given a traditional system-level specification
represented as a formula in Signal Temporal Logic (STL) [MNO04], our framework learns
another STL specification that approximates the validity of the original system-level
specification solely using valuations of observable variables. Our framework implements
a data-driven approach that collects data from system simulations, evaluates it using the
predefined system-level specification, and derives new specifications based on observable
variables using a grammar-based specification mining process. This novel specification
mining process allows CPS developers to encode prior knowledge and tailor the target
specifications to their applications. Recognizing that data-driven approaches may not
lead to generating perfectly accurate monitors, our mining process solves an optimization
problem to minimize false positive (unwarranted alarms) and false negative (missed
violations) rates.

To learn monitors that detect impending safety property violations before they occur,
thus enabling corrective actions to prevent unsafe scenarios, we extend observable-level
validity labels with future system-level predictions following the work by Torfah et
al. [TXJT22,TJST23]. However, to address the main shortcomings of previous works,
namely the generated monitors’ lack of interpretability and (over-)sensitivity to training
data, we leverage STL formulas to learn concise specifications and use quantitative STL
semantics (i.e., robustness) to combine them into a single monitor capable of dealing
with variance in the training data.
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4.2. Related Work

We evaluate our approach in two representative case studies in the autonomous driving
domain and show that our “robustness-based” ensemble of STL monitors outperforms
existing approaches while maintaining a compact, interpretable structure. Although our
evaluation focuses on autonomous driving systems, the proposed method is general and
can be applied to other autonomous and safety-critical CPS.

To summarize, the main contributions of this paper are:

1. A novel data-driven approach for mining accurate and explainable predictive STL
safety monitors from the observable variables only.

2. As a central component of the above approach, a grammar-based method for mining
STL formulas that discriminate between positive and negative examples, even in
the case of highly unbalanced datasets;

3. Two new ensemble methods that leverage the STL quantitative semantics;

4. Extensive experimental analysis that compares our approach to the state-of-the-art
(in terms of monitors learning and ensemble techniques) and studies its sensitivity
to key dataset characteristics (imbalance, size, and prediction horizon).

We release the implementation of our approach along with all the data, scripts, and
instructions to reproduce the experiments and analyze the data in the publicly accessible
repository ObSTLearn’.

4.2 Related Work

Recent work |[TXJ"22] introduced the problem of learning observable monitors to predict
the safety of system’s executions. However, the decision-tree approach employed by
the authors produced trees with hundreds of nodes that are hard to interpret. Since
explainability is essential in safety-critical domains, we look for monitors in the form of
STL specifications, suitable to express temporal properties of CPS in an unambiguous
yet human-understandable manner. Specification mining [BMNN22] is the research
field that focuses on automatically inferring properties of a system from its executions.
STL mining methods are generally categorized as either template-based |[ADMNI11] or
template-free [BVPT16,MDP'20b|, depending on whether only parameter values or both
the formula structure and parameter values must be learned from data, respectively.
Recent works [PMN21,IBMN22, BMNN23| mitigated this distinction by enabling the
definition of an STL (sub)grammar of admissible formulas and hence allowing for the
embedding of a flexible amount of knowledge in the mining process. Existing grammar-
based methods aim to learn formulas to (tightly) describe only a single set of positive
examples [JTST19]. Conversely, the predictive monitoring problem addressed in this
paper requires discriminating between sets of positive and negative examples [BVP 16

"https://github.com/eleonoranesterini/ObSTLearn.git
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MDP™20b]. In addition, in this context, negative executions result from system faults
or safety issues and are much rarer than favorable executions, leading to significantly
imbalanced datasets.

For these reasons, we devised and implemented an extension of a recently-proposed
grammar-based approach [BMNN23] to learn from both positive and negative examples,
even in highly imbalanced settings. Furthermore, we propose two ensemble methods that
leverage STL quantitative semantics to improve the accuracy of multiple mined formulas
inspired by promising insights in the literature. In particular, authors in [TJS™23| proved
that classical ensemble methods, such as Majority Voting, reduce the misclassification
rate exponentially with the number of monitors. Other works [IBMN22| AVBB22]
have exploited this ensemble method to enhance the classification performances of STL
formulas. However, to the best of our knowledge, ensemble methods that leverage the
intrinsic characteristics of STL (such as its quantitative semantics) have not been explored
yet.

Other predictive monitoring techniques were proposed in [DHF14,[MSBF21] where the
authors used a Simulink model [DHF14] or an ML model [MSBF21] of the CPS to
predict what will happen in the future. However, in both cases, the monitoring properties
are assumed to be given, while in our approach they are learned from systems executions.

4.3 STL Background

We define a trace of m € N real-valued variables and length n € N as the finite sequence of
the (time,value) pairs x = (¢t1,21), ..., (tn, Tn), where t; =0, t; < t;y1 Vi € {1,...,n—1},
and x; € R™. For a trace x of length n, the prediction horizon h € N with h < n is the
number of time steps ahead of the final step at which we aim to make our prediction.
Hence, we will consider the trace z truncated by removing its last h time steps, which
we denote by 7" := (t1,21), (ta, 22), . . ., (tn_hs Tn_p)-

We adopt Signal Temporal Logic (STL) [MNO04] as our specification language. Its syntax
is defined by the following grammar:

p:=true| f(z) > 0| =¢ | o1 Ap2 |1 Urps

where f(x) > 0 is an atomic proposition (f: R”™ — R), = and A are, respectively, the
Boolean negation and conjunction, and Uj is the until temporal operator defined over
the dense interval of time I in R>( - the interval I is generally omitted when I = [0, c0).
The finally F and globally G operators are derived as follows: Frp := true Ujp and
Grp:=Frp.

STL quantitative semantics was introduced in [DM10] and is defined in terms of the
robustness function p that maps an STL specification ¢, a trace x, and time ¢, to the
value p(p, x,t) representing how far is z from the satisfaction boundary of ¢ at time ¢.
We write p(p; x) to indicate p(p, z,0). Notably, the STL quantitative semantics is sound:
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4.4. Problem Statement

System s
Environment l
Vob
%tﬂ% = . Monitor
Controller  F-=---5 :
‘/ctrl

T | verdict

Figure 4.1: A general monitoring architecture in a CPS. This Figure has been redrawn
from [JST25].

when p(p; ) > 0 the trace x satisfies ¢ (indicated by z |= ¢), whereas when p(p;z) <0
the trace x violates ¢ (z [~ ¢).

A Parametric STL (PSTL) formula is an STL formula whose temporal and quantitative
numerical values are replaced by parameter symbols [ADMN11]. As common in the
literature, our learning process will be split into (i) exploring the space of PSTL formulas;
and (ii) instantiation of the candidate PSTL formula into a concrete STL formula by
choosing appropriate values for its parameter symbols.

4.4 Problem Statement

In Figure 4.1, we present a general monitoring architecture in a closed-loop CPS. The task
of the monitor is to issue a verdict regarding the satisfaction of a specification of interest.
The monitor can rely only on measurements received via a designated sensor interface to
issue its verdict. This means that the monitor deduces information about the system’s
state (specifically, the environment) using only valuations of an observable feature space
provided by the sensor measurements and may have only partial observability of the
system’s current state.

Formally, we distinguish between two sets of variables: the set of system-level variables
Veys, and the set of observable variables Vops. The sets Viys include variables defining
both the actual state of the environment Vg, and control V. The set Vg includes
variables that capture the sensors’ measurements.

In the case of autonomous car driving on a city road, the set Viys might include variables
such as the absolute coordinates of the ego car (namely, the self-driving vehicle under
study), the distance between the ego car and other agents, the characteristics of objects
on the road. In contrast, V,ps might include information collected by sensors mounted on
the car, such as images collected by a front-facing camera, radar data, etc., and sometimes
also part of Vg defining the state of the internal control, e.g., velocity, steering, etc.

Let ¥ and Yps define the sets of valuations of the set of variables Vs and Vops,

respectively. The system behavior corresponds to a set Ssys C 3¢ of finite traces over
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Ysys, which we denote as system-level traces, while its executions observable to the
monitor are defined as a set Sops © X7, of traces over Xgps, denoted as observable
traces. Considering the partiality on the monitor side, different system-level traces may
induce the same observable trace. We assume, however, that a system-level trace always
induces the same observable trace?. Consequently, the (unknown) relation between the
system-level behaviors and the corresponding observations can be expressed by a mapping
Q: Ssys — Sobs-

The system-level specification ysys is known and defined as a set of traces over valuations
of the variables in V. It is used to determine whether an execution of S is safe or
unsafe: a system behavior o € S is considered safe if o = g5, and unsafe otherwise
(for consistency with the notation of STL, we use the symbol |= for generic specifications
to indicate membership in the set, i.e. €). Since not every variable in g may be directly
observable by our monitor, our goal is to translate s to a specification ¢ops defined
over variables in Vop,s that captures the validity of ¢gs on the observation level. Ideally,
we want to find a specification ¢ops € X7, such that, for every observable trace x € Sops,
T = pobs if and only if, Vo € Q71 (x),0 = ¢gys. Such a formulation of the problem is
however idealized and may not be feasible in practice [TXJ"22|. First, this formulation
is too conservative. An observation trace is excluded if it can be mapped back to any
system-level trace that violates the system-level specification. In practice, this will mostly
lead to a specification that rejects most observation traces. A more practical definition
of the problem takes into consideration the occurrence rate of system-level traces and
optimizes a specification for traces that are more frequent. Furthermore, depending on
the (syntactic) class of specifications over the observation space from which s is to be
chosen, we may not always find an exact match to ¢sys. Yet, we might want to search for
the optimal specification within this class. To address these challenges, we change our
formulation to define a quantitative optimization problem that mines optimal solutions.

Before introducing our quantitative formulation of the mining problem, we point to two
key points:

e in practice, one may want to bias the search toward higher false positive rates to
reduce the rate of false negatives. In our formulation, we encode this using specific
cost measures for the false positives and false negatives.

 monitors need to be predictive, i.e., they should determine the violation/satisfaction
of a specification many steps in advance. To this end, we define our problem in
terms of a prediction horizon h, which refers to the violation/satisfaction of a
specification h time steps before the end of the execution.

With that, we can now define the problem of mining temporal properties for predictive
monitoring as follows.

We assume a setting with deterministic sensors. We consider the setting of noisy sensors to be an
extension of our approach and leave it for future work.
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Figure 4.2: Diagram representing the three main steps of our approach.

Problem 1. Given a specification psys C Y5ys a prediction horizon h, and a grammar G

with variables in Vops, find a specification pops € L(G), such that:

Pobs € argmin
YEL(G)

p({Q0) |0 € Seys Ao = gys A (R0) " ¥} + (4.1)
p2({Q(o) | o € Ssys N I~ Psys N (Q(O'))fh E 1},

where i, o P(Sops) — RT are appropriate measures of cost.

We define the argument of uy as our set of false positives: safe executions that the learned
specification predicts to be unsafe. Conversely, the argument of po will be our set of false
negatives: unsafe executions misclassified as safe.

In the next section, we introduce a framework for solving the problem for specifications
given in terms of STL formulas.

4.5 Methodology

In this section, we describe our approach for mining @ops from Eq. (4.1) as an STL
formula. Figure |4.2 summarizes our three main steps: the dataset generation (sec 4.5.1),
the grammar-based STL learning (sec 4.5.2), and the building of the robustness-based
ensembles (sec 4.5.3).

4.5.1 Dataset Generation

We structure the set of system executions as a labeled dataset in the following way. For
each execution, we collect both the system-level behavior o € Ssys and the corresponding
observations (o) = & € Sops to create the trace v = (o, ). Then, we monitor o against
the system-level specification psys: if 0 |= ¢sys, we add the trimmed observation x
to the set of safe examples X1; whereas, if o [~ psys, we add =" to the set of unsafe

FALSE

| NEGATIVE
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TRUE
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examples X . The input to our mining method will then be the dataset of size | (defined
by the user) containing the trimmed labeled observations of our system: X = X+t U X,
where, for each z € X, we keep the information whether z is a positive (z € X*) or a
negative (z € X ) example’. With this notation, given a candidate STL specification ¢,
the corresponding set of false positives correspond to Fy,(¢) := {2z € XT | z [~ ¢}, while
the set of false negatives to F,,(¢) ={z € X~ | z = ¢}. Analogously, the true positives
are T,(p) :={z € X | 2 = ¢}, and the true negatives T,,(¢) :={z € X~ | z £ ¢}.

4.5.2 Grammar-Based Mining of STL Monitors

We adopt a grammar-based approach for mining STL properties, inspired by [BMNN23].
In that previous work, the user chooses a (sub)-grammar that defines the set of admissible
(e.g., STL) specifications, which are then learned from a set of positive examples. This
grammar-based customization allows to encode prior knowledge, making the inferred
specifications more application-specific. Our work advances this approach by addressing
the need for binary classification, which is essential for distinguishing safe executions
from unsafe ones. We therefore introduce a procedure that mines STL specification
classifiers from both positive and negative examples. Our method integrates [BMNN23|
with a Simulated Annealing [KGV83| approach with the goal of solving the optimization
problem defined in Eq.(4.1) and finding an approximation ¢* for ¢ops (we will detail our
choice of the cost measures in section 15).

Algorithm 4.1 outlines the main steps in our procedure. We start by uniformly randomly
sampling a PSTL formula template among all the possible ones admitted by the grammar
G and having the user-defined ly,x maximum length. We then instantiate its parameters
by computing an approximation of the cost function minimum with the off-the-shelf
Powell method [Pow64] implemented in the SciPy [JOPT01] Python library. We store
the resulting formula as our initial optimal solution ¢* and enter a loop to refine the
candidate formula. This loop ends either when a satisfying STL formula is found (i.e.,
with cost below a given threshold ¢) or after a maximum number of iterations. As
standard in Simulated Annealing algorithms, iterations in this loop are characterized by
the variable temperature (temp), which regulates the typical trade-off between exploration
and exploitation throughout the execution of the program. In particular, higher values
of temp are employed in the initial phases to favor exploration by allowing for bigger
changes in the candidate formula and higher probabilities of accepting mutations that
worsen its cost. During the execution of the program, the number of iterations with the
same value of temp increases, while temp decreases to gradually shift the goal toward
exploitation (characterized by smaller changes that have lower probability to be accepted
when increasing the cost).

We apply changes to the candidate formula ¢p,, using mutations [BMNN23|: the PSTL
formula is represented as a syntax tree and one of its subtrees is randomly sampled and
replaced by a new subtree generated randomly and such that the resulting formula is still

3We recall that the set X may be unbalanced, with |X | > |X~|.



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

4.5. Methodology

admitted by the grammar G and has maximum length ;5. The function ApplyChanges
we propose here differs from its previous version in two aspects: (i) The value of the
temperature variable is affecting the length of the subtree to be removed: for smaller
values of temp (i.e., toward the final sets of iterations), only smaller subtrees are allowed
to be removed; (ii) The new subtree does not have to be of the same length as the older
one.

We instantiate the parameters values for the mutated PSTL formula v,y and update the
candidate formula ¢ to 1 with probability p = exp(— COStw’X)_COSt(‘p’X)) if 1 has higher

cost than ¢, and with probability 1 otherwise. Note that p detgzgzjxses when increasing the
cost of ¥ or when decreasing temp. Such a choice is adopted to favor exploration in the
initial phases of the algorithm (when temp is high), while, at the same time, discouraging
very poor formulas . Finally, at every iteration, the best formula ¢* is updated if and

only if a new formula with lower cost is found.

Algorithm 4.1: Grammar-based Simulated Annealing for mining an STL
classifier
Input: Set of labeled traces X, STL (sub)grammar GG, maximum formula length
Imax, initial temperature temp, cost threshold ¢, maximum number of
iterations Npax
Output: STL formula ¢* generated from G classifying traces in X
1 @par < SamplelnitialFormula(G, lmax)
2 ¢ <InstantiateParameters(¢par, X)

3 pF

413+ 0

5 while True do

6 for niemp = 1,. .., ComputeNumblter(temp) do

7 if (Cost(¢*,X) <e)V (i > Nmax) then return ¢*
8 Ypar < ApplyChanges(ppar, G, temp, lmax)

9 1 <InstantiateParameters(¢par, X)

10 if UpdateCandidate(p,1), X, temp) then ¢ < 1)
11 if Cost(y), X) < Cost(p*, X) then ¢* < ¢

12 14 1+1
13 end
14 temp < DecreaseTemp(temp)

15 end

Objective Function

For a given labeled dataset X = X U X~ and an STL specification ¢, we define the
cost Cost(p, X) according to Eq. (4.1) as the sum of a cost on the false positives and
a cost on the false negatives, namely Cost(p, X) 1= p1(Fp(p)) + po(Fn(p)). We want
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to define the cost measures p; and ps to account for not only the ratio of misclassified
traces, but also the degrees of such errors in terms of their robustness values.

Formally, we define pu1, pa: P(Sops) — R as, for any Y € P(Sops), u1(Y) := p(Y, | X T|)
and pa(Y) := p(Y,|X ~|) where the auxiliary function p: P(Seps) X N — RT is defined as

Y1 Eyevlolysy)]

Y. :

+2- ]l{ Y] (4.2)

B0t}

The first term in Eq. (4.2) is standard in binary classification as it is used to evaluate

the ratio of misclassified traces. Indeed, when computing u1(Fp(p)) = u(Ep(p), | X)),

this term corresponds to the ratio of false positives Tg((f )‘, namely the number of traces

incorrectly classified as safe over the total number of safe traces. Analogously, the first
addend in us(Fy,(p)) computes the ratio of false negatives.

The second addend corresponds to the half average absolute robustness value of the
traces in the input set Y. We interpret the robustness as a confidence measure of the
classifier: hence, we would like such a confidence to be low whenever a misclassification
occurs (i.e., when Y = Fj,(¢) or Y = F,(¢)). In order to give every variable in ¢ the
same weight, we assume the dataset X had been previously normalized such that each
variable Vps varies between 0 and 1. Consequently, it is possible to prove recursively on
the definition of p that the fraction takes values in [0, 1]. We halve this value to place
less emphasis on this term relative to others.

Finally, in the third addend, the indicator function, which has value 1 if % > 0.7 and
0 otherwise, is used to penalize high ratios of misclassified traces. The value of 2 is
chosen to prevail over the other two terms (whose sum can be maximum 1.5) in case the
condition % < 0.7 is violated. This term introduces a significant jump discontinuity in
the objective function, but is fundamental for dealing with highly imbalanced datasets

because it avoids that all traces are predicted in the most numerous class.

4.5.3 Robustness-based STL Ensembles

To improve the classification performance, we run Algorithm 4.1/ several times and learn
a set ® of k STL formulas (in general, the randomness in our procedure will produce
different formulas even for the same training dataset). To predict the safety of the
(possibly unseen) execution 4 = (6, %), we evaluate its truncated observation 2~ with
respect to each monitor and combine their verdicts into a single one. To do so, we propose
two new voting criteria that leverage the STL quantitative semantics: Total Robustness
Voting and Largest Robustness Voting.

For the Total Robustness Voting (TRV), we compute the sum of the robustness values of
the formulas in ®: R:=3" ¢ p(p; ﬁ:_h). If R is positive, the ensemble TRV will predict
that the trace 4 is safe; otherwise, it predicts it to be unsafe. This ensemble method
can be seen as an extension of majority voting that, instead, assigns each monitor a
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binary verdict (either 1 or —1). Conversely, we weight each verdict by the confidence
level associated with that prediction, as quantified by the robustness function.

The Largest Robustness Voting (LRV) selects the STL specification ¢ in the set ® with
the largest absolute robustness value: ¢ = argmax cq |p(¢; 7M. Then, if 27" |= @, the
trace is predicted to be safe, and negative otherwise.

4.6 FEvaluation

To assess whether the ensembles of STL formulas that we mine from the observable
variables are effective predictive safety monitors and study how sensitive they are to
dataset characteristics, we investigate the following research questions:

RQ1. [Predictive Performance| Can our method learn accurate, efficient, and ex-
plainable safety predictor monitors? We use our monitors in safety-critical applications,
hence it is essential to evaluate both the accuracy of their predictions and the ease of
interpreting their meaning. In addition, it is important to assess the cost-effectiveness of
our approach.

Metrics: We use standard metrics for assessing the quality of binary classification
systems. Given a binary classifier and a labeled dataset, we compute the corresponding
number of true positives tp (correctly predicted safety violations), true negatives tn
(correctly predicted safe behaviors), false positives fp (unwarranted alarms), and false
negatives fn (missed violations). Consequently, we define:

tp +tn . . tp
Accuracy := ;  Precision := ;
tp+tn+ fp+ fn tp+ fp
t Precision - 11
Recall := 7]); F1-Score :=2 - re(?ls.lon Reca
tp+ fn (Precision + Recall)

Accuracy is the proportion of correctly classified samples; however, since this measure
is unreliable for imbalanced datasets, we also consider Precision and Recall. Precision
corresponds to the classifier’s ability to raise an alert only for unsafe executions, whereas
Recall is the ability to raise an alert for all unsafe executions. The F1-Score, instead,
combines them using harmonic mean. All the metrics defined above vary between 0 and
1, with higher values corresponding to better predictors. We assess the explainability
of the mined monitors through a manual qualitative analysis and by evaluating their
size, as monitors with fewer formulas, conditions, and predicates are intuitively easier to
read and analyze. As detailed in section 4.6.1, we contextualize the results by comparing
them against those achieved by existing approaches.

RQ2. [Voting Criterion] Is robustness a suitable voting criterion? We propose two

new voting criteria (TRV and LRV) for STL specifications that leverage robustness values.

Since robustness-based voting criteria were never studied before, investigating whether
they lead to better predictions than existing criteria is important.
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(a) 150 time steps before the (b) 100 time steps before the (c) End of the execution: the
end of the execution: the ego end of the execution: the ego ego car crashes against the
car correctly follows the lead. car deviates its trajectory to- box.

ward the box.

Figure 4.3: Snapshots of three key moments in an unsafe execution of the Lead-Follower
case study.

Metrics: We use the metrics defined in RQ1 (i.e., Accuracy, Recall, Precision, and
F1-Score) to evaluate whether using robustness as a voting criterion improves predictors’
performance.

RQ3. [Sensitivity Analysis] How sensitive is our method to dataset characteristics?
We use passive learning to infer predictive STL safety monitors from labeled scenario
executions. It follows that the training dataset is fixed for the mining task, and we
cannot add new training examples. Therefore, the training dataset can have an important
influence on the learning process, and we must study its impact on the accuracy of our
predictions. More specifically, we study the robustness of the mining process with respect
to the size of the dataset, the choice of features, and the degree of imbalance between the
safe and unsafe labels in the data. Studying the sensitivity of our predictors concerning
the training dataset is important to understand their practical applicability to safety,
where nominal cases are much more common than critical ones.

Metrics: We use F1-Score to study how the classification performance varies with
different characteristics of the training dataset. We use computational time to study the
scalability of our method and ensure it remains effective under different conditions.

4.6.1 Experimental Setting

In this section, we report on the two case studies used in the evaluation and the state-of-
art approaches selected as baselines to contextualize our results. Next, we report on the
dataset, hyperparameter settings, and other setups.

Case Studies. Our evaluation considers the Lead-Follower (LF) and the Traffic Cones
(TC) case studies involving an autonomous vehicle under test (the ego car) that must
solve a critical task.

The Lead-Follower (Figure 4.3) case study was originally presented by Yalcinkaya et
al. [YTFS23| in the context of compositional analysis of autonomous systems. This case
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(a) Ego car performing lane keep- (b) Ego car performing lane chang-
ing. ing too late and hitting one traffic
cone.

Figure 4.4: Snapshots from an unsafe execution in TC.

study involves a (black) leading car programmed to drive across intersections and the
ego car that must follow it. The ego car autonomously steers by coupling a vision-based
component with a controller. The vision-based component analyses the images captured
by a front-facing camera mounted on the ego car to estimate the heading difference
between the lead and the ego car. The controller acts on the steering wheel to minimize
such a difference. As illustrated in Figure 4.3 the ego vehicle is challenged by dark
objects (e.g., a black cube) on the road that might cause the vision-based component
to wrongly estimate the position of the lead car and eventually crash. To disambiguate
critical situations like the one depicted in Figure 4.3 or situations in which the ego car
loses sight of the lead vehicle from correct ones, we rely on the following system-level
specification: psys := G((d > 5) A (d < 15)), where d represents the Euclidean distance
between the lead and the ego car. The specification ¢sys is violated either when the
distance between two vehicles becomes too small (d < 5) or too large (d > 15). The
first case represents a clear safety issue. The second case indicates that the ego is not
able to follow anymore the lead vehicle. While this type of violation does not necessarily
represent a safety risk, it arises in situations where the ego vehicle hits an obstacle.

The Traffic Cone (Figure 4.4) case study was originally proposed to showcase Veri-
fAl , a platform for the formal design and analysis of learning-enabled cyber-
physical systems. According to the original setup, a broken car is on the left side of a
three-lane road, and three traffic cones in front of it signal the issue to oncoming traffic.
The ego car is approaching in the middle lane and must move to the rightmost lane
to avoid the obstacle. The ego car implements vision-based lane-keeping and collision
avoidance. To keep the lane, it estimates the distance to the lane center by analyzing
images collected from a front-facing camera and adjusting the steering angle accordingly.
Simultaneously, it performs object detection using a pre-trained convolutional neural
network (CNN) to detect the presence of traffic cones and initiate the lane-changing
maneuver if the estimated distance from the traffic cones falls below 15 meters. We
consider safe executions those cases in which the ego car detects the traffic cones and
changes lanes before touching them. Formally, we rely on the following system-level
specification to identify safe executions: ¢sys := G(d > 0.75), where d indicates the
Euclidean distance between the ego car and the traffic cones’ center, and 0.75 is the
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radius of standard traffic cones.

Baselines for the Evaluation. To contextualize the results achieved by our STL
predictors (TRV and LRV), we compare their results against those of existing works from
the literature. Specifically, we consider MV-dt by Torfah et al. [TJST23|, who defined
a majority voting ensemble over Decision Trees, and two template-free STL miners for
binary classification: STL-dt by Bombara et al. [BVPT16], based on decision trees,
and STL-enum by Mohammadinejad et al. [MDP™20b|, which learns STL formulas by
enumerating PSTL formulas.

Dataset. To collect the training dataset, we instantiated the LF and TC scenarios
randomly. For LF, we randomly placed a colored box on the side of the road; the box’s
color and position were sampled randomly. Likewise, we randomly sampled the initial
coordinates and orientations of the two cars. For TC, we randomly configured the color
and rotation of the broken car, the initial velocity, position, and heading of the ego car;
additionally, we fuzzed the initial position of the traffic cones.

For each case study, we collected 2000 executions to train the safety predictors and 400
to test them. Unsafe simulations are rare in both scenarios, so the resulting datasets are
highly imbalanced: for LF approximately 15% of the traces are unsafe, whereas for TC,
unsafe traces account for only 5% of the traces.

Since we did not constrain the scenario execution, traces do not have a fixed length. For
instance, the average trace length is 1748 simulation steps in the Lead-Follower case
study and 377 simulation steps in the Traffic-Cone case study. MV-dt, STL-dt, and
STL-enum require the traces to be all of the same length. Therefore, we pre-processed
their training datasets by applying a sliding window of length j, thus generating |x|—j+1
new segments for each trace x used for training. We labeled each segment independently
depending on whether it satisfied the safety specification (gys.

Hyperparameters. We mined 10 STL formulas for every ensemble ® , so each
specification was learned from a different batch of % = 200 training traces. Given
the randomness intrinsic to Algorithm 4.1, we repeated every experiment 10 times. We
fixed the maximum formula length /pax to 7 (measured as the sum of Boolean/temporal
operators and predicates) , the grammar G to the until-free fragment of STL whose
predicates are defined over variables Vs, the cost threshold € to 0.05, and the maximum
number of iterations Npyax to 50. Finally, we set the prediction horizon h to 100 simulation
steps to balance the trade-off between capturing deviations from the desired behavior
(which requires more observations) and allowing enough time for corrective actions before
a potential violation (which requires prompt intervention).

Software and Hardware Setup. We used Scenic [FKD™22| to define the distributions
over the initial conditions, VerifAT [DFG™19] to randomly sample among them and launch
the corresponding execution, Webots [Web23] to simulate the system, and RTAMT [NY20]
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Figure 4.5: Average values for accuracy, precision, recall, and F1-Score for the two variants
of our approach (TRV and LRV), and three methods from the literature: MV-dt [TJST23],

STL-dt [BVP™16|, and STL-enum [MDP™20b].

to monitor STL formulas and compute their robustness. We ran the experiments on a
non-dedicated cluster with three Intel(R) Xeon(R) Gold 6230R CPU @ 2.10GHz and
Ubuntu 20.04 nodes.

4.6.2 RAQ1 - Performance Evaluation

To answer RQ1, we learned the monitors using the selected training data, predicted
the label of the test data, and computed the accuracy, precision, recall, and F1-Score
achieved by the two versions of our approach, TRV and LRV, and the three baselines,
MV-dt, STL-dt, and STL-enum. We repeated the experiments 10 times to account for
the intrinsic randomness of TRV and LRV in training. We report the average values
across the runs in Figure |4.5. Notably, since the three baselines work on trace segmented,
we computed their performance metrics as follows: we predicted the label of a trace x by
evaluating the monitor against all segments generated from x and classifying x as unsafe
if and only if at least one of its segments is predicted unsafe. To select the appropriate
value for the sliding window length (j), we conducted a preliminary evaluation varying the
value of j among 15, 150, 300 (for TC) and 1500 (for LF). We selected the largest value
such that predictors were able to complete training and produced results. In summary,
for MV-dt we set j = 15 for both LF and TC, whereas for STL-dt and STL-enum we set
§ = 1500 for LF and j = 300 for TC /.

In the LF case study (Figure 4.5a), both TRV and LRV outperformed the existing works
on all four metrics. In particular, we notice that although the accuracy of all the methods
is comparable, there is a significant difference between the Precision, Recall, and F1-Score
of TRV and LRV compared to the three baselines. We explain this remarkable difference
in terms of the imbalance of the dataset. Since the majority of the training data are
safe, MV-dt and STL-dt classify all traces as safe; this, in turn, inflates the accuracy
but reduces the other metrics. STL-enum is slightly more robust with 2 detected true

4For STL-enum we had to reduce the size of the training batches from 200 to 50.
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Table 4.1: Comparison of computational time required to mine an ensemble of 10 monitors
(in hours).

TRV LRV MV-dt STL-dt STL-enum
LF 160+22 160422 097 1-107* 1.8
TC 13£02 1.3+0.2 0.14 9-107° 0.5

positives (out of 69); consequently, its precision and recall are greater than zero. However,
these values remain too low to be satisfactory. Conversely, TRV and LRV detected 53 (out
of 69) true positives on average, so they achieved higher precision, recall, and F1-Score.
We make similar observations for the Traffic Cones use case (Fig. 4.5b): although all
five methods achieved similar accuracy, they have significantly different distributions of
misclassified traces and F1-Score values, with TRV and LRV outperforming the others.

A possible explanation for the poor performance of the three baselines is that they are
driven by the misclassification rate, which does not effectively account for the possible
imbalances of the dataset. In particular, in our experiments, we observed that STL-dt
and STL-enum returned the first candidate formula they considered: true for the former,
and a predicate (p > [,) stating that a variable p is greater than its lower bound I, on
the first time step for the latter. These predictors accepted the first candidate formulas
because they were satisfied by (almost) all traces in the training dataset, thus achieving
a low misclassification rate. On the contrary, our proposed objective function did not
lead to cluster all traces into a single class because it strongly penalizes high ratios of
false negatives and false positives. However, by doing so, we introduced non-continuity
in the objective function, thus making it more challenging to optimize. This drawback
is reflected in the high computational time required by our methods, as summarized
in Table |4.1. Notably, the significant discrepancy in computational times between the
two case studies arises from the longer executions of LF scenarios compared to TC ones
(approximately four times longer). We remark that the times reported in Table 4.1| refer
to the training phase of the STL monitors. In particular, these learning costs do not
impact the time required for making predictions at runtime, which depends on the chosen
STL monitor and the number of monitors in the ensemble. Therefore, in practice, this
high computational cost does not limit the applicability of our approach in real-time
scenarios.

In terms of explainability, we note that the formulas returned by STL-dt (true) and
STL-enum (p > l,) are certainly straightforward to interpret, but useless in practice.
The trees learned by MV-dt, instead, contain between one and two hundred nodes for the
Lead-Follower case study and 30 to 120 nodes for the Traffic-Cone case study, making
any interpretation of these monitors challenging.

In contrast, our mined STL formulas have a bounded size by construction, making them
significantly easier to parse. We remark that short specifications are not necessarily
interpretable if they are too abstract. However, our grammar-based approach helps
mitigate this risk, as the user can filter the admissible basic predicates in the grammar
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according to their explainable relevance to the specific application. As a result, the
mined formulas can be easily understood, thus providing precious insights into the
characterization of safety. To illustrate this point, we report below an example of mined
formulas for each case study.

F[321.400)G(n_black_piz < 37.6) (4.3)
G—G(F(n_orange_pix < 0)V size__sec_bb < 373.9)

Formula 4.3 states that after at least 321 simulation steps, the number of black pixels in
the image (n_ black__pix) must remain below 37.6 (effectively, below 38); this formula
matches our intuition that, in safe executions, the follower should not get too close to
any particular black object. Although Formula 4.4 does not look intuitive, we note that
it can be simplified using trivial equivalence rules. For instance, using the equivalence
Fyp = G-, it becomes:

GF(G(n_orange_pix > 0) A size__sec_bb > 373.9).

Since the number of orange pixels (n_orange_pix) in an image cannot be negative, we
can further simplify the formula to obtain GF(size__sec_bb > 373.9), which succinctly
captures the lower bound on the size of the second biggest bounding box (size__sec_ bb)
returned by the CNN in the final part of the execution. In practice, Formula 4.4 is
violated in unsafe executions likely because, toward the end of the execution, the ego
car has not yet correctly identified all three traffic cones. As a result, the second biggest
bounding box - if even existing - is too small.

The safety monitors generated by our method from imbalanced data outperform the
monitors learned from the same data by the existing techniques. Our monitors are
also easier to interpret than the decision tree-based methods, although they have a
significantly higher computational price.

4.6.3 RQ2 - Voting Criterion

To address RQ2, we compare the performance of our robustness-based ensembles, TRV
and LRV, against the traditional voting mechanism of majority voting (MV). For a given
set ® of STL formulas and the trace for which we want to predict safety, MV evaluates
the binary outcome of each monitor (safe vs unsafe) and chooses the prediction voted by
the majority of the formulas as the final outcome. For completeness, we also compare the
performances of TRV and LRF against the average prediction of each individual monitor
(AV): in this case, we evaluate each prediction separately without ensembling them and
then we take the average value for each performance metric. Thus, AV does not represent
a proper voting criterion, but it is still relevant as baseline. For a fair comparison, we use

the same set ® of 10 STL formulas learned via Algorithm 4.1 for all voting mechanisms.

Figure 4.6/ plots the distribution of F1-Score over 10 runs of the four ensemble techniques
on the two case studies. In the Lead-Follower scenario (Figure 4.6a)), we observe that
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Figure 4.6: Boxplots of F1-Score values for four kinds of ensemble: AV, MV and the
robustness-based TRV and LRV.

TRV and LRV performed equally well and outperformed MV, while MV outperformed
AV. The Traffic Cone case study (Fig. 4.6b)) confirms the superior performance of the
TRV ensemble. While LRV shows a similar median, its distribution has much greater
variability, indicating that LRV’s predictions are less reliable. We, therefore, performed a
more quantitative analysis to get a better understanding of these results. More specifically,
we assessed the statistical significance of the results using the Mann-Whitney U test
and measured the strength of the significance using Vargha and Delaney’s effect size,
expressed with labels according to Kitchenham et al’s classification [KMB™17]. This
analysis confirmed that LRV achieved significantly better performance than MV and AV
with medium effect size.

The TRV and LRV ensemble methods, which leverage the robust semantics of STL,
significantly increase the prediction accuracy of the safety monitors compared to
classical ensemble and averaging methods.

4.6.4 RQ3 - Dataset Characteristics

To evaluate how variations in key characteristics of the training dataset affect the perfor-
mance of our predictors, we conducted three additional sets of experiments modifying:

o Imbalance between positive and negative samples. In the LF case study, we reduced
the number of negative samples from 15% to 10% and 5%, whereas in the TC case
study, we incremented it from 5% to 10% and then reduced it to 2.5%.

e Dataset size. Large training sets usually result in better prediction performance
at the price of longer training times and higher costs. We were interested in
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Figure 4.7: F1-Score and computational time (in hours) achieved by TRV when varying
the proportion of unsafe traces, batch size, or prediction horizon. The line indicates the
average values over 10 runs, while the shaded regions their confidence intervals.

understanding how much our predictors’ performance drops when using smaller
training datasets that entail shorter training procedures. Therefore, we reduced
the batch size from 200 to 150, 100, and 50 resulting in training sets of 1500, 1000,
and 500 traces.

o Prediction horizon (h). We recall that our safety monitors are predictive, i.e., they
are trained to detect potential safety violations h steps in advance. The higher
the predictive horizon, the more time the system has to take corrective action and
avoid safety violations. However, the more difficult it is for the monitor to make
an accurate prediction. We studied the effect of the prediction horizon size on
the accuracy of our safety monitors. The prediction horizon directly impacts the
dataset since we trim h steps from every trace. We experimented with h values set
to 50, 100, and 150.

We focused on the best-performing ensemble, i.e., TRV, and investigated how the above
dataset characteristics impact its performance. We report in Figure 4.7 the results of
our experiments in terms of F1-Score (performance, top-row) and computational time
(training effort, bottom row) across 10 runs. The solid lines in the plots mark average
values, while the shaded regions identify the confidence intervals around them. In both
the Lead-Follower (Figure 4.7a) and Traffic Cones (Figure |4.7b)) case studies, we observe
that TVR’s performance and training time were stable against variations in the imbalance,
suggesting the ensemble is not sensitive to them. As expected, training time increased
with the size of the training dataset (bottom row, middle plots). However, although the
performance increased with larger training datasets in the Lead-Follower case study, this
was different in the Traffic Cones. This observation is due to the restrained parameter
space and, consequently, the minor variability of concrete scenarios in the Traffic Cones
case study. Even a small dataset of simulations generated from this case study sufficiently
represents the system.

Finally, when extending the prediction horizon to 150 simulation steps, our method

maintains a comparably high F1-Score despite the increased difficulty of earlier predictions.
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As expected, the F1-score remains high also for the shorter 50-step horizon since predicting
criticality is easier when closer to a potential crash. It is particularly interesting to notice
that our method achieves perfect prediction performance in the Traffic Cones case study,
suggesting that this time interval may be too short to avoid a crash.

Our mining approach is generally robust to changes in the level of imbalance in the
training data and its size, which makes it suitable for practical applications. However,
the choice of prediction horizon is application-dependent and may affect the quality
of the predictions. Nevertheless, our method has shown stability under significant
variations in h.

4.6.5 Threats to Validity

We identified the following main threats that might affect the validity of our conclusions.

Internal Validity Our method can be sensitive to two sources of uncertainty: (i) the
stochastic nature of our mining algorithm and (ii) the variability of the training data.
To address this, we repeated each experiment 10 times and analyzed the robustness of
our algorithm with respect to dataset characteristics. Since our method relies on passive
learning, it may be necessary to collect more data to obtain accurate monitors. We
mitigated this risk by considering sufficiently large datasets (2000 randomly generated
traces) and by studying the accuracy in function of the dataset size.

External Validity Our experiments encounter a limitation in the generalizability of
the results, given that we have applied our approach to one domain with synthetically
generated datasets. To some extent, we mitigated this threat by selecting two different
tasks for the case studies. We plan the application of our method to other cyber-physical
domains in future work. We believe that, even though real-world environments may
contain more noise and uncertainty, the classification performance of STL monitors will
remain satisfactory, as they capture declarative and abstract system properties without
overfitting the data. This claim is supported by the experimental results shown in
Figure |4.7, where the Fl-scores remain highly stable across different case studies and
dataset characteristics. Conversely, we expect scalability of computational time to more
complex scenarios to be influenced by both the number and length of traces in the dataset,
as demonstrated by the variability in the results of the two case studies. Nevertheless,
we aim to optimize the current implementation and introduce syntactic rules to infer
the satisfaction of STL formulas, thereby skipping unnecessary monitoring steps and
accelerating the overall procedure.

Conclusion Validity The accuracy of our conclusions may be affected by the selection
of basic predicates and observable variables. We argue that minimal expertise and
knowledge are needed for a meaningful mining process. To mitigate this risk, we had the
same setup with the other related methods, and, besides selecting the basic predicates,
we left the search for STL formulas unrestricted.
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4.7 Conclusion and Future Work

We introduced the first approach to learning predictive and explainable monitors for
safety in the form of STL specifications from observable variables. Our approach’s
uniqueness lies in (i) a novel grammar-based method for distinguishing between highly
imbalanced sets of positive and negative traces, and (ii) two robustness-based ensemble
techniques. Experimental results demonstrated the advantages of our method over the
state-of-the-art in two automotive case studies.

In future work, we plan to extend the mining method from passive to active learning by
generating new traces that will allow us to refine our inferred specifications and increase
their prediction accuracy. With the foreseen active mining approach, we can also provide
statistical guarantees about the inferred monitors.

We noted that this paper focuses on autonomous driving applications and safety require-
ments. However, we foresee applying our framework to other classes of cyber-physical
systems and properties defined over system-level variables that are not directly observable
by the monitors. We plan to explore case studies from other domains, broadening our
framework’s applicability.

Finally, we have seen that our mining approach does not optimize the syntax of the
specifications. We intend to define syntactic translation rules that will allow us to further
simplify the mined specifications before presenting them to the user, making them even
more accessible to interpret. We also plan to conduct a more systematic evaluation of
explainability, in which users not involved in the grammar definition will examine the
mined formulas and asses their understandability.
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CHAPTER

Mining Hyperproperties using
Temporal Logics

Reference. The content of this chapter has been published in [BMNN23]: Ezio Bartocci,
Crristinel Mateis, Eleonora Nesterini, and Dejan Nickovié. 2023. Mining Hyperproperties
using Temporal Logics. ACM Trans. Embed. Comput. Syst. 22, 5s, Article 156 (October
2023), 26 pages. https://doi.org/10.1145/3609394

Abstract. Formal specifications are essential to express precisely systems, but they are
often difficult to define or unavailable. Specification mining aims to automatically infer
specifications from system executions. The existing literature mainly focuses on learning
properties defined on single system executions. However, many system characteristics,
such as security policies and robustness, require relating two or more executions, and
hence cannot be captured by properties. Hyperproperties address this limitation by
allowing simultaneous reasoning about multiple executions with quantification over system
traces. In this paper, we propose an effective approach for mining Hyper Signal Temporal
Logic (HyperSTL) specifications. Our approach is based on the syntax-guided synthesis
framework and allows users to control the amount of prior knowledge embedded in the
mining procedure. To the best of our knowledge, this is the first mining method for
hyperproperties that does not require a pre-defined template as input and allows for
quantifier alternation. We implemented our approach and demonstrated its applicability
and versatility in several case studies where we showed that we can use the same method
to mine specifications both with and without templates, but also to infer subsets of
HyperSTL, including STL, HyperLTL, LTL and non-temporal specifications.
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5.1 Introduction

The development of complex systems typically starts from a collection of requirements.
Their role is central in the lifecycle of software and embedded systems. In the early stages
of the design, specification languages provide the framework to formalize requirements
and exchange information between development teams rigorously and unambiguously:
formal requirements can precisely capture the expected system behavior. Engineers
use these requirements to verify safety-critical properties over a system’s model: for
example, to test [BMNY23] and debug [BMM™21] its implementation, and to localize the
root causes of faults [BFMN18|. Finally, formal specifications can be used to synthesize
monitors [BFFR18,[BDD™'18] that observe the system during its operation and detect
violations of requirements, alerting the user or even taking corrective action.

Despite their importance, formal specifications are often partially available. Specification
mining [BMNN22| refers to a collection of methods that infer potential system properties
by observing its executions. The mainstream approaches in specification mining generate
formulas in Linear Temporal Logic [Pnu77] (LTL) and its continuous-time real-valued
extensions such as Signal Temporal Logic [MNO04] (STL). A recent survey in [BMNN22]
summarized the main techniques for learning STL properties, classifying them according to
different characteristics. There are two main approaches to mine specifications [BMNN22]:
in template-based mining [ADMN11] (see also the tool Texada |[LPB15,|LB15| for LTL),
the specification skeleton is given to the mining procedure, which aims at completing
the template with missing elements in a way that is consistent with the observed system
executions. The missing parts in the template can be propositions or timing and
amplitude parameters. In contrast, template-free mining infers the entire structure of the
formula |[JTST19,NSBB18,MDP"20b, BVP 16|, including its parameters.

Most approaches for mining requirements focus on learning trace-based properties from a
set of traces. However, some critical system characteristics, such as the system robustness
or information-flow security requirements, require simultaneous reasoning about multiple
traces and cannot be specified as trace properties. Hyperproperties [CS08| overcome this
restraint by allowing specification of properties of trace sets. HyperLTL [CFK™14] and
HyperSTL [NKJT17b| are popular specification languages designed to express an essential
class of hyperproperties that extend LTL and STL with trace quantifiers respectively.

This paper considers the problem of mining hyperproperties as HyperSTL/HyperLTL
formulae. Only a few works in the literature address this problem and only for a very
restricted class of hyperproperties. In particular, none of the existing works allows
for quantifier alternation. However, in the literature, there are hyperproperties that
require quantifier alternation. For example, the information-flow security policies of
noninterference and of generalized noninterference |CSO8| state that for each pair of
traces there must exist another trace sharing the same values of secret input variables
with the first trace and the same values of public output variables with the second trace.
The key idea is that users cannot infer secret information from observing the system’s
outputs.
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Related Work In [SFA17], the authors proposed an approach to learning the relation-
ship between inputs and outputs of different executions of one or more (non-temporal)
functions allowing only one possible (universally quantified) template. Another related
work is [RMS20] where the authors present a template-based approach to mine HyperLTL
specifications. Our technique differs from this method because it allows for quantifier
alternation, while [RMS20] relies on enumerating candidate formulas without this feature.
In [FHT19|, the authors propose an extension of the L* algorithm [Ang87] that actively
mines the universally-safe fragment of HyperLTL. This fragment consists of HyperLTL
formulas that are universally-quantified and until-free. Thus, this method supports a
specification language with limited expressivity compared to our approach.

Our contributions We propose a new procedure for mining hyperproperties from
a fixed set of execution traces. The goal is to learn (hyper)properties that this set of
positive examples satisfies. The main contributions of our approach are:

e Our work is the first to learn hyperproperties [CS0§|, expressed in HyperSTL
(including formulas with quantifier alternations), STL, LTL, and HyperLTL as
special cases. Thus, our approach represents a step forward to the recent state-of-
the-art in [BMNN22].

o We have integrated the syntax-guided synthesis (SyGuS) |[ABJT13| in the process of
mining temporal logic formulas to guide the search in the space of candidate formulas.
More specifically, in addition to the execution traces, our mining procedure takes a
grammar that defines the search space of valid specifications as additional input.
We chose HyperSTL, an expressive specification language for hyperproperties, as
the most general template. The grammar can also be restrained, e.g. by bounding
the number of trace quantifiers, restricting the use of logical and temporal operators,
or fixing the predicate parameters. This flexible mechanism for constraining the
space of candidate formulas has multiple advantages. First, it allows the engineer
to fine-tune the addition of domain knowledge that helps to infer useful formulas
while not over-constraining the search. Second, to the best of our knowledge, this
approach is the first one that unifies template-free and template-based mining
requirements in temporal logics (the closest related attempt is the work in [NG20]
that can handle only quantifier-free first-order logic formulas). Finally, it allows
the same method to infer versatile system characteristics such as the correctness
properties and the security hyperproperties. In the case of HyperSTL we perform
both the parameter and structural syntheses.

¢ We have extensively evaluated our approach on multiple case studies learning
different specifications, including LTL, STL, HyperLTL, HyperSTL, and Hyper-
propositional formulas. Furthermore, we compare our results with those ob-
tained from two other state-of-the-art tools: Texada |[LPB15,LB15| and Hyper-
Miner [RMS20].
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o We introduced two heuristics to improve the efficiency of the mining process: (i)
we leverage the intrinsic properties of quantifiers to avoid checking all the possible
tuples of traces; (ii) we use the correctness properties of HyperSTL/STL to minimize
the number of monitoring checks, thus speeding up the overall mining process. As
the monitoring of HyperLTL /HyperSTL properties represents an important step
in our mining procedure, these heuristics play a crucial step in the applicability
of our approach. Authors in [FHST20] proposed an automata-based method to
monitor temporal hyperproperties, which is not applicable in our setting as it does
not support either HyperSTL or alternating quantifiers.

Outline In Sec. 5.2, we provide the necessary background on HyperSTL [NKJT17b].
In Sec. 5.3, we present the main steps of our approach to mine HyperLTL formulas,
while in Sec. [5.4, we extend it to learn also HyperSTL specifications. Sec. |5.5 provides
an extensive assessment of our approach to different case studies, comparing the results
obtained with our method with those obtained using other tools. We conclude and
discuss future work in Sec. |5.6.

5.2 Preliminaries

Definition 1 (Trace and Set of Traces [NKJT17b|). Let T C R>( be the time domain. A
trace with ¢ real-valued variables and j Boolean variables w = (t1,w1), (t2,w2), . .., (tg, W)
is a finite sequence of (time, value) pairs, where ¢t; € T, t; < t;11 forevery i € {1,...,k—1},
and w; € D = R? x B/ is a vector of real and Boolean values. We denote by |w| = k
the length of w. We indicate by w[v] the projection of trace w on variable v. We will
slightly abuse notation and also denote by w[v] the signal T — R or T — B (depending
on whether v is a real or Boolean variable), such that w[v]|(t) = w;[v] if t € [t;, ti+1) with
i <k, or wv](t) = wglv] if t > t;. Given a set of traces T" and a set of trace variables II,
we denote by Il : II — T a trace variable assignment' that maps each trace variable to
a concrete trace.

Definition 2 (HyperSTL [NKJT17b]). HyperSTL is a hyper-temporal logic interpreted
over real- and Boolean-valued traces that is captured by the following syntax:

Y o= Amap |V |
o = 7] | f(m[za],...,wxg]) <c| @ | p1Vee | p1Urps | ¢1S1¢2

where X is a set of real-valued variables, B is a set of Boolean variables, the trace variable
7 € Il ranges over the set B U X of variables, b€ B, z1,...,z€ X, f : Rl - Risa
real-valued function, I is an interval in R>o U +o00, and ¢ € R.

n this work, we assume the trace variable assignment is an injective function associating different
trace variables with different concrete traces.
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Given t € T, we define the semantics of HyperSTL in terms of a robustness function p:

p(Fmap, p,t) = maxyger p(, [ — W], t)
p(Vr.ap, Iy, t) = minger p(¢, Op[r — W], t)
p(=p,Il7,1) = —ple,Ur, 1)
P( ¥1 \/9027HT7 ) = max(p(golaHTat)HO(SOQaHTvt))
p(p1 U102, 17, 1) = SUpycpnnor Min(nfy ey vy p(e1, I, t"), p(p2, Hr, 1))
p(p181¢p2, 17, 1) = SUPye(onnior min(infpew g ple1, r, t"), p(e2, Ur, 1))
p(f(rlzd],... wlag)) <cXlpt) = c— f(p(m)[z1]@), ... r(m)[zg(t))
p(m[b], Iy, t) = +oo if IIp(m)[b](t), —oo otherwise

where @ an © denote the Minkowski sum and difference, respectively. We note that we
can interpret HyperSTL both over dense and discrete-time em(in this case we consider the
interval in the discrete domain), and that the latter interpretation will be used notably
when considering HyperLTL and LTL fragments.

From this basic definition of HyperSTL, we can derive the other operators as usual:
true = ¢V g, false = —true, 1 A g3 = (@1 V 7p2), 1 — w2 = —p1 V @2,
Frp = true Ujp, Gy = -Fr—p, O = true S;p, Hf = =0O;—¢p. The untimed
temporal operators U, S, F, G, O and H are obtained by setting the time interval I to
[0,00). The next and previous operators are then (in the discrete-time interpretation of
the logic) equivalent to X¢ = F; )¢ and Yy = Op 1)¢-

By appropriate restrictions of the HyperSTL syntax, we can also obtain HyperLTL, STL
and LTL specification languages. HyperLTL is obtained by restricting the temporal opera-
tors to untimed ones only. The STL (LTL) formulas correspond to HyperSTL/HyperLTL
variants of the form Vr.o(m).

Proposition 1 (Soundness [NKJT17b]). Given an HyperSTL formula ¢ and a trace vari-
able assignment Iy, when p(,p,t) > 0 the formula is satisfied, while if p(1,p,t) <0
the formula is violated.

Proposition 2 (Correctness of STL fragment [DFM13]). Given an STL formula expressed
as the HyperSTL fragment ¢ (without trace quantifiers) and two traces w and w' over
the same time domain, if w at time t satisfies ¢ and ||w — w']|0 < p(p,w,t), then also '
satisfies ¢ at time t.

Proposition 3 (Parametric formula (adapted from [ADMN11])). An HyperSTL formula
¢ 1s parametric if at least one of its constants (in the numerical predicates or time
bounds of the temporal operator intervals) is replaced by a parameter variable. Given a
parametric formula @ with a parameter p, we denote by @[p — v] the instantiation of the
parameter p in @ with the constant v. A formula ¢ is said to be monotonically increasing
in its parameter p; if, for every pair of parameter valuations v; and v, such that v; <]
and for every trace w, the following condition on the robustness values is satisfied:

p(@[pi - Ui]vwvt) < p(()o[pi — U;]),w,t).

115



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

S5.

MINING HYPERPROPERTIES USING TEMPORAL LOGICS

116

Analogously, ¢ is said to be monotonically decreasing if the previous condition holds
for each pair of parameter valuations v; and v} such that v; > v,. Monotonicity can be
automatically checked using polarity rules in [ADMN11].

5.3 Mining HyperLTL

In this section, we propose a method for mining HyperLTL that leverages the stochastic
search of the syntax-guided synthesis (SyGuS) framework |[ABJ"13] developed in the
program synthesis research field. In the original setting, SyGuS aims to find a program
that satisfies a given correctness requirement among all the acceptable programs defined
by the grammar. Similarly, we desire to learn a (hyper)property consistent with a
set of positive examples chosen from a group of admissible formulas expressed by the
user-defined grammar.

This grammar-based approach to specification mining brings many advantages. By
allowing the restriction of the grammar, it admits both template-free and template-based
mining. In the latter case, the user can control the number of restrictions the grammar
imposes. In this section, we assume HyperLTL as the baseline grammar and consider
any additional constraints as a step toward building a template.

We illustrate how we can use basic knowledge about the system under investigation to
restrict HyperLTL and steer the search toward meaningful characteristics. For many
systems, we know their interface and can distinguish between input and output variables.
Many significant properties define the temporal relations between the input and the
output behavior. The subclass of HyperLTL that characterizes the input/output relations
holding throughout the whole execution can be expressed as follows:

Y = dnp |V |y
v = Ggll] - GylO] (5.1)
plY] = wb] | =p[Y] | @1[Y] A p2lY]

where B is the set of Boolean variables partitioned into input I C B and output O C B
variables, Y C B is a subset of variables and b € Y. We can further refine the grammar to
restrict the scope of mining to the important hyperproperty of observational determinism,
stating that the system appears deterministic with respect to its inputs:

vrvr G( /\ w[in] = 7'[in]) — G( /\ wlout] = 7’ [out]). (5.2)

inel outeO

In Section [5.3.1, we describe the algorithm for mining HyperLTL from a set of traces. We
propose a measure to quantify the satisfaction of temporal hyperproperties in Section 5.3.2
and an efficient monitoring technique in Sections 5.3.3.
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5.3. Mining HyperLTL

5.3.1 Syntax-Guided Synthesis for Mining Hyperproperties

In Algorithm 5.1, we describe our adaptation of the SyGuS approach |[ABJ™13] for mining
HyperLTL. The procedure takes as input a grammar G that is a subset of HyperLTL, a
set of traces (positive examples) T and the target length [ of the mined specification?.

The algorithm first uniformly samples one candidate specification v from the set of all
hyperproperties generated by G having m quantifiers and size [ (Line 1). Then, 1 is
associated with a score s (Line [2), which quantifies the quality of the candidate formula
for the dataset T'. The score is defined as s = exp(0.5- F'(1,T)), where 0.5 is a smoothing
value and F' is any fitness function that gives a (strictly) positive number if 1) is satisfied
by 7', and a number smaller or equal to zero if it is violated. We propose a concrete fitness
function in Section [5.3.2. Alternatively, the Boolean satisfaction returned by a monitoring
algorithm (as the one that we propose in Section 5.3.3) can be used as fitness function. If
1) is consistent with 7', i.e. its score is greater than 1, then 1 is a valid solution and we
are done. Else, we iteratively mutate 1 with Algorithm 5.2 (detailed later on) until we
either find a variant consistent with T or exceed the maximum number of iterations Nyax
(Lines 4413). For the mutated formula v, we compute the so-called Metropolis-Hastings

acceptance ratio, defined as M (3),1)’) = min (1, S;?;Z((ﬁ,))). M (+),4)") corresponds to the

probability for ¢’ to replace the current candidate 1. The key idea is to always accept
changes that improve the score of the current formula, while changes that decrease the
score have a certain probability of being rejected (they are not necessarily rejected to
allow for exploration). In the limit, the Metropolis-Hastings procedure is guaranteed
to sample formulas with probability proportional to their scores. Consequently, this
procedure will eventually draw satisfied formulas (if they exist). However, for practical
reasons, we impose a stopping condition after Ny,.y iterations, after which we consider
the learning process failed. In our experiments, Ny is set to 500.

We now describe the mutation function, summarized in Algorithm [5.2. Given the current
specification candidate v, we randomly apply one of two equally-probable changes: (i) we

modify the quantifiers (Lines 1-4)), or (ii) we change the formula structure (Lines [7-13).

In the first case, we replace a randomly selected sequence of consecutive quantifiers
with a newly sampled sequence of quantifiers of the same length generated according
to the grammar rules G. The number of quantifiers must remain unaltered to avoid
adding/removing quantified trace variables in the formula structure ¢. In the second case,
we modify the quantifier-free part of the current formula ¢ by manipulating its syntax tree
T,; an example of such transformation is depicted in Figure|5.1. We uniformly randomly
select one of its nodes (e.g., the until node in Figure 5.1) and consider the subtree S
originated by this node (highlighted in red in the figure). From the grammar G, we
sample one formula v having as length the number of nodes in S (3 in the example) and
transform + into its syntax-tree 7. Then, we replace the subtree S inside the tree of the
original formula 7, with 7, (an example for 7 is given by the green nodes in Figure 5.2)

2The length is affected only by the number of propositions and the operators, but not by the number
of quantifiers.
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5. MINING HYPERPROPERTIES USING TEMPORAL LOGICS
and translate the resulting tree into the formula ¢’. Finally, the output specification 1’
has the same quantifiers as the original specification ¢ and ¢’ as quantifier-free formula.
Algorithm 5.1: Stochastic Algorithm 5.2: Function
search for HyperLTL mining mutate(t), G)
Input: HyperLTL (sub)grammar Input: HyperLTL formula candidate
G, set of traces T, formula W =
length [, number of Qi1+ . QT 9(T1, - - ., ),
quantifiers m, maximum HyperLTL (sub)grammar G
number of iterations Nmax Output: Mutated formula 1)’
Output: HyperLTL formula % 1 if uniform(0,1) < 0.5 then
generated from G and 5 i + uniform({1,2,...,m})
satisfied by T’ 3 Q- Qy
1Y« sample__quantifiers(G,m —i + 1)
sample__hyperproperty (G, 1, m) 4 W —
2 5 ¢ score(y,T) Q... Qi QLT (T, - T)
310
4 while s <1 do 5 end
5 if ¢ > Npax then 6 else
6 ‘ return failure 7 T,
7 end formula_to_tree(¢(m1,..., 7))
8 i+i+1 8 S < select_subtree(7,)
9 | ¢+ mutate(y,G) 9 | ~ < sample formula(G,length(S))
10 s« score(y’,T) 10 T, < formula_to_ tree()
11 P < min (1, ‘Z—/) 11 7; < replace(7,,S,7T5)
12 | if uniform(0,1) < p then 12| @ ) )
13 ‘ (5,9) « (s,') tree_to_formula(fp)
14 end 13 V= Q1 QT O (1, )
15 end 14 end
16 return 1 15 return 7’
We observe that, in this formulation of the algorithm, the length [ and the number of
quantifiers m remain fixed during the whole execution. Since, in general, the user will be
interested in a set of hyperproperties satisfied by the set of data rather than in a single
one, a natural approach is to use different lengths and numbers of quantifiers in different
runs, either in a systematic, incremental way or by sampling the values of [ and m in
intervals of interest.
In terms of complexity, the monitoring process (and consequently the computation of
the score - Lines 2 and 10) represents the only expensive step. As we will detail in
Sections 5.3.2/ and |5.3.3), we require up to % calls to the LTL monitor to compute
the score we propose. In the worst-case scenario, Algorithm 5.1/ ends after Nyax score
evaluations, hence yielding an overall computational complexity of Nyax - (|T||T_‘in)!.
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5.3. Mining HyperLTL

Table 5.1: Example of satisfaction (v') or violation (x) of ¢(m, 7’) by pairs of traces in 7.

/

s
w1 w2 W3 w4
T
w1 - v v X
[09)) X - v v
w3 v X - v
W4 X v -

Figure 5.1: Syntax tree for the quantifier- Figyre 5.2: Syntax tree for the quantifier-

free formula: (w1, m2) = F(m[z] = m[z]) V  free formula: O (my,me) = F(mz] =
((mly] = mely))U(m[z] = m2[2])). mo[z]) V =G(miy] = maly]).

5.3.2 Fitness Function

In this section, we propose a fitness function F(¢,T) for quantifying the degree of
satisfaction/violation of a HyperLTL specification i) with respect to 7. Consider a
HyperLTL formula ¢ of the form Q171 ... Qummm ¢(71,...,mm). We define F (¢, T) as
the minimum number of m-tuples of traces in T" whose satisfaction with respect to ¢
should be changed in order to change the satisfaction of ¢ by T'. Note that F(y,T) is
positive when v is satisfied by T, and negative otherwise.

We illustrate this concept with an example. Let 1 = Va3n’ o(m, ') where p(r, ")
is an LTL formula whose predicates involve the trace variables m and ©/. Let T =
{w1, w2, ws,ws} and let Table 5.1 represent the Boolean satisfaction (v') or violation (x)
of ¢(m, ") when trace variables m and 7’ are replaced by concrete pairs of traces in 7.

The quantifiers in ¥ impose that for every row in the table (i.e., V) there is at least
one column (i.e., I7’) with the satisfaction symbol v'. It is evident from Table 5.1
that T satisfies ¢ because in every row there are at least two columns marked with v".
Consequently, at least two changes from v to x are required to violate . For this reason,
we have that F(i,T) = 2.

We now generalize this example and present the algorithm for computing F'. We separate
the computation of F' into two parts: positive fitness F'*, which gives a positive value
when T satisfies 1) and zero otherwise, and negative fitness F'~, which gives negative
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5. MINING HYPERPROPERTIES USING TEMPORAL LOGICS
Algorithm 5.3: Computation of the positive fitness value F'* (v, T)
Input: HyperLTL formula ¢ = Q171 ... Qummm (71, . .., Tm), set of data T with
IT| = n;
Output: F* (¢, T) Positive fitness of ¢ w.r.t. T}

1 foreach (wi,...,wy) € T™ s.t. w; #w; ifi # j do

2 if p(w1,...,wn) holds then O(Y;wq,...,wp) < 1

3 else O(Y;wi,...,wy) <0

4 end

5 fork=m,m—1,...,2do

6 foreach (wi,...,wp_1) € TF 1 s.t. w; # wj ifi # j do

7 if Qr =3 then O(Y;wi,...,wi—1) < > 1o O(p;wi1, ... ,Wk—1,w))

8 else if )y =V then

O(;wi,...,wp—1) ¢ ming—;__, O(p;wi, ..., w1, w;)

9 end
10 end
11 if ¢); = d then
12 | FH,T) « Y1, O(gsw)
13 end
14 else if )1 =V then
15 ‘ F+(va) A minlzl,...m O((P;wl)
16 end
17 return F* (¢, T)
value when T violates ¥ and zero otherwise. Since the two cases are symmetric, we
present only the procedure for computing F'* in Algorithm [5.3.
Let n = |T| and ¢ = Q171 ... QumTm ©(71, ..., Tm). In the first step, we evaluate for
every m-tuple (wi,...,wy,) of traces in 7" whether it satisfies the (71, ..., m,,) formula,
in which every trace variable 7; is instantiated with a concrete trace w;. This corresponds
to a standard LTL membership check. The membership check results are stored in an
m-~dimensional tensor O. We then iteratively reduce the dimensions of O until we obtain
a scalar value, corresponding to the final outcome of Algorithm 5.3. To do so, we associate
each 3 quantifier with the sum operator and each V quantifier with the minimum operator.
Then, starting from the innermost quantifier, we apply its corresponding operator to
the vectors of values in O sharing all but the last components. In the example of
Table 5.1, since Q2 = 3, we first sum the number of v' in each row, obtaining the vector
O = (2,2,2,2). Then, being Q1 =V, we take the minimum value in O, which is 2 and
corresponds to the final value of F* (¢, T).
If F'* is equal to zero, the hyperproperty is violated, and we need to compute the negative
fitness F'~ to quantify how robust the violation is. The computation of F'~ is symmetric
to Algorithm [5.3.
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5.3. Mining HyperLTL

w4
w1 w2 w

w3 w4 3
\4 “wz w4 w2 w3 w3 w4“w1 w3 w2 [We w1 w4 w1 Wy w2 w3 w1 W3 Wl w2

Figure 5.3: Tree representation of the 3-tuples of traces for the dataset T =
{wi,wy,ws,ws}. The evaluation of ¥ = VrIn'Vr” o(m, 7/, 7") is represented by the
color green to mean satisfaction and red for violation.

We observe that Algorithm 5.3 has high computational complexity — it requires (nfi;n)' =
n-(n—1)...(n—m+ 1) membership checks. Hence, the algorithm has the complexity
of O(n™), requiring an exponential number of LTL membership checks in the number of

the quantifiers.

5.3.3 Using Quantifier Properties for Efficient Monitoring

The goal of the efficient monitoring algorithm we propose is to reduce the practical
complexity of Algorithm 5.3/ by avoiding unnecessary LTL membership checks. Given a
HyperLTL formula ¢ = Q171 . .. Qm7m @(71, - .., Tm) and a set T of traces, we devise a
method early-stopping criteria based on the semantics of the quantifiers. Our monitoring
approach is summarized in Algorithm |5.4.

As a preliminary step, we first use a tree 7 to enumerate the tuples of traces in T
that have m non-repeated components (we assume that different trace variables refer to
different execution traces, but slight changes are sufficient to adapt our approach if this
hypothesis does not hold). An example for the dataset T = {w;,ws, w3, w4} is depicted
in Figure 5.3. We call an ancestor of a node p any node encountered when climbing the
tree from p to the root, and a sibling of a node p any node that shares the same parent
as p. The root node of T is always given by the whole dataset T' (we consider it as the
node with depth 0) and has |T| = n children nodes, each one representing a trace in 7.
These nodes make up depth level 1 in the tree and each of them has n — 1 children, one
for each trace in T different from the trace of the node itself. By iterating this process
and only allowing a node to have children different from its ancestors, we obtain a tree
of depth m and with (nfi;n)' leaves. Each leaf can be interpreted as an m-tuple of traces,
obtained as the sequence of its ancestors ordered from the oldest to the youngest. For
example, in Figure 5.3, the leftmost leaf is interpreted as the 3-tuple (w1, ws,ws), while
the rightmost leaf as (w4, ws,wz). We conclude the preliminary step by associating each

depth level 7 of the tree with the quantifier ); in ¢ for all: =1,...,m.

We now describe how Algorithm 5.4/ works. The key idea is to minimize the number of
evaluations of the property with respect to different tuples of traces by introducing early
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5. MINING HYPERPROPERTIES USING TEMPORAL LOGICS
Algorithm 5.4: Efficient Monitoring for Temporal Hyperproperties
Input: HyperLTL formula ¢ = Q171 ... QmTm @(71, ..., Tm), m-tuples of traces
of T organized in a tree T
Output: Boolean outcome: satisfaction or violation of ¢ with respect to T

1 node « SampleLeafNode(root(T))

2 E(node) < Evaluate(node, ¢)

3 depth <+ m

4 while depth > 0 do

5 if (Qdepth =V A E(node) = unsat) V (Qaepen, = 3 A\ E(node) = sat) then

6 E(Parent(node)) < E(node)

7 node < Parent(node)

8 depth < depth — 1

9 end
10 else if NotEvaluatedSiblings(node)# () then

11 node < SampleLeafNode(Sample(NotEvaluatedSiblings(node)))

12 E(node) < Evaluate(node, )

13 depth < m
14 end
15 | else if NotFvaluatedSiblings(node)= () then

16 node + Parent(node)

17 if Qgeptr, =V then E(node) + sat

18 else if Qgeptn, = 3 then E(node) < unsat

19 depth < depth — 1
20 end
21 end
22 return F(root(T))
stops as soon as a satisfied witness for the 3 quantifier or a violation for the V is found.
In particular, we start by evaluating the satisfaction of one uniformly sampled tuple of
traces (the function SampleLeafNode(z) in Line |1/ returns one leaf node of the subtree
having as root the node x and the function Evaluate in Line |2 calls the LTL monitoring
library to compute whether the corresponding tuple of traces satisfies the quantifier-free
formula ). In Figure 5.3, we color a node with green to indicate satisfaction and with
red to indicate violation. Depending on the quantifier associated with the depth level
of the current node (i.e., m for the first iteration), we might infer the satisfaction or
violation of the parent node. In particular (Line 5)), if the current quantifier is ¥V and the
current node is violated, we also associate its parent node with violation since, regardless
of the evaluation of its siblings, we already found a witness of the violation. Conversely,
if the quantifier is 3 and the node is satisfied, we consider its parent node as satisfied as
well, as the current node already demonstrates that at least one satisfied tuple exists. In
Figure 5.3, we represent the inferred satisfaction and violation of the nodes by coloring
only their contour to underline the fact that their evaluation did not require a call to
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5.4. Extension to HyperSTL and Parameter Synthesis

the LTL monitoring library. If it is not yet possible to infer the satisfaction/violation of
the parent node, we proceed by evaluating the satisfaction of one of the siblings of the
current node that has not been studied yet (Lines |[104{13). When all the siblings have
been studied, we can finally infer the status of the parent node: violated if the quantifier
is 94 and all siblings are violated, or satisfied if the quantifier is V and all the siblings are
satisfied (Lines |15-19).

Figure 5.3 shows an example of the execution of Algorithm [5.4. In this case, the 3-tuples
of traces that have been evaluated to conclude the violation of ¢ with respect to T
are 8 out of 24. Nevertheless, we observe that, in the worst-case, there are nfi"m)' LTL
membership checks required, provoking an exponential complexity in the number of

quantifiers m.

5.4 Extension to HyperSTL and Parameter Synthesis

In this section, we describe the extension of the mining procedure for HyperLTL (presented
in Section 5.3) to HyperSTL. HyperSTL provides two new features that need to be taken
into account: bounded temporal operators and numeric predicates over real-valued
variables. When the HyperSTL (timing and amplitude) parameters are fixed and part
of the template, Algorithm 5.1/ can be used without any adaptation. However, in many
common scenarios, this is not the case, as only a range of admissible values for each
parameter is known.

We partition the mining procedure into two separate steps: (i) mining the structure of
the candidate formula (Algorithm 5.5), and (ii) inferring the parameters appearing in the
formula. In this work, we restrict the first step to finding monotonic parametric HyperSTL
formula templates. For this reason, we combine Algorithm [5.1 with rejection sampling
(Lines 144 and [12-15) to ensure that the candidate parametric template 1, is monotonic
with respect to all its parameters. We automatically check monotonicity using the polarity
rules described in [ADMN11]. Whenever a monotonic formula template is found, we
instantiate it (Lines |6/ and 17) by replacing every parameter symbol with the value in the
respective admissible interval that is most likely to be satisfied, namely the upper bound
for monotonically increasing parameters and the lower bound for the decreasing ones. Let
us consider for example 1, = V731G g p,)(7[z]+7[x] < p2) where p; varies in the interval
I = [10,30] and ps in I, = [0.5,3]. We observe that 1), is monotonically decreasing
in p; and monotonically increasing in po. Hence, the resulting concrete hyperproperty
¢ = instantiate_formula(4y, [I1, I2]) will be ¢ = Va3r'.Gjg 1 (7[z] + 7'[z] < 3).

The evaluation of the score is analogous to the HyperLTL case, with the only difference

that the quantifier-free STL formulas require an STL monitor instead of an LTL monitor.

When we obtain a candidate HyperSTL formula that is satisfied by the dataset, we
perform the second step of the procedure and refine the formula’s parameter values.

The parameter synthesis procedure consists in the natural extension to hyperproperties
of the combination of monitoring and binary search proposed in [ADMN11]. The goal is
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5. MINING HYPERPROPERTIES USING TEMPORAL LOGICS
Algorithm 5.5: Mining HyperSTL formula structure
Input: HyperSTL (sub)grammar G, set of traces T', formula length [, number of
quantifiers m, maximum number of iterations Npax, list of intervals I for
the parameters in G
Output: HyperSTL formula v generated from G and satisfied by T’

1 mono < false

2 while mono = false do

3 tpp <= sample hyperproperty(G, [, m)

4 mono < check monotonicity (1)

5 end

6 1) < instantiate formula(vp, I)

7 s < score(y,T')

8140

9 while s <1 do
10 if i > Nyax then return failure
11 14—1+1
12 mono < false
13 while mono = false do

14 Y, < mutate(), G)

15 mono « check__monotonicity(v;,)
16 end
17 Y’ « instantiate_formula(q);,, 1)
18 s« score(y’,T)
19 if uniform(0,1) < min (1, i—/) then

20 ‘ (Sawaqvbp) — (3/71//71%)
21 end
22 end
23 return 1,
to find parameter values that provide a tight satisfaction of the hyperproperty, meaning
that if their values change slightly, the overall satisfaction outcome of the hyperproperty
changes too. The reason for such a choice is to find interesting hyperproperties that do
not overgeneralize the features of the given dataset. To achieve this goal, we leverage
the monotonicity of 1, to approximate the region of parameter values that render 1,
satisfied by the set of traces T and choose the final parameter values as one point on
the satisfaction boundary. We describe in more detail such refinement procedure by
presenting its application to the previous example.
We denote by k the number of parameter symbols in the formula (k = 2 in the example)
and by P the parameter space, namely the Cartesian product of the intervals of admissible
values for the parameters in v, (P = [10,30] x [0.5,3]). The procedure is iteratively
repeated on hyper-rectangles in P, starting with the whole P as the first hyper-rectangle.
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5.4. Extension to HyperSTL and Parameter Synthesis

We first consider the point [ that is the least likely to be satisfied in the current hyper-
rectangle, namely the lower bound for monotonically increasing parameters and upper
bound for decreasing ones (in the example, [ = [30,0.5]). We instantiate 1, with [,
obtaining v,[l] = Vr3n'.Gg 30)(7[z] + 7'[z] < 0.5) and we monitor it against the set
of traces T'. If v, [l] is satisfied - Condition (i) - we could infer the satisfaction of the
whole hyper-rectangle. Indeed, since 1, is monotonically increasing in po, for any other
value Iy > 0.5, the formula ,[30, l] would be satisfied as well, as any values of 7|x]
and 7'[x] that realize w[x] + 7'[z] < 0.5 would also realize w[x] + 7'[z] < lo. In an
analogous way, since v, is monotonically decreasing in p1, we can deduce the satisfaction
of 1,[l1,0.5] for any I; < 30. Conversely, if ¢,[l] is violated, we monitor ,[M], being
M the point that is most likely to be satisfied. If 1,[M] is violated - Condition (ii) - we
can infer the violation of the entire hyper-rectangle with symmetrical considerations (in
the first iteration, this cannot happen because we apply such procedure to the output
of Algorithm 5.5, which is guaranteed to be satisfied in at least one point). If none of
the conditions (i) and (ii) is realized, we consider the midpoint ¢ on each parameter
dimension (for P, ¢ = [20,1.75]), monitor v,[q] and apply the previous reasoning on
monotonicity to infer either the satisfaction or violation of one of the 2* generated
hyper-rectangles. Figure 5.4a depicts such process: the blue striped area represents the
exact (unknown) satisfaction region, the green area (hyper-rectangle A) is the inferred
satisfied region and the white area corresponds to the yet unknown region. The same
procedure is then applied to the remaining 2% — 1(= 3) generated hyper-rectangles (B,
C and D in Figure 5.4a)) and iteratively repeated. Figure |5.4b| depicts the status of the
satisfaction region approximation after the second iteration of the binary search algorithm:
hyper-rectangle B satisfies condition (i); region C' violates condition (i) because its least
satisfiable point [20,0.5] is violated and violates condition (ii) because its most satisfiable
point [0.5,1.75] is satisfied (such point is shared with the satisfied region A, hence does
not require explicit monitoring). C' is therefore divided into four regions by its midpoint
[15,1.125]. Similarly, also D needs to be partitioned.

The procedure ends either after the area of the unknown region falls below a predefined
threshold or after a maximum number of iterations N} (in our experiments, N, = 10). The
final parameter values correspond to a point sampled on the border of the approximated
satisfaction region.

We discuss now the complexity of the proposed approach. Starting from the parameter
synthesis, we observe that, given a parametric HyperSTL formula with k parameter
symbols, the j-th iteration of the binary search algorithm needs at most 3 - (28 — 1)7~!
HyperSTL monitors in the worst-case scenario of all hyper-rectangles requiring to be
partitioned. Hence, since IV, is the maximum number of iterations, the whole procedure

. k N,
requires up to 3 - Z;V:”l(Zk —1y-1=3. (Gt ) i HyperSTL monitors. As stated in

2F—2
Sections |5.3.2 and |5.3.3, each HyperSTL monitor corresponds to up to % calls to
k_1\Ny _
the STL monitor, hence the parameter refinement requires at most |T“r‘ilin)! 3.2 2,1)_ ; L

STL membership checks. By summing this value with the complexity of Algorithm 5.5
(equal to the complexity of Algorithm 5.1), we conclude that, in the worst-case scenario,
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Figure 5.4: Example of approximation (green area) of the satisfaction region (blue striped
area) of ¢, through binary search algorithm. The white region represents the unknown
region, while the red one is the (known) violated region. Colored points represent
monitored parameter values (green for satisfaction and red for violation).

our approach needs

C =

7!
T R Y g

2K —1)M — 1
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calls to the STL monitor, being K the total number of parameter symbols in the grammar

G.

We observe that our restriction to monotonic formulas is common in the STL specification
mining literature, as monotonicity holds for many relevant properties and, at the same
time, it renders much more tractable the approximation of the formula’s satisfaction
boundary.

5.4.1 Using Robustness for Efficient Monitoring

In this section, we use the correctness property of STL robustness function (Proposition [2)
to reduce the number of STL monitoring calls during the evaluation of an HyperSTL
formula. Every time we need to call the STL monitor for a tuple of traces (Algorithm 5.4
Line 12), we first check if there exists another already evaluated tuple that differs from
the current tuple for just one trace and such that the different traces have distance
smaller than the robustness value of the evaluated tuple. If so, we can skip the evaluation
of the current tuple, inferring it from the other tuple. To clarify this statement, let us
consider an example. Let us suppose we have already monitored the tuple of traces
Q = (w1,w2,ws) with respect to the quantifier-free formula (71,72, 73) and that Q
satisfies ¢ with (positive) robustness value p. Whenever we need to monitor another
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tuple of traces that differs from  for only one trace, for example Q' = (w1, w2, wy), we
compute the infinity-norm distance between the two traces that are different; in this case,
g = |lws — wal|eo- If g < p, we leverage Proposition 2| to infer that also €' satisfies ¢,
skipping its monitoring. The analogous reasoning applies if € violates ¢ with (negative)
robustness p: if g < |p|, then Q' violates ¢ as well. The vice versa does not hold and
requires the explicit monitoring of Q' with respect to .

In terms of complexity, we observe that, similarly to the case of the efficient monitoring
algorithm, the proposed heuristic effectively reduces the number of STL monitors in
practice, but the worst-case remains unchanged.

5.5 Evaluation

In this section, we start by defining our research questions. We then describe our
experimental setup, our case studies and experimental results.

5.5.1 Research Questions
We aim to address these research questions:

RQ1[Performance Evaluation] To what extent are the mined specifications a good
characterization of the system properties according to the following metrics?  We
introduce several case studies where traces are generated by different systems and run
systematic experiments with two different settings: free and constrained grammar. We
analyze the results regarding the ratio of false positive examples (i.e., ratio of mined
formulas holding on random traces that do not come from the system), the ratio of false
negative examples (i.e., ratio of mined formulas that do not hold on new traces coming
from the system), the variability of the mined formulas, and computational time. We
show how embedding knowledge through restrictions on the space of admissible formulas
generally improves all the mentioned performance metrics.

RQ2[Ability to mine useful specifications] How useful are the specifications that we
infer from the traces? We perform a qualitative analysis of the mined specifications.
More specifically, for each subclass of HyperSTL covered by our case studies, we present
and discuss learned formulas representing (i) interesting , (ii) trivial or non-relevant, or
(iii) incorrect properties of the system.

RQ3[Flexibility of the mining procedure] Can we effectively use the same method
to mine not only HyperSTL properties but also its subsets, such as HyperLTL, STL,
LTL, and even non-temporal properties? To answer this question, we select several case
studies, each requiring a different type of specifications: (i) addition and trigonometric
(non-temporal) functions, (ii) LTL temporal tester transducers and dining philosophers,

(iii) serial adder and microcontroller systems, and (iv) autonomous parking valet scenario.

RQA4[Scalability] How does our method scale in terms of the complexity of the formulas
and concerning different grammar restrictions?  We analyze the computation time
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our approach needs when varying the length of the target formula and the constraints
imposed on the grammar. We also evaluate the effectiveness of our monitoring algorithm.

RQ5[Comparison with the state-of-the-art] How does our approach compare to other
existing specification mining methods? To answer this research question, we first identify
two appropriate specification mining tools, mainly Texada |[LB15] for template-based
learning of LTL and HyperMiner [RMS20| for template-based learning of HyperLTL
formulas. Since these tools can mine only subsets of specification languages handled by
our approach, we select case studies where the comparison is possible and appropriate.
We also study whether our more flexible method can infer additional specifications after
relaxing the restrictions on the grammar imposed by the other tools.

5.5.2 Experimental Setup and Case Studies

We implemented our approach in the publicly available tool HyTeM? (Hyper-Temporal
Miner). We also provide the scripts and the seeds to reproduce the results we present.
We run the experiments on a scientific cluster based on Intel(R) Xeon(R) Gold 6230R
CPU @ 2.10GHz and Ubuntu 20.04.

In the following, we describe the case studies on which we evaluate our method and the
relative data generation. For each case study, we also identify one essential and relevant
property of the system-under-test, which we call target formula. In some experiments, we
will restrict the grammar to steer the mining procedure towards learning such property.

Addition Function takes as input two integers x and y and outputs another integer
z =x +y. Hence, a trace w is stateless and consists of a single valuation (z,y, z). We
generated a dataset of 100 traces by sampling 50 random pairs of positive integers (z,y)
in the range [0,1000] and for each such pair computing two traces (z,y, z) and (y, z, 2).
The target formula for this case study is represented by the commutativity:

Vv (wfa] = [y Aly] = 7'la]) = (xlz] = #'[2]).

Trigonometric Functions that we consider in this case study are sinx, cos z, arcsin x and
arccos x, where the input z is a real value bounded to the interval (—1,1). We generated
a dataset of 100 stateless traces of the form (z,sin z, cos z, arcsin x, arccos ) where x is
uniformly sampled from the interval (—1,1). In this case, one interesting hyperproperty
is represented by the increasing monotonicity of the arcsin function:

VaVy.(x < y) <> (arcsinz < arcsiny).

An LTL Temporal Tester T, for an LTL formula ¢ is a transducer that realizes the
semantics of ¢. It reads a (potentially multi-dimensional) trace w and outputs another
trace u such that for every ¢ > 0, u[i] = 1 if and only if (w,7) = ¢. In this case study, we
selected five LTL formulas Xp, XXp, Gp, Fp and pUgq. For each formula, we created

3https://github.com/eleonoranesterini/HyTeM
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a temporal tester in the form of a Mealy machine and collected a dataset of 50 traces,
where each trace is a sequence of 1000 valuations generated by randomly exploring the
underlying temporal tester. In other words, a temporal tester reproduces the outcome
of the monitoring process of a specific LTL specification and we use temporal testers
to generate traces that satisfy predetermined LTL operators. For example, for the next
operator, given a Boolean trace w, we use Tx to generate the Boolean trace u such that,
at every time step, u <> X(w). Hence, for each LTL formula ¢, the target formula is the
characterization of the temporal tester via the equivalence with the original specification,
that is: Vr.G(7[u] <> p(m[w])).

Dining Philosophers is a well-known concurrency problem. It consists of philosophers
sitting at a round table and sharing one chopstick with each one of the two philosophers
sitting next to them. Each philosopher can do exactly one of the following three actions:
thinking, being hungry or eating. Since two chopsticks are required to be able to eat,
two adjacent philosophers cannot eat at the same time. We consider the log trace of
one solution of the dining philosophers’ problem for five philosophers, available in the
repository of the Texada specification mining tool*. Every trace is a sequence of 1088
5-tuple valuations encoding the state of five philosophers. We consider as our target
formula one of the templates studied in [LB15]:

V.G (n[Predicate; ;| — —m[Predicate; j]), (5.3)

where 7[Predicate; ;] stands for “philosopher i performing action j”, with i € {1,2,...,5}
and j € {thinking, hungry, eating} in trace .

Serial Adder with Carry-On is a sequential machine in which the output of the transducer
corresponds to the element-wise binary addition with carry-on of two given inputs. Hence,
a trace w of the serial adder with carry-on is a sequence of valuations of the form
(z,y,¢,2), where z and y denote the inputs, ¢ denotes the carry-on bit, z denotes the
output, and for every time step 7 > 1,

wlz][i] = (wlalli] + wly][i] + wle]li = 1])  mod 2,
where w[c][0] = 0 and, for ¢ > 1,
widlil — {o it (wfe][i] + wly]fi] + wlelli 1] < 1),
1 otherwise.

We generated a dataset of 50 traces of 1000 time steps each by randomly creating
the sequences of x and y inputs. In this case, the target formula is the observational
determinism of variable z with respect to x and y:

vrvn' (Glrla] = '[2] A ny] = 7'ly]) = G(nlz] = 7'[2])).

4https ://github.com/ModelInference/texada/tree/master/traces/
dining-philosophers
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Figure 5.5: Example of the scene as seen from the camera of the autonomous car.
To illustrate how the pedestrian crosses the parking lot, we depicted four pedestrians,
although only one is the actual scenario.

Microcontroller is a system-on-chip (SoC) design studied in the context of mining
hyperproperties . We use the publicly available dataset® that consists of 100 traces
generated from a microcontroller design, where each trace consists of a sequence of 15884
35-variable valuations. Since we expect the variables to affect each other deterministically,
the target formula for this case study is the observational determinism (5.2).

Autonomous Driving Parking is a case study involving an autonomous car driving through
a parking lot with a pedestrian that walks out from behind a car onto the path of the
vehicle. The car is equipped with an RGB camera and uses YOLOvV7, a state-of-the-art
image detection deep neural network , to detect the pedestrian. As soon as the
pedestrian is recognized, the car brakes as hard as possible to avoid the collision. We
simulated such scenario with CARLA 9.13 and collected a sequence of 185
samples containing the coordinates of the velocity v of the car and its distance d to the
pedestrian. For each execution, the car’s target velocity before braking is fixed to a value
sampled between 5.55 and 11.11 mps (20 — 40 kph). The length of each execution is
of 171 time units (representing 0.05 seconds each). Figure 5.5/ shows an example of an
image from the vehicle’s onboard camera. For this case study, the target formula is the
robustness hyperproperty:

Vavr' .G(||r[in] — #’[in]|| < e1 — ||w[out] — 7’[out]|| < e2). This hyperproperty relates
the magnitude €1 of the perturbations in the input variables in (in this case study, the
velocity) with the magnitude €2 of the corresponding changes in the output variables out
(the distance).

Ezxperimental Setup. For each case study, we perform the following steps:

o Training data generation: We generate three sets of 50 traces (L1, Lo, L3) from the
system.

5https ://github.com/skmuduli92/TraceExamplesCustomCov/tree/
5le3e73d0e507ablac44e85a0510118202£73c74
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o Positive test data generation: We generate another three sets of 50 traces (Pr, P,
P3) from the system.

o Negative test data generation: We generate three sets of random 50 traces (N1, No,
N3), hence not generated from the system.

e Mining: We learn three sets of 50 specifications: S1, Sz, and S3 from L, Lo and Ls,
and another two sets of specifications S] and S{ from L;. We repeat the mining
procedure twice, using (i) an unrestricted grammar with up to three quantifiers,
and (ii) a template for the target formula.

e Fualuation: Since the mined properties cannot be formally verified against the
system, the quality of the learned formulas is assessed though sampling and moni-
toring. More specifically, we evaluate the procedure according to five criteria: (i)
the ratio of false positives, (ii) the ratio of false negatives, (iii) the variability of the
mined formulas induced by the randomness of the procedure on the same training
dataset, (iv) the variability induced by the differences between datasets, and (v)
the computational time.

The ratio of false positives (RFP) is the proportion of mined formulas that are satisfied
by a set of traces not generated from the same system. A high value of RFP (close to
1) indicates that the mined formulas might be too generic and not specific to the given
dataset. Similarly, the ratio of false negatives (RFN) is the proportion of mined formulas
that are violated by a set of traces generated from the same system. A small value
of REFN (close to 0) means that the mined hyperproperties do not overfit the learning
dataset, as they are valid also on an unseen set of traces. We formalize RFP and RFN as
functions of a generic set ) of formulas as follows:

_Hele€QANERH  ppy) = Hel9 QAP E o}
[ ’ Q] '

We quantify the degree of variability Viame of the sets of specifications mined using the
same set of traces (S1, S7, S7) and the variability Vgg of the sets of formulas when
different sets of traces are adopted (S1, S2, S3). The two quantities vary between 0 and
1, where the former value indicates that the three sets are all identical and the latter
one that they are completely different, not sharing any formula. By comparing Viame
with Vgig, we aim at studying whether the randomness in the output specifications is
intrinsic to the mining process (if Viame =~ Vaig) or it depends on the training dataset (if
Vsame << Viiff). Vsame and Vgig are defined as:

RFP(Q)

_ IS\ S+ S\ S+ 15\ ST

) B\ S 418\ 8ol + 18 Sy
same — ] ! " ’
6 - average(| S|, ’51|a |S1|)

Vaig = ’
diff 6 - average(|Si|,|S2|, |Ss])

where S = (S;USUSY) and S = (S U Sy US3). In terms of computational time, we set
a runout after 72 hours for the total computation (i.e., five learning runs of 50 formulas
each).
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5. MINING HYPERPROPERTIES USING TEMPORAL LOGICS
Table 5.2: Summary of the experimental results on eleven case studies.
Case Study Setting Target formula RFP RFN Visame Vaisr Time (hours) #Formulas
Addition Constr.  Commutativity 05£03 0.5 £0.35 1 095 214+ 1.77 50 £ 0
Free 0.72+£0.04 0094007 097 098  053£0.19 5040
Trigonometry Constr.  Monotonicity 0.11 £ 0.02 0.02 £0.02 0.95 0.98 0.018 + 0.002 50£0
Free 0.8540.009  0.04 =+ 0.03 1 0.99  0.03£0.02 50 £ 0
Tester Always Constr.  Equiv. Always 0.19 £ 0.03 0.0+ 0.0 0.62 0.64 0.05 £ 0.04 50+ 0
Free 0.784£0.01  002+£001 098 099  10.8+68 50 £ 0
Tester Eventually  Constr.  Equiv. Eventually 0.18 £ 0.04 0.0 0.0 0.67 0.63 0.05 £ 0.03 50+ 0
Free 0.65+0.02  0.02 % 0.02 1 1 4.8+3.2 50+ 0
Tester Next Constr.  Equiv. Next 0.28 £ 0.06 0.0+ 0.0 0.74 0.69 0.12 £0.05 50+ 0
Free 0.964£0.01  0.01£0009 097 0.98 6.3+2.7 50 £ 0
Tester NextNext  Constr. Equiv. NextNext 0.23 4+ 0.03 0.0 +0.0 075 075  0.14+0.04 48 £ 2
Free 0.9840.01  0.006+0.009  0.97 1 7.6 +5.0 5040
Tester Until Constr.  Equiv. Until 0.69 £ 0.07 0.0+ 0.0 0.7 0.64 0.23 £0.05 50+ 0
Free 0.96 % 0.0 0.04 0.0 1 1 9.6 + 3.8 50 £ 0
Philosophers Constr.  Template in 0.54 + 0.08 0.2+0.1 1 1 0.07 + 0.04 50+ 0
Free 0.7240.02  0.18+0.04 1 1 0.84+0.9 50 £ 0
Serial Adder Constr. Obs Det 1.0 £ 0.0 0.0 0.0 0.42 0.45 0.39 £0.12 29 + 2
Free 0.914£0.01  0.006+0.009 098  0.97 4.9+3.6 50 £ 0
Microcontroller Constr. Obs Det 0.98 £+ 0.01 0.04 + 0.06 1 1 10+4 5040
Free - - - - runout -
AD Parking Constr.  Robustness 0.0 £0.0 0.12 £ 0.09 0.28 0.41 1.25 4+ 0.29 30+ 2
Free 0.2840.05  0.05+0.01 099 095 12.85+2.348 50+ 0
The described experiments and evaluations are repeated twice for each case study: one
with free grammar (with the only limitation of having at most 3 quantifiers and a
maximum formula length of 7) and one with a restricted grammar to steer the search
towards the target formula of each case study. In particular, we impose the following
grammars:
/ / / / / : / /

o VaVrl.p1(m, ) — po(m, 7)) | e1(m, 7)) < @o(m,7’") with 1(m, ") and @o(m, ')
Boolean combinations of predicates defined over trace variables m and 7’ for the
Addition Function and the Trigonometric Functions;

o Vm.G(p(m)), with ¢ a generic LTL specification for the Temporal Testers and the
Philosophers;

o Grammar defined by Eq. (5.1) but with two universal quantifiers for the Serial
Adder and the Microcontroller;

o VvV .G(p1(m, ") — @ao(m, '), where 1 (m, 7') and po(m, 7’) are two generic STL
templates defined over the trace variables m and 7’ for the AD Parking.

5.5.3 Experimental Results

We present here the experimental results that we have carried out, providing an answer

to the research questions.

Quantitative Analysis

For each of the 11 case studies, Table |5.2 reports the average and standard deviation

over RFP(S;) for i = 1,2,3 as the ratio of false positives RFP and over REN(S;) as the
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ratio of false negatives RFN, the variability of the formulas mined on the same trace
set Viame and on different trace sets Vyig and the average and standard deviation of
the computational time needed to learn a set of specifications. Before analyzing the
table, we point out that we could not generate traces for the Philosophers case study
as the available dataset consists of a single trace log. Hence, for only this case study,
the free setting imposes the use of just one quantifier. Furthermore, to reproduce the
experimental setup adopted for the other case studies, we divided the available log trace
in three sub-traces of the same length corresponding to Ly = P53, Lo = P, L3 = P such
that L1, Ly and Ls are disjoint sets and so it is each pair (L;, P;) for i = 1,2, 3. Moreover,
we note that, although the target number of formulas is set to 50 for all executions of
the tool, it was not always possible in the constrained setting to learn so many formulas
due to the limited number of valid specifications admitted by the restricted grammar.
For this reason, the last column of Table 5.2 reports the average and standard deviation
of the number of mined formulas over the five learning runs.

From Table [5.2 we first observe that the ratio of false positives RFP is quite high in
the free setting of all case studies (from a minimum of 0.28 till a maximum of 0.98),
meaning that the learned formulas are probably overgeneralizing the characteristics of
the training datasets because they are satisfied also by randomly generated sets of traces.
Accordingly, the ratio of false negatives RFN is small, as the mined formulas are satisfied
also by the other sets of traces generated by the same system used for the training
datasets. If we compare these outcomes with the corresponding ones obtained in the
constrained setting, we see that both RFP and RFN improve significantly: from the
drop-off of RFP we deduce that the mined specifications are now much tighter and they
impose stricter requirements. Since the corresponding value of RFN does not increase
but actually decreases, we can conclude that the achieved strictness is not an overfitting
of the training data, as the mined formulas are also satisfied by unseen sets of positive
examples. Therefore, as expected, the presented results show that the embedding of
knowledge into the mining process through restrictions on the grammar is helpful in
steering the search towards hyperproperties that are consistent with the system that
generated the data, without overgeneralizing the system’s properties.

By studying the variability, we observe that the values of Viame and Vyg for each setting
of each case study are always extremely similar. This reveals that the variability in
the mined formulas is not significantly affected by the employment of different training
sets, rather than by the randomness intrinsic in the learning process. The variability
values reported in Table 5.2 are often very high (close to the maximum value of 1),
which is undesirable because it implies that different runs may produce highly different
results. However, we remark that: (i) The equivalence between different formulas in our
study is syntactic and not semantics, hence, for example, ¢, = Vr.(7w[z] = 7[y]) and
1o = Vr.(m[y] = m[x]) are considered as two different specifications. Therefore, it is very
likely that the specifications are more homogeneous than they appear and the reported

variability values should be considered as upper bounds for the actual semantic variability.

(ii) In all case studies (apart from the Addition and the Philosophers), the constrained
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setting produces much less variable results than the corresponding free setting. This
reveals that one reason behind the high variability in the free learning is the high number
of existing satisfied formulas, among which our method draws randomly. Indeed, when
the grammar is restricted and the consequent number of admissible formulas is reduced,
the variability decreases effectively.

Finally, we observe that the free setting is consistently more computational expensive
than the constrained one due to the presence of hyperproperties with three quantifiers. In
this case, the monitoring process becomes extremely costly, as the number of LTL/STL
monitors in the worst case scenario is exponential in the number of quantifiers. In
particular, we registered a runout for the free learning in the Microcontroller case study.
This application is indeed the most expensive one for the high number of variables (35)
and the length of the traces (15884 time units).

Qualitative Analysis

In this section, we conduct a qualitative analysis of some of the specifications mined by
our approach. For each subclass of HyperSTL, we report (i) one example of interesting
specification (possibly different from the target formula of the relative case study); (ii) a
trivial or non-relevant formula; (iii) an incorrect formula, which is valid on the training
set, but not on the system in general. The variable names refer to the notation introduced
for the corresponding case study. The complete list of mined formulas is available online?.

Hyper-proposition: Trigonometry

VzVy.(sinz > siny) > (arcsinx > arcsiny)
JxVy.—~(arccosy > x <> arccosy > arccos x) 5.5

VaVy.(z < siny) « (z < siny)

Specification (5.4)) represents an interesting unexpected hyperproperty stating that sin
and arcsin are monotonically related in the interval (—1,1), while (5.5) is not particularly
relevant as it just affirms that a possible equivalence does not hold. Finally, formula (5.6)
is not valid in general as in the case x = siny the proposed equivalence is actually false.

LTL: Always Temporal Tester

Vr.G(r[u] = (Frr[w])) .
V.G (m[w]U(r[u] <> wlu))) (5.8)
V.~ XXGr|w] (5.9)

Reminding that, at each time step ¢, w[u[t]] = 1 if and only if G(m[w], t) holds, we observe
that the LTL formula (5.7) informs us that the satisfaction of the temporal operator
globally G implies the satisfaction of finally F', which is an important property for LTL
semantics. Conversely, (5.8) is a trivial specification as the second term in the until U
operator is a tautology, while (5.9)) is satisfied by the training dataset but, in general, it
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may exist a trace 7 such that, starting (at least) from the third time step, its variable w
is always 1.

HyperLTL: Serial Adder

Vavr' .G(r[z] = 7'[z] A nly] = 7'[y]) — (G(x[z] = ©'[2])) (5.10)
Vr3r' w[x] = 7'[x] (5.11)
Vv .G(nly] # 7' [y]) — G(r[z] = ©'[2]) (5.12)

Formula (5.10) is extremely relevant as it represents the observational determinism of
variable z with respect to the two input variables z and y: if two traces agree on the
same values for x and y, they have to agree also on the output variable z. We consider
the HyperLTL specification (5.11) trivial because it states that for every trace there
exists another starting with the same value on the z variable. Since z is Boolean, such
information is not very informative. Finally, (5.12)) is incorrect, as the Serial Adder can
output non-identical traces (z variable), even though their second inputs y are always
different.

STL/HyperSTL: AD Parking

Vr.G(m[v] < 12.75) (5.13)
Vavr'Va” (G(|x[d] — 7'[d]| < 0.1V 7[d] > 50))U(x"[v] < 0.1) (5.14)
Invr’ . G(|r[d] — 7'[d]] < 12.57) (5.15)

Specification (5.13)) is an interesting STL property defining the upper bound of the car’s
velocity in all executions; such value is consistent with the (supposed unknown) set up

of the case study where the car’s target velocity varies in the interval [5.55,11.11] mps.

To get a tighter bound on the maximum velocity, the user can decrease the threshold
for the uncertainty region area in the parameter synthesis phase (in this application,
the threshold was set to one tenth of the input parameter interval). (5.14) is not an
interesting HyperSTL formula as at the beginning of every episode the car starts from a
standstill, so the velocity is below 0.1 mps. Consequently, the second term for the until
operator is immediately satisfied and the condition in the first term is irrelevant. To
conclude, (5.15) is valid for the traces in the learning dataset, but in principle it is not a
requirement of the case study set up, so it may exist a trace whose variable d assumes a
value whose distance from the d-values of the other traces is greater than 12.57 meters.

To summarize and to answer RQ2, we remark that the presence of incorrect formulas
represents the main inevitable limitation of the passive learning approaches: the absence
of guarantees for the mined properties to hold in general for the system that generated

the data. For this reason, a manual inspection of the learned formulas is required.

Nevertheless, the mined specifications remain useful to infer new interesting insights into
the given set of traces.
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Table 5.3: The applicability of the specification mining procedure.

Case Study Specification
Addition Hyper-propositional
Trigonometry Hyper-propositional
Temporal Tester LTL

Dining Philosophers LTL

Serial Adder with Carry-On | HyperLTL
Microcontroller HyperLTL

AD Parking STL/HyperSTL

Flexibility of the Mining Procedure

The experimental results show that our mining procedure can be effectively used to infer
useful specifications. We have seen that different case studies have different requirements.
For instance, certain systems operate in a stateless manner, while others are sequential.
Some have properties that can be described based on single executions, while others
necessitate reasoning about multiple executions. We have demonstrated that we can
effectively use our procedure in a flexible manner to address this large variety of require-
ments. Table 5.3 summarizes this observation and shows that we were able to use our
approach to mine (i) stateless hyperproperties, (ii) LTL, (iii) HyperLTL, (iv) STL, and
(v) HyperSTL. To the best of our knowledge, we also developed the first approach that
is able to mine properties with quantifier alternation. This flexibility is achieved by
putting appropriate restrictions on the grammar that is explored by our procedure. To
summarize, we give a positive answer to the research question RQ3.

Scalability and Computational Efficiency

In this section, we study the computational efficiency of our mining procedure and how
it scales. Consequently, we perform several experiments and report the results.

We first perform an experiment in the Serial Adder with Carry On case study to analyze
the time required to mine HyperLTL formulas. Figure 5.6a shows the comparison of
the average time (over 50 runs) needed to learn one formula for fixed formula lengths
(from 3 to 7). The plot distinguishes among three different setups: the grammar only
imposes the employment of two quantifiers (free quant.), the grammar is restricted to the
VYV quantifiers (constrained quant.) and the search is limited to the input-output relation
template given by Eq. (5.1) but with two universal quantifiers (template). For all formula
lengths, constrained quant. requires an amount of time notably greater than the free
setup. There are at least two explanations for this effect: (i) Intuitively, it is much
easier for a formula to hold for a dataset when existential quantifiers are used rather
than when only universal quantifiers are employed. In formulas,

Vv’ o(m,7') — Vadn o(m,7') , Inva’ o(r, 7') — In3n’ o(m, 7).
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(a) Comparison of average time (seconds) (b) Comparison of cumulative time (minutes)
needed for different grammar restrictions to needed in the constrained setting to learn 20
learn one formula using Algorithm 5.4 when different formulas using the fitness function
varying the formula length. versus the effective monitoring algorithm.

Figure 5.6: Analysis of time required by our method in the different setups of the Serial
Adder case study.

(ii) With our effective monitoring technique (Algorithm 5.4), it is faster to monitor
formulas with existential quantifiers rather than universal ones. Indeed, in the former
case, as soon as a witness satisfying the specification is found, the monitoring algorithm
stops. Conversely, for the YV quantifiers, all the pairs of traces need to be evaluated to
conclude that the overall hyperproperty is satisfied by the dataset®. From Figure 5.6a
we can also conclude that, as expected, for increasing formula lengths (and consequent
complexity), the average time increases as well. Such increase is monotonic in all three
settings, with the only exception of length 3 for constrained quant. An explanation could
be that the relative space of satisfied formulas is very limited and, therefore, it is more
time-consuming to sample several formulas in it. Finally, we observe that the template
setup is comparable to the constrained quant. one in terms of time.

The experiments described so far were all carried out using the effective monitoring
algorithm (Algorithm 5.4) to compute the score of the candidate hyperproperties. In
the next experiment, we use instead the fitness function (Algorithm 5.3). Figure 5.6b
depicts the comparison in terms of time between the two monitoring algorithms to learn
20 formulas in the constrained-quantifiers scenario, namely when the quantifiers are
set to YW. The fitness function requires a quantity of time that increases exponentially
with the number of learned formulas, while the effective monitoring approach remains
almost constant (the mining of the first formulas is the most expensive because at
the beginning our method enumerates all admissible formulas for the sampled length;
such enumeration is stored and reused in the remaining learning process). The reason
for the disparity between fitness function and monitoring algorithm is that, for every
candidate hyperproperty, the fitness function always requires the evaluation of all pairs of
traces (that, in this case, are 50 - 49 = 2450) to return a quantitative value representing
the satisfaction or violation of the formula. Conversely, since the effective monitoring
algorithm only returns a Boolean outcome, it stops as soon as a violation is detected

SWe note that the situation is opposite if we are interested in monitoring the property violations.
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Figure 5.7: Average number (logarithmic scale) of pairs of traces monitored in the AD
Parking case study.

and monitors 2450 pairs of traces only in the worst case scenarios. Consequently, it
is evident that the fitness function does not scale properly and it is hardly usable for
learning purposes. However, it is very helpful for a different task: the ranking of the
learned formulas. In other words, we can use the fitness function to establish which
ones in the set of learned formulas are the most interesting ones, in the sense of being
the tightest satisfied for the dataset under study. For example, we compute the fitness
value F' for specifications (5.10) and (5.11) and obtain 1 and 23, respectively. These
quantitative values confirm our previous manual inspection: formula (5.11) appears quite
generic, while the YV specification (5.10) represents a more specific characterization of
the set of traces. Hence, the fitness function should be leveraged to replace (or, at least,
support) the role played by the user in analyzing the outcomes of the learning method.

Finally, we analyze the performance of the monitoring algorithm (Algorithm 5.4) and
its improvement for HyperSTL formulas based on the STL correctness proposition that
we introduced in Section |5.4.1. We consider the AD Parking application and compare
the number of tuples of traces that have to be monitored to evaluate formulas with
two quantifiers for (i) a brute-force monitoring algorithm (e.g., the fitness function)
that always evaluates all the tuples of traces (in this case, 185 - 184 = 34040); (ii) the
effective monitoring algorithm; (iii) the effective monitoring algorithm with the STL
correctness proposition improvement. We sample 80 HyperSTL specifications (20 for
each pair of quantifiers), both satisfied and violated by the parking scenario dataset.
Figure 5.7/ depicts the average number in a logarithmic scale of the number of pair of traces
evaluated by each monitoring algorithm. Although in the worst-case scenario the effective
monitoring algorithm needs to evaluate all pairs of traces, we observe that, in practice,
such number is much smaller and drops of two orders of magnitude in the formulas
with alternation of quantifiers. The improvement in alternation-free hyperproperties is
more restrained because the satisfied universally-quantified formulas and the violated
existentially-quantified ones inevitably require the evaluation of all pairs of traces.

Finally, we observe that the improvement based on the STL robustness correctness
proposition further enhances the monitoring algorithm performances, although the most
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evident speed-up is achieved by the efficient monitoring.

As the answer to RQ4, we can observe that we could successfully apply our method
to many case studies with reasonable computational effort (Table 5.2)). The limitation
bottleneck remains the number of monitoring checks that need to be done and that is
exponential in the number of formula quantifiers. This limitation is in practice partially
addressed by the two heuristics that explain intrinsic robustness and quantifiers properties
to avoid many calls to the LTL/STL monitor. Since such heuristics cannot be applied
to the fitness function, its computation remains significantly slow and hardly applicable
to large datasets. Nevertheless, it represents a valid help for the user when the learned
formulas need to be analyzed.

Comparison with the State-of-the-Art

We note that the other existing methods in the literature can only mine subsets of
specifications that can be handled by our approach. We therefore restrict the grammar
accordingly to make the comparison meaningful.

Comparison with Texada. Texada |[LPB15,LB15] is a tool for mining LTL formulas
from fixed user-defined templates, where only propositional variables can be inferred.

We run experiments for the Philosophers case study reproducing the experimental
setting in [LB15]. More specifically, we first restrict the grammar to template (5.3)
and learn all the intended LTL formulas reported in [LB15| in 4.6 seconds, while
Texada required 0.035 seconds.. Such properties express the intrinsic requirements
of the Dining Philosophers problem: (i) Two adjacent philosophers cannot eat at the
same time (e.g., G(philosopher 1 is eating — —philosopher 2 is eating )) and (ii) Each
philosopher can only perform one action at a time (e.g., G(philosopher 1 is thinking —
—philosopher 1 is hungry)). In the second step, we restrict the grammar to the other
template reported in [LB15|: F(Predicate; ; A Predicatey j/) and effectively mine the five
LTL formulas representing the intended property: each pair of non-adjacent philosophers
is allowed to eat at the same time. Our method needed 1.08s, while Texada 0.044s.

Finally, to infer new insights from the traces, we run a new experiment with the less
restrictive grammar of the form Vr.Gp(m), where () is an arbitrary LTL formula. The
time required to learn 50 formulas for this run is 133s. Among the other mined properties,
we find formulas in the form of template (5.3), meaning that our approach can successfully
learn this property even without imposing its template. Moreover, we learn another
interesting formula: v = G(philosopher 2 is eating — —X(philosopher 2 is hungry)). In
words, 7y states that, for the second philosopher, it is not possible to change state from
eating to being hungry. Inspired by this result, we repeat the experiments by imposing
the template of v and, in 7.6s, we discover that, for any philosopher, the only allowed
changes of actions are: thinking — hungry — eating — thinking. This final outcome
shows that a template-based approach, on the one hand, allows for a focused search on

known features, but that, on the other hand, it is not capable of inferring new knowledge.
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This is one limitation of Texada that we overcome by allowing the user to run experiments
both with and without prior knowledge.

Comparison with HyperMiner. HyperMiner [RMS20] is a template-based alternation-
free approach to learn HyperLTL specifications from traces, targeting mainly systems-on-
chip (SoC) design. The authors show the applicability of their approach on several SoC

designs, including the Microcontroller case study considered in this paper. HyperMiner

is run using two formula templates: the observational determinism and a similar deter-
ministic dependency that has to hold for each time step. In [RMS20], authors report

they need nearly 10 minutes to learn 239 formulas. In this experiment, we qualitatively

compare our approach to HyperMiner, by demonstrating that we are able to infer useful

specifications beyond the above two templates. Indeed, contrary to [RMS20], our method

can learn interesting formulas with quantifier alternation and without a predetermined

template. Some examples of such formulas mined with free grammar include:

IV’ (n]z] = 7'[z])
Vava'In” (wly] = 7"[y]) <> ('[2] = 7"[2])
Vava'va” (7' [p] = 7" [p])Urlq] = 7’[q]

where the variables x is mem__intrfc_inc_pc, y is mem__intrfc_op2 buff, z is mem__intrfc_ddat_ir,

p is mem__intrfc_pcs source, and q is mem,__intrfc_imm,__r.

We then consider the experiments with grammar constrained to equations (5.1)) and verify
that the observational determinism relationship holds between many pairs of variables.
In some cases, a variable appears a deterministic function of two variables (instead of
only one), such as

VT['V?T/.G<7T[T] =7'[r] Axls] = ﬂ[s]) — G(ﬂ'[t] = 7T/[t]>,

where variables r, s and t correspond to the design variables mem_ intrfc_imm2 1,
decoder__state and mem__intrfc_dmem__wait. We remark that such hyperproperty could
not be learned by [RMS20], as it only supports the one-variable observational determinism
template. However, the time required by our approach to learn 50 formulas in this setting
is significantly higher: around three hours.

To summarize, our method can reproduce the results of other mining tools while providing
much more flexibility and expressiveness. More specifically, we are unaware of any
different approach capable of covering both template-based and template-free mining,
with arbitrary control of domain knowledge that can be embedded between these two
extremes. As expected, our approach is quite slower because its broad applicability
prevents it from benefiting from optimizations used by the other tools for specific
templates expressed in a fixed specification language. Overall, the presented experiments
give a positive answer to RQ5.
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5.6 Conclusion and Future Work

We introduced the first method that mines HyperSTL and quantifier-alternated HyperLTL
specifications from system executions. The method leverages the syntax-guided synthesis
allowing the user to embed as much prior knowledge as they want through the definition
of the input grammar.

In summary, the main novelties of the paper are:

e Adaptation of SyGuS stochastic search approach to the mining of HyperLTL
(Algorithm 5.1) and HyperSTL (Algorithm 5.5);

¢ Introduction of two heuristics to improve the monitoring of hyperproperties: the
efficient monitoring algorithm (Algorithm 5.4) based on the quantifiers semantics
and the robustness-based HyperSTL monitoring improvement (Section 5.4.1), which
relies on the correctness property of STL quantitative semantics;

o Introduction of the fitness function described by Algorithm [5.3/to quantify the degree
of satisfaction/violation of hyperproperties. Although its expensive monitoring
renders impractical its implementation in the mining process, it can be leveraged
to help the user in assessing the quality of the learned formulas;

o Extensive evaluation on several case studies characterized by different specification
languages and analysis of the impact of the domain-knowledge on the quality of
the mined formulas.

In future works, we aim to address the limitation of the passive mining approach by
developing an active learning method that can steer the generation of new traces from
the system. Finally, we are interested in improving the exploration of the formula space
by employing different fitness functions, such as the STL robustness, to drive the search.
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CHAPTER

Mining Shape Expressions with
Shapelt

Reference. The content of this chapter has been published in [BDM™21]: Ezio Bar-
tocci, Jyotirmoy Deshmukh, Cristinel Mateis, Eleonora Nesterini, Dejan Nickovié, Xin
Qin. 2021. Mining Shape Expressions with Shapelt. In: Calinescu, R., Pdsareanu,
C.S. (eds) Software Engineering and Formal Methods. SEFM 2021. Lecture Notes
in Computer Science, vol 13085. Springer, Cham. |https://doi.orqg/10.1007/
978-3-030-92124-8_7

Abstract. We present SHAPEIT, a tool for mining specifications of cyber-physical
systems (CPS) from their real-valued behaviors. The learned specifications are in the
form of linear shape expressions, a declarative formal specification language suitable to
express behavioral properties over real-valued signals. A linear shape expression is a
regular expression composed of parameterized lines as atomic symbols with symbolic
constraints on the line parameters. We present here the architecture of our tool along
with the different steps of the specification mining algorithm. We also describe the
usage of the tool demonstrating its applicability on several case studies from different
application domains.

The following text is reproduced with permission from Springer Nature.

6.1 Introduction

Specification mining [NSBB18,BBS14alWCTZ20] is the process of inferring likely system
properties from observing its execution and the behavior of its environment. This is an
emerging research field that supports the engineering of cyber-physical systems (CPS)
where computational units are tightly embedded with physical entities such as sensors
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and actuators controlling a physical process. CPS often operate (autonomously) in
sophisticated and unpredictable environments.

In this context, mined properties can be used to complete existing incomplete or outdated
specifications, to understand essential properties of black-box components (e.g., machine
learning components) and to automate difficult tasks such as fault-localization [BFMN18|
JDDS15], failure explanation [BMM™19] and falsification analysis [BDD'18|. The
symbolic and declarative nature of formal specification languages provide an high-level
and abstract framework that facilitates generalisation. Furthermore, mined specifications
are re-usable, data-efficient, compositional and closer to human understanding.

In this paper, we present SHAPEIT, a tool for automatic mining formal specifications from
positive examples of time-series data encoding system behaviors or a discrete-time trace
of the value of a particular system variable. SHAPEIT uses Linear Shape Expressions
(LSEs) [NQFT19], a recent introduced declarative formalism suitable to express expected
behaviors over noisy real-valued signals. A linear shape expression is a regular expression
composed of parameterized lines as atomic symbols with symbolic constraints on the line
parameters.

Given a set of time-series and a maximum error threshold, SHAPEIT implements the
specification mining procedure [BDG™20] consisting of three steps: (1) segmentation
of time-series into an optimal piecewise-linear approximation, (2) abstraction and
clustering of linear segments into a finite set of symbols, where each symbol represent a
set of similar lines, and (3) learning of linear shape expressions from the sequences of
symbols generated in the previous step.

In the rest of the paper, we present the specification language and the architecture of
the tool. We also show the usage of our tool, demonstrating the applicability to several
different examples of time-series taken from the literature. The code of our tool is publicly
available at: https://www.doi.org/10.5281/zenodo.5569447.

6.2 Shape Expressions

Linear shape expressions (LSE) [NQF 19| are regular expressions defined over param-
eterized linear atomic shapes, where a linear atomic shape is uniquely determined by
three parameters: slope a, (relative) offset b and duration d. LSEs can have additional
constraints over these parameters. We use the following syntax to define the fragment of
LSEs supported by SHAPEIT.

shape := line(a,b,d) | shape; 4 shape, | shape; . shape, | (shape)*
cst := xzin [cl, c2] | cst; and csto
SE := shape: cst

where c1 and c2 are rational constants such that c¢1 < ¢2.

A LSE SE consists of two main components, a regular expression shape that captures
the qualitative aspect of the specification, and a constraint cst imposed on the LSE
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6.3. Shapelt Architecture, Methods and Implementation

parameters. Shape expressions are evaluated against finite signals — sequences of (time,
value) pairs. The semantics of LSE is defined in terms of a noisy match relation. We
say that a signal is a v-noisy match of a linear atomic shape, if there exists an ideal line
segment with some slope a, relative offset b and duration d such that (1) a, b and d satisfy
the constraint cst, and (2) the mean square error (MSE) between the signal segment and
the ideal line segment is smaller than or equal to v. This definition is inductively lifted
to arbitrary LSEs. In essence, a signal is a v-noisy match of an arbitrary LSE if there
exists a sequence of linear atomic shapes with instantiated parameters such that: (1)
the sequence is consistent with the qualitative (regular expression) part of the LSE, (2)
the instantiated parameters satisfy the LSE constraint, and (3) the signal can be split
into the sequence with the same number of segments, such that each signal segment is a
v-noisy match of its corresponding atomic shape. The formal syntax and semantics of

shape expressions are presented in [BDG™20).

6.3 Shapelt Architecture, Methods and Implementation

The architecture of SHAPEIT is depicted in Figure 6.1. The tool consists of five compo-
nents: (1) segmentation, (2) abstraction, (3) clustering, (4) automata learning and (5)
translation from automata to regular expressions. SHAPEIT is implemented in Python 3
with the use of external Python and Java libraries.

= [l ] e
T -
- | B (] e

Alphabet

Segmentation
}
Abstraction
|
S
)
|

é}
Translation from Automata
to Expression

|ﬁ Automata learning

4 B¢

._P"'-Clustering

Figure 6.1: Overview of SHAPEIT workflow.

Segmentation module implements the piecewise-linear approximation algorithm with
quadratic complexity from that given a time series and a mean square error
(MSE) threshold computes the minimal sequence of segments such that for each segment
of data, its linear regression MSE is below the threshold. The input of this module is
a set of time-series and the output is a set of line segment sequences, where each line
segment is characterized by slope, relative offset and duration parameters.

Abstraction and clustering module takes as input the set of line segments (computed
by the segmentation module) and uses the k-Means clustering implementation from
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the scikit-learn library! to group lines with similar parameters. The user specifies a
threshold on the derivative of the Within-Cluster-Sum-of-Squares (WCSS) error measure
to determine the optimal number of clusters. The tool defines a finite alphabet in which
each letter is associated to a different cluster. Each letter is also assigned the minimal
bounding cube that contains all the points in its corresponding cluster. Each line segment
is mapped to a letter in the alphabet, resulting in a set of finite words.

Automata learning module applies the Regular Positive and Negative Inference (RPNI)
algorithm for passive learning from positive examples, implemented in the Java learnlib
library?, to infer a deterministic finite automaton (DFA) from a set of finite words. The
integration of the Java library in our Python implementation is done using the JPype
library.?

DFA to shape expressions module implements the algorithm for translating DFAs to
regular expressions using the state elimination method. The NetworkX library® is used
to represent and manipulate DFAs during the translation.

6.4 Evaluation

In the following, we evaluate the applicability of SHAPEIT®| to find temporal pat-
terns over different time-series datasets stored in the UCR Time Series Classification
Archive . Our experiments run on a Notebook Dell Latitude 5320, Intel Quad-
Core i7-1185G7 (3,00 GHz/Turbo 4,80 GHz), RAM 32 GB. SHAPEIT software components
run on Python version 3.8.8 and on Java version 16.0.2. For all the experiments we set
to 10 the threshold on the derivative of the WCSS error discussed in Section [6.3.

a, € [-0.5181,-0.1939] b, € [16.431,44.369] d, € [4,17]

a; € [-0.0756,—0.0507] b, € [1.2833,15.225] d; € [25,31]

\ a3 € [-0.00159,—0.00089] bz € [—0.283,-0.205] d; € [128,130]
A a4 €[0.1679,0.3339] by €[-32.16,—8.74] d,€[7,21]

Constraints over line parameters slope (a;), offset (b;) and duration (d;)

~11 A:lin(a,by,dy) B:lin(ag by, d) ‘ B ¢o=B-D-A-C-D-A-B)
—31 C:lin(az, b3, d3) D :lin(as, by, dy) N

0 50 100 150 200

Linear Shape Expression

Figure 6.2: (Left) An example of piece-wise linear approximation of a trace in Wine
dataset with epax = 0.05 (Right) Generated Linear Shape Expression.

"nttps://scikit-learn.org/stable/

Zhttps://learnlib.de/
3https://jpype.readthedocs.io/en/latest/
“https://networkx.org/

Scommit in the repository used: d92341998d66615cf6a9c4f3bccd19df4cd9I88b6
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Table 6.1: Computational cost of SHAPEIT.

‘ # traces  |w| ‘ ts(s) te(s) ti(s) ‘ tiotal(S) ‘

1 10 2.205- 1074 1.100- 1076 3.499 - 1074 5.724 - 1074
1 100 7.173-1072 4.968 - 1073 3.727-107* 7.707 - 1072
1 234 42271071 5.195- 1073 4.319-10~* 4.283-1071
10 10 1.993-1073 4.932-1073 4.175-10~* 7.281-1073
10 100 7.232-1071 5.114 - 1073 7.976 - 1074 7.183-107!
10 234 4.353 1.176 - 1072 1.537-1073 4.366

57 10 1.21-1072 7.594 1073 6.122 - 1074 2.039 - 1072
57 100 4.110 2.954 - 102 2.188 - 102 4.161

57 234 2.934 - 10 2.983-102 4.201-1073 2.937-10

Table 6.2: Sensitivity w.r.t. epnax-

‘ €max ‘ © ‘ # clusters
005|B- D-A-C-D-A-B 4
0.1 F.-E-G-I-H-F 5
0.5 K- (L+ M) 3

Wine dataset. This dataset [CKH™ 15| consists of 111 traces, representing the food
spectrograph of two kinds of wine. We consider only one class of wine data, containing
57 traces of length 234 samples (Fig. 6.2/ shows one example).

By setting the maximum error threshold epax to 0.05 (a little insight into how the learned
specification varies depending on this value can be found in Table 6.2), SHAPEIT obtains
an alphabet of four letters, each one describing a set of segments characterized by the
values of slope, relative offset and duration reported in Fig. 6.2.

The concatenation of letters D and A represents the peaks that appear in the shape
(see Figure 6.2), in which D describes the rising part (with positive slope) and A the
decreasing one (with negative slope). Letter C represents the approximately constant
part of the trace that separates the two peaks, while B describes the two extremes (they
are both decreasing segments but less steep than the ones that come after the peaks’
maxima).

In this particular application the values of slopes would be able to distinguish the different
letters by their own: the intervals of slopes are indeed disjoint. The same happens for
the relative offset but not for the duration.

SHAPEIT generates an LSE specification (see Fig. 6.2) that captures the two main peaks
of the trace, but it is not able to recognize the little one that comes immediately after
the first peak. The maximum error threshold e, should be reduced if one is interested
in detecting also this little curve.
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A:lin(ag, by, dy) a; €[0.02305,0.03601] by € [-14.509, —4.105] d1 € [86,153]
B : lin(ay, by, dy)
C: lin(ag, bs, d3) a, € [-0.03827,—-0.0184] b, € [1.268 9.312] d; € [55,139]

a3 € [—0.03105,-0.027366] bz € [—10.396,1.943] d; € [12,68]

Constraints over line parameters slope (a;), offset (b;) and duration (d;)
W @p=B*-(A+(C-4)-B-(B+C)*)-A
L T T T T T T T 1

20 -15 -10 -05 0 05 1.0 1.5 2.0 Linear Shape Expression

Figure 6.3: (Left) Example of time series generated from the fish contour (see Fig. 20
of [UXKLO6| for more details). (Right) Generated Linear Shape Expression.

In Table 6.1, we report the time (expressed in seconds) required by the tool to complete
the three different phases: segmentation (), clustering (¢.) and automata learning (¢;).
In the last column, tiot, Summarizes the total time needed. Varying the number of traces
and their lengths, we can observe that almost always the segmentation represents the
most expensive part of the computation, while the clustering and the automata learning
can be both considered negligible in terms of computation time. The only exceptions are
the two cases in which the total number of traces is 1 or 10 with traces long only 10: the
values of ts, t. and t; are comparable since the segmentation is very fast due to the low
number of samples to approximate.

In Table 6.2, we compare the specifications learned varying the maximum error threshold
Emax from 0.05 to 0.5. The number of clusters does not decrease monotonically when
increasing the maximum error allowed in the segmentation, while the specifications
become shorter and therefore have less explanatory power.

Fish dataset. This data set is composed by 350 time series representing
the shape of seven different species of fishes (chinook salmon, winter coho, brown
trout, Bonneville cutthroat, Colorado River cutthroat trout, Yellowstone cutthroat and
mountain whitefish). Starting from 50 images for each class, Lee et al. in [DJASTO0S]
generated the data set leveraging a novel technique that transforms the contour of the
fish into a time series (see Fig. 6.3 on the left) using a turn-angle function as illustrated
in . Setting to 0.05 the maximum threshold error, with SHAPEIT we are able
to learn a specification (Fig. 6.3/ on the right) from 26 shapes of the same species of fish,
each one containing 463 samples.

The concatenation of letters B and A represents the predominant shape in the traces: the
triangular repeating behavior where, in particular, A describes the rising part and B the
descending one (see Figure [6.3). Letter C is instead used to symbolize the noisy parts,
both with positive and negative slope, that eventually separates these longer segments.
The choice operator (4) represents the possibility to have multiple symbols or expressions
in different time series. Finally, the Kleene star (x) is used to indicate that a symbol or
an expression can appear zero or more times.
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6.5. Conclusion and Future Work

The learned specification provides insights about the relevant shapes in the time series
data, displaying them in an human understandable language and therefore offering
interpretability to the user. In this example, referring to the fish image in Fig. 6.3 on the
left, we can associate the concatenation of letters B and A in the specification to the
upper contour of the fish silhouette that is starting from the head and is ending with
the tail. Since the same concatenation is then repeated in the specification, we can infer
that the contour of the lower part of the fish is not significantly different from the upper
one. Finally, letter C' can be interpreted as the presence of a big fin that interrupts the
predominant lines described by letters A and B.

6.5 Conclusion and Future Work

In this paper, we presented SHAPEIT, a tool for mining specifications that describe the
behaviors of CPS. The tool requires a set of real-valued signals generated by the system
under study as input and it returns as output the specification that better summarize
the properties of the traces in the form of linear shape expression. SHAPEIT is structured
in three phases: segmentation (approximating the traces with segments), abstraction and
clustering (grouping lines with similar parameters) and automata learning (learning a
DFA from words). Two additional values are needed as inputs to regulate the first two
processes: a threshold expressing the maximum error allowed by the approximation and
a threshold for the WCSS error to find an optimal number of clusters. We demonstrated
the applicability of our tool over two different case studies ( Wine and Fish) but other
datasets are present in our repository. These data can be used as well to do experiments
and gain confidence with SHAPEIT.

As possible future works, we are interested in exploring and learning more general Shape
Expressions (not necessarily linear ones), probably gaining explanatory power at the cost
of an increasing computation time. We will also study how to automatize the tuning of

the two thresholds required by the tool for the segmentation and the clustering phases.

In this paper, the segmentation tool finds automatically the optimal number of segments
to be used for the approximation, given a maximum error allowed. However it has
already been developed to work in the other way round: receiving the number of required

segments as input and then finding the approximation that provides the minimum error.

It will be therefore interesting to exploit this feature to embed some domain knowledge
(in the form of number of segments) in the specification mining process. A step forward
will be adding the possibility to set constraints to the parameters of the lines. Finally,
an other direction of work could be trying to generalize the tool in order to make it able
to handle online processes instead of only offline ones.
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