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Kurzfassung

Da datengetriebene Technologien sowohl im akademischen Umfeld, als auch in der
Geschaftswelt immer beliebter werden, sind Daten zu einer immer wichtigeren und schiit-
zenswerten Ressource geworden. Dariiber hinaus erfordert die Explosion der verfiigharen
Techniken in Data Mining und Machine Learning, dass viele DatenbesitzerInnen, sowie
ExpertInnen in spezifischen Anwendungsbereichen, mit anderen ExpertIlnnen zusammen-
arbeiten, entweder aus dem Bereich der kiinstlichen Intelligenz, aber auch aus anderen
Anwendungsbereichen, um einen Mehrwert fiir ihren Business Case oder Forschungsansatz
zu schaffen. Mit dieser Notwendigkeit der Zusammenarbeit stoflen traditionelle Methoden
zum Schutz von Daten, wie Verschliisselung oder sichere Speicherung an entfernten und
nicht mit dem Internet angebundenen Orten, an ihre Grenzen, da Daten aktiv an andere
PartnerInnen verteilt werden miissen, um ihren Wert optimal zu nutzen. Daher ist es
wichtig, eine gewisse Kontrolle gegen die unberechtigte Weitergabe der mitgeteilten Infor-
mationen an Dritte behalten zu kénnen, die nicht dazu bestimmt waren, in Besitz dieser
Informationen zu sein - die Erkennung sogenannter data leaks (Datenlecks). Dartiber
hinaus sind datengetriebene Systeme anfillig fiir Angriffe basierend auf Datenmanipulati-
on, die entweder dazu genutzt werden kénnen, die Ergebnisse zu verfilschen oder frither
begangene Fehler zu vertuschen. In dieser Doktorarbeit werden wir mehrere Methoden
zur Bewaltigung dieser Probleme vorschlagen, die auf verschiedene Rahmenparameter
und Kollaborationsszenarien abstellen: In einfachen Fillen werden Daten von einem/r
EigentiimerIn an eine begrenzte Anzahl von Empfangernlnnen gesendet, sodass sog. data
fingerprinting die Methode der Wahl ist, in komplexeren Féllen konnen alle teilnehmenden
PartnerInnen Informationen (oder Informationspartikel) in eine zentralisierte Datenbank
eintragen, in der intransparente ML-Algorithmen an den Daten arbeiten und die Ergeb-
nisse wieder in den Datenspeicher oder nachfolgende Workflows einbringen. Hier erfordert
die Kontrolle iiber die Datenexfiltration andere Techniken, die auf komplexe Audit- und
Control-Mechanismen zuriickgehen. Dariiber hinaus sind die Systeme, die diese Daten
speichern, Ziele fiir fortgeschrittenere Angriffe, nicht nur auf der reinen BenutzerInnene-
bene, sondern auch auf der Ebene der Datenbankadministratorlnnen, entweder durch
Social Engineering, Korruption oder durch den Einsatz von ausgekliigelten sog. targeted
attacks (gezielten Angriffen) mit Malware, die speziell fiir den Angriff auf ein spezifische
System entwickelt wurde. Die Mechanismen, die in dieser Doktorarbeit vorgeschlagen
werden zielen darauf ab, den Schutz vor moglichst méachtigen AngreiferInnen zu gewéhr-
leisten, oft unter Einbeziehung des/r Datenbank-Administrators oder Administratorin
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als (priméare(n)) bosartige(n) BenutzerIn. Der erste Teil dieser Doktorarbeit konzentriert
sich auf die Frage des Fingerprintings sensibler Informationen, die auch die Anwendung
von Anonymisierungstechniken erfordern, durch die Kombination dieser beiden Aufgaben
in einem Ansatz: k-Anonymity-basierte Fingerprints. Dariiber hinaus ist dieser Ansatz
in der Lage, ein Datenleck auf der Grundlage eines einzelnen gefundenen Datensatzes
zu erkennen und damit einen erheblichen Vorteil gegeniiber verwandten Ansétzen zu
besitzen. Zusétzliche Erweiterungen des Ansatzes inkludieren Widerstandsfiahigkeit ge-
gen kolludierende AngreiferInnen, sowie die Einbeziehung komplexerer Definitionen von
Anonymitédt, sowie Methoden zu deren Erreichung. Der zweite Teil der Doktorarbeit ist
auf die Erkennung von Datenbankmanipulationen in Audittabellen ausgerichtet. Hierzu
nutzen wir die intrinsische Struktur der Elemente einer Tabelle entlang des Index, die
in Form eines BT-Baumes, einer speziellen Form des Suchbaums, strukturiert sind. Wir
konnen nachweisen, dass bestimmte Einfiigungsstrategien zu sehr spezifischen Bdumen
fithren, die auch vom Datenbankadministrator / von der Datenbankadministratorin nicht
manipuliert werden kénnen. Dariiber hinaus stellen wir zwei Methoden zur Erkennung
von Datenlecks flr ein spezielles Sharing-Szenario vor: Die Verbreitung in Dateiform,
was niitzlich ist, wenn es darum geht, vollstdndige Kopien einer Datenbank zu teilen,
Backups zu erstellen oder verschliisselte Datenbanken zu verteilen. Schliellich kénnen
unsere Ergebnisse zur Struktur von BT-Baumen auch bestimmte Aspekte der nach-
weisbaren Loschung in Datenbanken garantieren. Der dritte Teil dieser Doktorarbeit
bietet eine manipulationssichere Architektur fiir sog. "expert in the loop”-Systeme, die
typischerweise im Bereich des interaktiven maschinellen Lernens anzutreffen sind. Zu-
sitzlich zur Gewéhrleistung der Manipulationssicherheit bietet dieser Abschnitt zwei
verschiedene Anséitze zur Erkennung von Datenexfiltration: Da Fingerprints in solchen
Szenarien schwierig einzufiihren sind, da die betreffenden Systeme in der Regel nicht auf
der Ebene ganzer Datensétze, sondern eher auf der Ebene des interaktiven Datenzugriffs
funktionieren, schlagen wir Audit- und Control-Mechanismen vor, die in der Lage sind,
alle Lesezugriffe iiber die SQL-Schnittstelle abzufangen und gleichzeitig widerstandsfahig
gegeniiber einem/r AngreiferIn mit Datenbankadministratorrechten sind.
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Abstract

With data driven technologies becoming increasingly popular, both, in the academic,
as well as the business world, the value of data has become an increasingly important
resource that requires protection. In addition, the explosion in available data mining and
machine learning techniques requires many data owners, as well as experts in application
domains, to cooperate with other experts, either from the artificial intelligence world or
from other domains, in order to add value to their business cases or research approaches.
With this need to collaborate, the traditional methods for protecting data, like encryption
or secure storage in remote and disconnected locations, reach their limits, as data has
to be actively distributed to other partners to make the most of its value. Thus, it is
important to be able to retain some form of control against unsolicited propagation of
the shared information to third parties that were not meant to be in the possession of
said information - the detection of so-called data leaks. Furthermore, data driven systems
are prone to attacks through data manipulation, which could be used to either obstruct
the results, or cover up previous errors.

In this thesis we will provide several methods for tackling this problem, reflecting towards
different side parameters and collaboration scenarios: In simple cases, data is sent from
one owner to a limited number of recipients, thus making fingerprinting the technique of
choice, in more complex cases, all participating partners might introduce information (or
information particles) to a centralized database, where nontransparent machine learn-
ing algorithms will work on the data and re-introduce the results to the data store or
subsequent workflows. Here, control over data exfiltration requires different techniques
harkening back to complex Audit & Control techniques.

In addition, valuable information makes the systems storing this data targets for increas-
ingly advanced attacks, not only stopping at the pure user level, but possibly extending
to the level of database administrators, either through social engineering, corruption, or
through the use of elaborate targeted attacks utilizing specially designed malware. Thus,
the mechanisms proposed in this thesis aim at providing protection against attackers as
potent as possible, often incorporating the database administrator as (primary) malicious
user.

The first part of this thesis focuses on the issue of fingerprinting sensitive information
that also requires the application of anonymization techniques by concentrating these two
tasks into one: k-anonymity based fingerprinting. Furthermore, this approach is capable
of detecting a data leak on the basis of a single leaked record, thus greatly extending its

xiii
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utility over related approaches. Additional extensions of the approach provide resilience
against colluding attackers, as well as the incorporation of more advanced definitions of
anonymity and methods for achieving it.

The second part of the thesis is focused towards the detection of database manipulation
in audit tables. Here we use the intrinsic structure of the elements of a table along the
index, which is structured in the form of a B™-Tree, a special form of search tree. We can
proof that certain insertion strategies will result in very specific trees, which are secure
against manipulation even by the database administrator. Furthermore, we provide
methods for data leak detection for different sharing scenarios: The dissemination in file
form, which is useful in case of sharing complete copies, providing backups, or in case of
encrypted databases. Finally, our results regarding the structure of BT-Trees can also
guarantee certain aspects of provable deletion in databases.

The third part of this thesis provides a manipulation secure architecture for so-called
expert in the loop systems, typically found in the realm of interactive machine learning.
In addition, to providing manipulation security, this section provides two different ap-
proaches for the detection of data exfiltration: As fingerprinting might be difficult to
introduce, as such systems typically do not work on the level of whole data sets, but
more on interactive data access, we propose audit & control mechanisms that are capable
to catch all data exfiltration through the SQL interface, while being resilient against an
attacker holding database administrator privileges.
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CHAPTER

Introduction

1.1 Motivation

During the past decade, and especially within the last few years, data as become a vital
resource for many applications, both, in the business, as well as in the academic world.
Contrary to other, especially natural, resources, data, like know-how, is easily transferable.
Contrary to pure know-how, where typically special expertise is required for actually using
the transferred assets, the barriers for making use of transferred/copied data is rather low.
This fact can be seen as one of the ultimate drivers for data driven sciences and business,
as data which was collected can be re-used in various other forms and approaches (not
counting legal barriers like imposed by the General Data Protection Regulation and other
regulations). In addition, due to the simple shareability, collaboration with experts and
other labs becomes relatively easy, thus enabling the further utilization of data sets. Still,
data, like any other asset, possesses an intrinsic value, like e.g. illustrated by various
approaches regarding data obfuscation [NC09], or the example of Skype [YHOS|, where
protecting the network of clients is vital for the business case itself.

1.2 Problem Statement

The main problem when dealing with (sensitive or insensitive) data in real life envi-
ronments is that data needs to be shared with other people, be it experts on certain
technical aspects, legal personal, collaborating researchers or simply for business reasons.
Thus, while data protection is of course of vital importance, solely providing sealed
environments does not fulfill the requirements of modern data driven approaches in
science and business. Therefore, data needs to be protected even after it was shared, as
well as controlled within shared environments. Thus, the central research question of this
thesis lies in finding methods to protect data after it was shared, i.e. we want to be able
to detect so-called data leaks [RKS11], parties that legitimately received information, but

1
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INTRODUCTION

then decided (willingly or unwillingly, e.g. due to being themselves infected by malware)
to further distribute the data without consent of the original data owner. To be more
specific, we look at different sorts of environments, mainly

o direct distribution of the data sets from the data owner, the entity who is in full
control and rightful possession of the information, to the data recipients, parties
that were selected by the data owner to make use of the data for clearly specified
purposes (e.g. [GEKQ9, IDC15]), or

o shared collaboration environments with centralized data stores, like e.g. envisioned
in expert in the loop systems (see e.g. [WKR95, BGD05, SWPBI1S|), as well as
centralized data repositories [TGHT08, TCN™T14].

While mainly dealing with the task of detecting information theft, data manipulation must
also be taken into account, especially when considering shared collaborative environments.
Here it is important not to reduce the attacker models to the standard models of malicious
data owners or data recipients, but to also take more potent attackers into account, the
file system and especially the database administrator, as especially the later role possesses
a lot of privileges and can circumvent most security mechanisms in databases.

1.3 Main Results

In this section, we will outline the main results presented in this thesis. Most of the
major results have already been published to the scientific community in the form of
papers (see Appendix 6.2), while some smaller results will be published in the aftermath.
Thus, these results were therefore taken verbatim from the corresponding peer-reviewed
publications in order not to undermine the quality control provided by the academic
publication process .

Methodological Approach: The aim of our research, as outlined in the introduction,
was to protect different forms of data sharing in data driven environments, often resulting
in (slightly) different requirements. Furthermore, there already existed an ample selection
of methods for some of these tasks. Thus, in order to shape our endeavours into a form
that yields practical and new approaches for open problems, we took the following steps
in our methodological approach:

— Study on protecting anonymity in data-driven biomedical science: In
order to gather an overview on the pressing questions regarding data protection
in real life research environments (apart from Privacy and GDPR related issues),
we collected a selection of research questions which formed the background of our
motivation [KHST14]. While we did not follow this through right from the start
(as our literature list indicates, several key approaches pre-date this study), it was
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1.3. Main Results

important to challenge our research approach, as well as the requirements and
side parameters that it was built upon. In addition to this literature study, we
actively participated in several projects incorporating medical data and the notion
of collaborative medical research, thus enabling us to engage with real-world tasks
in realistic environments and witness the issues and problems with many model
algorithms put forth in theory.

— k-anonymity based fingerprinting: Anonymization of sensitive data was de-
termined to be a strict requirement in many cases of collaboration, thus already
incorporating a certain amount of distortion to the data and the results of data
mining algorithms [MKH17]. In addition, often it is possible to use several different
anonymization strategies for generating differently anonymized data sets of about
the same value. Thus, we focussed our research on using these different anonymiza-
tion strategies for fingerprinting [SKET11bl SKE™11a]. We then extended our basic
approach to settings with colluding attackers [KSM™14], as well as more complex
notions of anonymity and anonymization.

— Utilizing database internals for information protection: Another important
issue derived from our studies was the issue of manipulation detection, especially in
the case of either working in a shared environment sporting a centralized database
or when sharing whole databases with other institutions. Here we provide an
approach based on the intrinsic features of information structuring within modern
database management systems (DBMSs) [KSM™11b, KSM™11a, KSM™13], thus
even being able to withstand attackers holding administrator privileges on the
database. In addition, the results of this research could also be utilized for data
leak detection [KSWIS].

— Designing models for real-life research environments: In order to better
understand the real challenges to data protection in data driven environments,
as well as the protection of participants, we generated a model of a medical re-
search platform incorporating all kinds of (benign and malicious) players, ranging
from simple users over experts to the introduction of powerful (and intranspar-
ent) Al [KSE™15, [KMFET16]. The platform was secured with a chaining approach
directly inside the database internals (see [FKKW14]). Furthermore, we investi-
gated the possibility to use these internals for data leak protection [KW19] and
managed to design an alternative fingerprinting algorithm that works on complete
databases [KSW19], sporting completely different requirements and side parameters
when compared to the approaches based on anonymization.

1.3.1 Data fingerprinting

Based on various works in the literature available at the time of research, as well as
practical experience in medical research projects, we concluded that often data needs
to be given away as full set to other experts in order to generate practical cooperation.
Thus, data fingerprinting seems a viable solution for protecting data against unsolicited
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distribution. Still, our main issue with the approaches at the time was that especially
medical data is extremely sensitive with respect to privacy, thus requiring protection
against theft at the record level, i.e. detection of the data leak should be made possible
on a single record basis. This cannot be guaranteed by the typical approaches relying on
the insertion (or deletion) of so-called marker records into the, often otherwise untainted,
original data set. This background in medical research and collaboration also led to the
assumption that in case of sensitive information sharing, anonymization techniques will
routinely be applied. This assumption was further strengthened as the General Data
Protection Regulation was entering into force, with a very strict definition of the term
anonymization, as well as strong rules when anonymization needs to be applied. The
major contribution behind our approach lies in the idea to combine anonymization and
fingerprinting by fingerprinting the information through the selection of the underlying
anonymization strategies. In addition, we refined this basic approach to cater for stronger
attacker models, as well as different approaches for anonymization. More precisely, we
provide the following main contributions in this area (see Chapter 3):

1. We present an approach that allows the detection of data leaks based on a single
data record, while also guaranteeing a pre-defined anonymization level in order to
protect privacy in Section 3.3.

2. In addition, we present a hardened version of the approach that is not susceptible
to colluding attacking data recipients in Section |3.4.

3. Since the original approach is only incorporating the de-facto standard method
for achieving k-anonymity, full-domain generalization, we extended it to work
with more complex, but also more effective, generalization methods, as well as
suppression and anatomization in Section |3.5.

4. Basic k-anonymity has several shortcomings, thus we studied the extension of our
approach to more sophisticated anonymity definitions in Section 3.6.

1.3.2 Detection of Data Manipulation

Data driven technologies, be they part of the academic or the business world, are highly
prone to manipulation through data fabrication [BCM™13]. Thus, in order to provide
secure and practically useful data driven approaches, the data not only needs protection
against simple leakage, but also against attackers targeting the accuracy and integrity
of the underlying information. Again, the main fundamental idea lies in using intrinsic
features of already utilized technology, this time not any form of anonymization, but the
actual structure data is represented within most current database management systems.
Since these internals are practically unmodifiably even for the database administrator, we
can provide defensive mechanisms against a threat level that is typically not considered
in other approaches. Furthermore, our research in this area leads to novel approaches
regarding detection of theft (or unwarranted propagation) of whole databases. More
precisely, we provide the following main contributions in this area (see Chapter 4):
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1.3. Main Results

1. The fundamental approach for detecting data manipulation in databases for revision-
secure tables, considering certain side-parameters like an "INSERT-only” strategy
as typical for Audit & Control information, as well as strictly monotonous primary
keys (see Section 4.3). This approach is extended to the dual case and an algorithm
is provided.

2. A study on the possibilities of extending the algorithm to the detection of DELETE-
statements. We can prove that such an extension is not possible, since all except
one index tree structure can be generated by solely using insertion, still, this result
has great value when considering the problem of provable deletion that is dual to
the problem of manipulation detection in many aspects (see Section 4.4).

3. In Section 4.5| we provide a new forensic log that offers the possibility of storing the
structural information of database tables for various applications like manipulation
detection, forensic copies and so forth.

4. Furthermore, in Section 4.6, we provide two different approaches for data leak
detection based on the index tree, one by structuring the information stored in the
tables in different trees, the second by using slack space in the tree constituting
the primary index of a table.

1.3.3 Securing expert-in-the-loop systems

While protecting the information stored in a data driven environment is of the utmost
importance, one aspect of such a system is currently often neglected: The experts need
to trust the system, i.e. they need to be assured that the system does not put blame for
wrong decisions on their expertize. Thus, while of course in case of artificial intelligence the
problem of explainability [Gunl7| prevails, at least some level of transparency is required
in order to mitigate manipulation of results in the aftermath of a wrong decision. This is
especially important in the medical sector, where errors can easily lead to mistreatment
with possibly terminal effects (e.g. cancer recognition [HDJ14]). On the other hand, also
the expert could try to cover up his/her errors by blaming the intransparency of machine
learning after manipulating his/her input information. Thus, in order to make such a
system accountable and thus trustworthy for the patient, methods for thwarting data
manipulation must be put in place. Furthermore, such systems are highly interactive,
as expert information is used to train machine learning algorithms, as well as getting
combined with the knowledge of other experts. Thus, information theft and data leakage
is an enormous problem, especially since key know-how can be very valuable. Due to
the high level of integration in such a system, the methods for detecting unsolicited
data retrieval and propagation cannot be based on fingerprinting alone, but need to be
included into the very extraction of the information by the expert. More precisely, we
provide the following main contributions in this area (see Chapter [5)):
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1. Section 5.3 gives a detailed overview on our approach for providing a manipulation-
secure expert-in-the-loop approach, especially focussing on the biomedical research
sector.

2. Further on, in Section [5.3.3, this approach is extended to multiple decision makers,
as well as closed source database management systems in Section 5.3.4.

3. The remainder of Section 5.3|is dedicated to providing two different approaches for
data leak detection, one extending the original chained witnesses approach [FKKW14]
that was also used for providing manipulation detection, the second using slack
space inside the database (see Section 5.3.5)).

4. Finally, in Section 5.4, we provide a thorough evaluation of the original approach
with respect to selected attacker models.

1.4 Structure of the Work

As already outlined in Section [1.3], the thesis is structured along the technological research
areas (i) k-anonymity based fingerprinting (Chapter 3)), (ii) BT -Tree forensics (Chapter 4)
and (iii) protection through chaining database internals (Chapter |5). While the first of
these chapters is more focused towards fingerprinting in order to detect data leaks, the
second leans more towards manipulation detection at the start and generates methods
for data leak detection out of these results. The same holds true for the third chapter,
which at the beginning focusses on providing trust through manipulation detection, but
later on introduces novel techniques for data leak detection as well.

Regarding background and related work, we provide some general related work in
Chapter 2, but decided to put the background required to understand our approaches,
or that our approaches build upon, directly into the respective chapters. Still, some
background is required for more than one of the technological chapters (Chapters 3 to 5),
thus always being provided in the chapter it is required first.

This thesis is based on work already published in peer-reviewed journals and at academic
conferences, thus, most of the results were therefore taken verbatim from the corresponding
publications in order not to undermine the quality control provided by the academic
publication process. See Appendix [6.2] for the list, also including other dissemination
activities related to the content of this thesis.
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CHAPTER

State of the Art

In this chapter we provide an overview on the state of the art regarding security issues
surrounding the topic of data driven research with sensitive and/or valuable data. It
must be kept in mind though that the publications this thesis is built on have been
developed and published during the last ten years, thus at the time of the publication of
our results, the state of the art was completely different from now. To reflect this, the
related work is structured as follows:

1. In the first part of this section we will provide an initial discussion on Protecting
Anonymity in Data-Driven Biomedical Science, where we highlighted several key
research issues. This work was originally published as part of a larger state of the
art analysis [KHS™14] and gives an overview on important research aspects.

2. The second part of this section is dedicated to discussing alternative approaches to
the topic of data leak detection. Here it must be specially kept in mind that this
represents the state of the art as of finishing this thesis in early 2019, not the state
of the art that was current when several of the approaches discussed in this thesis
have been devised and published.

3. Furthermore, background knowledge required for achieving the results is moved to
the respective technical chapters, e.g. we have moved the background regarding
the definition and construction of B*-Trees to Chapter 4, which is dedicated to
providing new techniques for data leak and manipulation detection based on the
index trees of a database table.
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2.1 Protecting Anonymity in Data-Driven Biomedical
Science

New and advanced methods in statistical analysis and rapidly emerging technological
improvements, e.g., in computation performance, data storage, cloud computing and
technologies that support worldwide collaborative work, have laid the foundation for a
new field of science that we call data-driven science. In particular biomedical informatics
is becoming such a data-driven science due to the increasing trend towards personalized
and precision medicine [CD13| Holl4, [HDJ14]. Data-driven science uses these new
resources to analyze enormous data sets, often using the term big data |Jac09], and
reasons based on the empirical findings and evidence from these analyses. The sources of
big data can vary extremely, ranging from data gathered online from open sources to
data sets provided by research partners, companies or volunteers, or coming from the
own laboratories or hospitals; in the medical domain data can come from clinical patient
treatment and/or biomedical research, from hospital sources or bio-banks. The range in
size and complexity of the data sets allows for a large variety of inferences to be made,
which makes big data very useful for research but can, at the same time, potentially
be exploited to extract information that could be used in malicious ways or that might
violate the privacy of the data subjects [LC11]. This especially concerns data-driven
science in the medical sector, since, as a principle, most data in this field is sensitive
and issues of privacy, security, safety and data protection are always an issue [WHTQG].
Even when access to the data is limited to a specific researcher or a research team, whose
members might be from different organizations or universities, there is a high risk of
disclosure. The more people have access to classified information, the higher the risk of it
being exploited for malicious purposes. However, research, particularly non-commercial
research, is usually intended - or should be intended - for public dissemination through
conferences or journals [THI12]. The peer-review procedure normally ensures the quality
of such research [Spi02], but without access to the underlying data, work in the field
of data-driven medical science cannot be validated by reviewers [CMG™13|. The result
is an extremely problematic situation where authors either include the data only in a
condensed or abstracted form, which protects privacy but has the drawback that the
reader cannot validate the results or evaluate the data for a personal learning effect, or
publish the data, even if only for the duration of the review process and with restricted
access. The former solution is problematic in that the research cannot be properly
reviewed, which results in chances for fraud and poor research, especially in the ”publish
or perish” atmosphere of pressure to publish frequently to gain the recognition of the
academic field or funding institutions. Furthermore, even in the absence of fraud, missing
data can make perfectly valid results look debatable. The latter solution, while mitigating
these problems, exposes data sets to potential misuse. Furthermore, especially regarding
data-driven research in medical sciences, the publication of raw data will most certainly
result in legal issues. Recently, there is a strong movement towards the promotion of
open data sets in biomedical research [BHF09], but the question what to do in case
the data cannot be made openly available is still largely unsolved. This problem is
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2.1. Protecting Anonymity in Data-Driven Biomedical Science

not a problem of the health sector alone, albeit the general public is far more sensitive
concerning medical information than most other personal information with respect to
data breaches. Still, the problems outlined above also concern data driven science in
other areas of research, especially since data science is a major driver for research in
many fields (see [Bon12, [ZB11l [CYA12, [SCNP10, [DJR12, WLI12| for examples regarding
the IT sector, with a focus on IT security, as well as general trend analysis). For example,
Dey et al. [DJRI12| analyzed approximately 1,400,000 Facebook account settings to infer
privacy trends for several personal attributes. Although they used public accounts for
their research, their results, combined with the data they measured and recorded, are
highly sensitive and should not be published without applying appropriate anonymization
or pseudonymization techniques [PKO01]. We, as researchers, are responsible for protecting
the data we use and for preserving the privacy of our subjects, who are often volunteers.
This protection includes ensuring the unlinkability of sensitive data so that data sets can
be published to allow the validation of research, collaboration between several research
groups, and learning by enabling the reader to repeat the described data analysis.

Following, we have collected a selection of research questions we see as vital for enhancing
the quality of data driven research, while maintaining protection of sensitive information.
We structured these questions along their major assets, still, we do not consider this list
to be comprehensive and especially the importance of solutions might change drastically
in the future due to new regulations.

2.1.1 Questions Regarding Quasi Identifiers

The first group of concerns lies in the selection and treatment of the quasi identifiers
(see Section 3.2 for a definition). While this is rather straight forward in the standard
examples (e.g. sex, birthdate), there are some inherent questions that require discussion:

Definition of quasi identifiers: While sounding trivial and indeed very easy to
decide in the standard examples, this is not so trivial when considering more complex
information like medical data. A diagnose could, for example, be so rare that this field
together with the ZIP-code results in de-anonymization of the respective person. The
diagnose would need to be treated as a quasi identifier in this example. Further examples
include rare blood types, parts of genome sequences or browser fingerprints [Eck10].
The determination of QlIs is an important research area for guaranteeing the privacy of
patients in data-driven research.

Generalization of non-trivial QIs: Following the example in the previous paragraph,
the field “diagnose”, too, is a quasi identifier that a generalization strategy is needed
for. While generalization is rather trivial for standard attributes like dates or numbers,
it is rather difficult for free text fields. In the case of a diagnose, ontologies could help
generating a generalization tree, still, when considering free text like it is found in notes
from general practitioners, a lot of further research is needed for purely qualitative
information.
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Independence of QIs: Sometimes, these quasi identifiers may not be as independent
as they seem, e.g., considering the QI ”"sex”, an entry in the field "diagnose” containing
"prostate cancer” leads to a 100% chance of this record belonging to a male person,
thus rendering the generalization of "sex” practically useless without the generalization
of the field ”diagnose”. The research in this sector also includes the identification of
such Qls, preferably without too much knowledge required on the respective field. One
fruitful approach could be the utilization of rule mining [ZZ02] in order to derive such
dependencies.

2.1.2 Questions Regarding Collaboration

Collaborating with other research institutes again opens up several interesting research
questions that need to be tackled in the close future. Collaboration is often interesting
when tackling a wide range of problems together, requiring interdisciplinary approaches,
or simply external expertise in order to facilitate better results. While collaboration is
thus a valuable tool, it faces multiple problems in real-world environments.

Data Precision Metrics: Most metrics for measuring the information loss currently
in use are rather trivially depending on the selected generalization strategies. While
there exist examples for metrics depending on the actual data distribution, these are
rather inefficient. Finding efficient and expressive metrics seems to be a valuable research
question to us. This also includes the question of fairness when using different strategies
for different data recipients on the same source data.

Data Leak Detection: Even in case of perfect privacy protection, the leaking of
research data may result in severe damage to the data owner, e.g. due to premature
publication of results and the need for subsequent revision, or simply because of the value of
the data set itself. While techniques for watermarking databases (e.g. see [AK02, DG09])
can be utilized, these face a multitude of different problems regarding applicability and
stability, many of them e.g. being independent from the data (not the data storage,
though) itself, thus making them removable without reducing the overall quality of the
data sets. Thus, research on how to combine leak detection with privacy protection could
enhance the willingness of data owners to share their data with other researchers.

Manipulation Detection: One major issues is the problem of data manipulation, i.e.
the unsolicited change of information. Actually, the nature of the problem is twofold:
Manipulation of data can be used to manipulate the results of algorithms, thus targeting
the analysis itself, e.g. in order to influence decisions or even destroy machinery. On the
other hand, legitimate users of a data driven system must be able to trust that data
that they fed into the system is not corrupted afterwards, e.g. in order to cover up fatal
decisions or bad engineering. This trust issue is especially problematic in the area of
interactive machine learning and expert in the loop systems.
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Information Security: Of course, another major issue with data driven business and
science lies in the problem of proper data protection. Again, this is also a requirement of
the GDPR, where data owners are required to provide proper protection of their data
stores with state of the art technology. Still, while this is a major problem sporting a
multitude of different facettes, ranging from pure technological issues to psychological
research, e.g. in the realm of social engineering, it is not a problem specific to data driven
business and research models, thus being omitted in the remainder of this thesis.

2.1.3 General Research Questions

This section contains some other research questions related to the topic of protecting
privacy in data-driven science, which did not fit into the above categories.

Structuring unstructured data: While a lot of data used in medical research
naturally possesses the form of structured data (e.g. derived from machines), there is
also a wide variety of unstructured data found, e.g. notes and receipts from general
practitioners, as well as simply older data. While considerable efforts have been spent on

the topic of structuring this semi- and unstructured data vaults during the last years (e.g.

by Heurix in [HRFN12|] and [HRFN13]), a comparison of this research with a subsequent
identification of the major weaknesses and research gaps is needed. Following this basic
analysis, research into constructing a working mechanism needs to be conducted.

Practical Considerations: In order to popularize anonymization techniques, efficient
implementations are needed, preferably open source in order to enable the researchers
to optimize the algorithms with respect to their data. An example for a framework
can be found in [KPE™12al, with an outline for an optimization for biomedical data
sets in [KPET12b|. This also includes research on the optimization of the algorithms,

which e.g. has been conducted by El Emam et. al. for basic k-anonymity [EEDIT09].

Furthermore, for review processes, an interface allowing the anonymous exchange of data
sets in the course of the peer-review process would be a valuable addition.

2.1.4 Influencing other research areas

In other research areas, the problem of privacy in data-driven science is rather new which
results in a striking absence of specific laws or regulations. In classical I'T-security we
are under the impression that currently research data is usually held back instead of
released in an anonymized state. In our opinion this is largely due to a lack of rules
for anonymous data publishing which pushes responsibility for privacy protection onto
individual researchers, thus resulting in uncertainty. This poses a major problem for
the reproducibility of results, which is one of the main pillars of modern science and
it’s underlying review paradigm. Furthermore, todays anonymization concepts mostly
come from medical research and are therefore designed for highly structured data, thus
often cannot be used for other types of information. This again opens up a new area for
research. In view of the rapidly growing trend towards more data-driven research, these

11
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new methods will be needed rather sooner than later. Specific policies and guidelines
governing the public availability of data in (data-driven) science would also be helpful in
order to guarantee the validity of published research.

2.2 Data Leak Detection

In this section, we discuss related approaches from the literature, especially focussing on
the issues of database watermarking and fingerprinting, as well as other forms of data
leak detection in shared data environments. We do not concern ourselves with issues of
"secret” or hidden data extraction, as it is often applied by malware or industrial espionage.
Neither do we consider general technologies of IT-Security like system hardening or attack
detection or topics of organizational security, as these would be out of scope of this thesis,
even though these topics are often in the focus of academic work on data leak detection
(see e.g. [BK1T)).

2.2.1 Fingerprinting and Watermarking

In a world driven by data analysis, stowing data away in separate data silos becomes a
disadvantage in many application fields. Of course, a whole set of measures to provide
data protection exists, especially for safeguarding data against unsolicited access, still,
often the real value behind data sets lies in (a) combination with other data sources,
either more of the same type of data or data that can be used to enrich the information
available, and (b) cooperation with (external) experts, either domain-specific specialists,
or data scientists. To this end, data needs to be shared somehow, opening up a plethora
of problems, ranging from privacy over data quality to protection of valuable assets (see
Section 2.1). Thus, the ex ante protection mechanisms targeting information (access)
control and exfiltration detection are not sufficient anymore, as they do not cover the
attack surface opened by explicitly intended data propagation. Thus, ex post protection
mechanisms need to be put into place. These mechanisms will not stop the unsolicited
propagation of information at all, but they will provide a technological lever for pursuing
legal actions in case data was found to be shared illegally. Such techniques thus require
to enable the information owner to pinpoint, who was leaking the information, preferably
in a provable manner in order to take the issue to court. Thus, in this section we will
provide an outline on these, so-called data leak detection mechanisms, notably we will
discuss watermarking and fingerprinting techniques.

In terms of usage in both, the academic world, as well as the application domain, the
terms watermarking and fingerprinting are a bit ambiguously defined and often used
interchangeably. Typically, the term watermarking defines techniques that add visible or
hidden information (e.g. a copyright notice) to the target data. An important character-
istic of watermarking is that adding this information modifies the data, either visible
or invisible to users. This digital watermark, in analogy to the original techniques in
the physical world like used in bank notes, is primarily used in order to either prove
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authenticity, or ownership of the original user, but it is not personalized, i.e. it is not
encoded, to whom the watermarked information was distributed to.

In contrast to watermarking, a consistent definition of fingerprinting does not exist among
the research community. A common definition describes fingerprinting as a subtype
of watermarking where a unique mark (i.e. the fingerprint) is added to each copy of
the data. A second definition distinguishes fingerprinting from watermarking by the
source of the fingerprint: While in watermarking information is added, fingerprinting
uses intrinsic properties to uniquely differentiate the copies. In both definitions, however,
the uniqueness of the fingerprint for each copy of the data is the key concept that enables
a data owner to uniquely link a (intended) data recipient to a specific copy. It must
be noted though that some authors use slightly different interpretations of the word
fingerprinting, e.g. by differentiating methods that utilize information added to the data
set for detection purposes (watermarks) versus the utilization of information intrinsic
to the data without additional changes on the data [Mill2]. Interestingly, our approach
outlined in Chapter |3 can also be viewed in a similar way, as, while the anonymization is
definitively changed by the target of providing fingerprinted data sets, the anonymization
itself is done for independent reasons.

In the past, especially in the first decade of this century, research on watermarking
and fingerprinting techniques was primarily focused on multimedia data such as im-
ages or video files [LSLO0, [FS03], ISJLT05, [HK99], which is not within the scope of this
thesis. Marking of non-multimedia files such as database tables, is far less explored,
but of great concern in our opinion, as especially considering the rise of data driven
research and business proposals, data analysis is becoming one of the decisive factors
in many industries. This also possesses great impact on the value associated with data.
In [SAP04], the authors presented a watermarking technique for relational databases
based on watermarking a numeric collection, which is robust against several attacks such
as data resorting, subset selection and linear data changes. Another approach [Groll]
discussed the problem of watermarking databases, while preserving a set of parametric
queries in a specified language. In [AOO§|, the authors introduced a watermarking
concept for databases based on the insertion of binary image watermarks in non-numeric
multi-word attributes of selected tuples. The idea of embedding a watermarked image
into a database was put forth in [ZJWL04]. Other authors introduced a block oriented
fingerprinting approach for relational databases [LWDS04]. In [Laf07] a security analysis
concerning watermarking schemas was performed. The authors analyzed the concepts
in terms of uncertainty on the location of watermarked parts of the database, i.e. the
difficulty for an attacker to identify the watermark. Other approaches, like [WdW96]
built fingerprints from combinations of identifying variables in the data records and used
them for identification of specific records. The authors of [BOYDO05] introduced a privacy
and ownership preserving outsourcing concept for medical data based on binning and
watermarking techniques. Another watermarking-based protection scheme for outsourced
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databases was introduced by [QYJjYs006]. In [AK02], the authors proposed a watermark-
ing technique for relational data which uses a private key that is known only to the data
owner. In recent research, the authors incorporated biometric information on the data
recipients inside the fingerprints [ASKSA™20] through slight alteration of the original
data. None of these schemes focuses on the detection of a data leaking party based on
single records, like our approaches outlined in Section [3) do. Furthermore, none of the
approaches use database steganography in order to mark full database implementations
like our approaches in Section |4 and Section 5| do.

Collusion-resistance, the inability of collaborating data receivers to remove the mark by
combining their versions, is an important feature of watermarking and fingerprinting
techniques. In recent literature, several collusion-resistant approaches were introduced.
In [SKHO2|, the authors presented a collusion-resistant watermark for video data, further-
more, they introduced an approach against linear frame collusions against watermarks in
videos based on the implementation of a statistically invisible video watermark [SKHO5|.
Collusion-resistant fingerprinting was the target of research during the last decade as
well. Trappe et. al. [TWWLO03] investigated the problem of collusion-attacks and in-
troduced a tree-structured detection algorithm for identifying colluders of fingerprinted
multimedia files. Celik et. al. [CST] proposed a fingerprinting schema for multimedia
files that renders collusions ineffective by reducing the result of a collusion to low quality
and a related technique considering a combination of digital watermarks and collusion
secure fingerprints for digital images in the medical sector was proposed by Dittmann et.
al. [DSST00|. The feature of collusion resistance is very important for our work and was
one of our key features when developing the solutions outlined in this thesis. In recent
work, the usage of fingerprinting has been extended to other complex types of structured
information, like deep neural networks [CJG21], which is especially challenging to attack
given issues related to explainability [ADRDS™20).

A recent comparison of techniques for fingerprinting structured data can be found
in [SMIQ], where the author also included the approaches porposed in this thesis (see
Chapter 3). The major difference between our approaches and the other ones discussed
in this work lies in capabilities regarding the identification of data leaks based on a single
record, no matter what record (some approaches can detect on a single record basis in
case the right record is leaked, our approach is capable of identification based on any
given record).

2.2.2 Other approaches for detecting data leaks

Since data protection is a major driver for the entire field of IT Security, many security
measures can be used in order to gather intelligence on unsolicited data extraction. Still,
in this thesis we focus on the use case that data was willingly shared with another party,
e.g. in order to carry out experiments or to gather expertise, and only further, unso-
licited, sharing with third parties should be detected and (at best) made counteracted.
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2.2. Data Leak Detection

This is of course rather different from the scenarios in ”classical data protection”, like
e.g. detecting unsolicited exfiltration of information by malware and thus also
requires completely different approaches.

In [PS17], the authors discussed the detection of data leaks through a Data Leak De-
tection / Data Leak Prevention System (DLD/DLPS), where the focus lies on different
techniques like access control models like RBAC [SCFY96] and user rights management.
This could especially be combined with technologies like research servers as facilitated by
projects like DEXHELPP [ZPB14], where data is not provided to the recipients as data
set to be analyzed at their own premises, but where a complete virtualized setting is set
up, with all the tools required for the analysis already pre-installed, and no direct access
to the underlying data. While data theft is still possible in most of these scenarios, it is
made much harder, especially when factoring in unintentional loss as a major security
issue.

Data Leak Detection has also been considered in terms of data exfiltration, i.e. data
is sent (unencrypted) over the network, without there being any consent to this trans-
fer [SY12a]. The techniques utilized for detection are quite similar to intrusion detection
systems [SY12D], still, the whole issue of data exfiltration is outside the scope of this
thesis.

Other related approaches that aim at detecting data leaks during transmission are based
on analyzing n-grams [ASM13], again, while being developed into very interesting tech-
nologies with a broad range of applications and impressive developments [LHMMIS],
target data transmissions that should not have happened at all. This is very different
from the background for our approaches, where the initial transmission to the data
recipient is legit and only subsequent illegitimate data propagation needs to be detected.
Related to these approaches and their targets, in their work HAKKLTZJJ], the authors
provide a study on different data leaks regarding GDPR related information, especially
focussing on detection through logs.
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CHAPTER

k-anonymity based fingerprinting

3.1 Motivation & Prerequisites

When dealing with sensitive personal data and using machine learning algorithms to find
correlations hinting at causalities, anonymization is a major tool for ensuring the rights
of the persons in question with regards to privacy. This has become especially important
since the implementation of the general Data Protection Regulation (GDPR) [Regl6], but
has already been a standard issue before in selected industries, most notably the medical
sector where regulations like HIPAA [fDCP™03] have long been in place. Anonymization
is an expensive task when looking at the amount of data typically found in big data
applications, as are most (and especially the more advanced) fingerprinting algorithms,
thus the major idea of our research in this area lies in combining anonymization with
fingerprinting by generating the fingerprint as an intrinsic attribute of the anonymization
step, thus adding only little additional cost to the whole process.

Furthermore, we propose the following prerequisites that we require our fingerprinting
algorithm to be capable of following:

1. Stability: Even when the data is utilized and changed, the fingerprint shall still
stay detectible to a certain point. Especially, it must not be possible to easily
remove the fingerprint.

2. Variability: The number of possible fingerprints needs to be high enough to be
able to construct enough different data sets for the purpose in question. This
criterion may vary heavily depending on the actual use case with a handful of
fingerprints being enough for many scenarios in distributed academic research, but
rising up to requiring many million different fingerprints when distributing digital
media in a DRM scenario [PAB0G].

17
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3. Little additional overhead: Eventually added information should not make the

data set inconveniently large, e.g. by blowing up the size of the set by adding huge
amounts of marker records or by adding large and/or complicated attributes to
the set. This, of course, is also depending on the actual size and structure of the
original data set.

. Little additional effort: Application of the fingerprint should not require expen-

sive operations. Still, again, this criterion is heavily depending on the actual use
case in question, especially considering the value of the information, as well as the
number of records and the actual overall performance of other processes involved
in the data analysis.

. Efficient detection: The fingerprint should be detectible with a small number

of records only. While of course there exist legitimate reasons for reducing this
capability to only thwarting the unsolicited distribution of large parts of the data
(e.g. in a DRM-case, where detection of single leaked video frames is typically not
interesting for the copyright holders), in our research we set the goal to make the
data leak detectible by a single leaked record. This is especially important, as even
a single record can cause major problems in the area of medical research.

. Simple and performant detectability by the owner: There needs to be a

simple way to not only detect the fingerprint, but to also attribute it to a leaking
data consumer. The efforts for detection and attribution need to be low enough
for the owner to actually undertake this endeavour for any suspicious record. Of
course, this can be split by making the detection of ownership especially easy and
only undergo the efforts for attribution at the point of confirmation of ownership.

. Hard to remove: For any data consumer it must be hard to remove the fingerprint.

This can either be done by making the characteristics constituting the fingerprint
hard to detect, or by making the removal require drastic methods that would e.g.
render the data useless for most purposes.

. Stability against colluding attackers: Fingerprints, especially when dealing

with valuable information, not only need to be resilient against single attackers,
but also against a collusion between multiple data recipients, be it with respect
to detection, removal or trying to attribute the leakage to another (not colluding)
data recipient.

The basic algorithm we will provide in Section 3.3 will be capable of providing the
capability of detecting the leaking data recipient based on a single leaked data record.
The stability gainst colluding attackers is discussed later on in Section |3.4L
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3.2. Background

3.2 Background

In this section, we will provide a short overview on the basic concepts of quasi-identifiers
and k-anonymity, as well as a short overview on the issue of information loss, as these
concepts build the fundamentals of our approach. While the major outlined algorithms are
based on the "simple” notion of "pure” k-anonymity, and especially focus on the typically
employed technique of full-domain generalization in order to achieve it, Sections 3.5
and [3.6| will show possibilities for generalization of the approach to other definitions
of anonymity, as well as more advanced techniques for achieving k-anonymity based
approaches.

3.2.1 Anonymization and k-anonymity

Anonymization has been the subject of lot of research work in the past decade, mainly
due to the rising attention to threats and dangers to privacy and informational self-
determination provided by new capabilities in machine learning together with the vast
collection of private and personal information through major companies like Google and
insurance companies (see [RBR™11] for an example using Google data). Depending on
the use case, several strategies on dealing with personal and sensitive information have
been put forward, often harkening back at the principles of privacy by design [Cav11],
and especially to the principle of data minimization fundamental to it [Sch10].

Traditionally, anonymization was mainly concerned with the identification of directly
identifying information in databases, like e.g. in [RBRT00], even though the problem
of re-identification through statistical methods was already part of the state of the
art as outlined in [Klo95] for example. Still, in her canonical paper [Swe02b] Sweeney
brought this issue to prominence by showing that it is actually practically feasible to
identify 87 percent of all American citizens when given the three attributes ”birthdate”,
7zip code” and ”sex”. The major problem leading to this identification is the fact that
data does not exist on its own in empty space, but that inferences with other, publicly
available, data sets can be used for re-identification. This form of attack is called record
linkage (see Figure 3.1) and despite its simplicity it opens up many legal questions,
especially around the topic of what external data has to be expected to exist for such
attacks and whether attackers would have access to it [MX07]. Based on these results,
she introduced the concept of k-anonymity in [ST02|, which is one of the most well-
researched protection models for structured data and has spawned numerous variations
like (X, Y)-anonymity [WF06] or I-diversity [MKGV07], thus extending the original scope
and reacting to different attacks and requirements. Figure 3.1/ shows a typical example
for such an attack: The identifiers might have been removed from the "anonymized”
set, but the attacker is in possession of additional information that allows to identify
the person in the data sample and thus enables the attacker to gather information on
the diagnosis. This example shows that, as Sweeney has pointed out, simple removal of
identifiers is not enough in order to protect sensitive information.

19



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

3.

k-ANONYMITY BASED FINGERPRINTING

20

LAnonymized” Set

Sex | ZIP-Code Birthdate Diagnosis
m 1040 09.12.1975 Cancer
Inferez\ce J f 1100 20.04.1992 Headache
p =
f

1041 20.12.1975 Sore throat
1104 02.04.1992 Chest pains

Name Sex | ZIP-Code Birthdate
Mike Wonderful 1040 09.12.1975
Daniela Meier 1100 20.04.1992
1041 20.12.1975
1104 02.04.1992

l Additional information
J known to the attacker

Alfred Ernst

| 3=l

Andrea Xaver

Figure 3.1: Record linkage attack

In general, anonymization techniques can be split into two main categories from a
practical point of view: Strategies that take a data set, apply changes to it in order to
make it (practically) impossible to re-identify and/or retrieve information on persons
and then distribute the anonymized version of the set to data recipients on the one
hand, and oracle-style approaches on the other hand, where the full data set is never
distributed to anyone else but the original data owner who then answers statistical
inquiries based on that data, but adds additional distortion in order to protect against
(repeated) statements that could potentially harm the privacy of persons included in
the data set. Prime examples for strategies of the first category are k-anonymity and
perturbation-based approaches. In the latter, the actual data is changed by adding
various forms of perturbation information, like random numbers, often based on models
that to some extent guarantee the preservation of key statistical features or key relations
between data attributes. The prime example for the second category is differential

privacy in its various variants (see e.g. [BO13]).

A very direct approach for defining anonymized data sets has been put forward by the
General Data Protection Regulation (GDPR) of the European Commission [Dir95]. It
states explicitly that any function where there exists an inverse de-anonymization function
cannot be called anonymization, effectively removing pseudonymization (see e.g.[NH11]
for an approach for protecting medical data) from the list of technical and organisational
methods (TOMs, see e.g. [RLW18]) suitable for privacy protection [RP17].

Taking a step back, when proposing anonymization of information, it is of the utmost
importance to determine what data actually poses a threat to the privacy of people and
thus requires treatment through anonymization, leading us to the following definitions:

Definition 3.2.1 (Quasi-identifier). Let A be a set of attributes of a structured data set,
e.g. columns in a table. Then we call the set of all attributes Q' that either identify a
person directly or in combination with each other, quasi-identifiers of A.
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3.2. Background

While the above definition is the original one as given by Dalenius in [Dal86], in current
literature (e.g. El Emam [EEDIT09]) Q is divided into the set of identifiers Z that
contains all attributes directly identifying a person and the set of quasi identifiers OT.
Throughout the rest of this thesis, we will stick with the latter notion, i.e. attributes
that directly identify persons will be treated as identifiers, thus requiring removal from
the data set before distribution (in fact, identifiers can sometimes be made into quasi-
identifiers by distorting their contents, which is, for example, done for genomes e.g. by
using an approach similar to k-anonymity [Mal05] or by noise introduction [WMC14]),
and attributes that can only identify people in conjunction with other fields and external
(additional) information will be treated as quasi-identifiers.

Definition 3.2.2 (k-anonymity). Following the above definitions, a set of data records is
satd to obey k-anonymity for a given k € N if and only if each record is indistinguishable
from at least k — 1 other records with respect to QL [ST02].

It follows trivially that the records are divided into equivalency classes with respect to the
values of the quasi identifiers, the k-anonymity principle can thus be seen as a partitioning
of all records into equivalency classes with at least & members in every non-empty class.
The parameter k is usually referred to as the level of anonymity or privacy factor, which
can, in theory, be raised by increasing k. However, for practical considerations, it is often
required to choose a rather low value for k in order not to reduce the overall value of
the data too much and to still be able to generate meaningful results when analyzing
it [MKWHI6]. Still, recent experiments have concluded that the amount of data loss
does not always grow proportional to data loss, but also depends on various other factors,
especially the actual algorithm in use. Especially considering heuristic algorithms like
Mondrian [LDRO6], the selection of the data loss metric [GKKMOT7] has a high impact,
among other issues. This can lead to behaviour, where an increase in the k factor yields
more accurate results when compared to the execution of the same machine learning
algorithms on the original, unanonymized data [SHK'21]. Still, while this effect exists, it
can be attributed to fundamental re-distribution of the data records into new equivalency
classes and other effects.

Example 3.2.3. Tuble 3.1 contains a simple data set that obeys the k-anonymity criterion
for k = 2. Please note that the attribute “diagnosis” was not classified as a quasi identifier,
which, of course, can be discussed, especially with respect to very rare diseases, or simply
in case the diagnosis gives away on other quasi identifiers, as e.q. prostate cancer would
be directly connected to the sex of the patient. Figure 3.2 shows the effect during the record
linkage attack, the re-identification of a single person is reduced to the identification of
the respective equivalency class.

The most common technique for achieving k-anonymity is generalization, notably full-
domain generalization: By reducing the granularity of the quasi identifiers, the records
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sex | year of birth | diagnosis
M 1980 Obesity
F 1976 Cancer
F 1976 Obesity
M 1980 Chest Pain

Table 3.1: Anonymized data (k = 2)

~Anonymized” Set

Sex Birthdate Diagnosis
m 1980 Obesity
Inference f 1976 Cancer
S f 1976 Obesity
;f m 1980 Chest pain
Name Sex | ZIP-Code Birthdate
Mike Wonderful m 1040 09.12.1980
Daniela Meier f 1100 | 20.04.1976 Acgitional infoemtion
known to the attacker
Andrea Xaver f 1041 20.12.1976
Alfred Ernst m 1104 02.04.1980 J

Figure 3.2: Record linkage attack thwarted by k-anonymity
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Figure 3.3: Generalization of quasi-identifiers.

get increasingly similar until the k-anonymity criterion is fulfilled. An example for
generalizing the quasi identifiers ”sex” and ”birthdate” is outlined in Figure 3.3/

Definition 3.2.4 (Generalization Level). Let q be a quasi identifier of a data set. Then
we call different levels of granularity that can be constructed from the original data
generalization levels.

Figure 3.3 shows an arbitrary solution for defining the generalization levels for the quasi
identifiers ”birth date” and ”sex”. While the proposed levels might be logical for the QI
"sex” when excluding non-binary definitions (see [Bil05]), it is rather arbitrary for the QI
"birth date”, as there are many different ways for generalization, e.g. using seasons or
quarters, etc.
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3.2. Background

Definition 3.2.5 (Generalization Pattern). Let n denote the number of quasi identifiers.
A tuple q := (q1,-..,qn) consisting of exactly one generalization level ¢; for each quasi
identifier from QT i =1,...,n is called a generalization pattern, or simply pattern, of
the data set. Fach of these patterns resembles exactly one way to generalize the records
in the data set with respect to the pre-defined generalization levels.

Given a definition of the generalization levels as e.g. outlined in Figure 3.3, all possible
generalization patterns form a lattice diagram, where directly adjacent patterns are
constructed by further generalization (or vice versa specialization) of one quasi-identifier
by one generalization level. The lattice diagram formed by the generalization levels
defined in Figure 3.3| is shown in Figure 3.4. It must be noted that in case a pattern
obeys the k-anonymity criterion for a given k, all other patterns above in the lattice obey
the criterion for at least the same k and in case it does not, all data sets generalized with
patterns below the given one cannot fulfill the criterion either.

Figure 3.4: Lattice diagram for generalizations.

3.2.2 Measuring Data Loss

Throughout the description of our approach, we will use the notion of data quality, as
we want to provide a kind of fairness amongst data recipients: Since anonymization is
typically introducing distortion to the data set, the resulting loss in quality should be
roughly equal amongst the recipients. Thus, measures for data quality, or dually for data
loss, need to be established. While it was out of scope of this thesis to dwell on this
subject in-depth, the following so-called Data Precision Metrics (DPMs) [BNSETH| (also

called data loss metrics in the literature, see e.g. [Z011]) were used throughout our work.

It must be noted though that the problem of giving general definitions for data quality
is open and most likely there is no general solution to the problem, as different tasks
and data sets will lead to different interpretations of quality, leading to the problem of
explainable AI [GunlT]. In addition it must be noted that these metrics only work when
generating the anonymized data sets using (full domain) generalization.

23



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

3.

k-ANONYMITY BASED FINGERPRINTING

24

The Samarati metric [Sam01] is very simple. It counts the height of a node in the lattice
diagram used to visualize all possible combinations of generalization operations. Although
it is intuitive and easy to calculate, this metric takes into account the actual level of
generalization only, but not the total number of generalization levels. For example, gen-
eralizing {female, male} to {person} results in much greater information loss than
generalizing a date (e.g. birthdate) from day granularity to month granularity. Although
both operations are one-level generalizations, the perceived information loss is drastically
different. Additionally, this means that an identifier possessing more levels of granularity
will have a greater impact on the data precision metric. Furthermore, the metric is directly
depending on the pre-defined generalization levels, thus, adding of additional levels into
an already existing generalization strategy can obviously have great impact on this metric.

The Precision metric [Swe02a] was introduced by Sweeney in 2002. The main difference
from the Samarati metric is that the generalizations are not weighted equally. Instead,
they are weighted with respect to the number of generalization levels possible for each
QL. If a QI has more than one level of generalization (i.e., two levels of granularity), the
weighting is given by

Number of levels generalized

Number of possible generalization levels

For example, if one QI can be granulated into five different levels (the lowest being the
exact data), generalization of one level yields a weight of %, whereas the generalization
from {female, male} to {person} would have a weight of 1. The drawback of the
precision metric is that it does not factor in the size of the levels, only the number of
generalization levels.

The Discernability metric [BAO5] takes into account the number of elements distributed
to each equivalency class; i.e., the equality of the distribution of the elements to the
respective classes is taken into consideration. This stands in direct contrast to the two
metrics above, which consider only the classification itself, apart from the actual data
and can thus be calculated independently beforehand and for every data set using the
same QIs and generalization strategies.

Let N be the number of classes, n; the number of elements of the i-th class and n = >y n;
the number of all elements. Then

DM = Zn?%— > (n-my).

n; >k n;<k

Despite its name, the Discernability metric is not an actual metric since the criterion of
monotonicity is not fulfilled [EEDIT09].
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3.3. Basic k-anonymity based fingerprinting

The Modified Discernability metric (DM*), a slightly modified version of the Discernability
metric, was proposed by El Emam et al. [EEDIT09|. Contrary to the original discernability
metric it is monotonic and thus a real metric with respect to the mathematical definition.

Again, N denotes the number of classes and n; the number of elements in the i-th class.

DM* =Y "n}
N

Still, while all these metrics are certainly functional for selected applications in data
science, other metrics might be more realistically portraying the effects of anonymization
on the results of machine learning algorithms. One straight-forward measure can be
derived by comparing the results of the algorithms executed on the un-anonymized, and
thus undistorted, data set to the anonymized versions and calculating measures like the
Fl-score [ST07], like it was done in [MKHIT]. Still, this requires the anonymizing party
to carry out each analysis step before providing the data to the data recipients, which is
completely unrealistic in any bigger and more sophisticated scenario and often voids the
reason for using anonymized data or sharing data in the first place (see [KKHI19| for a
experimental setup regarding distortion analysis).

3.3 Basic k-anonymity based fingerprinting

In this section we provide an overview on the fundamental idea of k-anonymity based
fingerprinting and a first algorithm. While the basic approach focusses on classical k-
anonymity derived by full-domain generalization, it is extended in Section [3.4]in order to
provide resilience against colluding attackers. In Sections|3.5 and [3.6 we will furthermore
discuss some extensions to the algorithm based on refining either the anonymity definition
it is based on, or by utilizing more complex (and more effective) anonymization methods.
Most parts of this section are taken verbatim from the original papers.

3.3.1 General Approach

Imagine microdata containing sensitive medical health information that is to be released
to three different data analysts for further investigation. To protect privacy and avoid
linking persons to sensitive attributes, the records are anonymized before release. As
anonymization would likely reduce data precision and thus diminish the usefulness of this
data, a trade-off between the anonymity level and data precision must be made. The result
will likely be partially anonymized microdata sets that still contain sensitive information.
They must therefore be protected against unauthorized disclosure. Fingerprinting, a
passive form of security, can be used to help identify the source of an unauthorized
disclosure. In contrast to other approaches, where typically hidden data for identification
is embedded into the host data, our fingerprinting method uses existing properties of the
host data to identify it.

Our approach is to uniquely identify the sets of anonymized microdata, or even subsets
thereof, solely based on the generalization patterns of the quasi-identifiers. We hypothesize

25



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

3.

k-ANONYMITY BASED FINGERPRINTING

26

that different generalization operations can be used to achieve the same levels of anonymity
and similar levels of data precision while the resulting microdata sets have unique
characteristics that enable their robust identification.

Figure 3.5| illustrates our idea of clustering datasets with similar anonymity and data
precision values. The black dots refer to the different generalization patterns that are
arranged along the axis of a coordinate system based on their anonymity and utility
values. Similar values above the minimum level of anonymity can be clustered and used
for the generation of comparable sets in terms of data quality (this is denoted by the
two circles). In our example, the three data analysts would receive three different sets of
partially anonymized microdata. All sets, however, would have the same or very similar
levels of anonymity and data precision. If a subset of one of these microdata sets is
disclosed to an unauthorized party, the source can easily be identified on the basis of the
unique generalization pattern that was used for anonymization. As discussed before, the
quality of a generalization (and thus its affiliation to a quality class) is largely defined by
the data precision metric in use.
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Figure 3.5: Performing different generalization/suppression operations to achieve the
same level of anonymity.

As shown in the example datasets in Table [3.2, the same level of anonymity can be
achieved with different generalization strategies. While the first set in the tables was
won by generalizing the birthdate to year granularity, the second data set was won by
suppressing the gender and by generalizing the birthdate to a monthly granularity. Both
data sets obey the k-anonymity criterion for £k = 2. The attribute ”diagnosis” as well as
any direct identifiers were removed from the example for the sake of brevity.

These unique generalization patters can be used as a fingerprint. Consider a result cluster
Cy containing two anonymized data sets with the generalization patterns (aq,b;) and
(ag, b2) for the QIs gender (a) and birthdate (b). The first one is given to user Uj, and
the second one to user Us. If, for example, data record (m, 1970) is disclosed, it is easy to
identify user Us as the data source since user U; is not in the possession of gender data
with this granularity. Figure 3.6 illustrates the approach of determining the generalization
levels of the QIs and comparison to stored generalization patterns of released data sets.
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3.3. Basic k-anonymity based fingerprinting

Original data set Anonymized set 1 Anonymized set 2
Gender | Birthdate | Diagnosis || Gender | Birthdate || Gender | Birthdate

m 19.03.1970 | diabetic F 1970 P 03.1970

m 20.03.1970 | disability M 1970 P 03.1970

f 18.04.1970 blind F 1970 P 04.1970

f 21.04.1970 | disability M 1970 P 04.1970

Table 3.2: Original microdata and two anonymized versions with k = 2

3.3.2 Algorithms for generation and detection

In this section we propose an algorithm for the generation of unique fingerprints for
microdata sets, as well as one for the identification of the source of a data leak.

Algorithm for Generating Fingerprints

Our approach is based on El Emam’s algorithm for calculating the optimal solution for
k-anonymization in case of full-domain generalization and even under the utilization of
(small amounts) of suppression [EEDIT09]. Since we need all k-anonymous solutions
instead of just the optimal one (i.e. the one with minimum information loss), we cannot
rule out the less granular solutions of a known solution, but still have to calculate the
data precision for each of these nodes.

1. Define a minimum £ for the k-anonymity criterion, the minimum and maximum
levels of data loss I, and [, and the data precision metric to be used.

2. Define the generalization strategies for each identifier.
3. Calculate the lattice diagram derived from all possible generalizations.
4. Choose a node at middle height and decide whether it is at least k-anonymous.

a) In case it is not, rule out all nodes below in the lattice diagram.

b) In case it is, mark all nodes above the chosen one as possible solutions.

5. Start with step four for the remaining subgraph, similar to the original algorithm.

6. In case no subgraph is left, start by choosing another initial node at middle height
and proceed with step four until all nodes are evaluated.

7. For each at least k-anonymous solution, calculate data precision and the actual k.

Remove all solutions with data precision outside the bounds of l,,;, and l,,4z.
8. Classify and cluster the solutions by their data precision.

9. Create "similar” microdata sets based on results in one cluster and distribute them
to the recipients.
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Node | Sam | Prec | DM*
0
1
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1
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2 16

W NN == O
0 00 00 =
BN NN 3

Table 3.3: Impact of different metrics

Following we give further details on some of the steps:

Data precision metrics and maximum levels (Step 1) All recipients shall be
provided with (roughly) the same level of data precision. Thus, the method of measuring
data precision can have a great impact on the definition of the classes of equivalent
anonymization strategies (with respect to data quality). Table 3.3 gives an overview on the
perceived data precision of the data from Table 3.2 based on all identified generalization
techniques (see Figure 3.3), with respect to the three metrics discussed in Section |3.2.2.
Additionally, it must be decided beforehand, how big the maximum tolerable data loss is.

Eliminating nodes (Step 4) One major idea behind the original algorithm by
El Emam [EEDIT09] lies in the construction of the lattice diagram of all possible
generalization patterns (as outlined in Figure [3.4), together with the observation that
in case the generalization strategy provided by a node in the lattice does not fulfill the
k-anonymity criterion for a predefined k, none of the (more granular) patterns in the
lattice below can fulfill it and therefore need not be tested. On the other hand, in case
the pattern does fulfill the criterion, so does every pattern above, but with less quality
due to lower granularity, thus also not requiring any further calculations. Contrary to
this algorithm for finding the optimal solution, the nodes above the chosen one cannot be
ruled out in case of 4.b (i.e. the node represents a k-anonymous generalization), since we
need all solutions, not only the optimal one. Still, there is some room for performance
optimization, in case minimal quality (i.e. maximal data loss) thresholds have been
devised.

Clustering the solutions (Step 8) In step eight the solutions are clustered by data
loss. As discussed in Section 3.2.2, the data precision metric used can have a great impact
on the measured data loss and thus on the resulting clustering. Some metrics lead to finer
grained results, thus no real clustering can be achieved by using the equality-function (see
the case using the precision metric in Table 3.3)). Here, a reasonable form of discretization
(e.g. rounding or defining intervals) needs to be applied in order to generate usable
classes.
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Final distribution (Step 9) Before distribution, a list containing all assignments
from generalization patterns to recipients is generated. We will later refer to this list as
the pattern-list.

Principle of the identification of data leaks

In this section we introduce the algorithm for detecting data leaks (see Figure 3.6
for an illustration). The scenario is based on a data holder encountering data samples
in the wild that he gave to other organizations in an anonymized (and fingerprinted) form.

1. The original data holder encounters some leaked data samples.
2. The underlying generalization pattern of this data is extracted.
3. The pattern is compared to the pattern list.

a) In case the pattern directly matches the pattern of the data given to a recipient,
this recipient is identified as the source of disclosure.

b) Otherwise, the minimum of recipients that possess the knowledge (i.e. data)
to be able to generate the encountered data set structure is calculated.

Figure 3.6 gives a more graphic explanation of the approach. It must be assured though,
as for any other fingerprinting algorithm, that every fingerprinted set is unique to its

recipient.
@ Data record is encountered (m, 1970)
@ Retrieve generalization pattern of the record
i Person -E a
b Lugpaanangsah
.
LT b
. )'T“K
T A b,
® MR X
[1]2] . [ ]2].. L2
@ Lockup pattern in pattern-list
Pattern User Identity U
i P entify User
@ Matching pattern is found (a,, by) - (a5, by) U, —_— U,
(a0, ba) Uy
Matching pattern is not *
Y @ found (&, by) - U+ Uy
Identify min. combination of users needed to generate pattern

Figure 3.6: Identifying the source of data leakage based on generalization patterns.
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Example 3.3.1. Original Data Dy is anonymized using two different patterns (a1, b;)
and (ag, ba), thus generating the anonymized data sets D1 and Dy respectively. Recipient
Ry is provided with Dy and Ry with Dy. If, for ezample, a data record of the form (ag, ba)
is disclosed (i.e. in our previous examples this would be a data record where "sex” is
provided at original granularity and “birthdate” at year-granularity), it is easy to identify
user Us as source of the leaked data, since user Uy would not be able to provide this much
detail on the QI ”sex”.

Step-by-step description

For this example, we use the microdata from Table [3.2. In step one we define the side
constraints k = 2, Ly, > 1, and lyee < 2 (minimal and maximal level of data loss)
and choose the Samarati metric for measuring data precision. In step two and three we
use the generalization strategy from Figure 3.3| yielding the lattice diagram shown in

Figure (3.7,

Figure 3.7: Lattice diagram after step three.

Analogous to El Emam’s algorithm, we then choose a node of middle height as starting
node for step four, e.g. (a1,by). This generalization does not fulfill the k — anonymity

Sex (a) | Birthdate (b)
19.03.1970
20.03.1970
18.04.1970
D 91.04.1970

T T o

Table 3.4: Generalization (ay, bo).

criterion for k£ = 2, thus we can rule out all nodes below (a1,bp) (in our example, this
applies to one node only: (ag, bp)), because they would not fulfill the criterion as well
(step 4a). We now take the resulting subgraph of the chosen generalization path (step 5)
and apply step 4 to node (ay, b1), which fulfills £ = 2, and thus (by applying step 4b)
the node (aq, be) fulfills the 2-anonymity criterion as well. This leads to the intermediate
lattice diagram shown in Figure 3.8.



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

3.3. Basic k-anonymity based fingerprinting

Derived through 4a

Chosen in step 5

Start Node

Derived through 4b

Figure 3.8: Lattice diagram after the first generalization path.

As no subgraph is left, we arrive at step 6 and again choose a starting node (ag, by). It
does provide 2-anonymity, so we can continue with step 4b and and mark node (ag, b2)
as a possible solution. The resulting lattice diagram is shown in Figure |3.9.

Derived through 4a

Derived through 4a

Chosen in step 5 @

Chosen in step 6

Figure 3.9: Lattice diagram after the second generalization path.

Since we now have traversed through the entire lattice diagram, we can proceed with
step 7 and calculate the data precision and the actual k£ for each node that fulfills the
k-anonymity criterion for k = 2 (see Table 3.5).

Node | Data Loss | k
(ao, bl) 1 2
(ao, bg) 2 2
(al, bl) 2 2
(al, bQ) 3 4

Table 3.5: Data loss and k& for solutions.

We remove node (aj,bs) from the solution set, since the data precision is out of our
defined bounds for the data loss I, and 4. The remaining candidate microdata sets
are shown in Table |3.6.
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(a0, b1) (a1,b1) (a0, b2)
Sex Birthdate | Sex Birthdate | Sex Birthdate
m 03.1970 p 03.1970 m 1970
m 03.1970 p 03.1970 m 1970
f 04.1970 p 04.1970 f 1970
f 04.1970 p 04.1970 f 1970

Table 3.6: Generalization results.

Finally, by clustering the remaining data sets by data precision, we derive generalization
clusters. All solutions in such a cluster will be treated as being equivalent with respect to
the data quality provided. In some cases (e.g. when the classes are too small), we have
to use ranges instead of exact values as classification criteria. In our example we derived
two clusters: C7 = {(ao, b1)} with data precision of 1 and Cy = {(a1,b1), (ao, b2)} with
data precision of 2.

In case the data needs to be sent to two recipients, we choose cluster C and send
data anonymized with strategy (a1,b;) to the first recipient and data anonymized with
strategy (ag, b2) to the second one. Additionally, a list containing tuples of data recipients
and generalization patterns used is stored by the provider. When data is disclosed, the
provider can determine the generalization levels of the quasi-identifier attributes and
then compare them to the list of stored generalization patterns. Thus, it is possible to
identify the original recipient of the data based on the unique generalization variant.

3.3.3 Evaluation

In this chapter we focus on the evaluation of the following aspects:

1. Number of possible fingerprints
2. Robustness of the fingerprints

3. Removing the fingerprint by utilization of complementary releases

Number of fingerprints When utilizing this approach for fingerprinting, it is very
important that the owner of the original data is able to generate enough fingerprints, i.e.
there must exist enough suitable anonymization patterns so that each recipient can be
given a unique data set. Unfortunately, this number depends on various parameters like
number of quasi-identifiers and generalization levels, the anonymization level k, the data
precision metric in use, and, last but not least, the actual data itself. Therefore, an exact
number cannot be given without analyzing the source data. Still, an upper bound can be
retrieved by plainly looking at the quasi-identifiers and their respective generalization
strategies.
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Be N the number of quasi-identifiers and n; the number of generalization levels of the
i-th QI. Then F is an upper bound for the number of different fingerprints with

N
F = an
=1

Robustness of a fingerprint In this paragraph we discuss how fingerprints devised
by our method can be removed or changed in a way to avoid detection of the disclosing
participant. Since the actual granularity of the data is used for fingerprinting, every
removal must incorporate changing the generalization patterns. Since the attacker is
not in the possession of finer grained data, the only reasonable way would lie in further
generalization of one or more quasi-identifiers (actually the attacker could also “invent”
finer granulations than he possesses, thus faking the data. Still, this would result in
wrong, thus worthless data). This approach results in two major drawbacks:

1. In order to become undetectable, the disclosing party must be in the possession of
the generalization strategy that was used for the other recipients, i.e. if U; received
data with the pattern (a1, b2) and Uj received (ag, by), reducing Us’s granularity to
(a3, b1) does not avoid Us’s detection.

2. Even if detection is avoided by the disclosing user, the data quality is reduced
significantly. In our example, U; would at least need to generalize the data to
the form (ag, b2) which is much more general than the data U; would be able to
disclose.

Removing fingerprints through complementary releases Collusion attacks uti-
lizing complementary releases can pose a severe threat to the anonymization of the data
sets. Still, our fingerprint can lead to detection of the leaking parties, although it can
not be guaranteed anymore. The following example shows detection of two collaborating
leaking parties. The quasi-identifiers "birthdate” and ”sex” are generalized like in the
previous examples and ”zip code” is granulated on two levels.

Revelation of the record {p, 03.1970, 1015, short breath} reveals data sets
one and two as sources: The month of birth could only be extracted from data set one,
the zip code in this granulation only from data set two. Still, our basic approach does
not guarantee these detection capabilities, thus we will go into a deeper discussion on
this issue in Section 3.4l

3.4 Providing Resilience against Collusion Attacks

The combination of two or more data sets can be used to subvert both, the anonymization,
as well as the fingerprinting efforts (collusion attack, e.g. [ZL.14]), which was not taken into
account in the original approach proposed in Section 3.3/ and the original papers. Therefore,
in this extended approach, we analyze this threat and show which anonymization strategies
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data set name | sex | birthdate | zip code disease
Bob | m | 18.03.1970 1004 chest pain
original Dave | m | 19.03.1970 1015 short breath
data set Alice | f | 20.04.1970 1004 obesity
Eve f | 21.04.1970 1015 short breath
- p 1970 1004 chest pain
anonymized - p 1970 1015 short breath
set 1 - p 1970 1004 obesity
- p 1970 1015 short breath
- p 03.1970 100X chest pain
anonymized - p 03.1970 101X short breath
set 2 - p 04.1970 100X obesity
- p 04.1970 101X short breath
- m 1970 100X chest pain
anonymized - m 1970 101X short breath
set 3 - f 1970 100X obesity
- f 1970 101X | short breath
Table 3.7: Original data and three generalizations.
must be used to mitigate the resulting effects. Since these two aspects result in different
requirements for the fingerprint, we will discuss them separately: Section|3.4.1/is concerned
with the analysis of collusions against k-anonymity, whereas Section 3.4.2 proposes a
strategy for identifying leaks. The reduction of the anonymization level may not only
result in reputation loss of the data owner, it might even lead to legal actions or reveal
critical business information to competitors. On the other hand, the subversion of the
fingerprinting property of the scheme might lead to severe financial loss for companies that
base part of their business on the trading of information, by making it publicly available
without the possibility for the original data owner to hold the leaking party responsible
for the disclosure. Most parts of this section are taken verbatim from [KSM™14].
Prerequisites 3.4.1. As a prerequisite we assume that two different generalizations of
the same record set can be identified and matched with each other, e.g. by using non-QIs
like medical diagnosis or primary keys. This prerequisite constitutes a kind of worst-case
scenario as we assume that the resilience of the anonymization solely relies on proper
application of k-anonymity, still, in the case of large amounts of structured data, the
ability to match records from differently anonymized sets must be taken into account to
effectively protect sensitive data.
Example 3.4.2. Table |3.8 (a modification of Table 3.2 from Section |3.3) shows the
original data together with two different anonymizations, the fields "sex” and “birthday”
were identified as QIs. Both sets obey k-anonymity for k = 2, still the records can be
matched by using the field "disease” which was not identified as QI (and will not be
generalized in order to retain the data value).
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Original data set Anonymized set 1 Anonymized set 2

Sex | Birthdate Diagn. Sex | Birthd. | Diagn. Sex | Birthd. Diagn.

19.03.1970 | diabetic F 1970 diabetic P | 03.1970 | diabetic
20.03.1970 | disability || M 1970 | disability P | 03.1970 | disability
18.04.1970 blind F 1970 blind P | 04.1970 blind
21.04.1970 | disability || M 1970 | disability P | 04.1970 | disability

Table 3.8: Original microdata and two anonymized versions with k = 2

In this section we show how a systematic selection of anonymization strategies prevents
collusion attacks targeting the anonymization level as well as the robustness of the
fingerprint. In particular, the core contributions presented in this section are:

1. Description and analysis of collusions against our concept of k-anonymity based
fingerprinting.

2. Protection of the anonymity level against collusions.
3. Achieving detectability of colluding attackers.

4. Presentation of an algorithm for constructing k-anonymity based fingerprints
incorporating these results.

It must be noted that the approach proposed in this section does not constitute a strategy
for defending the underlying anonymization technique against inference attacks utilizing
arbitrary external data, thus providing a flexible approach that can be adapted to be
used with a wide variety of other methods for anonymization.

3.4.1 Analysis of collusion attacks against the k-anonymity criterion

As a starting point for our analysis we formalize the information gain inherent to knowing
a specific pattern by defining its hull. Using this, we formalize the information gain
through collusions and the possible consequences for anonymization.

Definition 3.4.3 (Hull). Let A be a set of generalization patterns. The hull H(ay) of a
pattern ag € A is the set of all patterns that can be constructed by lowering the granularity
of QIs:

H(ag) := {a; € Ala;; > ao,;,Vj =1,...,n},

where a;;,ap; denote the generalization levels of the j-th QI of the patterns a; and ag
respectively. Furthermore, a;; > ao, denotes that the generalization level of the j-th QI
s higher in the pattern a; than in pattern ag, i.e. that the granularity of pattern agy is
higher than of a; with respect to the j-th QI. This slight change in notation compared to
the previous sections is needed since we will have to compare several patterns and wanted
to avoid double indices before.
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In other words, the hull of a pattern contains all generalizations that can be constructed
by an attacker without additional information. Figure [3.10| shows an example lattice
diagram based on two QIs together with the hull of a pattern.

(3,4)

Figure 3.10: The hull of a generalization pattern

Corollary 3.4.4. If a given pattern ag obeys k-anonymity for a given k, then all elements
of the hull H(ag) obey k-anonymity for at least the same k.

Proof. The proof for this corollary is rather trivial: Following the definition of the hull it
holds true that Va; # ap € H(ao) : (35 : ai; > ao;) A (37 : ai; < ao,), i.e. for all patterns
in the hull H(ag) except for ag itself at least one QI has a higher generalization level,
while none has a lower one (this is derived directly from the definition of the hull). [

Following we want to analyze, what patterns can be constructed by applying collusions
against two different known patterns a = (a;)i=1,..n and b = (b;)i=1,... n. By using the
definition of the hull, all patterns within the union of the two hulls can be constructed
trivially (Figure 3.11 shows an example with two QIs).

Furthermore, with the prerequisite given at the start of the section, the possibility of
matching the same record in differently anonymized sets, it is possible to construct
the pattern ¢ = (min(ay,b1),...,min(ay,by)) and thus the hull H(c) O H(a) U H(b)
(Figure [3.12 shows an example involving two QIs). We call ¢ the minimal generalization
pattern with respect to the patterns a and b. The minimal generalization pattern always
exists because either, without loss of generality, a € H(b) trivially yielding ¢ = b (and vice
versa for b € H(a)), or not. In the latter case it is always possible to use the construction
by calculating the minimal generalization levels with respect to each QI. Since we
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Figure 3.11: The union of the hulls of two patterns

implicitly assume a finite number of QIs and the ”>”-relation forms a well-ordering on
the generalization levels for each QI, the minimum can always be calculated.

Figure 3.12: The hull generated by colluding two patterns

This can be further extended to the general case of a finite number of generalization
patterns:

Definition 3.4.5. Let A = (a;)i=1,..r be a set of r generalization patterns with respect to
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n QIs. We define the hull H(A) as H(a), where @ is the minimal generalization pattern
with respect to all a; € A.

H(A):= H(a) = Hmin(a1,,...,ar,),...,min(a1,,...,a,,))

Since this is just an extension of the two-dimensional to the general finite-dimensional
case, the existence of the minimal generalization pattern can be derived easily by using
complete induction (to be precise, complete induction proofs this for the case of countably
infinite quasi identifiers).

Theorem 3.4.6. Let A be a set of generalization patterns distributed to consumers, each
obeying the k-anonymity condition for k. Then the level of anonymity of the data cannot
be reduced beyond k by any selection of colluding consumers if and only if the minimal
generalization pattern of A at least obeys the same k-anonymily condition.

Proof. In case the minimal generalization pattern does not obey k-anonymity for &, a
collusion of all consumers breaks the anonymization. On the other hand, the minimal
generalization pattern contains the most granular generalization of each QI with respect
to the information given to all consumers, i.e. it is not possible to generate another
pattern from the patterns owned by the consumers that has a higher granulated QI.
Thus, in case the minimal generalization pattern obeys k-anonymity, all other patterns
derived by colluding the consumers data sets obey at least the same criterion. O

3.4.2 Identification of colluding attackers

Following we discuss how to choose generalization patterns to identify the colluding
attackers. For this, we need more prerequisites regarding our attacker model:

Prerequisites 3.4.7. Like in the original fingerprinting approach, we assume that
attackers always try to generate the best possible data set, i.e. they are not willing to
reduce the granularity of a QI in case a higher one is available to them. One reason for
this lies in the fact that every fingerprint (even without considering collusions) can be
removed trivially by generalizing all QIs to the mazimum generalization level (of course
this includes losing virtually everything in terms of quality). Furthermore, we assume
that consumers want to generate as good data as possible through collusions. As an
additional prerequisite, we assume that attackers do not know the patterns distributed
to non-colluding consumers. Please note that these prerequisites are not needed in
Section |5.4.1.

Thus, the following targets need to be achieved by such a solution in order to be defined
as resistant to collusion attacks with respect to our prerequisites:

1. All colluding partners shall be identified.
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2. No innocent partner shall be suspected wrongfully.

The first observation is that any pattern a; within the hull of a pattern ag does not
fulfill above requirements since a collusion would go undetected. Generalization of this
statement leads us to the following theorem:

Theorem 3.4.8. Let A ={a;li =1,...,r} be a set of patterns. Then A constitutes a
set of patterns resistant to collusions, if and only if a; ¢ H(A\a;),Vi=1,...,r.

Proof. (1) Let ap € A be a pattern for which the precondition holds true, i.e. ag ¢
H(A\ap) =: H(ap), where ag is the minimal generalization pattern of A\ag. Thus follows
that ap has at least one QI ag; of finer granularity than g, thus is not constructible by
using solely the patterns in A\ag. If a set anonymized with a pattern containing ao,
with the granularity found in ag, it can be guaranteed that the user holding pattern
ao participated in the collusion. If generalized for all ¢ = 1,...,r, the first implication
follows trivially. (2) On the other hand, if all colluding partners shall be identifiable, it
must not be possible to construct a pattern from the set containing the other patterns
A" = A\ag, i.e. ap ¢ H(A") = Jao, : ao; < a;;, Vi # 0. Since this must hold true for all
patterns a;, we can generalize that VI =1,...,7: Ja; : a;; < a;;,Vi # [ trivially leading
toa; ¢ H(A\a;),Vi=1,...,r. O

Example 3.4.9. Figure|3.13 shows three patterns a1 = (3,2),a2 = (0,2) and ag = (0,4).
In case of collusion of the partners holding data generalized with ay and ag, the partner
having data of the form as could be accused innocently. A collusion of partner as and as
would not be detected, partner as would still be deemed trustworthy.

Figure 3.13: Example for a collusion
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The above theorem states that every pattern in A has to be more detailed than all the
others with respect to at least one QI and the attacker model outlined at the start of
this section.

Corollary 3.4.10. The mazimum number of independent patterns is bound by the number
of Qls, i.e. the number of partners must be smaller or equal than the number of Qls.

It must be noted that detecting colluding attackers is completely independent from
providing sets that obey k-anonymity. Thus in real-life scenarios the number of possible
colluding consumers that can be detected while still obeying k-anonymity may be much
smaller.

3.4.3 Modifying the algorithm for a privacy preserving generalization
strategy

Based on the last section and the algorithm proposed in Section 3.3.2, we propose an
algorithm for generating a privacy preserving solution. This solution is needed to achieve
both features mandatory in a fingerprinting scheme targeting information business:
Providing an irreducible anonymity level while maintaining enough stability in order to
identify colluding data recipients.

Privacy preserving generalization strategies

Definition 3.4.11. We define a set A consisting of r generalization patterns as privacy
preserving, when the solution is conforming to the following properties:

1. Each pattern at least obeys the chosen anonymization level k.

2. The pattern generated by colluding all r patterns of A at least obeys k-anonymity
for the same k.

3. In case of collusions, it is possible to identify all participants.

4. All patterns a; € A have the same quality with respect to the chosen DPM and
tolerance.

If several privacy preserving generalization strategies are found, it is necessary to choose
a "best” solution. Several measures can be used for defining this solution, e.g. lowest
average data loss, lowest difference in quality between the patterns or highest number of
patterns.

As discussed in Section [3.4.1], a privacy preserving solution as defined above can only
be found in case the number of consumers r is not greater than n, the number of Qls.
Depending on the actual sets and the anonymization level demanded, » may even be
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significantly smaller than n to be able to provide a generalization strategy that obeys the
criteria mentioned above. Thus, it may be useful to define a weaker definition for privacy
preserving generalization strategies that can be obeyed more easily while still providing
reasonable security. However, we believe that typical databases in many application
domains like medical health records or omics-data contain enough QIs for our approach
to be practical.

The algorithm

The algorithm proposed in this section, like the algorithm proposed in Section [3.3.2] is
based on El Emam’s algorithm for calculating an optimal solution for the k-anonymity
problem of single sets [EEDIT09] (i.e. finding the pattern with minimum information
loss), combined with the results from the previous sections concerning resilience against
collusions.

1. All side parameters are defined: The anonymization level k, minimum/maximum
bounds for data loss I, and l4., the DPM and the tolerance ¢t. Furthermore,
the algorithm terminates in case n < r.

2. For each QI, a generalization strategy including the different levels of granularity is
defined.

3. The lattice diagram holding all possible patterns is calculated.
4. A node at middle height is chosen and tested for k-anonymity.

a) If it does not fulfill the selected k-anonymity criterion, all nodes below in the

lattice diagram (including the current one) are ruled out as possible solutions.

b) In case it does, all nodes above (including the current one) are marked as
possible solutions.

5. Step four is repeated for the remaining subgraphs. If all nodes below were ruled
out (4.a), one QI of the node used in step 4 is increased by one and used as input
in step 4. In case of 4.b, the same approach is followed with one QI decreased. This
step is repeated for all remaining subgraphs until all nodes in the original subgraph
are evaluated.

6. In case no subgraph is left, another still unevaluated node at middle height is chosen
and the algorithm proceeds with step four until all nodes are evaluated.

7. For each node marked as possible pattern, the DPM and the actual k is calculated.

All patterns with a precision outside l,,,;, and l,q; are removed.

8. The remaining patterns are clustered into equivalency classes according to their
quality and the tolerance t.
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9. For each resulting class, the minimal generalization pattern is generated. Classes
resulting in a pattern not obeying k-anonymity are removed from the possible
solutions.

10. For each remaining class, the ability of detecting colluding attackers is tested
according to Section 3.4.2|and eventually removed from the set of possible solutions.

11. If the set of possible solutions is empty, ¢, lnin and [, are relaxed with respect to
a predefined strategy. The algorithm then proceeds with step seven in case t < [;4z
(in case t > lyqq, t can obviously be set to l,,q,; without losing any solutions. The
algorithm then proceeds with step seven too).

12. If more than one class remains, the best solution is chosen (see Section |3.4.3).

13. The data sets for the data recipients are generated.
Following we will provide some annotations on the most important steps:

DPMs and maximum levels (Step 1): The algorithm should provide approximately
the same level of precision to all consumers. Still, it may not be possible to find a
generalization strategy with r patterns possessing exactly the same quality. Thus, the
tolerance parameter ¢ is defined as the maximal tolerated difference in quality inside an
equivalency class, i.e. t > (max;(M(a;)) — min;(M(a;))), where M is the DPM used.
The parameters I, and l,,,4. hold the bounds for the minimal and maximal data quality
of a valid solution.

Eliminating nodes (Step 4): Since we need the set of all possible solutions to
construct the equivalency classes (this is a major deviation from the algorithm outlined
in [EEDIT09]), the nodes holding less granular patterns cannot be removed from the set
of possible solutions in case of (4.b).

Clustering the solutions (Step 8): Step eight clusters the patterns into classes by
their quality and with respect to the tolerance ¢. Patterns may (and with a higher ¢
will most likely be) inside several such equivalency classes, especially since all subsets of
clusters are valid classes too. Classes holding less than r patterns are removed from the
list of solutions.

Finding a privacy preserving solution (Steps 9 and 10): In these steps, the
previous results are incorporated to find a privacy preserving solution as defined in Sec-
tion [3.4.3l Step nine guarantees that colluding all patterns of the resulting generalization
strategy does not result in a pattern that fails the k-anonymity criterion, while step ten
guarantees the identification of each colluding data recipient.
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Relaxing the side parameters (Step 11): In case no solution for a privacy preserving
generalization strategy with respect to the parameters t, [, and L., is found, the
algorithm tries to relax these parameters and proceeds with step seven to find a privacy
preserving generalization strategy with lower requirements. The strategy for relaxing
these parameters must be defined by the user beforehand. Choosing suitable strategies
depends very much on the actual data and requirements and is not part of this work.

Choosing the best solution (Step 12): Several strategies may be chosen for selecting
the best privacy preserving strategy: Section 3.4.3 gives some ideas on reasonable choices
for comparing the solutions.

In the course of this chapter we always demonstrated our approach with respect to
the common concept of k-anonymity. In case other, related, concepts like [-diversity
or t-completeness are used, the check for compliance of the pattern in step 4 has to be
adapted to resemble the new criteria put forth in Section 3.6.

Example

To demonstrate the applicability of the approach, we provide a small example. Due to
better readability we will omit unnecessary intermediate results.

Step 1: Choosing the side parameters: We choose an anonymization level k& = 2,
Lmin = 0, lmaz = 4 and t = 0 using the Samarati Metric (SM). Furthermore we want to
distribute the fingerprinted data to three recipients. The original data can be found in

Table 3.9 (the attributes ID, birthday, ZIP-Code and sex, with generalization level 0, i.e.

the columns with “0” in the second row).

Birthdate ZIP code Sex
1D 0 1 2 3 0 1 213101
1 | 31.05.1970 | 05.1970 | 1970 | 70s | 1042 | 104 | 10 |1 | F | P
2 | 25.04.1970 | 04.1970 | 1970 | 70s | 1062 | 106 | 10 | 1 | M | P
3 | 16.05.1970 | 05.1970 | 1970 | 70s | 1041 | 104 |10 |1 | F | P
4 | 08.04.1970 | 04.1970 | 1970 | 70s | 1062 | 106 | 10 | 1 | M | P

Table 3.9: All generalization levels for the chosen data set

Step 2: For the QIs birthday, ZIP-Code and sex the following generalization levels are
defined (see Table 3.9 for all generalization levels):

» Birthdate: Exact to (0) day, (1) month, (2) year, (3) decade.

o ZIP-Code: Exact to (0) sub district (4 digits), (1) district (3 digits), (2) inner/outer
city (2 digits), (3) city (1 digit).
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o Sex: Either (0) female (F)/male (M) or (1) person (P).
Step 3: The lattice diagram holding all possible generalization patterns is calculated.

Step 4: Since birthdate and ZIP-Code both possess 4 generalization levels (0, ..., 3) and
sex possesses 2 levels (0,1), the maximum height of the lattice diagram is 7 (3 + 3+ 1),
the minimal 0 (0 + 0+ 0), thus all levels with a combined sum of generalization levels
of 4 are at middle height (since we use the Samarati Metric for measuring the data
precision, the definition of the height in the lattice diagram and the data loss is equal.
This does not hold for other DPMs though). In our example seven nodes with height 4
exist. A node at middle height is chosen at random and checked for compliance with the
k-anonymity criterion for k = 2. For example we choose the node ag = (0,3, 1) which
does not obey the criterion (see Table 3.9). Thus all nodes (z,y,2) with x <0, y <3
and z < 1 are removed from the set of possible generalization patterns (see Step 4.a in
the algorithm).

Step 5: Step four is repeated for the remaining subgraphs, i.e. a node that can be
derived by lowering the granularity of one QI in ag is constructed and used as input for
step 4, e.g. (1,3,1). This node fulfils k-anonymity, thus all nodes (z,y, z) with > 1,
y > 3 and z > 1 are added to the list of possible generalization patterns. This is done for
all remaining subgraphs.

Step 6: The steps four and five are repeated until all nodes at middle height are
evaluated. Table [3.10 shows the set of possible generalization patterns obeying the
k-anonymity criterion for £ > 2 before applying the bounds for the data precision.

Pattern | SM Pattern | SM | k | Pattern | SM Pattern | SM

(2,2,0)
2,2,1

(3,1,0)
3,1,1

Sy Ot Ot i
RS
O T Ul
Ao N | R

(2,2,1)
(2,3,0)
(2,3,1)

(3,1,1)
(3,2,0)
2,3,1 (3,:2,1)

3,2,1

NN NN

oA W W N
BN I SONUCIN S, B
NN NN

Table 3.10: Possible generalization patterns for k > 2

Step 7: All patterns with data loss higher than 4 are removed, for all remaining nodes
the actual k is calculated.

Step 8: The remaining generalization patterns are clustered with respect to the tolerance
level t = 0. Table 3.11 gives an overview on the resulting clusters (in order to keep
this example well-arranged, it already contains the results from steps nine (the minimal
generation pattern a) and the clusters are grouped by their data loss and the number of
patterns respectively).
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ID | SM | # Patterns | Patterns a k for a
1] 3 3 (1,1,1),(1,2,0),(2,1,0) (1,1,0) 2
2 4 5 (1,2,1),(1,3,0),(2,1,1),(2,2,0),(3,1,0) | (1,1,0) 2
3| 4 4 (1,3,0),(2,1,1),(2,2,0),(3,1,0) (1,1,0) 2
4 4 4 (1,2,1),(2,1,1),(2,2,0),(3,1,0) (1,1,0) 2
5| 4 4 (1,2,1),(1,3,0),(2,2,0),(3,1,0) (1,1,0) 2
6 4 4 (1,2,1),(1,3,0),(2,1,1),(3,1,0) (1,1,0) 2
7 4 4 (1,2,1),(1,3,0),(2,1,1),(2,2,0) (1,1,0) 2
8 4 3 (1,2,1),(1,3,0),(2,1,1) (1,1,0) 2
9 4 3 (1,2,1),(1,3,0),(2,2,0) (1,1,0) 2
10| 4 3 (1,2,1),(1,3,0),(3,1,0) (1,1,0) 2
11| 4 3 (1,2,1),(2,1,1),(2,2,0) (1,1,0) 2
12| 4 3 (1,2,1),(2,1,1),(3,1,0) (1,1,0) 2
13| 4 3 (1,2,1),(2,2,0),(3,1,0) (1,1,0) 2
14| 4 3 (1,3,0),(2,1,1),(2,2,0) (1,1,0) 2
15| 4 3 (1,3,0),(2,1,1),(3,1,0) (1,1,0) 2
16| 4 3 (1,3,0),(2,2,0),(3,1,0) (1,1,0) 2
17| 4 3 (2,1,1),(2,2,0),(3,1,0) (1,1,0) 2

Table 3.11: The constructed clusters

Step 9: For each cluster, the minimal generalization pattern is constructed and tested
whether it obeys k-anonymity. Due to the simple metric, small tolerance and small data

set, the minimal generalization pattern for each cluster is the same in this example.

Step 10: All clusters that do not provide the ability to detect colluding attackers are
removed from the sample, reducing the set of possible results to the pattern with ID 11
(see Table [3.11).

Steps 10 and 12:

The side parameters ¢, l,,;n, and [, could be lowered to generate

more solutions, which we omit in this example. The data is anonymized with the resulting
patterns from the cluster with ID 11 and distributed (see Table 3.12).

Data set 1 Data set 2 Data set 3
Birthdate | ZIP code | sex | Birthdate | ZIP code | sex | Birthdate | ZIP code | sex
05.1970 10 P 1970 104 P 1970 10 F
04.1970 10 P 1970 106 P 1970 10 M
05.1970 10 P 1970 104 P 1970 10 F
04.1970 10 P 1970 106 P 1970 10 M

Table 3.12: The distributed data sets
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Evaluation

In this section, we evaluate the presented approach with respect to certain key features
for fingerprinting algorithms. It must be noted that some criteria are heavily dependent
on the actual use case, e.g. the number of achievable fingerprints.

Number of possible data consumers: For our approach it is vital that every con-
sumer receives the data anonymized with a unique, non-reusable pattern. In general,
the number of possible fingerprints is heavily depending on side-parameters like the
anonymization level, the minimal and maximal allowed data quality and clustering toler-
ance, as well as on the data itself. Furthermore, since the approach requires a privacy
preserving generalization strategy, the number of possible patterns is reduced drastically
and can be limited to Fyp,; < n. Still, e.g. considering call-detail-records (CDRs) in
interconnection-billing or anti-fraud systems for telecommunication providers [RR9§]|, the
typical data set possesses much more QIs (exceeding 50 for a typical ICB-system) than
possible recipients (usually less than 10), thus rendering this approach perfectly feasible.
Other application fields where we see no problem with the number of possible data recip-
ients are medical research, especially considering large omics-databases (e.g. [DWY™10]),
as well as PSE process implementations (e.g. [WRK19]), where few partners meet a large
amount of quasi identifiers.

Robustness of the fingerprints and the anonymization: Another important
evaluation criterion lies in the robustness of the fingerprint against tampering and
removal. Since the fingerprint is constituted by the intrinsic structure of the data, the
only way to remove such fingerprints lies in changing the data structure, i.e. changing
the underlying anonymization pattern. In order to hide, the consumer would need to find
a pattern that is either distributed to another consumer (which is impossible when using
a privacy preserving generalization strategy), or that at least lies in the hull of another
distributed pattern. To achieve this, the attacker must (i) know the pattern used for
another consumer and (ii) know the generalization levels of the quasi identifiers. At any
rate, the value of the leaked data will be drastically reduced, since the attacker is only
able to reduce the granularity of known data in order to hide the pattern. Concerning the
robustness of the anonymization, the proposed approach ensures that the k-anonymity
criterion cannot be broken by inferencing an arbitrary selection of the fingerprinted
data sets. Still, attacks against the concept of k-anonymity itself, especially considering
inference attacks involving external data, may lead to unwanted disclosure.

Example 3.4.12. Let A and B be two consumers, where A gets data anonymized with
pattern (3,1) and B with pattern (1,3). Assuming A knows the pattern for B and the
generalization levels for each QI, the best unidentifiable pattern that A can generate would
be pattern (3,3).

Validity of the algorithm: For the practical applicability of the approach, an al-
gorithm that is able to construct the fingerprint is needed. Thus we will show that
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the proposed algorithm terminates and that all possible privacy preserving solutions
are generated: Steps 1 to 3 in the algorithm set the side parameters and generate the
generalization levels and the lattice diagram which terminates trivially in case of a finite
number of QIs and possible generalizations. Steps 4 to 6 iterate through all nodes in order
to decide if they obey k-anonymity. In every invocation of step 4, nodes are either marked
as possible patterns or removed from the evaluation. In both cases, these nodes will not
be chosen by steps 5 or 6 as input node for step 4, thus guaranteeing that each node is
evaluated at most once. Thus this cycle terminates after a finite number of iterations.
Step 7 terminates trivially, step 8 generates all possible clusters from the set of possible
patterns which is again finite. Since the minimal generalization pattern always exists (see
Section 3.4.1)), step 9 and 10 terminate too. Furthermore, the algorithm needs to generate
all solutions. Lets assume one solution is missing: Since the solutions are generated by
clustering all patterns obeying k-anonymity into equivalency classes, it follows trivially
that at least one pattern ap must be missing. Since the lattice diagram calculated in step
3 holds all possible patterns, ag must have been lost in the loops implemented in steps 4
to 6. This part is functionally equivalent to the algorithm proposed in[EEDIT09] and
proven to be complete: For each middle node, either the upper subgraph (including the
middle node) can be marked as possible pattern, or can be ruled out. For each middle
node the algorithm cycles through the remaining subgraph and the process is repeated
until no unevaluated nodes are left.

Detection capabilities: Another highly important evaluation criterion is the detection
capability of a fingerprinting algorithm. In Section 3.1, we already put forth the design
criterion that, contrary to other fingerprinting mechanisms, detection should be made
possible by a single leaked data record, as this is a major issue in many sensitive
application areas like the medical domain. This can be achieved by design, furthermore,
the loss of all columns containing non-QIs and even selected columns containing QIs can
be tolerated in certain practical examples.

3.5 Generalization to advanced methods for achieving
k-anonymity

One major aspect that is often neglected in the description of k-anonymity and related
approaches for practical usage, as well as in academic papers, covers alternative methods
for achieving said criteria. Typically, authors describe a form of generalization that is
called full-domain generalization, where all records are treated similar. Some authors
also add simple forms of suppression in order to cater for the removal of outliers that can
severely impact the anonymization process, especially in case of full-domain generalization.
The approaches outlined so far in this chapter have also been developed with full-
domain generalization in mind. Still, while full-domain generalization is simple and
straightforward, it faces major problems when dealing with unequally distributed data,
and especially in case of hierarchical qualitative concepts which only allow for an "unevenly”
distributed generalization into more general concepts. Thus, within this section, we
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will cover the following alternative methods for generating k-anonymous data sets. The
selection has been quite broad by not only including prominent examples typically
encountered in practical implementations, but also more complex and rarely encountered
methods:

e Several forms of generalization and
e some types of suppression, as well as

e anatomization.

Typically, these extensions will have an impact on the number of fingerprints available,
but also on the performance of the fingerprint generation. This section, as well as
Section 3.6/ are under submission at the time of submitting this thesis.

3.5.1 Advanced generalization methods

We will start the extension to advanced methods aiming at different forms of generaliza-
tion.

Full-domain Generalization: This is the most prominent form of generalization and
the one that has been used to develop the original approaches in this chapter. The main
characteristic of this method lies in the fact that a generalization strategy is chosen for
each quasi-identifier as a whole, i.e. the selected QI is generalized in the same way for all
records, independent of it’s actual value in the respective record.

Subtree Generalization: While in the full-domain generalization approach, the same
generalization level is chosen for all values of a given quasi-identifier, subtree generalization
allows for choosing different levels in each subtree of the generalization tree.
Figure 3.14] together with Table |77 illustrate the difference for the quasi-identifier "age”.
It must be noted though that one additional important prerequisite for choosing the
patterns exists: For a non-leaf node, either all child nodes are generalized, or none, i.e.
the generalization takes place on the subtree level (hence the name).

®
(o= (o=

A ¥\ A ¥ N
[0-25] [26-50] [51-75| [76-°°] [0-25] [26-50]|[51-75] [76-<]

Figure 3.14: Examples for full-domain (A) and subtree (B) generalization.

Subtree generalization allows for a broader range of generalization patterns and finer
levels of granularity may be chosen for selected values or intervals of a quasi-identifier,
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especially when the pattern needed in order to achieve k-anonymity in the full-domain
case is influenced by one sparsely populated value range (see Table 77 with respect to
Figure 3.14).

Original data | Full-domain Subtree
ID | sex | age | sex age sex age
1 |m |26 | m | [0-50] | m | [0-50]
2 |m [ 4 | m | [0-50] | m | [0-50]
3 f 52 f | [Bl-00] | £ |[51l-75]
4 f 62 f | [Bl-00] | f | [51-75]

Table 3.13: Generalizing QI ”age” for achieving k-anonymity (k = 2)

Sibling Generalization: Sibling generalization is a method very similar to subtree
generalization with one difference: Instead of the basic requirement that all nodes of a
subtree need to be generalized to the same level, it is possible that some siblings remain
ungeneralized. The parent node is then chosen as representative of all missing child nodes.
Figure 3.15/ (B) shows an example: The intervals [19-30] and [31-50] are generalized to the
parent interval [0-50], while the child interval [0-18] of [0-50] remains ungeneralized. In
general, sibling generalization produces less data loss compared to subtree generalization,
since only child nodes violating the k-anonymity criterion need to be generalized, still,
this is very much depending on the actual data and precision metric in use.

®

[0-=] [0-=]

0-18 19-30 31-50 S1E75! 76 -0 0-18 19-30 31-50 S578 76 - o=

Figure 3.15: Examples for subtree (A) and sibling (B) generalization.

Fingerprinting with subtree generalization

In this section, we will discuss the adaption of the basic fingerprinting approach to subtree
generalization.

Fingerprint generation & identification: Since the original approach uses full-
domain generalization, the generation of the fingerprints in the subtree generalization
case works very similar. The only difference lies in the selection process of the patterns,
where more possibilities for each QI exist. Furthermore, in order to guarantee stability,
some prerequisites for the selection exist even for the non-collusion case (see paragraph
Stability below). The identification procedure works exactly like in the original approach,
the generalization pattern of the encountered data record is calculated and compared to
the list matching the data recipients with the patterns.
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Diversity: The number of fingerprints that can be generated by this method is theoret-
ically higher than in the original approach, since the number of different generalizations
may be higher for each QI. Still, in order to achieve stability, the criteria outlined in
paragraph Stability must be obeyed, again reducing the number of possible fingerprints
depending on the actual data. Still, as a lower bound, the number of fingerprints when
using subtree generalization is at least the number of fingerprints in the full-domain case.
This is easy to proof, since every pattern in the full-domain case forms a pattern in the
subtree case that trivially follows the stability criteria outlined below. On the other
hand, all other valid patterns in the subtree case are not valid when using full-domain
generalization.

Stability: Since this adaption of the fingerprinting approach relies on the uniqueness of
the generalization pattern for each data recipient, it must be ensured that this prerequisite
is kept for all possible values inside the anonymized data sets, in order to be able to
identify the fingerprint based on each single record. While this is trivial for the full-
domain case, it adds some difficulty when using subtree generalization: For example, let
us assume that two data sets Dy and Dy are anonymized with two patterns p; and po
respectively and the only difference between these patterns lies in the quasi-identifier
"age”: pp is anonymized using pattern (A) from Figure 3.14 (which is also a subtree
in addition to a full-domain generalization), ps is using pattern (B). Even though the
anonymization patterns differ in general, there may exist records that are similar in both
patterns, e.g. any record with an age between 0 and 50. The reason behind this is that
even though the patterns are different in general, they are not different in each record.
There are actually two simple solutions for mitigation: (i) Reducing the requirement of
being able to identify the data leak in every single record or (ii) providing uniqueness of
the pattern in each record. While the first mitigation strategy is trivial, it reduces the
usability of the overall approach drastically, thus leaving the second one as the better
option: As an additional prerequisite for the selection of the patterns it must hold true
that each pattern is unique for every record encountered in the original set. This is
a relaxation of the more strict requirement of being unique for every possible record,
since only the data actually fingerprinted needs to be taken into account: The above
mentioned examples for p; and p2 could be a perfectly fine selection, in case no records
with values between 0 and 50 for the QI ”age” exist in the original set. Furthermore, in
the general case, the uniqueness of a pattern does not solely depend on a single QI, but
on the combination of several ones, so problems in the uniqueness with respect to one
single QI may even themselves out when regarding the whole pattern. Thus we arrive
with the following additional selection criteria during the generation phase:

1. In case of the relaxed requirement that each pattern must be unique for every
encountered record, the patterns need to be checked for uniqueness at generation
time.

2. In case of the more strict requirement that each pattern must be unique for every
possible valid record (within the expected value ranges), it is possible to rule out
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all patterns p; where it holds true that there exists an already selected pattern
pi, i # j and a QI I with pj;, (V') = p;, (V) for any possible legitimate value V.

Resilience against inference attacks: In general, the results for the approach using
full-domain generalization given in Section 3.4 can be adapted, with only requiring the
incorporation of different granularization levels per pattern, depending on the actual
value.

Let A be the set of all possible patterns and X; be the set of all possible values for the
ith quasi identifier. The hull of pattern ag is defined as the set of all patterns that can
be constructed by lowering the granularity of quasi identifiers for a set of values:

H{(ao) := {a; € Ala;;(x) > ap,(x),Vj =1,...,n,Vr € X;}

where a;;(x) and ag,(z) denote the the generalization levels of the 4% quasi-identifier
with respect to the value x € X;. Furthermore, the definition of the >-relation denotes
that the granularity of the pattern on the left is lower than on the right side.

Based on this adaption of the hull, we can define the minimal generalization pattern with
respect to subtree generalization as

a = (min(ay, (z),...,ar (x)),...,min(ay, (z),...,ar, (z)),

where n is the number of quasi-identifiers and r the number of patterns. Let U be the set
of patterns obeying the k-anonymity criterion that is distributed to the data recipients.
Following the proof given in Section 3.4|and exchanging the definitions of the hull and the
minimal generalization pattern for the extended versions given above, it follows trivially
that the level of anonymity cannot be reduced below k by any given selection of colluding
data recipients, if and only if the minimal generalization pattern of U obeys the criterion
for at least the same k.

Regarding the identification of attackers, we assume the strict requirement that each
pattern must be unique for every possible valid record within the expected value ranges,
in order to provide stability in the non-colluding case. Then the set of patterns U is
resistant to collusion, if and only if a;(z) ¢ H(U\{a;(x)}),Vi=1,...,r,Vz € X;. The
proof of this theorem is a slight adaption to the one outlined in Section |3.4.

Advantages: In general, this modification has two major advantages: (i) The number
of possible fingerprints is typically higher than in the general approach, especially when
looking at the relaxed version without incorporating inference attacks, and (ii) the
impact on the overall data quality may be reduced by reducing the amount of unneeded
generalization of records possessing frequent values in the quasi-identifiers.

Limitations: The main limitation of this approach lies in the additional performance
costs, especially when considering the relaxed version: In this case it is not sufficient to
check for obeying the k-anonymity criterion for each pattern, additionally it has to be
checked for uniqueness. Furthermore, with the number of possible fingerprints increasing,
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also the performance requirements of the algorithm for providing ”fair” fingerprints
increases. This can be mitigated by only searching for a pre-defined number m of
valid fingerprints with a higher threshold in difference regarding data quality, instead
of searching for the best solution, i.e. the algorithm finishes when a suitable set of m
fingerprints is found and does not care for finding a better solution.

Example: Table [?7 shows an example of an original data set together with two
fingerprinted samples. Any attribute containing actual payload was removed from the
example in order to arrange it more clearly.

Original data First Set Second Set
ID | sex | age | sex age sex age
26 [26-50] [26-75]
27 [26-50] [26-75]
34 [26-50] [26-75]
60 [51-75] [26-75]

[51-75] [26-75]

[51-75] [26-75]

heRicBuoloBo}

62 51-75 26-75
62 | p 51-75 26-75

S UL W N
-=8 B B B
-=8 B B B

Table 3.14: Subtree generalization: Original data and two anonymized sets (k = 2)

Fingerprinting with sibling generalization

In order to evaluate the usability of sibling generalization for fingerprinting and to be
able to compare it to the approach based on subtree generalization, we propose the
following identification: For every parent node used as representative of all missing child
nodes, we identify this node with the combination of all of it’s missing child nodes, e.g.
in Figure 3.15| (B), the node [0 — 50] is identified with [19 — 30] U [31 — 50], thus forming
a kind of subtree generalization. When applying this mapping, it has to be kept in mind
though that in the identification routine, the parent node and not an element of this
combination is encountered.

For the resulting fingerprint, based on the identification with the subtree generalization,
the same characteristics hold true with one exception: In case of two patterns a; and
az, where w.l.o.g. a1 is a parent node as representative for missing child nodes, while
as always uses the same node for generalization, it may not be possible to distinguish
the fingerprints on the record level for every record. Thus it must always be taken into
account that the selected patterns do not overlap, like the selection done in the subtree
generalization case.

3.5.2 Suppression

In general, suppression can be seen as the most simple form of generating uniform
records: Depending on the original data set and the parameter k, data that violates the
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k-anonymity criterion is removed from the set until every equivalency class contains at
least k records (or, of course, the data set is empty). Still, different definitions for data
suppression exist, depending on the actual data removal process.

Row/Record Suppression: This form of suppression is the one that is dominant in
the literature, usually in combination with generalization: Through the deletion of whole
data records from the set, either k-anonymity is achieved directly, or more common, the
amount of generalization required to achieve k-anonymity is reduced in order to provide
more granularity in the remaining records.

Column/Attribute Suppression: In the case of attribute suppression, attributes
are deleted as a whole from the recipients data sets in order to achieve anonymity, as
well as the fingerprinting ability (or, of course, no more quasi-identifiers are left). While
this approach is rather theoretical for most applications, we will nevertheless discuss its
advantages and disadvantages.

Cell Suppression: Especially in cases where only a single attribute in one record
might thwart fulfilling the k-anonymity criterion for a data set, only changing the content
of this attribute in this specific record might be a valid solution, further on referred to as
cell suppression. In the case of cell suppression, the content of an attribute is selected to
a default value (e.g. "NA”) in the selected records.

Suppression and Generalization: Of course, one vital strategy for generating k-
anonymous datasets lies in applying suppression and generalization at once, i.e. by
generating the equivalency classes through mild penalization, keeping almost all records
and then treating the outliers using various forms of suppression. While this is a good
strategy for generating k-anonymous data sets, the problem of good fingerprints is heavily
depending on the actual form of the data, thus requiring detailed analysis of the data
set and thus cannot be solved in this abstract form. Still, the approach will still be
applicable, as it is solely a combination of the two singular approaches of generalization
and suppression.

Fingerprinting with record suppression

In this section, we will discuss the adaption of the basic fingerprinting approach to record
suppression.

Fingerprint generation: The generation of the fingerprints is done in two steps:
(i) removal of all records that violate the k-anonymity criterion and (ii) generation of
different data sets for distribution.

Since no further operation is following the suppression, it follows that all records that do
not fall into a class possessing more than k& — 1 records need to be deleted and cannot be
used for establishing the fingerprints. This is trivial, since contrary to generalization, the
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further removal of records in order to generate the fingerprint does not generate new class-
affiliations where they previously did not exist, i.e. classes cannot merge due to suppression.
Let T = {t;,i = 1,...m} be the table holding the data and ¢; denote the records. W.l.o.g.
we only consider the quasi-identifiers when comparing records, i.e. two records are in the
same equivalency class if and only if they have the same values in all quasi-identifiers.
Then, in order to achieve anonymization, Vt; € T': [{t;|t; = t;,5 = 1,...,n}| > k must
hold true.

The second step contains the generation of the actual fingerprints: For each data recipient,
(at least) one equivalency class is defined as marker class that is removed entirely from
the set for all other recipients, i.e. only data recipient U; possess data of class m;. This
class forms the fingerprint inside the distributed data set.

Fingerprint identification: When distributing the fingerprinted data sets to the
recipients, the data owner stores a list containing the assignment of marker classes to
users. When encountering a leaked data set, the data leak is determined by searching for
the records constituting the marker classes and thus identifying the defaulting user. The
capability to detect leaks based on single records is thus not fulfilled anymore.

Diversity: The number of fingerprints that can be generated highly depends on the
number of records in the table and the size of k: For each existing k-anonymity class after
the first generation step one fingerprint can be generated. Furthermore, also combinations
of single marker classes could be used for identifying one data recipient, e.g. user Uy
possessing the marker classes mo and ms.

Stability: The stability of a single fingerprint largely depends on the completeness of
the set: In case more than one marker class is missing, it is not possible to identify the
defaulting recipient. This is especially critical when considering leakage of single records
or small subsets.

Resilience against inference attacks: In general, colluding attackers may want to
achieve two (separate) targets: (i) Reducing the anonymity level and (ii) disguising the
partners participating in the collusion. Due to the construction of the fingerprints, it is
not possible for any selection of colluding partners to reduce the anonymity-level: Even
a collusion of all recipients would only result in the intermediate set after generation step
one, which already obeys the k-anonymity criterion.

Regarding removal of the fingerprint, collusion of only two recipients allows them to
single out their respective marker classes by calculating the symmetric difference between
the two data sets (in case of using combinations this may not be 100 percent effective
though): my = (D1AD32) N Dy and my = (D1/AD3) N Dy, where m; denotes the marker
class for the i-th data recipient, holding data set D;. By singling out the marker classes,
for the resulting data set D := D1 N D5y it cannot be decided, which partners participated
in the collusion, since DN D; = D,VD,;.
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Advantages: One of the main advantages of this approach compared to those based
on generalization lies in it’s high performance in the generation part: The data owner
only needs to calculate k-anonymity once, the subsequent fingerprinting is solely done by
deleting classes. Actually achieving k-anonymity is much faster when using suppression
compared to generalization: The data owner solely needs to group all records with respect
to the QIs and delete any group (class) with less than & entries. Furthermore, the number
of available fingerprints solely relies on the number of equivalency classes, not on the
number of quasi-identifiers. Unknown dependencies between QIs also do not pose any
threat to the fingerprint. Furthermore, data sets fingerprinted based on suppression can
be easily extended with additional markers: The only prerequisite of the added data is
that (i) it does not involve the marker classes and (ii) k-anonymity is preserved after
addition to the original set.

Limitations: The main disadvantage of this approach lies in the fact that the amount
of records that need to be removed in order to achieve k-anonymity solely by suppression
can be very high. This is especially true for very detailed records or those consisting
of many quasi-identifiers. Another main disadvantage of this approach, compared to
those relying on generalization, is that the whole data set is needed for identifying the
fingerprint, a single record is usually not sufficient (except the rare case of the record
belonging to the marker class). Furthermore, the removal of the classes may add even
more unwanted distortion to the data, which can have a severe impact on the distribution
of key factors for the subsequent analysis. While generalization may reduce the data
value by reducing the granularity of the information, the errors introduced by suppression
can be far more subtle and simulate an accuracy that is not present.

Example: Table|3.15 shows an example of an original data set together with the basic
anonymized set and two fingerprinted samples.

Original data Anonymized Set First Set Second Set
ID | sex | ZIP code | sex | ZIP code | sex | ZIP code | sex | ZIP code
1 | m 1040 m 1040 m 1040 m 1040
2 f 1070 f 1070 f 1070

3 f 3022

4 m 1040 m 1040 m 1040 m 1040
5 f 1070 f 1070 f 1070
6 | m 1080

7 f 1120 f 1120 f 1120

8 f 1120 f 1120 f 1120

9 f 1080

Table 3.15: Original data and two anonymized sets (k = 2)
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Fingerprinting with attribute suppression

Fingerprint generation & identification: Attribute Suppression can be modelled
as a special form of the full-domain generalization scheme that was used in the original
approach (see also [Iye02]): Instead of assigning different generalization levels for each
quasi-identifier, only two exist: Full granularity, i.e. the granularity that was obtained in
the original data set and no granularity at all, i.e. the level of granularity where all records
possess the same value. While the latter one does not seem obvious, the quasi-identifier
"sex” often possesses exactly these two levels of granularity: High granularity (“female”,
"male”) and no granularity ("person”), see also Figure 3.3. The fingerprint can thus be
obtained by the same methods as in the original approach. Since quasi-identifiers are
either left in original granularity, or set to a default value (this is equivalent to removal),
the only possible solutions lie in the corners of the lattice diagram shown in Figure [3.4.
Due to the identification of attribute suppression with some instances of full-domain
generalization, the validation procedure of the original approach can be adopted.

Diversity: The number of fingerprints that can be generated by this method is bounded
by the number of quasi-identifier, still in most cases it will be considerably lower and for
many applications this technique will not suffice in finding anonymized versions of the
set that are still usable for further analysis.

Stability: Since, contrary to fingerprinting based on row suppression, the fingerprint
is assigned on the structural level of the data, only a single record is needed in order
to detect the leaking recipient. Due to the identification with a generalization based
approach, the same conclusions concerning stability can be drawn.

Resilience against inference attacks: Let ¢g;,7 = 1,...,k < n be the set of the &
quasi-identifiers out of n in the original set that are not removed in all anonymized sets,
i.e. for each g;,7 = 1,...,k there exists at least one anonymized set D;,j = 1,...r where
the attribute is not deleted. Then k-anonymity with respect to general collusion can be
provided if and only if D := U§:1 D; obeys the k-anonymity criterion for the same £,
which is a far stronger prerequisite than in the original approach. In order to provide
stability of the fingerprint against collusions, every recipient must at least possess one
attribute, the other recipients do not possess (see Section 3.4)).

A more elegant proof for this corollary can be constructed by using the definition of the
hull and the minimum generalization pattern in Section 3.4.

Advantages: The generation of this fingerprint is very fast and efficient, the detection
of leaking recipients can be done on the record level, thus the validating party need not
have access to the whole leaked set.

Limitations: The main limitation of this approach lies in the low number of possible
anonymized data sets, still this could be of no concern in selected application domains.
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Another major limitation lies in the resulting data loss due to the removal of whole
attributes, thus adding the possibility of rendering the data set useless for further
investigation.

Example: Table [?7 shows an example of an original data set together with two
fingerprinted samples. Instead of deleting the suppressed attributes, the generalization
for the attribute ”sex” with the values "m” and ”f” to ”p’ and for "adult” with values
7yes” and "no” to "x” is shown in order to demonstrate the identification of attribute
suppression with generalization. Any attribute containing actual payload was removed
from the example in order to arrange it more clearly.

Original data First Set | Second Set

ID | sex | adult | sex | adult | sex | adult
1 m yes p yes m X
2 m no p no m X
3 f yes p yes f X
4 f no p no f b

Table 3.16: Attribute Suppression: Original data and two anonymized sets (k = 2)

3.5.3 Fingerprinting with anatomization

The concept of anatomization as proposed by Xia and Tao in [XT06] does not modify
the quasi-identifiers themselves, but tries to disassociate the relationship between the set
QI of quasi-identifiers and the set ST" of sensitive attributes. More precisely, QI and ST
are stored in separate tables while sharing an attribute group-ID that links the records
in an ambiguous way, thus distorting the direct connection. The subsequently released
fingerprinted data sets consist of two separate tables QIT, holding the quasi-identifiers
of the original table in an undistortioned way together with a group-I1D, and ST, holding
the sum of encountered values for the sensitive attributes per group.

Fingerprint generation: Anatomization based fingerprinting of data works as follows:
For a given k and m, where k denotes the anonymity level and m the number of
fingerprints, the original data is grouped into m different tables QID;,j =1,...,m: In
each table the data is partitioned and/or generalized into groups in a way that at most
% records contain the same values in the sensitive attributes per group. Furthermore,
the m tables need to possess different groups in order to generate the fingerprint. The
group-ID is added to each record in QQID;. Next, for each of the QQ1D-tables, a copy
of the original table is generated, where the columns holding the sensitive attributes
are removed and a new attribute ”group-ID” holding the respective group-ID derived
from the table QID; is added. These tables QITj,j = 1,...,m form the first part of
each fingerprinted data set. The second part STj,j = 1,...,m is formed by selecting the
count of each representation of the sensitive attributes in the respective QI D-table and
adding the sensitive attributes as well as the "group-ID”. The data owner needs to store
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both tables for each data recipient in order to unambiguously identify the defaulting data
recipient in the approach outlined here.

Fingerprint identification: In general, both tables QIT and ST are needed as a
whole in order to identify the data leak: The two tables are compared to the ones stored
in the owner’s database and the defaulting recipient is identified subsequently. It is
possible to construct data sets, where only one table, or even parts of one table are
sufficient for identification. Since the exact form of the tables highly depends on the
actual data and it’s distribution with respect to the sensitive attributes, as well as the
chosen grouping strategy, it is not possible to further generalize these examples.

Diversity: The number of fingerprints that can be generated by this method is bounded
by the amount of different intermediate tables Q1D; that can be constructed. These
groupings can be done rather arbitrarily, the only additional prerequisite is that the sizes
of the groups need to be different with respect to the values of the sensitive attributes.

Stability: Compared to the fingerprints based on either generalization or suppression,
this approach is neither working on the purely structural, nor solely on the record level -
while in general both tables are needed as a whole in order to guarantee the identification
of the data leak, in reality, assuming a notable difference in the selection and construction
of the groups, enough distortion will be introduced to alow the detection based on much
smaller excerpts. Also the diversity of the tables involved is largely depending on the
selection of the groups.

Advantages: The major advantage of using anatomization for fingerprinting lies in
the fact that the data in both, QIT and ST remains largely unchanged, only the links
between these tables are distorted. This is especially important for medical investigations
that involve aggregations or need an undistorted distribution of certain attributes in the
data sample.

Limitations: The main drawback of this approach lies in the complexity of finding
suitable groupings, especially for large factors of k, since each group is only allowed to hold
% records with the same values for the sensitive attributes. Furthermore, identification is
rather complicated and the stability of the resulting fingerprint largely depends on the

original data.

Example: Following we show a very reduced example as a demonstration of the
anatomization based approach for k = 2. Table |?? shows an example of an original data
set, while Table 77 contains two different groupings. In this example, the attributes "age’
and "sex” form the set of quasi-identifiers, while ”disease” is the sensitive attribute.

)

Similar to the previous examples, the identifer "ID” is removed from every anonymized
set in the first step. Afterwards, two different groupings QID are generated, both
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ID | Age | Sex | Disease
1 42 m | Obesity
2 43 m | Cancer
3 | 44 m | Obesity
4 44 m | Cancer
5 50 m Flu
6 55 m Flu
7 55 m | Cancer
8 28 f Flu
9 33 f HIV

10 | 34 f HIV
11| 37 f Flu

Table 3.17: Anatomization based fingerprinting: Original data

obeying the prerequisite that for each value for the sensitive attribute only % records are
encountered. The groups are numbered and the respective group-ID ("gID”) is added to

each record in the QIDs.

First QID Second QID
Age Sex | Disease | gID Age Sex | Disease | gID
[40 —55] | m | Obesity | 1 | [40—50] | m | Obesity | 1
[40 —55] | m | Cancer | 1 | [40—50] | m | Cancer | 1
[40 —55] | m | Obesity | 1 | [40—50] | m | Obesity | 1
[40 —55] | m | Cancer | 1 | [40—50] | m | Cancer | 1
[40 — 55] | m Flu 1 | [40—-50] | m Flu 1
[40 —55] | m Flu 1 | [51—60] | m Flu 2
[40 —55] | m | Cancer | 1 | [51—60] | m | Cancer | 2
25-40] | f | Flu | 2 |[25—40]| f | Flu | 3
25-40] | £ | HIV | 2 |[25-40]| f | HIV | 3
25-40] | £ | HIV | 2 |[25-40]| £ | HIV | 3
25-40] | f | Flu | 2 |[25—-40]| f | Flu | 3

Table 3.18: Anatomization based fingerprinting: Two QIDs

Based on the two QI D-tables, two anatomized and fingerprinted data sets are created:
The column ”disease” in the original data tables is therefore replaced with the new
attribute "gID” and the corresponding aggregation tables ST containing the sum of each
sensitive attribute grouped by ”gID” and ”disease” are created. The two fingerprinted
data sets are then distributed to the respective data recipients. They are shown in

Table 7?7, "Ct” denotes the attribute holding the count.
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First data set Second data set

QIT ST QIT ST
Disease | Ct | Age gID | Disease | Ct
Obesity 42 Obesity
Cancer 43 Cancer

Flu 44 Flu

Flu 44 Flu

HIV 51 Cancer
55 Flu
55 HIV
28
33
34
37

Age
42
43
44
44
50
55
55
28
33
34
37
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Table 3.19: Anatomization based fingerprinting: Two sets (QIT, ST)

3.6 Generalization to advanced anonymity definitions

In this section, we will present the most important anonymity models extending the basic
k-anonymity concept. While our basic approach is based on the original k-anonymity
concept, it can be easily extended to the following more advanced definitions for anonymity.
Thus, we will provide an overview on the extensions of the original concept that we
deem most important, either based on the impact their respective publications had in
the scientific community with respect to citations, or due to their practical applicability
in real life scenarios. This section, as well as Section 3.5 are under submission at the
time of submitting this thesis.

3.6.1 Stronger notions of anonymity

While a plethora of different modifications of the original k-anonymity criterion exist, we
will provide some background on the most popular or (in our opinion) useful approaches.

(X,Y)-anonymity: Many papers describing the concept of k-anonymity miss out on
an important assumption that was described in the original work [SamO1]: It is assumed
that each physical person is only present once in the whole data set, i.e. there is only one
record for each person. Obviously this is rather untypical for many areas of application
domains like billing or medical data recording, as there are several records holding
information on the same person. Since the quasi identifiers might not change for this
person, this may result in equivalency classes holding less than k& records from different
persons, when applying the standard version of k-anonymity. This relation between
identifiers and quasi identifiers can be generalized a bit more, leading us to the following
definition:
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Definition 3.6.1 ((X,Y)-anonymity). Let X and Y be sets of attributes with X NY = ()
and ay (z),x € X the number of co-occuring values of x in'Y. Then a table T obeys the
(X,Y)-citerion for a specified k if Ay (X) := min{ay (z)|Vx € X} > k.

(X, Y)-anonymity can be used to define k-anonymity with respect to persons by identifying
X with the set QI of the quasi-identifiers and Y with I, the set of direct identifiers.

[-diversity: The original k-anonymity criterion, even when considering the extension
to (X, Y)-anonymity, possesses another major limitation, which can be best outlined by
the example given in Table [3.20: The original data set on the left side is anonymized
with k = 3, still the distribution of the sensitive attribute "disease” over the equivalency
classes is not optimal: While the standard approach for achieving k-anonymity makes the
data sets of the three male patients indistinguishable with respect to the quasi-identifiers,
they all fall into the same equivalency class. Since the value for the sensitive attribute is
the same for all three of them, the anonymization effort is negated regarding protecting
them against retrieval of their medical condition.

Original data k-anonymity

ID | sex | birthdate disease | sex | birthdate | disease
1 m | 01.09.1974 | cancer M 1974 cancer
2 m | 20.05.1974 | cancer M 1974 cancer
3 f 10.10.1972 | anorexia | F 1972 anorexia
4 f | 31.03.1972 | typhlitis | F 1972 typhlitis
5 m | 10.12.1974 | cancer M 1974 cancer
6 f | 12.12.1973 flue F 1972 flu

Table 3.20: Original data and an anonymized set (k = 3)

The main purpose of [-diversity as proposed in [MKGV(7] lies in the generation of
equivalency classes, where the sensitive attributes are well-represented in each class. This
opens up new questions on the definition of the term well-represented, which has been
discussed extensively in the literature, a good overview can be found in [FWCY10]. The
most basic definition of the term is the distinct [-diversity model proposed in [TC10]:

Definition 3.6.2 (Distinct {-diversity). Let a be a generalization pattern. Then a obeys
the distinct I-diversity criterion for a given | if and only if each equivalency class defined
by the pattern contains at least | different values for any sensitive attribute.

Since distinct [-diversity is susceptible to some more advanced probabilistic inference
attacks, other definitions for well-represented sensitive attributes have been proposed
like entropy I-diversity [MKGVO0T] or recursive (c,1)-diversity [SLW11] being the most
prominent amongst others.
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Definition 3.6.3 (Recursive (c,[)-diversity). Let a be a generalization pattern. Then a
obeys the recursive (c,1)-diversity criterion for given parameters ¢ and l if and only if each
equivalency class defined by the pattern contains at least r > 1 different values for any
sensitive attribute and the following additional criterion holds true for each equivalency

class:
-

f1<C'Z

i=l

where the r values are sorted in descending order with respect to their occurrence, i.e. fi
is the value that occurs the most.

t-closeness: The concept of t-closeness was developed as an improvement to k-anonymity
and [-diversity in order to mitigate so-called skewness attacks. When the distribution of
sensitive values in an equivalency class differs from the distribution in the overall table,
this again yields information on a specific person attributed to this equivalency class.
The basic principle behind ¢-closeness lies in choosing the equivalence classes in a way
that the distribution of any sensitive attribute in any class is similar to its distribution
in the original table [LLV07]. More precisely, let D,y be the distribution of a sensitive
attribute in the original table holding all data records and D; be the distribution of that
same attribute in the i—th equivalence class, for all classes i = 1,...,n as defined in
the k-anonymity paradigm. Then these equivalence classes are obeying the t-closeness
criteria for a given value t if and only if the distance between D,; and D; is at most
t,Vi=1,...,n. However, the main questions is, how to measure this distance between
equivalence classes, while including the semantic distance between values. One solution
is the so-called Farth Mover Distance (EMD) as defined in [LLV07]. The t-closeness
paradigm has some drawbacks though: (i) The first and most important drawback
considers the impact of enforcing ¢-closeness on the dataset: When assuming ¢-closeness,
the sensitive values will have the same distribution in all equivalence classes with respect
to the quasi identifiers, thus having a significant impact on the correlation between
these attributes and the QIs. Since a lot of research e.g. in medical sciences is actually
targeting at such correlations, t-closeness remains unusable in these cases. (ii) Another
drawback is that t-closeness lacks the ability to specify separate protection levels for
each quasi identifier. Furthermore, (iii) there still exist special attribute linkage attacks
on t-closeness when utilizing it on sensitive numerical attributes as shown in [LTX08].
(iv) Last, but not least, it is often impossible to enforce t-closeness without reducing the
value of the data too much for any meaningful analysis due to requiring too large classes
and too much generalization. This is especially the case when correlations (or causalities)
between QIs and payload data exist.

3.6.2 Extending the fingerprinting approach

In this section we will discuss the implications of selecting a more advanced anonymity
definition on the fingerprinting approach outlined in Sections [3.3| and |3.4.
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3.6. Generalization to advanced anonymity definitions

Fingerprinting based on (X, Y)-anonymity

Fingerprint generation & identification: Like in the original approach, the genera-
tion of the (X, Y)-anonymity based fingerprints is based on the selection of patterns in the
lattice diagram. In the original algorithm, as outline in Section 3.3), only the calculation
of the k-anonymity criterion needs to be changed to calculating the (X, Y)-criterion
for the same value of k. Furthermore, the records in the original data table need to
possess an identifier denoting the user the record belongs to, further on referred to as
"ID” (of course this can also be a set of identifiers as noted in the original definition of
(X,Y)-anonymity). Since, like in the case of k-anonymity, for every pattern following the
(X, Y)-anonymity criterion, all patterns in the hull (see Section 3.4) of the pattern follow
the criterion for at least the same k, the original algorithm can be used with respect to
this prerequisite.

Diversity: The number of possible fingerprints can be smaller than in the original
approach, depending on the actual original data: Since a data set anonymized with a
pattern obeying (X, Y )-anonymity for a given value k is also obeying the k-anonymity
criterion for at least the same k, the latter forms an upper bound for the number of
possible fingerprints. Furthermore, as outlined in the example above, not every pattern
obeying k-anonymity is necessarily obeying (X, Y )-anonymity. For the single pattern
case, the number of possible fingerprints is bound by the number of patterns obeying
the (X, Y)-criterion, still, in the case of collusion between data recipients, the theoretical
upper bound for the number of fingerprints providing the possibility for identification of
the defaulting parties (with respect to the prerequisites given in Section 3.4) is equal to
the number of quasi-identifiers (see below).

Stability: Let A = {a1,...,a,} be a set of patterns obeying the (X,Y')-anonymity
criterion and a be the minimal generalization pattern of A (see Section 3.4 for the
definition of the minimal generalization pattern). Then, following the original approach,
the anonymity of the data is secure against every possible selection of colluding recipients,
if and only if a obeys the (X,Y)-anonymity criterion for the same k.

Resilience against inference attacks: For the identification of colluding attackers,
nothing changes compared to the original approach outlined in Section 3.4) since the
stricter criteria on the selection of the patterns just reduce the number of patterns
allowed in the generation process. Furthermore, every pattern inside the hull also follows
the same criteria. The proof for this claim is trivial: Due to the criteria, every class
in the set with finer granularity contains at least records of k different users. In case
of further generalization of a pattern, classes are merged, but never split, thus every

pattern resulting from generalization again possesses at least records of k different users.

Following the argument given in Section 3.4, the number of generalization patterns that
can be used for fingerprinting while providing identification of the colluding attackers
is bound by the number of quasi-identifiers. Still, depending on the actual data, the
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number of identifiable patterns that thwart de-anonymization in the case of collusion
may be much smaller.

Fingerprinting based on [-diversity & t-closeness

Generalization is the common tool for achieving [-diversity, thus this concept can be
incorporated into the fingerprinting approach. Since there is no general rule for defining
the [-diversity criterion, it is not possible to give a general quantification and qualification
of the resulting fingerprints. In order to be able to give more details, at least one definition
of the term well-represented for the sensitive values has to be selected. Following we will
discuss an approach based on the classical concept of distinct I-diversity.

Fingerprint generation & identification: Similar to the original approach, the
generalization of a pattern obeying the distinct I-diversity criterion again yields patterns
that obey the same criterion for at least the same number [. This is trivial, since any
generalization may only merge classes obeying the criterion that were separated before, i.e.
if two classes with each possessing [ different values for a sensitive attribute are merged,
the result will again possess at least [ different values. Furthermore, it must be noted
that per definition any pattern obeying the distinct [-diversity criterion automatically
obeys the k-anonymity criterion for k = [, since in order to contain at least [ different
values for the sensitive attributes per class, it is mandatory that each class contains at
least [ records (the issue of several records belonging to the same person as outlined in
Section 3.6.1 must still be taken into account though). Thus it can be noted that the set
of generalization patterns obeying the distinct [-diversity criterion forms a subset of the
set of patterns providing k-anonymity with k& = [. Based on this result, the only part
that needs to be changed in order to provide a distinct [-diversity based fingerprint lies in
the selection of the valid patterns: In addition to checking for the size of each resulting
equivalency class, the classes need to be checked for the number of different values in
the sensitive attributes. Of course, k-anonymity and [-diversity can be combined for any
k > 1 (for k <1 this follows trivially) by checking the sizes of the classes with respect to
at least k records with at least [ distinct values in the sensitive attributes.

Diversity & stability: Similar to (X,Y)-anonymity based fingerprinting, the number
of possible fingerprints can be bound by the number of patterns obeying the k-anonymity
criterion for k£ = [. Furthermore, since not every pattern obeying the latter criterion
also obeys [-diversity, the number of fingerprints can be considerably smaller, mainly
depending on the actual data and is given by the number of patterns obeying the I-
diversity criterion. In the case of collusion attacks, the theoretical upper bound for the
number of fingerprints providing the possibility for identification of the defaulting parties
is equal to the number of quasi-identifiers. Regarding stability, since the patterns obeying
[-diversity form a subset of the patterns obeying k-anonymity for & = [, the results of
the original approach stay valid.
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3.6. Generalization to advanced anonymity definitions

Resilience against inference attacks: Due to the characteristic of patterns obeying
[-diversity being a subset of the ones providing k-anonymity (k = [), the results from
the original approach regarding collusion of data recipients can be directly translated to
distinct [-diversity:

1. Let A = {ay,...,a,} be a set of generalization patterns obeying the distinct [-
diversity criterion. Then the collusion of an arbitrary selection of data recipients
still obeys the criterion if and only if this holds true for the minimal generalization
pattern a of A.

2. For the identification of the colluding recipients nothing changes compared to the
original approach. This can be easily derived from the results regarding stability in
Section 13.4.

Advantages: The major advantage of fingerprinting with /-diversity does not lie in the
fingerprint per se, but in the better protection of end user privacy, thus this extension
does have its advantages.

Limitations: The major issue, besides the problem of reduced diversity and thus a
limited number of data recipients, lies in the typical problems surrounding [-diversity,
more precisely the practical applicability of the concept with respect to real data and the
resulting reduction in data quality: In addition to fulfilling the k-anonymity criterion,
which aims at equalizing enough records with respect to the QIs to generate equivalency
classes holding at least k records each, [-diversity has the opposite target with respect to
non-QI payload attributes by introducing additional diversity into these classes. This
is especially problematic in cases, where the analysis question in place tries to find
correlations or even causalities between QIs and payload attributes. To even further
add to the problem, this is typically always the case when using a proper privacy by
design [Lan01] approach, as data minimization is a key concept [CT09] and data (e.g. a
QI) that is not required in the analysis must not be included into the data set at all, i.e.
all quasi identifiers present in the data set need to be interesting for the analysis in a
privacy-aware approach.

Using recursive (c,[)-diversity: Since recursive (¢, [)-diversity is also monotonous in
nature, i.e. generalization of a pattern obeying the criterion cannot result in a pattern
not obeying it anymore, the notion of distinctive [-diversity can be exchanged through
(¢,1)-diversity in the paragraphs above by simply changing the function calculating the
[-diversity of equivalency classes defined by the generalization strategies

Non-monotonous definitions of [-diversity: While no non-monotonous definition
for the [-diversity criterion is known to us, this can be done theoretically, as the crite-
rion of ”well-distribution” of the sensitive values does not indicate monotonicity. Our
fingerprinting approach could still be used for such definitions, with one exception in the
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algorithm: It would no longer be possible to skip the calculation of nodes below a node
not fulfilling the criterion, as this less general node with higher granularity could suddenly
obey the criterion and thus form a valid fingerprint. A non-monotonous definition would
also result in a much more problematic issue: Any attacker holding a data set obeying
the criterion that loses I-diversity through simple generalization would be able to do so
and thus remove the criterion from his/her data set. Still, as we were not able to find a
case where non-monotonicity has any advantages and also did not find any examples for
such definitions in the literature, we did not put much focus on this issue.

Fingerprinting with ¢-closeness: Fingerprinting with ¢-closeness is extremely similar
to fingerprinting based on a I-diversity paradigm, the major difference is that the
requirements regarding the equivalency classes generated through the application of the
k-anonymity criterion are even more strict with respect to the diversity required in said
classes, as they not only need to fulfill requirements regarding their internal distribution,
but this internal distribution itself needs to follow the overall distribution. To the best of
our knowledge we are not aware of any practical implementation for ¢-closeness due to this
point, especially since the limitations of I-diversity are typically multiplied by the added
requirement regarding the distribution. Still, with respect to the fingerprinting approach,
the same can be said for t-closeness based fingerprinting as for the approach adapted to
[-diversity, including the simple adaptation of the algorithm by simply exchanging the
check routines.

Using other algorithms

We built the algorithm in our approach based on the algorithm proposed by El Emam,
since it is an optimal and deterministic one, i.e. it not only constructs the optimal
solution, but also all possible solutions with respect to the predefined generalization
levels in case of full-domain generalization. It must be noted though that the algorithm
requires adaption for subtree generalization and other anonymity criteria besides simple
k-anonymity.

Still, many other algorithms like e.g. Mondrian [LDRO6], Incognito [LDRO5] or greedy
approaches [MT11] [CT08|] have been proposed for calculating k-anonymity and derived
anonymization models, especially focussing on efficiency. Furthermore, adopting the
notions of more complex generalization methods typically also requires other algorithms
in order to be practically feasible, as the lattice of all possible solutions not only becomes
much more fine-grained, ist also gains a lot more dimensions in order to cater for dif-
ferent subtree selections. Many of these algorithms are not deterministic, but heuristic
approaches that only aim at delivering a valid, but not the best or all solutions.

In order to make such algorithms useful for our approach, they need to be run often
enough in order to generate the required amount of solutions that are then within
clustering range with respect to the clustering threshold. If these cannot be constructed,
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3.6. Generalization to advanced anonymity definitions

it must be decided, whether a cluster simply hasn’t been found due to the heuristic
nature of the algorithm, or if there simply does not exist a suitable cluster with the

given data and side parameters, and a relaxation of these side parameters is required.

This is a problem for all heuristic algorithms or algorithms that do not construct all
possible solutions. Still, it might be useful in some instances to use other algorithms
for the determination, whether the anonymity criterion was fulfilled, especially for more
complicated strategies like sibling generalization, where constructing the lattice diagram
for all solutions is typically infeasible.
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CHAPTER

Detecting manipulations in
databases using BT-Trees

4.1 Introduction

Modern database systems have a very high traceability of modifications because of
intense logging mechanisms [Fin08]. Database storage engines such as InnoDB for
MySQL store every single manipulation statement in their log files, thus making hidden
manipulation of database records a difficult task [FHMWI10b]. However, if traces of
manipulations are removed from log files, traditional database forensic techniques are
ineffective, because they are limited to mainly data file and log file analysis. A malicious
database administrator, who has full access to the database and the log files, can effectively
cover tracks of manipulations.

In this chapter, we introduce a novel forensic technique on the BT-Tree level of the
database storage engine based on the ideas described in [MW]. The concept of our
approach is a sanity check for database content by comparing a stated insertion sequence
to the data stored in the tablespace, the transaction logs and the BT-Tree structure of
the indexes.

While a forensic analysis of a BT-Tree is not likely to contain precise information on
which data was modified at what exact time, it can be used very effectively to prove the
violation of security and compliance policies. Compliance in a database is usually ensured
by access control, stored procedures, triggers, and audit logs. A database user might only
have permissions to insert into a table and not delete. In addition, the user might not
have permissions to insert directly into the table but only to execute a stored procedure.
This procedure would create additional audit logs, ensure that e.g. only increasing time
stamps are used and enforce other integrity constraints.
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If the current B™-Tree cannot be derived from the insertion sequence record in the log files
or does not match the insertion policy (e.g. strict ordered insert only), a manipulation of
the database is very likely. BT-Tree forensic cannot replace traditional database forensic
methods, because evidential quality varies greatly on a case-by-case basis. However, our
approach can substantiate evidence collected by other methods.

A second area for its application could be file system forensics. Many of today’s files
systems such as NTFS [RF04], ReiserF'S [Rei04], and BtrFS [RBM13] use BT -Trees for
their internal organization of stored files. Previous forensic methods on the file system
layer [Car05), ISPS07, BF0S|, [Eck05, [EJO5] did not analyze the structure of the underlying
Bt-Tree, still Koruga et al. [KB10] reconstructed the B-Trees of file systems to recover
deleted files.

Our main contributions are to show that the structure of a database’s BT-Tree can be a
very important characteristic of the insert order of the elements inside a database table
and to show that the analysis of a B™-Tree allows to draw forensic conclusions to disprove
an input order extracted from log files. Still, as we will further discuss in the section on
limitations (Section [4.4), the promise of providing evidence in case of manipulations can
only be delivered in certain circumstances. While this poses a serious limitation with
respect to detection capabilities, it does have benefits for data protection: As outlined by
the GDPR, data deletion is a requirement for privacy protection, thus, the limitations
proven in this chapter also reduce the problem introduced by already deleted information
being leaked by the structure of a typical database table and thus reduce the problem of
unintentional data recovery, which has been pointed out to be a major problem from a
legal perspective [VKL18].

4.2 Background

4.2.1 B-Trees and B™-Trees

In the following subsection we provide the definitions of B-Trees [BM72] and B*-Trees
[Com79]. While it must be noted that implementations of these data structures often
deviate a bit from the original definitions, these deviations are typically (and with respect
to InnoDB where we evaluated our approaches most definitely) not big enough to thwart
our basic concept, but merely require some additional changes in the implementation.
The most prominent difference typically is the introduction of additional pointers between
adjacent leaves in BT-Trees, thus allowing them to be used as a sorted list.

Definition 4.2.1. We define a B-Tree of order b as a balanced tree with the following
properties:

e Every node except the root node contains at least % and at most b elements.
e The root node contains b elements at most.

e An inner node with x elements has got x + 1 child nodes.
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e All leaf nodes lie on the same level.
o All elements inside a leaf are sorted.
e Adding of elements:

1. The tree is searched for the leaf the element should be placed in (search works
like in a binary tree).

2. In case this leaf node contains less than b elements, the new element is simply
added.

3. In case this leaf node contains b elements, the leaf is split into two leaves, the
middle element is inserted as a new key into the parent node. In case the
parent node contains b+ 1 keys after this operation, the parent node is split
too. This is done iteratively until either a parent node contains less than b+ 1
elements, or a new root is formed. In case b/2 is an even number, we define
that the element with number b/2 + 1 is propagated to the parent node.

Example 4.2.2. Be B a B-Tree containing the elements 1,2,3,4,5, inserted in ascending
order. See Figure|.1 for the resulting B-Tree.

Figure 4.1: Structure of the resulting B-Tree

Definition 4.2.3. A B*-Tree of order b is defined like a B-Tree of order b, but all keys
reside in the leaf nodes, i.e. all elements in inner nodes are only for referencing purposes,
the pointers to the actual data are all stored in the leaves.

It has to be defined from the start, if the parent node contains the topping elements of
the lower child nodes, or the bottoming elements of the higher child nodes, i.e. it has to
be defined in case of splitting a node, whether a copy of the highest element of the child
node containing the lower elements is propagated to become a key in the parent node, or
the lowest element of the node containing the higher elements.

Example 4.2.4. Figure 4.2 shows the BT-Tree for the set from the previous example

with element number 6 added.

4.2.2 Compositions of n € N

Some of the problems tackled in Section |4.6.1]are solved by reducing them to an equivalent
problem concerning the composition of a number n € N*, thus we will provide some
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Figure 4.2: Structure of the resulting B*-Tree

background in this section. For further information on the proofs we would like to refer

the reader to [Opd10].

Definition 4.2.5. A tuple (a1,...,ax),a; € N* is called a composition of n € N*, when
ay + -+ -+ a = n. Contrary to the partitions of a number n, two compositions (a;) and
(b;) are only equivalent if a; = b;,Vi = 1,...,k holds true (i.e. order is important).

Example 4.2.6. The compositions of the number 3 are: (1,1,1),(1,2),(2,1) and (3).
Theorem 4.2.7. The number c(n) of all compositions of a number n € N* is calculated

by c(n) = 2"~1 [Opd10).

Proof. We write n as a sum of ones and exchange the ”+4”-signs by o:

n n

n=1+...41=10lol...10101

Now we have 2("~1) different possibilities of replacing o by +-signs, thus resulting in
2(n=1) possible compositions.
O

Another case is when setting boundaries on the elements of the composition. According
to Opdyke the closed form for calculating the bounded compositions is denoted by the
following recursion. The proof of this equation can be found in [Opd10]:

Theorem 4.2.8.

(n—a)
c(nya,b) =I(a<n<b)+ Z c(i,a,b) (4.1)

i=maz[l,(n—>b)]

with the indicator function I being defined as I(a < n <b) =1 fora<n <b and
I(a <n <b)=0 for all other values of n.

The next theorem (also see [Opd10]) gives us a valuable result on compositions that limit
the size of one particle. We will use this result in our proof that we are able to construct
a tree for every given valid partitioning of our tree leaves in Section [4.6.1.
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Theorem 4.2.9. Beb,n € N,b/2 < n. (n—1) can be written as a composition of numbers
a; € [L%J;b],i =1...k. Then it holds true that there are numbers aj € H%J;b],i =1...j
with Y-, a, =mn, i.e. n can be written as composition of numbers in [ng, b] as well.

Proof. n—1=3%"% ,a;,a; € [[2];]. Now there are two cases:

L. 3a;:a; <b= With aj :=a; +1: 3, ;a0 +a;=n

2. fa; a0 <b=>(n-1)=F 1 a;=kb=(k—1)b+|5|+[5] = n=(k—1)b+|5|+
Bl +1=b+. b+ + (18] +1) = S5 b with by ... bg_y = b, by, = [4]
k—1 times
and b1 = 2] + 1.
The starting point for our induction is n = g for which this is trivial.
O

This result can be further generalized into the following theorem:

Corollary 4.2.10. Be a,b,n € Nja < bya < n and b even. (n — 1) can be written as
composition of numbers a; € [a;b]. Then it holds true that

1. ifa< %, n can be written as composition of numbers in [a;b].

2. ifa > % there always exists a n € N so that n cannot be written as a composition
of numbers between [5;b].

Proof. We split this proof into two parts and utilize the results on compositions from [Opd10]:

1. The first part trivially follows from the theorem before.

2. For the second part we simply look at n := b+ 1: Since n > b it cannot be composed
of one element, so at least two a1 and ay are needed. The lowest value allowed for
a1 = a, the lowest possible a in our theorem is % + 1. But if a; = % + 1 (or higher),
then ay = % (or lower) which results in a contradiction to our assumption, thus
leading us to the conclusion drawn in the theorem.
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4.2.3 Index tree steganography

Steganography (see e.g. [JJ98]), compared to cryptography, tries to hide the existence
of information altogether, i.e. where secrecy, especially regarding the algorithm (see
Kerckhoffs principle, e.g. in [Petll]) is a non-issue in modern cryptography and the
existence of information exchange is typically not considered to be an issue, steganography
aims at hiding the existence of information (exchange) altogether. In historic times this
has been facilitated by a number of techniques like invisible inks, microdots [JDJO1] (even
by introducing these markers into DNA [CRB99]), and so on. Steganography with file
systems and other large structured data vaults often use the term “slack space”, which
typically defines the problem that most file systems need to reserve whole clusters when
writing files to the disc [EJ05]. In case the data stored inside the file does not fill up
the whole allocated space, the remaining allocated space is lost. Still, direct addressing
can be used to either retrieve non-overwritten old data from this slack space within
a forensic investigation [KCGDO06], or even for using it to store data [Gar(9]. In our
work [FKW15], we have extended the notion of slack space to MySQL, more precisely,
using the InnoDB storage engine in order to hide data. While other authors [PO12] had
already provided ideas for hiding data inside databases, as they offer multiple advantages
like high volatility and typically large size, we used the index tree in order to generate
this free space instead of hiding data inside other records. The basic idea of the concept
is that all data inside InnoDB is structured along the primary key (the BT-Tree of a
table) which is therefore always present and constitutes the primary index of the table.
Furthermore, the leaf nodes are, as in the original works on B™-Trees, structured as lists,
while the pages inside the tree leaves are interconnected with each other. On deletion,
the database, like many file systems, does not overwrite the data, but simply removes
the key and the address from the primary index, as well as updates all secondary indices
accordingly [FHMW10Db]. The free page address is then added to the garbage collection
for future re-use (see Figure 4.3).

| I@gg Record Page @112 s I |@99 Record Page @112 S

c c C/—C’ *C c Cf_)

1% 2 4| |5 1% 2 4

@125 @150 @175 @200 @225 @125 @150 @175 @200 @225

Garbage | @44 Garbage @44
Offset | Offset | =

Figure 4.3: One and two deleted records in a Bt-Tree leaf (modified and taken
from [FKW15])

Thus, the only modification to the database source required to generate large amounts
of slack space, is hindering the garbage collection from accessing the space we want
to utilize for data storage. This can be done by simple modification of the deletion
function [FKW15], which will result in no space being added to the garbage collection
with the drawback of potentially opening up a problematic data leak. The major
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4.3. Database forensics using the index tree

advantage of slack space generated through this method over other methods of database
steganography is the complete loss of any control of the database and especially the
database administrator over this space. Neither can the database access this space, nor
can it be overwritten by database reorganization methods, no board tools allow access
short of using file carving [PM09| to retrieve and change the information in the underlying
database storage files, which is a tedious, dangerous and noticeable task. Thus, in order
to actually use this space, either the user him/herself needs to use file carving, or, specific
additional read and write functions need to be implemented into the database. More
details on how to exactly construct such a slack space, especially considering also retrieval
through secondary indexes, as well as page dictionaries, can be found in [FKW15].

4.3 Database forensics using the index tree

4.3.1 Notation and general assumptions

The following notations and general assumptions are used throughout this chapter:

N denotes the natural numbers including zero, N* the natural numbers excluding
Zero.

¢ b denotes the maximum number of keys in a node of a given BT-Tree. We call b
the order of the tree.

o All nodes of a B*-Tree except for the root node have a keys with |4] < a < b and
(in case they are not leaf nodes) a + 1 child nodes.

o We always propagate the highest element of the lower child to the parent node when
splitting a node, i.e. when splitting the root tree (eq,...,ep) because of adding
the element ey, a copy of the element with number L%j + 1 is propagated to
become the new root node, thus resulting in the two child nodes (e, ..., eLng)

and (eL%H?’ ceey €h)e

4.3.2 Forensics on revision secure tables

The need for regulatory compliance (e.g. the US Sarbanes-Oxley Act [Sar02], as well as
the European Data Directive on Privacy [Fro00] force companies to effectively protect the
access to sensitive business data and enable traceability of business processes) drives the
demand for databases that conform to strict limitations on the kinds of operations that
are allowed. So, many companies limit access to certain databases to a strict insert-only
policy, thus prohibiting deletion and updates on a technical basis. This scenario is the
starting point for the forensic approach specified in this section.

The following prerequisites were taken into account:
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e Only INSERT, but no UPDATE and DELETE statements are allowed. This
mechanism is introduced at the software-level, i.e. not even the DB-administrator
possesses the ability to change this without breaking the system.

o The considered table has a primary key that is constantly incrementing (e.g. times-
tamp in milliseconds). This key is also used for structuring the B™-Tree as it creates
the primary index inside the non-leaf nodes.

The following theorem gives us a statement on the structure of the emerging trees:

Theorem 4.3.1. Let B be a B'-Tree with n > b elements which are added in ascending
order. Then it holds true that the partition of the leaves of B has the following structure:

k
b
n:Zai, with a; = §+1,W7ék and ap >
i=1

N o

Figure 4.4] provides an illustration of this specific structure.

Proof. We start by inserting b elements into an empty root, thus when inserting the
next element we have to split the root and generate a new one with two leaves. The
only possibility is to propagate the middle element to the root and split the leaves in
one containing % + 1, the other containing g elements (else one of the prerequisites for
Bt-Trees would be violated. Iteratively when we add elements, it is always added to the
rightmost leaf, thus resulting in three cases:

1. The leaf contains less than b elements = the new element is added to the rightmost
leaf.

2. The leaf contains b elements. The leaf is split into two leaves, the first (according
to the assumption made above that we always propagate the highest element of
the lower leaves into the parent node) containing % + 1, the second b/2 elements.
This can result in two cases:

a) The parent node is full = it is split itself into two parent nodes containing b/2
elements and b/2 4 1 child-nodes each and propagating the middle element
into the next level. Eventually this could result in the generation of a new
root containing only one single element. Still, no element will be put into
leaves that are left of the current leaf.

b) The parent node has enough space, in this case nothing else happens.

Thus, it is impossible for the tree to add further elements into leaves except the rightmost.
Again, from this the proposed partitioning follows quite easily. O
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Figure 4.4: A B*-Tree resulting from ascending ordered inserts only.

The main argument for our forensic approach lies in the fact that even with full insert
rights, normally, in a database application, a database administrator is not able to change
the data at BT-Tree-level, since this is solely managed by the DBMS itself. Thus at this
level, a malicious administrator will not be able to fake evidence.

We will assume that the database does not rearrange the tree elements (e.g. for reasons
of performance) and we are able to directly read the structure of the B-Tree (e.g. in

InnoDB [Zai09]).

In a Bt-Tree that was built by sorted inserts, non-sorted inserts can be detected by
analyzing the fill rate of the leaf nodes. If data is inserted in a strictly sorted order (e.g.
a logging table with a timestamp as primary key), the fill rate of all leaves except the
rightmost one is, according to Theorem 4.3.2 exactly L%J + 1 elements.

In case a malicious administrator inserts an additional record with a forged, namely
pre-dated timestamp, this record may be added to a leaf node that is not the rightmost

one. This happens, if there are already at least b + 1 elements with a higher key (i.e.

timestamps) in the table (in case there are less than b + 1 higher keys in the table, the
forged record would be added to the rightmost leaf. On an eventual split, this record
would then reside in the correct leaf and additionally this leaf would only contain L%J +1
elements).

When analyzing the fill rate of leaf nodes in this tree, the pre-dated record is located in a
node that has a too high fill rate for strictly sorted inserts (i.e. > L%J +1 elements). This
hidden modification can be detected, because the resulting B™-Tree does not correspond
to the insert policy of the database (see Figure 4.5). Since the elements inside a leaf
node are sorted by default, only the leaf containing the forged record can be detected,
the identification of the element itself is not possible.

Be aware that not all inserts of this form can be detected by this approach, since with
a combination of different forged records, the structure can be fixed again by adding
enough (i.e. % + 1) records (see Figure 4.6) Actually, in real life tree-sizes, this would

result in the insertion of many forged records, which should be detectable by other means

7



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

4.

DETECTING MANIPULATIONS IN DATABASES USING BT-TREES

78

P o
\ J \-

Leaf containing
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Figure 4.5: Forged record in B*-Tree with sorted inserts only.
(comparisons, sanity checks). Furthermore, these insertions also affect at least the parent

node, since a new leaf is generated.
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Figure 4.6: Forging many records to thwart forensic analysis.

With this approach, deleted records can be detected in a very similar way. When a
malicious administrator deletes one record from a leaf that is not the rightmost, the fill
rate of this leaf node falls to L%J elements, which again is detectable. In case more than
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one element is removed from the same leaf, the number of elements falls below L%J, thus
violating the lower BT-Tree-boundary for the leaf-size. The following re-balancing will
again result in a BT-Tree-structure, that identifies the manipulation (the merged leaves
will result in a leaf of size > g +1).

4.3.3 Extension to monotonic descending indices

While we have discussed the approach with respect to strictly monotonic ascending
indices, a similar result can be found for strictly monotonic descending indices. On a
side note, since we always speak of the primary index, which must be unique, strict
monotonicity always follows from monotonicity by default.

Theorem 4.3.2. Let B be a B*-Tree with n > b elements which are added in descending
order. Then it holds true that the partition of the leaves of B has the following structure:

k
b
n= Zai, with a; = §,W #%1 and a; >
i=1

N S

The proof for this theorem is analogous to the proof given for the strictly monotonic
ascending index, the major issue lies in providing a meaningful descending series for
indexing purposes in real-life environments. We start with an empty root and add
elements (now to the start of the sorted list holding all elements inside the root node)
until we reach b elements. When adding the next element, the node must be split.
According to the strategy used above, the left leaf will hold % + 1 and the right leaf %
elements (as outlined in the background section regarding B-Trees [4.2.1, we use the
convention that splitting is always done on the %4— 1-th element). This continues analogue
to the proof outlined in Section [4.3.2, with the difference that addition is always done to
the leftmost instead of the rightmost leaf.

4.3.4 Adoption & Evaluation

This section evaluates how today’s database management systems have to be modified
to utilize this approach. For performance reasons, database management systems tend
to generate wide trees with a small number of levels. Our evaluation showed that even
with 450,000 records in an InnoDB table, the tree’s height did not exceed a value of
3. Thus, the BT-Tree does not have much structure to analyze and the extraction of
forensic evidence is difficult. We evaluated, based on a modified version of InnoDB, how
a more structured tree can be generated and what implications these modifications have
on performance.

In InnoDB, both leaf and non-leaf nodes have a fixed size of 16 kilobytes. As non-leaf
nodes of BT-Trees only store keys that have a typical length of a few bytes, there is
enough space for adding thousands of keys to a node before it has to be split into two
nodes. Thus, a typical non-leaf node in InnoDB has a huge number of children and the
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resulting tree mostly grows in width but not in height. To increase forensic value of a
database tree, we considered two approaches that add structure to an InnoDB tree.

We first modified the fixed size of nodes in the source code of InnoDB. While node sizes
other than 16 kilobytes are not officially supported, it is still possible to decrease it to a
minimum value of 4 kilobytes. If we assume an integer primary key of 4 bytes, a non-leaf
node in the original InnoDB storage engine can store up to 4,000 keys. We can reduce the
value to 1,000 by defining a fixed node size of 4 kilobytes in the source code of InnoDB.
This value, however, is still far too large for the generation of forensic-aware database
trees. In a second evaluation, we increased the size of the primary keys in order to limit
the number of keys that can be stored in one node. We defined a varchar primary
key with a length of 767, which represents the maximum length of a key in InnoDB.
Using the 450,000 test records from the previous evaluation, the resulting tree now has a
branching level of 21, i.e., each node has up to 21 child nodes and the height of the tree
rises to 7, which makes it more valuable for forensic investigations.

We compared performance of two InnoDB tables, one with a tree height of 3 (small
primary key) and one with a height of 7 (large primary key). All experiments were
performed with MySQL 5.1.44 on a machine equipped with an Intel Core i7 2.66 GHz
CPU and 8GB of available system memory. The results (Table |4.1) show that queries to
the forensic-aware database are about twice as slow as to the database with the wide
tree. While the performance losses are quite big, we argue that there exist cases (e.g.
SOX compliant accounting) where security outranks performance.

Statement tree height = 3 | tree height = 7
Simple full table scan 0.0003s 0.0007s
Full table scan for single value 0.0055s 0.0115s
Update one column in entire table 0.1066s 0.2387s

Table 4.1: Practical evaluation of runtime impact.

4.4 Limitations

In this section we discuss the limitations of our approach with respect to (i) stability, (ii)
explanatory power, as well as (iii) possibilities for generalization.

4.4.1 Limitations regarding stability

One major prerequisite in order for this approach to work is the requirement that the
database does not reorder the elements in the B™-Tree, e.g. for the sake of performance
optimization. While this might hold true for specialized revision-secure databases or file
systems, it often does not hold true for real-life implementations of large-scale databases,
where performance is of the utmost importance and thus constant re-organization of
the primary indexes is taking place. In order to use our approach as outlined in this
chapter, these mechanisms must be turned off. While this might not be suitable for
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high-volume data as typically processed in data warehouses, this can be possible for
the Audit & Control [Web98] data typically collected in said systems, i.e. while this
approach might not be feasible for protecting the data in the data warehouse, it can be
useful for protecting the audit information. This focus on audit information was also a
starting point for the design of the detection mechanism, as this information must be
insert-only (maybe with small exceptions on some timestamps, depending on the exact
implementation of the mechanism, but not relevant for our approach) and can often be
structured in a sorted manner, typically using timestamps and IDs of workflows, data
sources and incidents.

4.4.2 Limitations regarding bijectivity

The most interesting idea regarding this approach towards database forensics would lie
in its generalization to be suitable for all kinds of operations, no matter what order they
are applied. Unfortunately we can prove that this is impossible since the B*-Tree does
not give us enough information for this in general. More precisely, the main limitation
of our approach lies in the fact that in general the operation of inserting an element
into a BT-Tree is not bijective since the inverse operation is not injective, i.e. even with
knowledge on the inserted elements, it can be impossible to recalculate the original tree
(or an intermediate state), even though the resulting tree and a log of all operations is
available.

Example 4.4.1. The example given in Figure 4.7 illustrates how adding the same element
to two B*-Trees A and A’ with different structures generates the same tree B.

Thus the order of insertion (like specified in the revision secure case) is very important
for our approach.

4.4.3 Adoption for arbitrary INSERT-only tables

The approach outlined in Section 4.3, while providing valuable insights for certain types of
tables typically encountered in working environments like data warehouses and workflow
engines, has a major drawback: The insertion strategy for the data is severely limited to
(strictly) monotonous INSERT orders. Still, while this is enough for Audit & Control
databases, most data owners want to have more flexibility, thus it would be interesting
to extend the approach towards more general INSERT-orders. Thus, we will have a
short glance at the additional research question, whether this approach is able to detect
the deletion of elements in an INSERT-only database, where the order of the INSERT-
operations is arbitrary. If this is possible, then we would next look into the detection
of general database operations, i.e. extending the approach towards general forms of
DELETE-operations.

In order to decide the applicability of this approach, we will discuss, what forms of
finite BT-Trees (i.e. the number of elements in the tree is finite) can be constructed by
INSERTS only and where DELETES are needed. For the sake of simplicity, we identify
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Figure 4.7: BT-Tree resulting from two different BT-Trees.

each element with its number when sorted in ascending order, i.e. 4 denotes the 4"

smallest element of the set. Additionally, we identify each leaf node with its position in
the tree, i.e. a; is the length of the ith leaf node.

As already outlined in Section 4.3, when doing inserts of n keys sorted in ascending order,
we get the following resulting leaf forms:

k
b
n:Zai, with ai:§+1,W7§kand ag >
i=1

N o

with k being the number of leaves and a; the number of elements in the i-th leaf.

Our first observation is that we can construct a BT-Tree where the j-th leaf contains
b + 2 elements (see Figure 4.8).

k
b b
n:Zai, Withaj:§+2andai:§+1,Vi7éj,kandak2

i=1

N o

Proof. For constructing this tree, we just have to add the elements (which are sorted by
size) in the following order:

Lo G (514 ) = 0,6 () + D+ D mg (L) + 1)
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The first n — 1 INSERTS will construct a tree like the above structure, where the j-th

leaf node has got L%J + 1 elements. If we now add element j - (ng + 1), it won’t be

inserted at the rightmost node, but in the j-th node (see Figure 4.8). O

™ — Last Insert

Figure 4.8: BT-Tree with one node with % + 2 elements

The above approach can be easily expanded to insert up to b elements in one node by
leaving out the suitable elements.

The next question is, if this can be done with an arbitrary number of leaf-nodes.

k
b
n:Zai, with a; > §+1,Vi7ékand ap >
i=1

| o

Actually, this question is equivalent to the question of building any composition of the
number n with particles between L%J + 1 and b. For solving this, we adapt the algorithm
presented in the last proof with a slight difference (see also Figure |4.9): The adding of
the elements that were left out does not happen in the very end for all nodes at the same
time, but in order to guarantee that there are no side-effects, we add these elements soon
after the leaf node right to the node they belong to was started.

This can be extended a bit further, in order to construct trees that have leaves with only

% instead of % + 1 elements in most leaf nodes (except the first and the last leaf), i.e. we

can build all leaf-structures of the form
i b
n= Zai, with aq > 3 +1,a; >

b a; = Q,V’L 7& 1,1{2.
1=1 2

ia

For proofing this theorem, we just have to proof it is possible for us to generate a leaf
holding g elements only at each leaf-position except the first and the last (Note: The last

83



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

4.

DETECTING MANIPULATIONS IN DATABASES USING BT-TREES

84

4
|
|

P
.+

b
+ 1 I—;+|5,, <bh = —NextklInserts
- |
Continue with next leaf.

Figure 4.9: Constructing a BT-Tree with nodes holding more than g + 1 elements

node always contains the remaining items, its size actually depends on the total number
of elements).

Proof. If we have a leaf node ¢ with a; = % + 1 elements, it is possible to insert a node k
with ap > % elements left to it by adding these ax to node i. Since ¢ originally possesses
% + 1 elements this sums up to % + 1+ % = b+ 1 elements, thus forcing a split of the
node. The first % + 1 = a; elements will stay in node 4, thus changing nothing there. The
other % elements will form the new leaf node (see Figure 4.10). Thus for constructing a
leaf node with only % elements, we just need to omit 3 elements in the insertion order
and add them right after the next leaf node is started. Actually this is not possible for
the first node. The proof is rather trivial: According to our prerequisites, in the case of
splitting, there are always g + 1 elements left on the right node. So the only possibility
of having less elements in the rightmost node at leaf-level is having a tree only consisting
of the root node (or doing DELETES).

Additional INSERTS for generating leaf nodes with more than g + 1 elements have to
be done after all nodes with % elements have been generated, or this will thwart the
generation process of the nodes containing only % elements. O



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

4.5. Using the structure of index trees for logging

\%{—/ kL A J
~ t
\
b

= = — Next b/2-1 Inserts

ext Insert

Figure 4.10: Constructing a BT-Tree with nodes holding only % elements

The major result of this proof is that there is only one leaf structure of a B+ -Tree where
a DELETE-operation is required for construction: When the first leaf node only contains
% elements (of course it must be kept in mind that the length of the last node solely
relies on the number of remaining attributes).

Thus, in this section we were able to show that the approach for B™-Tree-forensics for
databases cannot be generalized for the detection of data deletion in case of a table
that allows general, non-monotonous, data insertion. Of course, the approach can still
be used for the task it was originally intended, indicating manipulations in Audit &
Control tables. It must be noted though that, similar to the original approach, in this
section we solely concentrated on the structure of the leaf nodes and did not consider the
whole structure of the tree including internal nodes. Still, in essence the techniques work
similar for changing the inner node structure, just the amount of elements required to
be inserted later gets rather large. Furthermore, these proofs can be trivially expanded
from Bt-Trees to B*-Trees, as the only difference between the two is the minimal number
of elements inside the leaf nodes, the other requirements remain the same, which also

means that the proofs given above work similar.

4.5 Using the structure of index trees for logging

As we have shown in the previous sections, the structure of a BT-Tree heavily relies on
the insertion order of the elements into the tree, especially in cases, where there is no
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optimization.

4.5.1 Approach for Logging

We start by defining the signature for B™-Trees, since this is the prevalent data structure
used in most modern relational database systems such as MySQL with the InnoDB
storage engine as already outlined in the previous sections. Since the signature is only
concerned about structure, this definition can easily be adapted to be suitable for B-Trees
and, as a starting point for future research, other balanced data structures.

Definition 4.5.1. Let L;,i = 1...k be all leaf nodes of a BY-Tree B. Then we define
the k-tuple (|L1],...,|Lk|), where |L;| is the number of elements in node L;, as the leaf
signature of B.

The leaf signature already provides some valuable insights on the distribution of the data
and could be used for digital forensics. Still, it is not sufficient for a unique description
of the tree, since even with the (needed) knowledge of the data, several different trees
possessing the same leaf signature (and thus the same partitioning of the data into leaf
nodes) can be constructed (Figure 4.11 shows an example).

A 6

A/\A

Py 8 10|12

A T NN

Agl 2, el Ll Sel 6 ‘ 910‘1112 13| 14

Jgl 2 3|4 Sy 6 7|8 910‘1112 134 14

Figure 4.11: Two different B*-Trees with the same leaf signature

Definition 4.5.2. Let C;; be the jth node on the ith level of the tree, where nodes
are counted in ascending order of the elements contained, and where ¢ = 1 denotes
the level of the root. Let h be the height of the tree. Let D; be the level signature,
such that D; = (|Ciq1l,|Cizl,...) for somei. Thus, D; is the tuple containing the size
of the nodes on the i-th level. Then we define S to be the tree signature, such that
S = (D1, Dy, ...,Dy). Thus, the tree signature is the tuple containing the level signatures
of each level of the tree.



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

4.5. Using the structure of index trees for logging

Using the definition above, we will now proof that the information contained in the
signature is sufficient for a comprehensive description of a B*-Tree.

Corollary 4.5.3. The structure of a B™-Tree is well-defined by its signature.

Proof. For our proof, we assume having a non-empty tree with a valid tree signature.

Let us consider Dy, the root level signature, which will always have the form (z). We
know that the root of any valid tree will have z + 1 child nodes and, since we have
assumed a valid tree signature, Dy must therefore represent these x + 1 children. Since all
elements inside a node are sorted in ascending order (by the definition of a tree), there is
exactly one valid way of matching the elements of Ds onto the children of the root of the
tree. Each child node can then be considered as the root of a subtree. By applying the
same principle, we can conclude that for each unique tree signature, there is exactly one
corresponding structure. Thus, the structure of a tree is well-defined by its signature. [J

Example 4.5.4. Let B be a B*-Tree of order 4 containing the numbers 1...16 with the
following signature: S = ((1),(2,2),(3,3,2,3,3,2)). Then the resulting BT -Tree can be
seen in Figure |4.12.

/\

I 5 11 | 14

1l 28l 3 4 5|6 B Ol 10414 12 113114 |15 |16

Figure 4.12: BT-Tree of order 4 with S = ((1),(2,2),(3,3,2,3,3,2))

4.5.2 Constructing trees from signatures

In this section we outline an algorithm for constructing a B*-Tree from the corresponding
set of (sorted) index data together with the signature.

1. The last tuple of the signature is retrieved and the index data is partitioned
accordingly, i.e. it is divided into blocks with the length derived from the last
signature-tuple respectively. The resulting groups form the leaves of the B™-Tree.

2. The leaves are grouped according to the signature of the level above, i.e. by the
second to last tuple of the signature.

3. Step 2 is repeated for each newly constructed level until we reach the root node
(the first entry in the signature).
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4. The final tree is constructed by promoting the correct elements into the inner nodes
and the root node. This step is well defined by the BT-Tree-definition.

Following, we give a short example in order to illustrate the algorithm.

Example 4.5.5. Let B be the BT-Tree of order b= 4 as shown in Figure 4.12 together
with the signature S = {(1),(2,2),(3,3,2,3,3,2)}.

In the first step of the algorithm we partition the data according to the last tuple of the
stgnature in order to generate the leaves of the tree. The elements 1...16 partitioned by
(3,3,2,3,3,2) thus form the leaves (1,2,3),(4,5,6),(7,8),(9,10,11), (12,13, 14), (15, 16).
Now, each leaf node is an element in the next partitioning, i.e. the leaf nodes are
grouped according to the signature of the next level (2,2) thus resulting in two inner nodes
with three child nodes each: ((1,2,3),(4,5,6),(7,8)) and ((9,10,11), (12,13, 14), (15, 16)).
Combining these two subtrees with the root node yields the final BY-Tree.

The complexity of the algorithm can be calculated in the following way: Since we assume
that the n leaf-elements are already sorted in ascending order, partitioning can be done
very fast (n operations). This has to be repeated for each level, where the maximum
number of elements on each level can be estimated with n; < log b it (upper bound),

thus resulting in the following formula for the whole tree (I denotes the number of levels
of the B*-Tree.):

l
ZAZ', with A; = 10gg+1 Air1, Aj=n
T 2

4.5.3 Application

The signature can be used as an additional log that is only concerned with the structure
of the tree, not its content. Establishing such a log helps tracing reorganizations, i.e.
rebalancing or reindexing and all other operations that do not change the content of the
tree, but its internal structure.

In this section we discuss the following applications for the signature log:

—_

. Providing an additional log file.
2. Forensics using reconstruction of old versions.

3. Forensics by simulating tree development.

W

. Providing exact backup copies.
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Additional log file

The signature log provides an additional log that can be used in order to detect manipu-
lations of a database table. Since many operations result in changes of the underlying
BT-Tree-structure, these operations will also affect the signature of the B™-Tree. Since
in our forensic analysis we also need to be aware of a malicious administrator who is
able to manipulate this log, we want to analyze the significance and robustness of this
additional log in more detail.

In case the adversary is not able to tamper with the signature log (i.e. she does not hold
the privileges or the ability to rewrite log files), the following information can be derived:

1. The structure of the current tree must correspond to the signature in the signature
log.

2. Additionally, the number of logged signatures must be the same as operations in
the transaction log, so we can use the signature log to cross-check for any obvious
manipulation in these transaction-logs.

Tampering with the signature log is far from trivial, since:

e The adversary must be able to read out the structure of the B™-Tree by herself.

o Insert very subtle changes, since even small changes in the insert order of elements
can have a great impact on the structure of the resulting trees - especially when
there are more complex transactions following the one that got changed.

e In the end, all these changes must lead to a tree that has the same structure like
the one that is observed at the moment.

As was already discussed in Section 4.3, the structure of the underlying B™-Tree can be
used for forensic analysis, especially ordered insert statements can be revealing.

Reconstructing old B™-Tree-versions

As outlined in the limitations (Section 4.4), just logging the transactions issued against
a database is not enough to preserve a log of all previous structures of the underlying
BT-Tree, since in general not even the operation of inserting an element into a B™-Tree is
bijective (the operation is not injective). Moreover, when dealing with multiple INSERT-
and DELETE-operations, it is usually impossible to reconstruct the former tree (See
Figure 4.7).

Since the signature of the tree (together with its characterization by its order) identifies
the structure, the signature log together with the tree and a log of all operations on the
tree can be used to retrieve any intermediate state, since
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1. the partitioning of the nodes (and thus the structure) of the B*-Tree is denoted in
the signature,

2. the data inside the B*-Tree can be retrieved by combining the current tree with
the information written in the change logs for every intermediate state and

3. the combination of this information (together with the basic characterization of
the tree) defines the whole tree.

Thus, the original tree can be restored with a combination of the data (taken from
other log files) and the signature log. Again, we can apply the algorithm described in
Section 4.5.2.

1. Be E the set of all elements in the current B™-Tree.
2. Choose a point in time ¢, for which the tree should be reconstructed.

3. Extract D(t) and I(t) from the transaction logs, where D(t) is the set of all deleted
elements and I(t) the set of inserted elements since ¢.

4. Join E with D and subtract I in order to calculate E(t), the set of all elements at
point in time ¢: E(t) = (EU D(t)) \ I1(t).

5. Use the tree signature S(¢) at point in time ¢ and the algorithm proposed in
Section 14.5.2 to reconstruct the old state of the BT-Tree.

Obviously this approach is also invulnerable against reorganizations of the B™-Tree due
to performance optimization strategies, since these operations only change the underlying
structure of the B*-Tree, which is already stored in the signature log.

One additional prerequisite must be fulfilled though: UPDATE-statements must be
logged as a combination of the respective INSERT- and DELETE-statements.

Example 4.5.6. Let E = {1,2,3,4,5,6,7,8} be the elements of a BT -Tree of order /
that was constructed from a previous Bt -Tree with signature S(t) = ((2),(2,2,3)) by
inserting the elements 2 and 4, as well as deleting element 9.

Thus we can construct the old tree with E(t) = ((EU D(t)) \ I(t) = {1,3,5,6,7,8,9}
where D(t) = {9} and I(t) = {2,4} and reconstruct the BT -Tree with respect to the
signature S(t). The result can be seen in Figure 4.185.

In case of differences between a reconstructed tree and an old backup, manipulations can
be detected.
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Figure 4.13: Reconstructed B+-Tree

Forensics by simulation

A straight forward approach for manipulation detection is to find inconsistencies by start-
ing with an old version of the tree and iteratively applying the transactions step-by-step.
In case some data was simply erased from the tree and all transactions concerning this
record were simply deleted from the log, there is still a good possibility of revealing this
manipulation by differences in the structure of the stepwise generated B™-Tree compared
to the one found in the live system.

The main problem with this approach lies in the generation of an old version, since this
would either need a complete and exact backup, even covering the structure of the tree,
or a complete remake of the table, starting with the very first transaction.

In order to overcome this weakness of the approach, we propose the following strategy
for simulating the B™-Tree with the help of our signature approach:

1. Identify a point in time ¢, where the database still seemed trustworthy.
2. Reconstruct the tree at this point according to Section 4.5.3|

3. Extract all transactions from the transaction log that are needed to construct the
current tree.

4. Apply the transactions from the transaction log step-by-step and compare the
structure of the resulting trees with the structures saved in the signature log.

For very big tables, this approach can be rather costly, especially in case a long period
of time needs to be covered, since all transactions starting with the beginning of the
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simulation period must be executed. Still, this technique can be highly parallelized by
dividing the simulation interval into several subintervals and calculating them separately:

1. Identify a point in time ¢y, where the database still seemed trustworthy.
2. Divide the interval [¢p; now] into several subintervals {[to; t1], [t1;t2], - . ., [tn—1; nOW] }.

3. Reconstruct the historic BT-Tree at each t;,7 = 0,...n — 1 and carry out the
simulation according to the algorithm given before.

4. Abort in case inconsistencies were found in one interval and conduct further analysis
on this interval.

Providing exact copies of B™-Trees

Another application for the signature log lies in providing the possibility to generate
exact copies for migration or backup, i.e. copies that not only hold the information on
the data inside the tables and indexes, but also consider the structural aspects of the
indexes. This can be especially useful, if the database needs to be backed up very often
and the ability to do forensic techniques such like the techniques outlined in 4.5.3 should
still be possible. Traditionally, this can be done by creating backups of the underlying
DBMS-files holding the indexes, which is very costly if done very frequently. Utilizing
incremental transaction logs for simulating the tree starting from a full backup is not
applicable for this purpose, since any reorganization would thwart the simulation. The
tree signature thus provides a very straightforward additional mechanism for full or
incremental structural backups:

1. Generate a full backup and backup the signature.

2. Incrementally backup all data changes (e.g. via the transaction log) and changes in
the signature.

3. Additionally backup the signature log before and after each reorganization.

We also consider migration of revision secure databases as an area of interest for this
application. Especially in combination with the simulation of the tree structure, or some
other forensic techniques concerning BT-Trees, this application can be of great value in
order to generate SOX-conforming backup strategies.

4.5.4 Limitations

One limitation of this approach lies in the fact that the technique must be implemented
inside the DBMS, i.e. it is possible to do this via external tools, but to us this seems a
rather costly alternative concerning performance. So the vendor of the DBMS must be
convinced to change the software, which is rather unlikely concerning the big players in
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this marked.

Another limitation is based on the problem that the bijectivity of the transaction can
only be assured when every change in the underlying structure is logged. This will result
in some additional space needed, as well as an additional logging operation after each
transaction. Since every log entry covers the structure of the whole tree, the following
mitigation strategies should be considered for this issue:

e In case a transaction only affects a sub-tree, the logging-logic could reuse the
last entry of the signature log and directly alter the part of the signature that is
concerned with this sub tree.

e The logging could rely on some external tool that calculates intermediate steps out
of two tree signatures (extracted the usual way) and the transaction log.

The most important drawback, however, lies in the fact that an almighty administrator
is, at least in theory, able to completely fake the log. Even though, faking the signature
log should be drastically more complicated compared to a typical database audit log,
this possible threat has to be taken into consideration. In order to thwart this attack,
the signature log could be combined with other forensic techniques that protect log-
ging information, like for example the chained witnesses approach on transaction logs
(see [FKKW14]).

4.5.5 Size of the signature log

In this section we discuss some boundaries on the expected size of the proposed signature
log with respect to the number n of elements stored in the BT-Tree (the actual size in
bytes thus depends on the implementation of the DBMS) and give some boundaries on
the size needed. It is assumed that the same data type is used for storing numbers, i.e.
that storing small numbers is as expensive as storing longer ones (this is usually the case
in real-life applications).

Lower bound: The best case is that as many leaves as possible are filled with b
elements. Note that we do not need to concern ourselves with the possibility that, by
applying this concept, we fail to satisfy the constraint that all non-root nodes must
contain at least % elements, since we are only trying to find a valid lower bound. We
then construct the inner nodes of the tree iteratively using the same argument

Np(n) = Fﬂ +NL<F;—‘ —1>,NL(n§b+1):1
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Upper bound: In order to calculate an upper bound we construct a tree that has as
many nodes as possible. This can be achieved by constructing a B*-Tree containing as
many leaf nodes as possible (it is obvious that less leaf nodes can not result in more
inner nodes), and we therefore want each leaf node to contain the fewest allowable
number of elements. The n elements of the BT-Tree are divided into leaf nodes L; such
that |L;| = (%],Vi where |L;| is the number of elements in the i-th leaf. As with the
construction of the lower bound, we are less concerned about breaking the capacity
constraints on nodes, so long as we find a valid and useful upper bound. Once again, we
continue iteratively until we reach less than or equal to b + 1 elements left on the last
level. The only valid way of adding a node at this level is by adding a root node. This
results in the following recursion:

Ny(n) = Lgﬂ +NU<L7§J —1> Ny(n<b+1)=1

Example 4.5.7. Consider n = 50 elements in a BY-Tree of order 8. By applying our
bound calculations, we see that for b =8, N (50) = 8 and Ny (50) = 15. Thus, we would
need a signature log of between 8 and 15 in length, for any possible tree structure fitting
these criteria. Figure 4.14 shows a BT -Tree of this form that uses the least possible
number of nodes, which is 8. This tree would therefore require a signature log of length 8.
Similarly, Figure |4.15 satisfies the same properties of our example but uses the highest
possible number of nodes, which is 15, requiring a signature log of length 15. This should
provide some indications on the accuracy of our bounds, although admittedly this example
is impractically small. Note that, in general, the number of elements and order of a
BT -Tree are both much higher.

8 |16 |24 |32 | 40| 46

e 2 N,

1-8 9-16 17-24 25-32 33-40 41-46 47-50

Figure 4.14: An example of a minimal B*-Tree, n = 50,b = 8
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1-4 58 9-12 13-16 17-20 21-24 25-28 29-32 3336 | 3740 41-44 45-50

Figure 4.15: An example of a maximal B™-Tree, n = 50,b = 8

Example 4.5.8. Consider n = 20,000 elements in a B*-Tree with order 1024, we need
between 21 and 41 nodes, thus resulting in a signature log of 21-41 integers, needing a
most 2 bytes each, thus resulting in a total size of 42-82 bytes per entry (not including
delimiters).
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4.6 Fingerprinting databases using index trees

In this section we will discuss, how the index tree could be used for fingerprinting whole
databases, i.e. we assume that the data is not exchanged based on extraction files (e.g.
.csv [Sha05], JSON [Bral7|] or other structured formats), but by copying the database
file(s). There are quite some scenarios, where this would be a sensible choice: For
example, a file system admin could copy the files of a (probably encrypted) database
without requiring access to the data itself. Also, when migrating the data to a mirror
machine, it can be handy to simply move the whole database installation to a second
server, without the risk of forgetting information, stored procedures, secondary indices
and other assets [LX09]. In addition, this is especially interesting in cases, where the
database is the target of a forensic investigation and a bit-by-bit forensic copy (a so-called
forensic image [Joh12]) is required in order to provide material that will hold as a prove
in court [CS04]. Thus, within this section, we will only look at the case that the whole
database containing all data files, as well as structural information, is copied as it is,
without further changes.

4.6.1 Fingerprinting using the B™-Tree signature

The previous sections, and especially the definition of the BT-Tree signature in Sec-
tion 4.5.1, provide us with a straightforward instrument for fingerprinting databases. The
basic idea is to provide every data recipient with the same data, but to have the primary
index (which in many databases and especially in MySQL using InnoDB is structured in
the form of a BT-Tree) being structured differently in order to generate a different mark
for each recipient respectively.

Fingerprint generation and verification

In order to generate these fingerprints, the data owner is required to generate several
fundamentally different BT -Tree structures for the same data. For the sake of simplicity,
we assume that the database only holds a single table containing data and leave all the
internal database tables and views aside. This does not pose a problem, as the approach
can be easily extended to databases holding multiple tables by either only using a single
one as carrier for the fingerprint, or by attaching a fingerprint to each table separately.

For fingerprint generation, the data owner can use the technique outlined in Section |4.4.3,
where we were able to generate all but one very specific B™-Tree signature solely by data
insertion. More specific, we propose the following routine:

1. Generate a valid signature for each data recipient that is constructible by INSERT
operations only. To simplify this task, it is sufficient to generate a valid leaf
signature and iteratively generate a valid BT-Tree from there.

2. Rename the table and generate an empty one with the same attributes under the
old name.
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3. Generate the fingerprinted table by using the insert strategy outlined in Sec-
tion 14.4.3.

4. Delete the renamed table.

When selecting the fingerprints in the first step it is of course useful to have them differ
in large portions in order to make the fingerprint a bit more stable against changes due
to working with the database.

Evaluation and limitations

In this section we will give a short discussion of this approach with respect to (amongst
others) key issues like variability, stability and detectability of the signature based
fingerprinting approach outlined above.

Performance: The generation of the fingerprint is quite costly in nature, as n INSERT-
operations need to be executed in the right order to generate each fingerprint. Normally,
databases offer methods for bulk insertion for transferring large amounts of structured
information (e.g. [SCST08]), thus arriving at m - n INSERT operations for m data
recipients. Furthermore, the calculation of this insertion order requires additional efforts.
This effort can be drastically reduced when limiting the fingerprint to a small amount
of elements, i.e. instead of spreading the fingerprint across the whole set of elements,
only a short sub-interval is used. This reduces the effort for tree construction for all
subsequent m — 1 fingerprints after the first one to (m — 1) - n;, where n; is the length
of the fingerprinted interval. It must be kept in mind though that this reduction also
reduces the variability of the fingerprints, as well as the stability against accidental
and/or intended forging of fingerprints of other users.

Variability: The variability of this fingerprinting approach, and thus the number
of possible fingerprints and data recipients, is directly depending on the number of
constructible Bt-Trees. Thus, in order to provide a lower bound for the number of
fingerprints that can be generated with this approach, we will show that the problem of
the number of BT-Trees is isomorphic to the problem regarding numbering compositions
discussed in Section [4.2.2:

Lemma 4.6.1. BT -Trees store all information in the leaf nodes, thus the leaves are
forming a partition of the elements stored in the tree.

Proof. The proof is rather trivial. Following the definition of a B™-Tree, there is no data
stored in the inner nodes, thus all elements appear in the leaves. On the other hand, no
element is stored in two different leaves (also by definition). Thus |J L;, where L; denotes

all leaves of the tree, contains all elements of the tree and L; N L; = 0, Vi # j.
O



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

4.6. Fingerprinting databases using index trees

Theorem 4.6.2. The next observation s that for every partitioning of our data into
particles with length between L%J and b there is at least one BT -Tree.

Proof. We divide the proof corresponding to the number of leaves:

1. In case we have only one leaf, this is trivial: This leaf becomes the root and our
tree is the trivial one only consisting of a root.

2. In case we have at most b+ 1 leaves. Then we can attach these leaves to one root
(by promoting the highest element of each leaf except the last one into the root
node). There is no problem with attaching less than % + 1 leaves, since the root
node is the only node without a lower restriction on the number of elements.

3. The last case considers more than b+ 1 leaves. In this case we will have to add

inner nodes, since it is not possible to attach more than b+ 1 leaves to the root.

Be my > b+ 1 the number of leaves in our tree. By using Theorem 4.2.9, we just
calculate the number of compositions my of mg. Given that mg > b+ 1, it holds

that m; > 0!, We now apply this trick recursively until we reach case one or two.

O]

Based on the last theorem, we are now able to generate a lower boundary for the number
of possible BT-Trees for a given tree-order b and number of elements n that are stored in
the tree.

Theorem 4.6.3. Lower bound The former result directly leads us to a lower bound
for the number of possible BT -Trees for n elements:

(n—16/2])
Clbn) > I([b/2) <n<b)+ > i, [b/2],b),

i=mazx[l,(n—>b)]

where c(i, a, b) is the number of compositions of the number i with particles between a and b.

Proof. We have shown that for every partitioning of the elements into chunks with sizes
between L%J and b, there exists at least one corresponding BT-Tree. Furthermore, we
have shown that the number of possibilities of generating such partitions of n elements
can be related to the number of compositions of n when applying these boundaries for
each particle of the composition, i.e. n = Zi?:l a;, with % < a; < b. For this, there
already exists a formula which leads us to the result given in Theorem [4.6.3| O

'See Theorem |4.2.9
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Stability: Stability is quite a large problem for this fingerprint, as many DMBSs
employ internal routines for performance optimization through index re-organization,
thus potentially removing the fingerprint throughout normal operation, undetected and
undisposed by the user. Furthermore, attackers could try to remove the fingerprint by
issuing large amounts of random operations against the database. While the first problem
can be mitigated by using sealed environments, e.g. research servers, where such changes
are made impossible, the later one is far harder, if not impossible, to combat. Audit &
Control features could be used to detect the heavy use of these random changes, but (i)
this can still be a problem when selecting fingerprints that are too close and (ii) this
needs to be done at the data recipient side, which is rather unlikely in many real-life
scenarios.

Detectability: In order to validate a fingerprint, the validator requires access to the
signature of the BT-Tree, or at least the signature of the fingerprinted tables. This, of
course, involves access to more or less the whole database for detection. Again, this effort
can be reduced by hiding the fingerprint in smaller portions of the table, thus greatly
reducing variability and, even more problematic, stability, as colluding attackers could
use their common knowledge in order to detect these parts.

Susceptibility to collusion attacks: In order to construct fingerprints that cannot
be detected by a collusion of an arbitrary selection of m — 1 out of m total data recipients,
each possible (sub-)set of recipients must have at least one feature they all share (and
thus do not recognize as part of the fingerprint) that differs from the remaining recipients
not colluding in the attack. This is equivalent to the notion that every subset of the set
of recipients possesses one feature specific to this subset, thus the number of features
required is equivalent to the size of the power set of the set of recipients minus one (there
is no feature specific to the empty set of colluding recipients), i.e. 2™ — 1 for m recipients.

While the approach outlined above is feasible in general and simple in nature, it faces
some serious limitations when used in real life environments:

e In order to verify it, access to the database needs to be provided, i.e. it is not
enough to just see the data, but the very intrinsic structure of the BT-Tree is
required.

e More precisely, it is not possible to detect the data leak based on a single record,
or a small subset.

e Any change to the database might result in changes to the fingerprint. This is of
course no issue in scenarios, where changes to the database are made impossible,
e.g. by only allowing changes in copies of the data on a so-called research server,
instead of the database itself (see e.g. the concept of the DEXHELPP research
server [ZPB14]).
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o The generation of a different fingerprint requires the restructuring of the data in the
table index, which in many database management systems conforms to re-arranging
the whole internal data store.

¢ Many databases use index re-organization in order to boost performance - the
fingerprinted version of the database needs to suppress this behavior in order to
thwart the negative effects on the fingerprint.

o In theory, every fingerprint can also be constructed by accident by taking a database
copy incorporating another fingerprint and executing insertions and deletions against
it. Thus, in order to make this unlikely, the tables in the database need to be large
and the distribution of the fingerprints across the fingerprinting space, i.e. the
space of possible BT-Trees, needs to be wide.

While this technique seems rather limited in use when considering the imitations outlined
above, it does have its uses when considering specific scenarios like sealed analysis
environments, where the source database is copied to a virtualized environment holding
all analysis tools and intermediate information, where full control over database meta-
routines like index re-organization can be enforced.

4.6.2 Fingerprinting using database steganography

While fingerprinting using the BT-Tree signature might be a viable solution in some
cases, the stability is lacking in case of subsequent heavy usage of the database, i.e.
when the fingerprinted database is afterwards changed heavily through addition and
removal of data records from the fingerprinted tables. It must be outlined though that
the signature based fingerprint can be applied to all of the tables holding data in the
database, thus significantly improving the resilience of the fingerprints. In Section 4.2.3
we already referenced some of our earlier work regarding information hiding in index
trees, especially considering manipulating the primary index in order to generate highly
stable slack space that cannot be accessed by the database anymore. The approach
required the deletion function of the database management system to be changed in
order to not add deleted records to the garbage collection for further re-use. In case the
data was to be read again, special “hidden” functions were required to be implemented
into the DBMS as well. While surely feasible, this opens the problem that the system
needs to run a special version of the DBMS in question, which might make users (or at
least administrators) suspicious and introduces additional overhead and programming
effort. In our fingerprinting approach the scenario is far more simple: While the original
owner of the DBMS will need to have his/her own version of the DBMS running, the
data recipient is not required to be in the possession of anything unorthodox, i.e. he/she
can run the "normal” version of the DBMS.
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DBMS modifications

The data owner is required to run a DBMS that he/she has full control of at the source
code level in order to introduce some changes, as two new functions fpgenerate (table,
fingerprint) and fpextract (address, length) (see below) need to be introduced.

Function fpgenerate is a duplication of the normal deletion routine with the exception
that it inserts the parameter fingerprint into the table provided in parameter table using
the normal insertion routine provided by the database and then executes an incomplete
deletion that does not invoke the addition of the record to the garbage collection, thus
effectively removing the information from the reach of normal database functions. Since
the transaction log is stored in external files in MySQL, we can simply use the original
INSERT routines, as we won’t copy these files to the recipient, thus not leaking information
through them and still maintaining transaction safety even in the fingerprinting process.
Of course, in order to guarantee this (and maybe in case of other DBMSs), also the
INSERT routine might be changed in order to not leave any traces.

1. Insert a new record into the table that contains the fingerprint specifically con-
structed for the data recipient.

2. Unlink the record from the neighbouring records in the B™-Tree leaf node, but do
not add it to the garbage collection pointer.

3. Check secondary indices for the record - in case of positive retrieval, unlink it from
the respective secondary indices.

4. Check the dictionary of the table - in case the record can be retrieved from it,
unlink it.

5. Depending on the actual DBMS in use, return the absolute address or the offset in
the DBMS file of the fingerprint location

Function fpextract takes an absolute address or an offset in the DBMS file (depending
on the actual implementation and the DBMS in question), as well as the length of the
information requiring extraction and returns the data at the given address/offset.

Fingerprint generation and verification

One major benefit of this technique is the possibility to introduce an arbitrary amount
of fingerprints to the database extract, i.e. the data owner does not need to resort to a
single fingerprint, but can spread multiple instances across the database files.

For the construction of a fingerprint, any reasonable technique might be used. In our
basic approach we assume that the fingerprint is a salted hash of data identifying the
respective data recipient together with the table name in order to thwart detection
through duplicate entries. This fingerprint will be stored in the primary key of the table,
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if suitable, the other columns will be filled with default values, depending on the actual
structure of the table. Thus, in real-life implementations, it might be practical to provide
standardized functions for fingerprint generation for various types of data. We further
assume to use a different salt for each fingerprint in the same table:

fijn(wisty, sp) == H(u; ®t; ® salty),

with u; denoting the i-th data recipient, ¢; the j-th table in the database and sj, being
the k-th entry of the set of salt values. $ denotes a cryptographic hash function.

For adding the fingerprints, the data owner simply selects the table in the database that
should be used as carrier for the fingerprint and generates the fingerprinting information
according to the table structure as outlined above. Then the fingerprint is added by
invoking the fpgenerate function. The resulting address needs to be stored in a table
outside the database, together with the recipient ID and the fingerprint.

Detection is straightforward: In case an illegal copy of the database is found, the data
owner needs to obtain a full version of it and check all addresses or offsets (again depending
on the DBMS) using the function fpextract. The results of fpextract are then checked
against the respective fingerprint values in the table holding all fingerprints for all copies
of the database in question. Figure [4.16 gives an overview on the proposed approach.

Evaluation and limitations

In this section, we will discuss the benefits and limitations of the oulined approach.

Performance: Generation of the fingerprints is rather simple and fast as we require
the calculation of one hash and two xors, as well as one database insert and one deletion
per fingerprint, which is negligible compared to the computational effort introduced
by requiring to copy all database files. For verification, the worst case scenario can be
constructed as follows: Let n be the number of data recipients and m;, i =1,...,n the
number of fingerprints for the i-th recipient. Then, in the worst case scenario, Y i ; m;
fingerprints need to be checked. Given that this only constitutes the extraction of
information at a single address/offset and comparison with pre-calculated hashes, this is
feasible even for higher numbers of n and m;,7 = 1,...,n respectively.

Variability: The construction of the fingerprint allows for quasi endless variations,
depending on the actual size of the carrier database.

Stability: Within the defined side-parameters, i.e. the copying of whole databases
on a file basis, the fingerprint is extraordinarily stable: As it is not encoded within the
actual data in the database, but in meta-structure, it is possible to change every single
data record completely and still being able to tell, who was the original data recipient
of the database instance in question. This notion is so strong that it must be discussed
though, whether this still constitutes a desirable amount of stability, or is simply too
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Figure 4.16: Overview on the proposed approach

strong, as the fingerprint will also “detect” databases that, due to not possessing any
original information any more, most surely do not constitute a case of data leakage.

Detectability: = While the approach outlined in Chapter 3, allows for detection of
a data leak by only using one single leaked record, this is completely different for this
approach. While it is stronger in the sense that it does not require any leaked record to
be present for detecting a copied database, it does require the presence of the original
files with their meta-information, most precisely the database slack space.

Limitations: While this technique is practical in order to detect copies of whole
databases, even in case all the data in the tables have changed, it does have drawbacks:
First, it can easily be circumvented by not copying the database files, but by inserting
full table scans into another freshly set up database, or by extracting (part of) the data
to files. This major drawback is due to the fact that the fingerprint is not provided within
the information that we want to protect itself, but within the meta-structure of the
database. Furthermore, attackers could still try to remove the fingerprint by (i) finding
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all addresses in the database files that are not referenced by any primary index (and are
not used by other database assets like procedures, views, secondary indices ...) and (ii)
overwriting the information at said addresses by using file carving techniques. While this
is feasible from a theoretical point of view, depending on the size of the database, it does
involve a lot of effort, know-how on the very internals of the DBMS in question and any
error might result in total corruption of the database in question. Furthermore, as a
database is an immensely complex system of high dynamics, this threat can only be seen
as very theoretical in real life applications.

Susceptibility to collusion attacks: In case two data recipients work together for
breaking the fingerprint in two fresh copies of the shared database, they could calculate
diffs for the received files and thus extract the data holding the fingerprints. This can be
circumvented by selecting the fingerprints in a way that each subset of the m recipients
R; have at least one fingerprint that they all share, but none of the other recipients
possesses. This leads to the introduction of at least 2™ — 1 fingerprints (the empty subset
does, of course, not require a fingerprint, thus the ”-17, see 4.6.1). While this seems to
be infeasible for large numbers of data recipients, again, for attackers working at this
level, regarding removal of the fingerprint it would far more easy to simply extract all the
information from the tables to a file and load these files into a fresh database instance,
thus removing the fingerprint entirely at the cost of not being in the possession of a
forensic copy anymore.
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CHAPTER

Building trust for the expert in
the loop

5.1 Introduction and Motivation

While the concept of the "expert in the loop” [FOJ03], and especially the ”doctor in
the loop” [GKHI15] seems to be a logical consequence of the application of machine
learning technologies and derived knowledge into (medical) science and engineering, one
major problem arises: The expert in question is forced to trust the results derived from
algorithms based on the authenticity of stored data to a large extent, while being seen as
the primary responsible party during information provisioning [WGWW™16]. In case of a
medical use-case, during treatment, i.e. the doctor retains responsibility or, in case he/she
is involved in the selection of the source data, even gains more, while losing control over
the process. With the technology available to tackle large amounts of complicated data
in real time through big data techniques, results derived from such processes may even
become more uncontrollable (see also the problem of ”explainable AI” e.g. in [DSBI17]).
This opens up the problem of acceptance of the "expert in the loop” approach as has been
pointed out to us by medical personal [HMK™17]. The question is the trustworthiness of
the underlying data and execution chains, especially considering manipulation, e.g. in
the aftermath of a wrong treatment, as well as the leakage and unsolicited re-distribution
of the gathered information. Besides privacy related issues, data leakage is a serious
problem in collaborative data driven research when considering the value of research
data. Thus, the issue of unsolicited data extraction needs to be tackled too:

o In case of errors on the expert side, he/she could try to cover the tracks by changing
the wrongful data that led to the treatment.

e On the other hand, as the expert is seen as the responsible person that is going
to be blamed in case of errors, he/she needs to be ensured that in case the
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wrong suggestions came from the system, he/she is protected against legal actions.
Safeguarding the doctors is especially important, since the whole concept relies on
their participation [KWHI6].

e Securing the system against manipulation is especially important in case external
users like patients are involved in order to generate trust in the system on their
side. Furthermore, as an expert in the loop system in a critical field like medical
support would logically constitute an ICT-critical infrastructure, data manipulation
could be a possible threat in scenarios of cyber-crime [Fuel?] (e.g. illegal drug
acquisition) or cyber-terrorism (e.g. by seeding distrust towards entities in the
national health system).

 In addition, medical data is often of high value to the collecting agency /hospital /lab,
thus read access needs to be monitored in order to thwart data leakage.

Thus, in order to mitigate these risks for the overall concept, manipulations in the
underlying database need to be detected, as well as control over the information entered
by the expert needs to be safeguarded against subsequent manipulation and unsolicited
propagation. This also includes the manipulation-secure logging of execution chains of
enrichments, as well as analytics algorithms and workflows. The contributions in this
chapter can be summarized as follows:

e We provide a model of the "expert in the loop concept” including an abstract
architecture of its entities with respect to security. Hereby we exemplarily focus on
the medical sector with the ”doctor in the loop” concept, as this is a field with a
large amount of sensitive information, quick decision processes and high political
and societal relevance.

o Attack scenarios and attacker models against this approach are devised.
o Based on these models, strategies for mitigation are defined.

o Finally, we propose two methods for thwarting unsolicited data leakage, one based
on strategies outlined in Section 5.2.2, the other based on principles of database
steganography as outlined in Section [4.2.3|

It must be noted that the results of this chapter have been published in the form of
papers. In order not to thwart quality control introduced by the peer review process they
were taken verbatim from the corresponding peer-reviewed publications.

5.2 Background

5.2.1 Experts in the loop and medical databases

Interactive machine learning has been a very popular topic in research throughout recent
years, especially considering the medical domain with its vast amount of applications
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in the sectors of diagnosis, as well as treatment. In [BG12] the authors provide a com-
prehensive comparison on different training algorithms for supervised machine learning,
mainly focusing on the aspects of speed, accuracy and scalability. Focusing on the pure
algorithmic level, matters of security and especially data protection are left out. Alongside
this work, [WZAT16|] discusses how computer-assisted presentation of case data can
help experts to infer machine-implementable rules for case definitions in electronic health
records, which are valuable resources for analyzing issues and shortcomings of health
systems [NHW ™10, [ZPB14], as well as co-morbidities [ARG™10]. Here, the authors apply
an expert in the loop approach and demonstrate the usefulness of their techniques with a
practical medical example on acute liver dysfunction (ALD). Furthermore, a multitude
of applied work that utilizes data mining and (interactive) machine learning in medical
research has been proposed in the recent past like [SASSTI] for the prediction of heart
diseases, or [WS12|] discussing possible applications in radiology. In [JJB12|, the authors
consider the benefit, but also the challenges when mining electronic health records (EHRs).

Regarding sharing of information in medical databases, in [KLOT12] the authors dis-
cuss the effects of the American Recovery and Reinvestment Act of 2009 on medical
research [Ste09], namely the production of large-scale databases of patient data allow-
ing better and larger studies. While acknowledging the need for removing protected
patient information, the paper focusses more on the benefits of data sharing without
acknowledging malicious intent. Various work exists on the problem of de-anonymization
of health records (e.g. [KNJ™12]), which is thus not in the focus of this work, since the
architecture proposed in this work allows the application of various kinds of additional
countermeasures in order to protect patient privacy. In their work [WSBT12| the authors
propose a practical framework under development that makes recent developments in
the realm of machine learning accessible to practitioners. This is based on their observa-
tion that despite the fundamental developments on the theoretical and conceptual side,
adoption of machine learning techniques by practitioners has been low [CNCCI5]. Still,
while providing many practical considerations, the topic of security and protection of
sensitive data was only touched slightly in this concept.

The problem of securing infrastructures relying on human behaviour has been discussed
throughout the last decade and more, being one of the very fundamental problems for
computer security [Smi03]. The problem is often related to the issues of awareness [Lup08]
or missing usability in security [CGM™11], as well as other subtopics, also including the
sharing of data between different entities [KHS™14] where each participant has his/her
own agenda in dealing with the supplied data. It has to be kept in mind that research
data forms a very valuable resource for many research laboratories. This is also often
related to the issues of providing health related information to other clinicians [Ran05| or
to automated systems [WJAQ6], where the original owner of the data loses control over
the further dissemination. In [LSCT12|, the authors identify security and privacy issues
as one of the major open research issues in the development of medical cyber-physical
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systems (MCPS), especially considering that interoperability capabilities will open up
new attack surfaces that can be misused to harm patients by e.g. manipulation of data
or direct access to critical system components.

Another topic that frequently comes up when discussing privacy and (medical) data
analysis is the notion of privacy by design, a term describing a fundamental basic principle
in constructing software and systems: Privacy is not an add-on, but a fundamental
architectural principle. First used by Langheinrich [Lan01], it is based on ideas harkening
back to the 1960s and especially to notions regarding fair information practices from
the 1974 US Privacy Act which were later on codified in OECD Guidelines [fECoC80)]
and, in a more concrete form, in the European Union’s Directive 95/46/EC on the
protection of individuals with regard to the processing of personal data and on the
free movement of such data [Dir95]. The framework in [Lan01] was later on refined
into 7 foundational principles by Ann Cavoukian |[CT09|. These still rather abstract
design principles have been refined in subsequent years in order to provide more practical
guidelines for actually delivering on the promises of privacy by design: In [Cav12] the
authors provide some practical examples on how they would introduce Privacy by Design
in certain environments, still, the approaches are rather high-level, while in [Hoel4] the
authors provide a selection of generalized strategies. Cavoukian, amongst others, has also
provided some more insight on the issues of Privacy by Design with respect to data driven
environments in |CJ12], still, as recent research has pointed out, especially the most
important principle of “data minimization” can reduce the quality of machine learning
algorithms [MKWHI16]. Most prominently, ENISA has put forward some implementation
strategies for Privacy by Design based on [DDFH™ 15|, which, while still rather general,
can be used as starting points for our architecture. Summarized, while literature regarding
general principles and even technological fundamentals for privacy by design is plentiful,
there is still some research to be done in order to adopt the principle in practical data
driven environments.

5.2.2 Chained Witnesses

The term ”chained witnesses” was coined in [FKKW14|, where the authors proposed a
technique for securing internal mechanisms of databases against manipulation. The main
advantage of this approach over the multitude of approaches described in the literature
was resilience against an attacker model that included the database administrator as
possible adversary. While this requires discussion in most real-life systems where the
database administrator is seen as a trusted entity, this is especially interesting in the
”doctor in the loop” and other highly sensitive expert in the loop systems.

The main principle of this approach lies in appending a so-called witness for each
transaction that is issued against the database to the internal logging mechanisms: The
database storing the information is considered as untrusted, furthermore, even file system
administrator rights are assumed for the attacker.

Definition 5.2.1. Let D; be the it data record written to the database at time t;.
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Furthermore, we assume that H is a cryptographically secure one-way hash function, T
is a trusted third party and R is a secure pseudo random number generator (PRNG) and
r; is the result of its it" iteration. The witness for transaction D; is calculated as

w; = H(wi—1||Dil|ti||ri) = H(wi—1]|Dil[t:|]|R(ri-1))

with || denoting string concatenation. The tuple (t;,w;) is then called the signature of the
record D;. In order to start the hash-chain, an initialization phase is required: A trusted
third party T selects a random number s as seed for the PRNG and thus generates ro by
using the PRNG on s. Furthermore, the initial witness is defined as wg := H(rg).

Due to the definition of the witnesses as chained hashes, any changes in older data sets
lead to cascading changes in all subsequent witnesses (Figure 5.1 shows the chaining). For
the verification, the data of the protected internal logging mechanisms is executed against
an old trusted backup under the premise of 7 and compared to the investigated database
instance. This also works, when reverting the whole database to an old state: As the
PRNG is seeded with a seed unknown to the attacker, every iteration changes the state of
the PRNG, which cannot be calculated backwards (this is ensured by the criteria for the
hash function and the PRNG in [FKKW14]). Thus, in the case of reverting, the states
of the missing entries can be detected easily. In [FKKW14] the authors propose several
mechanisms for achieving this kind of manipulation security in real-life environments,
especially targeting internal database mechanisms for providing rollbacks (so-called
transaction logs'). The transaction log is stored directly by the database environment as
an internal component. Figure |5.1]also demonstrates, how the log entry is extended in
order to store the witness, more details on the exact specification of the log entries can be
found in [FKKW14]. Furthermore, the database management system (DBMS) must be
modified in a way to provide the calculation of the respective witness as an atomic action,
invisible to and un-interruptable by the database administrator, i.e. the mechanism for
writing the transaction log needs to be modified directly in the DBMS-code in order to
fetch the random numbers r; and calculate the witness immediately, without leaking r;
to the administrator. As shown in [FKKW14| the implementation of such a process can
be done for MySQL, furthermore, the authors pointed out solutions for closed-source
DBMSs based on the database replication logs.

5.2.3 The doctor in the loop

The concept of the ”"doctor in the loop” is an extension of the increasingly frequent use
of knowledge discovery for the enhancement of medical treatments together with the
“human in the loop” concept: The expert knowledge of the doctor is incorporated into
"intelligent” systems (e.g. using interactive machine learning) and enriched with additional
information and expertise. Using machine-learning algorithms, medical knowledge and

Tt must be noted that the term ”logs” is slightly misleading, since these are not human readable log
files, but internal mechanisms for ensuring transaction safety.
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optimal treatments are identified. This knowledge is then fed back to the doctor to assist
him/her (see Figure 5.2).
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Figure 5.2: The doctor in the loop.
While general techniques regarding data driven research have their own problems with
respect to privacy protection (see e.g. [HSKW13]), an additional major problem for the
doctor in the loop lies in guaranteeing the trustworthiness of the data provided by other
entities and by analysis workflows.
5.3 The Approach
The approach outlined in this section is based on the generic concept of the ”doctor in
the loop” as described in Section 5.2.3l In order to motivate the chaining approach, we
will define the entities and their relations, including the chaining mechanism.
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5.3.1 Entities and Relations

For our analysis, we define a more specific model for the doctor in the loop. Figure 5.3
gives an overview on the components:

e The Doctor, who is the main expert in the cycle, collects data from patients, includ-
ing their reactions to individual treatments and potential other effects. Furthermore,
he/she provides additional knowledge from his/her experience and sanity-checks
results. All data he/she provides to the system is sent to the Knowledge Base,
which also provides him/her with the relevant feedback. In this basic approach we
resort to a single doctor entity, which is rather uncommon in real-life environments,
the required extensions to the chaining for including multiple doctor entities can
be found in Section 5.3.3.

e The Knowledge Base provides the store for the data and all results of workflows
and external resources, as well as the only means for communication between the
doctor and the other entities. This entity is the primary target for our chained
witnesses approach, since all data that is transferred between the relevant entities
for the ”"doctor in the loop” approach utilizes it. The knowledge base may also
host stored procedures for the analysis of the data, i.e. parts of the ML-grid are
implemented as stored procedures inside the knowledge base.

o The Grid serves as a generic model for a machine learning / reasoning structure
that takes input data and returns results using analytics algorithms. The grid may
be implemented as external mediation tool, as well as in the form of internal stored
procedures inside the knowledge base. In our concept, the exact definition of the
grid will be kept on an abstract level, since providing manipulation security will be
done on the side of the underlying database of the knowledge base.

¢ Interfaces from other entities to the knowledge base are logged by the underlying
DBMS. This includes all transactions changing data or structures in the database,
as well as the change and invocation of stored procedures that may implement part
of the grid.

o The entity Medical Research denotes external knowledge bases that serve as
external data input to the grid, or to the knowledge base.

¢ ML Research provides the grid with new algorithms for the analysis of the data
stored in the knowledge base.

5.3.2 Interaction and Chaining

For the abstract approach we only consider a general scenario where a generic data

receiving decision maker 9t (e.g. the doctor) sends data to a generic data store & (e.g.

the knowledge base). Furthermore, an entity 3, the data provider, operates on the same
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database and delivers a result to &. 9 takes a result (e.g. a treatment) based on the
data in the database and returns additional information, especially on the reaction of the
patient and other (side-)effects. Furthermore, 9t controls the results stored in & with
respect to sanity-checks based on his/her background knowledge and issues respective
corrections to & that are subsequently used by . From a security point of view, this
especially implies that the exact order of the transactions with respect to the knowledge
base is of vital importance in order to guarantee authenticity.

Data Provider: The model of § is selected to be as generic as possible and covers
all single data providing entities except the decision maker. This especially includes all
parts of the grid, as well as additional data sources with respect to Section |5.3.1. Due
to the assumption that 8 might be some proprietary entity, incorporating additional
mechanisms for controlling the decision provider(s) is not reasonable. Furthermore,
P might in reality consist of several different entities (internal stored procedures and
external workflow engines), i.e. 9t might provide data to and receive information from
several different data providers ;,¢ € N. Thus, B only needs to fulfill the following
prerequisites:

1. All results are written to &, there is no additional side channel to 9, i.e. 9T and
B are independent.

2. Everything sent to & by P is signed using state of the art cryptographic technologies
and is therefore assumed to be unforgeable.

Especially requirement two seems to be strong, still this is a standard requirement in
many current communication protocols.

Data Store: The data store possesses an internal table structure for storing all collected
data, invoked enrichment algorithms, as well as the received data, protected with the
chained witnesses approach: For each entry in the transaction log D;, the respective
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signature (t;,w;) is stored (see [FKKW14]). It must be kept in mind that the only
connection between two entries D; and D; lies in their timely succession, i.e. all changes
in all tables are stored in the same transaction mechanism, ordered by the time of entering
t;. This also holds true in case of several decision makers 97;. In the setup phase, the
initialization is done by a trusted third party T (see below). We furthermore assume
that the data store is run independently from the underlying physical server, i.e. &
possess administrator privileges over all tables, as well as full access to the file system for
enrichment and processing of incoming and outgoing data, as well as for restructuring
the database layout (tables, views ...), including full control over log settings. Still, it
does not possess root privileges on the underlying machine, which is run by ¥ or another
trusted entity. In addition, the data store frequently sends a backup to ¥, which is
validated as shown below. The newly validated database image iteratively serves as the
new base point for the next validation cycle.

Decision Maker: The decision maker 9 is independent from the data store, i.e. it
does not have any control over &. Furthermore, it is also independent from all data
providers (see there). In this approach, we assume that the decision maker is honest in
general (see data insertion).

Trusted Third Party: The trusted third party ¥ controls and manages the random
values needed in the chained witnesses approach for the data store. During the setup
phase, a new random seed s is selected and the first random value rg is generated using
the cryptographically secure pseudo random number generator (PRNG). Furthermore,
the first witness wy = $(rp) is sent to M. Additionally, T can be the entity responsible
for running the physical server for &, including root privileges. While ¥ is thus in a
very powerful position, it must be independent from all other entities, especially from all
data providing parties, thus possessing no interest in data manipulation. Furthermore,
interaction between & and ¥ is limited to the setup phase and during the verification of
authenticity.

Network Providers: The network provider is responsible for enabling the communi-
cation between the data provider and the decision maker. We assume that all traffic is
protected by end-to-end encryption against eavesdropping, other attacks by a malicious
network provider, e.g. denial of service, are not inside the scope of this paper. This also
holds true for the underlying public key infrastructure that is needed in order to facilitate
the encrypted communication.

Data Insertion: The decision maker is modeled to receive data from outside machine
based systems, especially by the patients during personal consultation. As outlined later
in the attacker model in Section [5.4.1, we assume that the decision maker is in principle
honest, i.e. at the time of consultation, no harm towards the patient is intended from
his/her side. This also means that the data entered into the database is honest at the
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time of insertion. All data received by the patients is immediately stored to &, without
stalling for later malicious behaviour.

Verification of Authenticity: In the verification step, ¥ extracts the internal trans-
action logs (this is possible using a method provided in [FKST12]) and uses a trusted
backup as starting point for consecutive execution of the log entries, thus verifying the
witness for each transaction by using the secret initialisation vector s and the PRNG.
The first encountered invalid witness provides the position of a manipulation of the log.
Furthermore, the result of the verification is compared to the current database, thus
being able to uncover changes done directly in the underlying file system.

5.3.3 Multiple decision makers

The basic approach is very limited with respect to the human interfaces, i.e. it only
considers a single decision maker 9% (e.g. one doctor). This approach, while reasonable
for demonstrating the fundamental chaining mechanism and providing a fundamental
security analysis, has a very large drawback. In a real life environments, e.g. a research
lab for biomedical research, several decision makers 91; will be involved for different
reasons: The advice of experts on different medical fields might be needed, as well as
from different experts from the same field in order to reduce errors and enhance accuracy

(see Figure 5.4).
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Figure 5.4: Multiple doctors in the loop.

We assume without loss of generality that all 9t; use the same interfaces to the database,
being capable of changing the same tables, attributes and even records. This is done
in order to formulate the problem of attribution of changes as general as possible and
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allowing the greatest amount of inferences between the decision makers, also including
malicious collaboration. While secrecy of the data entered by the 9t; is not an issue in
this architecture, vital importance is put on the aspects that no decision maker (or any
combination of ;) is capable of (i) hiding his/her/their changes, (ii) planting changes
as if they were issued by someone else or (iii) changing the logged order of changes with
respect to the application order (i.e. a transaction T; is logged after T with i < j).

In order to implement this chaining into the architecture, the following pre-requisites are
assumed:

1. All decision makers IM; use different user profiles for accessing the database.

2. The attribution of the statement to the respective user issuing it can be done on
the DBMS-internal level, i.e. the transaction mechanism has access to the actual
user issuing the request. This is typically available for DBMSs like MySQL with
InnoDB in order to provide access control. This also means that the database
administrator cannot control the attribution of statements to the log.

3. The same holds true for the database replication mechanism in case of a closed-
source DBMS, see Section 5.3.4.

The calculation of the chained witnesses can then be extended to account for the
attribution mechanism to specific users by including the user-id 91; for the i-th user into
the chaining (see also Figure 5.5). The witness for transaction D; is calculated as

w; = H(wi—1||Dil[t:]|9]|r:)
= H(wi—1||Ds|[t:||9||R(ri-1))

In MySQL the user-id 2; can easily be included by a very simple rewrite in the logging
routines: Since the InnoDB storage engine provides ACID-compliance, the user is known
to the transaction mechanism, the linking is thus quite simple to implement.

5.3.4 Adaption to closed-source environments

Unfortunately for the original approach, a lot of systems typically accessed by doctors
and put to work in medical research environments are not fully open source. Especially
regarding high-performance database management systems, the major vendors like
Teradata, IBM (DB2) and ORACLE stay closed-source. Thus, contrary to the scenario
in case of using open source alternatives, changes directly to the transaction mechanism
are neither feasible nor practical. In order to employ the original concept of the chained
witnesses for the doctor in the loop, internal mechanisms that have a passive, read-only
interface to the outside world need to be employed. As outlined in [FKKW14], the
database replication mechanism is a suitable choice for supporting the approach: The
task of this mechanism lies in mirroring a database instance, typically referred to as
master instance to several so-called slaves, instances that are exact copies of the original
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Figure 5.5: Modified chained witnesses for multiple 90;.

database. Typically this mechanism is employed in order to generate redundant copies
for so-called hot backups, allowing the possibility to switch from the master instance to a
slave instance transparently, e.g. in the case of defects on the master instance. Thus,
the information that needs to be stored in the slave instances is typically not limited to
the data sets alone, but includes vital information on the structure, large objects and
even metadata like session information and timestamps. It is thus possible to adapt the
chained witnesses approach to this interface, as shown in Figure |5.6.

untrusted |
environment |
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Figure 5.6: Verification with replication (taken from [FKKW14]).

In this approach, the data stream from the master instance to the slave instances is
captured and the witnesses are added right before sending the stream to the slaves.
This requires that the whole signing procedure is added in an extra node right on the
transport layer. Since the data stream of the data replication mechanism is typically
not documented for many closed-source DBMSs and might change between releases,
the information is not decoded but the whole stream is simply split into blocks of a
pre-defined length. These blocks are then chained using the original approach, still,
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due to the need to control an active slave instance for verification purposes, the trusted
third party ¥ is involved far more when compared to the original approach using the
transaction mechanism:

e Since the replication mechanism extracts all changes to an actual separate database
instance instead of some internal mechanism stored on the same machine, attacks
by the root of the master instance need to take place when the data is written, i.e.
even for an attacker with root privileges it is not possible to later on alter the data
that was submitted to the slave instance under the control of ¥.

e Internal transaction mechanisms are typically limited in terms of disk space that is
provided for them and older entries are removed after a while. This is no problem
per se in the original approach, since the chaining still needs to be valid and regular
auditing of old entries allows (i) the removal of such old entries without implications
to the verifiability and (ii) reduce the workload needed to be carried out in case of
a check for manipulations. Using the replication mechanism allows for a much more
transparent implementation, where no changes are deleted and the whole history of
the original database can be rolled back.

¢ Since the replication mechanism is made for reliable mirroring of databases, it can be
accessed very easily and without tinkering with the DBMS in place. This is not only
interesting in case of closed-source approaches, but also reduces the implementation
overhead in case of switching to a new version of the same DBMS. While the
transaction mechanism is an internal function that is typically undocumented and
can be altered between even minor version changes, the interfaces to the replication
mechanism will stay much more stable and changes will be well-documented.

The main drawback of this modification compared to the original approach lies in the
effort on the side of the trusted third party ¥: Instead of storing a random seed and
only having to become active in case of manipulation detection or maintenance, ¥ has
to operate a full instance of the DBMS with at least the same performance capabilities
with respect to data insertion. Furthermore, in case of commercial platforms, this also
includes additional costs for licenses, as well as trained personnel for operation. This
also hinders outsourcing this task to a central authority that provides the services of a
trusted third party to several different operators.

5.3.5 Thwarting information leakage

The original approach on using witnesses for securing database content as outlined in
this section has one severe limitation regarding data leak detection and the detection of
unsolicited information extraction, as it was solely concerned with thwarting manipulation
of data, especially by high-profile attackers possessing administrator privileges. This
is certainly of the utmost importance for any data driven process using sensitive (or
at least valuable) information, as it guarantees the integrity of the information stored
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in the database to some extent. There are many foreseeable scenarios, where attacks
on the integrity of data assets are an interesting factor, also including methods like
specialized malware that does not need to infect the machinery on the premises, but is
already implemented at the system level, thus being available at each update and running
with administrator privileges (see e.g. [TBO™12| for APTs in industrial environments).
Still, the original approach does not thwart any information theft, as read access to the
database is not integrated into the transaction mechanisms [FHMW10a]. It is rather
simple to deal with this issue in case of normal database users (as it was also the case
with respect to data manipulation), as there are many logging and tracing mechanisms in
place, still, these are under the direct control of the database administrator. Challenging
the trustworthiness of the database administrator is fundamental for providing lasting
security in such an environment: Many attacks launched against companies come from
the inside [HCCY13] and a disgruntled or simply paid database administrator is surely
a valid concern [CN12]. In addition, many attacks from the inside are the result of a
malware infection of the user in question, ranging from simple mass spam infection to
targeted attacks explicitly designed against this very system[SE13]. Thus, we need an
equivalent technique regarding information retrieval comparable to the witness for read
access. We will thus look into two different approaches for storing this read information,
namely by

1. making read access to the database show up in the transaction mechanisms as well.

2. using database steganographic methods for storing read and write information into
the database.

Both techniques can also be applied in the context of dedicated analysis platforms like the
DEXHELPP research server [ZPB14], where data is specifically provided to specialized
virtualized environments already containing all the analytics tools required for the task
at hand.

For the first approach, i.e. letting SELECT-statements issued towards the database
show up in the transaction log, we present two approaches: While the naive approach
would follow the general approach on changing the logging strategy by modifying the
code of the SELECT-statement in the underlying DBMS in a way it writes its content
to the log, this poses a major problem: Currently in InnoDB there exists no log block
structure defined for SELECT-statements and other blocks are not suitable to hold such
a transaction, since this would confuse the rollback and crash-recovery mechanisms. The
actual definition of the log is far more complex than just writing a single data block
per transaction to the files and the definition of the transaction in question is spread
over several different supporting blocks [FHMW10b]. While it is of course possible to
change this and add a new block type with supporting block structure into the log, these
changes would need to be implemented consistently throughout all internal database
mechanisms and would require updates every time the basic InnoDB code is changed.
Thus, we do not consider this strategy to be helpful, especially as it does not work
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automatically for closed source DBMSs, as this would mean changing the replication log
functions as well. But, a simpler way of introducing the content of SELECT-statements
into the transaction and replication logs can be defined straight forward: We could
change the function that handles the SELECT-statement just a bit in order for it to
carry out an additional INSERT into a pre-defined table, thus writing the content of
the SELECT-statement to the database. This would result in automatic writing of the
statement into the transaction log. Of course it is possible for the database administrator
to change the content of this table, as it offers no additional protection over any other
table in the database, thus the table itself does not have much value in manipulation
detection, but since an INSERT-statement was triggered, the relevant part of the data
is also inserted into the chaining of the witnesses. Since the data in this table is of
no relevance, it can be deleted right after the INSERT is finished. The major issue
with this technique lies in the vast amount of additional information inserted into the
log files, thus exceeding the typically reserved space quite soon. Since the files holding
the log information are structured like ring storage [FHMW10b], this would result in
the first parts to be overwritten. While this does not pose a problem per se for the
witness algorithm, it vastly increases the efforts required for manipulation detection. The
structure of the additional table that is required to hold the SELECT information is
extremely simple: It just requires a varchar-field that holds the statement.

The other approach for detecting data extraction/theft that we want to present in this
section relies on the concept of database steganography as described in Section |4.2.3. The
basic idea is to generate a suitable amount of database slack space right in the beginning
at the setup of the database by providing an additional DELETE-routine that, in addition
to deleting information like the original DELETE-function, also generates slack space by
saving the deleted space from the garbage collection, much like the fpgenerate function
in Section 4.6.2. In order to thwart file carving we will spread the slack space over a
larger region of the database files by generating a large amount of data throughout the
setup phase of the database and delete it, most of it by using the standard deletion route,
and some with the help of the slack space generating deletion command. The deletion
will not be done right after the insertion, but at random time in the INSERT /DELETE
cycle, thus, the database will be filled up at first and then random space will be allo-
cated to the slack space, thus spreading it over large parts of the underlying database files.

The structure of the slack space looks as follows: The space starts at a predefined address
that acts like the garbage collector by pointing to the next free address. In addition to
the pointer, it contains the following data: (i) Size of the slack space, (ii) remaining free
space in the slack and (iii) a pointer to the latest entry in, as well as (iv) the last address
of, the slack. This information is required in order to extend the slack space when needed.
Another modification to the database environment that needs to be done at compile time
(like the implementation of the new DELETE method) is a way of writing information
to and retrieving it from the slack space. Writing should take place at every SELECT
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statement, thus we define a log block as the concatenation of a timestamp, an offset, user
credentials and the statement itself:

block := timestampl||userID||of f set||statement||witness

The timestamp contains the exact time of the issuing of the SELECT-statement, the
userID is required in order to store the user issuing the statement. It is retrieved from
the internal access control system that is invoked by each SELECT-statement in order to
check, whether a user possesses the credentials to actually access the information declared
by the SELECT-statement. This information is retrieved inside the search routines from
database internals and cannot be changed by the administrator for obvious reasons. The
offset simply contains the length of the statement that needs to be stored. In order to
additionally secure the data inside the database slack, we will apply the chained witnesses
approach as we have done for the transaction mechanism. Before adding the statement
to the database slack, the routine inside the SELECT-method calculates the required
space and checks, whether the slack space is still big enough. If not, the extension routine
is called, which basically creates some arbitrary random data and deletes it using the
slack-generating DELETE-routine and adds the required pointers from the previously
last address of the slack. In any case, the routine jumps to the latest entry in the slack
and adds the information in the subsequent slack space. Afterwards, it changes the last
entry address and the remaining space counter in the slack space header. In order to
mitigate the issue of having to split statements over several address, we assume that
at generation time each data particle generated for slack generation was larger than
the longest SELECT statement. In case this does not hold true, the data needs to
be split over several addresses, which does not pose any problem as the data length
can be calculated using the offset, thus making perfect use of all slack space available.
For reading the log inside the slack space, another routine needs to be provided. The
definition is quite simple, the routine takes the address of the slack space start as an
input parameter and generates the list of all SELECT-statements executed against the
database. Since we know the address of the latest entry based on the respective pointer
in the slack space, the enumeration can either be done forward or backward in time. For
the later, it must be noted though that the witnesses cannot be verified backwards.

5.4 Evaluation

5.4.1 Attacker Models and Attack Vectors

In this section we give a description of the attacker models and attack vectors with
respect to the assets of the ”"doctor in the loop” approach.

Data Provider and Decision Maker: Both entities could have the interest of
manipulating data on the data store in case of cover-ups, e.g. manipulating previously
delivered incorrect data. The main attack vector of the decision maker lies in updating
data on the data store, provided either by itself, or as result (treatment) data from the
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data provider. The data provider possesses the same attack vectors, but in addition,
he/she might try to manipulate and/or re-execute stored procedures that operate on
the data in order to cover up wrong results. In order to keep the concept as simple and
strong as possible, we assume that there is no dedicated secure application controlling
access to and from the database by the entities, i.e. the entities write their changes
directly into the data store. This is especially important in order to be secure against
SQL-injections or related attacks by default.

Data Store: The data store itself is an important entity in the overall concept, since
it serves as the central data exchange platform and is thus vital for providing trust in
the ”doctor in the loop” concept. The database administrator controls all access to the
database, including the possibility to undo logs, as well as change arbitrary data and
structures. Furthermore, not only the database itself, but also the underlying file system,
can be of interest for an attacker: As outlined in related work [FKS'12|, file carving
techniques can be used in order to retrieve or manipulate data by directly accessing the
database files on the file system. In this evaluation, we thus concentrate on these two
fundamental attack vectors:

o The Database Administrator (DBA) possesses administrator privileges on the
database itself, including the ability to change logging routines and user rights, as
well as read access to the underlying file system.

o The File System Administrator (FSA) can modify arbitrary files on the server,
including the files belonging to the database, as well as the OS (system) logs. He
has no access to the database query interface though.

Neither of the two attackers possesses root privileges on the respective database server,
thus has no access to the RAM of the machine the database is running on and therefore
cannot read the values r; from memory or alter them during execution.

5.4.2 Security Evaluation

In this section we will analyze the respective assets that could be targeted by the attackers
modeled in the previous section.

Manipulation through the database (All except FSA): Both, the data provider,
as well as the decision maker could be interested in re-issuing incorrectly entered data.
In case they act with their own privileges, i.e. as data provider or decision maker, every
modification of data is stored in the internal logs, together with the respective timestamp
of the change, making it easily detectable. In case the attacker possesses administrator
privileges on the DBMS (DBA), the internal log mechanisms are under the full control
of the attacker, except for the chaining: Since the attacker still does not possess root
privileges on the server, it is impossible for him/her to read the value r; from the RAM,
which is then used in the generation of the witness with §). Since §) is a cryptographic
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hash function, when given h := $(b'), ' cannot be deduced realistically from h. This
also holds true for the closed-source approach, the hashing is still done the same way,
the main difference lies in the fact that the chained blocks are not aligned with logical
borders of statements, but use a fixed block size.

Targeting stored procedures (DBA): The database administrator can execute
and modify every stored procedure on any stored data set. Still, in case executions
change any data in any table in the database, the changes are logged in order to retain
transaction safety. Since data replication is used to provide hot backups, these changes
are immediately sent to the slave nodes.

Manipulation through database files (FSA): The file system administrator could
bypass all logging mechanism by manipulating data directly in the underlying database
files. This includes the transaction log and other rollback mechanisms, which have to
be invoked by the DBMS. Using the witnesses, these changes remain detectable, since
the resulting database in the verification step will be different from the one currently on
the server. Still, the attacker could insert data via the file system and remove it right
before the validation, making this manipulation undetectable. As a countermeasure, the
validation process should be done frequently at random times. Furthermore, we propose
to use the chained witnesses approach with respect to special logs containing checksums
of the database files. This attack can be omitted in case of the closed-source approach,
since the attacker does not have access to the database files of the slave instance under
the ownership of ¥.

Manipulation of the DBMS: The attacker could remove the chained witnesses from
the source code of the DBMS and install a recompiled version. While this is possible,
this action would require root privileges on the server. Furthermore, modifications on the
binary could be easily detected via frequent comparison of checksums of the respective
code to the originally issued version.

Modification of the transaction mechanism (DBA): The authenticity of the
information in the transaction mechanism/log is protected by the chained witnesses
approach, so every manipulation can be detected under the given attacker model and
the manipulated record can be identified. This could only be circumvented by deleting
the whole log, which itself is a highly obvious manipulation pointing to the database
administrator.

Combined attackers: In the above examples we split the attacker between the DBA
and the FSA, still, the resilience of the approach is retained even in case the attacker
possesses both privileges. This can be directly inferred from this section, since the
chaining is done on DBMS level, without the involvement of either, the DBA or the FSA.
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5.4.3 Limitations

The limitations of the proposed approach can mainly be attributed to limitations of
the original chained witnesses approach, especially regarding the lifetime of the internal
transaction logs and problems related to an attacker possessing root privileges: Since
such an attacker is expected to have full control over every aspect of the system, the
following additional attack vectors are available that the approach is vulnerable to:

¢ Modification of the DBMS: In case of root privileges, the attacker can simply
modify the DBMS in such a way as to either remove the chained logging altogether
(which is rather obvious and easy to spot), or by modify the chaining in order to
give exclusive powers of manipulation: For example, the attacker could replace the
hash function $) with a weaker version, or take control over the generation of the
random numbers r;, both allowing him /her to later on manipulate entries while
still using the protection mechanism against other entities.

e Control over Memory: With full control over the memory of the machine the
DBMS is running on, the attacker could simply record the sequence of random
numbers r; and thus manipulate older entries. While this is possible in theory, the
attack possesses one issue in real implementations: The changes must be done on the
transaction log by removing all current entries down to the point of manipulation
and then recreating them using the sequence r;. This can be a problem in case of
running databases in case of rollbacks or crash recoveries during the manipulation
process.

o Control over Interfaces: Especially considering the closed-source approach, with
full control over all interfaces the attacker is capable of manipulating the data

streams sent to the slave instances, while making no changes on the master instance.

Furthermore, the approach only works with DBMSs that actually provide transaction
safety or data replication and thus provide the respective mechanisms.

More specific to the architecture provided in this paper, the main limitation lies in
the assumption of independence of the different entities, which in reality may not be
guaranteed due to the setup of the overall environment (e.g. a hospital running a "doctor
in the loop” approach might control the doctor, the database and parts of the grid, as
well as ). Against attacks arising from this overlap in duties and authorities, managerial
countermeasures regarding organizational security must be employed, starting with strict
separation of duties and reliance on an external party .
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CHAPTER

Conclusion

6.1 Summary

In this thesis we investigated several technologies in order to provide data leak protection
and manipulation detection capabilities to data driven environments. Furthermore, we
extended our approaches from simple processes where one data owner supplies information
to several data recipients to expert in the loop systems, were an arbitrary amount of
experts and Al components commit to a centralized shared database. Summarized, the
main contributions of this thesis are the following:

6.1.1 Data leak detection

In Chapter [3| we provided an approach that combines anonymization with fingerprinting,
or more precisely uses k-anonymization for fingerprinting, in order to detect data leaks.
The approach has two major benefits, one being the capability to detect the leaking data
recipient based on a single record, the second being that in case of sensitive information
the anonymization step also covers the fingerprinting and no extra fingerprinting step
is required. This basic approach was extended in various ways in order to incorporate
colluding attackers (Section 3.4)), advanced definitions of anonymity (Section 3.5), as
well as advanced methods for achieving k-anonymity and derived anonymity concepts
(Section 3.6). In Section 4.6, we utilized the signature log defined in Section 4.5 in order
to provide a database fingerprinting mechanism that can be used in case a whole database
is transferred to another user. In addition, we provided an alternative approach for the
same use case based on database steganography by hiding the fingerprinting information
in index slack space. Finally, we extended the chained witnesses approach proposed in
previous work in order to accommodate for read access in Section 5.3.5, thus enabling
the tracking of information exfiltration through the database SQL-interface by using
the transaction mechanism. This is especially interesting, as the transaction log is an
internal mechanism in the database out of control of the database administrator, who
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typically has full control over all logs. Alternatively, we used steganographic methods for
providing an information store to hold all information on read-access. Both techniques
can be combined. Furthermore, they can be combined with the fingerprinting techniques
outlined in Chapters 3| and /4.

6.1.2 Manipulation detection

In Chapter |4 we provided a novel approach on detecting manipulation in revision secure
databases possessing strictly monotonous primary keys. While seeming rather specific,
these requirements are quite normal for revision secure tables. We extended the basic
approach and discussed the limitations when allowing arbitrary insertion into the tree.
While these limitations might be problematic for the forensic case, they provide a valuable
result with respect to data deletion, as outlined in Section 4.4.3. Based on the original
approach, we defined the B*-Tree signature allowing for forensic investigations, as well
as advanced logging, backup and data transfer purposes. Regarding expert in the loop
systems, we extended the chained witnesses approach from previous work in order to cater
for the requirements regarding manipulation detection in interactive machine learning,
including several expert parties and feeding back information from the AI components to
the central database.

6.1.3 Trust for expert in the loop environments

With the promises of providing manipulation detection, as well as data leak detection, we
provided a secure and trustworthy architecture for expert in the loop systems, exemplifying
the approach in a doctor in the loop approach in the medical sector. With trust being a
prime de-motivator for patients and doctors alike, we hope that the proposed architecture
will enable the creation and establishing of platforms that will see widespread use, not
only within the scientific community, but also targeting a wider audience, especially
since most data driven analysis requires the incorporation of bigger data samples than
currently available to many medical scientists.

In conclusion we believe that the work described in this thesis can have valuable impact
on the field of data driven science and might solve issues of trust and security that are
currently faced in this area. Since most parts of this work have already been published
in scientific journals or at academic conferences (please refer to Section 6.2 for the
list of publications), we have already gathered substantial feedback from the scientific
community.

6.2 Future Work and Open Issues

In this section we discuss some open issues and possible extensions for future work in
the respective areas: Our work on k-anonymity based fingerprinting could be further
extended to more exotic definitions of anonymity. Furthermore, regarding I-diversity, as
the approach currently only works for some specific forms of [-diversity, more work on



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

6.2. Future Work and Open Issues

modifying it to be suitable for [-diversity in general would be needed. This also holds true
for a practical implementation of [-diversity based fingerprinting, especially considering
the problem of achieving this criterion in real-life data with correlations between the
quasi identifiers and the payload.

Since our first paper in this area has already been published for several years, other
research groups built upon it.

Regarding our approach for manipulation detection through BT-Tree forensics, this could
be easily extended towards B*-Trees. Future work could also include the extension to
B-Trees, as well as other balanced trees currently used when storing large amounts of
structured information.

Finally, regarding the expert in the loop approach, it would be interesting to apply the
architecture in a real-world environment that is not focusing on research in the field of
IT-Security, but is comprised of researchers outside the I'T business, in order to evaluate
the practicability and usefulness of the approach.

Finally, it would be interesting to put the data leak detection approaches provided in
this thesis to the test in various real-life environments sporting typical user behaviour
(especially under stress) and high profile attackers.
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Overview of Generative Al Tools
Used

All scientific results have been reached without the use of generative Al as is also proven
by the verbatim use of the published works which were mostly published well before the
availability of these tools. Al was only used for partial translation purposes in the form of
the DeepL-tool in order to generate parts of the German version of the acknowledgments
and the abstract based on the respective original English versions written by Peter
Kieseberg without Al support.
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