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Kurzfassung

Die Automobilbranche erfihrt derzeit aufgrund des rasanten technologischen Fortschrittes
eine zunehmende Digitalisierung. Ein zentrales Ziel in dieser Branche ist die Einfithrung
von autonomen Fahrzeugen, die geméafl der Society of Automotive Engineers (SAE) als
Fahrzeuge definiert werden, die mit einem automatisierten Fahrsystem (ADS) ausgestattet
sind, welches die gesamte Fahraufgabe iibernimmt. Folglich benétigen solche Fahrzeuge
keinen menschlichen Fahrer.

Die Entwicklung autonomer Fahrzeuge steht jedoch vor einer Vielzahl von Herausforde-
rungen, wobei eine mafigebliche darin besteht, einen sicheren Betrieb in unterschiedlichen
Kontexten zu gewéhrleisten. Autonome Fahrzeuge miissen nédmlich in der Lage sein,
Kontextdnderungen, welche zum Beispiel durch Software- und Hardwarefehler sowie
wechselnde Wetterbedingungen hervorgerufen werden kénnen, ohne menschliche Unter-
stiitzung zu bewéltigen. Um dies bewerkstelligen zu kénnen miissen autonome Fahrzeuge
selbstverwaltend (engl. self-managing) sein. Die Umsetzung von Ansétzen zur Selbst-
verwaltung von autonomer Fahrzeuge fithrt jedoch zu zusétzlicher Komplexitéit in der
Entwicklung autonomer Fahrzeuge. Eine Gegenmafinahme um diese steigende Komplexi-
tat zu reduzieren ist die Integration selbstverwaltender Fahigkeiten in die Architektur
autonomer Fahrzeuge, wofiir jedoch gegenwértig nur wenige Ansétze existieren.

In dieser Arbeit adressieren wir dieses Problem und stellen eine generische selbstverwalten-
de Rahmenstruktur fir autonome Fahrzeuge namens APTUS vor. Unsere vorgeschlagene
Rahmenstruktur erfordert keine spezifische zugrundeliegende Fahrzeugarchitektur und
ist in diesem Sinne generisch. Insbesondere ist ein Ziel von APTUS, beliebige Systemar-
chitekturen autonomer Fahrzeuge um eine selbstverwaltende Funktionalitit zu erweitern.

ApTUS wurde in Anlehnung an die allgemeine dreischichtige Architektur, die Ende der
1990er Jahre von Gat eingefiihrt wurde und die im Bereich der Robotik weit verbreitet
ist, entworfen. APTUS ist unterteilt in drei logische Schichten, namlich (i) der Kontext-
schicht, (i) der Rekonfigurationsschicht und (iii) der Komponentenschicht. Jede dieser
Schichten implementiert verschiedene selbstverwaltende Eigenschaften wobei die von
APTUS implementierten Schliisseleigenschaften Kontextsensitivitit, Selbstkonfiguration
und Selbstheilung sind.

Die Kontextschicht ist fiir die Umsetzung der Kontextsensitivitit verantwortlich. Kon-
kret leitet diese Schicht aus Kontextbeobachtungen eine Menge sogenannter Software-
Architekturanforderungen ab. Diese Anforderungen umfassen beispielsweise die Menge der
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auszufithrenden Anwendungen, deren Leistungsanforderungen sowie die Redundanzanfor-
derungen. Zur Ermittlung der Software-Architekturanforderungen stellen wir in dieser
Arbeit C-SAR vor. Bei der Umsetzung von C-SAR verwenden wir grofiteils Answer-Set
Programming (ASP), ein bekanntes deklaratives Programmierparadigma aus dem Bereich
der logikbasierten kiinstlichen Intelligenz.

Die von der Kontextschicht ermittelten Software-Architekturanforderungen dienen als Ein-
gabe fiir die Rekonfigurationsschicht. Diese Schicht ist dafiir verantwortlich, Zuordnungen
zwischen Rechenknoten und Anwendungen, sogenannte Konfigurationen, zu berechnen.
Zudem wird die Rekonfigurationsschicht auch von der Komponentenschicht angewie-
sen, das Fahrzeug als Reaktion auf Hardware- oder Softwarefehler neu zu konfigurieren.
Im Kern enthélt die Rekonfigurationsschicht zwei sogenannte Application-Placement-
Problem-Solver: 1ogAP?S und 1inAP?S. Diese Solver sind dafiir verantwortlich, giiltige
Konfigurationen zu finden, wobei 10gAP?S durch den Einsatz von ASP die Anwendung
komplexer nichtlinearer Optimierungsfunktionen ermoéglicht. Hingegen ermoglicht der
Einsatz von Integer Linear Programming in 1inAP?S schnelle Losungszeiten.

Die Komponentenschicht ist fiir die Selbstheilung des Systems verantwortlich. Daher
integrieren wir in diese Schicht unseren Fehlertoleranzansatz FDIRO, der meiner Mas-
terarbeit entspringt. FDIRO definiert vier aufeinanderfolgende Schritte, um das System
nach einem Software- oder Hardwarefehler in einen sicheren und optimierten Zustand
zu lberfithren, ndmlich: Fehlererkennung, Fehlerisolierung, Wiederherstellung und Op-
timierung. Da FDIRO in seiner urspriinglichen Form nicht in der Lage ist, ausgefallene
Hardwarekomponenten wie zum Beispiel Rechenknoten oder Sensoren wiederherzustellen,
fiihren wir in dieser Arbeit HRR ein. HRR ist eine Erweiterung von FDIRO und ermdoglicht
die Wiederherstellung ausgefallener Hardware.

Die Evaluierung von APTUS erfolgt anhand eines Anwendungsfalls, der ein autonomes
Fahrzeug umfasst, welches unterschiedlichen Kontextédnderungen ausgesetzt wird. Der
vorgestellte Anwendungsfall veranschaulicht, wie APTUS das autonome Fahrzeug dyna-
misch an die sich é&ndernden Bedingungen anpasst. Die Evaluierung unterstreicht die
Effektivitit von APTUS und seinen Teilkomponenten, insbesondere C-SAR, 1ogAP?S,
1inAP?s, FDIRO und HRR, bei der Realisierung der Selbstverwaltung des autonomen
Fahrzeugs.
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Abstract

The automotive field is currently experiencing increasing digitalization due to rapid
technological advancements. A central goal in this field is the introduction of autonomous
vehicles, which, according to the Society of Automotive Engineers (SAE), are vehicles
that are equipped with an automated driving system (ADS) that performs the entire
driving task, i.e., such vehicles do not rely on a human driver.

However, the development of autonomous vehicles faces a multitude of challenges. A
significant challenge is to ensure a safe operation in diverse contexts. Autonomous
vehicles must be capable of handling context changes, such as software and hardware
faults, as well as changing weather conditions, without human support, i.e., autonomous
vehicles have to be self-managing. Due to numerous context changes that need to be
handled, self-managing approaches introduce additional complexity in the development of
autonomous vehicles. A countermeasure against the rising complexity is the incorporation
of self-managing capabilities into a systematic design architecture of autonomous vehicles.
However, currently, there is a lack of approaches in this direction for autonomous vehicles.

In this dissertation, we address this issue and introduce APTUS, a generic self-managing
framework for autonomous vehicles. Our proposed framework is generic in the sense that
it does not require a specific underlying vehicle architecture. In particular, the aim of
APTUS is to extend arbitrary system architectures of autonomous vehicles with a self-
managing functionality. Following the general three-layered architecture as introduced
by Gat in the late 1990s, which is widely applied in the field of robotics, APTUS likewise
consists of three logical layers, namely, (i) the context layer, (ii) the reconfiguration layer,
and (iii) the component layer. The layers of APTUS implement various properties that
are required for a system to be considered self-managing, whereby the key properties
implemented by APTUS are context-awareness, self-configuration, and self-healing.

The context layer is responsible for implementing the context-awareness property. Specif-
ically, the context layer derives a set of so-called software-architecture requirements from
contextual observations. These requirements encompass, for instance, the set of applica-
tions that need to be executed, as well as their performance demands and their required
redundancy. To implement the task of deriving software-architecture requirements from
contextual observations, we introduce the tool C-SAR, which is based on answer-set
programming (ASP). The latter is a well-known declarative programming paradigm from
the area of logic-based artificial intelligence.

ix
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The software-architecture requirements determined by the context layer constitute the
input of the reconfiguration layer. This layer is required to compute so-called configura-
tions, i.e., assignments between computing nodes and applications, that fulfill the needs
expressed by the software-architecture requirements. Furthermore, the reconfiguration
layer is also instructed by the component layer to reconfigure the vehicle in response to
hardware and software faults. At its core, the reconfiguration layer contains two so-called
application-placement problem solvers, referred to as LogAP?S and 1inAP?S, respectively.
These solvers are responsible for finding valid configurations, whereby 1ogAP?S enables
applying complex non-linear optimization functions by employing ASP while 1inAP?S
achieves fast solving times by employing integer linear programming.

Finally, the component layer implements the self-healing property. To this end, APTUS
incorporates an adaption of FDIRO, a fault-tolerance approach which we introduced
in previous work that defines four successive steps, viz., fault detection, fault isolation,
recovery, and optimization, to bring the system to a safe and optimized state after a
software or hardware fault. FDIRO, in its original design, cannot recover failed hardware
components like computing nodes or sensors. To address this limitation, we introduce
HRR, which extends FDIRO and enables the recovery of failed hardware.

To evaluate APTUS, we present a use-case scenario involving an autonomous vehicle
undergoing various context changes. This use case demonstrates how APTUS dynamically
adapts the autonomous vehicle to changing conditions. The evaluation highlights the
effectiveness of APTUS, particularly the role of C-SAR, 10gAP?S, 1inAP?S, FDIRO, and
HRR in achieving self-management.
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CHAPTER

Introduction

1.1 Motivation

The automotive industry is undergoing a rapid digital transformation driven by techno-
logical advancements. A key objective in this domain is the development of autonomous
vehicles, defined by the Society of Automotive Engineers (SAE) [189] as vehicles equipped
with an automated driving system (ADS) that is capable of performing the entire driving
task, and thus eliminating the need for a human driver. Fully autonomous vehicles like
these are classified as ones having SAF level 4 or SAFE level 5.

The development towards autonomous vehicles is to be welcomed since these can lead to
safer roads [163] and an improved traffic flow [64]. Autonomous vehicles can also cause
a social impact by, for example, providing mobility to elderly or disabled people [62].
Furthermore, vehicle autonomy can lead to a reduced energy consumption and fewer
emissions [169, 203] through mechanisms such as route optimization [22], congestion
mitigation [146], and platooning solutions [209].

However, the development of autonomous vehicles brings various challenges. Many of
these result from the fact that autonomous vehicles are complex systems [151, 132],
where multiple advanced hard and software components are required to operate a vehicle
autonomously. The high complexity of automated driving systems is partly due to
the fact that various environmental contexts, e.g., changing illumination and weather
circumstances, have to be handled [161]. Furthermore, autonomous vehicles might be
operated in several operation modes, like an autonomous mode, a manual mode, or a
test mode. These operation modes require, for instance, a different set of applications to
be executed by the vehicle [124].

The complexity of automated driving systems is further increased as unpredictable system
context changes like ones triggered by hardware or software faults must be handled. This
is vital in order to counteract safety-critical situations [13]. For instance, if an application

1
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is essential for operating the autonomous vehicle, e.g., the application responsible for
detecting objects or planning the vehicle’s trajectory, immediate mitigation measures must
be taken. Conceivable mitigation measures involve, for instance, activating redundant
components that take over the responsibilities of faulty components or performing an
emergency stop.

As autonomous vehicles are not meant to be operated by humans, the vehicle itself has
to be equipped with means to perform adaptations if these are required due to occurring
context changes. Even if a human operator could intervene and perform adaptations, due
to the system’s complexity, extensive knowledge about the system is required to perform
appropriate adaptations. This problem is not only limited to autonomous vehicles but
to complex systems in general [69, 102]. To this end, IBM introduced the concept of
autonomic computing [127] in order to handle the increasing complexity of computer
systems that operate in different contexts. The idea of autonomic computing is that
a system is self-managing, i.e., the system can manage itself without the help of an
interventing administrator.

Incorporating self-managing capabilities into autonomous vehicles is of growing inter-
est [232, 219]. As well, such an incorporation can enhance the dependability attributes
of autonomous vehicles such as safety, reliability, and availability [201]. However, the
introduction of self-managing capabilities induces additional complexities, which can
cause negative effects [207]. Therefore, methods are required to reduce the complex-
ity [152]. Moreover, embedding the implementation of self-managing properties into a
systematic design architecture can reduce the complexity of self-managing systems [231].
Consequently, prospective self-managing approaches for autonomous vehicles should be
integrated into the system architecture. Furthermore, since there are no uniform system ar-
chitectures of autonomous vehicles and, in the upcoming years, the software and hardware
components of autonomous vehicles will further evolve, general concepts for integrating
self-managing capabilities which can be adapted to arbitrary ADS implementations are
required.

Currently, only a few self-managing approaches for autonomous vehicles have been
introduced [227, 228, 43, 50]. These approaches are, however, either vague theoretical
concepts or cover only certain self-managing properties. Hence, a lack of comprehensive
self-managing approaches for autonomous vehicles can be identified.

Various aspects have to be considered in order to implement a self-managing framework
for autonomous vehicles:

(i) the framework has to be aware of its context to determine the required functionality;

(ii) it must be able to perform adaptations so that the required functionality can be
achieved; and

(iii) it must be aware of the current state of the system and react to unexpected events.



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

1.2.  Self-Managing Systems

An architecture that is well-suited to implement these required functions is the three-
layered architecture introduced by Gat [70], which is widely applied in the field of
robotics. Gat’s three-layered architecture has already been adapted, e.g., by Kramer and
Magee [135] to implement a three-layered model for a self-managed system. However, for
the use case of introducing self-managing capabilities in autonomous vehicles, adaptations
to this architecture are required.

In this dissertation, we address this issue by introducing the framework APTUS, an
approach specifically designed for autonomous vehicles which allows extending a given
system architecture with a self-managing functionality (the name “ApTUS” refers to the
Latin adjective “aptus”, standing for “adapted” or “suitable”, among other meanings).

Following the approach of Gat [70], ApPTUS is likewise designed in a three-layered fashion
comprising

(i) a context layer,
(ii) a reconfiguration layer, and

(iii) a component layer.

The individual layers implement interconnected approaches, whereby each layer imple-
ments a different set of self-managing properties. To the best of our knowledge, no
concept has been published so far in the domain of autonomous driving that implements
self-managing properties to a comparable degree as APTUS.

Our framework is generic in the sense that it is not based on a specific ADS architecture.
The approaches which are implemented by APTUS to introduce self-managing capabilities
are independent of the hardware and software architecture of the autonomous vehicles.
A concrete implementation of APTUS in a specific vehicle would require defining and
realizing the interface as provided by APTUS.

In the following sections, we first provide some background information about self-
managing systems. Afterwards, in Section 1.3, we outline the main contributions of our
work. Section 1.4, provides an overview of the structure of the dissertation. Finally,
Section 1.5 lists the publications achieved so far associated with our contributions.

1.2 Self-Managing Systems

Autonomic computing was inspired by the human nervous system [127], which is, for
instance, capable of controlling the body temperature, blood sugar level, and digestive
system autonomously. Likewise, systems which implement the autonomic computing
paradigm are, for example, able to efficiently manage the available resources, adapt to
changing circumstances, and handle occurring faults. Such systems are referred to as
self-managing systems or self-adaptive systems [191]. Note that the terms “autonomous
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computing”, “self-managing systems”, and “self-adaptive systems” are frequently used
interchanging [102].

IBM defined the following properties that characterize a self-managing system [100, 179]:

(i) Self-awareness: A self-aware system “knows itself”. For instance, a self-aware system
knows its hardware and software components, current state, and resource capacity.

(ii) Context-awareness: A context-aware system can detect context changes and adapt
its behavior accordingly.

(iii) Self-configuration: A self-configuring system is able to adapt its configuration
dynamically. The performed adaptation actions can, e.g., include starting and
stopping hardware and software components.

(iv) Self-healing: A self-healing system can detect hardware and software faults. Fur-
thermore, a system, which is considered self-healing, is able to recover from such
faults.

(v) Self-optimization: A self-optimizing system is able to improve its operation. Self-
optimizing actions can, for example, include increasing the throughput and mini-
mizing resource usage.

(vi) Self-protection: A self-protective system is able to detect and prevent internal and
external malicious attacks.

(vil) Genericity: A self-managing system shall be portable to other hardware and software
architectures.

(viii) Anticipativeness: A self-managing system shall anticipate the needed resources and
behavior to handle upcoming situations.

Often only the properties of self-configuration, self-healing, self-optimization, and self-
protection are considered when referring to self-managing systems [127, 69]. However,
here, we consider all eight properties, to which we refer to as the self-managing properties.

A similar concept to autonomic computing is the vision of organic computing [195],
which aims to extend the concept of autonomic computing toward distributed embedded
systems.

Besides the domain of autonomous driving, self-managing systems are required in
many diverse fields [160, 220, 55], like the field of robotics [230], cloud computing [47],
aerospace [229], healthcare [80], and manufacturing [181].
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Figure 1.1: The three logical layers of APTUS and their relationships.

1.3 Contributions

As mentioned above, in this dissertation, we present the framework APTUS, comprising
the context layer, the reconfiguration layer, and the component layer. Figure 1.1 illustrates
these three interconnected logical layers.

Following the definition of self-managing systems, as discussed in the previous section,
APTUS has to ensure that all eight self-managing properties are fulfilled.

The context layer achieves the context-awareness property. In particular, the context layer
of APTUS is responsible for determining the so-called software-architecture requirements,
including, e.g., the set of the required applications, their performance demands, and
their required level of redundancy, from various contextual observations. For achieving
this task, we realized the tool C-SAR, standing for “context-based software-architecture
requirements”, which employs answer-set programming (ASP) [78, 19, 73, 77] to handle
the required reasoning problems and which is implemented in Python. ASP is a well-
known declarative problem-solving approach which has been, for instance, successfully
applied in the domain of robotics [60], natural-language processing [20], and semantic-web
reasoning [59]. ASP is a suitable choice for our purposes since it allows to conveniently
formulate the relationship between the software-architecture requirements and the current
context using a rule-based encoding that can be efficiently solved by sophisticated ASP
solvers—in particular, we use the ASP solver clasp [75].
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Furthermore, the context layer employs an approach to dynamically degrade configu-
rations, called D-DEG, by means of receiving data from nearby vehicles. D-DEG then
determines, based on the information received, whether applications can be degraded.

The output of the context layer is a set of software-architecture requirements that are
used as input for the reconfiguration layer. The focus of the reconfiguration layer is
to implement the self-configuration property. Furthermore, this layer also realizes the
self-optimization property and anticipativeness.

To implement the self-configuration property, we introduce a novel application-placement
problem solver, called 10gAP?S, which, like C-SAR, employs answer-set programming.
By the application-placement problem we understand the task of determining a new
configuration, i.e., an assignment between applications and computing nodes, in accordance
with various constraints and preferences. Employing ASP for solving the application-
placement problem allows for optimizing configurations according to different complex
optimization functions. However, the issue with applying complex optimization functions
is the risk of extended solving times. Fast reconfiguration times are especially required
if a software or hardware fault triggers a reconfiguration. This problem is addressed
in APTUS by incorporating an additional application-placement problem solver, called
1inAP2s [116], that is based on integer linear programming [196]. This solver employs a
static linear optimization function and can therefore guarantee fast reconfiguration times.
APTUS uses 1inAP?S in case a new configuration must be computed quickly. On the
other hand, 1ogAP?S is used in case a configuration has to be optimized according to
complex, possibly non-linear, optimization functions.

Furthermore, the reconfiguration layer realizes the self-optimization property. To im-
plement this, we introduce C-POaprys, which optimizes the current configuration by
selecting optimization functions for 1ogAP?S. C-POaprus is an adaption of our general
context-based optimization approach C-po [121].

Besides the self-configuration and self-optimization properties, the reconfiguration layer
also implements anticipativeness in order to save resources. To implement this property,
we introduce the configuration-graph manager CGM, which manages precomputed config-
urations that are likely to be requested to support short configuration-provision times.
Furthermore, precomputed configurations will be uploaded to a central cloud-based service
in order to share configurations among vehicles. Before computing a new configuration,
CGM examines whether the configuration has been precomputed. If this is the case, the
precomputed configuration is applied. Thus, the resources required to compute this
configuration can be saved. An early idea of CGM was outlined in preliminary work [122].

Finally, the component layer implements the self-healing property. To fulfill this property,
we incorporate FDIRO [116, 122], a fault-tolerance approach originally developed for
autonomous vehicles. In this work, we adapt FDIRO to suit our framework, enabling
the system to transition into a safe and optimized state after a software or hardware
fault by performing four successive steps: fault detection, fault isolation, recovery, and
optimization step.
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In its initial implementation, FDIRO is not capable of recovering failed hardware compo-
nents like computing nodes or sensors. Consequently, only a limited number of hardware
faults can be tolerated before the mission has to be terminated by an emergency stop.
Therefore, we introduce the hardware redundancy-recovery approach HRR, which is an
extension to FDIRO.

For evaluating APTUS, we present a use-case scenario in which an autonomous vehicle is
considered, based on a widely adopted generic functional architecture [13], that performs
commercial missions in an urban environment. During these missions, various context
changes occur, such as software and hardware faults, as well as changing weather and
illumination conditions, that are handled by ApTUS.

This example allows us to demonstrate the interactions between the different layers
of ApTUS. Furthermore, to evaluate the reliability of a computed configuration, we
implemented a simulation environment called AT-CARS, which uses a Monte Carlo
simulation [166]. The basic idea of AT-CARS is to evaluate the vehicle’s system reliability
over time by continuously injecting faults that are subsequently handled by ApTus. Our
reliability analysis shows that FDIRO and HRR positively impact the reliability of the
autonomous vehicles assumed in the use case.

Besides implementing the self-healing property, the component layer also provides the
option to include self-protective measures. However, to keep the scope of APTUS manage-
able, we do not consider the self-protection property in this dissertation. Nevertheless,
we illustrate how APTUS can be extended to become self-protective.

Note that some self-managing properties are not implemented by an individual layer but
are instead cross-layer properties. In particular, our approach is generically designed
and can be, therefore, transferred to different hardware and software architectures. Fur-
thermore, self-awareness is another cross-layer property. We assume that the underlying
vehicle platform implements the self-awareness property. Consequently, the vehicle plat-
form can inform APTUS, for instance, regarding the currently available hardware and
software components and the current resource usage.

To summarize, the main contributions of our work are as follows:

e We introduce APTUS, a generic self-managing framework for extending system
architectures of autonomous vehicles with self-managing functionality.

e We present C-SAR, which is a tool for determining software-architecture require-
ments that reflect the demands in the current context.

o We sketch D-DEG, an approach for dynamically degrading configurations.

o We present an application-placement problem solver called 1ogAP?S that is based
on answer-set programming for determining configurations that fulfill the currently
required software-architecture requirements.

o We introduce C-POaprys, for selecting optimization functions for 1ogAP?S.
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« We integrate 1inAP?S, an application-placement problem solver that is based on
integer linear programming, into APTUS.

e We present CGM, which manages precomputed configuration.
e We incorporate the fault-tolerance approach FDIRO into APTUS.

e We present HRR, which is an extension of FDIRO to recover faulty hardware
components.

e We introduce AT-CARS, which is a tool to analyze the reliability of configurations.

e We present a use-case scenario that illustrates the workflow of ApTUS.

1.4 Overview

The rest of this dissertation is structured as follows. In Chapter 2, we introduce the
general idea of APTUS and its layers. Furthermore, in this chapter, we discuss related
approaches. Chapter 3 introduces the context layer, which includes C-SAR and D-DEG
while Chapter 4 contains the reconfiguration layer. Afterwards, in Chapter 5, we introduce
the component layer, including our fault-tolerance approach FDIRO and its extension
HRR, as well as the simulation environment AT-CARS. Additionally, we also provide
an overview of approaches related to FDIRO. In Chapter 6, we present our use-case
scenario that illustrates the workflow of APTUS. Finally, in Chapter 7, we conclude the
dissertation and discuss possible future work.

1.5 Publications

The foundation for the development of ApPTUS was laid down in my Master’s thesis [116],
where I introduced 1inAP?S [123] as well as FDIRO [122]. As mentioned before, these
approaches are incorporated into APTUS.

The first concept of APTUS was published at the Second Workshop on Autonomous Sys-
tems Design (ASD 2020) [119]. A literature study of approaches similar to FDIRO that are
used in other industries was presented at the 35. VDI-Fachtagung Fahrerassistenzsysteme
und Automatisiertes Fahren (FAS 2022) [99]. Furthermore, our hardware redundancy
recovery approach HRR was introduced at the 30. VDI-Fachtagung Technische Zuverlds-
sigkeit (TTZ 2021) [117]. The testing environment AT-CARS that we use for evaluating
FDIRO and HRR was introduced at the Third International Conference on Connected
and Autonomous Driving (MetroCAD 2020) [97]. C-SAR and 1ogAP?S were presented
at the International Conference of the 22nd Italian Association for Artificial Intelligence
(AIxIA 2023) [120]. In turn, an outline of D-DEG, our approach for dynamically deter-
mining configuration degradation actions, was presented at the 31st Furopean Safety and
Reliability Conference (ESREL 2021) [118]. Finally, C-POaprus and the use-case scenario
will be submitted to a special issue on “Vehicle Safety and Automated Driving” of the
Automation journal.
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CHAPTER

The Basic Architecture of the
Framework

In this chapter, we introduce the general architecture of APTUS. As our framework is
designed specifically for autonomous vehicles, we first give background information about
autonomous driving and the system architecture of autonomous vehicles. Afterwards, we
discuss the general layout of ApPTUS and related approaches.

2.1 Autonomous Driving

In recent years, car manufacturers gradually computerized their vehicles. Moreover,
rapid technological advancements have made it possible to (partly) automate driving
tasks. To categorize the level of automation, the Society of Automotive Engineers (SAE)
introduced a classification, depicted in Table 2.1, ranging from no automation to full
automation [189].

The era of autonomous cars already began in the late 1970s when engineers at the Tsukuba
Mechanical Engineering Laboratory (Tsukuba, Japan) built the first prototype that was
able to autonomously maneuver a car between street markings [210]. Nowadays, many
automotive manufacturers, including, for example, Tesla, Mercedes-Benz, Volkswagen,
and Toyota, as well as technology companies such as Google, Amazon, Nvidia, and
Intel, push the research on autonomous driving forward [103]. Some companies, such
as Waymo' and Baidu?, are already offering autonomous ride services in selected cities.
However, according to the Victoria Transport Policy Institute [149], it will likely take
until the 2040s to 2060s for autonomous vehicles to become commonplace.

"Waymo: https://waymo.com/
2Baidu: https://www.apollo.auto/apollo-self-driving
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2. THE BASIC ARCHITECTURE OF THE FRAMEWORK
Table 2.1: SAE level of driving automation.
Level 0 No Automation The driver performs the longitudinal and lat-
eral control.
The system can either perform the longitudi-
Level 1 Driver Assistance nal control using adaptive cruise control or the
lateral control using a lane-centering system.
The system can perform both longitudinal
Level 2 Partial Automation and lateral control. However, the driver has to
monitor the actions performed by the system.
The system can perform both longitudinal as
well as lateral control, and the driver is not
Level 3 || Conditional Automation | required to monitor the actions performed by
the system. However, the driver has to take
over control, if required.
Th f h ivi k au-
Level 4 High Automation e System.per orms the derlng task au
tonomously in some defined domain.
Level 5 Full Automation The system perfmrms .the dr.iving task au-
tonomously. No driver is required.
As the development of autonomous vehicles is still in an early phase, none of the
proposed software and hardware architecture concepts for autonomous vehicles is widely
accepted yet. However, the high-level functional architecture, which consists of a sensing
component, a planning component, and a control component is similar in most autonomous
vehicles [216, 114, 25, 233, 214, 125, 56, 170].
In the course of this dissertation, we use the generic functional architecture proposed by
APTIV, Audi, Baidu, BMW, Continental, Daimler, FCA, HERE, Infineon, Intel, and
Volkswagen [13]. It consists of the following functions:
e a localization function,
o a sensor-fusion function,
e an ADS-mode-manager function,
e an interpretation-prediction function,
e a drive-planning function,
e a motion-control function, and
e a body-control function.
The localization function is responsible for determining the current localization of the
vehicle with respect to a map. Precisely locating the vehicle is essential since the vehicle
10
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Figure 2.1: Functional system architecture of autonomous vehicles.

needs to know its position on the road and whether it is within the lane. Since some
use cases require accuracy in the range of centimeters [16], using only the position data
provided by a GPS sensor is not sufficient as the accuracy of GPS ranges above 20
meters [204]. However, the location accuracy can be increased by considering additional
information, provided, for instance, by cameras, the internal measurement unit (which
measures the linear accelerations and the vehicle angular), radar sensors, and lidar (light
detection and ranging) sensors [137]. Furthermore, cooperative approaches which use, e.g.,
vehicle-to-vehicle (V2V) or vehicle-to-infrastructure (V2I) communication can further
increase the accuracy and reliability of the localization.

The sensor-fusion function gets as input the information perceived by several different
types of sensors the vehicle is equipped with, including e.g., cameras, radar sensors, lidar
sensors, microphones, and ultrasonic sensors. Furthermore, the sensor-fusion function
receives map and localization information from the localization function. The sensor-
fusion function uses the received input to generate a world model which reflects the
environment of the vehicle. This model includes, for instance, the detected objects and
their classification. Fusing the information of different sensors allows for generating a
world model that is more enhanced and more reliable than a world model that is only
based on one sensor source [63].

The interpretation-prediction function gets the world model computed by the sensor-
fusion function as input. Based on the current world model and the currently applicable
traffic rules, the interpretation and prediction function forecasts the future state of the
detected objects. For instance, this function determines the future state of other vehicles,
cyclists, and pedestrians surrounding the autonomous vehicle.

The prediction of the future states of surrounding objects is required by the drive-planning
function in order to determine lawful and safe trajectories that the autonomous vehicle
can follow. Besides the output of the interpretation and prediction function, the drive
planning function considers the current traffic rules and the motion of the vehicle.

The determined trajectory is then forwarded to the motion control function, which

11
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translates the trajectory into physical motion commands. These motion commands are
then executed by the longitudinal and lateral actuators of the vehicle, which are referred
to as primary actuators.

The determined motion control signals, as well as the trajectory determined by the
planning function, are used as input for the body-control function. This function is
responsible for controlling the so-called secondary actuators of the vehicle, including, for
instance, the indicators, the headlights, the windscreen wiper, and the horn. An essential
task of this function is to communicate the planned motion to other road users using
visual and acoustic indications.

The ADS-mode-manager function is responsible for determining whether the vehicle
can operate normally or must switch to a degraded mode. Switching to a degraded
operation is, for instance, required in case a mechanical or electrical failure of the vehicle
is detected, a passenger has not fastened the seat belt, or the vehicle has exceeded its
operational design domain, which is also referred to as ODD. To determine whether a
degraded operation is required, the ADS-mode-manager function considers the reported
state of several monitors installed in the vehicle. The determined mode is used as an
input for the drive-planning function.

2.2 General Overview of our Framework

As already stated earlier, APTUS follows a three-layered architecture design that was
introduced by Gat et al. [70]. Each layer of ApTUS, i.e., the context layer, the reconfigu-
ration layer, and the component layer, includes several components that jointly perform
the required task of that layer. Figure 2.2 illustrates the three logical layers of APTUS,
including the interplay of their components.

In what follows, we discuss the individual layers of APTUS and their components.

2.2.1 Context Layer

The top layer of APTUS is the context layer. This layer, which is responsible for
implementing the context-awareness property, extracts, based on the current context,
software-architecture requirements. The extracted requirements define, for instance,
the list of applications that shall be executed, their resource demands, as well as their
required level of redundancy, diversity, and separation.

Figure 2.3 illustrates two use cases that show that distinct sets of contextual observations
imply distinct sets of software-architecture requirements.

In the first use case, depicted in Figure 2.3a, the passenger of an autonomous taxi
booked a premium ride. Furthermore, we assume that the vehicle is currently driving
in snowy weather on a highway. From these contextual observations, a set of required
applications can be implied. This set may, for example, include an interpretation and
prediction application that performs well in wintry weather conditions, a drive planning
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Figure 2.2: Overview of the three logical layers of APTUS and their components.

application, and entertainment applications that are included in the ride due to the
booked premium package. Moreover, from the contextual observations, we can imply the
safety-criticality of the respective applications and, thus, the priority, as well as other
performance parameters.

The use case illustrated in Figure 2.3b, on the other hand, assumes a low-cost ride in an
urban environment under good weather conditions. Consequently, the set of required
applications includes, for instance, an interpretation and prediction that is optimized for
good weather conditions and a drive planning application. Furthermore, we assume that
a low-cost ride does not include onboard entertainment. Thus, the vehicle can provide
its free resources, for instance, to a distributed cloud-based traffic optimization service.

The discussed use cases illustrate two challenges: (i) acquiring context information and
(ii) implying software-architecture requirements.

13
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(a) A premium ride on a highway in wintry (b) A low-cost ride in an urban environment
conditions. under good weather conditions.

Figure 2.3: Two use cases showing the correlation between contextual observations and
software-architecture requirements. The two distinct scenarios imply a distinct set of
requirements.

Acquiring contextual observations necessitates perceiving environment parameters. These
parameters are, for example, determined by sensors the car is equipped with, commu-
nicating with backend services, and interacting with the passengers. We assume that
the context acquisition is performed by the vehicle platform as various vehicle services
may require context information. For instance, the current weather information may be
provided to the passengers and may be recorded in log files.

The second task, implying software-architecture requirements from the current context,
requires methods for specifying implication rules. In APTUS, this task is performed by
C-sAR and D-DEG.

C-SAR determines software architecture-requirements that reflect the needs of the current
context. The computed software-architecture requirements are then sent to D-DEG,
which optimizes those requirements concerning the resource utilization. In particular,
D-DEG analyzes the data received by other vehicles and checks whether the redundancy
requirements or the resource requirements of applications can be degraded. If this is the
case, D-DEG incorporates the degradation measures into the received software-architecture
requirements. Finally, D-DEG sends the adjusted software-architecture requirements to
logAP 2s.

2.2.2 Reconfiguration Layer

The reconfiguration layer of APTUS is responsible for implementing the self-configuration
and self-optimization property, as well as anticipativeness. To implement those properties,
the reconfiguration layer is equipped with several components, namely: C-POapyys,
1logAP?S, 1inAP?S, and CGM.

The reconfiguration layer receives requests from the context layer and the component layer
to compute new configurations. These requests are handled by 1ogAP?S and 1inAP?S,
which are application-placement problem solvers that support different properties. The
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former application-placement problem solver supports complex non-linear optimization
functions at the cost of longer solving times. On the other hand, 1inAP?S supports only
one linear optimization function, which, however, leads to fast solving times.

The reconfiguration requests sent by the context layer are handled by 1ogAP?S. As de-
scribed in the previous subsection, D-DEG transmits the determined software-architecture
requirements to 1ogAP?S. Based on this input, 10gAP?S computes a configuration that
suits the current context. In order to achieve this, 1ogAP?S incorporates an optimization
function that is determined by C-pPO. This component analyzes the current context and
specifies an optimization function that aims to enhance the vehicle’s safety and reliability.

As stated before, the reconfiguration layer also receives requests from the component
layer. In particular, FDIRO contacts 1inAP?S to perform the recovery step and 1ogAP?S
to execute the optimization step. The recovery step is handled by 1inAP?S since this
step requires that a configuration is provided fast. On the other hand, 1ogAP?S performs
the optimization step, as this step requires applying complex optimization functions.

Note that before 1ogAP?S and 1inAP?S start computing new configuration, they check
whether CGM, which stores previously computed configurations, can provide the requested
configuration. Furthermore, once 10gAP?S and 1inAP?S compute a new configuration,
they transmit it to CGM, which persists the configuration.

The configurations that are determined by the reconfiguration layer are finally applied
to the vehicle platform. Note that the mechanism for applying configurations strongly
depends on the vehicle platform. Consequently, individual configuration-applying mecha-
nisms need to be implemented for the individual vehicle platforms.

2.2.3 Component Layer

The component layer, which is the bottom layer of APTUS, is responsible for implementing
the self-healing property. Generally speaking, this layer handles system-context changes
that are caused by failing hardware and software components. To handle such system-
context changes, the component layer incorporates FDIRO and HRR.

FDIRO [116, 119] implements a step-wise procedure to handle hardware and software
faults. These steps include detecting and isolating the fault, recovering the software-
architecture requirements, and optimizing the configuration. As mentioned before, FDIRO
instructs 1ogAP?S and 1inAP?S to execute the latter two steps.

Furthermore, FDIRO notifies HRR in case a hardware component experiences a failure.
Subsequently, HRR initiates a recovery procedure for the malfunctioning hardware
component, and if this recovery operation proves successful, the restored hardware
component is subsequently again integrated into the system.

15
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2.3 Related Approaches

The topic of self-managing systems in the context of autonomous vehicles is currently
evolving, with only limited related work available so far. Nevertheless, some results have
already been published, as discussed in what follows.

We first present general approaches for self-managing systems and afterwards we elaborate
on self-managing approaches used in the automotive domain and other domains.

2.3.1 General Self-Managing Approaches
Three-Layered Reference Model for Self-Managed Systems

Generally speaking, the idea of a layered architecture to implement a self-managed system
is not a new one. Kramer and Magee [135] proposed a general three-layered reference
model for self-managed systems that is based on the three-layer architecture introduced
by Gat [70] which is widely applied in the field of robotics. The proposed three-layered
reference model consists of the so-called component-control layer, change-management
layer, and goal-management layer.

At the component-control layer, which is the bottom layer, interconnected hardware and
software components perform the desired function of the system. The component-control
layer provides an interface to allow components to report their state to the upper layers.
Furthermore, it implements interfaces to create new components, delete components, and
adjust the behavior of components.

The change-management layer adapts the components of the bottom layer based on the
reported component states and the plans received from the top layer. The actions that
have to be executed to react to changing conditions are defined in predefined plans.

At the goal-management layer, which is the top layer, the general objectives and plans of
the system to achieve these goals are computed. As an input, the goal-management layer
takes, for instance, the current state of the system as well as a predefined description of
high-level goals. If a new plan is computed, the changes are propagated to the change
management layer.

The work of Kramer and Magee supports our approach to base APTUS on a layered
architecture. However, their framework is rather general and not adapted to autonomous
vehicles. With APTUS, we aim to provide a self-managing system solution specifically
designed for autonomous vehicles.

Autonomic Managers

Another widely adopted architectural concept for self-managing systems was introduced
by IBM [104]. The proposed concept introduces so-called autonomic managers to
control resources, e.g., hardware and software components. A system can contain several
autonomic managers. Additional autonomic managers may be introduced to orchestrate
the individual autonomic managers.



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

2.3. Related Approaches

Autonomic Manager
Analyzer Planner
Monitor Knowledge Executor
Base
Sensors Effectors

Managed Resource

Figure 2.4: IBM’s Autonomic manager consisting of a monitor, an analyzer, a planner, an
executor, and a shared knowledge base. The resource that is controlled by the autonomic
manager contains sensors and effectors.

An autonomic manager, as illustrated in Figure 2.4, implements a control loop consisting of
a monitor, an analyzer, a planner, an executor, and a shared knowledge base. Furthermore,
the resource that the autonomic manager controls implements a sensor interface and an
effector interface. The sensor interface of the managed resource is used by the monitor to
collect information from the managed resource, e.g., the current status, the configuration,
and the available capacity. The information extracted by the monitoring function is in
the next step processed by the analyzer, which determines whether further actions are
required. For instance, if policies are violated, the analyzer can initiate further measures
such as a reconfiguration. If further measures are required, the planner determines a
procedure to adapt the managed resource to achieve the desired behavior. Finally, the
executor schedules and carries out the determined plan using the effector interface of the
managed resource.

The concept of autonomic managers aligns with the architecture of ApTUs. Like auto-
nomic managers, APTUS integrates a control loop to manage a resource. In particular,
APTUS manages the software configuration of autonomous vehicles, enabling dynamic
adjustments to changing conditions.

2.3.2 Self-Managing Approaches in the Automotive Domain

HAFLoop

Zavala et al. [226] introduced an extension of IBM’s autonomic manager, referred to as
HAFLoop (“highly adaptive feedback control loop”). A HAFLoop is characterised by a
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control loop consisting of a monitor, an analyzer, a planner, an executor, and a knowledge
base that can be adapted at runtime. Their approach allows, for instance, the addition,
removal, and substitution of both the control loop’s elements and managed resources
during runtime. Furthermore, HAFLoops support the adaptations of policies. Zavala
et al. outline an example in which HAFLoops are used to improve the self-managing
capabilities of autonomous vehicles. Moreover, in subsequent work [227], they illustrated
in detail how HAFLoops can be used for implementing an adaptive monitoring behavior
in autonomous vehicles. In their approach, Zavala et al. introduce two logical layers
which contain HAFLoops: the lower-layer HAFLoops are responsible for adapting the
hardware and software components of the autonomous vehicle, while the upper-layer
HAFLoops are in charge of adapting the monitors of the lower-layer HAFLoops.

While the work of Zavala et al. is more general as APTUS, it does not provide a concrete
implementation for the individual challenges of a self-managing system. Furthermore,
Zavala et al. focus on adapting the monitor only, whereas APTUS considers adaptations
of various involved elements. For instance, C-POaprys adapts the optimization function
of 1ogAP?S, which correlates to the planning element of the HAFLoop.

Multi-Layered Control Architecture Approach

An alternative approach that builds on autonomic managers was introduced by Zeller
et al. [228]. They presented a multi-layered control architecture approach that enables
self-management in adaptive automotive systems. The idea of their approach is to group
software components, system objectives, and requirements into so-called clusters, whereby
an autonomic manager controls each cluster. For each cluster, an assignment, which
is referred to as cluster state, between software components and computing nodes is
generated. A cluster state is considered valid if all system objectives and requirements of
the cluster are fulfilled. Each cluster continuously monitors if all system objectives and
requirements are satisfied. A new cluster state must be computed if a system objective
or requirement is not fulfilled.

The clusters are organized in a hierarchical structure that consists of multiple layers, i.e.,
a cluster can be a member of another cluster. If a cluster cannot find a cluster state
which fulfills all requirements, the problem is propagated to a higher cluster. A cluster
that is located in a higher layer inherits all software components, system objectives, and
requirements of its affiliated subjacent clusters. Thus, the solution space for finding a valid
cluster state is larger. Therefore, the probability of finding a valid cluster state increases
as the layer number of clusters increases. However, a larger solution space also causes
the problem complexity to rise, which, in return, leads to an increased computational
effort. Nevertheless, Zeller et al. presented a simulation showing that the introduced
cluster-based organization of software components, system objectives, and requirements
allows reacting quickly to system changes. Furthermore, they argue that their approach
can increase the dependability of adaptive automotive systems.

However, their presented simulation shows that in a few cases, the time for finding a valid
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cluster state is substantially longer than the solving time of the used reference implemen-
tation. Although the authors do not mention the reason for the outliers, they presumably
result from propagations to higher layers. Especially in safety-critical situations, however,
such a behavior is undesirable. In APTUS we counteract the issue of long solving times
for the application-placement problem in safety-critical situations by using 1inAP?S,
which is specifically designed to compute placements quickly. Furthermore, 1inAP?S
employs a parallel solving heuristic that computes backup assignments which result from
application-placement problems that relax some requirements. In case 1inAP?S cannot
find a valid assignment for the initial application-placement problem, one of the backup
assignments is used.

A Self-Managing Framework for Safety

Some of the introduced self-managing approaches for autonomous vehicles are designed to
improve a particular dependability parameter. An example of a self-managing framework
for improving the safety of autonomous vehicles was introduced by Carré, Exposito, and
Ibanez-Guzman [43]. The presented framework consists of three components: the safety
orchestrator, the safety assessment processes, and the safety-oriented knowledge base.
The knowledge base contains, for instance, context information, safety constraints, and
adaptation rules. Safety constraints are adapted at runtime according to the current
context by the safety orchestrator. Each safety constraint that the safety orchestrator
defines is monitored by safety assessment processes. For instance, a safety constraint
while driving 30 km/h in an urban area might specify that the minimum distance between
the vehicle and pedestrians must not fall below 5 meters. The safety assessment processes
not only monitor the safety constraints but also adapt the behavior of the automated
driving applications in accordance with the constraints.

In contrast to the safety-preserving mechanisms implemented in APTUS, the work of Carré,
Exposito, and Ibanez-Guzman focuses on adapting the functional properties of applica-
tions, e.g., the minimum required distance to specific objects. On the other hand, ApTUS
focuses on adapting software-architecture requirements, e.g., the level of redundancy of
applications. These diverging approaches are, however, not contradictory but comple-
ment each other. In our work, we decided to focus on adapting the software-architecture
requirements as such adaptations are less dependent on the concrete implementation
of the applications executed by the vehicle. However, in future work, when APTUS is
embedded in a concrete vehicle, it is conceivable that our framework is extended by an
approach similar to the one presented by Carré, Exposito, and Ibanez-Guzman.

An Approach for Restricting the Operational Design Domain

Colwell et al. [50] introduced a concept that is based on self-awareness and fault tolerance
to increase the safety and reliability of autonomous vehicles. Their approach is based
on the idea of restricting the ODD of an autonomous vehicle at runtime. The restricted
operational design domain (ROD) is a superset of the ODD. Unlike the ODD, which is
static, the ROD is updated during the runtime of the vehicle. The ROD of a vehicle is,
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for instance, adapted if a hardware or software component fails. Such an adjustment of
the ROD entails that subsystems of the automated driving system have to adapt to the
new restrictions. For example, the planning subsystem can adapt its planning procedure
to avoid high-speed roads if the maximum speed is restricted because of a sensor fault. As
a consequence of the performed degradation procedures, the vehicle remains operational
and safe. Colwell et al. introduce a so-called ROD monitor to ensure that subsystems
of the automated driving system adhere to the ODD restrictions. If the ROD monitor
detects a violation of the ROD, a procedure that transfers the vehicle to a minimal-risk
condition is performed.

Compared to APTUS, a limitation of the concept introduced by Colwell et al. is that
no mechanisms are implemented to recover the full functionality of the vehicle after the
ROD is extended. APTUS, on the other hand, includes FDIRO and HRR, which both
aim to recover the initial functionality of the vehicle in case of software and hardware
faults. Nevertheless, restricting the ODD of the vehicle in case of faults is desirable. In
the current version of ApPTUS, we decided not to integrate such an approach since deep
knowledge about the applications executed by the vehicle is required. However, in future
extensions of APTUS, it is conceivable that such functionality as introduced by Colwell
et al. is added.

An Approach to Adapt the Vehicle Detection

Hemmati et al. [89, 90] argue that in different lighting conditions, different features are
used to detect other vehicles. To address this, they presented an approach that uses three
implementations to detect vehicles during day, dusk, and night. Based on the current
ambient light, a reconfiguration unit decides which vehicle-detection implementation
shall be executed. For detecting vehicles during the day and dusk, the same model is
used. However, two different training sets were used to train the models. On the other
hand, the detection that is used during the night uses another detection algorithm. Their
results show that the reconfiguration can be completed in 20 msec.

While the approach introduced by Hemmati et al. focuses on adapting vehicle detection,
APTUS introduces a generic reconfiguration method that takes into account the current
context.

A Context-dependent Approach to Adapt Application Parameters

Horcas et al. [96] presented an approach to dynamically adjust the parameters of a
car-following model at runtime based on different weather conditions. A car-following
model defines how the lateral behavior of the vehicle is adapted in reference to a leading
vehicle. According to Horcas et al., the distance to the lead vehicle and the maximum
allowed acceleration are the most crucial parameters in a car-following model that need
to be adapted in case the weather conditions change. In their work, they showed that
their parameter reconfiguration approach improves the safety as well as the traffic flow.
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Similar to the previously discussed approach by Hemmati et al. [89, 90], this approach
focuses on reconfiguring a specific application. APTUS, in contrast, provides a generic
reconfiguration approach.

Context-Aware Reconfiguration Approaches for Non-Autonomous Vehicles

Self-managing systems are, of course, not limited to autonomous vehicles. Also non-auto-
nomous vehicles can profit from self-managing capabilities. Indeed, an approach in this
regard is put forth by Weiss and Struss [218], who discuss a context-aware reconfiguration
approach that activates and deactivates advanced driver assistance systems, e.g., adaptive
cruise control, traffic sign recognition, and parking assistance, according to current context
information. A generic context model based on ontology and object-oriented modeling
is introduced to infer which driver assistance systems are required in which situation.
The authors illustrate in a simulation that their approach can significantly reduce the
number of active driver assistance systems. In the conducted experiment, the average
number of active functions was reduced by about one quarter compared to a system that
continuously executes all driver assistant systems.

In ApTUs, C-SAR determines which functions shall be activated in a given context. Unlike
the approach of Weiss and Struss, C-SAR is specially designed for use in autonomous
vehicles. Furthermore, the context model applied by Weiss and Struss is less exhaustive
than the one used in C-sAR. For instance, the context model applied by C-sAR allows
modeling relationships between functions and operational contexts as well as user contexts.
Weiss and Struss, on the other hand, only consider environmental-context information
and the speed of the vehicle.

Another context-aware reconfiguration approach for non-autonomous vehicles was pre-
sented by Panagiotopoulos and Dimitrakopoulos [178]. In their work, they focus on the
adaption of the driving style based on the current context. For selecting the most suitable
driving style, their approach takes into account several parameters, including, the age of
the driver, the preferred comfort, the current road type, and the current traffic situation.
Finally, the selection of the driving style leads to an adjustment of, for instance, the
speed, the suspension, and the gear ratios.

Adapting the driving style based on contextual observations is possible in APTUS by in-
troducing applications that implement different driving styles. To then instruct 1ogAP?S
to select a certain application in a given context, the relation between the application
and the context needs to be modeled.

2.3.3 Self-Managing Approaches in other Domains

Besides the automotive field, also other domains, including, for instance, the aviation field,
require self-managing systems. For example, in the EU-funded project SCARLETT?
(“scalable and reconfigurable electronics platforms and tools”), an approach for adding

Shttps://cordis.europa.eu/project/id/211439.
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reconfiguration capabilities to the next generation of the Integrated Modular Avionics
platform (IMA-1G) was developed [33]. The proposed reconfiguration approach aims,
inter alia, to improve reliability and reduce unscheduled maintenance work. It focuses on
reallocating applications to spare nodes if their original nodes fail. The authors introduced
a so-called reconfiguration supervisor that is responsible for planning and executing the
reconfiguration plan. A reconfiguration is triggered by the so-called monitoring and fault
detection function, which continuously monitors the system and reports faults to the
reconfiguration supervisor. The reconfiguration is performed according to a policy that
is defined at design time. For instance, the policy can specify that safety-critical aviation
applications are prioritized over non-safety relevant applications, e.g., applications of the
in-flight entertainment system, in the event of a configuration.

Loépez-Jaquero et al. [154] introduced a similar approach for dynamic reconfiguration in
avionic architectures, which are based on the ARINC 653 standard [4]. They introduce
a separate intermediary layer called redundancy and reconfiguration management layer
(RRML), which is located between the real-time operating system and the application
execution layer. Furthermore, Lépez-Jaquero et al. present an error detection approach
that is based on trust values. The trust value of a component decreases if the implemented
voting mechanism detects that the output deviates from the output provided by the
redundant components. If the trust value of a component falls below a specified threshold,
the component will be isolated.

To conclude, with APTUS we aim to introduce a comprehensive self-managing approach
for autonomous vehicles. APTUS contains interconnected approaches that implement the
individual self-managing properties. To the best of our knowledge, no concept has been
published so far in the domain of autonomous driving that implements self-managing
properties to a comparable degree as APTUS.
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CHAPTER

The Context Layer

In this chapter, we describe the context layer of ApTUs. This layer is responsible for imple-
menting the context-awareness property and consists of two components, viz. C-SAR and
D-DEG. C-SAR is responsible for determining software-architecture requirements based
on the current context, while D-DEG optimizes the software-architecture requirements by
analyzing data received by other vehicles.

As the design of the context layer is based on the general architecture of context-aware
systems, we present in the first part of this chapter general information about context-
aware computing. Furthermore, we also introduce our definition of context that is used
throughout this dissertation. Next, we recapitulate some basic elements of answer-set
programming (ASP) [78, 79] since it is a key element of C-SAR. Afterwards, we present
C-sAR and D-DEG. The chapter concludes with a brief summary.

3.1 Context-Aware Computing

Context-aware computing was first introduced by Schilit, Adams, and Want [193] in the
field of mobile distributed computing in the 1990s. According to their definition, context-
aware systems can recognize context changes and can perform adaptation actions that aim
to respect the present context. Furthermore, Schilit, Adams, and Want define that context
information includes, for instance, the user’s location, other nearby people, the available
devices, the network connectivity, the noise level, and the lightning conditions. This
information can be grouped into computing, user, and physical context [44]. However,
several other works have introduced new definitions of the term “context” [190, 44, 41].

In the first part of this section, we list different definitions of the concept of a context.
Furthermore, we introduce our definition of a context. Next, we provide an overview of
the general architecture of context-aware systems.
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3.1.1 Definition of Context

Abowd et al. [2] introduced a rather general definition. They specify context as any
information that characterizes the situation of a person, place, or object, which influences
the interaction between a user and an application.

In the domain of driver assistance systems, context is often defined as the information
that characterizes a driving situation, including, e.g., the road conditions, traffic objects,
and traffic rules [68, 212]. However, in the scope of our work, this definition is unsuitable
as we consider additional information apart from the driving situation.

Therefore, we define context as any information relevant to the vehicle’s system architec-
ture, whereby the context information are categorized into:

o environmental context,
e operational context,
e user context, and

e system context.

The environmental context contains information about the external conditions of the
vehicle. This includes, for instance, the roadway type, the weather conditions, information
about the infrastructure, speed ranges, and the country in which the vehicle operates.
These attributes are also considered when specifying the ODD [131, 189, 211]. The ODD
defines the external circumstances under which an autonomous vehicle can operate safely.

The operational context describes how the vehicle is operated. We refer to the manner in
which the vehicle is operated as the vehicle-operation mode. Conceivable vehicle-operation
modes are, for instance, fully autonomous operation, manual operation, test operation,
and parking. Furthermore, the operation state can be supplemented by properties which
describe, for example, whether the vehicle is operated commercially or whether passengers
are in the vehicle.

Parameters that describe the requirements of the vehicle users are contained in the
user context. Considering an autonomous taxi, the user context, for instance, contains
information about whether the user booked a premium ride or a low-budget ride. Likewise,
in the case of a personally owned vehicle, the user context can hold information about,
e.g., the type of the ordered entertainment package. Furthermore, if the vehicle supports
manual operation, the user context includes whether the driver requested assistance
services such as lane-keeping, parking, and emergency-brake assistance.

The system context includes information about the vehicle system, i.e., the hardware
and software of the vehicle. Details about the currently executed applications, the
available hardware resources, and occurring hardware and software errors are, for instance,
contained in the system context.
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context processing

set of context set of context-based
information context N context consequences context-based

modeling reasoning system adaptations

context acquisition

Figure 3.1: The three main tasks implemented by a context-aware system, i.e., context
acquisition, context processing, and context-based system adaptations.

3.1.2 The General Architecture of Context-Aware Systems

In general, as illustrated in Figure 3.1, context-aware systems implement the following
three tasks sequentially [222, 212, 199, 180]:

e contexl acquisition,
e context processing, and

o context-based system adaptations.

In the context acquisition phase, data provided by sensors or software services is collected.
For instance, a rain sensor can be used to determine whether it is raining. On the other
hand, a human-machine interface (HMI) service can provide information about the user’s
requirements.

In the next phase, the collected context information is processed, whereby the context
processing is subdivided into

o the context modeling phase, and

o the context reasoning phase.

Before consequences can be deduced, the context has to be represented in a suitable
context model. According to Bettini et al. [29], object-role based, spatial, and ontology-
based models are the most prominent approaches for modeling context information.

Object-role modelling (ORM) [87] is a graphical fact-based modeling technique. Facts are
represented as nodes, and edges correspond to relationships between the nodes. Models
like the context modelling language (CML) [92] support, for example, SQL-like queries
and reasoning over uncertain information.

Spatial models, like the Nezus augmented world model [173], are especially suited for
modeling location-based context information. Furthermore, such models allow reasoning
about spatial relations.

Ontology-based models employ formal ontology language to express context information.
They support formal context reasoning methods by specifying axioms and constraints [223].
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Many ontology-based models, including the standard ontology for ubiquitous and pervasive
applications (SOUPA) [45] and the CONtext ONtology (CONON) [84], are based on the
web ontology language (OWL) [101].

Once the context information is processed, system adaptations are performed in the
last phase. Consequences of this phase can be, for instance, an adaptation of the user
function, the HMI, and the system architecture.

3.2 Answer-Set Programming

Answer-set programming (ASP) is a declarative programming paradigm used to solve
search problems [19, 73, 77]. ASP has been, for instance, used in the domain of
robotics [60], natural-language processing [20], and semantic-web reasoning [59].

3.2.1 Syntax of Answer-Set Programs

The basic syntax of answer-set programs is defined over a first-order language, containing
predicate symbols, variables, and constants, and constituting the following elements: A
term is either a variable or a constant, whereby variables are denoted by capital characters
and constants by lower-case letters. An atom is an expression of the form

p(tlr---rtn)7

where p is a predicate symbol and tq,...,t, are terms. A literal is an atom that is
possibly preceded by the strong negation symbol “-”, whereby an atom is a factual
statement that is either true or false. A rule is an ordered pair of the form

aiV---Vap:- by, ..., by, not byii, ..., not by., (3.1)

where aq,...,ay, b1,...,b, are literals, “V” denotes disjunction, and “not” stands for
default negation. We refer to a1 V- - -Vay as the head and by, ..., by, not bys1,...,not by
as the body of the rule. The body in turn is subdivided into the positive and the negative
body, given by b1, ...,bx and not byi1,...,not by, respectively. The intuitive meaning
of rule (3.1) is that if by, ..., by are all derivable but none of by,1,...,b, is derivable,
then at least one literal from the head is asserted. Finally, an answer-set program, or
program for short (if no confusion will arise), is a finite set of rules.

Both the head as well as the body of a rule might be empty. In the former case, the
resulting rule is called a fact, whilst in the latter case, the rule is referred to as constraint.

A literal is called ground if it does not contain any variables. Otherwise, the literal is
referred to as non-ground. Likewise, rules, as well as programs that only contain ground
literals, are ground and otherwise non-ground.

A non-ground program can be transferred into a ground program by replacing all variables
of a rule in a uniform manner with the constants appearing in the program (or a fresh
constant if the program does not contain one). This process is called grounding. For a
program P, the grounding of P is denoted by grnd(P).
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3.2.2 Semantics of Answer-Set Programs

A set I of ground literals that does not contain any atom a such that {a,-a} C I is
referred to as interpretation. A ground atom a is (i) true (under I) in case a € I, (ii) false
(under 1) if —a € I, and (iii) undefined otherwise. A ground literal —a is (i) true (under
I) if a is false (under I), (ii) false (under I) if a is true (under I), and (iii) undefined
otherwise. Moreover, a default negated ground literal not 1 is true (under I) if 1 ¢ I
and otherwise false (under I).

An interpretation I is called a model of a ground rule of the form (3.1) if whenever
{b1,...,bx} C I and {byxs1,...,on} NI =0 holds, then also {ai,...,an} NI # () holds,
i.e, if the body of the rule is true under I, then also the head is true under I. In case an
interpretation [ is a model of all rules of a ground program P, then [ is called a model

of P.

The semantics of answer-set programs is given in terms of answer sets, which are defined
as minimal models of the so-called Gelfond-Lifschitz reduct [78, 79], which is determined
as follows: Given a ground program P and an interpretation I, the Gelfond-Lifschitz
reduct, or simply reduct, P!, of P relative to I is the “not”-free program

{al\/-~-\/am :—b]_, ...,bk| al\/~--\/am :—b]_, ...,bk,
not byx+1, ..., not by € Pybyi1,...,by} NI =0}

Then, I is said to be an answer set of P if I is a minimal model of P!, i.e., if no other
interpretation J C I is also a model of P!. An interpretation I is a minimal model of P!
if no other interpretation J C I is also a model of P!. For an arbitrary, not necessarily
ground program P, [ is an answer set of P if it is an answer set of grnd(P)T.

Prominent solvers for computing answer sets are DLV [141] and clasp [75]. In the context
of this dissertation, we employ the ASP system clingo [72], which uses GrinGo [76] as a
grounder and clasp as a solver. We will employ the latter for our subsequent purposes.

The solver clasp supports, like most answer-set solvers, so-called aggregates [8], which
allow defining properties of a set of atoms. An aggregate in clasp has the following general
syntax:

s1 <af{ti:li; . tnilyt < oss. (3.2)
Here, t1,...,t, are list of terms, 11,...,1, are list of literals, « is an aggregate function,
< and <’ are arithmetic comparison relations (<, <=, =, =, >= and >), and s; as well

)

as s, are terms. Note that one of “s; <” and “<’ s,” may be omitted for expressing

just a single relation, e.g., an upper bound or a lower bound.

The intuitive meaning of (3.2) is that the aggregate function « is applied to the first
elements in the multiset consisting of term tuples which correspond to those lists of terms
for which the corresponding list of literals hold. The result is then compared to s; and
s, using the arithmetic operations < and <’, respectively.

The aggregate functions used in this dissertation are #count, #sum, #max, and #min.

The function #count returns the cardinality of a multiset, while #sum returns the sum
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all elements in it. The functions #max and #min return the numerical maximum and
minimum of a multiset, respectively.

The grounding of rules with aggregates is based on the notions of global and local variables.
While the former kind of variables are those occurring in at least one literal not involved
in any aggregation, the other variables are local to the aggregate element they occur in.
A ground instance of a rule is then obtained by replacing global variables with ground
terms, given a fixed set, and then expanding the local variables in each aggregate. For
more details on programs with aggregates, including their precise semantics, we refer to
the clingo documentation [72] and the paper by Alviano and Faber [8].

We also make use of optimization statements, as supported by clasp [74], which enable the
definition of desired properties of an optimal answer set. Syntactically, an optimization
statements is an expression of the form

w{wl@pl/t1:11; ---;Wn@pn/tn:ln} L)

where ti,...,t, and 1y,...,1, are as in (3.2), w1,...,w, are integer terms called weights,
P1i,---,Pn are integer terms called priorities, and w is an optimization statement.

In particular, clasp admits the optimization statements minimize and maximize. These
statements aim to find the answer set that either minimizes or maximizes the weights,
whereby only the weights and tuples of terms for which the corresponding literal tuples
hold are considered. If multiple optimization statements are needed, priorities can be
introduced, where higher priority levels take precedence over lower ones.

Finally, another language variant we employ are cardinality constraints [200], which
are aggregate atoms using counting as their operation. More specifically, a cardinality
constraint is an expression of the form

1<{ar:li;...;an:1l,} <'u,

where ai,...,a, are atoms, li,...,1, are lists of literals, < and <’ are arithmetic
comparison operators (<, <=, =, !=, >= and >), and 1 as well as u are integer values
representing the lower bound and upper bound, respectively.

The intuitive meaning of a cardinality constraint is that a subset S of the atoms, for
which the corresponding tuple of literals hold, is selected. Furthermore, the cardinality
of S must be between the lower bound 1 and the upper bound u while respecting the
arithmetic comparators <1 and <o.

3.3 C-saAr: A Tool to Determine Context-Based
Software- Architecture Requirements

We now describe C-SAR, our tool for determining which requirements the software
architecture of an autonomous vehicle has to fulfill so that it suits the current context.
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3.3. C-sAR: A Tool to Determine Context-Based Software-Architecture Requirements

C-SAR
PosTPROC —|
current-;ontext CRC D-DEG
provider —
GCDB

Figure 3.2: The inputs and and the output of C-SAR. Based on the current environment,
operational and user-context information, as well as, the context attributes, C-SAR
determines requirements for the software architecture.

As stated already, C-SAR uses ASP to encode and calculate the underlying reasoning
tasks while the overall program itself is written in Python.

C-sARr follows the general architecture of context-aware systems as described in Sub-
section 3.1.2. In particular, as illustrated in Figure 3.2, C-SAR consist of the general
context-database, GCDB, the context-reasoning component, CRC, and the post-processing
component, POSTPROC.

These components serve the following purposes:

e GCDB specifies the interconnection of context information the vehicle can generally
experience. This information is provided at design time by the vehicle engineers
and might be updated, e.g., in case software updates are performed, the ODD is
changed, and the functional scope of the vehicle is adjusted.

e CRC determines, on the basis of the general context model as given by GCDB and
the current context as provided by the current-context provider, functions which
are requested by the current context as well as a collection of applications which
can feasibly execute these functions.

o The postprocessor POSTPROC adds applications that shall be executed as redundant
instances and provides the output of C-SAR to D-DEG which is responsible for
optimizing the received software-architecture requirements in terms of its resource
utilization.

CRC and GCDB are implemented in terms of two answer-set programs, Perc and Pgeps.
As well, the current context is also represented by an answer-set program, viz. Poc. To
embed these answer-set programs into C-SAR, we use clyngor!, a Python wrapper for the
ASP system clingo.

Unlike the other subcomponents, POSTPROC is implemented in Python. The reason for
this is that POSTPROC requires the implementation of a multilevel sort algorithm which
can be realized more efficiently in Python than in ASP.

Lelyngor: https://github.com/Aluriak/clyngor
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The output of CRC is the first computed answer set, Agapr, of the program
Pec U Pscpg U Pere,s

containing the software-architecture requirements that need to be fulfilled in the current
context. In order to deterministically select an answer set, CRC selects the first one. This
deterministic selection allows reducing the size of the configuration graph introduced in
Section 4.2, as otherwise a non-deterministic selection would result in multiple configura-
tions for the same contextual observations. In case no answer set is found, the vehicle is
transferred into a safe state. Then, Agag is taken by POSTPROC as input and extends it
to A 4 by adding applications that are executed as redundant instances, as mentioned
before.zAfterwards, Al 4 p is handed over to the application-placement problem solver
logAP~“S.

In what follows, we first give an overview of the different context providers. Next, we give
details on the components of C-SAR—in particular, on the answer-set programs Pscpg
and Pere of the context database GCDB and the context reasoning component CRC.

3.3.1 The General Context-Database GCDB

To structure the context information stored by GCDB, we define a context model which
specifies the following entities:

e function,

o application,

o supporting software,

e optimization function,

e wvehicle-operation mode,

e operation property,

e user context,

o environmental-context category,
o environmental-context value, and

o environmental-context set.

These entities, their attributes, as well as their relations are illustrated in Figure 3.3 and
Figure 3.4. Each entity is uniquely identified by its name.

The entities were selected to describe the relevant information of the environmental
context, the operational context, the user context, and the system context that is
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required by C-SAR in order to determine software-architecture requirements. In particular,
functions, applications, and supporting software are part of the system context as they
define the software architecture. Optimization functions are also part of the system
context, as these functions are used by the reconfiguration layer to optimize configurations
according to the needs of the current context. Furthermore, vehicle-operation modes
and operation properties comprise the operational context, while the user context is
represented by the entity of the same name. Lastly, environmental-context categories,
environmental-context values, and environmental-context sets define the environmental
context.

GCDB is defined by the answer-set program Pscps. This program, in turn, is given by
DBgys U DBy, U DBys U DB,p,, where its subprograms, detailed below, correspond
to the introduced four context categories, containing the context information in terms
of facts. Note that we decided to split Pscpg into these four subprograms in order to
improve the readability of the subsequent subsections.

The Database DBy,

Functions, applications, supporting software, and optimization functions hold system-
context information.

We define a function as a task, e.g., localization, sensor fusion, or motion control, that
is implemented by an application. In C-SAR, functions are defined using the predicate
function/1, where its argument defines the task’s unique name:

function (localization) .
function (sensor_fusion) .
function (ads_mode_manager) .
function (interpretation_prediction).
function (drive_planning) .
function (motion_control) .
function (body_control) .
function(traffic_optimization).
function (ride_management) .
function (update_management) .
function (shared_event_recording) .
function (logging) .

function (ride_visualization).
function (entertainment) .

Note that the first seven facts define the functions which are, as discussed in Section 2.1
(cf. page 10), required for autonomous driving. On the other hand, the latter seven
example functions, viz.,

e traffic_optimization,

31



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

3. THE CONTEXT LAYER
[LLN] |vehicle-operation
mode
[O.N]
operation
function property
]
implements
user context
[1,1]
L environmental-
application
context set
[O.N] [2.N]
requires [O,N]
@ [O.N] | environmental-
context value
[1,1]
supporting
software
[L.N]
environmental-
context category
Figure 3.3: The entity-relationship diagram of the context model employed by C-SAR.
The diagram applies the Chen notation [46], whereby the cardinalities are expressed
using the Min/Max notation proposed by Abrial [3].
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[O,N]
optimization
function
[O,N]
[1,N] [O,N]
user context

environmental- | [1L,N]
context value

defines

Figure 3.4: Continuation of the entity-relationship diagram illustrated in Figure 3.3.

e ride_management,
e update_management,

e shared_event_recording,

e logging,
e ride_visualization, and

e entertainment,

which are described in Table 3.1, do not interfere with the driving task.

As specified before, functions are implemented by applications, i.e., an application is
defined as a concrete implementation of a function. Furthermore, we define that multiple
diverse applications can implement the same function. However, we assume that one
application implements only one function.

Applications and their relation to a specific function are modeled using the predicate
application/2. Its first argument specifies the name of the application, while the
second argument defines the function the application implements. For instance, three
applications that implement the sensor-fusion function are specified as follows:

application (fusl, sensor_fusion).
application (fus2, sensor_fusion).
application (fus3, sensor_fusion).
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Table 3.1: Description of the traffic optimization, ride management, update management,
shared event-recording, logging, ride visualization, and entertainment function.

Function H

Description

traffic_optimization

The traffic-optimization function computes tasks,
which are assigned by a global trafficcmanagement
system [174]. The traffic-management system uti-
lizes the computing resources of multiple vehicles
to optimize the traffic flow.

ride_management

In case of an autonomous taxi, the ride-management
function is, for instance, responsible to process in-
coming ride requests from customers, and to com-
munication the current location and status of the
vehicle to the taxi fleet’s command center.

update_management

The update-management function is responsible to
plan, execute, and monitor updates of applications.

shared_event_recording

The shared event-recording function, as, e.g., in-
troduced by Guo, Meamari, and Shen [86], records
accidents in a blockchain.

logging

The logging function records all events in the system.
The resulting logs are used by developers to improve
the system.

ride_visualization

The ride-visualization function, e.g., as proposed by
Lungaro, Tollmar, and Beelen [157], aims to improve
the user’s trust by illustrating the perception and
the planned actions in the vehicle cabin.

entertainment

Applications have different demands regarding their execution.

The entertainment function allows passengers of the
vehicle, e.g., to play games, stream movies, and
listen to music.

The most relevant

application parameters for APTUS are:

e the memory demand,
o the performance demand,

o the level of redundancy,
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o the level of diversity,
¢ the level of separation, and

e a list of required supporting software.

The memory demand, which is given in Megabytes, defines the minimum amount of
memory the application requires in order to execute without limitations. Likewise, the
performance demand specifies the minimum TFLOPS (i.e., 10'? floating point operations
per second) an application requests. The level of redundancy specifies the minimum
number of redundant applications which implement the same function. Furthermore, the
level of diversity defines the number of redundant applications that have to be diverse, and
the level of separation defines on how many different computing nodes the applications
have to be executed.

The memory demand, the performance demand, the level of redundancy, the level
of diversity, and the level of separation are specified by the predicates memory/2,

performance/2, redundancy/2, diversity/2, and separation/2, respectively.

The first argument of these attributes indicates the application, and the second argument
defines the parameter value. For example, the application demands of the sensor-fusion
application fusl are given as follows:

memory (fusl, 4000).
performance (fusl, 130).
redundancy (fusl, 2).
diversity (fusl, 1).
separation (fusl, 2).

Besides the before-mentioned application parameters, a set of required supporting software
can be defined for each application. This allows, for instance, to express that a particular
application requires a specific runtime environment like Python or Java, and particular
libraries such as CUDAZ.

Software that supports applications is modeled as a separate entity by the predicate

supporting_software/l1, as multiple applications can share the same requirements.

The argument of this predicate defines the name of the supporting software.

To indicate whether an application requires a particular supporting software, we use the
predicate req_supporting_software/2. The first argument of this predicate defines
the application, and the second argument specifies the supporting software that this
application demands in order to be executed. The required supporting software of the
sensor fusion application fusl is, for example, specified as follows:

supporting_software (cuda) .
reg_supporting_software (fusl, cuda).

2NVIDIA CUDA Toolkit: https://developer.nvidia.com/cuda-toolkit
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As mentioned before, DBy, also defines optimization functions besides functions, appli-
cations, and supporting software. The application-placement problem solver 1ogAP?S,
which receives the software-architecture requirements determined by C-SAR, has po-
tentially multiple options to implement these requirements. Consequently, in order to
indicate which implementation of the determined software-architecture requirements is
desired most, optimization functions are required.

We introduce the predicate optimization_function/1 to specify optimization func-
tions, whereby the argument defines the name of the optimization function. Conceivable
optimization functions are, for instance,

¢ to minimize the used computing nodes to potentially reduce the system’s energy
consumption,

e minimize the displacement of already running applications, and

e maximize the separation of applications that implement the same function.

These optimization functions are defined as follows:

optimization_function (min_comp_nodes) .
optimization_function (min_displ_act) .
optimization_function (max_sep) .

The optimization function used for the application-placement problem is not static
but has to be adapted according to the current context the vehicle is experiencing,
i.e., optimization functions depend on the current context. This relation is modeled
using the predicate def_optimization_function/3. The first argument specifies
the unique name of the optimization function while the second one identifies either a
vehicle-operation mode, a vehicle property, a user context, or an environmental-context
value. The third argument specifies the optimization function, and the last defines a
priority value. This value is used by 1ogAP?S in case multiple optimization functions
are defined for a given context to rank them. Note that the specific priority value is of
no meaning.

The linkage between context information and optimization functions is defined by the
system architect. Assume, for instance, that in case the vehicle is on low power, the
system architect defines that the system architecture shall be optimized so that less
power is consumed. Furthermore, the system architect might also define that in case the
vehicle is operated autonomously, the goal is to minimize the displacement of applications.
In addition to this optimization function, the system architect might specify that the
separation of applications that implement the same function shall be maximized if the
vehicle is operated autonomously. To define which optimization function, i.e., minimize
the displacement or maximize the separate, is of more importance, priorities can be used.

The illustrated relations between optimization functions and context information are
expressed as follows:
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def_optimization_function (low_power, min_comp_nodes, 60).
def_optimization_function (parked, min_comp_nodes, 60).
def_optimization_function (autonomous, min_displ, 80).
def_optimization_function (autonomous, max_sep, 40).

The Database DB,,

Operational-context information is modeled by the vehicle-operation mode and the
operation property entities. Each vehicle-operation mode and operation property requires
that certain functions are executed by the vehicle. Consequently, these entities are linked
to functions.

The vehicle-operation modes describe, as stated in Section 3.1.2, the possible operational
states of a vehicle, e.g., autonomous operation, manual operation, and parked.

Vehicle-operation modes are introduced by the predicate vehicle_operation_mode/l,
whereby its single argument defines the name of the mode. For instance, the vehicle
operation modes for autonomous driving, and parking are defined as follows:

vehicle_operation_mode (autonomous) .
vehicle_operation_mode (parked) .

The vehicle-operation mode can be further refined by operation properties. These
properties are defined via the predicate operation_property/1, whereby its argument
defines the name of the operation property. A refinement of the operational context
is, for instance, information on whether the vehicle is operated commercially, in a test
environment, or in a low power mode. These operation properties are defined as follows:

operation_property (commercial) .
operation_property (test) .
operation_property (low_power) .

To express which functions the individual vehicle-operation modes and operation proper-
ties demand, the predicate req_function/3 is introduced. The first argument defines
the vehicle-operation mode or the operation property. The second argument of the
predicate req_function specifies the function which has to be executed under the
given vehicle-operation mode or the operation property. The last argument defines the
priority of the function in the specified vehicle-operation mode or the operation property,
whereby we define three priority classes: HIGH, MEDIUM, and LOW. In C-SAR, the
priority class HIGH is denoted by 2, MEDIUM is indicated by 1, and 0 corresponds to
LOW. The priority classes specify which applications are prioritized in the event of a
resource shortage in the vehicle. For instance, in case a hardware fault causes computing
nodes to fail, which in return leads to a reduced computing capacity of the vehicle, the
resource demands of applications of the priority HIGH are preferred.

The following shows a conceivable mapping between the functions defined above and the
introduced vehicle-operation modes and operation properties:
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req_function (autonomous, localization, 2).

reqg_function (autonomous, sensor_fusion, 2).
req_function (autonomous, ads_mode_manager, 2).
req_function (autonomous, interpretation_prediction, 2).
req_function (autonomous, drive_planning, 2).
reqg_function (autonomous, motion_control, 2).
req_function (autonomous, body_control, 2).

reqg_function (autonomous, shared_event_recording, 1).
reqg_function (autonomous, ride_visualization, O0).

reqg_function (parked, update_management, 2).
req_function (parked, traffic_optimization, O0).

req_function (commercial, ride_management, 1).
reqg_function(test, logging, O0).

In the autonomous vehicle-operation mode, all functions which perform the autonomous-
driving task are required. These functions are of priority HIGH as they are safety-critical.
Besides these functions also, the shared event-recording, as well as the ride-visualization
function, are required in the autonomous mode. The former function is of priority
MEDIUM as event-recordings are useful for accident investigation. However, this function
is unlike the functions which perform the autonomous driving task, not safety-critical.
Ride visualization is of priority LOW as this function only visualizes the perception and
the planned actions of the vehicle for the passengers and is therefore not safety-critical.

The functions required for operating the vehicle do not have to be executed if the vehicle
is in a parking position, as the vehicle is not moving. Instead, the vehicle resources are
used to update the system and contribute to optimizing the traffic flow. The update-
management function is of priority HIGH as updates might fix safety-critical bugs. On
the other hand, the traffic-optimization function is of priority LOW as other vehicles
can take over the optimization task.

If the vehicle is operated commercially, the ride-management function is required. This
function is of priority MEDIUM as it is not safety-critical but essential for the economic
efficiency of the vehicle. In case the vehicle is operated in a test environment, an additional
logging function, which is of priority LOW, is required.

The Database DB,

The user context entity holds information about the user and the user’s desires for the
ride. Specific user contexts require the execution of that certain functions. Therefore,
these user contexts are linked to functions.

User context information is defined via the predicate user_context /1, whereby the
argument defines the name of the user context. For instance, in the case of an autonomous
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taxi, the taxi operator might offer its customer to choose between a premium and a
low-cost ride option. These two options are defined as follows:

user_context (premium_ride) .
user_context (low_cost_ride).

To define which functions the individual user contexts require, the above introduced
predicate req_function/3is used. The first and the second argument specifies the user
context and the function, while the third argument defines the priority of the function.

The user contexts premium_ride and low_cost_ride can, for instance, demand the
execution of the entertainment function and the traffic-optimization function:

reqg_function (premium_ride, entertainment, O0).
req_function(low_cost_ride, traffic_optimization, O0).

This example defines that if the customer ordered a premium ride, the entertainment
function is provided on this ride. On the other hand, if the user orders a low-cost ride, the
vehicle executes the traffic-optimization function instead of the entertainment function.
Both these functions are of priority LOW.

The Database DB.,,

The environmental-context information is expressed by the environmental-context cate-
gory, environmental-context value, and the environmental-context set entity. Environ-
mental-context categories structure environmental-context values and environmental-
context sets. Environmental-context values and the environmental-context sets concretely
define the environment, including, for instance, the weather condition, the scene in which
the vehicle operates, and the lighting conditions. As applications can be designed for
certain environmental contexts, they are linked to the environmental-context values and
the environmental-context sets.

The environmental-context categories group the environmental-context value into several
classes, e.g., weather, scene, and illumination. In C-SAR, the environmental-context
type is defined by the predicate environmental_context_category/1l, whereby
the argument defines the name of the category:

environmental_context_category (weather) .
environmental_ context_category (scene) .
environmental_context_category (illumination) .

For each environmental-context category, several context values can be defined, which are
specified via the predicate environmental context_value/2. The first argument
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of this predicate defines the value and the second argument specifies the environmental-
context category. For the categories weather, scene, and illumination, e.g., the following
values can be defined:
environmental_context_value (clear, weather).
environmental_ context_value (rainy, weather).
environmental_ context_value (city, scene).

(

(

(
environmental_ context_value (highway, scene).
environmental_ context_value (daylight, illumination).
(

environmental_ context_value (dark, illumination).

The relation between environmental-context values and application is defined via the
predicate env_cx_implementation/3. The first argument defines the application,
the second argument the environmental-context value, and the last argument specifies
the so-called environmental-context rating. The environmental-context rating defines the
suitability of an application in a given environment. CRC uses this rating to determine
the best-suited applications for the current environmental context. The range of the
environmental-context rating is between 0 and 100, whereby a higher rating indicates that
an application is better suited in the given environmental context than an application
with a low rating.

For instance, assuming that the before defined sensor fusion application fusl performs
good under clear weather conditions, however bad if it is rainy. On the other hand, sensor
fusion application fus2 performs well in rainy weather. These properties are expressed
as follows:

env_cx_implementation (fusl, clear, 70).
env_cx_implementation (fusl, rainy, 42).
env_cx_implementation (fus2, rainy, 84).

Data from test fleets and simulator runs can be analyzed to determine whether an
application performs well or poorly in a given environmental context. Furthermore,
datasets like the BDD100K [225] dataset, which contains 100,000 videos comprising
different scenes, weather, and lighting conditions, can be used to evaluate the performance
of an application under certain conditions. For instance, to determine the performance
of a the camera-based detection of a sensor fusion application in the rain, all videos of
the BDD100K dataset captured in rainy weather can be used.

The environmental-context rating of an application can comprise several different metrics.
However, applications that implement the same function should be rated using the same
metrics for reasons of comparability.

The performance of an application can also be rated for a more specific environmental
context. A sensor fusion application can be rated, e.g., for urban driving in clear weather
or for nightly journeys on highways while it is raining.
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Therefore, the definition of environmental-context set is supported. Several environmental-
context values from distinct categories can be grouped into an environmental-context set.
These sets are defined by the predicate environmental_ context_set/1, whereby
the argument defines the name of the set. The predicate env_cx_set_member/2
allows adding environmental-context values to an environmental-context set. The first
argument of the predicate specifies the environmental-context value, and the second one
defines the environmental-context set to which the value is added. For instance, the
environmental-contexts described before can be introduced as follows:

environmental_ context_set (rainy_highway_dark) .

env_cx_set_member (rainy, rainy_highway_dark) .
env_cx_set_member (highway, rainy_highway_dark) .
env_cx_set_member (dark, rainy_highway_dark).

The relation between environmental-context sets and applications is defined like the
association between environmental-context values and applications via the predicate
env_cx_implementation. For instance, using the before defined term rainy_high-
way_dark we can specify that fus2 performs badly under those environmental contexts.
In C-sAR, this is expressed as follows:

env_cx_implementation (fus2, rainy_highway_dark, 24).

Recall that before, we defined that fus2 performs well when it is raining. This generic
rating is refined by the before-specified rule. It states that although fus2 performs in
general good in rainy weather, the sensor fusion does not perform well in rainy weather
when the vehicle is operated in the dark on a highway. Such an elaboration can be, for
instance, required due to incidences caused by incorrect sensor fusion that occurred in
the fleet.

Note that it is not required that an application is rated for all defined environmental-
context values and environmental-context sets.

3.3.2 Current-Context Provider

The current-context provider is responsible for acquiring the current context and providing
the obtained information to CRC. Current context information can be acquired by using
data that is provided by sensors or other software services. Note that in this dissertation,
we do not cover context-acquisition techniques. Nevertheless, we provide in what follows
an overview of potential context-acquisition techniques.

Environmental-context information such as the weather and road surface conditions can
be, for instance, provided by infrastructure services [39]. However, also the vehicle itself
can determine weather and road surface conditions, e.g., by analyzing lidar data [187].
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Furthermore, the extracted weather and road surface information can be shared with
other vehicles [54].

Operational-context information, e.g., the number of passengers the vehicle is transporting,
can be, for example, determined by analyzing the video streams provided by cameras
mounted in the vehicle cabin [129]. Moreover, driver interference detection mechanisms
can be used to determine whether the vehicle is operated autonomously or manually [194].

User-context information, such as the level of desired entertainment, the user’s age, and
the user category, which allows identifying whether the user is, e.g., a customer, part
of the maintenance personnel, or a developer, can be provided by the HMI or backend
services.

As mentioned before, the current context is given by the answer-set program Pgoc.
The current context is composed of one vehicle-operation mode and a set of operation
properties, user contexts, and environmental-context values, whereby this set can be
empty. To express the current context, we introduce the predicate current_context/1,
which holds one argument that can be the name of a vehicle-operation mode, an operation
property, a user context, or an environmental-context value.

For instance, if, in the current context, a vehicle is commercially driving in autonomy
mode and chauffeuring passengers who booked a premium ride in a city scene while it is
raining, the following holds:

current_context (autonomous) .
current_context (commercially) .
current_context (premium_ride) .
current_context (city) .

(

current_context (rainy) .

By definition, the current context comprises exactly one operation mode. This is ensured
by the following constraint:

:— #count{M: vehicle_operation_mode (M),
current_context (M)} != 1.

Furthermore, the following constraint is introduced to ensure that only one environmental-
context value of a specific environmental-context category is part of the current context:

:— environmental_ context_category (CAT),
#count {V: environmental_context_value (V,CAT),
current_context (V)} > 1.
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3.3.3 The Context-Reasoning Component CRC

The component CRC is implemented by the answer-set program
Pere = Pere 1 U Pegre 2 U Pere 3 U FPere 4,

where

e FPrre 1 is responsible for choosing the optimization function that is requested by
the current context,

o Pcrc 2 is responsible for choosing the tasks that are requested by the current
context,

o Perc 3 takes care of selecting for each selected task one active application, and

o FPrre 4 identifies the feasible diverse applications for each task.

In what follows, we illustrate the implementation of these programs. The complete
program Pegc is presented in Appendix A.1.

Pcre_1: Optimization Function Selection

To indicate which optimization functions are desired in the current context, the predicate
selected_optimization_function/2 is introduced. The first argument of this
predicate identifies the optimization function, and the second argument defines the
priority of that optimization function.

To determine the optimization functions that are required in the current context, the
following rule is introduced:

selected_optimization_function (OPT_FUNC, PRIO) :-
optimization_function (OPT_FUNC), current_context (CUR_CX),
def_optimization_function (CUR_CX, OPT_FUNC, PRIO).

Pcre 2: Functions Selection

Based on the currently defined vehicle-operation mode, operation properties, and user
context, a set of functions is selected. To indicate that a function is selected for the current
context, the predicate selected_function/2 is introduced. The first argument of
this predicate holds the function’s name, and the second argument defines its priority. If
a function is required by the current context multiple times, the maximum priority is
used.

The rule for selecting functions for the current context is defined as follows:
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selected_function (FUNC, PRIO) :-—
function (FUNC), current_context (CUR_CX),
req_function (CUR_CX, FUNC, PRIO),
PRIO = #max{P: req function(C, FUNC, P),
current_context (C) }.

This rule employs the aggregate function #max to determine the variable PRIO which
specifies the maximum priority of a given function in the current context.

Pcre_3: Active Application Selection

For each selected function, one so-called active application has to be selected. We define
an active application as an application that is executing in active operation mode. The
active operation mode, in turn, indicates that an application is an instance of the primary
software architecture of the vehicle. The latter architecture comprises those applications
that imminently generate customer value. For instance, an active sensor-fusion application
effectively contributes to the driving task and is, therefore, part of the primary software
architecture. The output of the active sensor-fusion application is further processed by
the other applications that operate the vehicle.

Besides the active operation mode, we also define the active-hot operation mode. Applica-
tions that are executed in this operation mode are referred to as active-hot applications.
These applications do not imminently generate customer value but are redundancies
of the active applications. Active-hot applications are part of the so-called redundant
software architecture.

Program Prre 2 distinguishes between the selection of applications for which environ-
mental-context ratings exist or not exist. Applications of the former category are referred
to as rated applications, while non-rated applications denote applications that do not
depend on the environmental context. Generally, the selection of rated applications over
non-rated ones is preferred. In particular, Perc 2 selects applications with the most
specific and highest rating to become active applications. Therefore, the so-called level of
specialization has to be determined, which corresponds to the number of environmental-
context values that are members of this set. Moreover, the level of specialization of
environmental-context values is 1.

The level of specialization is defined by the predicate specialization_level/3,
whereby the first argument specifies the application, the second the environmental-
context set or environmental-context value, and the last argument specifies the level of
specialization.

For instance, the level of specialization of the previously defined sets clear_city and
rainy_highway_dark is 2 and 3, respectively. However, the level of specialization is
only determined if all environmental-context values of an environmental-context set are
part of the current context.
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The rule for determining the level of specialization of environmental-context sets is defined
as follows:

specialization_level (APP, SET, SPEC_L) :-—
env_cx_implementation (APP, SET, _),
SPEC_L = #count{V: env_cx_set_member (V, SET)},
MATCHES = #count{C: environmental_context_set (SET),
env_cxX_set_member (C, SET),
current_context (C) },
SPEC_L = MATCHES.

Note that the variable SPEC_L expresses the number of environmental-context values that
are in a specific environmental-context set. On the other hand, the variable MATCHES
counts the number of environmental-context values that are part of the environmental-
context set and part of the current context. The level of specialization is only determined
if all environmental-context values of an environmental-context set are part of the current
context, i.e., if SPEC_L = MATCHES holds.

The rule defined above does not determine the level of specialization if the environmental-
context rating of an application is specified for an individual environmental-context value,
e.g., clear, city, or dark. In this case, as mentioned before, the level of specialization
is 1. To define the specialization level, if the rating of an application is defined for an
environmental-context value, we add the following rule:

specialization_level (APP, CUR_CX, 1) :-
current_context (CUR_CX),
env_cx_implementation (APP, CUR_CX, _),
environmental_context_value (CUR_CX, _).

Next, the most specific environmental-context value and environmental-context set, which
are fully covered by the current context, are determined.

The predicate max_special_env_cx/2 identifies for each application for which special-
ization levels are defined the most specific environmental-context value or environmental-
context set, whereby the first argument defines the name of the application and the
second argument the most specific environmental-context value or set. We introduce the
following rule to determine this predicate:

max_special_env_cx (APP, ENV_CX) :-
specialization_level (APP, ENV_CX, SPEC_L),
SPEC_L = #max{SV:specialization_level (APP, _, SV)}.

This rule employs the aggregate #max to determine the maximum specialization value
for an application APP. The specialization level, SPEC_L, of an environmental-context
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set or environmental-context value, ENV_CX, has to be equal to this maximum value in
order that max_special_env_cx (APP, ENV_CX) holds.

For an application, multiple environmental-context values and environmental-context
sets can have the same level of specialization. For instance, consider that for the sensor-
fusion application fusl, in addition to the set clear_city, a rating is defined for
the context-environment set clear_dark, which comprises the context-environment
values clear and dark. If the current context comprises the context-environment
values clear, city, and dark, both max_special_env_cx (fusl, clear_city)
and max_special_env_cx (fusl, clear_dark) holds. Furthermore, we assume
that the application fus1l is rated at 42 for the set clear_city and at 23 for the set
clear_dark. In such a case, CRC acts conservatively and chooses the lower rating,
ie., 23.

We define the predicate cx_application_rating/2 to specify the rating of an appli-
cation in the current context, whereby the first argument defines the application name
and the second argument the determined rating. Based on these ratings CRC decides
which application shall be selected for a function. For instance, in the example discussed
before, cx_application_rating(detl,23) holds. The following rule illustrates
how the predicate cx_application_rating is determined:

cx_application_rating (APP, RATING) :-
application (APP, FUNC),
max_special_env_cx (APP, ENV_CX),
env_cx_implementation (APP, ENV_CX, RATING),
RATING = #min{R: max_special_env_cx (APP, E_C),
env_cx_implementation (APP, E_C, R)}.

As multiple rated applications can implement a function, those with the highest level of
specialization have to be identified. To indicate which applications are a feasible choice
for a function, we define the predicate feasible_rated_application/2, whereby
the first argument defines the application and the second the function. This predicate is
determined by the following rule:

feasible_rated_application (APP, FUNC) :-—
application (APP, FUNC),
max_special_env_cx (APP, ENV_CX),
specialization_level (APP, ENV_CX, SPEC_L),
SPEC_L = #max{S_L: application (A, FUNC),
max_special_env_cx (A,E_C),
specialization_level (A, E_C, S_L)}.

Furthermore, the predicate feasible_non_rated_application/1 identifies all non-
rated applications implementing a selected function for which no rated application exists
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in the current context. The argument of this predicate identifies the non-rated application
and is determined by the following rule:

feasible_non_rated_application (APP) :-
application (APP, FUNC), selected_ function (FUNC, _),
not env_cx_implementation (APP, _, _),
not feasible_rated_application(_, FUNC).

As multiple rated applications that implement the same function can have the same level
of specialization, the application with the highest rating is selected using the predicate

max_rated_application/1, where its argument holds the name of the application.

The predicate max_rated_application is determined by the following rule:

max_rated_application (APP) :-—
selected_function (FUNC, _),
application (APP,FUNC),
feasible_rated_application (APP, FUNC),
cx_application_rating (APP, RATING),
RATING = #max{R: feasible_rated_application (A, FUNC),
cx_application_rating (A, R)}.

Finally, for each selected function, the application with the highest rating, which is the

first in alphabetically ascending order regarding its name, is selected as active application.

To indicate that an application is selected as active application, we introduce the predicate
active_application/2. The first argument of this predicate specifies the name of
the application, and the second term holds the so-called redundancy-instance number. We
associate the application name and the redundancy-instance number to identify active
and active-hot applications uniquely. Note that the redundancy-instance number of the
active applications is 0. The active applications are determined using the following rule:

active_application (APP,0) :-—
max_rated_application (APP),
application (APP,FUNC),
APP = #min{A: max_rated_application(d),
application (A, FUNC) }.

In case multiple non-rated applications exist for a function for which no rated application
has been selected, CRC selects the first application in the alphabetically ascending order
using the following rule:

active_application (APP,0) :-—
selected_function (FUNC, _),
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application (APP,FUNC),

feasible_non_rated_application (APP),

APP = #min{A: feasible_non_rated_application(Ad),
application (A, FUNC)}.

To ensure that for each function that is required in the current context, exactly one
application, which implements this function, is selected, we introduce a constraint. Note
that in case the constraint does not hold, the program is unsatisfying, i.e., no answer
sets can be found. The constraint is defined as follows:

:— selected_function (FUNC, _),
#count {A: active_application(ad, _),
application (A, FUNC)} != 1.

Pcre_4: Diverse Application Determination

To increase the safety and reliability of the autonomous vehicle, some applications have to
be executed redundantly. Recall that the required level of redundancy for an individual
application is defined via the attribute redundancy. For instance, redundancy (fusl,
2) specifies that in case ful is selected as active sensor-fusion application, two redundant
sensor-fusion applications are needed. Whether these redundant applications have to be di-
verse from fusl1 is defined by the predicate diversity. Assuming diversity (fusl,
1) holds, one of the redundant applications has to be diverse, whereas the other redundant
application is like the active application an instance of fusl.

The program P-zc 4 determines for each selected function all feasible diverse appli-
cations. A rated application is classified as a feasible diverse application for a se-
lected function if the application has not been selected as active application, and
the predicate max_special_env_cx is defined for this application. Recall that the
predicate max_special_env_cx indicates that an application has been rated for an
environmental-context set that includes all environmental-context values of the current
context.

We introduce the predicate feasible_divers_application/3 to identify feasible
diverse applications. The first argument of this predicate identifies the application,
whilst the second one specifies the maximum specialization value. The third argument
specifies the rating of the application in the current context. The latter two arguments
are subsequently used by POSTPROC to decide which feasible diverse application shall
be selected. The following rule determines the feasible diverse applications:

feasible_diverse_application (APP, SPEC_L, RATING) :-—
application (APP, FUNC),
selected_function (FUNC, _),
max_special_env_cx (APP, ENV_CX),
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cx_application_rating (APP, RATING),
specialization_level (APP, ENV_CX, SPEC_L),

SPEC_L = #max{S_L: specialization_level (APP, _, S_L)},
not active_application (APP, _).

Note that the previously introduced rule does not consider non-rated applications.
Therefore, an additional rule which identifies non-rated feasible diverse applications has
to be defined.

A non-rated application is classified as a feasible diverse application for a selected function
if the application is not selected. As before, the predicate feasible_diverse_app-
lication is used to indicate that a non-rated application is a feasible diverse application.
As the procedure for selecting diverse applications prefers diverse rated applications over
non-rated applications the specialization level and the rating is set to 0.

The following rule determines all non-rated feasible diverse applications:

feasible_diverse_application (APP, 0, 0):-
application (APP, FUNC),
selected_function (FUNC, _),
not env_cx_implementation (APP, _, _),
not active_application (APP, _).

3.3.4 The Post-Processing Component

Based on the answer set Ag4r computed by CRC, POSTPROC determines for each selected
task the required set of active-hot applications. Recall that active-hot applications are
those executed in the active-hot operation mode and are part of the redundant software
architecture. Active-hot applications are either of the same instance as the active
application or are diverse. Therefore, in a first step, POSTPROC determines for each
function whether the level of redundancy of a function is greater than the level of diversity.
If this is the case, POSTPROC adds active-hot applications that are of the same instance
as the active application using the predicate active_hot_application/2. The first
term of this predicate specifies the name of the application, and the second term holds
the redundancy-instance number.

In order to select for each function the required diverse active-hot applications, the feasible
diverse applications are sorted by their specialization level and their rating. Recall that the
predicate feasible_diverse_application holds for feasible diverse applications.

Finally, the applications with the highest specialization level and rating are selected as
diverse active-hot applications and added to the answer set. The resulting extended
answer set, Ay ,p, is forwarded to D-DEG.

Implementing such multilevel sorting, i.e., ranking feasible diverse applications accord-
ing to their specialization level and their rating, in ASP is feasible yet cumbersome.
Consequently, we decided to implement the selection of active-hot applications in Python.
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The following illustrates the implementation of the function selection of active-hot
applications:
def get_active_hot_applications (active_apps, functions, answer_set): 1
active_hot_apps = [] 2
active_hot_app_literal = ’active_hot_application({}, {})’ 3
4
for active_app in active_apps: 5
6
diverse_apps = [] 7
redundancy_instance_number = 1 8
9
non_diverse_active_hot_apps = active_app.redundancy - \ 10
active_app.diversity 11
12
for _ in range (non_diverse_active_hot_apps) : 13
active_hot_apps.append ( 14
active_hot_app_literal.format (active_app.name, 15
redundancy_instance_number)) 16
redundancy_instance_number += 1 17
18
apps = functions[active_app.function].all_apps 19
20
for predicate in answer_set: 21
predicate_name = predicate[0] 22
if predicate_name == ’feasible_diverse_application’: 23
diverse_app = DiverseApplication () 24
diverse_app.name = predicate[1l][0] 25
diverse_app.specialization_level = predicate([l][1] 26
diverse_app.rating = predicate[1l][2] 27
28
if diverse_app.name in apps: 29
diverse_apps.append (diverse_app) 30
31
diverse_apps_sorted = sorted(diverse_apps, reverse=True, 32
key=lambda d: (d.specialization_level, 33
d.rating)) 34
for i in range(active_app.diversity): 35
active_hot_apps.append ( 36
active_hot_app_literal.format (diverse_apps_sorted[i] .name, 37
redundancy_instance_number)) 38
redundancy_instance_number += 1 39
40
return active_hot_apps 41
The first part of the function, i.e., lines 10 to 17, determines the number of non-diverse
active-hot applications. Those applications are of the same application instance as the
primary application. Note that the redundancy-instance number allows distinguishing
the individual non-diverse active-hot applications.
In the second part of the function, i.e., lines 19 to 39, the diverse active-hot applications
50
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are determined. In the first step, the function extracts all feasible diverse applications of
the primary application, which CRC has determined. Next, the diverse applications are
sorted by their specialization level and their rating. Finally, the applications with the
highest specialization level and rating are selected as diverse active-hot applications.

3.4 Dynamic Cooperation-Based Degradation Approach

As the available resources, e.g., computing power, bandwidth, and power consumption,
in autonomous vehicles are limited, due to, e.g., cost, space, and technical constraints,
an economical use of resources is required. Furthermore, reducing resource consumption
can also benefit, for instance, the range of electrically operated autonomous vehicles or
the lifetime of hardware components.

To equip APTUS with resource-reduction capabilities, we outline in what follows a dynamic
cooperation-based degradation approach for applications, which we refer to as D-DEG.

The basis of D-DEG is that autonomous vehicles that use the same sensor set, execute
the same applications, and are in close proximity perceive and compute similar data.
The idea is to share application outputs between vehicles using VANET (Vehicular
Ad-Hoc Network) technologies, including 5G-NR, Wi-Fi, and UWB [5]. The transferred
information is used to achieve resource preservation, whereby D-DEG aims to reduce
resource consumption by degrading applications.

In addition to D-DEG, other approaches aiming for preserving resources which are based
on using information received by other vehicles have been introduced in the past. For
instance, Hexmoor and Yelasani [93] study resource-efficient platooning approaches. They
point out that all vehicles, except for the leading vehicle, can shut down all sensors to
save energy.

Vahidi and Sciarretta [213] discuss energy-saving potentials when operating a network of
connected vehicles. Their approach aims to decrease fuel consumption by sharing data
relevant to the driving condition. The authors predict further energy-saving capabilities
in operating vehicles in platoons.

Utilizing the information received by other vehicles is not limited to aim for a reduction
of energy consumption. For instance, Kausar et al. [126] discuss the possibility of sharing
the sensor data already processed by a particular vehicle in a way that another vehicle
can use this data to process and detect collision courses.

Saxena et al. [192] introduce an approach where vehicles share the obtained surrounding
information with nearby vehicles. The shared information is utilized to validate the per-
ceived environment data of the vehicle. Therefore, each autonomous vehicle represents the
perceived environment in a size-efficient data format, which is shared with other vehicles.
These vehicles can fuse received information into their environment representation.

Jia et al. [112] present an overview of platoon-based vehicular cyber-physical systems.
Vehicles with common interests can cooperatively form a platoon. To build and operate
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Figure 3.5: Overview of D-DEG and its components.

platoons, vehicles exchange information using VANET technologies. According to Jia et
al., platoons can improve road capacity, safety, and energy efficiency.

Aoki et al. [11] present a deep reinforcement learning approach for cooperative perception
to increase detection accuracy, which aims to reduce the amount of data transferred
between vehicles. According to Aoki et al., a cooperative perception can increase road
safety as, for instance, vehicles can eliminate blind spots by using the perception data
received from surrounding vehicles. A similar approach of a cooperative perception
approach using VANET technologies is discussed by Giinther [85].

We continue now with an overview of the intended functionality of D-DEG and discuss
examples that illustrate the different degradation approaches applied by D-DEG.

3.4.1 Approach Overview

D-DEG, as illustrated in Figure 3.5, consists of the so-called degradation-incorporation
component and a degradation-evaluator component for all functions which include degrad-
able applications. Note that the application developer is responsible for determining
whether an application is eligible for being degraded using D-DEG.

In the first step, D-DEG instructs, based on the answer set A 4, received from C-SAR, the
degradation-evaluation component of those functions which are intended to be executed
to evaluate whether the applications of that function can be degraded. In particular, the
degradation-evaluation component can choose between two so-called degradation modes,
which we refer to as DEG; and DEG,, for degrading applications.

The degradation mode DFEG; aims to lower the resource use by reducing the number
of redundant applications. For instance, a degradation-evaluation component may
conclude that the information received by another vehicle can compensate for the output
information of an active-hot application, which is used to validate the output of active
application. Consequently, the degradation-evaluation component selects the respective
active-hot application for being removed for the configuration.
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On the other hand, the degradation mode DFEGy is designed to decrease resource
requirements by degrading active applications. Therefore, we introduce an additional
operation mode called active-low. An active-low application has the same characteristics
as an application executed in active operation mode. However, active-low applications
process the input data with a lower allocation of resources, e.g., a reduced memory or
CPU utilization.

Once the degradation-evaluation components finish their analysis, they report their
results to the degradation-incorporation component. This component then incorporates
the determined degradation measures into the answer set A’ 4 . We refer to this adapted
answer set Ap.prg.

If a degradation-evaluation component reports that DEG; can be applied, then the
degradation-incorporation component removes the specified active-hot applications in
the answer set. On the other hand, in case DEGo can be applied, the degradation-
incorporation component removes the fact from the answer set which specifies that the
respective application is executed in the active operation mode. Instead of this fact, the
degradation-incorporation component adds a fact that specifies that the application shall
run in the active-low operation mode.

To indicate that an application is executed in active-low operation mode, we introduce the
predicate active_low_application/2. The first argument of this predicate specifies
the name of the application, and the second term holds the so-called redundancy-instance
number.

In the final step, the degradation-incorporation component provides Ap.prpa to the
application-placement problem solver 1ogAP?S, which is responsible for finding a config-
uration that fulfills the received software-architecture requirements.

In what follows, we discuss examples that illustrate the two degradation modes.

3.4.2 Application Degradation Use-Cases

To illustrate degradation mode DFEG1, we assume a scenario, as shown in Figure 3.6,
in which vehicle V; is following vehicle V5 on a highway. Furthermore, we assume that
vehicle V; redundantly executes a drive-planning application.

As Vj follows Vo, the drive planning of both vehicles is very similar. Consequently, V5
can transmit the drive planner output information to V; that, in return, uses the received
data to validate the output of the active drive planner. As long as the data exchange
between V; and V5 is uninterrupted and the context remains unchanged, the redundancy
of the drive-planning application can be reduced.

On the other hand, the scenario illustrated in Figure 3.7 which shows three vehicles
driving beside one another demonstrates the use of the degradation mode DFEGs.

We assume that all three vehicles redundantly execute an interpretation and prediction
application. As vehicle V5 is surrounded by vehicle Vi and Vs, Vo will only perceive
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Figure 3.6: Scenario of two cars driving behind one another on a highway. D-DEG applies
the degradation mode DFEG1 in this scenario.
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Figure 3.7: Scenario of three vehicles driving next to each other. D-DEG applies the
degradation mode DFEG5 in this scenario.

objects that are also perceived by Vi and V3. Therefore, Vo can use the interpretation
and prediction information received by V; and V3 to incorporate that information in the
environment model. Consequently, the active interpretation and prediction application
of V5 can be downgraded to active-low. For instance, this application can lower the
frequency at which the future state of the detected objects are forecasted. The output of
the active-low application can be used to validate the information received by Vi and V.

54



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

3.5. Summary of the Context Layer

3.5 Summary of the Context Layer

In this chapter, we introduced the context layer of APTUS, which implements the
context-awareness property. This layer consists of two components, namely, C-SAR and
D-DEC.

C-sAR, which employs answer-set programming, is responsible for determining, based
on the current context, the software-architecture requirements that the autonomous
vehicle shall apply. The implementation illustrated in the chapter shows that answer-set
programming is a suitable knowledge-representation language for the task of C-SAR, as
the programs are compact and comprehensible.

The requirements determined by C-SAR are, in the next step, passed to D-DEG for further
optimization. The aim of D-DEG is to refine the received set of software-architecture
requirements by degrading applications where appropriate. To assess whether applications
are eligible for degradation, D-DEG analyzes data received from nearby vehicles. In the
final step, D-DEG provides the optimized set of software-architecture requirements to the
reconfiguration layer of ApPTUS, which is described in the following chapter.
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CHAPTER

The Reconfiguration Layer

In this chapter, we introduce the reconfiguration layer of ApPTUS, which is responsible
for implementing the self-configuration property, the self-optimization property, and
anticipativeness. To implement those properties, the reconfiguration layer consists of the
following four main components: C-POAprys, L0gAP?S, 1inAP?S, and CGM.

As the central task of the configuration layer is to determine configurations, we describe
in the first part of this chapter the application-placement problem as studied in this
dissertation, following our previous investigations [116, 123]. Next, the so-called config-
uration graph, which represents the interconnection of the individual configurations, is
presented. Moreover, we present the workflow of the reconfiguration layer and introduce
the main components of the reconfiguration layer. Finally, we provide a summary of this
chapter.

4.1 The Application-Placement Problem

The task of determining the assignment between applications and computing nodes is
referred to as the application-placement problem [205]. The relevance of the application-
placement problem is not limited to the area of autonomous vehicles. Indeed, the
placement of applications on computing nodes is a well-studied topic in other areas. In
particular, research in cloud and edge computing has addressed this problem in various
publications, where the focus of these works is on optimizing different properties including,
e.g., energy consumption [143], network traffic load [7], or resource utilization [27].

4.1.1 Definition of the Problem in the Context of APTUS

In our setting [116, 123], the input of the application-placement problem is a set A
of applications and a set N of computing nodes, and the task is to find a function C,
called configuration, that maps each application a € A to exactly one node n € N such
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that certain conditions, defined in terms of a set of parameters, are satisfied. Moreover,
in order to discriminate among a potentially large number of solutions, we utilize an
additional optimization function that specifies which valid node assignment is desired
most. Conceivable optimization goals are, e.g., minimizing the number of applications
that have to be displaced or maximizing the number of computing nodes that execute no
applications.

For the application-placement problem studied in this dissertation, the application
parameters provided by the context layer, i.e., the memory demand, the performance
demand, the list of required supporting software, and the function that the application
implements, are considered. As mentioned in Section 3.3.1, we assume that one application
implements only one function (e.g., localization, sensor fusion, drive planning, etc.) and
multiple applications can implement the same function. For each function, we consider
the parameters defined by the context layer, i.e., the priority, the level of redundancy,
the level of diversity, and the level of separation.

Furthermore, for each computing node, we specify the memory capacity, the performance
capacity, and the installed software.

The conditions a valid solution of our application-placement problem needs to satisfy are
the following;:

(C1) An application has to be executed by exactly one computing node.

(C2) The sum of the memory demands of all applications running on a computing node
cannot exceed the memory capacity of that node.

(C3) The sum of the performance demands of all applications running on a computing
node cannot exceed the performance capacity of that node.

(C4) An application runs only on such a computing node that offers the software required
by that application.

(C5) The applications that implement the same function have to run on at least a certain
number of distinct computing nodes, i.e., the level of separation has to be satisfied
for each function.

From a computational point of view, solving the application-placement problem is a
complex task. Indeed, it is easily seen that the version of the application-placement
problem studied by Tang et al. [205] is a special case of our variant and as the former
one is NP-hard, it follows that our formulation of the problem is NP-hard too. In
fact, NP-hardness follows from the fact that the class constrained multiple-knapsack
problem [198], which is NP-hard, can be encoded by a polynomial-time reduction to the
application-placement problem.
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4.1.2 Approaches to Solve the Problem

Several approaches can be used to effectively model and solve the application-placement
problem. In what follows, we discuss some of these approaches.

Integer Linear Programming

Integer linear programming is a mathematical optimization approach where decision
variables are constrained to discrete values [196]. The problem is modeled using linear
constraints and linear objective functions.

To model the application-placement problem using integer linear programming, decision
variables can be used to represent whether a specific application is assigned to a particular
computing node. Furthermore, the problem’s conditions can be encoded as linear
constraints.

As stated before, the objective function is restricted to being linear. Consequently,
alternative optimization approaches must be employed if nonlinear optimization goals
are required.

Mixed-Integer Nonlinear Programming

An extension of integer linear programming is mized-integer nonlinear programming [26].
Compared to integer linear programming, mixed-integer nonlinear programming allows
the use of continuous variables as well as nonlinear constraints and nonlinear objective
functions. Therefore, mixed-integer nonlinear programming is a suitable option for solving
the application-placement problem if the desired objective function is nonlinear.

Logic Programming

The application-placement problem can also be modeled in terms of logic programming,
whereby facts may be used to represent static information, such as applications, nodes,
and their respective properties, and rules are used to define the conditions of the problem.

Prominent languages for logic programming include, besides answer-set programming [78],
Prolog [49] and constraint logic programming [134]. Several well-known logic programming
systems exist [141, 75, 221, 12] allowing the formulation of optimization goals, like using,
e.g., minimization and maximization statements.

SAT Solving

Satisfiability solving (SAT) [34] is a method that aims to determine whether there exists
a satisfying truth-value assignment to a given formula, which is typically expressed in
conjunctive normal form (CNF). In the context of the application-placement problem,
atomic formulas can represent whether a specific application is assigned to a particular
computing node. Furthermore, the conditions of the application-placement problem
can be encoded as a CNF formula. Note that this encoding can be cumbersome and
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difficult. However, SAT solvers, like FourierSAT [138] and MiniCARD [147], that support
cardinality constraints, can simplify this process.

To incorporate an optimization function, e.g., MaxSAT [144] can be applied, which
extends SAT by aiming to find a truth assignment that maximizes the number of satisfied
clauses.

Satisfiability Modulo Theories

An extension of SAT is satisfiability modulo theories (SMT) [21]. Unlike SAT solvers,
which are limited to determining the satisfiability of CNF formulas, SMT solvers are
more versatile and can evaluate the satisfiability of formulas with respect to a given
background theory.

Theories that can be chosen to model the application-placement problem are, e.g., the
theory of real arithmetic, the theory of arrays, or the theory of bit vectors. In order to
incorporate optimization functions, optimization modulo theories (OMT) solvers can be
employed [36, 197, 145], which extend SMT solving with optimization capabilities.

Approaches based on Machine Learning

Approaches which use machine-learning techniques can be used to predict optimized
application placements. These approaches are particularly effective when historical data
or simulation results are available.

Especially reinforcement learning could be used for solving the application-placement
problem [164]. The idea is that an agent learns an optimal policy for placing applications
by receiving feedback.

Furthermore, also supervised learning can be employed to solve the application-placement
problem [183]. However, to use supervised learning, a comprehensive set of application-
placement problem inputs and their corresponding valid configurations is required to
train a model.

Metaheuristic Algorithms

Metaheuristic algorithms are generic optimization procedures that can be applied to a
variety of problems [1]. Rather than finding an optimal solution, these algorithms aim
for near-optimal solutions.

Metaheuristic algorithms that can be used to solve the application-placement prob-
lem include, for instance, genetic algorithms [95], simulated annealing [130], and tabu
search [81].

4.1.3 Chosen Approaches for ApPTUS

APTUS is designed to be solver-independent and, therefore, supports the integration of
various different solving approaches for the application-placement problem. Determining
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the approaches that are best suited for the application-placement problem requires an
exhaustive comparison. However, in this dissertation, we focus on introducing the general
concept of APTUS rather than optimized implementations. Consequently, we adopted a
pragmatic approach and selected two well-supported and complementary approaches for
solving the application-placement problem: integer linear programming and answer-set
programming.

Integer linear programming was chosen for its ability to quickly compute solutions. There-
fore, this approach is excellently suited for determining configurations after hardware and
software faults, as in such cases, fast reconfiguration times are required. However, integer
linear programming is restricted to linear constraints and linear optimization functions. In
contrast, answer-set programming allows intuitive modeling of the application-placement
problem and supports the use of nonlinear optimization goals. Therefore, ASP is ideal
for implementing a wide range of optimization functions.

4.2 The Configuration Graph

New configurations have to be computed in case certain events occur. For instance, the
fault of an application or a computing node can cause that some software-architecture
requirements are no longer satisfied. Consequently, a new configuration, which aims
to fulfill the current software-architecture requirements, is needed. Note that several
applications and several computing nodes can fail at the same time. Furthermore, a
new configuration is required in case a failed computing node is reactivated, whereby we
assume several computing nodes can be reactivated at the same time.

A computation of a new configuration might also be initiated in case the current software-
architecture requirements change. Such an update of the prevailing software-architecture
requirements can occur if the current context changes. Furthermore, as configurations can
be optimized according to various characteristics, the computation of a new configuration
might be motivated by the aim to optimize the current configuration.

We refer to the events that trigger the computation of a new configuration as initiator
events. In total, we distinguish between the aforementioned five different types of initiator
events:

o the fault of a specific application,

o the fault of a specific computing node,

o the reactivation of a specific computing node,
o refined software-architecture requirements, and

e the request to optimize the current configuration.
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We define the set of all initiator events, which is denoted by Z, as follows:
T=(2"u2" U{n}u{u)\0,

whereby Z; is the set of all application and computing node faults, Z, denotes the set of
all computing node reactivations, ¢, defines the initiator event that indicates updated
software-architecture requirements, and ¢, specifies the optimization initiator event.

The initiator events can be used to link configurations in order to trace their origin.
However, initiator events solely do not uniquely identify the transition from one con-
figuration to its successive configuration. To uniquely identify the transitions between
configurations, also the current software-architecture requirements determined by the
context layer are required.

Let P be the set of all software-architecture requirements, then the tuple (¢, p), whereby
t € T and p € P, identifies the transitions between configurations. We refer to these
tuples as configuration transitions. The set of all configuration transitions, which is
denoted by T, is defined as follows:

T=A{(,p)| el pecP}.

Assume that I' is the set of all configurations and F' is the function that computes a
new configuration C' € T" based on a configuration C’ € I" and a configuration transition
7 € T. For all configurations except for the initial configuration, Cj,;+, which is the
configuration the vehicle is delivered with, it holds that there exists a configuration, C”,
and a configuration transition, 7, such that F(C’,7) = C holds. This can be expressed
by the following condition:

VC € T\ {Cinit}, 3C" €T, Ir CT: F(C', 1) =C.

We call the resulting graph configuration graph. As illustrated in Figure 4.1, the configura-
tion graph CG = (V, E) is an edge-labeled directed graph, whereby V' is the set of vertices,
and FE defines the directed edges between the vertices as well as the corresponding labels.
The vertices of the configuration graph are a subset of all configurations, i.e., V C I'.
The edges of the configuration graph are a set of triples (C’, C, ), whereby F(C’',7) = C
holds.

4.3 Workflow of the Reconfiguration Layer

The reconfiguration layer consists of multiple elements. These elements and their activities
are illustrated in Figure 4.2.

The point of entrance of the reconfiguration layer is the so-called AP?Initiator,
whereby “AP?” is an abbreviation for “application-placement problem”. This component
is responsible for setting up the application-placement problem if a request for computing
a new configuration arises.
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4.3. Workflow of the Reconfiguration Layer

Figure 4.1: Extract of a configuration graph. The initial configuration is denoted by
Cinit- For C; € T'and 7; € T, whereby ¢ € {1,...,4}, F(Cinit, ) = C; holds.

In order to set up the application-placement problem and initiate its processing, the
following input information is required for AP?Initiator:

o the software-architecture requirements determined by the context layer,
o the initiator event, as defined in Section 4.2,

o the so-called precompute flag,

e the current operation modes of the applications, and

o the so-called currently applied configuration, which is the configuration that was
determined by the reconfiguration layer in the previous iteration in which the
precompute flag was not set.

A request for computing a new configuration is, for instance, triggered by a change in
the software-architecture requirements, which results from a revised current context. In
this case, the context layer generates a request for a new configuration after determining
the software-architecture requirements.

Furthermore, new configurations are required after the fault of a software or hardware
component. Such faults are initially handled by the component layer. In particular,
APpTUS employs the fault-tolerance approach FDIRO. However, the recovery and the
optimization step of FDIRO require applying new configurations. Therefore, these two
steps are executed by the reconfiguration layer.
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Figure 4.2: The activity diagram showing the workflow of the reconfiguration layer.
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4.3. Workflow of the Reconfiguration Layer

Apart from changing software-architecture requirements and occurring software and
hardware faults, AP°Initiator can also be requested by the reconfiguration layer to
initiate the computation of a configuration. The component that initiates these requests
is the so-called CGM, standing for “configuration-graph manager”. CGM is responsible for
managing the configuration graph, which is introduced in Section 4.2. The activities of
CGM include, among others, intrinsically extending the configuration graph. To achieve
this task, CGM initiates the computation of new configurations which are not yet part of
the configuration graph. Requests for computing new configurations that are triggered
by CGM are marked by the precompute flag. In all other cases, the precompute flag is not
set.

After AP?Initiator is instructed to determine a new configuration the precompute
flag is checked. If the precompute flag is not set then AP?Initiator notifies CGM about
the new request. CGM then tries to find, based on the currently applied configuration, the
initiator event, and the software-architecture requirements, whether the configuration
graph holds the requested configuration. If this is the case, then the so-called ConfEx,
standing for “configuration executor”, applies the configuration found in the configuration
graph.

If the required configuration is not part of the configuration graph, AP?Initiator sets
up the application-placement problem using the input parameter. Depending on the
initiator event, AP?Initiator then selects the application-placement problem solver
for computing the configuration.

Recall that as defined in Section 4.2, an initiator event ¢ € I is either reporting faults of
applications and computing nodes, indicating updated software-architecture requirements,
or triggering a configuration optimization. In case the initiator event indicates the fault
of applications or computing nodes AP?Initiator instructs 1inAP?S to solve the
application-placement problem. As mentioned before, the faults of applications and
computing nodes are initially handled by FDIRO. However, the reconfiguration step of
FDIRO aims to recover compliance with the current software-architecture requirements
and, therefore, instructs the reconfiguration layer to determine a new configuration.
As a violation of software-architecture requirements can cause a drop in dependability,
countermeasures must be applied quickly. Consequently, we employ the application-
placement problem solver 1inAP?S. The solving unit of 1inAP?S is based on integer
linear programming and implements a single optimization function that enables short
solving times.

On the other hand, if the initiator event specifies updated software-architecture require-
ments, the reactivation of a computing node, or the request to optimize the current
configuration, AP?Initiator selects 1ogAP?S to solve the application-placement prob-
lem. The solving unit of 1ogAP?S employs answer-set programming and is able to
apply multiple optimization functions. In contrast to the application-placement problems
handled by 1inAP?S, those assigned to 10gAP?S require a less time-critical processing.
Therefore, 10gAP?S can consider multiple parameters when optimizing configurations.
Furthermore, the applied optimization functions are not restricted to being linear.
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Selecting optimization functions that suit the current context is not a trivial task. Thus,
before 10gAP?S is instructed to solve the application-placement problem, C-POAprys
determines the optimization goals, which are later applied in the solving process of
1ogAP?S.

After 1inAP?S and 1ogAP?S, respectively, solved the application-placement problem,
the resulting configuration is supplied to CGM. The newly computed configuration is
added to the configuration graph by CGM. Furthermore, CGM uploads the configuration to
GCG. Note that this activity, as well as other tasks performed by CGM, are not illustrated
in Figure 4.2 as they are executed in parallel.

In the last step, if the precompute flag is not set, the determined configuration is applied
by ConfEx. This component determines a set of commands that transfers the current
system state to a new configuration.

In the following sections, we discuss 1inAP?S, 10gAP?S, C-POaprys, and CGM. Note
that we do not present implementations for AP°Initiator and ConfEx. This is
because ConfEx depends on the underlying vehicle architecture and must be individually
implemented for each one. AP?Initiator can be implemented straightforwardly, as it
only needs to transform the output of the context layer into the input formats required
by 1inAP?S and 1ogAP?S, and call other procedures.

4.4 The Application-Placement Problem Solver 1inAP2S

The application-placement problem solver 1inAP?S, standing for “linear application-
placement problem solver”, is specifically designed to perform the recovery procedure
of our fault-tolerance approach FDIRO which is described in Section 5.3. As mentioned
before, the recovery procedure of FDIRO aims to fulfill the current software-architecture
requirements. Furthermore, the recovery procedure of FDIRO requires a fast reconfigura-
tion of the system. Therefore, the solving time of 1inAP?S and the configuration-rollout
time, i.e., the time that is required to apply a computed configuration, have to be low.

The solving approach implemented by 1inAP?S, which is developed in Python, is integer
linear programming [196], a problem formulation that is restricted to linear conditions
and objective functions. The framework used to specify our problem is the constraint-
optimization framework OR-Tools, developed by Google and available at

https://developers.google.com/optimization.

To support short configuration-rollout times, 1inAP?S implements an optimization func-
tion that aims for new application placements which minimize the number of application
displacements. We consider an application to be displaced if it is assigned to two dis-
tinct computing nodes in two consecutive configurations. A low number of application
displacements results in a low number of reconfiguration actions, such as launching
or terminating an application, that have to be performed in order to apply the new
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4.4. The Application-Placement Problem Solver 1inAP?S

configuration. Since executing reconfiguration actions is time-consuming, configurations
with fewer application displacements can be applied more quickly.

1inAP?S determines a new configuration based on a set of software-architecture require-
ments, S, which is represented as a 9-tuple of the form (A, F, N, R, ®,Q, ¢,w, ), whose
elements are defined as follows:

A is the set of active, active-low, and active-hot applications;

o [ is a set of functions, where each application a € A belongs to exactly one function
feF;

e N is the set of computing nodes;

e R is the placement restriction function, which specifies whether a computing node
n € N fulfills all software requirements of a € A, defined by setting R(n,a) = 1if n
fulfills the requirements of a and R(n,a) = 0 otherwise (we write R, , for R(n,a)
in what follows);

o & is the function which assigns each n € N its memory capacity ®(n) = ®,, in
megabytes;

o  is the function which assigns each n € N its performance capacity Q(n) = €, in
TFLOPS;

e ¢ is the function which assigns each a € A its memory demand ¢(a) = ¢, in
megabytes;

o w is the function which assigns each a € A its performance demand w(a) = w, in
TFLOPS; and

o is the function assigning each f € F the minimum number 7(f) = 7 of computing
nodes F' has to run on, i.e., the level of separation of f.

Based on the set of software-architecture requirements S, 1inAP?S computes a configura-
tion function C which specifies whether a computing node n € N executes an application
a € A by setting C(n,a) =1 if n executes a and C(n,a) = 0 otherwise. Similar to the
representation of the placement restriction function, we will use C ,, to stand for C'(n, a).

Since all elements of the configuration function C' are binary, at most 241Vl potential
solutions exist. Valid solutions, however, must satisfy the conditions (C;)—(C5) from
Section 4.1, which can be modeled in terms of linear constraints, described as follows.

First of all, conditions (C7)—(Cy) are expressed in the following way:

Va€A: > Cop=1 (4.1)
neN
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Vn €N : Y ¢g-Con < P (4.2)
acA

VnEN: Y wa Can < n. (4.3)
acA

VacA,VneN:if R, , = 0, then C,, = 0. (4.4)

Equation (4.1), formalizing (C), assures that each application is executed by exactly one
computing node. Equation (4.2) and Equation (4.3), formalizing in turn (C2) and (C3),
ensure that the memory capacity and the computing performance of each computing node
is not exceeded by the applications running on it. Finally, Equation (4.4), capturing (Cy),
guarantees that an application can only run on a computing node that provides the
software required by the application.

For expressing condition C5, we introduce an ancillary variable hg , for each function
f€F and computing node n€N, which is defined as follows:

1, if Yue Can > 1,

VIEE,YneN: hyp = { 0, otherwise.

With the use of these variables, we can formalize condition (C5) by the following four
linear expressions:

VfGF,VnEN:hf’HZOOI“ hf’n:1, (45)
Ve FVae f,Yne N :Cupn < hyn, (4.6)

VfEFYneEN:Y Con > hyy, and (4.7)
acf

VfeF: thmZ?Tf. (4.8)
neN

Equation (4.5) enforces the binary nature of hy, i.e., restricting it to the values 0 and 1.
Equation (4.6) ensures that hs, = 1 holds if at least one application a € f is assigned to
computing node n. On the other hand, Equation (4.7) guarantees that hy,, = 0 holds if
no application a € f is running on computing node n. Finally, Equation (4.8) ensures
that the applications implementing function f are distributed across at least 7y distinct
computing nodes to satisfy the required level of separation.

To discriminate among the different solutions, specifying which solutions are desired
the most, we instruct the solver to find an application placement which maximizes the
following optimization goal, where C represents the current node assignment which is
provided by the underlying vehicle platform:

> Can x Cap.

a€EAnEN

Due to this optimization goal, application placements that minimize the number of
application displacements are preferred. Recall that 1inAP?S aims for a low number
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4.4. The Application-Placement Problem Solver 1inAP?S

Table 4.1: Average solving time required by 1inAP?S for a randomized test case for
which a solution exists.

Problem-Size Class H Solving Time

|IN| =3, ]A| =30 1.7 ms
IN[ =3, |4] = 60 3.6 ms
IN|=3, [A] =90 5.3 ms
INT =3, |A] = 120 7.1 ms

of application displacements since displacements are considered to be time-consuming,.

Note that the term C,, X éa,n models the application displacements by indicating if
an application a remains assigned to the same computing node n in both the current
configuration C' and the computed configuration C. An application a is considered
displaced if Cyp, # Cp.

The source code of 1inAP?S is provided in Appendix A.2.

4.4.1 Performance Evaluation

As mentioned before, 1inAP?S is required to compute a new configuration, which
introduces lost redundancies within a short time. Therefore, we conducted a performance
evaluation to test the solving time of 1inAP?sS.

The computer used to run the performance test was equipped with an Apple M2 chip
with 8 cores and 8 GB memory.

Since the computational effort of solving the application-placement problem strongly
depends on the size of the problem, we defined four problem-size classes for which we
fixed the number of computing nodes at 3 while the number of executed applications
ranged from 30 to 120. One-third of the applications are active applications, while the

others are active hot, whereby each active application requires a level of redundancy of 2.

Each problem-size class consists of 1,000 randomized test cases. The average solving
times of the different problem-size classes are shown in Table 4.1.

This table shows that the correlation between the number of applications and the average
solving time is almost linear. Note that all test cases are designed such that a valid
solution exists. However, as not for all application-placement problem instances valid

solutions exist, we designed sets of randomized test cases for which no solution exists.

The results of these test runs are shown in Table 4.2.

These results indicate an exponential correlation between the number of applications
and the average solving time in case no solution exists, reflecting the NP-hardness of the
general problem.

To potentially reduce the computing time, we adopted a parallel-solving heuristic as
described next.
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Table 4.2: Average solving time required by 1inAP?S for a randomized test case for
which no solution exists.

Problem-Size Class H Solving Time
IN| =3, |A| =30 9 ms
|IN| =3, |A| =33 25 ms
|IN| =3, |A| =36 85 ms
|IN| =3, |A| =39 199 ms
|IN| =3, |A| =42 634 ms
IN| =3, |A| =45 1,543 ms

4.4.2 Parallel-Solving Heuristic

To increase the chances of obtaining a valid solution, we divide a given set A of applications
into several subsets. These subsets are computed based on the priorities of the functions
implemented by those applications. To build the priority-based application subsets, we
introduce the function H, which determines all applications that implement a function
of a given priority, i.e., HIGH, MEDIUM, and LOW.

Using these priority classes, 1inAP?S computes the following subsets of applications:

Ay = A= H(A HIGH)U H(A, MEDIUM) U H(A, LOW),
Ay = H(A, HIGH) U H(A, MEDIUM), and
Ay = H(A, HIGH).

For each of those three subsets, 1inAP?S starts a thread that computes an application
placement that considers all applications that are part of the respective subset. Since
Ay C Ay C Ag holds, we can assume, as illustrated in Figure 4.3, that the time required
to find a valid application placement is highest for Ay and lowest for As.

We conducted an experiment to justify the assumption that the solving time is highest
for the subset Ag and lowest for As. As before, we examined different problem-size
classes. Each problem-size was evaluated by running 1,000 randomized test classes. The
applications of the individual test cases were evenly distributed among the three priority
classes. The results, illustrated in Table 4.3, show that the assumption that the solving
time is highest for the subset Ay and lowest for the subset A,.

Furthermore, it holds that in case a valid application placement for subset A; exists, for
0 < <2, asolution for subset A;;1 exists as well. On the other hand, if for subset A;
no solution exists, we can infer that also for each subset A;_;, for 1 < j <14, no solution
exists.

After the termination of all threads, 11inAP?S selects the best available solution, whereby
an application placement that considers all applications of the subset Ag is the most
desired solution and an application placement that only maps applications of priority
class HIGH is referred to as the worst-case solution.
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Table 4.3: Average solving time of 1000 test cases for the subset Ag, A1, and As. For all
test cases, a solution exists. The applications are evenly distributed among the three
priority classes, i.e., HIGH, MEDIUM, and LOW.

Problem-Size Class H Solving Time Ag | Solving Time A; | Solving Time As

IN|=3,|A| =30 2.0 ms 1.1 ms 0.6 ms
IN| =3, |A| =60 3.9 ms 2.2 ms 1.1 ms
|IN| =3, |Al =90 5.6 ms 3.6 ms 1.8 ms
IN| =3, J[A] = 120 7.5 ms 4.7 ms 2.4 ms
Ay
4,
4;
preprocessing select best solution
time

Figure 4.3: Multiple threads for determining the application-placement problem for
subsets of applications.

preprocessing select best solution

} time

maximum solving time

Figure 4.4: Maximum solving time causing two application-placement problem solver
threads to abort.

Besides allowing to find an application placement for the most important applications in
case the system cannot run all applications, this priority-based approach also allows to
define an upper bound for the solving time for the application placement. As illustrated
in Figure 4.4, defining a maximum solving time causes the application-placement problem
solver threads that cannot find a valid solution within the specified time to be aborted.

Defining a maximum solving time is desirable since some safety-critical situations require
a new configuration within a guarded time rather than a placement that considers all
applications. In this version of APTUS, it is the responsibility of the system architect to
define the maximum solving time at design time. However, it is also conceivable to adapt

the maximum solving time in future versions of APTUS according to the current context.

71



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

4.

THE RECONFIGURATION LAYER

72

If finding a solution for any of the three subsets is not feasible, FDIRO will initiate a safe
stop of the vehicle.

4.5 The Application-Placement Solver 1logAP2?S

We next discuss the details of the logic-based application-placement solver 1ogAP?S.
Like C-SAR, 1ogAP?S is an Python program that uses clyngor to deploy answer-set
programming.

The software-architecture requirements determined by the context layer constitute the
input of 1ogAP?S. Furthermore, 10gAP?S takes as input the set of currently available
computing nodes as well as their memory and performance capacity.

The available computing nodes are defined by the predicate computing_node/1, which
holds as an argument the unique name of the computing node. Furthermore, the
memory and performance capacity are specified similarly to the memory and perfor-
mance demands of applications using the predicates memory/2 and performance/2,
respectively. The first argument indicates the computing node and the second spec-
ifies the parameter value. Recall that the memory capacity is given in Megabytes
and the performance capacity in TFLOPS. In addition, we introduce the predicate
provided_supporting_software/2 to specify which supporting software is installed
on the individual computing nodes. This predicate has two arguments: the first identifies
the computing node, and the second specifies the corresponding supporting software.
Note that on a computing node, several supporting software can be installed.

Besides the software-architecture requirements and the specification of the available
computing nodes, 1ogAP?S might require additional input parameters depending on
the implemented optimization functions. For the sake of simplicity, we only consider
the application placement of the current system state as an additional input parameter.
Therefore, we introduce the predicate current_assignment/3. The first argument
of this predicate holds the name of an application, and the second argument defines
the redundancy-instance number. The third argument indicates which computing node
executes this application. We will use this predicate to implement the optimization
function, which minimizes the displacement of the currently executed applications.

The output of 10gAP?S is an assignment of applications to computing nodes. To indicate
the desired assignment, we introduce the predicate assignment /2. Like the previously
defined current_assignment predicate assignment holds two terms. The first term
specifies the name of an application, and the second term indicates which computing
node shall execute this application.

In order to determine a valid assignment, 1ogAP?S has to implement condition (C7)—(Cs)
defined in Section 4.1.

The first condition of the application-placement problem expresses that an application
has to be executed by exactly one computing node. To implement this condition, we
introduce the following two rules:
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4.5. The Application-Placement Solver 10gAP?S

{assignment (APP, R_INST, CN): computing_node(CN)} = 1 :—
active_application (APP, R_INST).

{assignment (APP, R_INST, CN): computing_node (CN)} = 1 :—
active_low_application (APP, R_INST).
{assignment (APP, R_INST, CN): computing_node(CN)} = 1 :—

active_hot_application (APP, R_INST).

Note that the cardinality constraints ensure that each active, active-low, and active-hot
application is assigned to exactly one computing node.

Besides this condition, the application-placement problem also states that the memory
capacities of computing nodes have to be respected. Therefore, 10gAP?S defines the
following ASP constraint:

:— computing_node (CN), memory (CN, MEM),
#sum{M, APP, R_INST: memory (APP, M),
application (APP, R_INST),
assignment (APP, _, CN)} > MEM.

Likewise, 1ogAP?S has to comply with the performance capacity limitations of computing
nodes. Consequently, we add the following constraint:

:— computing_node (CN), performance (CN, PERF),
#sum{C, APP, R_INST: performance (APP, C),
application (APP, R_INST),
assignment (APP, _, CN)} > PERF.

Furthermore, 10gAP?S has to ensure that applications are only assigned to computing
nodes that fulfill the supporting software demands of the assigned applications. This is
implemented by the following rule:

:— assignment (APP, _, CN), req supporting_software (APP, SW),
not provided_supporting_ software (CN, SW).

Finally, to ensure that the demanded level of separation of the application is fulfilled, we
add the following two constraints:

:— active_application (A_APP, _),
application (A_APP, FUNC), separation(A_APP, SEP),
#count {CN: application (APP, FUNC),
assignment (APP, _, CN)} < SEP.
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:— active_low_application (AL_APP, _),
application (AL_APP, FUNC), separation (AL_APP, SEP),
#count {CN: application (APP, FUNC),
assignment (APP, _, CN)} < SEP.

As already noted in Section 4.1, to discriminate among a potentially large number of
solutions, optimization functions that specify which valid assignments are desired the most
can be defined. However, different contextual conditions require different optimization
functions. Therefore, we introduce in Section 4.6 an approach to select optimization
functions based on the current context. The selected optimization function is then added
to the ASP program of 1ogAP?S.

4.5.1 Performance Evaluation

In order to compare the performance of 1ogAP?S and 1inAP?S, we conducted the same
performance tests as introduced in Subsection 4.4.1 using 1ogAP?2S.

As mentioned before, 10gAP?S is designed to implement various optimization functions.
On the other hand, 1inAP?S implements only one static optimization function, which
aims to minimize the number of application displacements. Therefore, we incorporated,
for this performance evaluation the same optimization function into 1ogAP?S. Note
that the source code of 1ogAP?S used for this performance evaluation is presented in
Appendix A.3.

To incorporate this optimization function into 1ogAP?S we introduce a new predicate
called displacement_count/1, whereby the argument specifies how many applications
are displaced. This predicate is determined by comparing the planned assignment and
the current assignment as the following rule shows:

displacement_count (CNT) :-
CNT = #count{APP, R_INST: assignment (APP, R_INST, CN),

current_assignment (APP_CUR,
R_INST_CUR,
CN_CUR),

APP = APP_CUR,

R_INST = R_INST_CUR,

CN != CN_CUR}.

To instruct the ASP solver to find the answer set that minimizes the number of displace-
ments, we introduce the following optimization statement:

#minimize{CNT:displacement_count (CNT) }.
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Table 4.4: Average solving time required by 1ogAP?S for a randomized test case for
which a solution exists.

Problem-Size Class H Solving Time

IN[ =3, |A] = 30 6.3 ms
IN| =3, |A] = 60 8.9 ms
|IN| =3, A4 =90 11.4 ms
IN| =3, [A] = 120 14.7 ms

Table 4.4 illustrates the average solving time of the different problem-size classes. Recall
that each problem-size class consists of 1,000 randomized test cases.

This performance evaluation shows that 1ogAP?S is capable of finding solutions for
the defined problem-size class within a few milliseconds. However, a comparison of the
performance results for 1inAP?S, provided in Table 4.1, with those for 10gAP?S reveals
that the average solving time of 10gAP?S is higher than that of 1inAP?S. On average,
1inAP?S is 2.6 times faster than 1ogAP?S. Due to the lower solving times of 1inAP?S,
in APTUS we use 1inAP?S in case a quick reconfiguration is required after a hardware
or software fault.

Note that we did not modify the parameters of the the solvers used by 1inAP?S and
1ogAP?S. Optimizing these parameters may lead to a further reduction of the solving
times.

4.6 Context-Based Application Placement Optimization

As mentioned in Section 4.1, an application placement can be optimized according to
various parameters, whereby, in the case of autonomous vehicles, the optimal application
placement strongly depends on the current context. For instance, if the vehicle has
encountered safety-critical faults, the goal is to determine an application placement that
restores the level of safety. On the other hand, if the vehicle is in optimal condition, the
application placement shall be optimized according to the optimization goal determined
by C-SAR.

To enable the configuration layer of APTUS to determine a context-based optimization
function for the application-placement problem, we incorporate a concert implementation
of C-pPO. The name C-PO stands for “context-based placement optimization” and the
general idea of C-PO was introduced in our prior work [116].

Generally speaking, different configurations of the configuration graph fulfill different
safety and reliability properties. The goal of an autonomous vehicle should be to achieve

the highest possible level of safety and reliability to satisfy customer requirements.

Consequently, an autonomous vehicle should strive to execute a configuration that
maximizes the safety and reliability properties.
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The idea of C-PO is to subdivide the configuration graph into multiple levels, whereby
the individual levels indicate different safety and reliability properties of the associated
configurations. For each layer, C-PO requires the definition of an optimization function
that aims to reach a better level. Once the highest safety level is reached, the optimization
function determined by C-SAR is used.

Optimizing the application placement is a well-known research challenge. For instance,
Kumar et al. [136] discuss a reconfiguration and placement optimization approach for
platoons of autonomous vehicles based on bond-graph modeling. By determining offsets
during operation, measures are taken at different levels of the system. The measures can
range from switching off individual wheels to switching off entire vehicles.

Cooray et al. [52] introduce a framework, called RESIST, for a proactive reconfiguration
for situated software systems. This framework aims to maintain the reliability of the
systems due to a dynamic optimization of the architectural configuration.

Lapouchnian et al. [140] employ a goal-oriented requirements-engineering approach to
adapt a system dynamically to react to occurring environmental changes.

Furthermore, Hemmati et al. [91] study the redundancy-allocation problem, which faces
similar optimization challenges as the application-placement problem. The idea there is
to use a multi-objective harmonic search algorithm to determine an optimal redundancy
configuration to maximize the mean time to the first failure.

To distinguish the configurations according to their safety and reliability properties, we
define in what follows a level-based classification of configurations that is used by C-po.

4.6.1 The General Method of the Context-Based Application
Placement Optimization

As mentioned before, the idea of C-PO is to add a layer on top of the configuration graph.
This layer, as illustrated in Figure 4.5, subdivides the configuration graph into multiple
levels, whereby a level number, [ € N, for which 0 <[ < N holds, identifies each level,
where N € N is the number of levels. Each configuration of the configuration graph is
assigned to one level.

To classify the individual configurations of the configuration graph, we define the function
A :T'— N. This function has to fulfill the following three requirements:

RQq: For each level, specific properties that a configuration of that level has to fulfill
need to be defined (like, e.g., minimal redundancy requirements). Furthermore, the
levels have to be mutually exclusive, i.e.,

CeT AC)=2 ANAC)=y AN xz#y

has to hold.
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Level 0

Figure 4.5: Visualization of the level-based safety and reliability classification of con-
figurations. The layers subdivide the configuration graph into N levels, where in this
example N = 4.

RQQZ

RQs:

The levels need to be defined such that the safety and reliability of the system does
not decline as the level number increases. Level N can be considered as the “best”
level, meaning that this level is the most desired one. Accordingly, level 0 is the
“worst” level. Since in this level, the minimal safety and reliability requirements are
not satisfied anymore, an emergency system has to take over control of the vehicle
and bring it to a safe stop.

Edges to configurations that are associated to level 0 may only originate from
level 1. This means that it has to be excluded that a triggering event resulting
from a system context change originating from a configuration of level 2 or above
causes a drop to level 0, i.e.,

ICel, ITCQ:AC)>1AF(C,T)=C" ANAC) =0

7
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has to hold.

4.6.2 The Context-Based Application Placement Optimization
Instance used in our Framework

Based on the general method of C-PO, we now introduce the concrete instance that is
incorporated into the reconfiguration layer, which we refer to as C-POaprys. The function
A that is applied by C-POapryus uses the function priority classes HIGH, MEDIUM , and
LOW , which are introduced in Section 3.3.1, to define the levels. Consequently, we call
this function Appjo.

We set N, the number of levels, to 4. The levels are specified as follows:

e Level 0: At least one function of priority HIGH is not executed, i.e., no application
that implements this function is executed by a computing node.

e Level 1: All functions of priority HIGH are executed, i.e., at least one application
of each function of priority HIGH is executed. However, the minimum redundancy
or separation requirement of at least one active application or active-low application
that implements a function of priority HIGH is not fulfilled.

e Level 2: The minimum redundancy and separation requirements of all functions
of priority HIGH are fulfilled, i.e., the required number of active-hot applications
are executed and they are separated among the required number of computing
nodes. However, the minimum redundancy or separation requirement of at least one
active application or active-low application that implements a function of priority
MEDIUM is not fulfilled.

e Level 8: The minimum redundancy and separation requirements of all functions of
priority HIGH and MEDIUM are fulfilled. However, the minimum redundancy or
separation requirement of at least one active application or active-low application
that implements a function of priority LOW is not fulfilled.

o Level 4: The minimum redundancy and separation requirements of all active
application and active-low application that implements a function of priority HIGH,
MEDIUM, and LOW are fulfilled.

As a prerequisite, we demand that for functions of priority class HIGH, at least one
diverse redundant application and a level of separation of at least 2. Furthermore, we
require that the computing nodes are diverse.

Aprio fulfills RQq as each level defines for the individual priority classes whether the
redundancy and separation requirements must be fulfilled. Furthermore, the levels are
mutually exclusive.

From level 0 to level 2, the level of redundancy and the level of separation of functions
of priority HIGH is increasing. Note that the foundation of fault tolerance is separated
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redundancies, as explained in Section 5.1. An improved fault tolerance, in return,
improves the safety and the reliability. Consequently, A, fulfills the requirement RQ)s.

Requirement RQ3 holds, since, for levels 2, 3, and 4, we have that for all functions of
priority class HIGH, the minimum redundancy, the minimum diversity level, and the
minimum separation level is 2. A drop to level 0 requires that at least one function of
priority class HIGH is not executed. The triggering events that we consider are the
fault of any application that implements a function of priority HIGH and the fault of a
computing node which executes an application that implements a function of priority
HIGH. We show that both these triggering events do not cause a drop to level 0 if a
configuration is in level 2, level 3, or level 4:

e In case an application that implements a function of priority HIGH fails, a config-
uration C' for which Ay0(C) > 2 holds does not drop to level 0 as a redundant
application of that function exists.

e In case a computing node fails that executes an application which implements a
function of priority HIGH, a configuration C' for which A,;;,(C) > 2 holds does
not drop to level 0 as a redundant application of that function which is executed
on a separate computing node exists.

Note that we do not consider simultaneous random faults of two applications that
implement the same function, which is of priority HIGH. Since the applications are diverse
and executed on two separate computing nodes the probability of such a simultaneous
random fault is limited. The likelihood of such an event can be further lowered by a
diverse design of the computing nodes.

4.6.3 The Optimization Functions of our Instance

According to the definition of C-PO, C-POaprys has to specify optimization functions for
the individual layers of Ap.,. Since those optimization functions are incorporated by
1ogAP?S, they are represented in the form of ASP optimization statements.

Recall that level 4 of A, is the most desired level. Therefore, the goal of all the other
levels is to get as fast as possible to level 4. This can be achieved by an optimization
function that prioritizes application placements that fulfill as many properties requested
by the next level as possible. The optimization functions of levels 1, 2, and 3 are defined
as in Table 4.5.

In order to incorporate these optimization goals in 1ogAP?S, we relaxed condition (C1).
Instead of demanding that each application is assigned to exactly one computing node,
we define that an application is assigned to at most one computing node. Therefore,
it becomes feasible to assign only applications that implement a function of a specific
priority class. The following rules show the easing of the previously introduced rules for
constraint (C1):
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Table 4.5: Context-based application-placement optimization functions for level 1, level 2,
and level 3.

Level H Optimization Function
1 Try to fulfill the minimum redundancy and separation requirements of all
functions of priority HIGH.
2 Try to fulfill the minimum redundancy and separation requirements of all
functions of priority HIGH and MEDIUM.
3 Try to fulfill the minimum redundancy and separation requirements of all
functions of priority HIGH, MEDIUM, and LOW.

{assignment (APP, R_INST, CN): computing_node (CN)} <= 1 :-
active_application (APP, R_INST).

{assignment (APP, R_INST, CN): computing_node (CN)} <= 1 :-
active_low_application (APP, R_INST).

{assignment (APP, R_INST, CN): computing_node (CN)} <= 1 :-
active_hot_application (APP, R_INST).

Note that, as defined in Table 4.5, the optimization functions of higher levels include
the optimization functions of lower levels. For instance, if the optimization function of
level 3 is fulfilled, then the optimization function of level 2 and level 1 is also satisfied.
Therefore, we incorporated the optimization functions of levels 1, 2, and 3 into one joint
optimization function, which includes three graded maximization goals.

In order to define the graded maximization goals, we introduce for each priority class a
predicate:

e assignment_count_prio_high/l1,
. assignment_count_prio_medium/l, and

. assignment_count_prio_low/l.

The arguments of these predicates indicate indicates how many applications that imple-
ment a function of the particular priority class are assigned to a computing node. The
following rules specify these predicates:

assignment_count_prio_high (CNT) :-
CNT = #count{APP, R_INST: assignment (APP, R_INST, _),
application (APP, FUN),
selected_function (FUN, PRIO),
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PRIO = 2}.

assignment_count_prio_medium (CNT) :-

CNT = #count{APP, R_INST: assignment (APP, R_INST, _),
application (APP, FUN),
selected_function (FUN, PRIO),
PRIO = 1}.

assignment_count_prio_low (CNT) :-

CNT = #count{APP, R_INST: assignment (APP, R_INST, _),
application (APP, FUN),
selected_function (FUN, PRIO),
PRIO = 0}.

Recall that the optimization function of level 1 states that the minimum redundancy and
separation requirements of as many functions of priority HIGH as possible are fulfilled.
1ogAP?S already ensures that the separation requirements of functions are fulfilled
if the corresponding applications are assigned to computing nodes. Consequently, to
implement the optimization function of level 1, we introduce an optimization statement
that maximizes the number of assignments for applications that implement a function of
priority HIGH.

Recall that if an answer-set program contains multiple optimization statements, priorities
can be introduced using the “@” annotation to define the significance of the individual
optimization statements.

The rule that maximizes the number of assigned applications that implement a function
of priority HIGH is defined as follows:

#maximize {CNT@4: assignment_count_prio_high (CNT) }.

Building on this optimization statement, which is of priority 4, we introduce an op-
timization statement with a lower priority to implement the optimization function of
level 2. The optimization statement that we add maximizes the number of assignments
for applications that implement a function of priority MEDIUM:

#maximize{CNT@3: assignment_count_prio_medium (CNT) }.

Likewise, we introduce an additional optimization statement, which builds on the previous
two optimization statement, to implement the optimization function of level 1:

#maximize {CNT@2: assignment_count_prio_low (CNT) }.
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In addition to the optimization functions that aim to introduce the required number
of applications, we define an optimization function for minimizing the number of dis-
placements of applications. This optimization function aims to ensure that as few as
possible already placed applications have to be displaced, thus avoiding dispensable
displacements. In order to prevent this optimization goal from interfering with the overall
goal of reaching level 4, we set its priority to 1. Note that this optimization function is
identical to the one utilized for evaluating the performance of 10gAP?S as described in
Subsection 4.5.1:

match_count (CNT) :-
CNT = #count{APP, R_INST: assignment (APP, R_INST, CN),

current_assignment (APP_CUR,
R_INST_CUR,
CN_CUR),

APP = APP_CUR,

R_INST = R_INST_CUR,

CN != CN_CUR}.

#minimize {CNTQ1 :match_count (CNT) }.

Once level 4 is reached, the optimization function determined by C-SAR can be ap-
plied. Therefore, C-POapyys holds for each optimization function specified by C-SAR the
corresponding ASP implementation.

Table 4.6 illustrates the ASP implementation of some optimization functions, including
those of the optimization functions defined in Subsection 3.3.3. These optimization
functions aim to enhance different properties of the resulting configurations:

e The optimization function min_comp_nodes minimizes the number of computing
nodes that execute applications. This optimization function might reduce the
system’s energy consumption as it is conceivable that computing nodes that do not
execute applications can be shut down.

e In contrast to min_comp_nodes, the optimization function max_comp_nodes
maximizes the number of computing nodes that execute applications. This opti-
mization function might be used during the testing phase of the vehicle to ensure
that all computing nodes are operational.

e The optimization function min_displ_act aims to minimize the displacement
of active applications. Note that min_displ_act is similar to the optimization
function used as part of the level 1, level 2, and level 3 optimization, which
minimizes the displacements of active and active hot applications. Minimizing only
the displacement of active applications might be desired since the displacement
of active applications can impact the system’s reliability and safety, especially if
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the vehicle is driving. Furthermore, the solution space for possible subsequent
optimization functions becomes larger by not demanding a minimum displacement
of active-hot application. Consequently, these optimization functions are more
likely to be satisfied.

e The optimization function max_sep aims to maximize the separation of functions
regardless of the demanded level of separation. For instance, increasing the level of
separation can improve the system’s reliability in case of hardware faults.

The ASP implementation of the optimization functions are defined by the system architect
at design time. Therefore, if a new optimization function is introduced in C-SAR, the
corresponding ASP implementation has to be added in C-POapryg simultaneously. In case
C-SAR determined multiple optimization functions, C-POaprys prioritizes the optimization
statements according to the prioritization values specified by C-SAR.

Note that after a change in the software-architecture requirements, we assume that the
Aprio level classification remains unaffected. However, if the application-placement prob-
lem cannot be solved using the determined optimization function, a new reconfiguration
attempt is triggered using the subjacent level of A,.o.

4.7 The Configuration Graph Manager CGM

Computing new configurations is a resource intensive task as has been illustrated in
the previous sections. Furthermore, autonomous vehicles that are equipped with the
same hardware and software components are likely to compute the same configurations.
Consequently, in order to avoid that vehicles compute the same configurations multiple
times, we introduce CGM.

CGM consist, as illustrated in Figure 4.6, of two main components: (i) the local con-
figuration graph manager and (ii) the global configuration graph manager. The former
component is referred to as 1ocCGM, and the latter is called globCGM.

The idea is that each vehicle that is equipped with APTUS runs a 1ocCGM instance.
These instances are responsible for managing the so-called local configuration-graph,
which stores those configurations that are relevant in the current context of the vehicle.
The 1ocCGM instances are connected to g1lobCGM in order to exchange configurations,
whereby globCGM is responsible for managing the so-called global configuration-graph.
The global configuration-graph persistently stores configurations that are provided by
the 1ocCGM instances.

As illustrated in Figure 4.6, 1ocCGM and globCGM contain several subcomponents.
In particular, 1ocCGM consists of the local-configuration graph database, denoted by
1ocCGDB, the precompute component, the vehicle-synchronization component, the search
component, and the update component. Furthermore, globCGM contains the global-
configuration graph database, called g1 obCGDB, and the global-synchronization component.

In what follows, we describe the workflow of 10cCGM and globCGM.
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Table 4.6: Different optimization functions for level 4 and their corresponding ASP
implementation.

Opt. Func. H ASP Implimentation

used_computing_nodes (CNT) :-
CNT = #count{CN: assignment(_, _, CN)}.
#minimize {CNT:used_computing_nodes (CNT) }.

min_comp_nodes

used_computing_nodes (CNT) :-
CNT = #count{CN: assignment(_, _, CN)}.
#maximize {CNT:used_computing_nodes (CNT) }.

max_comp_nodes

act_app_displ_count (CNT) :-
CNT = #count {APP, R_INST:
assignment (APP, R_INST, CN),
current_assignment (APP_CUR,
R_INST_CUR,
min_displ_act CN_CUR),
active_application (APP, R_INST),
APP = APP_CUR, R_INST = R_INST_CUR,
CN != CN_CUR}.
#minimize{CNT:act_app_displ_count (CNT) }.

func_separation (FUNC, SEP) :-—
selected_function (FUNC, _),
SEP = #count{CN: application (APP, FUNC),
assignment (APP, _, CN)}.

max_sep func_separation_sum (SEP_SUM) :-
SEP_SUM = #sum{SEP, FUNC:
func_separation (FUNC, SEP) }.

#maximize {SEP_SUM:
func_separation_sum (SEP_SUM) }.

4.7.1 The Workflow of CGM

As specified before, the local configuration-graph is stored in the 1ocCGDB database.
Note that different database types, including, e.g., key-value stores, document-oriented
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4.7. The Configuration Graph Manager CGM
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Figure 4.6: Overview of CGM and its sub-components.

databases, and graph databases, can be used to realize 10cCGDB. The configurations
that are stored in 1ocCGDB are inserted by the update component and the local-
synchronization component. The update component, in turn, receives new configurations
from the two application-placement problem solvers that are part of the reconfigura-
tion layer, i.e., 1inAP?S and 1ogAP?S. On the other hand, the local-synchronization
component receives new configurations from the global-synchronization component.

Access to the 10cCGDB is provided via the search component. In particular, this
component receives requests from AP?Initiator. Those requests include, as mentioned
in Section 4.3, the currently applied configuration, the initiator event, and the software-
architecture requirements. Based on this information, the search component checks
whether the requested configuration is stored in 1ocCGDB. If this is the case, the search
component returns the determined configuration. Otherwise, AP°Initiator is informed
that the requested configuration is not included in the local configuration-graph.

The precompute component continuously analyzes the local configuration-graph and
determines whether a new configuration shall be precomputed. The aim of this com-
ponent is to increase the probability that a requested configuration is part of the local
configuration-graph. To accomplish that, the precompute component can implement
various precomputation strategies. Figure 4.7 illustrates the options of a precomputation
strategy in a given local-configuration graph.

We introduced two precomputation strategies previously [116], viz., the naive precom-
putation-strategy and the informed reconfiguration-strategy. The naive precomputation
strategy aims to precompute a certain number of hierarchy levels of the local configuration-
graph. On the other hand, the idea of the informed precomputation strategy is that
the precomputation of reconfigurations is based on the probability of the occurrence of
configuration transitions and the severity of those transitions.

In general, a precomputation strategy needs to select a successor configuration and
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Ci7} :Crg

Figure 4.7: Excerpt of a local configuration-graph, including configurations that can be
precomputed. Note that Co, Cg, and Cg represent configurations that are part of the
local configuration graph. Ci7, Cig, Ci9, and Cog represent configurations that are not
part of the local configuraiton-graph. Thus, they can be precomputed.

specify a configuration transition. Recall that the configuration transition is a tuple that
holds the software-architecture requirements and the initiator event. As the software-
architecture requirements are determined by C-SAR, we introduce an additional interface
in C-SAR that allows the precomputation component to send requests. This interface
takes as input a set contextual observations that are interpreted by C-SAR as the current
context. Based on the assumed current context C-SAR computes the software-architecture
requirements which are then provided to the precomputation component. Note that for
the use case of precomputing configurations, C-SAR does not forward the determined
software-architecture requirements to D-DEG.

Before the precomputation component instructs the computation of a new configuration,
a request containing the successor configuration and the configuration transition is sent
to the local-synchronization component. This component forwards the request to the
global-synchronization component, which checks whether the needed configuration is
already part of the global-configuration graph. If this is the case, then the requested
configuration is sent to the local-synchronization component, which then adds it to the
local-configuration graph. Otherwise, the local-synchronization component instructs the
precompute component to continue its precomputation procedure.

To precompute configurations, the precompute component sends a request to the
AP°Initiator. This request includes the successor configuration, the software-ar-
chitecture requirements, the initiator event, and the precompute flag which is set to true.
AP’Initiator then instructs, as described in Section 4.3, based on the initiator event
either 1inAP?S or 1ogAP?S to compute a new configuration. The new configuration
is finally sent to the update component of CGM which adds it to the local-configuration
graph.
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4.8. Summary of the Reconfiguration Layer

Once a new configuration is added to the local-configuration graph, the local-synchroniza-
tion component sends this configuration to the global-synchronization component. In
turn, this component attaches the received configuration to the global-configuration
graph.

4.8 Summary of the Reconfiguration Layer

In this chapter, we introduced the reconfiguration layer of APTUS, which implements
the self-configuration property, the self-optimization property, and anticipativeness. It
comprises four key components: 1ogAP?S, 1inAP?S, C-POprys, and CGM.

The application-placement problem solvers 10gAP“S and 1inAP?S implement the self-
configuration property. While 1ogAP?S employs answer-set programming, 1inAP?S uses
integer linear programming. We implemented two application-placement problem solvers
to address the two main events that can trigger the computation of a new configuration:
(i) requests generated by the context layer, detailed in the next chapter, following a
context change and (ii) requests issued by the component layer in response to a software
or hardware fault. The former scenario necessitates support for diverse, potentially
nonlinear optimization goals, while the latter event demands a quick computation of
configurations.

Our implementation of 1ogAP?S shows that it can fulfill the requirement to support
various potentially nonlinear optimization goals. In particular, we implemented C-PO g prys
to determine the optimization function that shall be applied. As C-POpprys aims to
continuously optimize the safety and reliability of the configurations, it implements
the self-optimization property. Furthermore, we illustrated that 1inAP?S can compute
computations quickly.

The configurations computed by 1ogAP?S and 1inAP?S are applied to the system by
the configuration layer. Additionally, these configurations are provided to CGM, which is
responsible for implementing anticipativeness. CGM facilitates the reuse of configurations
by sharing them with other vehicles and expands the configuration graph by instructing
1ogAP?S and 1inAP?S to precompute configurations.
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CHAPTER

The Component Layer

In this chapter, we present the component layer of APTUS, which is responsible for
implementing the self-healing property. The component layer consists of two components:
FDIRO and HRR. FDIRO [116, 122], developed as a precursor to this dissertation, defines
four successive steps to transfer the system after an application fault or the fault of a
computing node into a safe and optimized state. However, since FDIRO lacks the ability
to recover failed hardware components such as computing nodes or sensors, only a limited
number of hardware faults can be tolerated. To overcome this limitation, this chapter
introduces the hardware redundancy-recovery approach HRR, which extends FDIRO.

As both FDIRO and HRR enhance the dependability of autonomous vehicles, we provide
in the first part of this chapter foundational information on dependability. Next, in
Section 5.2, we present a literature review on fault-tolerant approaches for autonomous
systems in different domains. Afterwards, in Section 5.3, we provide an overview of the
workflow of FDIRO. Moreover, HRR is introduced in Section 5.4 and, in Section 5.5, we
introduce AT-CARS, a tool that allows us to determine the reliability of an autonomous
vehicle over time. Note that we use AT-CARS later on in Section 6.4 to analyze the
impact of FDIRO and HRR in a concrete use case. Finally, the chapter concludes with a
brief summary.

5.1 Dependability

Autonomous vehicles, as well as other autonomous systems, have to be dependable as they
are controlled by computer systems and not by human operators [158]. Dependability is
defined as the capability of a system to avoid failures that are more frequent, more severe,
or the resulting outages are longer than it is acceptable for the users of the system [6].
Broadly speaking, according to this definition, an autonomous vehicle is dependable in
case its users can reasonably rely on the provided transportation service.
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Figure 5.1: Visualization of the RAMS parameters and their threats.
5.1.1 Dependability Attributes
According to Aviziens et al. [6], dependability comprises several attributes, including,
reliability, availability, maintainability, and safety. These attributes, collectively referred
to as RAMS parameters, are defined as follows:

o reliability is the ability of a system to continue performing a designed function;

o availability is the ability of a system to be ready to perform a designed function
when requested;

e maintainability is the ability of a system to be restored to a state in which the
designed function can be performed again after modification and repair actions are
performed; and

o safety is the absence of catastrophic events that endanger the integrity of the users
and the environment of the system.

As illustrated in Figure 5.1, the RAMS parameters are interdependent. For instance,
improved maintainability can also cause the availability to increase as a failed system
can potentially be repaired faster and is therefore available sooner.

5.1.2 Threats of Dependability Attributes and Countermeasures

The RAMS parameters are threatened by failures, errors, and faults, which can be defined
as follows [109, 171, 105, 6]:

e A failure is the inability of a system to perform the designed function. Failures
are caused by errors, which are defined as discrepancies between the measured,
computed, or received value and the intended value.
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5.1. Dependability

o FErrors, in turn, are consequences of faults which are defects of the system.
o Faults can be grouped into various categories including, for instance,

— hardware faults (e.g., cross talk, short circuit, defect memory section),

— software faults (e.g., use incorrect data type, division by zero, wrong interpre-
tation of values), and

— manufacturing faults (e.g., incorrect mounting, damaged wire, miscalibrated
sensor).

Note that a fault does not necessarily have to lead to an error. For instance, a defective
section in a memory might never be used. Consequently, this fault has no impact.

5.1.3 Means to Maintain Dependability Attributes

Aviziens et al. [6] define the following four means to maintain dependability:

o fault prevention,
o fault remowal,

fault forecasting, and

fault tolerance.

The goal of fault prevention is to avoid introducing faults in the first place. For instance,
programming languages that support strong typing can prevent functions from returning
wrong data types. Fault removal methods aim to eliminate faults during development
and use. Both fault prevention and fault removal are categorized as fault-avoidance
measures, i.e., methods that avoid the occurrence of faults. On the other hand, fault
tolerance and fault forecasting are classified as means that accept the occurrence of faults
and are, therefore, referred to as fault-acceptance means. The goal of fault forecasting is
to predict future faults and their consequences. Fault-tolerance means aim to prevent
failures in case faults occur.

As autonomous vehicles are complex systems consisting of various hardware and software
components, numerous faults may occur. Therefore, we must assume that fault prevention
and fault-removal means cannot eliminate all faults [182]. Faults that fault-avoidance
measures have not addressed have to be handled by fault-acceptance means. Fault-
forecasting measures can eliminate predictable faults. However, unpredictable faults that
have not been eliminated by fault-avoidance means, e.g., undetected software bugs, are
not handled by fault-forecasting measures. Only fault-tolerance strategies can handle such
faults. Consequently, fault-tolerance measures have to be implemented in autonomous
vehicles to avoid that faults that are neither handled by fault prevention, fault removal,
nor fault forecasting measures do not cause failures.
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5.1.4 Characteristics of Fault-Tolerant Strategies

A fault-tolerant strategy can improve the reliability, availability, and safety of a system:

e Reliability: A fault-tolerant system may handle occurring faults so that they do not
cause failures. Hence, the system can continue performing the designed function.

o Availability: A fault-tolerant system may handle faults that occur before the
operation of the system. Thus, the system is ready to perform a designed function
when requested.

o Safety: A fault-tolerant system may handle occurring faults so that they do not
cause faults that, in return, cause catastrophic events that endanger the integrity
of the users and the environment of the system.

The foundation of a fault-tolerant system is redundancy [171], i.e., auxiliary components
are introduced that perform the same or a similar function as the existing components [105].
Redundancy can be defined on different levels of the system, including, for example, on
the software and hardware level [35].

As illustrated in Figure 5.2a, to keep the development effort low, copies of the primary
components, i.e., the minimum required components to execute the desired function, can
be used as redundancies. However, such systems can not handle common-mode failures.

Common-mode failures are caused by a single fault which causes multiple components
that implement the same function to fail at the same time [139]. For instance, a software
bug in an application, e.g., a division by zero, causes the primary and the redundant
application to fail simultaneously if the applications process the same input data and
execute the same code lines concurrently. Consequently, a system’s reliability, availability,
and safety can be affected negatively.

An approach to limit common-mode failures is design diversity, i.e., primary and redundant
components are designed divisively [18]. Figure 5.2b shows a system that uses diverse
hardware and software components. On the software level, diversity can be achieved,
for instance, by employing two independent teams that implement the same software
function in different programming languages. On the other hand, hardware diversity can
be achieved by using hardware components from different manufacturers.

Another measure to counteract common-mode failures is the separation of redundant
components [142]. For instance, primary software applications and the corresponding
redundant software components shall be executed by distinct computing nodes. Through
this separation, the probability of both applications failing simultaneously due to a failure
of a computing node can be reduced. Note that both systems depicted in Figure 5.2
implement a separation of redundant components.

To further limit the probability of common-mode failures, redundant computing nodes can
be located in a separate physical location. Therefore, the probability of a common-mode
failure caused by, e.g., an accident or a fire within the vehicle, is reduced.
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(a) A system which uses copies of the pri-
mary components to implement redundancy.
Computing Node 1 and Computing Node 2
use on the same hardware. Furthermore,
the implementations of App 1 and App 3 as
well as App 2 and App 4 are identical.

(b) A system which applies design diversity.
The redundant hardware and software com-
ponents and the primary components are
diverse. Computing Node 1 and Comput-
ing Node 2 use different hardware. Further-
more, App 1 and App 3, as well as, App 2

and App 4 implement the same function
divisively.

Figure 5.2: Visualization of two different redundancy approaches, i.e., copying primary
components and design diversity.

Besides the introduction of redundancies into a system, fault-tolerance strategies require
further elements including, for instance, detection, diagnosis, isolation, and reconfiguration
measures [6, 171]. Detection means are required to identify errors and hence initiate the
subsequent steps of the fault-tolerance strategy. Diagnosis measures aim to identify the
cause of an error. Isolation actions are performed to prevent the further propagation of
an error. Finally, reconfiguration procedures ensure that a correct functioning component
takes over the task of the faulty component.

5.2 Fault-Tolerant Approaches for Autonomous Systems
in Different Domains

In several domains, besides the automotive sector, a pursuit towards autonomous systems
can be observed. Many of these autonomous systems execute safety-critical tasks.
Consequently, fault-tolerant approaches have to be implemented to maintain a safe and
reliable operation.

In what follows, we examine fault-tolerant approaches of autonomous systems used in
the aviation, aerospace, railway, and nuclear-power domain.

5.2.1 Aviation Domain

The main incentive for automation in aviation is the reduction of human errors to
increase safety [48]. Further benefits of automation in aviation are the decrease of
operational costs, workload reduction, and an improved job satisfaction. Therefore, a
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Figure 5.3: Duo-duplex architecture.

continuous development towards a higher level of automation in the aviation industry
can be perceived. The implemented automation approaches have to fulfill a high level of
safety and reliability as faults can lead to a large number of fatalities [172].

To improve the safety of airplanes, fault-tolerant systems based on duo-duplex, triple-
triple, or quadruplex architectures are employed [66, 40]. A duo-duplex architecture, as
illustrated in Figure 5.3, consists of two lanes, whereby each lane includes two identical
computing nodes, which differ from the computing nodes of the other lane. Each
of the four computing nodes executes a distinct software implementation. Although
the implementations are not identical, they provide the same functionality. A voting
mechanism executed by each lane checks whether the output of the two implementations
is identical. In case diverging outputs are detected, the voter instructs the switch to
use the output determined by the redundant lane. Consequently, duo-duplex systems,
which are, for example, found in airplanes manufactured by Airbus [208], can tolerate
one failure.

An architecture that can tolerate more failures is the triple-triple redundancy architec-
ture, which is used, for example, by Boeing [224]. A triple-triple system, as shown in
Figure 5.4, consists of three homogeneous lanes, whereby each lane includes three distinct
computing nodes, which execute distinct software implementations. Furthermore, each
lane implements a so-called 2003 voting logic (“two out of three”), which compares the
output of the three distinct implementations. Only if all three outputs diverge, the voter
instructs the switch to use the output of another lane. Otherwise, the dominating output
value is considered to be valid. Hence, triple-triple can tolerate two-lane failures as well
as one implementation failure of the remaining lane.

Also, the quadruplex architecture can tolerate up to two lane failures [37]. Systems
based on this architecture, as illustrated in Figure 5.5, implement four homogeneous
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Figure 5.4: Triple-triple architecture.

lanes, whereby each lane consists of a voter, a switch, as well as a computing node, which
executes the software implementation.

The voters implement a 3004 voting logic (“three out of four”), i.e., if three of the four
lanes provide the same output, this output is considered correct. After the first fault,
the lane which provided the faulty output will be isolated, and the voting logic degrades
to 2003. Therefore, another fault can be tolerated.

5.2.2 Aerospace Domain

In general, space missions require high levels of automation. These high automation
levels are, for instance, a consequence of the fact that space is inhabitable and that
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Figure 5.5: Quadruplex architecture.
physical contact with the spacecraft becomes almost impossible after the launch. For
example, the Rosetta asteroid lander Philae [38] traveled ten years in space to reach its
destination and to perform a complex, pre-programmed landing maneuver, followed by
another two years of operation. However, also in manned space missions, the demand
for autonomous systems is increasing, ranging from general tasks such as controlling the
water quality [67] and managing errors to robots performing dedicated tasks in scientific
experiments [150] as well as performing repair and maintenance tasks [32].
In order to ensure the safety and reliability of space missions, several standards and
guidelines have been published by the European Cooperation for Space Standardization
(ECSS). For instance, the ECSS-Q-ST-40C Rev.1 standard [61] defines fault tolerance to
be the basic safety requirement to control hazards. Therefore, the system design shall
include an on-board redundancy management for safety-critical functions and mechanisms
for fault detection, fault isolation, and switching to redundant components, which are
also referred to as FDIR approaches. Furthermore, it is required to provide the ground
station with necessary information concerning fault detection, isolation, tolerance, and
the current redundancy status.
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The computational complexity of the applied FDIR systems is, in general, rather limited
due to the limited computational power of the spacecraft [176]. Therefore, advanced
methods such as Al-supported FDIR methods are hardly applicable, especially in smaller,
low-power satellites. However, research regarding Al-supported FDIR approaches has
increased in the last few years. For instance, Jaekel and Scholz [111] present an Al-
supported FDIR architecture for future spacecrafts.

As far as satellites are concerned, according to Olive [176], two main strategies for model-
based FDIR methods are applied: the half-satellite FDIR strategy and the hierarchical
EFDIR strategy.

The half-satellite FDIR strategy defines that the satellite is fully reconfigured after the
fault detection, and all components are switched to redundant ones without performing
any fault isolation. Afterward, the ground station has to identify the cause of the anomaly
and correct it. On the other hand, the hierarchical FDIR strategy specifies that the fault
is recovered on the lowest possible layer after the fault is detected and isolated. In order
to permit a graduated reaction, four levels of faults are distinguished:

e Level 0 includes faults that have no impact on the performance of the satellite, e.g.,
a single bit-flip. The detection and automated recovery are performed locally in
the affected component.

e Level 1 concerns faults requiring switching to a redundant component, leading to a
temporary degraded mode that does not affect the mission goal. In this case, the
detection must be performed outside the affected component, and the concerned
subsystem performs the recovery.

e Levels 2 and 3 share the same kind of detection and recovery scheme, while Level 2
considers faults that previous levels could not have covered, Level 3 faults derive
from the FDIR components. Faults of Level 2 and 3 are recovered by switching to
redundant modules.

o Level 4 is the most critical level, which involves multiple faults on Level 2 and 3
or hardware alarms. Such faults are a consequence of a critical breakdown. The
recovery of Level 4 faults is performed by the ground station and requires an
interruption of the mission.

As redundancy is crucial for a successful FDIR process, choosing the right amount
of redundancy is essential. Suich and Patterson [202] discuss considerations between
financial costs and reliability benefits regarding redundancy. Although redundancy is
indispensable, it can also decrease the safety of the spacecraft by, for example, adding
additional faults or masking design flaws [175].
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5.2.3 Railway Domain

In the railway industry, the unavailability of a train or rail track can lead to the downtime
of various trains due to their interdependence. Therefore, a single failure can affect a
large number of people. As a consequence, a significant challenge of automation in the
railway industry is the increased demand for availability while guaranteeing safety [17].
Consequently, new fault-tolerance approaches are required.

For example, Wang et al. [215] present a concept for an efficient and safe train-control
system, i.e., a system that controls, e.g., the track intervals, the train routes, and the
train speed. The proposed train control system is a distributed system consisting of
subsystems that are located in trains and on the wayside, whereby the safety of the system
is enhanced by applying parallel monitoring. For instance, the system that determines
the maximum permitted speed of a train is implemented by a unit located on-board the
train as well as by the wayside system. The train compares the two independent results,
and if they are equal, the determined maximum speed is further processed. Due to the
heterogeneously computed values, common-mode faults are excluded.

Furthermore, Lopez et al. [153] propose an approach to increase the reliability of a railway
signaling system, i.e., a system that transmits commands and information between trains
and the control center. Their approach makes use of the migration of railway signaling
systems from a circuit-switched to a packet-switched network. The authors suggest
implementing an approach that combines spatial and temporal redundancy in order
to increase reliability. Note that old approaches, which are based on circuit-switched
networks, employ spatial redundancy by transmitting information through different
network paths. Temporal redundancy, which the packet-switched network enables, is
realized by delivering the same information multiple times with an offset in time. Sending
the packets repeatedly with a time delay can improve the resilience against burst errors,
i.e., a sequence of incorrect bits transmitted via a communication channel.

5.2.4 Nuclear-Power Domain

Operating nuclear power plants efficiently is a complex task [23]. Thus, automation
approaches are applied to control and run several parts of the systems. For instance, the
startup of the reactors [28] and the in-core fuel management [188] are tasks that can be
optimized using automation.

Besides increasing the efficiency of nuclear power plants, another major challenge is to
ensure a safe operation. Accidents in the past, such as those at the Three Mile Island
(1979), Chernobyl (1986), or the Fukushima Daiichi (2011) plants, have demonstrated the
enormous environmental consequences of radiation leakage, which contaminate affected
areas for decades and leaving them uninhabitable [31, 30].

In general, for systems that are essential for the safety of nuclear-power plants, redundant
backup systems are installed [106]. These systems take over the operation in case the
primary system fails. For instance, as a consequence of the Fukushima disaster, all
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power plants in the United States were equipped, e.g., with additional emergency pumps,
generators, and battery banks [51].

However, backup systems can also have unexpected and unwanted side effects. For in-
stance, Kettunen, Reiman, and Wahlstrom [128] argue that the introduction of redundant
systems increases the complexity of systems, which in turn can cause that faults might
not get recognized and thus accumulate over time. Furthermore, common-cause failures
are more likely to occur.

To handle faults in safety-critical systems as well as in their backup systems, fault detection
and diagnosis (FDD) approaches can be employed [159]. FDD methods aim to detect,
isolate, and identify the size and time-variant behavior of faults [110]. Application areas
of FDD methods in nuclear-power plants include instrument calibration monitoring [94],
reactor core monitoring [168], and monitoring of loose parts that can damage the reactor
coolant system [65]. Instrument calibration monitoring, for instance, can be implemented
by using a redundant set of sensors [88]. The average of the measurements of the
redundant sensors is used to determine whether the sensor under investigation shows an
abnormal derivation. Instead of the data perceived by redundant sensors, correlating
measurements in the system can be used to predict the output of a sensor. The advantage
of such an analytical approach is that hardware can be reduced.

By introducing FDD methods, the safety of nuclear-power plants can be improved as, for
instance, the equipment reliability is enhanced, and the exposure of personal to radiation
can be reduced [159]. Furthermore, also the efficiency is increased since, for example, the
availability and the lifetime can be optimized.

5.3 A Stepwise Fault-Tolerance Approach

As mentioned before, many of the applications executed by autonomous vehicles are
safety-critical, i.e., a fault might result in a hazardous situation. Therefore, to guarantee
the safety of the passengers and other road users in case an occurring fault causes a
safety-critical application to misbehave, measures have to be implemented to ensure a
safe operation in such situations.

Although handling faults by performing an emergency stop is feasible, such behavior is not
always desirable since this will cause customer satisfaction to decline [133]. Furthermore,
in case the vehicle is, for example, moving at a very high speed or driving in a tunnel, it
might not be safe to stop abruptly.

On the other hand, increasing the fault-acceptance rate might cause vehicles to operate
unintendedly, leading to a loss of customer confidence.

In order to address the above issues, we proposed in previous work FDIRO [116, 122]
(standing for “Fault Detection, Isolation, Recovery, and Optimization”), a fault-tolerance
approach for handling faults in a stepwise fashion, extended with a configuration-
optimization procedure, and based on the FDIR approach (cf. Subsection 5.2.2). In
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APTUS, we employ FDIRO in the component layer to implement the required self-healing
property.

5.3.1 Overview

The idea of FDIRO is to handle faults in a stepwise manner by executing the following
four procedures:

1. detection of the fault,
2. isolation of the fault by a switchover between redundant instances,
3. recovery of the software-architecture requirements, and

4. optimizing the configuration.

The first three steps correspond to the detection, isolation, and recovery actions as
specified by FDIR. The execution of those steps eliminates the fault and ensures that the
vehicle can continue its operation. However, since the resulting configuration might not
be optimal, we extended the FDIR strategy by an additional optimization step, hence
the name “FDIRO”. The newly introduced optimization step aims to enhance the system
according to goals that depend on the current situation.

The motivation for implementing a stepwise reconfiguration is that, for some faults,
the reconfiguration time is critical. In particular, certain cases require that the time
until a fault is isolated and a redundant instance takes over the actions of the faulty
instance must lie within a range of milliseconds. For instance, the maximum acceptable
reconfiguration time of the application that controls the steering is, in some cases, 90 ms,
according to Orlov et al. [177].

The stepwise design of our reconfiguration approach meets this requirement since the
complexity of the detection and isolation step is low, enabling that those steps can be
performed within a guaranteed time.

Note that, to provide a fast fault detection, the monitoring period has to be short, and
the detection actions during a monitoring cycle have to be of low complexity.

Fast fault isolation by switching over to a redundant application is ensured due to the
implementation of different operation modes. The idea is that each safety-critical function
is executed redundantly, whereby one application is executing in active or active-low
operation mode. The other redundant applications are executing in active-hot operation
mode. The active-hot applications are capable of taking over the responsibilities of the
active and active-low applications within milliseconds if required.

In contrast to the detection and isolation steps, the complexity of the redundancy recovery
and optimization steps is significantly higher. However, since the time criticality of the
latter steps is lower than that of the former steps, such a behavior is acceptable. Figure 5.6
illustrates this complementary effect.
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Figure 5.6: Comparison of time criticality and computational complexity of the FDIRO
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Figure 5.7: Workflow of FDIRO.

5.3.2 Workflow

The individual steps defined by FDIRO are, as illustrated in Figure 5.7, executed by
different components.

The components that detect faults and consequently trigger a reconfiguration are called
monitors. Detecting faults in autonomous vehicles is a well-known challenge [155]. Sev-
eral approaches have been published to detect faults in various software and hardware
components, including, for instance, perception applications [10], localization applica-
tions [113], computing nodes [14], and sensors [82]. The implementation of the monitors
in an autonomous vehicle strongly depends on the applied applications and hardware.
As APTUS focuses on the generic aspects of extending the system architecture to become
self-managing, we do not further discuss monitoring approaches.

In case any monitor detects a fault, it reports the fault to the so-called switchover
component, SwComp. In the first step, SwComp determines all applications that are
affected by the fault. For instance, if a monitor reports that a computing node failed,
all applications executed by that computing node are considered to be affected. On the
other hand, if a monitor, which monitors a specific application, reports a fault, only the
failed application is considered affected.

For each affected application, SwComp executes in the next step the procedure illustrated
in Figure 5.8. First, SwComp isolates the affected application. To perform the isolation
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Figure 5.8: Activity diagram of the procedure executed by SwComp to isolate and restore
the functionality of an application affected by a fault.

initiate emergency stop

procedure, we introduce an additional operation mode called isolated. If the operation
mode of an application is set to isolated, the output of the application is no longer sent
to other applications or actuators in order to avoid propagating the fault. Furthermore,
isolated applications are terminated by the host platform.

The further actions executed by SwComp depend on the previous operation mode of
the affected application, i.e., the operation mode before the application was isolated. If
the application was in active-hot operation mode, then no further actions are required
by SwComp and the control is handed over to AP?Initiator, which is part of the
reconfiguration layer and responsible for executing the redundancy-recovery procedure.

On the other hand, if the application was in the active or active-low operation mode,
then SwComp analyzes in the next step whether active-hot applications exist which
implement the same function as the affected application. In case the system executes
such applications, SwComp selects an active-hot application and instructs it to switch to
the active operation mode. Through this operation mode upgrade, the prior active-hot
application takes over the tasks of the application affected by the fault.

If multiple suitable active-hot applications exist, SwComp deterministically selects the
one with the lowest redundancy-instance number. A deterministic selection procedure
is essential as otherwise, the configuration graph becomes non-deterministic, i.e., the
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same input configuration and a configuration transition might lead to different successive
configurations. Note that active-hot applications also affected by the currently considered
fault can not be selected for becoming the new active application.

In case no suitable active-hot instance exists, SwComp has to evaluate whether the failure
of the instance causes the safety level to drop below an acceptable threshold. SwComp
uses the function A, which we introduced in Subsection 4.6.1, to determine whether the
minimum safety requirements are fulfilled. Recall that A, defines five levels, whereby
configurations that belong to level 0 do not fulfill the minimal safety and reliability
requirements.

If the current system state does not fulfill the minimum safety requirement, then SwComp
initiates an emergency stop. However, in case the current system state satisfies the
minimum safety requirement, the redundancy-recovery step of FDIRO is executed in the
next step.

Once the procedure illustrated in Figure 5.8 has been completed for all applications
affected by the fault, SwComp instructs the reconfiguration layer to proceed with the
execution of the redundancy-recovery procedure of FDIRO. In particular, SwComp sends
a recovery request to AP?Initiator. This request includes the initiator event, which
specifies the fault that triggered the FDIRO procedure. Since the initiator event defines
a fault, AP?Initiator instructs 1inAP?S to compute a new configuration unless the
required configuration is part of the configuration graph.

As discussed in Section 4.3, 1inAP?S aims to quickly recover compliance with the
current software-architecture requirements. Since the present fault might cause that
the current software-architecture requirements cannot be fulfilled, 1inAP?S computes
in parallel configurations based on weakened software-architecture requirements. In
case no configuration can be found, an emergency stop is initiated. Otherwise, the new
configuration is applied, and the final step of FDIRO, i.e., the configuration optimization
step, is executed.

Like the reconfiguration step, the optimization procedure of FDIRO is also executed
by the reconfiguration layer. The optimization step is triggered by sending a request
to AP°Initiator which specifies as initiator event the request to optimize the cur-
rent configuration. Consequently, AP?Initiator instructs 1ogAP?S to compute an
optimized configuration unless the configuration graph already contains the required
configuration. Once the optimized configuration is applied, the FDIRO procedure is
successfully completed.

5.4 A Hardware Redundancy-Recovery Extension

FDIRO, as described in the previous section, implements a redundancy-recovery approach
that can recover the redundancy of software applications by starting new application
instances. However, FDIRO is not capable of recovering failed hardware components like
computing nodes or sensors. Consequently, only a limited number of hardware faults can
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be tolerated before the mission has to be terminated by an emergency stop. Therefore,
we introduce the hardware redundancy-recovery approach HRR, which is an extension to
Fpiro.

The idea of HRR is that in case of a hardware fault, FDIRO instructs HRR to recover
the faulty component, after performing the isolation step. HRR then analyzes the fault
and determines a so-called recovery plan, which is an ordered list of recovery approaches.
In case of a successful reactivation, the recovered hardware is again integrated into the
system.

In what follows, we describe the HRR procedure. Furthermore, we provide a use case to
illustrate the introduced procedure.

5.4.1 Workflow of the Hardware Redundancy-Recovery

The procedure of the hardware redundancy-recovery approach is executed by the so-called
HRR component. The HRR procedure is executed in parallel to the FDIRO procedure. As
illustrated in Figure 5.9, the HRR component first analyzes the error report, i.e., a report
created by the monitor which classified the hardware component under investigation as
malfunctioning.

Based on that error report, the HRR component determines a so-called fault category. The
latter contains a pre-sorted list of several faults that might have caused the component
under investigation to fail. The faults listed in a fault category can be, for instance,
ranked using an FMEA-like (“failure mode and effects analysis”) approach [206]. The
idea is that, for each fault f, its severity, S(f), probability of occurrence, O(f), and
probability of detection, D(f), is determined at design time. The values of those
parameters are bounded between 1 and 10, whereby 1 is considered insignificant/unlikely,
and 10 corresponds to very significant/probable. By multiplying those three parameters,
the so-called risk-priority number, RPN (f), is calculated:

RPN(f) = 5(f)-O(f) - D(f).

The risk priority number of the individual faults is used to rank them in a descending
fashion. Each fault entry of a fault category holds a predefined list of so-called recovery
approaches, i.e., approaches to fix the fault that caused the hardware component under
investigation to fail. The recovery approaches are determined at design time and are or-
dered hierarchically concerning, for example, their effectiveness, estimated computational
effort, and execution time. Furthermore, for each recovery approach, a list of recovery
approaches that can be carried out in parallel is specified.

According to the risk priority number of the corresponding fault, the recovery approaches
of all faults that are part of the identified fault category are sequentially added to the
so-called recovery plan. In case the HRR component cannot identify a fault category
based on the provided error report, the recovery approaches of all fault categories of the
component under investigation are added to the recovery plan.
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Figure 5.9: The activity diagram of the HRR component.
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As the fault categories, the faults, and the corresponding recovery approaches are
determined at design time, they are considered as being static. However, using, for
instance, an OTA (“over the air”) update mechanism, the set of fault categories, faults,
and recovery approaches can be adjusted.

After the list of recovery approaches that might fix the fault is identified, the processing of
those approaches starts. The HRR component first selects the approach which is ranked
the highest. Additionally, all recovery approaches which can be executed in parallel to
that approach are selected as well. Next, the selected recovery approaches are executed.

Once all selected recovery approaches are terminated, the HRR component determines
whether the recovery was successful. A recovery is considered successful if the monitor of
the component under investigation does not detect any error. In that case, the hardware
component under investigation is marked as functional and can therefore be again used
by the system.

Before the HRR component terminates, the executed procedure, including, for instance,
the determined fault category, the executed recovery approaches as well as their results,
are logged. The logs of several vehicles can then be used to optimize, for example, the
prioritization of recovery approaches.

In case the executed recovery approaches did not fix the fault, the HRR component
determines whether the error report of the monitor still indicates the same fault. If
so, the next recovery approach in the recovery plan that has not been conducted yet
is selected. In case no recovery approach that has not been executed yet exists, the
hardware component under investigation remains marked as faulty and can, therefore,
not be used by the system. After logging the executed procedure, the HRR component
terminates.

However, if the analysis of the error report yields a fault that is different from the one
determined at the beginning of the HRR procedure, the procedure has to start over.

5.4.2 Use Case: Radar Fault

To illustrate the workflow of HRR, we assume that an application failed due to a defective
front-right radar. Consequently, FDIRO isolates this application and instructs the HRR
component to start its recovery procedure for the defective radar.

A subset of the fault categories for radar sensors is illustrated in Figure 5.10. In this use
case, we assume that according to the error report provided by the monitor, the fault
category “value constant” is the most fitting, i.e., the data points of the radar sensor are
constant, e.g., in terms of the measured distance or relative velocity.

As illustrated in Figure 5.10, two faults are defined for the considered fault categories,
namely “incorrect initialization of the sensor” and “dirt accumulation blocks the sensor”,
which are ordered according to their risk-priority number. Furthermore, for both faults,
recovery approaches are specified. In order to attempt to recover the faulty radar sensor,
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Figure 5.10: The fault categories, faults, and recovery approaches of a radar sensor.

the HRR component first initiates a reinitialization of the sensor, as this recovery approach
is defined as a countermeasure for the fault having the highest risk-priority number.
After the reinitialization of the front-right radar sensor terminates, a monitor determines
whether the sensor is still faulty. In this use case, we assume that the reinitialization of the
sensor does not fix the fault, and the fault does not change during the recovery procedure.
Consequently, the HRR component executes the remaining recovery approaches.

The next approach conducted by the HRR component in order to fix the fault is to
activate the cleaning mechanism of the sensor. While executing this recovery approach,
the sensor heating is activated as well since those two approaches can be performed in
parallel. After the termination of both recovery approaches, the monitor again checks
whether the fault was fixed. Assuming this is the case, the HRR component logs the fault
as well as the executed recovery approaches and activates the sensor again.

5.5 The Tool AT-CARS

To determine the reliability of an autonomous vehicle over time, we developed the tool
AT-CARS, standing for “analyzing tool for complex autonomous and reliable systems”.

The basic idea of AT-CARS, as illustrated in Figure 5.11, is that a user provides the
following items:

o the definition of the computing nodes, sensors, functions, and applications the
vehicle is equipped with,

« the failure probability distribution of the computing nodes, sensors, and applications,

o the recovery probability after an occurring failure of the computing nodes, sensors,
and applications,

o the initial configuration, and

e a set of simulation parameters.

AT-CARS determines, based on these input parameters, the reliability of the system over
time using a Monte Carlo simulation [166], which is a probabilistic technique that is used

107



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

5.

THE COMPONENT LAYER

108

hw/sw component
definition

failure probability
distribution

repair probability AT-CARS reliability estimation

initial configuration

simulation parameters

Figure 5.11: System overview of AT-CARS.

in various fields, including finance [165], manufacturing [156], and medicine [9].

The basic idea of Monte Carlo simulation is to model, e.g., a process or a system
that involves random variables by generating random samples from the probability
distributions associated with those random variables. After running multiple iterations
of sampling the random variables, the results can be analyzed. The more iterations are
executed, the closer the results converge to the true behavior of the process or system.

To determine the system’s reliability, AT-CARS, which is implemented in Matlab!,
simulates the system behavior over a specified time by injecting faults, which are then
handled by a fault-tolerance method. The fault-tolerance method that shall be applied
is defined in the simulation parameters, whereby the user can select between three
methods, denoted by mq, ms, and mg. If the user selects fault-tolerance method mq, then
FDIRO, together with HRR, is applied. On the other hand, in case ms is chosen, FDIRO
without HRR is applied. If the fault-tolerance method ms is selected, then AT-CARS
only executes the fault detection and isolation step of FDIRO, i.e., the redundancy levels
of failed applications are not recovered.

Since AT-CARS is based on a Monte Carlo simulation, several iterations are required in
order to determine a sound reliability estimation of the system. The user defines the
number of iterations that shall be executed in the simulation parameters.

Apart from employing a Monte Carlo simulation, various other approaches to determine
the reliability of a system exist. We discuss some of these approaches and analyze whether
they are suitable for analyzing autonomous systems in the next section. Afterwards, in
Section 5.5.2, we describe the workflow of AT-CARS.

5.5.1 Modeling Approaches for Autonomous Systems

Classical reliability analysis approaches, such as reliability block diagrams (RBD) [108, 15]
and fault tree analysis (FTA) [107, 148], can model dependencies between components

'MATLAB version: 9.13.0.2126072 (R2022b) Update 3.
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in case simple system structures such as parallel or serial-like structures are considered.
However, those approaches do not consider recovery behavior or dynamic behavior,
e.g., the introduction of new redundant components. Thus, they are not capable of
analyzing autonomous systems that consider such behaviors. Nevertheless, there are
various approaches to enhance RBD and FTA.

An approach based on RBD is, e.g., dynamic reliability block diagrams (DRBD) [57].
The idea of DRBD is to introduce additional blocks that interact with each other, which
allows modeling, e.g., common-cause failures and dynamically changing operation modes.
However, due to the increased complexity of the block diagrams, other approaches than
Boolean algebra are required to solve DRBD [184]. On the other hand, dynamic fault
tree analysis (DFTA) [58, 162] is an approach based on FTA, which introduces additional
gates that can represent a more dynamic system behavior.

Both above mentioned dynamic approaches, i.e., DRBD and DFTA, are not suited for
modeling systems containing different operation and failure modes, as well as complex
dynamic behavior. The problem is that those enhancements lead to the introduction
of various additional parameters, which cause the modeling and analysis procedure to
become tedious or even impossible.

Another frequently applied approach for analyzing complex systems is Markov analy-
sis [15]. This analysis uses states and state transitions to represent different system
behaviors. Therefore, recovery behaviors and dynamic behaviors can be modeled. How-
ever, the drawback of Markov analysis is that the Markov property, which states that the
probability of a transition between two states only depends on the current state and the
current point in time, has to be satisfied.

An enhancement of Markov analysis is the semi-Markov process [83]. This process
allows the consideration of recovery behavior and is not limited to a memoryless failure
behavior [15]. However, Markov models of complex systems can contain thousands of
states, which leads to a modeling state space of enormous size. This state explosion
causes the modeling and calculations to become tedious due to the complex computations
involved in the semi-Markov process. As a result, this Markov variant is not convenient
for analyzing large and complex systems.

Consequently, Markov models, which are designed to minimize the state space to avoid
a state space explosion, have been introduced in the past. For instance, Heinrich et
al. [115] introduced a tailored Markov model that reduces the size of the state space by
combining different system states into one single state. However, this modeling approach
violates the Markov condition. Consequently, differential state equations cannot be
applied to analyzing the modeled systems. Therefore, Heinrich et al. implement, similar
to AT-CARS, a Monte Carlo simulation to analyze the tailored Markov models. Like
AT-CARS, their approach allows analyzing fault-tolerance methods. However, in contrast
to AT-CARS, their approach does not support modeling the dependency of computing
nodes and applications, i.e., a failure of a computing node does not cause the applications
executed by this computing node to fail.
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Table 5.1: Probability distribution functions supported by AT-CARS to define the fault
probability of components. Note that the variable ¢ denotes the time in hours. The other
parameters need to be defined in the file J;.

5.5.2 Workflow of AT-CARS

In the first step, as illustrated in Figure 5.12, AT-CARS parses the input parameters,
which are specified in three JSON files [53] that are referred to as Ji, Jo, and Js3:

e The JSON file J; defines the properties of the computing nodes, the sensors, the
functions, and the applications. Note that in the context of AT-CARS, we denote
computing nodes, sensors, and applications as components.

e The JSON file J5 specifies the initial configuration parameters.

e The JSON file J3 defines the simulation parameters.

AT-CARS employs JSON as input format since JSON files are convenient to read and
parse. Note that we illustrate the structure of the JSON files in Section 6.4.

Once the input is parsed, AT-CARS initiates the first iteration of the simulation by
applying the initial configuration. This configuration specifies which applications are
executed by which computing nodes at the beginning of the simulation time.

Next, for each component c that is part of the initial configuration, a failure time ¢, fqijure is
determined. The failure time of a component is a concrete value drawn from the continuous
random variable T f4iure that follows a probability density function which is specified
by the user in JSON file J;. AT-CARS supports Weibull distributions [217], exponential
distributions, and normal distributions to define the fault probability of components.
These are commonly used failure probability distributions for components [167]. Table 5.1
lists the supported functions and their parameters. Note that AT-CARS is easily extensible
to support further failure distributions.

Once the failure times are calculated, the failure that occurs chronologically first is
determined. If this failure occurs after the mazimum simulation time, which is specified
in the JSON file J3, then the iteration is completed. In this case, the system is considered
functional during the entire simulation time. AT-CARS then proceeds by starting the
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5.5. The Tool AT-CARS

parse input parameters

J

apply initial

configuration

determine fault times

l

determine next fault

[simulation time exceeded]

[simulation time not exceeded]

inject determined fault
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execute fault-tolerance
mechanism
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[iteration counter exceeded]
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Figure 5.12: Workflow of AT-CARS.
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next iteration unless the total number of iterations, which is specified in JSON file Js, is
already reached.

If the determined failure occurs within the specified maximum simulation time, then it is
injected into the current configuration. AT-CARS indicates that a component failed, by
setting the so-called failed flag for this component.

To handle this failure, AT-CARS executes in the next step the fault-tolerance mechanism,
i.e., my, mo, or mg, which is specified in the JSON file J3.

In case my or mq is selected, AT-CARS performs the fault detection, fault isolation,
redundancy recovery, and the configuration optimization procedure of FDIRO. If the
fault-tolerance mechanism mjs is selected, only the fault detection and the fault isolation
step of FDIRO are executed. Notably, the implementation of the fault detection procedure
is relatively lightweight since AT-CARS sets the failed flag for failed components, which
can be accessed by FDIRO. The successive steps, i.e., the fault-isolation step, the
redundancy-recovery step, and the configuration-optimization step, are performed as
described in Section 5.3.

Additionally, if the failed component is a computing node or a sensor and m; is selected,
FDIRO instructs HRR after the execution of the isolation procedure to recover the failed
component. AT-CARS does not simulate the individual steps of HRR but instead uses the
specified recovery probability of that component to determine whether the component
can be recovered after the occurrence of a fault.

Furthermore, aside from defining recovery probabilities for computing nodes and sensors,
AT-CARS also allows users to specify recovery probabilities for applications. Note
that within the redundancy-recovery procedure of FDIRO, a new instance of the failed
application is introduced. Nevertheless, there exists the possibility that this new instance
immediately encounters the same fault that also caused the application instance it is
replacing to fail. Therefore, AT-CARS provides users with the capability to define recovery
probabilities for applications.

The recovery probability of a component ¢ after the occurrence of a failure at time
te, failure 1S given by the conditional probability

P(R. = recovery successful | T¢ taiture = te, failure)s

where R, is a discrete random variable which can take on the values “recovery successful”
and “recovery not successful”. In what follows, we denote this conditional probability by
P, recovery(te, faiture). The user can specify the recovery probability in the file J;.

After the fault-tolerance procedure finished its execution, AT-CARS determines the so-
called system state of the vehicle. The system state indicates whether the system is
functional. AT-CARS considers a system functional if all functions of priority HIGH
are executed and certain sensors have not failed. The specific sensors that need to be
functional are defined within the simulation parameters.
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5.6. Summary of the Component Layer

If the system state indicates that the system is functional and the simulation time has not
exceeded the maximum simulation time, the fault times of newly introduced application
instances and recovered components must be determined. Note that to calculate the
fault time, the current simulation time is added to a random value from the specified
failure probability distribution since those fault times are calculated at a later stage
in the simulation. Afterwards, the simulation of the current iteration is continued by
injecting the fault that is next in chronological order.

In case the system state indicates that the system is not functional, then the current
iteration is aborted. AT-CARS then starts the next iteration unless the total number of
iterations is already achieved.

Once all iterations have been completed, the reliability of the system is determined. The

reliability, R(t), over time ¢ is given by

N Ftt faited)
N b

R(t) =

where ¢t denotes the time in hours, ¢ the iteration number, and N the total number of
iterations. Furthermore, the function f is defined thus:

)L < failed
F(t. i faitea) = { 0, otherwise

where t; t4cq indicates the time at which the system state transitioned to not functional
in iteration i. In case the system did not fail within the maximum simulation time,
ti failea = 00 holds.

Appendix A.4 outlines the implementation of AT-CARS in pseudo-code.

5.6 Summary of the Component Layer

In this chapter, we introduced the component layer of ApTUS, which implements the
self-healing property. It contains two main components: FDIRO and HRR.

FDIRO is a fault-tolerance approach consisting of a fault detection, isolation, recovery,
and optimization step. These steps are executed in response to a hardware or software
fault, aiming to restore the system to a safe and optimized state. To further enhance
FDIRO, we introduced HRR, which enables the recovery of failed hardware components.

In addition to FDIRO and HRR, we also presented in this chapter AT-CARS, which is a
simulation environment that employs a Monte Carlo simulation to evaluate the reliability
of the configurations computed by APTUS. In the next chapter, AT-CARS is used to
analyze the impact of FDIRO and HRR on system reliability.
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CHAPTER

Use-Case Scenario

We now present a use-case scenario that illustrates the overall workflow of ApTUS. In this
scenario, an autonomous vehicle performs commercial missions in an urban environment.

Section 6.1 defines the conditions assumed in this use case. In Section 6.2, we illustrate
the workflow of the configuration layer in three stages, whereby the vehicle experiences a
different current context in the individual stages. Section 6.3, then, shows the process-
ing of the determined software-architecture requirements by the reconfiguration layer.
Furthermore, a hardware fault is discussed in order to illustrate the interplay between
the component layer and the reconfiguration layer. Note that for the sake of simplicity,
we omit the procedures performed by D-DEG and CGM in this example. Finally, in Sec-
tion 6.4, we analyze a previously computed configuration using AT-CARS, and Section 6.5
concludes with a brief summary.

6.1 Example Setup

The autonomous vehicle assumed in this example is equipped with the functions required
for autonomous driving, which are defined in Section 2.1. Furthermore, the vehicle is
capable of performing the functions described in Table 3.1. The applications which
implement those functions are listed in Table 6.1.

The level of redundancy and the level of separation are set to 2 for all applications of
the localization function, the sensor-fusion function, the ADS-mode-manager function,
the interpretation and prediction function, the drive-planning function, the motion-
control function, and the body-control function. Furthermore, the level of diversity of
those applications is set to 1. The level of redundancy and the level of diversity of the
applications that implement the update-management function are set to 1, and the level
of separation is set to 2. For the remaining applications, the level of redundancy, the
level of diversity, and the level of separation are set to 0. The memory demands, the
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6. UsE-CASE SCENARIO
Table 6.1: The applications that implement the defined functions.
Functions Applications
localization || locl, loc2
sensor_fusion || fusl, fus2, fus3
ads_mode_manager | amml, amm2
interpretation_prediction || int_predl, int_pred2
drive_planning || dr_planl, dr_plan2, dr_plan3
motion_control || m_contl, m_cont?2
body_control || b_contl, b_cont2
traffic_optimization || tfc_optl
ride_management rd_mgmt1
update_management || up_mgmtl, up_mgmt2
shared_event_recording sh ev_recl
logging || logl
ride_visualization || rd_visl
entertainment || entl
performance demands, and the list of required supporting software of the applications
are defined in Table 6.2.
Furthermore, we assume that the vehicle is equipped with three computing nodes.
Table 6.3 shows the provided memory, performance, and supporting software resources.
Note that the resource parameter values of the applications and computing nodes are
assumed values.
The environmental-context values that we consider in this example are clear, rainy,
city, daylight, and dark. Furthermore, we define the environmental-context sets
clear_city,city_daylight, rainy_dark, city_dark, rainy_city_dark, and
clear_city_daylight. Note that the names of environmental-context sets indicate
the environmental-context values that are part of the sets.
For the applications which implement the localization function, the sensor-fusion function,
the interpretation and prediction function, the drive-planning function, and the motion-
control function we define environmental-context ratings. The ratings are given in
Tables 6.4, 6.5, and 6.6. For the applications of the remaining functions, we do not
specify environmental-context ratings. Note that the environmental-context ratings used
in this example are assumed values.
The vehicle-operation modes, operation properties, and user contexts that we use in this
example are those defined in Section 3.3.1. We also use the mapping between functions
and the introduced vehicle-operation modes, operation properties, and user contexts that
were introduced in that section. Furthermore, we use the optimization functions and
relations between optimization functions and context information as defined in that same
section.
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6.2. Software-Architecture Requirement Determination

Table 6.2: The memory demands, the performance demands, and the required supporting
software of the applications. Note that the memory demands are given in Megabytes and
the performance demands in TFLOPS (102 floating point operations per second).

H memory ‘ performance | req_supporting_software

locl 2000 70 cuda

loc2 2500 80 cuda

fusl 4000 130 cuda

fus?2 3000 120 cuda

fus3 3000 120 cuda
amml 1000 20 -
amm?2 1500 20 -

int_predl 5000 100 cuda

int_pred2 4500 90 cuda

dr_planl 3000 80 cuda

dr_plan2 4000 90 cuda

dr_plan3 4000 100 cuda
m_contl 2000 70 -
m_cont?2 1500 80 -
b_contl 1000 50 -
b_cont?2 1000 60 -
tfc_optl 2000 60 -

rd_mgmt 1 1000 10 Jjava
up_mgmt1 6000 20 -
up_mgmt 2 6500 20 -
sh_ev_recl 2000 40 -
logl 2000 40 -

rd_visl 2000 50 Jjava

entl 3000 60 Jjava

6.2 Software-Architecture Requirement Determination

This section illustrates the workflow of the configuration layer. As mentioned before, we
define three stages, which define a different current context. Table 6.7 gives an overview
of the current context that the vehicle experiences in the individual stages.

In what follows, we describe the output of C-SAR in those stages. Recall that we do not
consider software-architecture degradations determined by D-DEG in this example.

6.2.1 First Stage

In the first stage, we assume that the autonomous vehicle is operated in autonomy mode.

Furthermore, we define that the passengers traveling with the vehicle booked a premium
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6. USE-CASE SCENARIO
Table 6.3: The provided memory, the provided performance, and the provided supporting
software of the computing nodes. Note that the provided memory is given in Megabytes
and the provided performance is specified in TFLOPS (10'2 floating point operations per
second).
H memory | performance ‘ supporting_software
cnl 32000 1000 cuda
cn2 32000 750 cuda, java
cn3 64000 1000 cuda
Table 6.4: The environmental-context ratings of 1ocl, fusl, int_predl, dr_planl,
and m_cont1l. Note that “-” indicates that no rating is given.
H locl ‘ fusl ‘ int_predl | dr_planl | m_contl
clear 82 70 84 79 72
rainy 51 42 72 71 87
city 79 74 92 80 91
daylight 84 71 89 65 84
dark 63 7 76 61 86
clear_city 82 72 - 92 76
clear_daylight 89 65 - 89 71
city_daylight 78 73 - 82 79
clear_city_daylight 86 - - - 82
rainy_city 62 39 - - 70
rainy_dark - - - - 63
city_dark - - - - 68
rainy_city_dark - - - - 72
ride. The ride is performed in daylight, and the weather is clear. Moreover, we assume
that the vehicle is low on battery.
Figure 6.1 illustrates the output of C-SAR in the first stage. The computer used to
generate this output was equipped with an Apple M2 chip with 8 cores and 8 GB memory.
C-SAR generated the output in 11 ms.
As can be seen in the output, the optimization functions selected for the current context are
min_displ_act, min_comp_nodes, and max_sep, whereby min_displ_act is of
the highest priority. The optimization functionsmin_displ_act and min_comp_nodes
are selected since the current context contains the vehicle operation mode autonomous.
On the other hand, the optimization function min_comp_nodes is selected since the
vehicle is low on battery, i.e., the operation property 1ow_power is part of the current
context.
Since the vehicle is operated in the autonomous operation mode, all functions which are
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6.2. Software-Architecture Requirement Determination

selected_optimization_function (min_displ_act,
selected_optimization_function (min_comp_nodes,

selected_optimization_function (max_sep, 40).

selected_function (localization,
selected_function (sensor_fusion,

2).

2).

selected_function (ads_mode_manager, 2).
selected_function (interpretation_prediction,

selected_function(drive_planning, 2).

selected_function (body_control,

2).

selected_function (ride_management, 1).

selected_function (shared_event_recording, 1).

selected_function(ride_visualization, 0).

(
(
(
(
(
selected_function (motion_control, 2).
(
(
(
(
(

selected_function (entertainment,

active_application(locl, 0).
active_application (fus2, 0).
active_application (amml, 0).

0) .

active_application (int_predl, O0).

active_application (dr_planl, O0).

active_application(b_contl, 0).
active_application(rd_mgmtl, O0).

active_application(sh_ev_recl, 0).

(
(
(
(
(
active_application(m_contl, 0).
(
(
(
active_application(rd_wvisl, 0).
active_application(entl, 0).
active_hot_application(locl, 1)
active_hot_application(loc2, 2)
active_hot_application(fus2, 1).
active_hot_application (fusl, 2)
active_hot_application (amml, 1)
active_hot_application (amm2, 2).

(
(
(
(
(
(
active_hot_application(int_predl,
active_hot_application (int_pred2, 2).
(
(
(
(
(
(

active_hot_application(dr_planl,
active_hot_application(dr_plan2z,
active_hot_application (m_contl,
active_hot_application (m_cont?2,
active_hot_application (b_contl,
active_hot_application (b_cont?2,

1).

1).
2) .
) .
)
)
)

N P N =

Figure 6.1: Partial output of C-SAR in first stage of the discussed example.

119



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

6. USE-CASE SCENARIO

Table 6.5: The environmental-context ratings of loc2, fus2, int_pred2, dr_plan2,
m_cont2. Note that “-” indicates that no rating is given.

H loc?2 ‘ fus?2 ‘ int_pred2 | dr_plan2 | m_cont2

clear 76 83 72 71 79

rainy 72 84 81 70 87

city 70 79 80 72 70

daylight 65 82 75 74 72

dark 75 - 69 70 89

clear_city 79 69 - 89 -
clear_daylight - 71 - 82 -
city_daylight 86 68 - 71 69
clear_city_daylight 82 - - - -
rainy_city 90 87 - 79 91
rainy_dark - - - - 92
city_dark 82 - - - 89
rainy_city_dark 87 - - 73 81

Table 6.6: The environmental-context ratings of fus3 and dr_plan3. Note that “-”
indicates that no rating is given.

H fus3 ‘ dr_plan3

clear 64 72
rainy 89 82
city 71 92
daylight 61 78
dark 82 7

clear_city - -

clear_daylight - -
city_daylight - -
clear_city_daylight - -

rainy_city 83 83
rainy_dark 87 79
city_dark 84 -
rainy_city_dark 92 82

required for operating the vehicle autonomously, as well as the shared event-recording func-
tion and the ride-visualization function, are selected. Furthermore, since the passengers
booked a premium ride, the entertainment function is also selected.

Recall that the applications which implement the localization function, the sensor-fusion
function, the interpretation and prediction function, the drive-planning function, and the
motion-control function are rated applications. Consequently, C-SAR has to consider the
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6.2. Software-Architecture Requirement Determination

Table 6.7: The current context of the three stages.

H First Stage Second Stage Third Stage

vehicle-operation mode autonomous parked autonomous
. . commercial, ) .
operation properties commercial commercial
low_power
user context || premium_ride - low_cost_ride
clear, clear, rainy,
environmental-context values city, city, city,
daylight daylight dark

context-environment ratings in order to select the active application.

In what follows, we discuss the selection of the active and active-hot applications that
implement the localization function and the sensor-fusion function, respectively. Note that
the selection of the active application and the active-hot applications for the interpretation
and prediction function, the driving planning function, and the motion-control function
follow the same selection criteria.

The localization function is implemented by the application 1ocl and loc2. In the
current context, 1oc1 is used as an active application since its environmental-context
rating for the environmental-context sets clear_city_daylight is higher than the
rating of 1oc2. Note that the specialization level of 1ocl and loc2 is 3 in the current
context.

Recall the level of redundancy required by locl is 2 and the level of diversity is 1.
Consequently, two active-hot applications have to be determined. As the level of diversity
is 1, the first active-hot application is like the active application, an instance of locl.
The second active-hot application is an instance of loc2.

The sensor-fusion function is implemented by three applications, fusl, fus2, and
fus3. The specialization level of fusl and fus2 is 2, and the specialization level
of fus3 is 1 in the current context. Since the specialization level of fus3 is lower
than the specialization level of fusl and fus2, this application is not selected as an
active application by C-SAR. The applications fus2 and fusl are both rated for the
environmental-context sets clear_city, clear_daylight, and city_daylight.
Consequently, for each of those two applications the lowest rating concerning the before
mentioned environmental-context sets is used to determine whether fusl and fus2 is
selected as the active application. The rating that is considered for fusl is 65 and the
rating for fus2 is 68. As a result, fus?2 is selected as an active application. The lower
rated fus1 is used as a diverse active-hot application.

For the ADS-mode-manager function, the body-control function, the shared event-
recording function, the ride-visualization function, and the entertainment function, only
non-rated applications exist. Recall that two applications implement the ADS-mode-
manager function and the motion-control function, respectively. Therefore, C-SAR selects
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selected_optimization_function (min_comp_nodes, 60).

selected_function (ride_management, 1).
selected_function(traffic_optimization, 0).
selected_function (update_manager, 2).

active_application (up_mgmtl, O).
active_application (rd_mgmtl, O0).

active_application(tfc_optl, O0).

active_hot_application (up_mgmt2, 1).

Figure 6.2: Partial output of C-SAR in second stage of the discussed example.

the first application in the alphabetically ascending order. Since the level of diversity
required by those applications is 2, the remaining application is used as an active-hot
application.

On the other hand, only one non-rated application exists for the ride-management function,
the shared event-recording function, and the ride-visualization function. Consequently,
these applications are selected as active applications. Furthermore, the level of redundancy
for these applications is 0. Therefore, active-hot applications are not required.

6.2.2 Second Stage

After the requested ride in the first stage is completed, the vehicle is parked and charged.
The illumination and weather conditions in this stage are the same as in the previous
one. However, in the course of this stage, the weather conditions change from clear to
rainy, and the sun sets.

Figure 6.2 illustrates the output of C-SAR in the second stage. C-SAR generated this
output in 10 ms. Note that the changes in the current context described above do not
influence the output of C-SAR during the second stage.

Since in the current context, the vehicle-operation mode is parked, the optimization
function min_comp_nodes is selected.

Compared to the previous stage, C-SAR only selected three functions for the current
context, i.e., the ride-management function, the traffic-optimization function, and the
update-management function. The ride-management function and the traffic-optimization
function are each implemented by one application, i.e., rd_mgmt1 and tfc_opt1. Since
those applications do not require redundancies, no active-hot applications are selected.
The update-management function is implemented by up_mgmt1 and up_mgmt2. C-SAR
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6.2. Software-Architecture Requirement Determination

selects up_mgmt 1 as active application since this application is listed first in alphabetical
order. Consequently, up_mgmt 2 is selected as active-hot application.

6.2.3 Third Stage

After the vehicle has been charged, it performs another ride. In the third stage, we
assume that a customer booked a low-cost ride. Furthermore, we define that the weather
is rainy and that night has fallen.

Figure 6.3 illustrates the output of C-SAR in the third stage. C-SAR generated this
output in 11 ms. As can be seen in the output, the optimization functions selected for the
current context are min_displ_act and max_sep, whereby min_displ_act is of
the highest priority. Those optimization functions are selected since the current context
contains the vehicle operation mode autonomous.

As in the first stage, all functions required for the autonomous operation of the vehicle
are selected. Furthermore, the ride-management function, the shared-event recording
function, as well as the ride-visualization function are selected. Unlike in the first stage,
the entertainment function is not selected since the passengers booked a low-cost ride.
However, instead, the traffic-optimization function is selected.

Compared to the current context of the first stage, the current context of the third stage
includes a different set of environmental-context values. In particular, the weather in the
third stage is not clear anymore but rainy, and the illumination changed from daylight to
dark. Consequently, for some of the functions for which only rated applications exist, i.e.,
the localization function, the sensor-fusion function, the interpretation and prediction
function, the drive-planning function, and the motion-control function, the selection of
active and active-hot applications differ compared to the selection illustrated in the first
stage.

The selection of the active and active-hot applications for the localization function and
the sensor-fusion function shows that different applications are selected compared to the
first stage due to the diverging environmental-context values in the current context.

Recall that the localization application 1ocl was selected as an active application in
the first stage. In the current context, the specialization level of 1oc1 is 2 since this
application is rated for the environmental-context set rainy_city. On the other hand,
the specialization level of 1oc2 is 3. Therefore, 1oc2 is used as an active application.
Since the level of diversity of 1oc2 is 1, 1ocl is used as an active-hot application.

Compared to the first stage, also different sensor fusion applications are selected as active
and active-hot applications. In the current context, the level of specialization of fus3
is 3, while on the other hand, the level of specialization of fusl and fus2 is 2. Therefore,
fus3 is selected as an active application. As the environmental-context rating that is
considered for fus2 is higher than the rating of fusl and the level of diversity of fus3
is 1, fus?2 is used as an active-hot application.
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6. USE-CASE SCENARIO
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Figure 6.3: Partial output of C-SAR in third stage of the discussed example.
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Note that compared to the first stage, the selection of the active and active-hot application
also differs for the drive-planning function and the motion-control function. On the other
hand, the same active and active-hot applications are selected for the ADS-mode-manager
function and the interpretation and prediction function in the respective stages.

As in the first stage rd_mgmt1, sh_ev_recl, rd_visl are selected as active applica-
tions for the ride-management function, the shared event-recording function, and the
ride-visualization function. Furthermore, since the current context requires the execution
of the traffic-optimization function, C-SAR selects t fc_opt1l as an active application.

6.3 Configuration Determination

In this section, we illustrate the procedures performed by the configuration layer by
continuing the example introduced in the previous section. In particular, we show the
configurations determined by the configuration layer in the second stage and the third
stage. Furthermore, in order to illustrate the interplay between the configuration layer
and the component layer, we extend the latter stage by introducing a fault of a computing
node.

This example discusses six successive configurations. We refer to the first configuration as
(1, and the final configuration is called Cg. Furthermore, we assume that the configuration
Cy, which is the predecessor configuration of C7, holds the configuration that meets
the software-architecture requirements of the first stage. However, note that we do not
discuss this configuration in this example. Figure 6.4 shows the configurations in the
configuration graph and their classification into the levels defined by Apjo.

In what follows we discuss the individual configurations.

6.3.1 Configuration C,

Recall that after the ride of the first stage is completed, the autonomous vehicle is in the
second stage, parked and charged. Due to this context change, a new configuration is
required. We refer to the configuration that is applied in the second stage as C1.

The transition between Cy and Cj is defined as (ty, pstage2). Note that F/(Co, (tu, pstage2))=
C1 holds, where F' is the function that computes new configurations. The initiator event
Ly signals that a new configuration is required due to refined software-architecture
requirements. The new software-architecture requirements are defined by pstage2. These
requirements include those illustrated in Subsection 6.2.2 as well as the corresponding
application demands listed in Table 6.2.

After AP?Initiator has set up the application-placement problem, 10gAP?S is selected
for solving it. The application-placement problem solver 1ogAP?S is selected since the
initiator event specifies a refinement of the software-architecture requirements.

Before 10gAP?S is instructed to solve the application-placement problem, C-POAprys
determines the optimization function. As illustrated in Figure 6.4, we assume that
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Figure 6.4: Illustration of configuration Cy, C1, Csy, C3, C4, Cs, and Cf in the configuration
graph. The depicted levels correspond to the levels defined by Apy,.

(lua pstageZ)

(> Pstage3)

Level 3 Level 4

Aprio(Co) = 4 holds. Consequently, C-POapyrys selects the optimization goal determined
by C-SAR. Recall that C-SAR, selected for the second stage the optimization function
min_comp_nodes.

Figure 6.5 illustrates the configuration determined by 1ogAP?S. The active and active-hot
applications determined by C-SAR are assigned to computing node 2 and computing
node 3, respectively. Note that no applications are assigned to computing node 1 since
the optimization function min_comp_nodes aims to utilize as few computing nodes as
possible. Nevertheless, 1ogAP?S has to use two computing nodes for fulfilling the software-
architecture requirements defined by pstage2. This is because the update-management
function requests a level of separation of 2.

Due to the limited number of applications required in this stage, the memory and perfor-
mance restrictions can be neglected since enough resources are provided. Furthermore, the
applications t fc_opt1 and up_mgmt1 do not define any required supporting software.
Consequently, the assignment of these applications is not restricted due to the supporting
software offered by the computing nodes. However, the application rd_mgmt1 requires
the supporting software java. Therefore, rd_mgmt1 is assigned to computing node 2
since this computing node is the only one providing java.

6.3.2 Configuration C,

After the second stage, the autonomous vehicle is booked for another ride in the third
stage. Therefore, C-SAR selects all functions which perform the autonomous driving
task. Furthermore, C-SAR selects the traffic-optimization function, the ride-management
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assignment (up_mgmtl, 1, cn2).
assignment (tfc_optl, 0, cn2).
assignment (rd_mgmtl, 0, cn2).
assignment (up_mgmtl, 0, cn3).

Figure 6.5: The configuration C7, which is determined by 1ogAP?S.
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Figure 6.6: The configuration Cs, which is determined by 1ogAP?S.

function, the shared-event recording function, and the ride-visualization function to be
executed in this stage. The software-architecture requirements of the third stage are
contained in pstages-

Since the initiator event again specifies a refinement of the software-architecture require-
ment, AP°Initiator selects LogAP?S for solving the application-placement problem.
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Like before, C-POaprus selects the optimization function that was selected by C-SAR as
Ap,,io(Cl) = 4 holds.

Note that C-SAR selected in the third stage the optimization functions min_displ_act
and max_sep, whereby the priority of the former is higher than the priority of the latter.
The optimization function min_displ_act aims to minimize the displacements of active
applications with respect to the previous configuration. Consequently, as illustrated
in Figure 6.6, the active applications that implement the traffic-optimization function
and the ride-management function, i.e., tfc_optl and rd_mgmt1, remain assigned to
computing node 2.

As can be seen in Figure 6.6, the applications that perform the automated driving task are
evenly distributed among the three computing nodes. Note that the level of redundancy
and the required level of separation of the functions which perform the automated driving
is 2. Due to the separation requirement, the active application and the two active-hot
application instances of these functions must be assigned to at least two computing nodes.
However, because of the optimization function max_sep, each function is distributed
among all three computing nodes.

Furthermore, note that Cs obeys the provided memory capacities of the computing
nodes. The sums of the memory demands of the applications assigned to computing
node 1, computing node 2, and computing node 3 are 17000, 23500, and 20000 Megabytes,
respectively. On the other hand, the computing nodes are equipped with at least 32000
Megabytes of memory. Moreover, the configuration Cs also respects the performance
capacities of the computing nodes. The sums of the performance demands of the
applications assigned to computing node 1, computing node 2, and computing node 3
are 540, 650, and 590 TFLOPS. Nevertheless, each computing node provides at least
750 TFLOPS.

6.3.3 Configuration Cj

During the execution of the third stage, we assume that computing node 2 fails. In
the first step, the fault is detected by the component layer. The component that is
responsible for detecting and handling the fault is FDIRO.

In response to the fault, FDIRO tries to activate a redundant application that can take
over the tasks of the active applications which were executed by computing node 2,
i.e.,, amml, dr_plan2, tfc_optl, rd_mgmtl, and rd_visl. FDIRO selects the active-
hot applications which have the lowest redundancy instance number. Accordingly,
the operation modes of the applications amml and dr_plan2, which are executed by
computing node 1, are upgraded to active. Since rd_mgmt1, and rd_visl are the only
applications executing the ride-management function and the ride-visualization function,
FDIRO cannot activate any redundant application for those functions.

Next, FDIRO aims to find a new assignment for all applications which were executed by
computing node 2. Therefore, FDIRO sends a reconfiguration request which includes the
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initiator event tcp2 fault to the AP’Initiator. The initiator event Len2 fault indicates
that computing node 2 failed. Besides the initiator event, the software-architecture
requirements, and the currently applied configuration, AP?Initiator also analyzes the
current operation modes of the applications for setting up the application-placement
problem. Note that the current operation modes of the applications need to be considered
since they might distinguish from the initial operation modes stated in the software-
architecture requirements due to the actions executed by FDIRO.

After setting up the application-placement problem, AP?Initiator selects 1inAP?S
for solving it since a hardware fault triggered the reconfiguration. The aim of 1inAP?S
is to determine a configuration that reassigns the applications executed by computing
node 2.

Recall that the recovery procedure of FDIRO requires a fast reconfiguration of the
system. Therefore, 1inAP?S employs linear programming and a parallel-solving heuristic.
The parallel-solving heuristic is implemented by computing three application-placement
problems of different complexity. The three individual application-placement problems
are distinct from one another in terms of the set of functions they consider. The
sets of functions are referred to as Fy, Fy, and F5. The set Fy contains all functions
included in pgtage3. On the other hand, Fi holds the same functions as Fj except for the
ride-management function and the shared-event recording function, i.e., the functions of
priority LOW. Likewise, F5 contains the functions of F} excluding the traffic-optimization
function and the ride-visualization function, which are of priority MEDIUM.

For the application-placement problems that consider the sets Fy and Fi, no solution
exists. This is because computing node 2 is the only computing node that offers the
supporting software java, which is, however, required by the applications rd_mgmt 1 and
rd_visl. The applications rd_mgmt1 and rd_visl implement the ride-visualization
function and the ride-management function, respectively. Both these functions are
included in Fj, and the ride-management function is part of F}.

However, a solution exists for the application-placement problem that considers the
functions included in F5. Figure 6.7 illustrates the configuration that is determined by
1inAP?S, i.e., configuration Cj.

The applications which execute a function of priority HIGH that were assigned to
computing node 2 in configuration Cs are assigned to computing node 1 and computing
node 3, respectively in C3. Since 1inAP?S aims to minimize the displacements of
applications, the assignments of the applications which are assigned to computing node 1
and computing node 3 in C5 do not change in C3. Note that sh_ev_rec1 is not assigned

to computing node 3 in C'5 since the shared-event recording function is of priority LOW.

Therefore, this function is not part of Fs.

6.3.4 Configuration Cy

After the recovery procedure is completed, FDIRO initiates an optimization of the
configuration. For executing this step, FDIRO uses again the reconfiguration layer.

129



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

6.

USE-CASE SCENARIO

130

assignment (loc2, , cnl

( 0

assignment (fus3, 0
( 2
(

Q
o]
=

assignment (fus2, , cnl
assignment (amml, 1, cnl
assignment (int_pred2, 2, cnl).
assignment (int_predl, 1, cnl).
assignment (dr_plan2, 1, cnl).
assignment (m_cont2,

( 1
assignment (m_contl, 2, cnl
assignment (b_contl, 0
assignment (b_contl, 1
assignment (locl, 2, cn3)
assignment (loc2, 1, cn3)
assignment (fus3, 1, cn3).
assignment (amm2, 2, cn3)
assignment (amml, 0, cn3).
assignment (int_predl, 0, cn3).
assignment (dr_plan3, 2, cn3).
assignment (dr_plan2, 0, cn3).
assignment (m_cont2, 0, cn3).
assignment (b_cont2, 2, cn3).

Figure 6.7: The configuration C3, which is determined by 1inAP?S.

In particular, FDIRO sends a reconfiguration request to the AP?Initiator using the
optimization initiator event ¢,. The AP°Initiator sets up the application-placement
problem based on the software-architecture requirements pssqage3, the current operation
modes of the applications, and the current configuration.

Due to the initiator event ¢,, AP?Initiator selects 1ogAP?S for solving the application-
placement problem. Note that since Apio(C3) = 2 holds, C-POapyus selects the optimiza-
tion function that aims to introduce currently not assigned applications so that

Aprio(c?)) S Aprio(c4)

holds.

As can be seen in Figure 6.8, which illustrates Cy, the applications sh_ev_recl and
tfc_optl are assigned to computing node 1 and computing node 3, respectively. Apart
from these two assignments, the configurations C3 and Cy are the same. This is because
of the optimization function that aims to minimize the number of displacements of
applications. Furthermore,

Apm'o(c?)) = Aprio<c4>
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Figure 6.8: The configuration Cy, which is determined by 1ogAP?S.

holds, i.e., the performed optimization could not increase the A,;;, level of the configu-
ration. The reason for this is that the application rd_visl and rd_mgmt1 cannot be
assigned to any computing node since neither computing node 1 nor computing node 2
provides the supporting software java.

6.3.5 Configuration C5

We assume that after the fault of computing node 2 and the performed recovery and
optimization procedures, computing node 2 gets reactivated by HRR.

After reactivating computing node 2, HRR triggers a reconfiguration using the initiator
event Len2 reactivation- Based on this initiator event, AP?Initiator selects 1ogAP?S for
solving the application-placement problem.

Since Aprio(Cs) = 2 holds, C-POaprys selects as before the optimization function that
aims to introduce currently not assigned applications in order to reach a higher A,
level. Recall that rd_visl and rd_mgmt1 could not be assigned to a computing node
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Figure 6.9: The configuration C5, which is determined by 1ogAP?S.

in Cy. However, since computing node 2 got reactivated, rd_visl and rd_mgmt1 can
be assigned.

Figure 6.9 illustrates the configuration determined by 1ogAP2S. Note that in Cj all appli-
cations contained in pgiage3 are assigned to computing nodes. Consequently, Aprio(Cs) =4
holds.

6.3.6 Configuration Cg

The current configuration has now again reached the highest level of Apyjo, i.€., Aprio(Cs) =
4 holds. Therefore, C-POaprys can apply the optimization function selected by C-SAR.

This optimization is triggered by the reconfiguration layer itself by using the initiator event
to. Therefore, AP°Initiator selects 1ogAP?S for solving the application-placement
problem. The resulting configuration Cg is depicted in Figure 6.10.
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Figure 6.10: The configuration Cg, which is determined by 1ogAP?s.

As mentioned before, C-POpprys selects the optimization functions which are speci-
fied in pstage3, namely min_displ_act and max_sep. The optimization function
min_displ_act causes that no active applications are displaced. On the other hand,
the optimization function max_sep aims to maximize the separation of the applications
that implement the same function. Therefore, the active-hot applications 1oc2, fus2,
amml, int_predl, dr_plan2, m_contl, and b_contl are moved to computing
node 2.

Consequently, the configuration Cg fulfills, like configuration Co, all software-architecture
requirements demanded by pstage3. In particular, these two configurations differ in terms
of the assignment of the applications sh_ev_recl and tfc_optl. Furthermore, due to
the fault of computing node 2, the active applications of the ADS-mode-manager function
and the drive-planning function are now executed by computing node 1. In configuration
Cs, computing node 2 executed the active applications of these two functions.
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Figure 6.11: Overview of assumed sensor set.
Table 6.8: Fault distribution parameters of computing nodes.
Computing Node H Failure Probability Distribution
cnl || Tent, faiture ~ wei(t; A = 2105,k = 1.5)
cn2 || Tena, faiture ~ wei(t; A = 9101 k = 0.9)
en3 || Tens, faiture ~ wei(t; A =4 - 10°,k = 2)
6.4 Reliability Analysis of the Example Vehicle in the
Third Stage using AT-CARS
In this section, we analyze the reliability of the example vehicle in the third stage using
AT-CARS, which was introduced in Section 5.5.
Recall that the input parameters of AT-CARS are represented in three JSON files.
Figure 6.12 illustrates an extract of J;. The JSON file J; defines the properties of the
computing nodes, the sensors, the functions, and the applications the example installed
on the sample vehicle. Note that we assume that the vehicle considered in this example
is equipped with six cameras, five radars, one lidar, and two IMUs. The arrangement
of these sensors, which is shown in Figure 6.11., is based on the sensor configuration
presented by nuTonomy [42].
For each component, the JSON file J; defines the failure probability distribution and the
recovery probability. The complete list of failure probability distributions and recovery
probabilities that we assume in this example is given in Tables 6.8-6.11. Note that the
values defined in these tables are assumed values.
The JSON file J5, which is depicted partially in Figure 6.13, specifies the initial con-
figuration that is used for this example. Recall that we analyze the reliability of the
example vehicle in the third stage. Consequently, the configuration Cs is used as the
initial configuration.
134



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

6.4. Reliability Analysis of the Example Vehicle in the Third Stage using AT-CARS

Table 6.9: Fault distribution parameters of applications.

Application H Failure Probability Distribution

locl T‘locl,failure ~ emp(t; A=T- 10_5)
locz T‘loc2,failu7’e ~ e:L‘p(t; A=9- 10_5)
fus2 || Trus2, faiture ~ norm(t; p = 10%,0 = 9-10%)
fus3 || Tuss, faiture ~ €xp(t; A =6 - 107°)
amml Tamml,failure ~ exp(t; A=3- 1076)
amm?2 TammZ,failure ~ 6.pr(t; A=2- 10_6)
int_predl || Tint predi,faiture ~ norm(t;p =17 10%,0 = 8- 10%)
int_pred?2 || Tint pred2,failure ~ exp(t; \ =4 - 10_5)
dr_plan2 Tdrﬁplan?,failure ~ 6.’Ep(t; A= 10_6)
dr_plan3 Tdrﬁplan?),failure ~ el‘p(t; A=5- 10_5)
m_contl || T contl,faiture ~ norm(t; p = 10%,0 = 9-10%)
m_cont?2 TmicontQ,failure ~ exp(t; A=2- 1076)
b_contl Tb_contl,failure ~ exp(t; A= 1076)
b_cont2 || Ty cont2, faiture ~ norm(t;p=3-10%, 0 = 8-10%)
tfc_optl || Tife optl,faiture ~ exp(t; A =2-1077)
rd_mgmtl Trdﬁmgmtl,failure ~ 635}0@3 A=4- 10_3)
rd_visl || Trd vist,faiture ~ norm(t;u=>5- 103,060 = 2-10%)

sh_ev_recl

Tshievirecl,failure ~ €1Up(t; A=2- 10_3)

Table 6.10: Fault distribution parameters of sensors.

Sensor H Failure Probability Distribution

radar_ f1l

Tradarifl,failure ~ wei(t; A=2- 105, k= 1)

radar_ fc

Trada'rifc,failure ~ wei(t; A=2- 106, k= 12)

radar_fr

Tradarifr,failure ~ wei(t; A=2- 105, k= 1)

radar_rl

Tradarirl,failure ~ wei(t; A=2- 105, k= 1)

radar_rr

Tradarirr,failure ~ wei(t; A=2- 1057 k= 1)

camera_fl

~

camera__fl, failure ™ norm(t; w==0- 1045 og=>5" 104)

camera_fc || Teamera_fe faiture ~ norm(t;p=8-10%,0=9- 10%)
camera_fr || Teamera fr, faiture ~ norm(t;p =6 - 10%,0 = 5-10%)
camera_rl || Teamera ri,failure ~ nOrm(t; = 10,0 =2-10°)
camera_rc || Teamera re,failure ~ norm(t; =3 - 10%,0 = 3-10°)
camera_rr || Teamera rr faiture ~ norm(t; p = 10%, 0 =2-10%)
lidar_tc Tlidaritc,failure ~ wei(t; A=5- 105’ k= 13)
imu_tc || Timu te,faiture ~ wei(t; A = 4-10%, k = 1.2)
imu_rc || Tinu re faiture ~ wei(t; A\ =9-10°, k = 1.1)
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6. USE-CASE SCENARIO
[ 1
{ 2
"id": "cnl", 3
"type": "computing_node", 4
"memory": 32000, 5
"performance": 1000, 6
"supporting_software": ["cuda"], 7
"failure": { "model": "weibull", "lambda": 2E5, "k": 1.5 }, 8
"recovery": " (t<=9000) * ((0.6-1)/9000%t+1) + (t>9000) * 0.6" 9
b 10
{ 11
"id": "radar_f1", 12
"type": "sensor", 13
"sensor_group": "camera_radar_lidar", 14
"failure": { "model": "weibull", "lambda": 2E5, "k": 1 }, 15
"recovery": "0.5 + (1 - 0.5) % exp(-0.0002 % t)" 16
}, 17
{ 18
"id": "localization", 19
"type": "function", 20
"priority": "HIGH" 21
b 22
{ 23
"id": "locl", 24
"type": "application", 25
"function": "localization", 26
"memory": 2000, 27
"performance": 70, 28
"redundancy": 2, 29
"separation": 2, 30
"diversity": 1, 31
"supporting_software": ["cuda"], 32
"failure": { "model": "exponential", "lambda": 7E-5 1}, 33
"recovery": "0.3 + (1 - 0.3) % exp(-0.005 % t)" 34
Yoo 35
] 36
Figure 6.12: Extract of the JSON file J;.
The simulation parameters that underlie our analysis are defined in the JSON file J3,
which is depicted in Figure 6.14. In particular, we set the number of iterations to
1,000. Furthermore, we set the simulation time to 10,000 hours, which approximately
corresponds to an autonomous taxi that is operated 14 hours per day for two years. Note
that we do not consider a change in the environmental context, the operational context,
and the user context during the simulation time.
Besides the number of iterations and the maximum simulation time, the JSON file J3 also
defines the fault-tolerance mechanism that is applied by AT-CARS. In order to compare
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6.4. Reliability Analysis of the Example Vehicle in the Third Stage using AT-CARS

Table 6.11: Recovery probability of applications.

Applicaiton H Recovery Probability

1ocl || Pioct recovery(tioet, faiture) = 0.3 + (1 — 0.3) - e=(0:005)
1oc2 || Procrecovery(tioe, faiture) = 0.4 —_—
fus2 || Prus2,recovery(tfus2, faiture) = {0.720700 i+ i i ;888
fus3 || Prussrecovery(t fuss, failure) = {0'4’ £ < 6000
’ ’ 0.2, t > 6000
amml || Pommi recovery(tamm1, failure) = 0«?0 -
e [ e Y
int_predl || Pt predirecovery(tint predi,failure) = {0'6’ £ < 6000
’ ’ 0.4, t> 6000
int_pred2 || Pt pred2recovery(tint_pred2, faiture) = 0(-5’)3 .
dr_plan3 || Pir_plans.recovery(tar_plan3.faiture) = 0.3 + (1 — 0.3) - e~ (00003
m_contl || Pm_contlrecovery(tm_contl, failure) = {0'4’ £ = 4000
- o 0.2, t> 4000
m_cont2 || Pn_cont2,recovery(tm_cont2, faiture) = 0.4
b_contl || Py contl,recovery(th contl,failure) = {0'6’ t < 4000
- S 0.3, t> 4000
(0.2—1)
b_cont2 || Py cont2,recovery(ts_cont2, failure3) = {0.520700 -+ 1, z i 2888
tfc_optl || Pife optlrecovery(ttfe optl faiture) = 0.3+ (1 —0.3) - ¢~ (0.00009-7)
rd_mgmtl || Prd_mgmtlrecovery(trd_mgmil, failure) (?30- 15)
e riat | Pt pmenlt s gonee) = { 0971 SO
sh_ev_recl || Pun_cu_rectrecovery(tsh_ev_rect jaiture) = 0.2+ (1 —0.2) - e~ (00030

the different fault-tolerance mechanisms, i.e., m1, ms, and ms, regarding their influence
on the vehicle’s reliability, we run three individual analyzes applying each mechanism
once.

Furthermore, the JSON file J3 defines which sensors need to be functional so that the
vehicle is considered functional. We introduce so-called sensor groups to define how many
sensors of a specific group need to be at least functional. For this example, we define
that at least 10 of the 12 radars, cameras, and the lidar must be functional. Furthermore,
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6. USE-CASE SCENARIO

Table 6.12: Recovery Probability of computing nodes.

Computing Node H Recovery Probability

0.6—1)
cnl ngzl,rgoovery(tcnl,fa’ilure) = {0960’()0 “t+ 1, i i 2388
cn2 Pcn2 recovery(tcn2 faz'lure) = {0'8’ b= 7000
7 ’ 0.6, ¢ > 7000
cn3 Pcn3 Tecovery(tcn?: failure) == {08, t é 6000
| ’ 0.5, > 6000

Table 6.13: Recovery probability of sensors.

Sensor H Recovery Probability

radar_fl Pradarifl,recovery(tradarifl,failure) = 05(0—’:1 (})— 05) . 67(0'0002%)
radar_fc Pradarifc,recovery(tradarifc,failure) = {OZO’OO T 17 i i ?888
radar_fr Pradar_fr,recovery (tradar_fr,failure> =0.5+ (1 — 05) . 67(0‘0002'75)
radar_rl Pradar_rl,recovery(tradar_rl,failure) =0.5+ (1 — 05) . 67(0'0002'0
radar_rr Pradar_rr,recovery (tradar_rr,failure) =0.5+ (1 — 05) . 67(0'0002'0
camera_£1 || Poamera firecovery(teamera. fifaiture) = { 0.6, ¢ < 3000
o 7 0.4, ¢> 3000
camera_fc Pcamera_fc,recovery(tcamera_fc,failure) =04+ (1 - 04) . 6_(0'0005'0
camera_fr Pcameraifr,recovery (tcameraifr,failure) = {067 t < 3000
0.4, t> 3000
camera_rl Pcamera rl recovery(tcamera rl failure) — {07’ t S 8000
- 7 0.5, t > 8000
camera_rc Peamera_re recovery (tcamera rec failure) = {0 8, &= 7000
-~ o 0.4, ¢> 7000
camera_rr Pcamera T recovery(tcamera T failure) = {0 ’ b= 8000
-~ 0 0.5, ¢ > 8000
lidar_tc Plidaritc,recovery (tlidaritc,failure) =03+ (1 — 03) . 67(0'0007'15)
imu_tc || Pimu_terecovery(timu_te faiture) = 0.2+ (1 —0.2) - ¢~ (0.0004-)
imu_rc iDimuirc,recovery (timuirc,failure) =0.5
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6.4. Reliability Analysis of the Example Vehicle in the Third Stage using AT-CARS

[ 1
{ 2
"computing_node": "cnl", 3
"application_instances": [ 4
{ 5
"application_id": "loc2", 6
"application_instance_id": "loc2_0", 7
"operation_mode": "active" 8
}, 9
] 10
}, 11
{ 12
"computing_node": "cn2", 13
"application_instances": [ 14
{ 15
"application_id": "loc2", 16
"application_instance_id": "1", 17
"operation_mode": "active-hot" 18
}, 19
] 20
}, 21
{ 22
"computing_node": "cn3", 23
"application_instances": [ 24
{ 25
"application_id": "locl", 26
"application_instance_id": "2", 27
"operation_mode": "active-hot" 28
Yooe.n 29
] 30
} 31
] 32

Figure 6.13: Extract of the of the JSON file J5.

J3 defines that at least one IMU must be operational. Note that the user defines the
corresponding sensor groups for each sensor in the JSON file J;.

Figure 6.15 illustrates the results of the conducted reliability analysis. We denote the
resulting reliabilities of the three simulation runs as Ry, (t), Rm,(t), and R, (t), whereby
the index corresponds to the fault-tolerance mechanism that was used in that particular
run. The computer used to compute Ry, (), Rm,(t), and R, (t) was equipped with an
Apple M2 chip with 8 cores and 8 GB memory, whereby the execution time was between
8 and 10 minutes.

This analysis shows that the reliability is decreasing over time in all three conducted
simulation runs, i.e., Ry, (t) < Ry, (t + 1) holds, for x € {1,2,3}. Additionally, it
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6. USE-CASE SCENARIO
{ 1
"number_of_iterations": 1000, 2
"max_simulation_time": 10000, 3
"fault_tolerance_mechanism": "ml", 4
"sensor_groups" : [ 5
{ "id": "camera_radar_lidar", "needed_sensors": 10}, 6
{ "id": "imus", "needed_sensors": 1} 7
] 8
} 9
Figure 6.14: The JSON file Js5.
0.5+
0.4+
0.3 I I I t in hours |
0 2,000 4,000 8,000 10,000
Figure 6.15: Reliability analysis of example vehicle in stage three using the fault-tolerance
method mq, mo, and ms.
demonstrates that
Vi : Ry (1) < Ry (1) < Ry (1)
holds. Therefore, we can conclude that the fault-tolerance mechanism mj, i.e., FDIRO
together with HRR, maintains the reliability of the autonomous vehicle the best, followed
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6.5. Summary of the Use-Case Scenario

by the fault-tolerance mechanism ms, i.e., FDIRO. On the other hand, applying the
fault-tolerance mechanism msg, i.e., execution of only the fault detection and isolation
step of FDIRO, causes, compared to m; and ms, the lowest reliability.

6.5 Summary of the Use-Case Scenario

In this chapter, we evaluated APTUS on a use-case scenario. The evaluation showed that
APTUS efficiently adapts the autonomous vehicle to changing conditions.

Note that the stages of the use-case scenario were designed to demonstrate a broad range
of the features of APTUS while aiming for a realistic setup. A key assumption underlying
the scenario is the system architecture of the autonomous vehicle, i.e., the functions,
applications, computing nodes, and sensors, as well as their respective properties. To
ensure realistic assumptions, we based, e.g., the functional architecture and the sensor set
on state-of-the-art publications [13, 42]. Additionally, we assumed that the autonomous
vehicle can determine the current context and detect faults that occur.

In order to fully incorporate APTUS in a concrete autonomous vehicle, several key aspects
need to be addressed:

e the current-context provider, i.e., the component that is responsible for acquiring
the current context and providing it to C-SAR, needs to be implemented;

e GCDB, the database used by C-SAR for determining software architecture require-
ments, needs to be populated with real-world data;

e ConfEx, the component that applies the configurations, needs to be implemented;

o monitors that detect faults in hardware and software components need to be
implemented;

o for the implementation of HRR, the fault categories, the faults, and the correspond-
ing recovery approaches need to be defined; and

e communication mechanisms that are required by D-DEG and CGM to communicate
with other vehicles and backend systems need to be implemented.

To successfully deploy APTUS in an autonomous vehicle, its functionality and performance
must be ensured. This necessitates the creation and execution of an exhaustive verification
and validation process. Moreover, compatibility with applicable laws and standards must
be guaranteed.
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CHAPTER

Summary and Future Work

7.1 Summary

In this dissertation, we presented APTUS, a framework that aims to integrate self-managing
capabilities into the system architecture of autonomous vehicles. Our framework is built
upon the well-established three-layered architecture initially proposed by Gat [70]. The
three layers of APTUS are the context layer, the reconfiguration layer, and the component
layer, each responsible for specific self-managing properties.

In the first part of the dissertation, we introduced the general architecture of APTUS and
provided background information on autonomous driving. Following this, we address the
individual layers of APTUS.

The context layer, which is the top layer in our framework, focuses on implementing
context-awareness by deriving software-architecture requirements from contextual ob-
servations. To accomplish this task, we introduced the two components C-SAR and
D-bpEG.

C-SAR, implemented in Python, uses answer-set programming (ASP) to identify software
requirements suited to the current context. The presented implementation demonstrates
that answer-set programming is a viable knowledge-representation language, as the
programs are compact, comprehensible, and efficient in their performance.

The requirements determined by C-SAR are in the next step passed to D-DEG, which
aims to degrade the resource needs of the software-architecture requirements based on the
information received by other vehicles. We described two degradation modes, whereby
one focuses on reducing the redundancy of applications, and the other seeks to lower the
resource requirements by degrading active applications.

The resource-optimized software-architecture requirements determined by D-DEG serve
as input for the reconfiguration layer. This layer is responsible for implementing the
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7. SUMMARY AND FUTURE WORK

144

self-configuration property, the self-optimization property, and anticipativeness.

Self-configuration is achieved via two application-placement problem solvers: 1ogAP?S
and 1inAP?S. Those application-placement problem solvers are responsible for computing
new configurations, whereby 1ogAP?S can perform complex non-linear optimization
functions, while 1inAP?S, which is based on prior work [116, 123], can quickly compute
configurations after the fault of an application or hardware component.

To implement 1ogAP?S, we employed ASP due to its ability to express non-linear
optimization statements in a compact and comprehensible fashion. Furthermore, a
performance evaluation showed that the solving time of 1ogAP?S is only marginally
longer than that of 1inAP?S.

The optimization statements employed by 1ogAP?S are determined by C-POprys, which
implements the self-optimization property. C-POaprys Selects optimization statements
based on the current context, whereby it aims to gradually optimize the safety and
reliability properties of the configurations.

To implement anticipativeness in the configuration layer, we introduced the configuration-
graph manager CGM. The idea of CGM is to reuse configurations by sharing configurations
with other vehicles. Furthermore, CGM allows precomputing configurations in order to
expand the configuration graph.

The bottom layer, the component layer, focuses on implementing the self-healing property.
This layer incorporates FDIRO, a fault-tolerance approach that was also part of my
Master’s thesis [116, 122]. FDIRO, consists of four successive steps: fault detection, fault
isolation, recovery, and optimization. These steps are designed to bring the system back
to a safe and optimized state after encountering software or hardware faults. Furthermore,
to address the recovery of failed hardware components, such as computing nodes or
sensors, we introduced HRR, which complements the capabilities of FDIRO.

The interplay of the individual layers was finally presented in a use-case scenario. In this
example, we assume an autonomous vehicle that successively operates in three stages,
whereby the vehicle experiences a different current context in each stage. The use-case
scenario shows that APTUS computes different configurations for the individual stages.

In addition, the presented use-case scenario considers a fault of a computing node.
We show that ApPTUS can handle this fault and transfer the system using multiple
reconfiguration steps into a safe and optimized state.

Based on this use-case scenario, we also analyzed the reliability of a configuration in order
to determine the impact of FDIRO and HRR. To conduct this reliability analysis, we
implemented AT-CARS, a Monte Carlo simulation-based tool that continuously injects
faults into the vehicle’s system architecture and analyzes their impacts. The conducted
reliability analysis showed that FDIRO and HRR have a beneficial effect on the reliability
of the autonomous vehicles in the considered use case.
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7.2. Future Work

7.2 Future Work

In future work, we anticipate to enhance the individual layers of ApTUS. In what follows,
we elaborate on some of our planned activities.

The context layer currently lacks a mechanism to determine the current context the
vehicle is experiencing. Recall that we assume that the current context is provided by
the vehicle platform. In a future version of ApTUS, we plan to include an approach for
extracting contextual observations from various sensor data.

Furthermore, we plan to enhance C-SAR. Particularly, we aim to extend the data
model implemented by C-sAR, for instance, to enable modeling different context-based
applications and sensor degradation options. In addition, since the contextual observations
that are used as input for C-SAR can be considered as streams, we plan to investigate
the use of ASP-based stream reasoning [24, 71].

The configuration layer currently includes two application-placement problem solvers, i.e.,
1inAP?S, which is based on integer linear programming, and 1ogAP?S, which employs
ASP. In our future work, we plan to implement additional application-placement problem
solvers that are, e.g., based on approaches as discussed in Subsection 4.1.2. These solvers
can be integrated in APTUS as new options or they can be used alongside the existing
ones, i.e., as redundant instances, to further improve the reliability of the framework.

Moreover, we aim to implement a test environment for CGM. This test environment
shall enable the comparison of different precomputation strategies. Note that it is also
conceivable to integrate this test environment into AT-CARS.

The current version of APTUS does not implement the self-protection property. Therefore,
in a future version of APTUS, we aim to introduce measures in order to fulfill this property.
Our idea is to extend FDIRO to detect security attacks and to consequently isolate the
attack. To validate the security extension of FDIRO we plan to adapt AT-CARS. A
preview of this idea was already presented by Horeis et al. [98].

In this dissertation we used AT-CARS to determine the reliability of concrete configura-
tions. However, AT-CARS could be also used to determine the applications and computing
nodes a vehicle shall be equipped with in order to maximize the reliability, safety, and
security. Furthermore, AT-CARS can help to determine which failure probabilities of the
individual components are required to achieve a certain level of reliability, safety, and
security. In order to perform such reverse engineering activities it is, however, necessary
to improve to solving time of AT-CARS. Rinaldo et al. [185, 186] presented the idea of a
hybrid modeling approach which could serve as a basis for enhancing the performance of
AT-CARS.
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APPENDIX

Implementation Details

A.1 Implementation of the Context-Reasoning
Component CRC

This section presents the implementation of CRC. Recall that, as specified in Subsec-
tion 3.3.3, CRC is implemented by the answer-set program

Pere = Pere_1U Pere_2 U Pere_ 3 U Pere_4,
where
o Perc 1 is responsible for choosing the optimization function that is requested by
the current context,

o Pcrc 2 is responsible for choosing the tasks that are requested by the current
context,

o Perc 3 takes care of selecting for each selected task one active application, and

o Prre 4 identifies the feasible diverse applications for each task.

The program FPcge is given as follows:

% P_CRC_1: Optimization Function Selection 1

selected_optimization_function (OPT_FUNC, PRIO) :- 2

optimization_function (OPT_FUNC), current_context (CUR_CX), 3

def_optimization_function (CUR_CX, OPT_FUNC, PRIO). 4

5

% P_CRC_2: Functions Selection 6

selected_function (FUNC, PRIO) :-— 7

function (FUNC), current_context (CUR_CX), 8
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A. IMPLEMENTATION DETAILS

reqg_function (CUR_CX, FUNC, PRIO),
PRIO = #max{P: reqg_function(C, FUNC, P),
current_context (C) }.

% P_CRC_3: Active Application Selection
specialization_level (APP, SET, SPEC_L) :-
env_cx_implementation (APP, SET, _),
SPEC_L = #count{V: env_cx_set_member (V, SET)},
MATCHES = #count{C: environmental_context_set (SET),
env_cx_set_member (C, SET),
current_context (C) },
SPEC_L = MATCHES.

specialization_level (APP, CUR_CX, 1) :-
current_context (CUR_CX),
env_cx_implementation (APP, CUR_CX, _),
environmental_context_value (CUR_CX, _).

max_special_env_cx (APP, ENV_CX) :-—
specialization_level (APP, ENV_CX, SPEC_L),
SPEC_L = #max{SV:specialization_level (APP, _, SV)}.

cx_application_rating (APP, RATING) :-
application (APP, FUNC),
max_special_env_cx (APP, ENV_CX),
env_cx_implementation (APP, ENV_CX, RATING),
RATING = #min{R: max_special_env_cx (APP, E_C),
env_cx_implementation (APP, E_C, R)}.

feasible_rated_application (APP, FUNC) :-—
application (APP, FUNC),
max_special_env_cx (APP, ENV_CX),
specialization_level (APP, ENV_CX, SPEC_L),
SPEC_L = #max{S_L: application (A, FUNC),
max_special_env_cx (A,E_C),
specialization_level (A, E_C, S_L)}.

feasible_non_rated_application (APP) :-
application (APP, FUNC), selected_function (FUNC, _),
not env_cx_implementation (APP, _, _),
not feasible_rated_application(_, FUNC).

max_rated_application (APP) :-
selected_function (FUNC, _),
application (APP,FUNC),
feasible_rated_application (APP, FUNC),
cx_application_rating (APP, RATING),

RATING = #max{R: feasible_rated_application (A, FUNC),

cx_application_rating (A, R)}.
active_application (APP,0) :—

max_rated_application (APP),
application (APP,FUNC),
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A.2. Implementation of the Linear Application-Placement Problem Solver

APP = #min{A: max_rated_application(A),
application (A, FUNC) }.

active_application (APP,0) :-—
selected_function (FUNC, _),
application (APP,FUNC),
feasible_non_rated_application (APP),
APP = #min{A: feasible_non_rated_application(A),
application (A, FUNC) }.

:— selected_function (FUNC, _),

#count{A: active_application(d, _),
application (A, FUNC)} != 1.

% P_CRC_4: Diverse Application Determination

feasible_diverse_application (APP, SPEC_L, RATING)
application (APP, FUNC),
selected_function (FUNC, _),
max_special_env_cx (APP, ENV_CX),
cx_application_rating (APP, RATING),
specialization_level (APP, ENV_CX, SPEC_L),
SPEC_L = #max{S_L: specialization_level (APP, _,
not active_application (APP, _).

feasible_diverse_application (APP, 0, 0):—
application (APP, FUNC),
selected_function (FUNC, _),
not env_cx_implementation (APP, _, _),
not active_application (APP, _).

S_L)},
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A.2 TImplementation of the Linear Application-Placement

Problem Solver

This section focuses on the implementation of 1inAP?S. As mentioned in Section 4.4
1inAP?S is a Python program that uses OR-Tools to express and solve the application-
placement problem. The function compute_configuration is considered as the core
of this component. The source code of this function is presented in the following listing

and discussed in the remainder of this section:

def compute_configuration (current_configuration, functions_apps,
separation, performance_capacities,
memory_capacities, performance_demands,
memory_demands, software_restrictions):

solver = ortools.linear_solver.pywraplp.Solver ('’ Solver’,
pywraplp.Solver.BOP_INTEGER_PROGRAMMING)

number_of_functions = len(functions_apps)

number_of_applications = len(current_configuration)

IR R

=2}

10
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A. IMPLEMENTATION DETAILS

number_of_computing_nodes = len(current_configuration[0])

# Creates the variables that shall be determined by the solver.
new_placement = [[solver.BoolVar("i%i n%i" % (i, n))
for n in range (number_of_computing_nodes) ]
for i in range (number_of_applications)]

new_placement_trans = [[new_placement[i] []]
for i in range (number_of_applications)]
for j in range (number_of_computing_nodes) ]
separation_helper = [[solver.BoolVar ("a%i n%i" % (a, n))
for n in range (number_of_computing_nodes) ]
for a in range (number_of_functions) ]

# Condition 1
for 1 in range (number_of_applications):
solver.Add (solver.Sum(new_placement[i]) == 1)

# Condition 2
for n in range (number_of_computing_nodes) :
solver.Add (
solver.Sum([new_placement_trans[n] [i] * memory_demands[i]
for i in range (number_of_applications)]) <=
memory_capacities[n])

# Condition 3
for n in range (number_of_computing_nodes) :
solver.Add (
solver.Sum([new_placement_trans[n] [i] * performance_demands[i]
for i in range (number_of_applications)]) <=
performance_capacities([n])

# Condition 4
for 1 in range (number_of_applications):
for n in range (number_of_ computing_nodes) :
if software_restrictions[i] [n] ==
solver.Add (new_placement [i] [n] == 0)

# Condition 5
for a in range (number_of_functions):
for n in range (number_of_computing_nodes) :

for i in functions_appslal:
solver.Add (new_placement [i] [n] <=
separation_helper[a] [n])

solver.Add (
solver.Sum( [
new_placement [i] [n]
for i in functions_apps(al
1) >= separation_helperfa] [n]
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A.2. Implementation of the Linear Application-Placement Problem Solver
64
solver.Add ( 65
solver.Sum(separation_helper[a]) >= 66
separationla] 67
) 68
69
# Problem Optimization 70
solver.Maximize (solver.Sum([ 71
new_placement [i] [n] * current_configuration[i] [n] 72
for i in range (number_of_applications) 73
for n in range (number_of_computing_nodes)])) 74
75
result_status = solver.Solve () 76
7
if result_status == 2: 78
return None # No new configuration found 79
80
new_configuration = [[new_placement[i] [n].new_configuration() 81
for n in range (number_of_computing_nodes) ] 82
for 1 in range (number_of_applications)] 83
84
return new_configuration 85

The compute_configuration function requires as input the eight parameters:

e current_configuration,

e functions_apps,

e separation,

e memory_capacities,

e performance_capacities,

¢ memory_demands,

e performance_demands, and

e software_restrictions.

The current_configuration parameter is an |A| x |N| matrix, whereby |A| is the
number of applications that shall be executed and |N| is the number of computing nodes.
Each element of the matrix specifies whether an application instance a € A is executed

by a computing node n €

N, whereby a value of 1 indicates that computing node n

executes a, while a value of 0 indicates that it does not.

The functions_apps parameter is a list of lists, whereby each list represents a selected

function. The elements of

the individual lists are the so-called applications indices of
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the applications that are selected to execute the specific function. The application index
of an application defines its position in the current_configuration parameter and
the new_configuration variable. Note that the application indices are defined in the
procedure for setting up the application-placement problem.

The separation parameter is a list of length |F'|, whereby |F'| is the number of selected
functions. The elements of this list define the desired separation of the individual
functions.

The provided memory and performance of the computing nodes are defined by the
memory_capacities and the performance_capacities parameter, respectively,
which are lists of length |N|. Corresponding to those parameters, the memory and
performance demands of the applications are given by the memory_demands and the
performance_demands parameter, which are lists of length |A]|.

The software_restrictions parameter is a |A| X | N| whereby the elements indicate
whether a computing node provides all the required supporting software for an application.
A value of 1 indicates that computing node n provides all the required supporting software
of a, while a value of 0 indicates that it does not.

After defining all required input variables, the compute_configuration function
declares in lines 6 to 11 of the code the solver responsible for finding a valid solution as
well as some helper variables.

Next, in lines 14 to 24, we define the variables that shall be determined by the solver. The
new_placement parameter is of the same dimension as the current_configuration
parameter and declares the variables that, after solving the application problem, corre-
spond to the determined solution. We also define current_configuration_trans,
which is the transpose of the current_configuration parameter.

Besides these variables, the solver also has to determine the variables defined by the
separation_helper parameter, whereby those variables indicate whether any instance
of an application is executed by a specific computing node. Due to those helper variables,
condition (C5) of the application-placement problem can be expressed linearly.

Note that the sum of the number of applications and the number of functions multiplied
by the number of computing nodes corresponds to the total number of variables ¢ that
the solver has to determine:

t= N|- (|A] +|FI).

Since all these variables are Boolean, the size of the solution space is 2.

To restrict the solution space, we incorporate the conditions of the application-placement
problem in lines 27 to 68. Note that we only use linear operations to define those
constraints.

Next, in lines 71 to 74, we specify the optimization goal. The goal implemented by
1inAP?S is to find a configuration that differs the least from the current configuration.



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

A.3. Implementation of the ASP Application-Placement Problem Solver

Finally, in lines 76 to 85, we instruct the solver to solve the specified application-placement

problem and return the solution if one exists.

A.3 Implementation of the ASP Application-Placement

Problem Solver

This section presents the implementation of 10gAP?S as described in Section 4.5. In
particular, we outline the version of 1ogAP?S used to compare its performance with
1inAP2S. The code for this version is illustrated in the following listing:

% Condition 1
{

assignment (APP, R_INST, CN): computing_node(CN)} = 1 :—
active_application (APP, R_INST).

{assignment (APP, R_INST, CN): computing_node(CN)} = 1 :-
active_low_application (APP, R_INST).

{assignment (APP, R_INST, CN): computing_node(CN)} = 1 :-

active_hot_application (APP, R_INST).

% Condition 2
:— computing_node (CN), memory (CN, MEM),
#sum{M, APP, R_INST: memory (APP, M),
application (APP, R_INST),
assignment (APP, _, CN)} > MEM.

% Condition 3
:— computing_node (CN), performance (CN, PERF),
#sum{C, APP, R_INST: performance (APP, C),
application (APP, R_INST),
assignment (APP, _, CN)} > PERF.

% Condition 4
:— assignment (APP, _, CN), req supporting_software (APP, SW),
not provided_supporting_software (CN, SW).

% Condition 5

:— active_application(A_APP, _), application(A_APP, FUNC),
separation (A_APP, SEP), #count{CN: application (APP, FUNC),
assignment (APP, _, CN)} < SEP.

:— active_low_application (AL_APP, _), application (AL_APP, FUNC),
separation (AL_APP, SEP), #count{CN: application (APP, FUNC),
assignment (APP, _, CN)} < SEP.

o

% Problem Optimization
displacement_count (CNT) :-—
CNT = #count{APP, R_INST: assignment (APP, R_INST, CN),
current_assignment (APP_CUR,
R_INST_CUR,
CN_CUR),
APP = APP_CUR,
R_INST = R_INST_CUR,
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CN != CN_CUR}. 42
43
#minimize{CNT:displacement_count (CNT) }. 44

A.4 Implementation of AT-CARS

This section illustrates the implementation of AT-CARS. As mentioned in Section 5.5,
AT-CARS is implemented in Matlab. However, for the sake of clarity and easier presenta-
tion, we use pseudo-code instead of the full MATLAB code to illustrate the core ideas of
AT-CARS. The following listing presents the pseudo-code for AT-CARS, written using
Python-like syntax:

def main(J_1, J_2, J_3):

1
# Parse input parameters from JSON files 2
computing_nodes = get_computing_nodes (J_1) 3
sensors = get_sensors (J_1) 4
applications = get_applications (J_1) 5
functions = get_functions (J_1) 6
initial_config = get_initial_config(J_2)
sim_params = get_simulation_parameters (J_3) 8
9
components = computing_nodes + sensors + applications 10
iterations = [] 11
12
# Start simulation 13
for 1 in range (sim_params.number_of_ iterations): 14
iteration = new Iteration{() 15
current_simulation_time = 0 16
17
# Apply initial config 18
current_config = initial_config 19
20
# Determine fault times of components 21
component_faults = determine_component_faults (components, 22
current_simulation_time)
23
# Start iteration 24
while current_simulation_time <= sim_params.max_sim_time: 25
26
# Select the fault that occurs chronologically first 27
next_fault = get_next_fault (component_faults) 28
29
# Check if the fault time exceeds the maximum simulation time 30
if next_fault.component.fault_time > sim_params.max_sim_time: 31
iteration.fault_time = None # The iteration did not fail 32
iterations.append(iteration) 33
break # End the current iteration 34
35
current_simulation_time = next_fault.component.fault_time 36
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37

# Inject the selected fault into the corresponding component 38
next_fault.component.failed = True 39

40

# Execute fault-tolerance method based on selected mode 41
current_config = run_fault_tolerance_mechanism(current_config, 42
next_fault, sim_params.tolerance_mechanism, functions) 43

44

# Check if the system failed 45

if not (all_HIGH_ prio_functions_executed (current_config, 46
functions) and all_sensor_group_reqgs_fulfilled (sensors, 47
sim_params.sensor_groups)) : 48
iteration.fault_time = next_fault.component.fault_time 49
iterations.append(iteration) 50

break 51

52

# Determine fault times of new applications 53
new_applications = current_config.get_new_applications () 54
component_faults += determine_component_faults (new_applications, 55
current_simulation_time) 56

57

# Update fault times recovered components 58
rec_comps = get_recovered_components (computing_nodes, sensors) 59
component_faults.update_recovered_components (rec_comps, 60
current_simulation_time) 61

62

63

# Determine the reliability and visualize it 64
plot_reliability_over_time (iterations, sim_params.number_of_iterations, 65
sim_params.max_sim_time) 66

67

68

def determine_component_faults (components, time): 69
component_faults = [] 70
for ¢ in components: 71
cf = new ComponentFault () 72
cf.component = c 73
cf.fault_time = time + c.fault_distribution.draw_sample () 74
component_faults.append(cf) 75
return component_faults 76
7

78

def get_next_fault (component_faults): 79
next_fault = component_faults[0] 80
81

for cf in component_faults: 82
if cf.fault_time < next_fault.fault_time: 83
next_fault = cf 84

85

return next_fault 86
87

88

def run_fault_tolerance_mechanism(config, fault, ft_mechanism, functions): 89
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if ft_mechanism == "ml":
new_config = execute_FDIRO (config, fault)
execute_HRR (fault)
return new_config

elif ft_mechanism == "m2":
return execute_FDIRO (config, fault)
elif ft_mechanism == "m3":

return execute_fault_isolation(config, fault, functions)

def execute_HRR (fault) :
if fault.component.type == "computing_node" or
fault.component.type == "sensor":

fault.component.recovery_possible =
recovery_decision (fault.component)

fault.component.failed = not fault.component.recovery_possible

def recovery_decision (component) :

r = random.uniform(0, 1) # Create random number between 0 and 1

# Get the recovery probability at the time of the fault,i.e.,

# time fault.component.fault_time

rec_prop = fault.component.get_recovery_probability ()

if r <= rec_prop:
return True # Component can be recovered

return False

def execute_fdiro(config, fault, functions):
# Step 1: Fault Detection

# In this simulation, the fault detection is trivial

# since the failed components are marked.

# Step 2: Fault Isolation
new_config = execute_fault_isolation(config, fault,
if new_config is None:

return # Fault isolation step was not successful

# Step 3: Redundancy Recovery

failed_applications = new_config.get_failed_applications()

for a in failed_applications:
a.recovery_possible = recovery_decision (a)

new_config = 1inAPPS (new_config, failed_applications)

# Step 4: Configuration Optimization
new_config = cpo(new_config)

new_config = 1ogAPPs (optimization_functions, new_confiqg)

156

functions)

at

90
91
92
93
94
95
96
97
98
99

101
102
103
104
105
106
107
108

110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142



Die approbierte gedruckte Originalversion dieser Dissertation ist an der TU Wien Bibliothek verfligbar.

The approved original version of this doctoral thesis is available in print at TU Wien Bibliothek.

m 3ibliothek,
Your knowledge hub

A.4. Implementation of AT-CARS

return new_config

def execute_fault_isolation(config, fault, functions):
apps = identify_affected_applications(config, fault)
for a in apps:
a.set_operation_mode ("isolated")

if a.operation_mode == "active" or a.operation_mode == "active-low":

# Switch to a redundant instance if available
redundant_instance = config.get_redundant_instance (a)

if redundant_instance is not None:
redundant_instance.set_operation_mode ("active")
else:
# No redundant instance available. Check that the minimum
# safety requirement according to Lambda_prio is fulfilled
if not all_HIGH prio_functions_executed(config, functions):
return None

return config

def identify_affected_applications(config, fault):
apps = []

# Check if applications failed due to the fault of a computing node
if fault.component.type == "computing_node":
apps = config.get_apps_assigned_to_computing_node (fault.component)
for a in apps:
a.failed = True
elif fault.component.type == "application":
apps = [fault.component]

return apps

def all HIGH_prio_functions_executed(config, functions):
# Check if for functions of priority HIGH at least one application
# that implements this function is executed
for £ in functions.get_HIGH_prio_functions() :
function_executed = False
for a in config.get_executed_applications() :

if a.function == f:
function_executed = True
break

if not function_executed:
return False

return True
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def all_sensor_group_reqgs_fulfilled(sensors, sensor_groups) :

# Check for sensor group if the required number of functional
# sensors are fulfilled
for sg in sensor_groups:

functional_sensors_count = 0
for s in sensors:
if s.sensor_group == sg.id and not s.failed:

functional_sensors_count += 1

if functional_sensors_count < sg.needed_sensors:
return False

return True

def plot_reliability_over_time(iterations, num_of_iterations, max_time) :

times = iterations.get_all_fault_times ()
times = sorted(times) # Sort times ascending order
functional_iteration_count = num_of_iterations

reliability =1
plot.add_data_point (0, 1) # At time 0 the reliability is set to 1

for t in times:
if t is not None:
reliability = functional_iteration_count / num_of_iterations
plot.add_data_point (t, reliability)
functional_iteration_count -= 1

plot.add_data_point (max_time, reliability)
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