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ABSTRACT
Many of the classical questions reflecting the actionable use of formal methods in the software industry—“do they scale?” or 
“are they easily integrated?”—remain without a definitive answer, with many potentially adoptable formal notations being ex-
ploited in industry, but in a rather stove-piped and siloed fashion, and with rather few, sometimes anecdotal, success stories to 
tell. In this article, we strive to provide some more answers to the aforementioned questions on formal methods adoption in 
industry. We focus our study on a widely adopted formal methods framework in Europe, that is, Verum Dezyne, employed by 
embedded-computing and hardware-programming companies including Thermo-Fisher, Philips, and more. Results convey a 
rather interesting story—requiring further study into these matters—but also highlight practical insights for formal practitioners 
in the field, for example, that formal methods do not disrupt existing processes and scalability issues can be easily addressed by 
applying mainstream engineering practices, such as decomposition.

1   |   Introduction

Despite being an academically active field, formal methods 
(FM) still struggle to reach widespread adoption in the software 
industry. The hesitation to embrace FM is often driven by per-
sistent opinions and stereotypes regarding their practical ap-
plicability. Commonly cited challenges include an unfavorable 
learning curve, concerns over cost-effectiveness, difficulties in 
integrating FM into existing development toolchains, poor scal-
ability, and general skepticism about their usability and return 
on investment [1, 2]. These concerns, though not always fully 
substantiated, have nonetheless hindered the diffusion of FM in 
mainstream software development practices.

In contrast, the electronic design automation (EDA) industry 
has successfully adopted FM principles early on, incorporating 
them as integral tools for verifying the correctness of designs, 

ensuring robustness, and reducing design errors [3, 4]. EDA 
companies have leveraged the potential of FM for decades, rec-
ognizing their value in optimizing design processes. This stands 
in stark contrast to the software industry, where the uptake of 
FM has been for a long time largely confined to niche sectors, 
such as railway infrastructure [5], aerospace [6], automotive [7], 
and, to some extent, operating systems [8, 9]. In these areas, the 
mission- or safety-critical nature of systems makes the costs of 
failure exceptionally high, driving the need for rigorous verifi-
cation methods.

The broader software industry, however, has shown limited 
progress in adopting FM despite the increasing complexity 
and demands for software quality. The mainstream percep-
tion is that FM require highly specialized expertise, which 
may not be readily available or feasible for general-purpose 
software development teams. Moreover, FM tools are often 
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viewed as being incompatible with agile development method-
ologies and rapid iteration cycles, further discouraging wide-
spread use.

Recently, there has been a notable shift in FM adoption, particu-
larly among large technology companies. Organizations includ-
ing Microsoft [8], Facebook [10, 11], Huawei [12], and Amazon 
[13] have integrated FM into their general software develop-
ment workflows, recognizing its potential to improve software 
correctness and reliability in the face of increasing complexity. 
These companies have demonstrated how FM can be adapted 
to large-scale industrial settings, particularly for systems with 
critical reliability and security requirements [7]. This trend 
marks a departure from the historical association of FM with 
highly specialized sectors and suggests a broader recognition of 
their value.

Safety-critical systems remain the sector of the software indus-
try with the most consistent interest in FM [14]. Organizations 
such as NASA's Jet Propulsion Labs [15], which are tasked 
with developing highly complex, mission-critical software, 
have turned to FM to ensure high reliability and robustness. 
In these contexts, the rigorous correctness guarantees pro-
vided by FM are indispensable, and the costs associated with 
FM adoption are justified by the need for ultra-dependable 
systems. Despite this, FM adoption has, for decades, been lim-
ited to a small number of companies, partly due to the sec-
tor's specialized requirements and the complexities involved 
in scaling FM approaches to larger and more diverse software 
ecosystems.

The recent inclusion of FM in key industry standards, such as 
DO-178C for aerospace software certification [16] and CENELEC 
EN 50128 for railway control and protection systems [17], and 
their recommendation by the US government [18] signal a grow-
ing institutionalization of FM in safety-critical domains. These 
standards recognize the value of FM in verifying that software 
adheres to strict safety and performance requirements, sug-
gesting that FM are becoming more embedded in critical soft-
ware development workflows. As FM gain prominence in such 
high-stakes environments, they may pave the way for broader 
adoption across other sectors where reliability is becoming in-
creasingly important.

Assessing the evolving role of FM in both safety-critical and 
broader industrial contexts is essential for understanding the 
future trajectory of formal verification techniques. Significant 
questions remain about the state of FM adoption in the wider 
software industry. What is the current extent of FM integration 
across different sectors? How do companies adopting FM ad-
dress the well-documented barriers, such as the challenges of 
scalability, ease of use, and the steep learning curve? These con-
cerns, along with uncertainty around the return on investment 
of FM in non-safety-critical applications, continue to shape the 
adoption landscape. Understanding how companies overcome 
these obstacles is crucial for charting the future direction of FM 
in the industry.

In this paper, we explore the state of FM adoption by focus-
ing on the Verum Dezyne framework, a widely used European 
FM tool. Dezyne provides a model-driven approach to the 

development of safety-critical systems, offering verification 
capabilities that ensure the correctness of the software pro-
duced. A key motive for this selection is that Dezyne offers 
a modern design kit that focuses explicitly on the targets of 
our study—that is, usability of FM in industrial settings, their 
impact, and limitations. Despite being employed by several 
companies, Dezyne still has not undergone any empirical 
study. In this paper, we strive toward filling this gap. While 
other valuable substitutes such as Event-B would require a 
more structured and controlled experimental study, our study 
is set as an attempt to give context, rather than articulating 
a comparison among key tools in the same FM sector. The 
Guidelines for Performing Empirical Studies on FM [19] rec-
ommend qualitative studies with industrial practitioners as 
an approach for performing empirical studies on FM. Hence, 
we conducted qualitative interviews with seven practitioners 
from companies using Dezyne, including ASML, Thermo-
Fisher Scientific, and Philips. The interview covered a range 
of topics, including the participants' familiarity with FM, the 
impact of Dezyne's adoption on their development processes, 
and their perspectives on the future evolution of FM.

Through this study, we aim to answer the following research 
questions:

RQ1: What is the degree of integration of FM in industrial 
processes?

To answer this, we conducted qualitative interviews 
with practitioners from companies that have adopted 
Dezyne in their daily operations. This allows us to un-
derstand how deeply FM practices have been embedded 
in their workflows and the extent of their use in real-
world scenarios.

RQ2: What are the existing challenges to the adoption of FM 
in the industry?

Using unstructured data extracted from the interviews, 
we performed card-sorting to extract a taxonomy of the 
main challenges. These include issues related to scalabil-
ity, ease of use, integration with existing toolchains, and 
the ability to handle complex algorithms during formal 
verification.

RQ3: What is the gap between academia and industry re-
garding FM?

By comparing the results from our qualitative interviews 
with existing surveys in the academic literature, we aim 
to identify the most significant gaps between FM re-
search and its application in industry. This comparison 
helps us understand why certain academic advancements 
in FM have not yet translated into widespread industrial 
adoption.

According to the experience of the companies participating in 
our study, there is a generally positive impact of FM on the de-
velopment process, particularly in ensuring software correct-
ness with minimal disruption to ease of development. While 
scalability issues persist, they can be addressed through mod-
ularization. However, challenges remain, particularly in encod-
ing complex algorithms for formal verification. We argue that 
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addressing these challenges will be crucial for advancing FM 
adoption in both academia and industry in the coming years.

The paper is structured as follows. In Section  2, we provide 
an overview of key concepts and background information on 
Dezyne. In Section 3, we answer the research questions by de-
tailing, for each one of them, our research methodology, and 
then presenting the key findings emerging from the interviews. 
In Section 4, we present a roadmap consisting of the main re-
search directions that emerge from our study. In Section 5, we 
review relevant literature and compare our work with related 
research. Finally, in Section 6, we summarize our conclusions 
and suggest directions for future work.

2   |   Background: The Dezyne Approach

The Dezyne framework supports the development of formally 
verified embedded systems through a model-driven approach. It 
differs from other popular FM approaches in that it is not lim-
ited to the analysis of software written in other languages, but 
it supports the development process by offering a user-friendly 
language especially targeted to compositional and imperative 
concurrent programming. This language can be automatically 
translated to other languages commonly employed in embed-
ded systems, such as C and C++. The Dezyne language has 
well-defined semantics, enabling formal verification of several 
desirable properties, such as deadlock freedom, through model 
checking. A high-level description of a common workflow sup-
ported by Dezyne is illustrated in Figure 1.

Dezyne programs consist of components that communicate 
through formally defined interfaces, following a design-by-
contract approach [20, 21]. Each component can implement 
or use several interfaces, thus making explicit the services it 
provides and those it requires. Interfaces also (partially) spec-
ify the behavior expected from the components implementing 
them. Components only communicate through messages of two 
kinds: In-events behave like function calls and are synchronous 
and out-events are stored in the message queue of the receiving 
component and are asynchronous. The behavior specified by 
interfaces can be implemented in a component through a lan-
guage that offers variables of several types (including enumer-
ations and bounded integers), assignments, and conditional 
statements. The language supports functions for code reuse, 
and iteration through tail-recursive calls. Ultimately, the syn-
tax of the language is close to common general-purpose imper-
ative languages. For this reason, the learning curve of Dezyne 
is arguably quite flat for fairly experienced programmers.

The semantics of the Dezyne language has been formalized in 
the mCRL2 process algebra [22, 23]. The Dezyne verification tool 
automatically translates it to mCRL2 process expressions, which 

can be automatically and efficiently checked by an optimized 
model-checking engine [24]. Besides deadlock freedom, Dezyne 
can check for the reachability of user-defined illegal events, non-
observable nondeterminism of components, and noncompliance 
of components to interfaces, finding bugs that are hard to detect 
manually or through testing. If a violation is detected, a coun-
terexample trace is provided to the user to facilitate debugging.

The C or C++ code to be run on the target system can be gener-
ated automatically from the formally verified specification, thus 
offering end-to-end correctness guarantees.

2.1   |   Interface Example

We illustrate Dezyne through an example that specifies a 
(simplified) car cruise control system. The system consists of 
a controller, which communicates with the driver through a 
human–machine interface (HMI), a monitor for pedals, and 
the engine throttle. The specification of the HMI interface is in 
Listing 1, while the specification of the controller component is 
described in the next section.

Listing 1 Dezyne specification of the HMI of 
a cruise control.  
1 interface ihmi {  
2  in void enable();  
3  in void disable();  
4  in void set();  
5  out void inactive();  
6  behavior {  
7    enum State {Disabled,Enabled,Active};  
8    State state = State.Disabled;  
9    on disable: state = State.Disabled;  
10   [!state. Disabled] on enable:  
     {/*ignore*/}  
11   [state. Disabled] on enable:  
12     state = State.Enabled;  
13   [!state. Enabled] on set: reply (false);  
14   [state. Enabled] {  
15     on set: {  
16       state = State.Active; reply (true);  
17     }  
18     on set: reply (false);  
19   }  
20   [state. Active] {  
21     on set: reply (true);  
22     on inevitable: {  
23       state = State.Enabled; inactive;  
24     }  
25   }  
26  }  
27 }

FIGURE 1    |    The Dezyne software workflow, an illustration.
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Listing 2 Dezyne implementation of a cruise 
control.  
1 component cruise_control {  
2  provides ihmi hmi;  
3  requires ipedals pedals;  
4  requires ithrottle throttle;  
5  requires iassert check;  
6  behavior {  
7    [hmi.state. Disabled] {  
8      on hmi.enable(): pedals.enable();  
9      on hmi.disable(): {/* ignore */}  
10   }  
11   [!hmi.state. Disabled] {  
12     on hmi.enable(): {/* ignore */}  
13     on hmi.disable(): {  
14       if (throttle.active) throttle.  
         reset();  
15       pedals.disable();  
16     }  
17   }  
18   on hmi.set(): {  
19     if (hmi.state. Disabled||pedals.  
       engaged)  
20       reply (false);  
21     else {  
22       throttle.setpoint(); reply (true);  
23     }  
24   }  
25   on pedals.engage(), throttle.unset(): {  
26     if (hmi.state. Active) {  
27        hmi.inactive();  
28        if (throttle.active) throttle.  
          reset();  
29     }  
30   }  
31   on pedals.disengage(): {/* ignore */}  
32   on check.assert(): {  
33     [!hmi.state. Active && throttle.  
       active||  
34     pedals.engaged && throttle.active]  
35        illegal;  
36     [hmi.state. Active && !pedals.monitor]  
37        illegal;  
38     [hmi.state. Active && !throttle.  
       active]  
39        illegal;  
40     [otherwise] {}  
41    }  
42  }  
43 }

The specification of the HMI interface starts by listing mes-
sages that the HMI can receive, which correspond to actions 
that the driver can trigger: The cruise control can be enabled 
and disabled, and its target speed can be set. The HMI can 
notify the user whether or not the cruise control is active, by 
controlling an indicator light through the inactive() trigger. 
The state of the HMI is determined by the enumerated vari-
able state at line 7: It can be disabled, enabled, or active. The 
meaning of these states is clarified by the specified behavior, 
given as a list of clauses of the form [CONDITION] on EVENT: 

{...}, where CONDITION is a Boolean expression involving 
state variables, and EVENT is a message that can be received 
by the interface; if one of these parts is omitted, the case ap-
plies to all possible states or messages. In interface implemen-
tations, or components, the clauses are evaluated from top 
to bottom, and the first one that applies is taken. Interfaces, 
however, treat them as is if they could occur nondetermin-
istically. Nondeterminism is useful in interfaces because it 
allows them to abstract away details of the implementation 
that are not relevant for the correctness of the system, thus 
simplifying the overall system model and speeding up verifi-
cation. Abstraction is particularly useful when the interface 
represents an external component written in a different pro-
gramming language, whose internal state and execution logic 
are too complex to be entirely represented in Dezyne. On the 
other hand, components implemented within Dezyne can be 
verified for determinism, to make sure that they do not present 
any ambiguous behavior due to overlapping guards.

As we can see, whatever the state of the HMI is, the driver can 
disable cruise control (line 9). When the HMI is disabled, it can 
be enabled by the user (line 12). Its state then becomes “enabled,” 
meaning that the controller is ready to conduct the vehicle, but 
is still idle. When the driver sets the target speed (line 16), the 
HMI's state becomes active, and the cruise control is engaged. 
The reply statement sets the value returned by the trigger, which 
in this case is a Boolean indicating whether the cruise control 
was activated successfully. In fact, its activation may sometimes 
fail, as shown by line 18, which has the same guard as line 16. 
Whether or not activation succeeds depends on the interface 
implementation, and here, we use nondeterminism to state that 
both behaviors are possible. While the interface can be nonde-
terministic, the implementation is required to be deterministic.

There is also an additional default message, called inevitable 
(line 24), which describes an event that is guaranteed to occur if 
no other triggers occur. This means that the HMI can disengage 
itself at any time (we shall see exactly what this means when 
implementing the controller).

2.2   |   Controller Example

The controller behind the cruise control system is implemented 
in Listing 2. In Line 2, the “provides” directive states that the 
“cruise_control” component implements the ihmi interface de-
fined in Listing 1. Then, three “requires” directives state that the 
controller has three ports through which it communicates with 
components implementing the three interfaces ipedals, ithrottle, 
and iassert. These are, respectively, a sensor monitoring the ped-
als, the engine throttle PID1 controller, and a dummy interface 
used to check some user-specified requirements. These compo-
nents may be implemented by any means other than Dezyne 
(e.g., in C or C++), but interfaces just like the one in Listing 1, 
which we do not show for brevity, allow Dezyne code to interact 
with them. The compliance of external components to their in-
terfaces is the implementer's responsibility, and the correctness 
of cruise control depends on it.

The behavior section, which implements the controller, has the 
same syntax as in Listing 1. When the cruise control is enabled, 
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the pedals monitor is also activated (Line 8). Once the driver sets 
the target speed, the controller checks whether the pedals are 
being used: This disambiguates the nondeterminism at Lines 16 
and 18 of Listing 1. If the pedals are not being pressed (Line 22), 
the cruise control can be engaged by setting the target speed for 
the PID controlling the throttle. Recall that, as per Listing 1, the 
state of the HMI is also set to Active. If the pedals are being used 
while the driver sets the speed (line 20), the trigger fails by re-
turning false, and the cruise control is not activated.

There are two ways in which cruise control can be suspended due 
to an action by the driver: When the driver disables it through 
the HMI (line 13), or when they use the pedals (line 25). In both 
cases, the throttle PID is deactivated. The throttle PID may also 
become unstable: In this case, it raises an unset() event, and the 
controller deactivates cruise control (line 25). The triggers in line 
25 substantiate the “inevitable” trigger from Listing 1, Line 24.

Dezyne verifies in a few seconds that the controller is free of dead-
locks and unreachable code, and that it will never lead to starva-
tion of interacting clients due to a livelock.2 Moreover, it proves 
that illegal states cannot be reached, which allows the program-
mer to specify custom properties through conditional statements. 
For instance, unreachability of line 35 implies that no unintended 
acceleration may occur: This is a safety requirement whose viola-
tion can lead to serious consequences [26]. The two safety require-
ments that the pedals monitor (line 37) and throttle PID (line 39) 
are always active when cruise control is active are also proved.

3   |   10 Years of Dezyne in Action: A Reality Check

By investigating Dezyne, we aimed at getting a taste of the extent 
to which FM are embedded in modern-day software processes or 
whether such integration manifests into troublesome forms—or 
smells—that could be perceived by their respective practitioners. 
In the scope of this study, we aim at answering the three re-
search questions anticipated in Section 1. Specifically, we con-
ducted qualitative interviews with practitioners from companies 
that have adopted Dezyne in their daily operations (Section 3.1). 
We performed card sorting to extract a taxonomy of the main 
existing challenges (Section  3.2). Finally, we compared the re-
sults from our qualitative interviews with existing surveys in the 
academic literature to identify the most significant gaps between 
FM research and its application in industry (Section 3.3).

3.1   |   RQ1: What Is the Degree of Integration 
of Formal Methods in Industrial Processes?

To answer RQ1, we performed a qualitative survey including 
two rounds of interviews with seven employees of companies 
that embed the Dezyne approach in their software processes. 
Aiming for high representativeness, we allowed for the selec-
tion of professional software engineers that use (or have used) 
Dezyne in their daily working activities; such selection was en-
trusted directly to Verum management. Out of an initially se-
lected sample of 15 practitioners in 15 companies, we operated a 
sample refinement. Specifically, we filtered out and selected the 
final set of interviewees based on their expertise (3+ years) and 
experience with FM and Dezyne (6+ months). All practitioners 

were > 25 y.o. employees involved in large-scale embedded soft-
ware engineering. In each round of interviews, we had synchro-
nous conversations with one practitioner at a time, in which 
we asked both closed and open-ended questions. Participants' 
answers have been recorded and transcribed to carry out qual-
itative data analysis. Among other peculiarities of Dezyne, the 
practitioners involved in our study were questioned—using both 
a Likert scale value and open comments—on (a) the integration 
of Dezyne into their regular software processes, (b) the general 
performance and characteristics of the approach and their sat-
isfaction with it, and (c) the general costs of adoption of the ap-
proach and its trade-offs. The key results are reported below.

Figure  2 outlines a bubble diagram that captures the major 
changes that the tool enforces on the regular software lifecycle 
of the adopting company. The axes of the figure represent the 
two major dimensions emerging from our analysis: The phase 
of the software development lifecycle in which the change oc-
curred is on the x-axis, and the magnitude of the change brought 
by Dezyne's adoption on the y-axis. Each entry represents a 
problem or characteristic encountered by the interviewees, and 
the bubble size is proportional to the number of people that men-
tioned it. We only report entries that were mentioned by at least 
two interviewees.

Users report an increase in the quality of code that interacts 
directly with the hardware (HW code improvement), and a de-
crease in the effort required for finding defects during opera-
tion. Clearly, the introduction of Dezyne only causes minor 
workflow changes in the development and operation phases, but 
it results in considerably lower efforts spent in more classical 
defect-finding approaches (e.g., testing, static analyses, code, 
and component inspection). For example, an interviewee quo-
tation follows:

Before adopting Dezyne, failures were discovered by 
testing only, and it took a lot of time to get the input to 
reproduce the error from the testers.

At the same time, perhaps as expected, the largest amount of ac-
tivities identified as changed by practitioners is concentrated at 
the design stage. This indicates that some changes might be in-
visible or latent in development and operations costs, modeling 
a form of formality technical debt, which remains to be explored. 
For instance, one participant stated:

With Dezyne you have fewer surprises, especially 
in low-level source code. The main problem is «Am 
I modelling the right thing?» Otherwise, rubbish in, 
rubbish out.

Figure  3 captures the perceived expressiveness of the notation 
with respect to the modeling and abstraction/design difficulty 
intrinsic to the scenario in which the companies in our study op-
erate. This figure is similar to Figure 2 but tells a considerably 
different story. The x-axis, this time, represents the learnability, 
or learning curve, of the notation, and the y-axis represents the 
expressiveness of the modeling. Specifically, the notation offered 
by Dezyne gives practitioners a hard time when expressing com-
plex algorithmic behavior. While many practitioners say that 
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it is possible to encode any behavior, all of them remark on the 
difficulty of use, especially from a learnability perspective. This 
evidence would lead to conclude that the classical problem of 
hard-to-use FM is still wide open and deserves further attention. 
As an example, the following interviewee quotation supports 
this claim:

Compared to mainstream development processes, 
Dezyne requires a different approach. It is a bit hard 
learning it, but when you get the point, it is very 
useful.

Conversely, as presented in Figure  4, when questioned about 
the scalability of the approach, few practitioners identify short-
comings. An appreciable 57% of them indeed claim considerable 
approach scalability. This concern can be even more easily mit-
igated by applying decomposition, a mainstream engineering 
practice. A representative quotation follows:

Developing is easier through decomposition. Critical 
subsystems are built with Dezyne. Most of the time 
I decompose logically. If components cannot be 
verified, I have to split them.

In general, verification time can be an obstacle, but it does not 
prevent successful development. In fact, another developer states:

Up to now, I was able to split components by looking 
at complexity. So, I was always able to decompose 
Dezyne models into smaller ones and then verify 
them in the order of minutes.

This suggests that the scalability of Dezyne and similar formal-
verification approaches is indeed a problem not as dire as is 

generally thought. Indeed, Dezyne can be used to encode and 
verify non-trivial algorithmic behavior when applied separately 
on each system component. This modularity is enabled by the 
architecture of the Dezyne framework, in particular thanks to 
interfaces (see Section 2). Research in FM often overlooks the 
importance of considering the whole development workflow, 
and the use of verification in combination with multiple tools 
in a DevOps fashion deserves further attention.

3.2   |   RQ2: What Are the Existing Challenges to the 
Adoption of Formal Methods in the Industry?
In line with our research objective of distilling challenges and 
opportunities for further research in the direction of industrial-
strength FM and their automation, we conducted a card-sorting 
[27] exercise to prepare a taxonomy of these expected results. 
Specifically, two of the authors hand-coded [28] the interview 
materials to find themes and their individual sub-topics—that 
is, concrete challenges and opportunities emerging from our 
study—comparing results after an initial coding. Subsequently, 
we computed the well-known Krippendorff's � coefficient for 
observation agreement [28]—the � score essentially measures a 
confidence interval score stemming from the agreement of values 

FIGURE 2    |    Workflow changes required by the adoption of the ap-
proach. The y-axis reports the magnitude of the workflow change 
caused by the adoption of Dezyne, increasing from the origin. ASD is 
another product from the company developing Dezyne, which can be 
considered its predecessor.

FIGURE 3    |    Expressiveness of the notation. The x and y-axes re-
port, respectively, the ease of learning and the expressive power of the 
Dezyne language, both increasing from the origin.

Summary RQ1: Key findings reveal that the adoption 
of FM, such as Dezyne, leads to improved hardware-
interfacing code quality and reduced efforts in defect 
detection, particularly during testing and code inspec-
tion stages. However, the most significant changes were 
observed during the design phase, where Dezyne in-
troduced new processes but left the development and 
operation phases relatively unchanged. Participants high-
lighted less surprises in low-level code, though they em-
phasized the importance of correct behavioral models to 
avoid garbage-in, garbage-out scenarios. While capable 
of encoding complex behaviors, the steep learning curve 
posed difficulties for engineers, suggesting that FM may 
remain hard to use. Scalability is generally considered 
manageable, especially through decomposition of critical 
subsystems.
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across two distinctly reported observations about the same event 
or phenomenon. In our case, the value was applied to measure 
the agreement between the hand-coding results of our analysis. 
The value featured seven conflicts, which amount to 0.83, hence 
𝛼 > 0.8, which is a standard reference value for highly confident 
observations.

Figure 5 provides a comprehensive outline of the results derived 
from the aforementioned process. The taxonomy classifies the 
challenges into five distinct categories:

•	 Expressive Power: This category encompasses challenges 
ranging from user experience to the complexity of formal-
isms. It highlights the need for formalisms that are both 
powerful and user-friendly, balancing intricate technical 
capabilities with ease of use for practitioners.

•	 Workflow Changes: Here, the challenges reflect how the 
formalism influences the project pipeline and the extent of 
mutual impact. It addresses the degree to which adopting 
a formalism necessitates changes in the existing workflow 
and how these changes reciprocally affect the formalism's 
application.

•	 Scalability: Challenges in this category pertain to the ad-
justments required for a formalism to function effectively 
in industrial contexts. It includes the need for augmentation 
and scaling to meet the demands of large-scale projects and 
real-world applications.

•	 Framework Limitations: This category deals with the in-
tegrability of the framework and its no-code characteris-
tics. It focuses on how well the formalism integrates with 
existing tools and technologies, and the extent to which 
it supports a no-code approach, making it accessible to 
non-programmers.

•	 Detection Weaknesses: The final category addresses the 
types of properties covered by the formalism and their im-
pact on the maintenance and evolution of the system. It 
highlights weaknesses in detecting certain properties and 
how these limitations affect the ongoing development and 
upkeep of the project.

3.3   |   RQ3: What Is the Gap Between Academia and 
Industry Regarding Formal Methods?
The 2020 Expert Survey on Formal Methods [29] reports the 
answers of more than 130 FM experts to 30 questions on the 
“assessment of FM, FM in research, industry, and education, 
and the future of FM.” The participants of this survey were 
picked among people who have a strong relationship with the 
FMICS conference (e.g., PC chairs, invited speakers) as well 
as from personal knowledge of the authors. The study does 
not give a detailed analysis of the participant base, but we can 
infer from the reported recruitment methodology that most 
participants have had some academic, possibly post-graduate 
education in FM. This results in a participant base that is rep-
resentative of experts who contributed to the development of 
FM, rather than mere users. In our study, we retrieved opin-
ions from people who are users of FM, but not researchers. 
Thus, we asked the questions from this survey [29] most re-
lated to industry to our participants and compare their views 
with those of FM experts. Since the size of our sample is small 
(seven practitioners), we urge readers to take the results of this 
analysis as purely indicative (cf. Section 3.4). Further studies 
involving more practitioners are needed to confirm our results 
with sufficient statistical significance.

FIGURE 4    |    Scalability of the notation and approach in the context of industry-strength systems; the y-axis identifies conclusions drawn by the 
practitioners concerning the scalability of the Dezyne approach, while the x-axis represents the occurrence frequency, in terms of #companies.

Summary RQ2: Overall, the taxonomy leads to the con-
clusion that scalability might not be the main challenge 
of the future concerning FM in industry, as we antici-
pated in the introduction. Rather—as reflected by equally 
denser clusters in the taxonomy itself—the challenges 
concern how the methods are structured internally, and 
their expressive power. Both these properties seem to re-
flect concrete challenges that FM researchers could tackle 
in the immediate future, such as user experience, and the 
potential mismatch between system complexity and the 
usability of FM. As systems become more complex, ap-
plying FM becomes (sometimes disproportionately) more 
difficult. Further studies should assess this finding fur-
ther, perhaps beyond the technologies considered in this 
study.
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The first and most general question is.

“Is it possible to assess the quality of complex 
(hardware or software) systems without using formal 
methods?” [29]

We compare our results with those in the Expert Survey in 
Figure 6. 71% of our respondents answer this question positively, 
as opposed to only 42% in the Expert Survey. Thus, the majority 
of the practitioners we interviewed do not believe FM are imper-
ative, but, as we see from the answers to other questions, they 
believe in their usefulness.

We then asked the participants what the main perceived ben-
efits of FM are, by rating a list of pre-defined areas. The re-
sults are reported in Figure  7. Most of the benefit categories 
received similar scores from the participants of both surveys. 
The main differences affect the impact of FM on development 
costs, which our interviewees perceive as more positive and, in 
particular, their impact on time-to-market, which our partici-
pants unanimously recognize as definitely positive.

The next question asks participants to identify phases of the 
software design life cycle that can benefit from the use of FM. 
The results are compared in Figure 8. All of our respondents 
identify “Checking whether models are correct” as the most 
important task, while they perceive FM less useful in other 
areas. This might be a result of our participants having expe-
rienced exclusively or almost exclusively Dezyne as an FM. 
Participants in the Expert Survey, on the other hand, were 
purposefully selected to cover most areas of FM, and they are 

thus familiar with FM targeting a broader variety of software 
production phases.

Finally, we asked participants to identify the most urgent areas 
of improvement on which researchers should focus their work. 
We report results in Figure 9. Our participant base tends to give 
a higher priority to more practical features, namely, scalability, 
applicability, and acceptability. They give less importance to the-
ory and application to new domains. The high importance given 
to scalability seems to be in contrast with what emerges from 
Section 3.1—namely, the possibility of overcoming scalability is-
sues through modularization. This apparent contradiction can be 
explained by the observation that the modularization effort can 
be time-consuming, and improvements in scalability that make 

FIGURE 5    |    Research challenges and opportunities emerging from our study, a taxonomy; lined boxes identify themes emerging from our card-
sorting exercise, while dotted boxes reflect concrete challenges emerging from our study arrows.

FIGURE 6    |    Answers to the question “Is it possible to assess the 
quality of complex (hardware or software) systems without using for-
mal methods?” taken from Garavel et al. [29].
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the need to split large modules less frequent would be highly 
beneficial.

3.4   |   Threats to Validity
The main threat to internal validity concerns the selection of 
the practitioner sample. Specifically, all members are selected 
through referrals by Verum management, which may have led 
to the exclusion of individuals who are less enthusiastic about 
the approach. While the sample size is relatively small, it is de-
signed to be highly representative of our target population: ex-
perts in FM, particularly Verum Dezyne users, with substantial 
industrial experience in real-world projects.

The main threat to external validity arises from the specific 
practitioners' expertise. All participants are experts in the 
same FM platform (Verum Dezyne), and their perspectives 
may not generalize to other FM technologies. Additionally, 
the business sectors of the companies employing the prac-
titioners may not encompass all possible areas of FM ap-
plication. Nevertheless, we believe that our results can be 
considered representative of the phenomena of interest as 
Verum Dezyne has been adopted by some of the leading 

European embedded-computing and hardware-programming 
companies, such as Philips, ASML, and Thermo Fisher. This 
threat can be mitigated by comparing our results with surveys 
involving practitioners using different FM frameworks, which 
we leave for future work.

Another serious threat to external validity is the small sample 
size of our survey. This threat is particularly relevant for the an-
swer to RQ3, in which we compare the frequency of answers 
with another study that involves a much larger sample size [29]. 
The small sample size prevents the answers to RQ3 from being 
statistically significant. We thus urge readers to take the results 
reported in Figures 6–9 as purely indicative.

Limitations of our work highlight the need for further empirical 
research that involves a larger, more diverse sample, familiar 
with a broader range of FM technologies, and recruited through 
more varied channels.

4   |   Community Roadmap

The analysis in this paper shows that greater uptake and more 
widespread use of FM in industry require a dual, yet differen-
tiated, action involving both academia and industry. In this 
synergistic action, the effectiveness of cooperation is influenced 
by the remuneration that both parties can obtain. While the in-
dustrial need is mostly related to a market placement of a prod-
uct, and thus of the company itself, and a reduction in costs, 
the academic need is more characterized by finding financial 
resources and building theories, techniques and methodologies 
that influence research. The key to the success of FM, therefore, 
is not to be found in the discovery of a revolutionary theoretical 
result but in cooperation between academia and industry that 
can highlight the value of verification techniques in the develop-
ment of applications and thus their relevance in both academia 
and industry. For this reason, we consider the implementation of 
the following essential actions:

1.	 Industry must make available to the community the extent 
of the economic benefits to be gained by applying FM to 
product development. This requires industry-specific studies 
that can show how higher product quality can be achieved at 

FIGURE 7    |    Answers to “Do you believe that formal methods, together with the rigorous use of formal analysis tools, can deliver the promise of:” 
in Garavel et al. [29] (left) and our interviews (right). Entries on the x-axes are, from left to right, better software quality; improved system safety; 
enhanced cybersecurity; higher performance systems; cheaper software development; reduced time to market; easier certification; easier long-term 
maintenance.

Summary RQ3: Consistently with existing surveys, our 
interviewees perceive higher benefits in critical domains 
like safety-critical systems and cybersecurity. However, 
our participants felt that FM had a stronger positive im-
pact on development costs and time-to-market. In terms 
of FM usefulness across the software lifecycle, our re-
spondents focused on “checking whether models are 
correct” as the primary task for FM, whereas existing sur-
veys also highlight additional stages such as requirements 
validation and code certification. Priorities for FM devel-
opment also diverged. Industry practitioners emphasized 
practical aspects like scalability, applicability, and ease 
of integration into engineering processes, while existing 
surveys place more importance on theoretical advance-
ments and exploration of new domains. This reflects the 
existing gap for needs and focus areas between industry 
and FM researchers.
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lower cost through the use of FM. To support this thesis, it is 
necessary for academic conferences in the field to enhance 
industry contributions that show not only the application of a 
technique to an industrial case but also the economic analy-
sis that demonstrates the magnitude of the benefit obtained.

2.	 Academia must encourage the promotion of FM through 
the construction of degree programs geared toward train-
ing figures such as “FM engineer” and, in general, attempt 
to include modeling and verification courses in bachelor's 
and master's programs.

3.	 Industry must make itself more open to experimental 
collaboration with academia. For this, it is essential that 
industry grasp the importance of projects supported by 
government agencies that promote collaboration between 
academic and industrial partners.

A notable example of a funding program of this kind are 
Industrial Doctorates, funded by the European Commission 
through the “Doctoral Networks” action within the 
Marie Skłodowska-Curie Actions in the Horizon Europe 
programme.3

4.	 Academic research needs to be more concerned with what we 
might call “applicable formal methods,” that is, approaches 
and methodologies that can be easily employed in industry. 
Thus, it is necessary to build a body of tools that can be used 
by industry experts without having specific expertise in for-
mal methods and that can be easily integrated into business 
production processes. For this reason, academia in synergy 
with industry must promote the development of spin-offs 
capable of capturing the needs of companies in order to pro-
duce effective, scalable and usable verification tools.

Belli et al. [30] make a preliminary attempt in the direction of 
Action 1 by presenting a cost–benefit analysis on a small case 
study on the development of railway communication infrastruc-
ture. The analysis quantifies the savings in development costs 

due to the adoption of FM, and the savings due to the expected 
reduced frequency of railway service disruptions. However, this 
work relies on theoretical estimations: We argue for the need for 
further work reporting data from actual industrial projects.

Action 2 has been recently advocated for by several sources, 
which highlight the need for increasing the presence of FM in 
computer science (CS) education, identify issues hindering their 
teaching, and propose possible solutions [31, 32]. Partly in re-
sponse to the exclusion of FM as a mandatory knowledge area 
from the 2023 edition of the ACM/IEEE-CS/AAAI Computer 
Science Curricula [33] (CS2023), ter Beek et al. [34] provide an 
overview of several reasons why FM should be integrated in un-
dergraduate curricula as a distinct knowledge area. Each reason 
is analyzed in detail by separate publications.

Ter Beek et al. [7] show that FM are being increasingly used in 
industry, including in sectors that are not strictly safety-critical. 
They point out that, although FM are not included in CS2023 
[33] as a distinct subject, eight knowledge areas are related to 
FM. They advocate for a broader inclusion of FM in both gradu-
ate and undergraduate education, observing that “the capacity 
to abstract and mathematical reasoning that are taught as part 
of any formal methods course” are “fundamental CS skills that 
industry would profit from” The worldwide uptake of FM by 
large companies indeed shows that FM are useful to industry, 
but the current lack of a systematic FM education in CS profes-
sionals hinders a more pervasive industrial uptake of FM.

Broy et al. [35] argue that FM knowledge is beneficial not only 
to practitioners who employ them, but also to general computer 
scientists, because FM thinking fosters a more thorough way 
of engineering software systems, by understanding them in 
depth and with formal precision, with the help of abstractions. 
Crafting reliable abstractions is essential for any computer engi-
neer, and FM provide the ideal training in this skill. FM are seen 
as the “engineering discipline of logic,” to which any CS student 

FIGURE 9    |    Answers to the question “Which should be the most ur-
gent priorities of researchers working in formal methods?” taken from 
Garavel et al. [29]. Entries on the x-axis are, from left to right, scalabil-
ity: design more efficient verification algorithms; applicability: devel-
op more usable software tools; acceptability: enhance integration into 
software engineering processes; discovery: explore new classes of prob-
lems and application domains; theory: search for the next fundamen-
tal breakthroughs; languages: design more expressive and user-friendly 
notations; other. We allowed from 1 to 4 answers.

FIGURE 8    |    Answers to the question “In which phases of the design 
life-cycle are formal methods likely to be the most useful?” taken from 
Garavel et al. [29]. Entries on the x-axis are, from left to right, gener-
ating test cases, especially for corner cases; capturing and formalizing 
requirements; checking whether models are correct; building models of 
the system; validating the requirements; generating code from models; 
certifying correctness of the final code; monitoring deployed software 
at run time; maintaining consistency between models; detecting mis-
takes in handwritten code; evaluating the test results; other.
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should be exposed. The authors thus analyze two ways of inte-
grating FM into CS curricula: as a distinct knowledge area and 
by augmenting other areas with their respective FM approaches.

Finally, Dongol et al. [36] propose “FM thinking” as a different, 
more informal and practical way of teaching FM. They split FM 
thinking into three levels, ranging from informally reasoning 
about program correctness to “heavy-weight” FM such as model 
checking and theorem proving. They argue that all CS students 
should be exposed to the lower levels, while only students who 
are interested in a career in FM should be taught heavy-weight 
FM. They further highlight the need to instruct CS teachers on 
how to embed FM thinking in general CS courses, such as intro-
ductory programming courses, and show how to do so within 
existing CS2023 [33] knowledge areas.

In their Manifesto for Applicable FM, Gleirscher et al. [37] pro-
vide 10 principles to guide researchers in developing FM that 
are more attractive for industry. Many of these principles agree 
with the aims of action 4 and the findings of this paper: FM 
should have a clear methodology for tackling the complexity of 
real-world systems (such as modularity support for scalability), 
provide integration with widely used technologies employed in 
software development, support users through mature and easy-
to-use toolsets, and be applicable to industry-scale systems. 
Moreover, extensive documentation and teaching materials 
should allow average graduates and engineers to learn how to 
use a FM tool with reasonable effort, and the benefits of employ-
ing FM should be convincingly demonstrated through empirical 
evidence, such as case studies or controlled experiments.

5   |   Related Work

The results presented in this paper relate both to studies that 
assess the adoption of FM in industry and to those that survey 
opinions of researchers and practitioners.

5.1   |   Industrial Adoption of FM

Several studies have reported on industrial adoption of FM. One 
of the earliest ones [38] surveys the state-of-the-art of FM in 
1996 and gives an account of several success stories of FM adop-
tion in public and private industry, including those arising from 
collaboration with academia.

A more recent (2009) study by Woodcock et al. [6] surveys 62 
cases of industrial application of FM, giving a more detailed de-
scription of eight highlighted projects. Additionally, the authors 
administered a questionnaire to practitioners involved in 56 
of the projects, including some questions overlapping with our 
study. The answers create a picture similar to what we report: 
Many of the participants stated that the use of FM improved the 
overall quality of the software and helped decrease development 
time and costs, because the initial increases caused by FM were 
more than compensated by the decreased need for testing and 
fixing bugs.

Many studies cover successful applications of FM arising from 
collaboration between industry and academia. A book edited by 

S. Gnesi and T. Margaria [39] collects introductory chapters on 
several successful verification frameworks that have originated 
in academia and were employed within safety-critical industrial 
projects. Some of these frameworks were developed and main-
tained by independent companies.

Ferrari and ter Beek [40] conducted a systematic mapping study 
of FM literature applied to railway systems, gathering more than 
300 papers. Only 32% of the studies involve industry partners, 
and the authors found that “many articles present only examples 
(41%) or experience reports (38%)” that have a limited empirical 
relevance. The article also includes a thorough account of pre-
vious surveys on FM, to which we refer the interested reader, 
together with the 2009 study by Woodcock [6], especially con-
cerning works published in the’90s.

Kulik et al. [41] present a survey of FM applications in cyber se-
curity research, collecting 115 works published within the pre-
vious 10 years and categorizing them according to a taxonomy of 
FM application case studies based on the type of FM employed, 
the industrial domain, and the level of abstraction at which veri-
fication is performed. The taxonomy aims at helping researchers 
and practitioners in orienting themselves among available FM 
techniques, providing a reference for matching the right tool to 
the problem at hand. They identify a trend of increasing FM em-
ployment for securing financial applications, fostered by the rise 
of cryptocurrencies. They find that model checking is the most 
popular technique among practitioners in part due to better tool 
support, but argue that it may fail to scale up to large systems, 
for which theorem proving is better suited. However, theorem 
proving still has a steep learning curve and worse tool support, 
and an improvement in its accessibility is needed.

The German Federal Office for Information Security commis-
sioned a report on the status of FM [14], in which several tax-
onomies of FM are reported, based on, among other things, 
application domains, design flows, and methodologies. The re-
port also observes how the success of FM has remained mostly 
secluded to the niche of safety- and life-critical systems and 
highlights the worrying issue that, in part due to this limited 
user base, several industrial developers of FM are failing to se-
cure their maintenance, leading to their disappearance (one of 
these is Esterel Studio [42], also described in [39]).

Ter Beek et al. [7] give an overview of the current offer of FM 
frameworks and tools, with particular attention to their indus-
trial applicability, and survey the industrial adoption of FM, 
attesting their employment in the following sectors: railways, 
automotive, aerospace, operating systems, cloud services and 
security, hardware design, lithography manufacturing, and mo-
bile devices. The study confirms the high prevalence of FM in 
safety-critical sectors and EDA but also shows a trend of increas-
ing uptake in other sectors that are not safety critical but are 
mission critical, and seek to prevent the considerable financial 
losses caused by software failures.

5.2   |   Opinions of Researchers and Practitioners

Several studies surveying users' opinions on FM have been con-
ducted in the last few years. The previously mentioned study by 
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Woodcock et al. [6] is one of the largest. Moreover, we already 
analyzed and compared with the 2020 Expert Survey on Formal 
Methods [29] in Section 3.3.

In 2001, Snook and Harrison [43] conducted five structured 
interviews of FM practitioners. The most used frameworks 
were the Z notation and the B method. The Z notation is a 
formal specification language based on axiomatic set theory, 
lambda calculus, and first-order logic [44]. The B method is a 
formal language based on an abstract machine notation that 
allows for building a system implementation through multiple 
refinement steps starting from the initial, high-level specifica-
tion [45]. Although this work reflects a rather outdated situa-
tion (from the early 2000s), many of its results agree with ours. 
In both studies, practitioners claim that the use of FM in early 
design phases significantly reduces efforts required by other 
quality assurance activities such as testing; the most difficult 
activity in using FM is properly modeling the system with the 
right abstractions; learning formal specification languages is 
generally not an issue for developers, although the learning 
curve may be steep; scalability issues can be tamed by compo-
nent decomposition and encapsulation; tool support, applica-
bility, and acceptability are major factors for a company when 
choosing whether to employ FM.

A survey on the use of FM in the railway industry has been 
conducted by Basile et  al. [46] on the participants of the 
RSSRail'17 conference, obtaining a sample of 44 respondents 
evenly divided between industry and academia. The answers 
show that industrial practitioners had mostly employed tools 
related to the B method, followed by MATLAB (e.g., Simulink, 
which is a graphical model-based tool for the simulation of 
dynamical systems) and SCADE. None of these tools offers 
support for automated verification. Although the semantics 
of Simulink are not rigorously formalized [47], Simulink mod-
els can be translated to hybrid automata, whose verification 
is undecidable for many properties of interest [48, 49]. This 
survey, however, confirms that the B method is an established 
technique in the railway industry. Many of the tools on which 
academic research is currently most active—primarily model 
checking tools—are only mentioned by academics, and very 
few to no practitioners. The most desirable features for a FM 
tool are found to be the ability to perform formal verification, 
modeling, and simulation. Code generation is also mentioned 
by 22% of the respondents. The most relevant nonfunctional 
features are maturity, ease of learning, quality of documen-
tation, and ease of integration into the CENELEC EN 50128 
process [17].

Ter Beek et  al. [50] summarize the results of two more ques-
tionnaires answered by populations mostly consisting of prac-
titioners from the railway industry and compare them with 
Basile et al. [46], showing that they reach substantially similar 
conclusions.

A study on the barriers that hinder the adoption of FM in the 
aerospace industry has been conducted by Davis et al. [2] by in-
terviewing 31 practitioners from the aerospace sector. The main 
barrier categories they identified concern training of the work-
force, tool quality, user-friendliness and support, and specific 
features of the industrial environment.

The largest empirical study of FM we know of has been con-
ducted in 2019 by Gleirscher and Marmsoler [51] through an on-
line survey on a sample of 216 people (response rate 1%–2%) of 
which 31% are pure academics, only 11% are pure practitioners, 
and the rest have a mixed background. The study reports sta-
tistics on several topics, including the distribution of FM tech-
niques used, industrial fields, and roles of respondents. The 
toughest challenges for the adoption of FM are reported to be 
scalability and skills and education. Tool deficiency is also listed 
as an obstacle to FM adoption.

We note that most of the studies we reported above are only 
based on online surveys gathering very heterogeneous samples, 
often comprising individuals with an academic—rather than 
industrial—background. Our study is instead carried out on 
a carefully selected sample, whose members have exclusively 
industrial experience in the use of the same FM framework, 
Dezyne, and data have been gathered through structured online 
interviews, rather than surveys.

5.3   |   Tool Comparisons

A few works compare available FM tools from the point of view 
of practical applicability, mainly in the railway domain.

Haxthausen et  al. [52] compare two different approaches de-
veloped specifically for railway interlocking systems. Mazzanti 
et al. [53] compare models of a railway interlocking algorithm 
and verification results obtained with 7 tools (UMC, NuSMV, 
Promela/SPIN, mCRL2, FDR4, CPN Tools, and CADP). The 
ABZ'18 conference included a case study on modeling of a stan-
dardized European railway interlocking system with different 
tools [54].

Ferrari et  al. [55] do a more systematic comparison of nine 
FM tools, some of them with a predominantly industrial adop-
tion (Atelier B, ProB, Simulink), and others more related to 
academia (NuSMV, SPIN, UPPAAL). Three of the authors 
employed different tools to model a railway control system, 
and the other two analyzed their experience reports; the re-
sulting data was assessed by 12 external experts. The study 
categorizes tools based on their adequacy for development 
phases among requirements, high-level design, detailed design, 
and implementation; purposes among system modeling, simu-
lation, quantitative analysis, and formal verification; system 
types among single system, composite system, and system-of-
systems. Moreover, they highlight the main issues that they 
encountered with each tool. The results show that few tools 
are well suited for all development phases, and many tools 
present acceptability issues such as scarce interoperability 
and integration with other tools that are better at address-
ing different purposes, poor user interfaces, and require the 
involvement of experts in different domains and techniques. 
In this classification, Verum Dezyne is particularly suited for 
high-level and detailed design, and implementation (thanks to 
automated code generation), and it supports system modeling, 
simulation, and formal verification through model checking; 
its models are systems-of-systems—that is, “the composition 
of multiple instances of single systems” [55]. Dezyne is distrib-
uted together with an integrated development environment 
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(IDE), which offers an advanced user interface, and its ability 
to target different programming languages facilitates its inte-
gration in heterogeneous systems.

Ferrari et al. [56] provide a structured comparison between 13 
tools (including nine from the previous study [55]) applied to the 
early design phase of a railway signaling system. The authors 

elicit a list of features of interest and evaluate the tools based 
on them. We report in Table 1 our evaluation of Verum Dezyne 
according to the same features. The usability of seven tools is 
evaluated by 12 railway experts, mostly from industry after 
viewing a demonstration of their usage for modeling a railway 
system. The main resulting insights are that usability is accept-
able for most tools, and tools are generally mature enough; the 

TABLE 1    |    Analysis of Verum Dezyne according to the features collected by Ferrari et al. [56].

Category Feature Dezyne

Development Functionalities Specification/modeling Textual (TEXT)

Code generation Yes

Documentation and report generation Partial (diagrams)

Requirements traceability No

Project management Yes

Verification functionalities Simulation Graphical and textual (MIX)

Formal verification Linear-time Model Checking

Large-scale verification technique On-the-fly, symbolic, compositionality

Model-based testing No

Language expressiveness Non-determinism External, internal

Concurrency (a)synchronous

Timing aspects No

Stochastic or probabilistic aspects No

Language modularity High

Supported data structures Basic

Float support No

Tool flexibility Backward compatibility Yes

Standard input format Open

Import from or export to other tools Low

Tool Modularity High

Team support Yes

Maturity Industrial diffusion High

Development stage Mature

Usability Availability of customer support Yes

Graphical user interface Yes

Mathematical background Basic

Quality of documentation Excellent

Company constraints Cost Free

Supported platforms Windows, Linux

Complexity of license management Easy

Easy to install Yes

Domain-specific criteria CENELEC certification No

Integration in the CENELEC process Not applicable
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main deficiencies concern “lack [of] support for development 
features and process-integration aspects,” and scarce portabil-
ity due to “non-standard languages and specialized verification 
capabilities.”

6   |   Conclusion

The present work sought to look into the state of FM penetration 
in industry, which, however considerable, is still underinvesti-
gated from the perspective of adoption, and whose limitations 
are clear only to long-standing practitioners or seasoned FM re-
searchers. To obtain these results, we focused our lens of anal-
ysis onto users of an exponent of FM in industry, namely, the 
Verum Dezyne tool-suite.

Rotating around this tool, we conducted an empirical analy-
sis of the practice and experiences stemming from the prac-
titioners that consider the tool a critical technology for their 
product space. We tried to answer three research questions 
concerning, respectively, the degree of integration of FM in in-
dustrial processes, the existing challenges to FM adoption in 
industry, and the opinion gap between industry and academia.

While our study focuses on a specific approach within one orga-
nizational context and is not intended to support broad general-
ization, it provides a focused, empirical account of the practical 
benefits and limitations encountered when applying FMs in a 
real-world setting. Our findings highlight several mature aspects 
of FM adoption in industry, as well as specific strengths of the 
Dezyne approach. For example, Dezyne is able to incrementally 
and iteratively address monolith decomposition through modu-
larization, a feature that is crucial for its industrial success. We 
found five different categories of challenges hindering industrial 
adoption of FM and classified each one of them in a taxonomy. 
According to the practitioners we interviewed, the most press-
ing issues concern scalability, ease of use, and integration into 
existing software engineering processes. The latter, in particu-
lar, is a limitation too often underestimated and ignored by the 
academic FM community. Thus, our study reflects the need for 
further work in this direction by the technology owners.

We plan to compare our findings with studies involving practi-
tioners using other FM frameworks adopted in industry. Such 
comparative analyses would help validate the generality of the 
observed challenges and guide the development of FM tools and 
practices.
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Endnotes

	1	A proportional–integral–derivative (PID) controller is an automated 
mechanism that uses a feedback loop to keep a system variable close to 
a given setpoint [25].

	2	A livelock occurs when a component is permanently busy with inter-
nal behavior and fails to interact with other components or the exter-
nal environment (i.e., we check for a liveness requirement).

	3	https://​marie​-​sklod​owska​-​curie​-​actio​ns.​ec.​europa.​eu/​
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