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Kurzfassung

Das Ziel des Dissertationsvorhabens ”Integrated Safety and Security Knowledge Mode-
ling” ist die Identifizierung von Vorgehensweisen, um sichere System-Architekturen im
industriellen Umfeld zu modellieren. Das resultierende Modell soll sowohl Anforderun-
gen der Cyber-Sicherheit als auch der funktionalen Sicherheit erfüllen. Zu schützende
Assets (z.B.: kritische Geräte, Operatoren bzw. Bediener, Produktionsanlagen) werden
durch einen risikobasierten Ansatz identifiziert, da der Ausfall eines sicherheitskritischen
Gerätes einen höheren Schaden, als der Ausfall eines E-Mail-Servers in der gesamten
Architektur verursachen kann. Es werden Angriffsvektoren und Bedrohungen der Assets
identifiziert, welche die Kommunikation zwischen Maschinen (Machine-to-Machine Com-
munication) und die Integration von IT (Information Technology) mit OT (Operational
Technology) berücksichtigt. IT und OT haben sich unterschiedlich entwickelt, wodurch
Herausforderungen bei der Verschmelzung beider Gebiete entstehen. Die IT fokussiert
sich auf Schutzziele hinsichtlich der Cyber-Security. Vertraulichkeit und Integrität werden
priorisiert behandelt, da ein temporärer Ausfall eines Geräts oder Dienstes von einigen
Minuten keinen erheblichen Schaden in einer typischen IT-Architektur verursacht. Im
Gegensatz dazu kann in einer OT-Architektur der Verlust der Verfügbarkeit kritischen
Schaden verursachen, welcher die funktionale Sicherheit beeinflusst. Ein schwaches IT-
Sicherheitsniveau kann die funktionale Sicherheit beinträchtigen, wie folgendes Beispiel
verdeutlicht: Eine Maschine soll in einen sicheren Zustand wechseln, sobald ein Lichtgitter
aktiviert wurde. Wegen schwacher oder fehlender IT-Sicherheitsmaßnahmen konnte das
System manipuliert werden und die Daten des Lichtgitters können nicht mehr ausgewertet
werden. Folglich wurde die funktionale Sicherheitsfunktion deaktiviert und die Maschine
führt ihren Betrieb auch in einer gefährlichen Situation fort. Um die gewünschte sichere
Architektur zu modellieren, werden klassische IT-Bedrohungsmodelle (z.B.: STRIDE,
Attack Trees) und Bedrohungsmodelle, welche für die funktionale Sicherheit relevant
sind, überarbeitet, adaptiert und kombiniert. Abhängig von den entdeckten Bedrohungen
entsteht ein Bedrohungsmodell, welches das Gesamtrisiko abschätzt. Basierend auf den
identifizierten Bedrohungen wird ein Katalog mit Schutzmaßnahmen erstellt, welcher das
vorhandene Niveau der Cyber-Sicherheit und der funktionalen Sicherheit für OT-Systeme
evaluiert. Es werden internationale Standards (zB.: IEC 62443, IEC 61508) verwendet,
um das Architektur-Modell zu erstellen.
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Abstract

The aim of the dissertation project ”Integrated Safety and Security Knowledge Mod-
eling” is to identify procedures for modeling safe system architectures in an industrial
environment. The resulting model should meet both cyber security and functional safety
requirements. Assets to be protected (e.g. critical devices, operators, production facilities)
are identified using a risk-based approach, as the failure of a safety-critical device can
cause greater damage than the failure of an e-mail server in the entire architecture. At-
tack vectors and threats to assets are identified, considering the communication between
machines (machine-to-machine communication) and the integration of IT (information
technology) with OT (operational technology). IT and OT have developed differently,
which creates challenges when merging the two areas. IT focuses on protection goals
regarding cyber security. Confidentiality and integrity are prioritized, as a temporary
failure of a device or service lasting a few minutes does not cause significant damage
in a typical IT architecture. In contrast, in an OT architecture, the loss of availability
can cause critical damage that affects functional safety. A weak IT security level can
impair functional safety, as the following example illustrates: A machine is supposed to
switch to a safe state as soon as a light curtain is activated. Due to weak or missing
IT security measures, the system could be manipulated and the data from the light
curtain can no longer be evaluated. Consequently, the functional safety function was
deactivated, and the machine continues to operate even in a dangerous situation. To
model the desired secure architecture, classic IT threat models (e.g., STRIDE, Attack
Trees) and threat models that are relevant to functional security are revised, adapted, and
combined. Depending on the threats detected, a threat model is created that estimates
the overall risk. Based on the identified threats, a catalog of protective measures is
created, which evaluates the existing level of cyber security and functional safety for OT
systems. International standards (e.g. IEC 62443, IEC 61508) are used to create the
architecture model.
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CHAPTER 1
Introduction

This chapter presents the motivation for this PhD, derived research gaps and research
questions, the applied research method, and the structure of this thesis.

1.1 Motivation
This section discusses characteristics of industrial automation and control systems, the
Information Technology (IT)/Operational Technology (OT) convergence and its resulting
challenges, and the importance of viewing safety and security holistically.

1.1.1 Industrial Automation and Control Systems
Modern intelligent production environments utilize a wide array of communication net-
works, ranging from traditional fieldbus systems and industrial Ethernet solutions to
conventional office networks and, more recently, a growing number of wireless tech-
nologies [VZS19]. Implementing these communication structures requires expertise and
adherence to standards that address security challenges, especially those impacting
human-machine safety [RPL+20]. To explore this topic further, the current network
architectures and potential communication actors are briefly discussed.

Communication networks in industrial production systems must meet diverse requirements
that vary across different levels within an organization. Historically, these systems were
organized according to an automation pyramid, as illustrated in Figure 1.1. This
pyramid concept is derived from the Purdue Enterprise Reference Architecture (PERA)
framework [Wil93]. As one moves down the pyramid, the number of components increases,
but the volume of data decreases. For instance, the top layer consolidates data from
lower layers, which include data from numerous sensors, actuators, and controllers.
This flow of data results in higher data density at the upper levels. The automation
pyramid model, which dates back to the 1970s, is not a uniform approach for describing
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1. Introduction

production systems. In fact, there is significant variability among these hierarchical
models, and recent developments associated with Industry 4.0 have further amplified
system complexity [JSW20].

A more contemporary perspective on automation hierarchy differentiates between IT and
OT. OT focuses on ensuring the availability and safety of monitoring and controlling
technical processes, whereas IT deals with computer systems, networks, software for data
processing and distribution, and its security. However, in recent years, the distinctions
between IT and OT have become less clear, and the boundaries between the layers of
the automation pyramid are no longer as precise [CK16].

Figure 1.1: Automation Pyramid [Baj08, HBB+23]

Another reference architecture for industrial automation and control systems, aside from
PERA, is Reference Architectural Model Industrie 4.0 (RAMI4.0). The primary applica-
tion of RAMI4.0[JSW20, HFB+23] is within industrial production systems, particularly
in the context of Industry 4.0 (I4.0), as depicted in Figure 1.2. This architecture is a
three-dimensional model that helps structuring and organizing the various aspects of
I4.0. Its purpose is to establish a shared understanding among all stakeholders.

In I4.0, a key concept is the term ”asset”. This refers to an OT component that holds
value within an I4.0 system. Each asset is associated with a digital representation, which
is used to manage its life cycle. The RAMI4.0 framework aims to precisely describe

2



1.1. Motivation

Figure 1.2: RAMI 4.0 Based on [JSW20, HFB+23]

assets and their combinations while providing a structure for categorizing existing models
and standards.

RAMI4.0 is structured along three axes [JSW20, HFB+23]:

• Layers: These represent specific aspects relevant to the asset’s role, organized into
six layers.

• Life cycle value stream: This axis illustrates the asset’s life cycle and value-added
process, as defined by IEC 62890 [Int20a].

• Hierarchy levels: It assigns functional models to various levels according to the IEC
62264 [Int13] and IEC 61512 [IEC97] standards.

Currently, no specific technologies are directly associated with the RAMI4.0 layers.
The primary use of the model is to enhance the development of an I4.0 application.
Additionally, existing standardized models and technologies can be categorized and
mapped to RAMI4.0, helping to identify and select appropriate models or standards. It
is important to note that RAMI4.0 does not encompass all aspects of I4.0 and requires
some modifications. In other words, RAMI4.0 serves as a foundational framework for
advancing other I4.0 elements, such as Machine To Machine (M2M) communication,
security, and real-time capability. This allows RAMI4.0 to be used as a common platform
and enhance it to address different areas of I4.0 [JSW20, HFB+23].
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1. Introduction

1.1.2 IT/OT Convergence

By integrating OT and IT, a system is established that has to simultaneously meet both
safety and security standards. Physical changes may lead to state changes within the
system, while alterations in the system may, in turn, affect physical behavior. As a result,
safety and security are intrinsically linked in the context of OT systems. Moreover, the
addition of more OT components increases the number of devices that require regular
updates. This growing need for updates challenges the fundamental principle of easily
and rapidly integrating a reliable OT system, as these independently deployed updates
can introduce uncertainties. Additionally, in the production environment of an OT
system, the boundaries between OT and IT is often blurred. Therefore, both safety and
security play crucial roles in implementation. This necessitates a shift in mindset, and
OT networks should be secured in line with the latest knowledge and standards, such as
IEC 62443 [Int20b, HBB+23].

Current Status and Objectives

Currently, OT systems primarily focus on either safety or security, with a stronger empha-
sis on safety, particularly when integrating new machines. However, implementing safety
measures is complex and varies across applications. For instance, a risk analysis must
be conducted for each implementation, even with minor adjustments that alter the OT
system’s behavior, potentially introducing new risks that need mitigation. Importantly,
a system designed to be safe does not guarantee overall application security. Given
the intertwined nature of safety and security, it’s crucial to consider security from the
outset, as their interaction can introduce new vulnerabilities, especially under cyber
attacks [HBB+23].

According to ISO 12100 [Int10b], a standard for risk assessment and risk reduction, risks
may be mitigated in a specific order: first through inherently safe design, then through
technical protective measures, and finally through user information. At each stage, both
safety and security considerations may be addressed. For instance, safe design may
protect workers from workplace accidents, and securely constructed enclosures may shield
interfaces from security threats. When implementing technical measures, it’s crucial to
consider the potential for cyber attacks or the introduction of new vulnerabilities. Lastly,
by promoting proper usage for safe operation, employees may also be trained to increase
their awareness of social engineering attacks [HBB+23].

However, companies impacted by this issue often lack a high level of awareness regarding
the importance of security [Fed20], with most current efforts focused primarily on safety
aspects. As a result, the primary goal is to raise awareness of the need for an integrated
approach to safety and security in the implementation of OT systems. Achieving this will
likely necessitate the revision or creation of relevant standards and guidelines. Fortunately,
initiatives such as the European Union Network and Information Systems (NIS) Directive1

1https://www.enisa.europa.eu/topics/cybersecurity-policy/nis-directive-new
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1.1. Motivation

and the Austrian Network and Information System Security Act2 indicate a positive
trend in this direction [HBB+23].

Arising Challenges

The IT/OT leads to several challenges considering safety and security holistically in
OT systems. These challenges are discussed shortly in the following and are namely
I) Implementing security countermeasures, II) Lifetime versus Changes, III) Change
Management, IV) Availability Requirements and Physical Effects, V) System Operation
and Resource Constraints, VI) Component Location [HBB+23].

I) Implementing Security Countermeasures

Securing a device can be particularly challenging when it’s integrated into an OT system
due to the system’s complex interoperability. Additionally, enhancing security might
entail costs that impact other aspects of the system [YSN+20]. Nevertheless, ensuring
human safety may remain the top priority in the design of any OT system [HBB+23].

According to [YSN+20], the primary security challenges in systems include reduced
performance, increased power consumption, delays, high costs, and compatibility issues.
At the device level, two critical factors need attention: ensuring adequate shielding and
securing the device’s design [HBB+23].

Shielding a device is a crucial strategy for protecting against physical invasive attacks. To
address such threats, physical anti-invasion measures or detection systems for invasions
may be employed. For highly sensitive hardware that stores encryption keys, it can be
effective to encase these components in plastic or metal, preferably within a specially
designed crystalline or polymer structure provided by the manufacturer [DM91]. However,
because maintainability is a key concern, applying these anti-invasion techniques to every
OT component is not always practical. Instead, it is possible to design enclosures that
detect unauthorized access. Techniques for this include using sealed packaging and
enclosures [CW13], employing tamper-evident screws or seals, and more sophisticated
methods such as tamper-sensing meshes [ION+18, HBB+23].

Changes to hardware and the design of the OT component may be detected through
various electrical or aggregated measurement methods, which track specific values such
as electric field emission, electrical resistance, size, or weight. The primary challenge
is to implement adequate and effective measures to ensure that unauthorized hardware
modifications produce noticeable differences. To address unauthorized alterations in inte-
grated circuits, modern hardware Trojan detection techniques may be employed [LHM14].
Additionally, the security challenges associated with electronic hardware design may be
influenced by the requirements of contemporary devices. Malicious elements, such as
hardware Trojans, may be inserted at any stage of the design or production process of an
OT component. Although there are existing detection methods, such as logic testing and

2https://www.parlament.gv.at/gegenstand/XXVII/ME/326
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1. Introduction

side-channel analysis [BS17], the complexity of potential attacks is expected to increase
in the coming years. Consequently, detection methods must also advance [HBB+23].

The performance and reliability needs of OT systems are distinct from those of IT
systems. OT systems often rely on communication systems, operating systems, and
applications that are unconventional compared to typical IT environments. Traditionally,
IT systems operated in isolation from OT systems, which used proprietary control
protocols and specialized hardware and software. However, there is a growing trend
toward replacing legacy solutions with industrial Ethernet and Internet Protocol (IP)
devices, which increases the attack surface of OT systems. The adoption of IT solutions
for corporate connectivity and remote access has further reduced the isolation between OT
and internal company networks (e.g., office and enterprise IT) as well as external networks
(e.g., the Internet or remote support connections from system integrators). In these
scenarios, defense-in-depth strategies, which have been advocated for many years [TSS05]
and are now established as effective security practices, along with appropriate access
controls [Val14], are recommended to enhance security.

Regarding operational and personnel safety, many effective best practices have been
established. However, some current safety measures closely resemble the security measures
required. Developers encounter difficulties with crucial parameters, including power,
performance, and real-time fault detection. Integrating safety and security adds to system
complexity, potentially leading to runtime errors, operational delays, and increased
costs [Bai19]. A thorough understanding of both safety and security principles, along
with their best practices, is essential for properly integrating and implementing these
concepts into hardware design [HBB+23].

II) Lifetime versus Changes

The software industry is known for its rapidly evolving technologies. In addition, software
products often benefit from the fact that redeployments usually don’t require physical
changes. IT components generally have a lifespan of 3 to 5 years due to rapid technological
advancements. This brief technology lifespan allows software engineers to learn from
design flaws and drives progress toward more secure designs. However, for OT components,
which may have lifespans of up to 50 years [VHBtH17], major software updates are
often linked to physical upgrades. This makes quick transitions to new technologies
impractical. Consequently, addressing security vulnerabilities in such systems typically
involves implementing workarounds and enhancing the existing technology [HBB+23].
Therefore, OT components may not support the implementation of state-of-the-art
security functions. There are methods designed to integrate cyber security measures
during the design phase of an OT component [VHBtH17, BWE19]. However, these
methods do not address the issue of insecure legacy systems [HBB+23].

In many instances, software security relies on the ability to quickly deploy updates,
such as automated over-the-air updates and timely security patches. These methods
significantly shorten the time needed to address vulnerabilities and help vendors minimize
the number of exposed devices. However, this rapid response capability is not available
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1.1. Motivation

in the OT world. In OT environments, various components with their own firmware
must work together within a cohesive system. Additionally, the need for high availability
in OT systems rules out automatic changes. Consequently, operators face the challenge
of manually updating numerous independent systems from different manufacturers. This
process is not only more labor-intensive but also creates reliance on multiple vendors
simultaneously [HBB+23].

Software testers may only demonstrate the existence of vulnerabilities, not their complete
absence, which often results in security vulnerabilities being discovered after the software
is released. A common approach to address these vulnerabilities is to provide security
updates to clients. Indeed, regular updates are crucial for maintaining the security
of software products [AFM00, HBB+23]. At the same time, applying regular software
updates in the OT domain is challenging due to stringent demands for availability and
operational safety. Software changes, including updates, may lead to unexpected impacts
on functionality. As a result, operators often spend weeks testing updates before deploying
them to production environments [CAS08]. Consequently, this leads to increased delays
and costs in addressing certain vulnerabilities [HBB+23]. These unexpected impacts on
functionality includes potential safety impacts. For instance, as a result of an update, the
default operation mode of the OT component may be changed, leading to a defined valid
but different behavior that may be dangerous in the current planned operation of the
OT component. Therefore, this situation may lead to employees getting injured while
operating with an robot in an unexpected different operation mode.

III) Change Management

IT systems often support a range of vendors, while OT systems might be restricted to
a single vendor. Additionally, OT vendor licenses and service agreements sometimes
prohibit the use of third-party security solutions. Using such solutions without vendor
approval may result in the loss of service support.

Using outdated software may create significant vulnerabilities in both IT and OT systems.
In IT environments, software updates—including security patches and fixes—are generally
rolled out regularly and promptly, often through automated processes based on established
security policies. In contrast, OT environments require a more rigorous approach to
software updates. These updates must undergo thorough testing by both the vendor and
the end-user before deployment. Additionally, the update process must be scheduled
in advance, sometimes taking days or weeks. OT systems may also need revalidation
during the update process and might rely on older, unsupported operating systems,
which may result in patches or fixes no longer being available. Moreover, software
change management practices also extend to hardware and firmware, necessitating
careful evaluation by experts. Thus, security patch management has to be implemented
differently between IT and OT. Without proper patch management hazards may arise
due to the possible exploitation of security vulnerabilities or potential different behavior
when applying updates (cf. challenge III) Lifetime versus Changes).
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IV) Availability Requirements and Physical Effects

OT processes are usually continuous, and unexpected outages are unacceptable. Maintenance-
related outages must be planned days or weeks ahead of time. To comply with stringent
availability requirements (as OT systems generally cannot be restarted without impacting
production), thorough testing before deployment is essential. Given that even brief
outages are often not feasible, OT systems frequently include redundant components to
maintain availability during any necessary downtimes.

OT systems are often time-critical, requiring prompt and predictable responses. As
a result, acceptable levels of delay and jitter are determined on a case-by-case basis.
In these environments, throughput is less critical. In contrast, IT systems prioritize
throughput over delay and jitter, which are less critical factors. In certain situations,
such as with collaborative robots in OT, automated response times or reactions to human
input are essential. Therefore, the security goal availability has a higher criticality in OT
than in IT.

OT components (e.g., Programmable Logic Controllers (PLCs), operator stations) directly
control and interact with physical processes, potentially leading to tangible physical
events. In contrast, IT systems do not engage with the physical environment in the same
direct manner. Therefore, in the OT domain are additional impacts possibly caused by
security flaws.

There are also safety aspects based on availability requirements and physical effects to
consider when viewing a OT system holistically. For instance, to circumvent the risk
of collisions, in addition to the safety devices integrated into the robot itself, external
devices, such as safety sensors equipped with light barriers, may be incorporated into
the system. However, the configuration of security mechanisms may result in safety
concerns. For example, the sensor data of light barriers may be compromised due to
the exploitation of a security vulnerability. This could potentially lead to a hazardous
situation, jeopardising the safe operation of the machine.

V) System Operation and Resource Constraints

OT operating systems and networks often differ significantly from IT systems and
necessitate specialized skills, experience, and expertise. The communication protocols and
media used in OT systems may be proprietary and differ significantly from those commonly
found in IT environments. Consequently, industrial communication networks are typically
managed by control engineers rather than IT administrators. Thus, knowledge gaps
may introduce security flaws. Furthermore, traditional IT security countermeasures, like
encrypting network communication, may be hard to implement or have to be compensated
with other countermeasures.

OT systems often operate with limited resources, making it challenging to implement
advanced IT security measures such as resource-intensive encryption, error logging,
and password protection. Applying standard IT security practices to OT systems may
sometimes cause issues with system availability and timing. Additionally, enhancing
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these systems with additional resources or computing power to match current security
standards may not be feasible.

Even if the OT component supports the implementation of security functions like commu-
nication encryption, these functions may be computationally intensive. In combination
with the discussed resource constraints and physical effects, introducing new hazards by
implementing computationally intensive security measures.

VI) Component Location

Typically, IT components and certain OT systems are situated in facilities that are
easily accessible by local transportation networks. Conversely, widely distributed OT
components may be installed at remote locations, necessitating increased transportation
efforts. Therefore, the location of components has to also be taken into account when
implementing physical security measures.

The differences in IT environments also introduce unique attack vectors, highlighting the
necessity for specialized threat modeling approaches. To defend against these threats,
governments and industry organizations have developed various security standards,
guidelines, and best practices specifically for OT systems [BSS+16a]. Examples of such
security standards tailored for OT systems include IEC 62443 [Int20b] and NIST Special
Publication 800-82 [SPAH22]. Inadequate security measures may result in scenarios where
operators are at risk of harm, as illustrated by the following example: A machine is
designed to enter a safe state upon activation of a light grid. However, due to insufficient
or absent security measures, the OT component becomes vulnerable to manipulation,
preventing the accurate evaluation of the light barrier data. Consequently, the safety
function is disabled, allowing the machine to continue operating even in the presence of
nearby operators. The safety-related communication within OT environments is addressed
by the IEC 61784 standard [IEC21]. A comprehensive overview of these standards is
presented in Section 2.1,Section 2.2, and Section 2.3, respectively.

1.2 Research Gaps and Research Questions
Section 2 highlights that there is currently no method to protect the OT environment
comprehensively with respect to safety, security and operation requirements while consid-
ering details of its OT components and integration and a more generic view to include
proven protection principles like defense in depth. Therefore, not all weaknesses and
vulnerabilities may be identified when considering a particular System under Considera-
tion (SUC). The resulting ”blind spots” are especially interesting for attackers because
exploiting such vulnerabilities increases the success rate and duration of attacks. Table 1.1
lists an overview of known attacks against OT systems while mapping these attacks to
the arising challenges of the IT/OT convergence discussed in Section 1.1.2. These attacks
include incidents targeting the interdependence between safety and security, such as:
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• OT malware BlackEnergy: The first version of this malware installed a botnet
that causes Denial of Service (DoS) attacks impacting availability. The second
version added functions used for espionage and spamming. The recent version three
upgrades this malicious software to perform Advanced Persistent Threat (APTs),
enabling advanced cyber attacks. In 2015, this malware shut down the energy
supply of Ukraine [Sch19, GBMF20].

• OT malware TRITON (also called TRISIS): Attackers created malicious code
targeting a Safety Instrumented System (SIS), devices designated to increase safety,
to prevent them from getting activated in time. TRITON infected a power plant
in Saudi Arabia. In this case, this malicious code could cause a plant shutdown
or an unsafe physical state like explosions and the release of poisonous sulfur
gas [Jin19, GBMF20].

• SolarWinds incident: A supply chain attack was performed targeting the SolarWinds
Orion Platform used as a Network Management System (NMS). An NMS helps
network administrators to monitor and maintain their network by providing suitable
tools, applications, and devices for this task. OT components like power distribution
units, perimeter sensors, Heating, Ventilation, and Air Conditioning (HVAC), and
Uninterruptible Power Supply (UPS) can be parts of this NMS. Taking over or
spoofing the NMS may cause physical damage [PSO+21, LT12, HSN10].

Threat modeling has to be performed as a precondition to identify system-specific threats,
leading to the possibility of providing system-specific recommendations of a SUC.

Threat modeling is defined as a structured approach that facilitates the systematic
identification and prioritization of security-related threats that are most likely to impact
a SUC [MBK+15, Sho14]. For this structured approach, two types of models are essential:
one that represents the system infrastructure of the SUC, and another that specifies the
vulnerabilities. The threat modeling process is carried out in four steps [HKS21b]:

• Develop a comprehensive model of the system to be built, deployed, or modified.

• Identify potential threats based on the constructed model.

• Implement measures to address the identified threats.

• Evaluate the completeness and effectiveness of the implemented countermeasures.

Besides threats, hazards may be modeled to achieve an holistic view of a SUC. Method-
ologically, hazard modeling is similar to threat modeling. The difference lies in the
different aspects of an OT component to consider to identify hazards. Therefore, these
safety-relevant aspects of OT components have to be part of the comprehensive model
of the system to be built, deployed, or modified [HSK24]. If that is the case, the hazard
modeling process may be carried out in similar steps:
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Table 1.1: Known Attacks on OT Systems

Year Reference Security Related Attacks or Events IT/OT chal-
lenges

2007 [Sch19] Research project Aurora shows severity of cyber
attacks against an OT system

I, II

2008 [Sch19] Agent.btz I, IV, VI
2010 [Sch19] Discovery of 38.000 vulnerabilities in the archi-

tecture of energy suppliers; Stuxnet
I, II, III, IV, V,
VI

2011 [Sch19] 34 OT vulnerabilities published by Luigi Au-
riemma; Night Dragon Attacks

I, II, III

2014 [Sch19] Havex I, II, V, VI
2015 [Sch19,

GBMF20]
BlackEnergy shuts down energy supply of
Ukraine

I, II, V, VI

2016 [Sch19] Attack against US infrastructure (OT of a dam
of state New York)

I, II, III, IV, V,
VI

2017 [Jin19,
GBMF20]

TRITON I, II, III, IV, V,
VI

2018 [Nat19] Ryuk I, IV, V, VI
2019 [Tre19] LockerGoga I, II, III
2020 [PSO+21] SolarWinds I, II, III, IV, V
2021 [ef21] Cyber attack on the US oil and gas pipeline I, III, IV, V
2022 [Dra23] Industroyer2 I, II, IV, V, VI
2023 [oA23] Israel’s irrigation systems attacked I, III, IV, V, VI
2024 [Age24] RansomHub I, II, III, IV, V

• Develop a comprehensive model of the system to be built, deployed, or modified.

• Identify potential hazards based on the constructed model.

• Implement measures to address the identified hazards.

• Evaluate the completeness and effectiveness of the implemented countermeasures.

Risk management is a systematic approach used to identify, analyse, evaluate, and
mitigate risks in a cost-effective manner. Within the scope of this thesis, risk management
serves to address identified threats efficiently while ensuring that the safety and security
requirements of the OT system are met.
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Implementing all countermeasures suggested during a risk assessment may prove overly
complex and financially burdensome [HKS21b]. Consequently, the identified threats may
be managed as follows [HKS21b]:

• Mitigation: This involves implementing controls to decrease the likelihood or impact
of a successful attack.

• Transferring (or sharing): In this approach, risks are transferred to external parties,
such as insurance companies or business partners.

• Avoidance: This strategy entails deactivating the functionalities, activities, or
communication channels that facilitate the threat.

• Acceptance: In this case, no further actions are taken to address the threat, typically
chosen when the potential adverse impact of the threat is considered negligible.

There are multiple methodologies available for modeling safety hazards or security threats.
Some of them focus on either threats or hazards, other ones consider both.

OCTAVE Allegro [CSYW07] is one such approach that aims to streamline and enhance
the efficiency of security risk assessments. This methodology facilitates the analysis
of people, technology, and facilities in relation to their connections with information,
business processes, and the services they support.

The Fault Tree Analysis (FTA) [Kri17] employs a top-down approach for analysis,
beginning with an undesired event as the root and tracing back through possible causes
and their interrelations, represented as leaves.

The Hazard and Operability Study (HAZOP) analysis [SCP04] employs a structured
set of guide words to systematically explore deviations from the intended use case or
function that may lead to safety-related impacts. This approach also involves identifying
potential causes of these deviations and their further consequences.

Some existing threat modeling methodologies address both safety and security concerns.
One such approach is the SAHARA method [MSB+15], which is grounded in ISO
26262 [ISO18a] - Hazard Analysis and Risk Assessment (HARA). This method evaluates
safety hazards using Automotive Safety Integrity Level (ASIL), a variant of Safety
Integrity Level (SIL) employed in the broader safety standard IEC 61508 [Int10a]. For
identifying attack vectors and threats related to security, SAHARA utilizes Spoofing,
Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege,
Lateral Movement (STRIDE-LM) [Mic19], which assesses security risks through a self-
defined scheme that correlates these risks with an ASIL value. However, SAHARA is
specifically tailored for the automotive domain. Furthermore, it does not offer guidance
on mitigating the identified threats.

The Combined Harm Assessment of Safety and Security for Information Systems
(CHASSIS) [SMSG15] employs use case and misuse case diagrams to represent the

12



1.2. Research Gaps and Research Questions

underlying OT system and its associated threats, addressing both security and safety
from a high-level perspective. It also incorporates discussions on trade-offs arising from
conflicts between safety and security measures. The CHASSIS framework emphasizes
identifying threats rather than potential attacks and does not utilize metrics to prioritize
or evaluate the identified threats.

The Failure-Attack-CounTermeasure (FACT) graph [SM14] integrates fault trees [Kri17]
and attack trees [Bru99] to identify both safety and security threats. However, it does not
assess the identified risks and lacks the use of standardized metrics for risk evaluation.

The Failure Mode, Vulnerabilities and Effect Analysis (FMVEA) approach [SMSG15]
builds upon Failure Mode and Effects Analysis (FMEA) by incorporating security-specific
threat modes. It requires eight steps per iteration, which compromises its efficiency.
Additionally, FMVEA does not employ common metrics for rating the identified threats.

The Unified Security and Safety Risk Assessment approach [CCHC14] encompasses several
key processes: identifying the SUC, discovering potential threats, detecting existing and
planned controls, assessing the likelihood of threats and hazards, evaluating the impact on
assets, analyzing the overall safety-security risk level, making control recommendations,
and generating risk assessment reports. Each iteration of this method involves nine steps,
which may affect its efficiency. Additionally, the approach lacks standardized metrics for
threat evaluation.

Characteristics of threat modeling approaches

Based on a review of the literature, the following characteristics of unified threat model
approaches, which address both safety and security in industrial architectures, have been
identified [HKS21b]:

I) Interdependence of safety and security: In addition to identifying threats to security
and safety, it is essential to address their interconnections and interdependencies [WS18].
II) Applicability: The broader the range of use cases that a method may effectively address,
the greater its anticipated usefulness and acceptance within the industry. Consequently,
the approach should be designed to be broadly applicable across various use cases within
the OT domain.
III) Attack modeling: To effectively corrupt a system, it is often necessary to exploit
multiple vulnerabilities. Therefore, a comprehensive set of plausible attacks based on the
identified vulnerabilities must be developed [WS18].
IV) Risk analysis: Additionally, there should be a systematic approach to assessing the
risks associated with these vulnerabilities. Such an approach facilitates the management
of risks in a cost-effective manner while addressing critical gaps in safety and security
relative to the OT system.
V) Common metrics: Using widely accepted metrics for threat evaluation facilitates
their integration with other methods. In contrast, when dealing with metrics of varying
ranges, normalization is required. This normalization process introduces additional effort,
potentially affecting the accuracy of the evaluation and impacting requirement VII).
Consequently, employing standardized metrics is preferable.
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VI) Technical and organizational countermeasures: Organizational controls are particu-
larly valuable in scenarios where technical controls are challenging to implement. These
controls encompass measures such as awareness training to decrease the effectiveness
of social engineering attacks, as well as policies for managing third-party access and
handling devices required for vendor support or other supply chain participants.
VII) Efficiency: The approach must be both efficient and cost-effective to enhance its
applicability and utility within the industry, as reducing costs while achieving comparable
results is essential. A relevant indicator for this criterion is the complexity of the phases
involved in implementing the approach and their anticipated duration.

Table 1.2 summarizes various threat and hazard model approaches, detailing their specific
focus and performance characteristics. It highlights that no single threat model approach
meets all requirements while emphasizing both safety and security. To effectively define
potential issues, a threat model requires a system model of the SUC, which delineates
the context in which the threat model may be applied [Sho14].

Table 1.2: Evaluation of Existing Threat and Hazard Model Approaches

Year Approach Focus Req.
I

Req.
II

Req.
III

Req.
IV

Req.
V

Req.
VI

Req.
VII

1964 FTA [Kri17] safety - X - X X X -
1974 HAZOP

[SCP04]
safety - X - X X X -

2007 OCTAVE Alle-
gro [CSYW07]

security - X X X X - X

2012 CHASSIS
[SMSG15]

combined X X - - - X X

2014 FACT graph
[SM14]

combined X X X - - X X

2014 FMVEA
[SMSG15]

combined X X X X - X -

2014 Unified Se-
curity and
Safety Risk
Assessment
[CCHC14]

combined X X X X - - X

2015 SAHARA
[MSB+15]

combined X - X X X - X

2019 STRIDE-LM
[Mic19]

security - X - - - X X

To address this issue, a methodology was devised to assess the safety and security
deficiencies in current industrial system architectures. This methodology is underpinned
by an ontology – a framework representing knowledge – that facilitates (semi-)automation
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of its various phases. The ontology incorporates a system model that is applied to use
cases derived from a stakeholder analysis [HKS23a] and subsequently evaluated. The
system model created is applicable to both system design and operational phases.

This effort aims to answer the research aim:

• Which actions are needed to perform a system level risk assessment considering
safety and security aspects?

The following research questions guide to answer the defined research aim:

• RQ1: Which knowledge representation frameworks exist to model safety and
security aspects?

• RQ2: How do stakeholders in the industry address safety and security aspects?

• RQ3: How to model safety and security aspects combined while including their
relations?

• RQ4: How to identify and prioritize safety and security risks automatically?

• RQ5: How to suggest safety and security mitigations automatically while consider-
ing safety and security interdependencies?

1.3 Research Method
This research project is carried out according to the Design Science Research Process
(DSRP) [PTG+20]. Figure 1.3 illustrates this process and its phases.

Figure 1.3: DSRP Model Based on [PTG+20]
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Problem identification and motivation

This phase of DSRP [PTG+20] describes the research problem. A thorough state-of-the-
art analysis was performed to identify and evaluate known threat modeling techniques
and protective measures with respect to safety and security [HKS23a] (cf. Section 2).

An essential motivation is to ensure that all research activities are aligned with the
future requirements of the industry. Therefore, a stakeholder approach is being followed:
Companies with an industrial context, either as a manufacturer of automation products,
system integrator, or operator of sophisticated automation systems/operators of auto-
mated production environments, were invited to join the program in a stakeholder role.
In a first step of the stakeholder analysis, interviews were conducted to identify possible
vulnerabilities, attack vectors, types of attackers and implement countermeasures in their
existing system architectures and legacy systems as well as expected future scenarios and
technology roadmaps [HKS23a].

Objectives of the solution

The next phase highlights the objectives of a solution to the problem defined in the former
phase [PTG+20]. The proposed solution contributes to computer science by providing
the following:

• A system model that considers safety and security characteristics and requirements

– Enabling semi-automation of the proposed approach
∗ Creating an instance, a specific system architecture
∗ Identifying arising threats, hazards, and their interdependencies
∗ Providing system architecture-tailored protection measures considering

conflicts between safety and security requirements

• A model to identify threats, hazards, and their interdependencies

• A unified approach according to the generic risk management process

– Including the prioritization of threats and hazards
– Providing only system-tailored countermeasures, including prioritization of

countermeasures

Design and development

This part of DSRP introduces a solution to the problem consisting of constructs, models,
methods, or instances [PTG+20]. The resulting findings of the stakeholder analysis were
considered for the creation of the OT domain-specific system model. This meta model
serves as a generic SUC. To model possible threats against the SUC, threat modeling
techniques concerning safety and security were revised (cf. Table 1.2), adapted, and
combined with increasing its performance on the defined SUC. The used threat model
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also includes an attack model, enabling the mapping of threats to attacks to evaluate
and prioritize critical threats over non-critical threats.

Based on the identified threats and their criticality, a catalog of protection measures
considering organizational and technical measures with respect to security and safety
was created semi-automatically.

Demonstration

The demonstration phase shows the efficacy of the developed solution to solve the problem
through activities like experimentation, simulation, or case study proofs [PTG+20]. The
design and implementation of use cases based on the developed generic SUC was done in
the TU Wien Pilot Factory, which serves as practical proof of concept for the results of
this project.

Evaluation

This step observes how efficiently the developed solution addresses the problem by
comparing the objectives of the solution with the observed results [PTG+20]. Experts
of the industry evaluated the proposed solution considering the derived characteristics
of OT protective measures, threat model techniques, and addressing interdependencies
between safety and security.

Communication

In the final phase of DSRP, the problem and its importance, the developed solution, its
utility and novelty, the rigor of its design, and its effectiveness are communicated through
research publications [PTG+20]. Insights and results were be published according to
Section 1.4.

1.4 Structure of This Thesis
Chapter 2 describes the state of the art of related work in the domains safety, security, and
integrated safety&security. Furthermore, a systematic literature review identifying ontolo-
gies considering safety, security, and operation requirements in OT is presented [HSK24].
The following publications contributed to this chapter:

• S. Hollerer, W. Kastner, and T. Sauter. ”Towards a Comprehensive Ontology Con-
sidering Safety, Security, and Operation Requirements in OT”. In 2023 IEEE 28th In-
ternational Conference on Emerging Technologies and Factory Automation (ETFA),
Sinaia, Romania, 2023, pp. 1-4, doi: 10.1109/ETFA54631.2023.10275521. [HKS23b]

• S. Hollerer, T. Sauter, and W. Kastner. ”A Survey of Ontologies Considering
General Safety, Security, and Operation Aspects in OT”. In IEEE Open Jour-
nal of the Industrial Electronics Society, Volume 5, 2024, pp. 861-885, doi:
10.1109/OJIES.2024.3441112. [HSK24]
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• S. Hollerer, B. Brenner, P. Bhosale, C. Fischer, A. Hosseini, S. Maragkou, M.
Papa, S. Schlund, T. Sauter, and W. Kastner. ”Challenges in OT Security and
Their Impacts on Safety-Related Cyber-Physical Production Systems”. In Digital
Transformation, 2023, pp. 171-202, doi: 10.1007/978-3-662-65004-2_7. [HBB+23]

• S. Hollerer, C. Fischer, B. Brenner, M. Papa, S. Schlund, W. Kastner, J. Fabini,
and T. Szeby. ”Cobot attack: a security assessment exemplified by a specific
collaborative robot”. In: Procedia Manufacturing, Volume 54, 2021, pp. 191-196,
doi: 10.1016/j.promfg.2021.07.029. [HFB+21]

• I. Reithner, M. Papa, B. Lueger, M. Cato, S. Hollerer, and R. Seemann. ”Devel-
opment and Implementation of a Secure Production Network”. In 31ST DAAAM
International Symposium on Intelligent Manufacturing and Automation. Vienna,
Austria, 2020, pp. 736-745, doi: 10.2507/31st.daaam.proceedings.102. [RPL+20]

Chapters 3, 4, 5, 6, and 7 present and elaborate on the developed ontology that addresses
the research aim discussed in Section 1.2. Furthermore, chapter 3 discusses a stakeholder
analysis providing insights of typical characteristics of OT systems and components in
the industry.

The following publications contributed to this chapter:

• S. Hollerer, W. Kastner, and T. Sauter. ”Safety and Security: A Field of Ten-
sion in Industrial Practice”. In 2023 IEEE 21st International Conference on
Industrial Informatics (INDIN), Lemgo, Germany, 2023, pp. 1-7, doi: 10.1109/IN-
DIN51400.2023.10217900. [HKS23a]

• S. Hollerer, W. Kastner, and T. Sauter. ”Safety und Security-ein Spannungsfeld
in der industriellen Praxis”. In Elektrotechnik & Informationstechnik, Volume 138,
2021, pp. 449-453, doi: 10.1007/s00502-021-00930-0. [HKS21a]

• S. Hollerer, W. Kastner and T. Sauter, ”Towards a Threat Modeling Approach
Addressing Security and Safety in OT Environments”. In 17th IEEE International
Conference on Factory Communication Systems (WFCS). Linz, Austria, 2021, pp.
37-40, doi: 10.1109/WFCS46889.2021.9483591. [HKS21b]

• S. Hollerer, T. Sauter, and W. Kastner. ”Risk Assessments Considering Safety,
Security, and Their Interdependencies in OT Environments”. In ARES ’22: Proceed-
ings of the 17th International Conference on Availability, Reliability and Security.
Vienna, Austria, 2022, pp. 1-8, doi: 10.1145/3538969.3543814. [HSK22]

• B. Brenner, S. Hollerer, P. Bhosale, T. Sauter, W. Kastner, J. Fabini, and T. Zseby.
”Better Safe Than Sorry: Risk Management Based on a Safety-Augmented Network
Intrusion Detection System”. In IEEE Open Journal of the Industrial Electronics
Society, Volume 4, 2023, pp. 287-303, doi: 10.1109/OJIES.2023.3297057. [BHB+23]
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• S. Kropatschek, S. Hollerer, D. Hoffmann, D. Winkler, A. Lüder, T. Sauter, W.
Kastner, S. Biffl. ”Combining Models for Safety and Security Concerns in Au-
tomating Digital Production”. In 2023 IEEE 21st International Conference on
Industrial Informatics (INDIN), Lemgo, Germany, 2023, pp. 1-8, doi: 10.1109/IN-
DIN51400.2023.10218184. [KHH+23]

• S. Hollerer, M. Chabrova, T. Sauter, and W. Kastner. ”Combined modeling
techniques for safety and security in industrial automation: A case study”. In 2022
15th International Conference on Security of Information and Networks (SIN),
Sousse, Tunisia, 2022, pp. 1-4, doi: 10.1109/SIN56466.2022.9970541. [HCSK22]

• P. Denzler, S. Hollerer, T. Frühwirth, and W. Kastner. ”Identification of security
threats, safety hazards, and Interdependencies in industrial edge computing”. In
2021 IEEE/ACM Symposium on Edge Computing (SEC), San Jose, CA, USA, 2021,
pp. 397-402, doi: 10.1145/3453142.3493508. [DHFK21]

• S. Kropatschek, K. Kurniawan, P. Boshale, S. Hollerer, E. Kiesling, and D. Winkler.
”Towards A Knowledge Graph-based Framework for Integrated Security and Safety
Analysis in Digital Production Systems”. In ISWC 2023 Posters and Demos: 22nd
International Semantic Web Conference, Athens, Greece, 2023, pp. 1-5 [KKB+23]

• A. Amiri, G. Steindl, and S. Hollerer. ”Integrated Safety and Security by Design in
the IT/OT Convergence of Industrial Cyber-Physical Systems”. In 2024 IEEE 7th
International Conference on Industrial Cyber-Physical Systems (ICPS), St. Louis,
MO, USA, 2024, pp.1-2 , doi: 10.1109/ICPS59941.2024.10640023. [ASH24]

• A. Amiri, G. Steindl, I. Gorton, S. Hollerer, W. Kastner and T. Sauter, ”Inte-
grated Safety and Security by Design in the IT/OT Convergence of Industrial
Systems: A Graph-Based Approach,”. In 2024 IEEE International Conference on
Software Services Engineering (SSE), Shenzhen, China, 2024, pp. 123-129, doi:
10.1109/SSE62657.2024.00029. [ASG+24]

Chapter 8 concludes the results of this research project while answering the research
questions to reach the research aim, elaborating on limitations of the developed solution,
and future work.
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CHAPTER 2
State of the Art

This chapter discusses the state of the art via elaborating on related work in the domains
safety, security, and integrated safety&security. Furthermore, it presents a systematic
literature survey regarding knowledge representation considering security, safety, and
operation aspects in OT [HSK24].

2.1 Related Work Safety
Safety functions must be integrated based on hazard identification to comply with
safety standards, such as those outlined in IEC 61508 [Int10a]. For instance, at the
component level, safety functions like light barriers may halt OT components when
triggered, thereby ensuring safety. Different standards, such as IEC 61511 [Int16] for
the process industry sector, provide safety requirements based on the specific technical
processes implemented [HKS23a].

2.1.1 IEC 61508
IEC 61508 [Int10a] is a comprehensive standard that addresses the considerations neces-
sary for ensuring safety in electrical, electronic, and programmable electronic (E/E/PE)
systems used for safety functions. This standard may be supplemented with domain-
specific standards, which may introduce additional requirements. The following domain-
specific adaptations are recognized:

• IEC 61511: Safety instrumented systems for the process industry sector

• IEC 61513: Nuclear power plants - Instrumentation and control important to safety

• EN 50129: Railway applications - Communication signaling and processing systems
- Safety related electronic systems for signaling
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• IEC 62061: Safety of machinery - Functional safety of safety-related control systems

• ISO 13849: Safety of machinery — Safety-related parts of control systems

• EN 26262: Road vehicles - Functional safety

IEC 61508 [Int10a] measures safety of a SUC in its defined metric SIL. The standard
consists of seven parts, where parts one until four are normative. Parts five until seven are
informative, thus containing practical examples that should demonstrate the applicability
of the standard series. IEC 61508 addresses the whole life cycle of the SUC, from planning
until decommission.

Part one defines generic requirements. A safety life cycle has to be defined to identify all
measures and actions systematically, as Figure 2.1 exhibits. The specific safety life cycles
of electrical/electronic/programmable electronic safety-related systems and software are
addressed in parts two and three of the standard series. Measures to manage, verify, and
evaluate functional safety have to be executed and documented in each life cycle phase.

Figure 2.1: Safety Life Cycle Based on [Int10a]
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2.1.2 IEC 61511
IEC 61511 [Int16] is a derivation of IEC 61508 [Int10a] addressing the architectures
found in the process automation domain. It is applied to various industrial processes
like chemical, power, pharmaceuticals, and refineries. Its scope is on safety instrumented
designers, integrators, and users. IEC 61511 applies to the development of application
programs using a limited variety of fixed programming languages and the usage of
hardware designed, manufactured, and assessed according to IEC 61508. It focuses on a
SIS and consists of three parts:

1. This part is normative and contains a framework, definitions, and system require-
ments for hardware and software

2. This part is informative and offers guidance on how industries can apply the
requirements defined in part 1

3. This part is informative and offers guidance on how different SIL requirements may
be determined

Out of the scope of IEC 61511 [Int16] are the definition of which safety functions have to
be implemented and recommendations of safety functions for a specific processor type of
OT components. Further, it does not provide a thorough guide for determining SIL of
safety functions. Therefore, implementing the same process and hardware with equivalent
safety functions may result in different SIL values for different organizations.

IEC 61511 [Int16] defines the concept of layers of protection and also states their
interdependence. Typical layers of protections are as follows:

• Control

• Prevention

• Mitigation

• Plant emergency response

• Community emergency response

2.1.3 EN ISO 13849
EN ISO 13849 [Int15] provides safety requirements and guidance on the principles for the
design and integration of Safety-Related Parts of Control Systems (SRP/CS), including
the design of software. For these parts of SRP/CS, it specifies characteristics that
include the performance level required for carrying out safety functions. It applies to
SRP/CS for high demand and continuous mode, regardless of the type of technology
and energy used (e.g., electrical, hydraulic, pneumatic, and mechanical), for all kinds
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of machinery. Examples of products that are parts of SRP/CS are relays, solenoid
valves, position switches, PLCs, motor control units, two-hand control devices, and
pressure-sensitive equipment. The requirements addressing programmable electronic
systems are compatible with the methodology for the design and development of safety-
related electrical, electronic and programmable electronic control systems for machinery
introduced in IEC 62061 [Int21].

Before applying this standard to a specific OT component, a safety risk assessment has
to be done first. This may be achieved according to ISO 12100 [Int10b]. This standard
specifies basic terminology, principles, and a methodology for achieving safety in the
design of machinery. It specifies the principles of risk assessment and risk reduction to help
designers achieve this objective. These principles are based on knowledge and experience
of the design, use, incidents, accidents, and risks associated with machinery. Procedures
are described for identifying hazards, estimating, and evaluating risks during relevant
phases of the machine life cycle, and eliminating hazards or sufficient risk reduction.
Guidance is given on the documentation and verification of the risk assessment and risk
reduction process.

After performing a risk assessment according to ISO 12100 [Int10b], the identified safety
risks are evaluated using EN ISO 13849 [Int15]. Each identified risk is assigned with a
Performance Level (PL) according to the graph illustrated in Figure 2.3. The resulting
PL can be afterwards mapped to a SIL as Figure 2.2 demonstrates.

Figure 2.2: Relation Between PL and SIL Based on [Int15]
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Figure 2.3: Graph for Determining Required PL for Safety Function Based on [Int15]

2.2 Related Work Security

It is crucial to identify these threats using threat identification mechanisms, and to
implement appropriate security controls to meet security requirements, such as those
specified in IEC 62443 [IEC20]. These threats may target elements intrinsic to the OT
system or potentially affect the quality of the manufactured products [HSK22].
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2.2.1 IEC 62443

IEC 62443 [Int20b] is a series of standards designed to address and mitigate security
vulnerabilities in OT systems. This framework is applicable to a range of stakeholders
including asset owners, system integrators, product suppliers, service providers, and
compliance authorities, such as government agencies and regulators, who utilize it to
ensure adherence to relevant laws and regulations. Product suppliers, service providers,
and system integrators may leverage the IEC 62443 standards to assess whether their
products and services meet the security requirements specified by asset owners.

The standards outline security requirements across seven key areas, referred to as
foundational requirements in IEC 62443. Each foundational requirement includes a set
of security countermeasures, detailed in Table 2.1.

Table 2.1: Structure of IEC 62443 Protection Measures Based on [Int20b]

Group of measures Examples of measures
Identification and au-
thentication control

Identification and authentication of human users, software
processes, and devices; user account management; wireless
access management; strength of passwords and certificates

Use control Authorization enforcement (including wireless connections
and mobile devices); restrictions to execution of code; session
lock; remote session management

System integrity Integrity of communications, software, and information; pro-
tection against malicious code; input validation; error han-
dling; session integrity

Data confidentiality Confidentiality of information; information persistence; en-
cryption

Restricted data flow Network segmentation; protection of network segments; re-
strictions in human-to-human communication; separation of
applications

Timely response to
events

Access to security event protocols; continuous monitoring

Resource availability Protection against DoS attacks; resource management; back-
ups; system restore; emergency power supply; principle of
least functionality

Figure 2.4 depicts the structure of the IEC 62443 standard series [Int20b], which is
designed to address a comprehensive range of potential threats and security vulnerabilities
across various layers of an OT system. The ”General” layer provides clarification on
the terminology, definitions, and vocabulary used, ensuring a consistent understanding
throughout the entire standard series. The ”Policies & Procedures” section focuses on
organizational aspects, while the ”System” part covers technical aspects of OT systems
in their entirety. The ”Component” layer, on the other hand, deals with individual
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Figure 2.4: Overview of the IEC 62443 Series of Industrial Security Standards [Int20b]

components within a system, such as a robot. At the time of writing, some sections of
the standard series are still in draft or review stages.

2.2.2 NIST Special Publication 800-82
NIST Special Publication 800-82 provides a comprehensive overview of OT systems,
including typical system topologies, known threats and vulnerabilities, and proposed
security measures to mitigate associated risks. The recommended measures are presented
both conceptually, at a high level (e.g., network segmentation), and technically, with
detailed guidance on common services such as Domain Name System (DNS), Hypertext
Transfer Protocol (HTTP), File Transfer Protocol (FTP), Dynamic Host Configuration
Protocol (DHCP), Secure Shell (SSH), Simple Mail Transfer Protocol (SMTP), Simple
Network Management Protocol (SNMP), and Distributed Componet Object Model
(DCOM).
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Additionally, the publication offers guidance on developing and implementing OT security
programs. It addresses the application of security controls within OT environments and
is intended for a wide audience [NIS23]:

• Control engineers, integrators and architects who design or implement secure OT
systems

• System administrators, engineers and other IT professionals who administer, patch
or secure OT systems

• Security consultants performing security assessments of OT systems

• Managers who are responsible for OT systems

• Senior management persons who are trying to understand implications and conse-
quences as they justify and apply an OT security program to reduce impacts on
business functionality.

• Researchers and analysts who try to understand the security needs of OT systems

• Vendors who develop products which will be deployed as part of an OT system

Table 2.2 shows the structure of the protection measures introduced by NIST 800-82r3.

Table 2.2: Structure of NIST 800-82r3 Protection measures [HBB+23]

Group of measures Examples of measures
Risk management and
assessment

Definition of risk management process; domain-specific con-
siderations of risk assessments in ICS

ICS security program de-
velopment and deploy-
ment

Developing a business case for security; training of employees;
definition of ICS-specific policies and procedures; implemen-
tation of ICS security risk management framework; security
awareness training

ICS security architec-
ture

Network segmentation; firewalls; redundancy and fault toler-
ance; authentication and authorization; monitoring, logging,
and auditing; incident detection, response and system recov-
ery

Applying security con-
trols to ICS

Executing the risk management framework tasks for ICS;
guidance on the application of security controls: awareness
training, audit, security assessments, configuration manage-
ment, maintenance, personnel security
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2.2.3 NIST Cybersecurity Framework
The NIST Cybersecurity Framework is designed to enhance the resilience of IT and
OT systems. When applied to an OT system, this framework offers the following
benefits [Nat24]:

• Description of the current cyber security state

• Description the target cyber security state

• Identification and prioritization of cyber security measures in a continuous process

• Assessment progress towards the defined target cyber security state

• Communication with internal and external stakeholders about the cyber security
risk

Although the framework adopts a thorough approach, it explicitly asserts that ”it is not
a one-size-fits-all solution for managing cyber security risks” [Nat24]. The NIST Cyber-
security framework comprises three main components: the Framework Core, Framework
Implementation Tiers, and Framework Profile.

Framework Core

The Framework Core provides a range of activities designed to achieve specific cyber
security outcomes, along with references to guidance for accomplishing these outcomes.
These activities may not be viewed as a checklist but rather as security outcomes
deemed valuable by stakeholders for managing cyber security risks. The Framework Core
comprises five primary functions: Identify, Protect, Detect, Respond, and Recover. This
foundational structure is comparable to the frameworks established by the European
Network and Information Security Directive (NIS Directive) and Austria’s Netz- und
Informationssicherheitsgesetz (NISG) [Nat24, HBB+23].

Framework Implementation Tiers

The four tiers outlined provide a framework for how an organization manages cyber
security risks. These tiers range from Partial (Tier 1) to Risk Informed (Tier 2), Repeat-
able (Tier 3), and Adaptive (Tier 4), reflecting the increasing rigor and sophistication
in cyber security risk management practices. The implementation of these tiers may be
used to assess how well cyber security risk management aligns with business needs and
integrates with overall organizational risk management. The choice of tier depends on
several factors, including the organization’s current risk management practices, threat
environment, legal and regulatory requirements, information-sharing practices, business
objectives, supply chain cybersecurity needs, and organizational constraints. The selected
tier may align with organizational goals, be practical to implement, and mitigate cyber
security risks to acceptable levels. It is important to note that these tiers do not indicate
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maturity levels but are intended to guide organizational decision-making in managing
cyber security risk [Nat24].

Framework Profile

The Framework Profile aligns the Framework Core with the specified Framework Imple-
mentation Tier. It may be used to develop a roadmap for mitigating cybersecurity risks in
relation to organizational objectives, legal and regulatory requirements, and industry best
practices, while taking risk management priorities into account. Additionally, multiple
profiles may be utilized to address specific components or individual needs. Profiles may
define either the current state or the desired target state of cyber security activities,
using current and target profiles respectively. Comparing these profiles may help identify
gaps that need to be addressed to achieve the desired target state [Nat24].

2.2.4 BSI Grundschutz and Further ICS-Specific Recommendations
The German BSI Grundschutz [Bun19] outlines standardized security requirements for
various elements such as business processes, applications, IT systems, communication,
and physical locations through a modular framework. This approach integrates both
organizational and technical requirements into a cohesive strategy. Figure 2.5 depicts the
layered structure employed in BSI Grundschutz.

Figure 2.5: Structure of the German BSI Grundschutz [Bun19, HBB+23]
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The following discusses the layers and their corresponding building blocks shortly. The
building blocks are listed in German since there is no official translation into English
available yet [Bun19].

• Process building blocks

– Informationssicherheitsmanagement (ISMS) addresses the activities in
the security process with the building block security management.

– Organisation und Personal (ORP) considers organizational topic includ-
ing the management of personnel. Examples of building blocks in this layer
are organization, personnel, and awareness and training.

– Konzeption und Vorgehensweise (CON) includes building blocks that
describe concepts and approaches. Examples of building blocks are crypto
concept and data protection.

– Betrieb (OPS) addresses security concepts of operation that may be on-
premise or by third parties. Examples are proper IT administration, patch
and change management, protection against malware, and outsourcing for
customers.

– Detektion und Reaktion (DER) includes building blocks that are needed
for verification of the implemented security measures, the detection of security
incidents, and incident response. Examples are detecting security-relevant
events and security incident handling.

• System building blocks

– Anwendungen (APP) addresses the hardening of applications and services
concerning communication, directory services, network-based services, business
applications, and client applications. Examples are office products, general
directory service, and web applications.

– IT-Systeme (SYS) considers single components of the architecture that
may be grouped like severs, desktop systems or mobile devices. Examples of
building blocks are Unix servers, Windows clients, and macOS clients.

– Industrielle IT (IND) addresses industrial IT. Examples are operational
and control technology, general ICS components, programmable logic controllers
(PLC), and safety instrumented systems.

– Netze und Kommunikation (NET) focuses on network connections. Ex-
amples are network architecture and design, WLAN operation, and routers
and switches.

– Infrastruktur (INF) includes physical topics like generic building, data
centre/server room, and electrotechnical cabling.
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The building blocks of the layer IND are particularly interesting for this PhD, but also
the other layers address topics that are also applicable to OT (e.g., Windows clients
addressed in SYS but are also used in the OT domain).

BSI also created a series of documents that aim to provide security for OT throughout
the lifecycle. It consists of [Bun21]:

• General recommendations

– ICS security compendium: A generic framework for different applicability of
OT

– Secure use of OT-specific apps
– Handling the end of support for Windows XP
– Secure passwords in embedded devices
– OPC Unified Architecture (OPC UA) Security Analysis
– Recommendations for further education and qualification measures in the OT

environment

• Recommendations for OT operators (asset owners)

– Top 10 threats and countermeasures
– Remote maintenance in industrial environments
– Industrial Control System Security: Inside threat
– Security of IP-based surveillance cameras

• Recommendations for OT manufacturers and integrators

– OT security compendium for manufacturers and integrators
– Vulnerability handling
– Requirements for network-connected industrial components
– Security requirements
– Cyber security requirements for network-connected medical devices

2.2.5 MITRE D3FEND
MITRE D3FEND [The21] is a knowledge graph of cyber security countermeasures. It
highlights how the identified threats may be addressed from an engineering perspective
and how the proposed solution would work. The graph contains key concepts of cyber
security countermeasures and relations of these concepts to each other. Furthermore,
the countermeasures provide mappings to attack techniques defined in the ATT&CK
framework [Bla17] using a digital artifact ontology.
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The suggested countermeasures are grouped as follows [The21]:

• Harden: increases the opportunity cost of computer network exploitation. It is
done before a system is online and operational.

• Detect: identifies adversary access to or unauthorized activity on networks.

• Isolate: creates logical and physical barriers in a system that reduces opportunities
for adversaries to create further accesses.

• Deceive: advertises entices and allows potential attackers access to an observed or
controlled environment.

• Evict: removes an adversary from a computer network.

Figure 2.6 illustrates the MITRE D3FEND knowledge graph.

Figure 2.6: MITRE D3FEND knowledge Graph Based on [The21]
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2.3 Related Work Integrated Safety & Security
The operational aspects and quality outcomes are essential components, representing
the technical processes and products that result from the operation of the OT system.
The manifestation of specific hazards and threats depends on how the OT system is
implemented and managed in terms of operations and quality.

The integration of safety functions with security controls, as prescribed by the domain-
specific model for OT, may give rise to conflicting requirements. For example, ISO
13850 [ISO15] requires that the emergency stop function be always available while IEC
62443 [Int20b] requires to only allow authorized execution of functions which needs
authentication to be performed prior to verify if the function is executed in an authorized
manner. However, the authentication mechanisms mandated by IEC 62443-3-3 [Int20b]
may introduce delays in accessing this critical function [HSK22]. Addressing these
conflicts involves making trade-offs, such as prioritizing safety over security or vice
versa, or occasionally overlooking certain requirements altogether. This may result in
countermeasures that may inadvertently violate other important requisites [HKS23a].

Furthermore, the evaluation and prioritization of risks, along with the development
of risk treatment strategies, are essential for managing conflicts and ensuring cost-
effective decisions for asset owners [HSK22]. A thorough understanding of the dynamics
between safety and security–including their potential antagonistic or mutually reinforcing
relationships, as well as any conditional dependencies or independencies—-is crucial for a
comprehensive risk assessment [EBH+21].

Ultimately, risk treatment strategies should be tailored to the specific nature of the risks
and the established safety and security requirements. Asset owners must not accept risks
that are likely to result in severe consequences [Int21].

A comprehensive review of relevant technological standards [TTG+16] has been conducted,
highlighting various critical areas for OT system functionality. Table 2.3, adapted
from [TTG+16], lists these standards categorized by their specific application domains.
Table 2.3 also includes pertinent security standards (e.g., IEC 62243 [IEC20]), safety
standards (e.g., IEC 61508 [Int10a]), and production standards (e.g., IEC 61512 [IEC97]),
which are essential components of the OT system.

In addition, emerging technologies such as the Asset Administration Shell (AAS), as
detailed in IEC 63278 [IEC23], and the RAMI4.0, outlined in DIN SPEC 91345 [DIN16b]
and its associated sub-standards like DIN SPEC 16593-1 [DIN16a], are also considered.
Furthermore, relevant standards from the National Institute of Standards and Technology
(NIST) [NIS20, NIS23] and the NAMUR Open Architecture (NOA) concept [NAM20]
are incorporated into Table 2.3.

Recently, standards have been published focusing on both security and safety. For
instance, IEC TR 63074 [Int19b] serves as a guide of the use of IEC 62443 related
aspects of security threats and vulnerabilities that could influence safety-related control
systems. This technical report addresses safety through a risk assessment according
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Table 2.3: Overview of Applicable Standards Based on [TTG+16, HSK24]

Smart con-
nection

Data-to-
information
conversion

Cyber compu-
tation

Cognition Con-
figuration

ISO/IEC
15459

IEC/ISO 13236 ISO/IEC 8802 ISO 13374 IEC 61508

ISO/IEC
19762

ISO/IEC 27000
family

ISO/IEC 14476 IEC 62453 IEC 61512

ISO/IEC/IEEE
21450

IEC 61360 ISO/IEC 17826 IEC 62264

ISO/IEC/IEEE
21451

IEC 61804 ISO/IEC 20005 DIN SPEC
91345

IEC 61131 IEC 62443 family IEC 61158 DIN SPEC
16593-1

IEC 61499 IEC 62714 IEC 61784
IEC 63278 family IEC 62769
NAMUR NE 175 ISO/IEC 30101
NIST 800-53 ISO/IEC 30128
NIST SP 800-82

to ISO 12100 [Int10b] and the definition of SILs. It further addresses security through
security risk assessments based on IEC 62443 [Int20b]. It states the demand for event-
driven and periodic re-assessments. IEC TR 63069 [Int19a] provides a guideline on how
to apply both safety according to IEC 61508 [Int10a] and security according to IEC
62443 in the domain of industrial-process measurement, control, and automation. The
document further states that it can be applied to other industrial sectors using IEC
61508 and IEC 62443. However, [Lad19] performed a conceptional analysis of IEC TR
63069 and highlighted identified issues. Furthermore, [Kan17] describes technical issues
and topics arising when bridging safety and security. [RPM+20] proposes a combined
process of safety and security co-engineering for the industrial automation sector focusing
on software development. [PLB+20] provides a methodology for a concurrent safety
and security defense-in-depth assessment in a generic way without considering specific
practical technologies.

Table 2.4 lists a summary of the discussed current state of the art OT protective measures
and their characteristics, demonstrating that some of the discussed approaches focus on
safety and security.

The following characteristics for OT protection measures considering safety or security
at OT systems were identified [HKS21b]:

Generic scope: Technical solutions alone are insufficient to address all dimensions of
security and safety within OT environments. There is also a need for a holistic, system-
wide approach such as the defense-in-depth strategy, which should be integrated into the
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overall OT system. The concept of defense-in-depth, introduced by the U.S. National
Security Agency, involves implementing multiple layers of security controls to provide
comprehensive protection. This strategy aims to defend against various attacks by
employing a range of independent protective measures, with each layer protecting the
one beneath it. As a result, an attacker must expend more resources (e.g., time, compu-
tational power) and possess higher levels of expertise to penetrate deeper into the system.
Defense-in-depth considers technologies, personnel, and processes, addressing various
aspects of the industrial architecture, including network communication, applications,
and devices [Abd20, SPAH22].

System-specific scope: In addition to broad, general protection measures, it is essential
to implement specific individual protection tailored to the particular OT system. This
specialized scope includes detailed information about the components used, such as OEM
serial numbers, operating systems, and firmware versions, as well as their communication
protocols and versions. Understanding how these components are integrated into the
overall OT system allows for the identification of additional vulnerabilities and the
exclusion of false positives. Detailed system-specific information can be obtained through
methodologies such as those outlined in [HKS21b].

Focus on safety: Sufficient safety measures have to be in place so an OT device does
not harm operators or damage its environment. There are strict regulations (e.g., the
machine directive as a national law) that enforce the integration of safety measures
into industrial architectures. The integrated safety measures may be manipulated or
deactivated via cyber attacks. Thus insufficient security measures may impact safety as
well [HBB+23, NB16, HKS21b].

Focus on security: Security attacks may threaten OT environments. Safety cannot be
treated isolated from security anymore since security issues can impact the architecture’s
overall safety. OT environments tend to be more software-intensive. Furthermore, the
need for data management and communication with external parties is rising. Proprietary
software, hardware, and communication protocols with limited security are likely used
in industrial architectures since they were created to fulfill functions reliably without
addressing security due to their isolated design. Nowadays, OT environments are typically
connected with external networks or integrated into an interconnected and system-of-
systems context leading to increased exposure to cyber attacks on security vulnerabilities
in safety-critical industrial architectures [RPM+20, NB16].
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Table 2.4: An Overview of the State of the Art Regarding OT Protective Measures

Year Reference Short description Focus Scope
2009 [FWLPS09] Securing SCADA systems using secu-

rity patterns
security generic

2010 [Int10a] IEC 61508: Functional safety of elec-
trical/electronic/programmable elec-
tronic safety-related systems

safety generic

2013 [Int20b] IEC 62443: Industrial communication
networks - Network and system secu-
rity

security generic

2023 [NIS23] NIST SP 800-82 rev. 3: Guide to ICS
security

security generic

2016 [Int16] IEC 61511: Safety instrumented sys-
tems for the process industry sector

safety system-
specific

2017 [Kan17] Bridging functional safety and cyber
security of SIS/SCS

combined generic

2019 [Int19b] IEC TR 63074: Security aspects re-
lated to functional safety of safety-
related control systems

combined system-
specific

2019 [Int19a] IEC TR 63069: Framework for func-
tional safety and security in industrial
process measurement, control and au-
tomation

combined generic

2020 [RPM+20] Preliminary Safety and Security Co-
engineering Process in the Industrial
Automation Sector

combined system-
specific

2020 [Abd20] Implementation of defense in depth
strategy to secure ICS

security generic

2020 [PLB+20] Early Combined Safety - Security De-
fense in Depth Assessment of Complex
Systems

combined generic

2021 [The21] MITRE D3FEND: Knowledge Graph
of Cybersecurity Countermeasures

security system-
specific

2.4 Knowledge Representation Considering Safety,
Security, and Operation Aspects

By integrating OT with IT, systems are required to simultaneously adhere to both
safety and security standards. Changes in physical behavior may influence the system’s
state, and vice versa, modifications in the system can affect physical behavior. This
interdependence underscores the intrinsic link between safety and security within OT
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systems. Furthermore, the addition of more OT components increases the number of
devices that need updating. This poses a challenge to the core principle of seamless
and swift integration into a reliable OT system, as independently deployed updates may
introduce uncertainties. The convergence of OT and IT blurs the distinction between
the two domains, making the consideration of both safety and security imperative during
implementation. This evolving scenario may introduce new risks that require mitigation.
It is crucial to recognize that a system’s safety does not automatically guarantee the
safety of the entire application. Given the interwoven nature of safety and security,
security considerations must be integrated from the outset, as their interaction may
generate new vulnerabilities in the context of cyber threats [HBB+23].

The application of ontologies for knowledge representation effectively addresses this
issue. Ontologies offer a clear and formal specification of the conceptualization of a
real-world domain, which can be interpreted by both humans and machines [GTFN15].
Semantic Web languages, designed to imbue web resources with machine-understandable
meaning, utilize tools from artificial intelligence, such as rules and ontologies. These
languages have been successfully implemented in various domains, including industrial
engineering [SKEB16]. A prominent example of a Semantic Web language is Web
Ontology Language (OWL), which is based on Description Logic (DL). OWL provides
machine-interpretable semantics rooted in classical first-order logic [SKEB16, HPSv03].
As a result, the reasoning mechanisms employed by DL models are deterministic, ensuring
consistent outcomes with each execution.

DL provides formal methodologies for modeling knowledge and serves as the foundation
for OWL. This framework for knowledge representation allows Semantic Web languages
to construct logical structures and perform automated inferences about web content,
thereby facilitating sophisticated queries and decision-making processes [HKS23b, HSK24].
Ontologies have proven valuable across various domains, including industrial engineering
within OT [RF11, LWC+13], security requirements and threat or attack modeling [Zar16,
And20, PB21], as well as safety requirements and hazard modeling [AH18, AAK19].

The Systematic Literature Review (SLR) is a well-established and widely used method-
ology for the impartial and replicable identification, analysis, and interpretation of
evidence [KB13].

This study utilizes an extended variant of the SLR, known as the Systematic Mapping
Study (SMS) [HSK24] and answers the following research question of this thesis:

• RQ1: Which knowledge representation frameworks exist to model safety and security
aspects?
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To delineate the scope of the mapping study conducted [HSK24], the following sub-
research questions were formulated:

• SRQ1: Which publications addressing ontologies considering safety, security, and
operation requirements in OT exist, and what are their bibliometric key facts?

– Addressing this research question will yield data on the quantity of pertinent
publications from 2019 to 2023, their various types (such as conference papers,
journal articles, or book chapters), and the specific venues in which they were
published.

• SRQ2: Which scientific communities and main contributors research ontologies
considering safety, security, and operation requirements?

– This research question seeks to identify and analyze scientific communities
engaged in the development of ontologies that address safety, security, and
operational requirements. Specifically, this includes ontologies that define
OT-specific characteristics and relationships, terms, or methods for threat
or hazard identification, mitigation, or risk management within OT contexts.
Additionally, this question aims to pinpoint authors and research groups
working on topics pertinent to this study. The number of citations for each
publication will be evaluated as an indicator of the relevance and impact of
the corresponding community. This analysis may also reveal the existence of
a network of researchers focusing on ontologies related to safety, security, and
operational requirements.

• SRQ3: In which category of research type facets are the resulting publications
assigned?

– The objective of this research questions is to classify the resulting publica-
tions according to a contemporary schema [KMFT14, Sab20, WMMR06].
This classification is facilitated through the application of research type
facets [PFMM08]. By aligning the publications with these type facets, the
study aims to elucidate the research contexts in which ontologies address-
ing safety, security, and operational requirements are employed, such as in
evaluation processes or (semi-)automation.

• SRQ4: Which ontology domains are typically considered together?

– To develop a comprehensive ontology that incorporates safety, security, and
optional requirements in OT, it is necessary to consider all relevant domains
(see Figure 5.1). This research question seeks to identify which domains are
typically integrated and which are usually treated in isolation. Additionally,
this research question addresses the consideration of the standards listed in
Table 2.3.

The following subsections answers present the output of the conducted SMS [HSK24].
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2.4.1 SRQ1: Bibliometrics of Relevant Publications
The analysis began by examining the distribution of publications from January 2019 to
December 2023. Following this, the results were categorized according to the types of
publications. Subsequently, a list of venues and journals where the publications were
submitted was compiled. Figure 2.7 depicts the annual number of publications. The figure
indicates minor variations in publication numbers across the years, with a noticeable peak
in 2022, highlighting that the majority of papers were published in that year [HSK24].

Figure 2.7: Number of Publications per Year in the Period From 2019 to 2023 (Included
Number of Publications: 207) [HSK24]

Figure 2.8 provides a detailed analysis of the number of publications per year from
January 2019 to December 2023, categorized by publication type: articles (depicted as a
blue line), proceedings (depicted as a green line), and book chapters (depicted as a red
line). Overall, 56.52% of the accepted publications were conference papers, while 36.23%
were articles, and 7.27% were book chapters [HSK24].

Additionally, SRQ1 aims to investigate whether the publications are dispersed across
a wide range of venues and journals, or concentrated in a few selected venues, thereby
indicating whether research on comprehensive ontologies in OT is being conducted by
multiple distinct research communities or a limited few. The findings reveal 85 different
conference venues and 63 journals where the publications were submitted. Venues and
journals with at least two publications are classified as prominent based on these results.
Table 2.5 and Table 2.6 provide lists of the most prominent conferences and journals,
respectively, that serve as platforms for publishing research on comprehensive ontologies
in OT. The category column identifies the primary research community associated
with each venue or journal. Given that even venues with only two publications are
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Figure 2.8: Number of Publications per Year with respect to Publication Type (Included
Number of Publications: 207) [HSK24]

deemed prominent, the results suggest that research on comprehensive ontologies in OT
is distributed across various research communities [HSK24].

The primary conference venue is the International Conference on Cyber Security in
Information Systems Security and Privacy (ICISSP), which has published four relevant
papers in the past five years. ICISSP’s prominence can be attributed to its focus on
cyber security, modeling, management, and Internet of Things (IoT). Consequently, it
covers domains such as OT domain-specific models, threat identification, security controls
and requirements, risk evaluation and prioritization, and risk treatment. The second
prominent venue is the ACM International Conference on Availability, Reliability and
Security (ARES), which specializes in network security, distributed systems security, and
domain-specific security and privacy architectures. Thus, the domains of OT domain-
specific models, threat identification, and security controls and requirements align well with
ARES’s topics of interest. The third significant conference is the ACM/IEEE International
Conference on Model Driven Engineering Languages and Systems (MODELS). This
venue emphasizes modeling, knowledge representation, embedded systems, security,
and sustainability, addressing the domains of OT domain-specific models, operations
and quality, threat identification, and security controls and requirements. The other
conferences listed in Table 2.5 each cover at least one of the domains necessary for
developing a comprehensive ontology in OT. Most of the journals listed in Table 2.6 are
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multidisciplinary, making them suitable for addressing all the required ontology domains
depicted in Figure 5.1 [HSK24].

Table 2.5: Most Prominent Conferences [HSK24]

Venue Category Pub.
count

ICISSP (International Conference on Information Sys-
tems Security and Privacy)

Cyber Security 4

ARES (ACM International Conference on Availability,
Reliability and Security)

Cyber Security 3

MODELS (ACM/IEEE International Conference on
Model Driven Engineering Languages and Systems)

Software Engi-
neering

3

MIPRO (International Convention on Information,
Communication and Electronic Technology)

System Engineer-
ing

2

ICSC (IEEE International Conference on Semantic
Computing)

Software Engi-
neering

2

ETFA (IEEE International Conference on Emerging
Technologies and Factory Automation

Automation 2

IC3K (International Joint Conference on Knowledge
Discovery, Knowledge Engineering and Knowledge
Management)

Software Engi-
neering

2

ACM SIGSAC Conference on Computer and Commu-
nications Security

Cyber Security 2

European Interdisciplinary Cybersecurity Conference Cyber Security 2
Pan-Hellenic Conference on Informatics Software Engi-

neering
2

ACM/SIGAPP Symposium on Applied Computing Software Engi-
neering

2

CCIS (Communications in Computer and Information
Science)

Software Engi-
neering

2

Based on the information provided in the abstracts of each publication, the correspond-
ing publications were categorized according to the domains relevant to comprehensive
ontologies. This categorization was conducted through a double-check process, where two
authors independently performed the classification. Once both authors completed their
individual classifications, the results were compared, and any discrepancies were discussed
to resolve potential divergences. Publications that did not address any of the essential
domains required for comprehensive ontologies in OT were excluded from classification.
During this process, 192 publications were identified as unclassified. Overall, as shown in
Tables 2.5 and 2.6, comprehensive ontologies in OT are primarily attracting interest in
the sectors of cybersecurity, software engineering, and automation [HSK24].
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Table 2.6: Most Prominent Journals [HSK24]

Journal Category Pub.
count

IEEE Access Multidisciplinary, Electronics 4
Automation in Construction Electronics
(Switzerland)

Automation 3

International Journal of Environmental Re-
search and Public Health

Safety 2

Journal of Information Security and Appli-
cation

Cyber Security 2

Procedia CIRP Automation 2
Procedia Computer Science Multidisciplinary, Computer

Science
2

2.4.2 SRQ2: Research Communities and Main Contributors
Following the methodology outlined in [Sab20], the analysis commenced by investigating
the number of authors and their corresponding publications. A total of 459 authors
with relevant contributions were identified. Figure 2.9 illustrates the distribution of
publications per author. This figure reveals that the majority of authors (408) have
contributed only a single publication that addresses at least one domain crucial for
developing a comprehensive ontology in OT. Conversely, some authors have engaged
more extensively in this area; specifically, 40 authors have published two works, eight
authors have three publications, and three authors have four publications each [HSK24].

The study analyzed the global distribution of authors based on their affiliations, con-
sidering both related and unrelated authors across various continents. As shown in
Figure 2.10, Europe accounts for the largest share of author affiliations (45.29%), followed
closely by Asia (39.06%). Further examination highlights that China has the highest
number of affiliated authors, followed by the United Kingdom and France, as presented
in Figure 2.11 [HSK24].

Additionally, the impact of the screened publications on the scientific community was
evaluated by analyzing their citation counts. To obtain these counts, Google Scholar
was utilized because some digital libraries either did not provide citation data or only
included citations from research papers indexed within their own databases. Figure 2.12
displays the distribution of citations. The most frequently cited publication [1] received
40 citations and addresses topics such as OT domain-specific models, operations and
quality, safety functions, security controls, risk evaluation, and risk treatment [HSK24].

2.4.3 SRQ3: Classification of Relevant Publications
In the classification process, each publication was assigned a corresponding category
based on the scheme outlined in [PFMM08]. This classification framework enables the
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Figure 2.9: Number of Publications per Author in the Period From January 2019 to
December 2023 (Included Number of Publications: 207) [HSK24]

identification of whether an ontology has been evaluated and utilized, has produced initial
experimental results, presents a prototype or proof of concept, or involves theoretical
considerations. The classification outcomes are illustrated in Figure 2.13. Overall, the
analysis identified 28 evaluation papers, 67 validation papers, 71 solution proposals, 26
philosophical papers, 6 opinion papers, and 9 experience papers. These findings suggest
that the majority of the analyzed ontology papers either provide initial experimental
results or propose a proof of concept [HSK24].

2.4.4 SRQ4: Considered Ontology Domains
In addition to categorizing by research type facets, the ontology domains under consider-
ation are analyzed. Figure 2.14 presents a tag cloud1 generated from the keywords of the
reviewed publications, highlighting the key terms relevant for identifying comprehensive
ontologies. Keywords that overlapped with those used in the initial search were excluded.
The most frequently occurring keywords are systems, data, knowledge, information, and
modeling.

Figure 2.15 depicts the typical associations between various ontology domains. Ontologies
1Created using http://tagcrowd.com/
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Figure 2.10: Percentage of Authors per Continent (Included Number of Publications:
207) [HSK24]

Figure 2.11: Number Authors per Country (Included Number of Publications:
207) [HSK24]

that address an OT domain-specific model frequently incorporate elements of operations
and quality, security controls, safety functions, and risk treatment. Those focusing
on operations and quality often include OT domain-specific model aspects but usually
overlook the other domains necessary for a comprehensive ontology in OT. Ontologies
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Figure 2.12: Distribution of Citations of Publications per Year (Included Number of
Publications: 207) [HSK24]

concerning hazard identification commonly integrate safety functions and risk treatment,
while those centered on threat identification often address security controls. Ontologies
dedicated to security controls typically consider aspects of OT domain-specific model,
risk evaluation, and risk treatment. Those that primarily focus on safety functions
frequently include OT domain-specific model and risk treatment aspects. Risk evaluation
is generally associated with risk treatment, security controls, and OT domain-specific
model characteristics. Finally, ontologies dealing with risk treatment often combine
security controls, OT domain-specific model aspects, and risk evaluation.

The analysis also identified which standards are addressed by the reviewed publica-
tions, as depicted in Figure 2.16. The most frequently addressed standards include
the ISO 27000 series [ISO18b], which covers general information security requirements;
IEC 61499 [IEC12], which defines a generic architecture for distributed systems; IEC
61508 [Int10a], a general functional safety standard; NIST 800-53 [NIS20], which focuses
on OT security; ISO/IEC 20005 [ISO13], concerning collaborative information processing
in intelligent sensor networks; and IEC 61512 [IEC97], which provides a reference model
for batch production records. Additionally, Figure 2.16 indicates that recent trends in
digitization, such as the RAMI4.0 published in DIN SPEC 91345 [DIN16b], the usage and
application of AASs outlined in IEC 63278 [IEC23], and the NAMUR Open Architecture
concept [NAM20], are only considered by a small proportion of the reviewed publications.
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Figure 2.13: Amount of Publications per Year According to the Type Facet Classification
(Included Number of Publications: 207) [HSK24]

Figure 2.14: Tag Cloud of Most Important Terms (Included Number of Publications:
207) [HSK24]
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Figure 2.15: Distribution of Addressing Ontology Domains (Included Number of Publica-
tions: 207) [HSK24]

Figure 2.16: Distribution of Addressing Ontologies Addressing Applicable Standards
Based on [TTG+16] (Included Number of Publications: 207) [HSK24]
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2.4.5 Result Set
The conducted literature review presents the results of the screened papers concerning
the matching type facet and its domains as outlined in Figure 5.1. These domains were
specified as requirements for inclusion in this study, as follows [HSK24]:

• R1: OT domain-specific model

• R2: Operations and quality

• R3: Hazard identification

• R4: Threat identification

• R5: Safety functions and requirements

• R6: Security controls and requirements

• R7: Risk evaluations and prioritization

• R8: Risk treatment

The complete dataset utilized in this study is publicly accessible on GitHub.2

2.4.6 Derived Research Directions
The performed literature review identified several research directions.

Research direction 1: integrated view of security, safety, and product/process
requirements

The results of this study demonstrate, that there are numerous interdisciplinary ontologies
existing already, that provide a combined view of some domains needed for a holistic
view (cf. Figure 2.15). However, while some domains are often viewed together like
OT domain-specific models with operations and quality requirements, there are also sets
of domains tend to be viewed isolated frequently, for instance, risk evaluation with
hazard identification and threat identification. Therefore, further investigation should be
executed to provide risk managers of OT systems a holistic view of safety, security, and
operation and quality requirements.

Research direction 2: identifying and addressing interdependencies between
requirements

Ontologies that offer an integrated view of security, safety, and product or process require-
ments may be able to identify interdependencies between these requirements [HKS23a,
HKS23b, HSK24]. In contrast, when isolated viewed, a safety-relevant emergency stop
function has to be accessible at all times to fulfill the standard ISO 13850 [ISO15]. In

2https://github.com/SiegfriedHollerer/2024_OntologySMS_Dataset
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terms of security, the very same function would have to be only accessible by authenti-
cated and authorized users to fulfill the least-privilege principle required by numerous
security standards, e.g., IEC 62443 [Int20b].

Such identified conflicts between different requirements [HKS23b, HSK24] have to be
addressed by providing compensating controls or measures considering the remaining
domains, their properties, and their relations. For example, instead of encryption
additional physical security layers, network segmentation, and whitelisting of hosts (e.g.,
based on their Media Access Control (MAC) or IP address) could address this issue
without neglecting operations and safety requirements but still improve the security level
of the overall OT system.

Figure 2.15 illustrated that only a small subset of the analyzed publications provide the
combined view of security controls and hazard identification or safety functions to be
able to identify such conflicts between safety and security requirements. This indicates
that potential conflicting requirements tend to be not addressed accordingly.

Research direction 3: integrated risk management based on an integrated
view

In the industry, stakeholders are forced to make interdisciplinary decisions [HKS23a].
Without proper knowledge or information about the domains required for a holistic view
(cf. Figure 2.15), these decisions may be not optimal leading to impacts on product
quality or increased severity of threats, or increased probability of hazards, respectively,
to occur. Therefore, risk evaluation and risk treatment methodologies or schemes are
needed that prioritize identified derivations of security, safety, or operation and quality
requirements based on a holistic view.

Research direction 4: deeper analysis of the publications for further research
questions

The results of this systematic mapping study also provided preliminary insights into the
depth ontologies that address the domains according to Figure 2.15. For, example [Zar16]
considers threat identification and security controls, it does not support the modeling of
application software like FTP, DNS, SMTP or Remote Desktop Protocol (RDP) servers,
respectively. Thus, attacks exploiting application software may not be addressed when
using this ontology. On the other hand, [Zar16] uses standardised security taxonomies,
like Structured Threat Information eXpression (STIX), Common Weakness Enumeration
(CWE), Common Vulnerabilities and Exposures (CVE),Common Vulnerability Scoring
System (CVSS), and Common Attack Pattern Enumeration and Classification (CAPEC)
to represent security controls in a wide accepted and applicable manner, increasing
its compatibility with other security-related models. This result indicates that the
communication technologies of different OT components that comprise the OT system,
their vulnerabilities against cyber-attacks, and possible safety consequences should also be
considered when developing a comprehensive ontology. This includes wireless and wired
industry 4.0-compliant communication technologies, for instance, OPC UA, Message
Queuing Telemetry Transport (MQTT), and HTTP.
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Holistic threat modeling approach

Section 3.3 presents the developed threat model approach [HKS21b] which includes
potential attackers, their attack vectors, assets to be protected (e.g., specific sites, devices,
or people), and flaws in hardware and software. The identified threats are prioritized
on a risk-based approach. The overall risk of a system architecture is estimated based
on specific parameters of the developed threat model. The developed threat modeling
approach consists of methods of IT threat modeling and OT threat modeling enabling
the consideration of the connection between safety and security. Based on the identified
threats and attacks, an OT mitigation measures addressing safety, security, and their
interdependence are created. These mitigation measures focus also on suitable general
security measures of OT systems in general, e.g., secure M2M communication.

Holistic risk evaluation

Section 3.3 also presented a novel risk evaluation formula [BHB+23] that considers safety
and security holistically. This proposed risk evaluation methodology provides multiple
benefits. The prioritization of the analyzed risks considers various security- and safety-
relevant system-specific factors to suggest risk treatment. This replaces vague indicators of
industrial security like potential financial, reputation, or compliance loss. The introduced
evaluation methodology is compatible with several existing risk assessment approaches
due to the usage of commonly known metrics. Additionally, the results of other risk
identifications or assessments may be included in the proposed approach. For instance,
the results of a penetration test may be included since the identified vulnerabilities and
attacks are typically rated with CVSS [HKS23a]. Another example is that the verified
SIL of an OT component may be used as an impact indicator during the risk evaluation.
Instead of viewing security and safety isolated, the introduced risk evaluation scheme
provides a combined view of both protection goals, including their interdependencies. The
presented mapping of CVSS to Security Level (SL) does intentionally only consider the
probability sub-metrics of CVSS since the skill level and resources needed to launch an
attack (which define an SL) are not necessarily linked to the impact caused. Otherwise,
the calculation would lead to higher SLs of the attacks, which are less likely to meet the
defined Security Level Target (SL-T) of a zone or conduit [HSK22, BHB+23].
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CHAPTER 3
Ontology Requirements

An ontology may be based on, e.g., the UPON ontology design methodology [DMN09],
as Figure 3.1 illustrates. With each iteration, more details are incorporated, resulting in
a refined version of the ontology. The process comprises four key phases: 1. inception,
where requirements are captured; 2. elaboration, involving the identification and outline of
fundamental concepts; 3. construction, focusing on detailed design and implementation;
and 4. transition, which entails testing the ontology and gathering insights for the
subsequent cycle. These phases may encompass several iterations across five distinct
workflows. Every iteration involves the execution of all five workflows, which means
they occur within each of the four phases. However, their impact on each phase varies
depending on the stage of advancement in the ontology’s design.

Figure 3.1: UPON Ontology Design Methodology [DMN09].
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The extent of their contribution to each stage varies based on the current level of
development of the ontology. For instance, the testing workflow does not play a role
during the inception phase since there is no content to be tested at this early stage. The
objective of the requirements workflow is to document the needs of prospective users
of the ontology. The requirements outlined in the preceding stage are honed in the
analysis workflow. Gradually, the application lexicon is expanded until a comprehensive
glossary comprising terms and their definitions within the domain context is formulated.
In the design workflow, the components of the reference glossary are imbued with
an ”ontological structure”. Subsequently, in the implementation workflow, diagrams
formulated in the design phase are translated into a formal language, such as Resource
Description Framework (RDF) or OWL. The testing workflow verifies the quality of the
resulting ontology.

Capturing requirements involves defining the semantic needs and user perspective of the
knowledge to be encoded in the ontology. This process necessitates agreement among
application modelers, Knowledge Engineers (KEs), and end users. In the initial meetings,
KEs and Domain Experts (DEs) set the guidelines for constructing the ontology. The first
task is to identify the objectives of the ontology from the user’s point of view [DMN09].

The discussion of the UPON ontology design methodology [DMN09] phases and cor-
responding was adapted to increase its clearness and presentation of relevance and
novelty.

3.1 Domain of Interest and Scope
Determining the domain of interest and the scope is the first step in the ontology
development according to UPON [DMN09] which presents the rough idea and goal of the
model to be created. Section 2.4 discusses the identified domain of interest and scope.

3.1.1 Stakeholder Analysis
A stakeholder analysis [HKS23a] was performed to analyse the perception of safety and
security in IT/OT in the industry [HKS23a]. This chapter answers the research question:

• RQ2: How do stakeholders in the industry address safety and security aspects?

Six companies were invited to participate in a stakeholder case study analysis aimed at
identifying recent and potential challenges in safety and security, as well as understanding
their perspectives on IT/OT convergence. One participant, referred to as SH_EB,
operates within the energy and building technology sector. This company develops
products and OT components, integrates them into automation systems, and also acts
as an asset owner of these systems. Another participant, SH_PU, is involved in public
transport and functions as both an integrator and asset owner. Additionally, two vendors
were involved: SH_AT, which operates in the automotive technology sector, and SH_AU,
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Figure 3.2: Stakeholders Assigned With the Layers of the Automation Pyramid Based
on [ISA00, HKS23a]

which specializes in automation technology. Two asset owners provided insights from their
respective sectors: SH_LG in logistics and SH_PT in process technology. Figure 3.2
illustrates the domains of these stakeholders according to the automation pyramid
model [ISA00, HKS23a].

These companies engaged in the stakeholder analysis, which commenced with an online
survey as the initial phase that was conducted online using LimeSurvey1 [HKS23a]. The
survey comprised 70 questions, focusing on both technical and organizational dimensions
of I4.0. The questions covered a range of topics, including utilized infrastructures, system
architectures, communication within the overall system, safety, security, threat modeling,
and risk management. Table 3.1 provides an overview of the questionnaire’s structure
and the topics addressed [HKS23a].

The category risk management examines the types of analyses conducted and the contexts
in which they were performed. This includes investigating compliance requirements and
the involvement of external parties in the risk management process. The objective is to as-
sess whether participants can identify risks emerging outside their OT systems [HKS23a].

The architecture category explores the characteristics of OT systems and components.
It encompasses reference architecture models and technologies used. This allows for
a broad identification of the participant’s automation system and provides insights
into the operation of system components, their documentation, and the treatment of

1https://www.limesurvey.org/de/
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Table 3.1: Scope of the Stakeholder Analysis [HKS23a]

Category Topics
Risk management Methodologies

Threat actors
Attack vectors
Goals of attacks

Architecture Components
Technologies
Data flow
Communication
Integration

Security Remote access
Access management
Patch management
Experienced attacks
Network and device monitoring

Safety Experienced incidents
FATs and SATs
Assistance systems and HRC
Safety and security interdependencies
Safety management (incl. certification)

legacy systems. A particular focus was placed on communication aspects, including the
identification of (industrial) communication protocols (e.g., Industrial Ethernet, fieldbuses,
MQTT, HTTP), real-time requirements, remote access, network configuration changes,
and perspectives on OPC UA and Time-Sensitive Networking (TSN) as potential unified
communication solutions [HKS23a].

The security category addresses both technical and organizational security measures.
It also investigates past cybersecurity incidents and their impact on safety, aiming to
uncover potential interdependencies between safety and security from the stakeholders’
perspectives [HKS23a].

Questions related to safety provide insights into past safety incidents and their potential
links to cybersecurity issues. Additionally, they explore Human-Robot Collaboration
(HRC), Factory Acceptance Test (FAT), Site Acceptance Test (SAT), and current safety
controllers [HKS23a].

Each stakeholder participated in an online survey that consisted of a 70-question question-
naire. The survey addressed various aspects, including architectural design, system-wide
communication, safety, security, and risk management. The purpose of the questions
was to identify potential weaknesses, vulnerabilities, attack vectors, attacker profiles,
and existing countermeasures related to each stakeholder’s underlying architecture. The
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survey was conducted using the online tool LimeSurvey2.

Based on the results from the online survey detailed in Section 3.1.1, individual stakeholder
workshops were conducted to gather more specific insights. Initially, a general workshop
procedure was developed. This procedure was subsequently tailored to the type of
stakeholder: manufacturer/vendor, integrator, or asset owner. The primary goal of the
workshops was to understand how stakeholders address security and safety across various
layers. Adopting a bottom-up approach, participants were asked about their components,
communication methods, overall architecture, safety and security touchpoints or conflicts,
risk management practices, and anticipated future developments. Given that vendors of
OT components typically do not possess a complete architecture, and operators focus
on the overall architecture rather than individual OT components, the relevant topic
was excluded from their respective workshops. The following subsections present the
results obtained from these workshop sessions aligned to the viewpoints of the stakeholder
types [HKS23a].

Risk management

Performed Types of Analyses

• Asset owner: Asset owners require a collaborative view of safety and security
experts. SH_PT has defined zones and conduits in the architecture according
to the standard IEC 62443. The principle of least functionality is essential and
is followed successively. Unnecessary processes or services are deactivated (e.g.,
printer drivers) to harden the used devices. Firewall reviews are performed regularly.
SH_PT uses process safety management as the overall management system. OT
security management is integrated into the process safety management. This
integrated management system gets very positive feedback from internal employees
and is compliant with Seveso III’s3 legal requirements. The ultimate responsibility
is assigned to the site manager. The stakeholder must be compliant with the ATEX
directive and the safety standards IEC 61508 and IEC 61511.
SH_LG notes that he is not performing common threat modeling. Instead, some-
times Business Impact Analysis (BIA) is performed on-demand (e.g., when new
components or systems are installed), including potential attacks and attackers.
Afterward, the threats are identified on a technical, hands-on basis through pen-
etration tests. These penetration tests use a risk-based approach and focus on
web applications since the greatest risks lie in there. The penetration tests are in
accordance to the OWASP web security testing guide4. The IT department has
an Information Security Management System (ISMS) implemented, whereas, in
the OT domain, security is not addressed comprehensively. Nevertheless, there

2 https://www.limesurvey.org/
3 https://www.bmdw.gv.at/Themen/Technik-und-Vermessung/betriebsanlagentechnik/SevesoIII-

Richtlinie.html
4 https://github.com/OWASP/wstg
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are some safeguards regarding OT security implemented, oriented towards the
standards ISO 27001 and IEC 62443. In the future, audits based on IEC 62443 will
be done regularly. The participant uses the MITRE Att&ck framework [Bla17].
A great challenge is to use a suitable method for risk management in the OT
domain, including a reasonable description of threat vectors and the derivation
of measures. SH_EB spent a considerable amount of time identifying which risk
management method (e.g., according to ISO 27001, IEC 62443, NIST SP 800-82
R2 [SPAH22], etc.) suits best.

• Integrator: SH_PU performs safety analysis and security risk assessments. Those
analyses were extended to include human factors. Nevertheless, this comprehensive
concept to view security and safety with respect to technical, organizational,
and human issues is still in its infancy. Sector-specific methodologies to execute
security risk assessments are applied, including ISO 27005, ICAO 9985, and the
BSI-Grundschutz, where ISO 27005 is used most.

• Manufacturer/vendor: SH_AU commented that a risk classification for security risks
in the self-developed software is under construction. The standard IEC 62443-4-1
and IEC 62443-4-2 as the participant focuses on providing components and software
compliant to these standards in the future. The stakeholder noted that several
requirements are easier to fulfill when using embedded systems compared to a cloud
environment, especially concerning third-party software management. The cloud
environment uses several external software libraries (including potential security
vulnerabilities) that the stakeholder cannot control or define. Some requirements
of IEC 62443-4-2 are formulated vague, for instance, the identification of devices.
The IEC 62443-4 series require a threat analysis that is hard to implement for
vendors. SH_AU thinks that holding an ISO 27001 certificate may be a customer
requirement in the future. Besides the IEC 62443 standard series, OWASP guides
are used for technical security baseline, and TSAX is used for organizational security
baseline. Safety requirements have to be met according to IEC 61508, which also
defines requirements concerning software development.

Attractive Targets for Attacks

• Asset owner: Attractive assets to be attacked depend on the motivation of the
attacker. SH_EB notes that Microsoft Windows operating systems reachable
through IoT functions have the highest likelihood of being misused for pivoting
into a system. Afterward, this access may be used for further malicious actions,
for example, installing ransomware or encrypting disks manually. Therefore, the
operating system itself is more interesting than PLC applications for attackers.

• Integrator: SH_PU points out that customer data have a high priority to be
protected. The most critical assets of an asset owner are utilities (e.g., power
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supply, hydrogen plant, etc.), backdoors in network equipment (e.g., firewalls,
router, etc.), and backdoors in anti-virus solutions.

• Manufacturer/vendor: No additional insights were contributed.

Motivation to Launch Attacks

• Asset owner: SH_PT, SH_PU, and SH_EB think that the most common moti-
vation to execute attacks is financial, to receive money through ransom. Another
less common motivation is technology or know-how theft. According to SH_PT,
SH_PU, and SH_EB, sabotage leading to harm people intentionally is the less
common motivation of attackers. SH_EB had once limited computing resources
since a crypto-miner was installed on the system, leading to an additional moti-
vation for attackers: Creating a botnet to mine crypto coins using the computing
resources of an industrial architecture. This botnet is likely able to expand fast over
different sites since those sites are typically located in the same internal network.

• Integrator: SH_PU thinks that placing ransomware and blackmailing a victim is
the greatest motivation for attackers. This situation has already evolved into a
business model: someone provides fully-developed ransomware and customer uses it
to blackmail victims and receive payment to remove the ransomware again. Selling
ransomware to blackmailers seems to be booming. The stakeholder notes that the
employees’ security awareness is essential and very difficult to implement effectively.

• Manufacturer/vendor: The attack goals tend to be either get money through
ransom or destroy components or a system due to terrorist motives. Human safety
seems to be an unlikely goal of attacks. Therefore, SH_AT and SH_AU think that
an attacker’s motivation might not be sabotage or terrorism but ransom instead.
Therefore, these participants rate ransomware as the most dangerous threat.

Safety / Security - Conflicts

• Asset owner: Security requires frequent updates (and therefore changes in the
system) that fix identified security flaws, while safety certification requires not
to change any part of the system. SH_EB addresses this conflict by patching
external interfaces regularly and certifying only the safety-relevant core function
of the component. Additionally, a central reverse proxy is used between the
interfaces and applications, which serves as an additional security layer and has
to be updated separately. Some stakeholders use Access Control Lists (ACLs)
and IP-based whitelisting to address security while making the safety function
accessible at all times. Safety and security are looked at individually through
defined interfaces like secure coding guidelines for safety. Safety and availability
are often perceived as more important than security due to strict regulations.
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Security may be seen as a factor leading to potential safety problems (missing
security is a threat to safety). SH_PT decided to keep the screens of the operators’
workstations permanently unlocked. Furthermore, shared accounts are allowed for
operators due to availability reasons. The need to perform changes is aimed to
be as low as possible. Active monitoring of the network traffic may already lead
to availability impacts. Therefore the participant decided not to monitor network
traffic. Due to this behavior, the stakeholder thinks that network monitoring is
feasible on levels 0 - 2 of PERA. Whitelisting is implemented less restrictive due
to potential functionality and availability constraints. Some vulnerabilities are not
patched because the participant thinks that other implemented security measures
are sufficient.

• Integrator: The approval of changes in the safety configuration may take years.
Security requires considerably faster changes. Furthermore, safety requirements
are well known, whereas security requirements may lead to discussions about the
necessity. Safety has a reputation for being robust and solid while security may
be seen as modern or ”foreign”. SH_PU points out that he tried to apply proven
safety methods to security, but it did not work well and was too time-consuming.
He further states that there is an organizational or human problem to address both
security and safety goals. There are only a few interdisciplinary safety and security
experts. There is a weak, increasing trend of these interdisciplinary experts. The
participant aims to acquire additional professionals through training and awareness.
There are internal workshops and events enabling networking and increases common
knowledge. SH_PU further mentions a conflict of safety and security on a human
or cultural level. People with background regarding project controlling or acquiring
new projects tend to be more open to the need of the interdisciplinary of safety
and security than people who are developing isolated the solutions to the products
or services. The stakeholder thinks that the conflicts between safety and security
in a specific architecture may be addressed based on an operator’s ”risk appetite”
because this person also takes responsibility for the risk.

• Manufacturer/vendor: SH_AT points out that, on the one hand, the IEC 62443
standard series require that safety functions have to be reachable at all times. On
the other hand, these standards do not define how to address security when safety
functions have to be reachable. This participant aims to view both safety and
security instead to get a harmonious impression. SH_AU views safety and security
in an isolated manner since no tools or methods are known to do it otherwise.
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Architecture

Design of OT Systems

• Asset owner: SH_PT notes that the implemented optimization of the industrial
process is heavily based on Windows operating systems. The participant’s architec-
ture is implemented strictly according to PERA [Wil93]. The lower the level of the
PERA hierarchy, the more restrictive access controls are implemented. The patches
are transferred over a secured remote connection where every PERA level has to be
passed. The architecture is historically grown, and reference models of the vendors
were used for implementation instead of modeling languages. Through performing
OT security HAZOP, the architecture is modeled retroactively. The participant
uses self-written software that is not reachable externally. The software includes
database jobs and accounting systems. No coding guidelines or code analysis is
performed on this software. For applications in the control systems are standards
in use that the vendor has to comply with. SH_LG wishes vendors to provide
OT components, including suitable network infrastructure, instead of providing
components only. Another wish is to provide predictive maintenance. Finally,
proactive optimization or error correction may be done based on known data in
the future.

• Integrator: SH_PU uses Unified Modeling Language (UML) to model system de-
signs and software architectures. During the design phase, the stakeholder performs
several analyses that address safety and security already. Another stakeholder does
not use a model of the architecture, and it is described roughly instead.

• Manufacturer/vendor: Several components become embedded systems. Software
firewalls are enabled on those systems, but Intrusion Detection System (IDS) is
not due to resource constraints. SH_AU highlights the challenge of implementing
security features in embedded systems due to low computing power. As a result, the
participant focuses on the embedded system’s hardening (e.g., unnecessary functions
are deactivated, authentication to SSH is allowed only via certificates instead of a
username/password - combination, etc.). At Commercial Off-The-Shelf (COTS)
components (e.g., network components or server), the operator decides on his
responsibility if a specific vulnerability may be patched or not. The vendor is often
asked if a patch can be deployed, but the vendor does not decide afterward if the
patching will occur. The stakeholder notes that he has deployed an internal security
incident response team that monitors vulnerabilities and affected components of
these vulnerabilities. This team notifies operators who used components that are
affected.
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Integration of OT Components Into the System

• Asset owner: SH_PT and SH_LG state that continuous integration is not aimed,
and classic implementation according to the V-model is preferred instead. Fur-
thermore, the vendor demands classical integration. SH_EB points out that he
buys OT components and performs a penetration test on them during the FAT.
Typical findings are the usage of default credentials and unneeded functionality
that include unnecessary open network ports and printer drivers leading to serious
vulnerabilities (e.g., PrintNightmare5).

• Integrator: SH_PU uses continuous integration in some modern areas where less
restrictive regulations have to be fulfilled (e.g., drones). Areas of high restrictive
regulations (e.g., air traffic management, civil defence, public transport) use classical
integration models, like V-model or the waterfall model. SH_PU states that classical
integration instead of continuous integration in these areas will probably not change
in the future.

• Manufacturer/vendor: SH_AT notes that the V-model is used for safety implemen-
tation instead of continuous integration.

Experienced Incidents

• Asset owner: SH_LG experienced only one security incident during the last 20
years. A trojan managed to infect COTS-PLCs. The infection led to outages of
host systems. This attack was no APT, a device was prior infected, and the trojan
spread randomly after joining the internal network. The attack’s point of origin
was external. SH_PT experienced a security incident where malware was found on
a device. This malware was identified instantly and put into quarantine. From time
to time, there are DoS attacks against externally reachable websites. Those attacks
do not impact the OT domain but may impact the access to the company-internal
intranet from the OT.

• Integrator: SH_PU has incident response plans defined to react efficiently in the
event of security incidents. The person who manages the incident is not allowed to
do any other task, so the focus lies on the incident. SH_PU practices the execution
of the incident response plans regularly. This stakeholder further states that those
exercises helped optimize the emergency process leading to a positive impact on
actual incidents. SH_EB was a victim of a targeted attack, an APT. In this event,
the initial access was established via phishing mail. The attacker failed to penetrate
further into the network due to the implemented security controls. There are
several additional hurdles implemented to protect the safety-critical components.
SH_PU also experienced some minor safety incidents. For instance, one incident

5 https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
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was introduced through a software update. SH_PU states that many safety-related
problems are based on human error. For example, people tend not to take the risk
seriously since a backup is in place. After an incident, the backups were restored,
and the system alerted missing data since the backup was old. When a safety
incident happens, the corresponding stakeholders get informed directly. Every
identified problem remains open until the project lead was able to demonstrate that
the problem was solved. SH_PU acknowledges the danger of the interdependence
between security and safety since he experienced a security incident that would
have impacted safety. In this case, the implemented security measures worked and
prevented an impact on safety. Nevertheless, conceptional, it was possible to impact
safety through security. SH_PU points out that it takes long until reports of safety
incidents are available. Reports about security incidents are available substantially
sooner.

• Manufacturer/vendor: SH_AU experienced the following security incident: OT
components were sold, including a hardware firewall for remote access, called a
security bridge. This security bridge was fooled that a valid engineering tool
is accessing it right now instead of an attacker, leading to a security breach.
SH_AU remembers a security incident where an infected laptop was connected to a
Supervisory Control and Data Acquisition (SCADA) system resulting in infecting
the SCADA system. During another security incident caused by ransomware, the
ransomware was backed up too. Only backups saved on magnetic tapes were of use.
The ransom money was not paid, and the network segments were newly built up.
Basic security features were implemented during the new setup, like separating IT
and OT into different segments. This event highlights that sometimes compromised
IT may be a gateway to impact OT.

Communication

Communication Protocols

• Asset owner: SH_PT points out that legacy protocols (e.g., Modbus, Profinet) still
have to be supported. The certificate management provided by OPC UA cannot
be used due to the backward compatibility with legacy protocols.

• Integrator: SH_PU uses Open Platform Communications (OPC) DA between the
control system and the data historian. This communication is tunneled over legacy
OPC to avoid using DCOM. There are internal discussions if it is possible and
feasible to use OPC UA instead for this use case. Some vendors and integrators did
not support OPC UA until recently. The stakeholder thinks about using OPC UA
for transmitting information and use its integrated redundancy-functionality (on
both sides, client and server).

• Manufacturer/vendor: SH_EB points out that they only use protocols that sup-
port encryption (e.g., Hypertext Transport Protocol Secure (HTTPS)). The only
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exception, in this case, is when using OPC UA to debug something. However, this
fallback to the unencrypted version of the protocol is protected with a specific
privilege bound to a specific user account. The same stakeholder notes that they
implemented OPC UA holistically as a standard. Legacy fieldbus protocols tend to
try to integrate security. Right now, the security of the communication is solved
port-based. An Ethernet port that supports security also uses these functions
(e.g., encrypted communication, authentication, authorization). A fieldbus port
is used unsecured due to the lack of security functions to activate. SH_EB does
not develop the communication layer by himself since the configuration of the
communication protocols is done by the customer. Thus, the customer is deciding
how secure the system will be configured. Based on an observation of the last five
years of this participant, OPC UA TSN still suffers from low demand without a
rising trend. Nevertheless, this stakeholder integrates OPC UA TSN into their
provided edge computing platform. SH_EB has not observed any impacts on
the real-time requirement (cycle time 1ms in his case) using OPC UA TSN in
virtualized environments. Siemens S7 and Profinet are supported to communicate
with other PLCs. SH_AU notes that various busses are in use that can be wrapped
over EtherCAT over Ethernet. These busses include Profibus / Profinet, Siemens S5
or S7, and M-bus. Between components of architectures, MQTT tends to rise as a
means to communicate. Between different companies (including the connection into
the cloud), OPC UA seems to gain importance. SH_AT notes the high importance
of interoperability. To achieve that, OPC UA, MQTT, and Representational State
Transfer (REST)-Application Programming Interfaces (APIs) are used. There are
also ”IoT-gateways” that translate machine communication (e.g., Modbus Remote
Terminal Unit (RTU)) to standard communication (e.g., MQTT, Azure IoT Hub).

Mobile and Wireless Communication

• Asset owner: SH_LG perceives the demand for wireless communication (e.g., Long
Term Evolution (LTE), Fifth-Generation Wireless (5G)) as neutral without any
rising or decreasing trend. SH_PT’s viewpoint on wireless communication is that
the popularity of Wireless Highway Addressable Remite Transducer (wirelessHART)
and ISA100 is going to increase. IoT / IIoT Long Range Wide Area (LoRa) will
be helpful for condition monitoring in the cloud. Furthermore, the mentioned
wireless communication decreases errors and increases availability through wireless
alarms and notifications. Fourth-Generation Wireless (4G) and 5G will be in use for
process control and documentation processes (e.g., reporting, scanning QR codes
on a wireless device as a means to authenticate). The stakeholder does not use
a single Wireless Local Area Network (WLAN) network in the whole production
area. The Long Term Evolution for Machines (LTE-M) standard, based on 4G, did
not get popular. Instead, the stakeholder uses private Access Point Names (APNs)
and SIM cards instead for internal private mobile communication. Furthermore,
the participant notes that this model may be a trend for the future. Jamming
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and intentional disturbance of wireless connections are fatal due to availability
requirements.

• Integrator: SH_OU notes that there is a rising demand for mobile networks (e.g.,
4G, 5G) since there is a trend that remote maintenance should be available from an
additional communication channel. Furthermore, this mobile communication should
be redundant, resulting in two interfaces to communicate with mobile networks.
Sometimes off-shore communication is only reachable through wireless or satellite
communication.

• Manufacturer/vendor: According to a SH_AT, wirelessHART did not prevail
globally and is only interesting for a specific market share. The participant states
that he uses wireless Human Machine Interfaces (HMIs) that are connected via
WLAN. According to the stakeholder, WLAN and radio communication are avoided
in sensory and process automation. SH_AU notes a trend towards more open and
wireless-based networks using the zero trust model.

Remote Access and Access Management

• Asset owner: In the case of SH_PT, the remote access for maintenance is imple-
mented through a Virtual Private Network (VPN) connection from an operator’s
laptop to a hardened PC connected to the corresponding OT component. Due to
usability reasons, some people use the hotspot functionality of their smartphones
to connect a device directly to the Internet for remote maintenance. Knowing the
security risk of this behavior, a stakeholder notes that the affected machines are
operated in isolation. Some PLCs are also used as a ”gateway” for identity and
account management, enabling PLCs to directly implement authentication and
authorization. SH_EB does not use site-to-site communication except one leased
line for control system connections. SH_LG implemented remote access using VPN
and multi-factor authentication while every VPN connection must be approved
after request. Only dedicated self-owned jump clients are allowed to connect to.

• Integrator: SH_PU realizes remote access through VPN gateways that redirect the
connection into the OT DeMilitarized Zone (DMZ).

• Manufacturer/vendor: No additional insights were contributed.

Network and Asset Monitoring

• Asset owner: SH_PT, SH_LG, and SH_EB log security-relevant information on a
component (e.g., using syslog). SH_PT notes that digital forensics is not attractive
on a device level since a corrupted cannot be trusted anymore. A challenge is
to identify attacks on the network level when encrypted communication is in use.
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Therefore, SH_EB thinks that anomaly detection should be done directly on
OT components since the content of transmitted encrypted data is not readable.
Nevertheless, meta data may be used for anomaly detection on switches or Network
Intrusion Detection Systems (NIDSes) (e.g., usual and anomalous traffic between two
points). In the case of SH_LG IDS functionality is implemented on several firewalls
in the IT and OT network, but it is not implemented comprehensively. SH_LG
is aware of the importance of comprehensive network monitoring and notes that
this is currently under construction. Only monitoring is performed on the network,
but there is a discussion if a reaction should be performed after noticing suspicious
behavior (upgrading to a Intrusion Prevention System (IPS)). A combination with
the implemented Security Information and Event Management (SIEM) and Safety
monitoring would be possible, but a slow down or shutdown of the production has to
be prevented. An IPS solution would not interfere with safety since safety functions
and procedures are in place. Nevertheless, the availability may be impacted by
an IPS, and therefore it is not used at the moment. The IT department of
SH_LG performs every two weeks vulnerability scans on every IT/OT interface
using RADAR6. Additionally, vulnerability scans are performed after deploying
patches. In the case of SH_EB, the used monitoring records the hardware status of
components (e.g., which hard drives are about to be full, were datagrams successfully
transmitted, etc.). The captured information has an impact on virtualization and
data connections but not on safety. The visualization is also used on tablets. OT
components connected to IT devices are included in the scope of the implemented
IDS and Network Access Control (NAC), while other devices without a connection
to IT devices are out of scope.

• Integrator: SH_PU defines rule sets (e.g., YARA rules7) that may be used for
SIEM to detect anomalies in the network communication of the system. Security
Onion8) and Elastiflow9) are used to analyze network communication where the
defined rule sets are applied to. SH_PU has monitoring systems implemented
for safety reasons. Those systems record a critical OT component and alert, for
instance, when high workload or memory problems are identified. The stakeholder
points out that monitoring of security may also be integrated in the future on the
same system used for safety monitoring.

• Manufacturer/vendor: No additional insights were contributed.

6 https://www.cybervision.co.za/radar/
7 https://github.com/VirusTotal/yara/tree/8206dc6f728fe50e21af92cb40e454b68ef6af05
8 https://securityonionsolutions.com/software
9 https://github.com/robcowart/elastiflow/blob/master/INSTALL.md
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Data Flow

• Asset owner: In the case of SH_LG, Machine data are transmitted via firewalls
and VPN connections from the OT to the IT domain. Communication vice versa,
from IT to OT with respect to machine data, is not allowed. The machine data
cannot be accessed just in time. Instead, they are sent cyclically from the OT to
the IT domain. SH_PT uses unencrypted file-based data transfer for site-to-site
communication. Currently, the interfaces are changed so REST can be used in
the future. Nevertheless, file-based data transfer is still preferred. Sometimes the
communication is done over Secure File Transfer Protocol (SFTP), which includes
encryption for transmission. SH_PT thinks that there is no need for additional
security identified since a manipulation only affects the customer’s view of the data
without impacting the underlying industrial process.

• Integrator: SH_PU notes that communication between nodes should be captured,
resulting in a system view. In agile applications, the system view tends to get lost,
introducing a security risk.

• Manufacturer/vendor: No additional insights were contributed.

Used Technologies and Procedures

• Asset owner: Since legacy fieldbus communication does not provide standard
security features, SH_EB focuses on protecting the communication into the cloud
the storage in the cloud. The storage in the cloud is sandboxed using Docker,
enabling to run applications isolated and therefore increasing security. When
choosing a software-PLC as a node, its function will be provided without built-in
security features (e.g., a software firewall). Due to the usage of virtualization,
malware has no direct access to the provided platform. The stakeholder noted that
a penetration test was performed against their cloud and nodes. The virtualized
systems to be tested were cloned before, enabling testing against a system used in
production while not interfering with the production environment. The penetration
test took four days, but not all components and functions could have been covered
during this short time frame. Customers tend to require integrated security (e.g.,
authorization, authentication) more often in the future. It is unlikely that integrated
security is also enforced through the legislative branch, except already existing
laws with respect to critical infrastructure. SH_PT points out that cabling and
manual valves with limit switches are often too expensive. Furthermore, he has
defined emergency plans to reduce the duration of a potential outage. Networks
can be isolated manually by pressing physical switches. This safeguard reduces the
risk of security incidents in the IT network leading to impacts in the OT network.
The stakeholder noticed that sometimes even operators of the control system
do not know which processes are necessary. Therefore, the Original Equipment
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Manufacturer (OEM) guidelines are used to follow the principle of least functionality
that decreases security and safety threats (e.g., memory leaks). SH_LG points
out that he tries to use virtualization where possible. At the moment, servers
are virtualized, and clients are physical devices. Containerization is not yet used,
but the topic is in discussion for future usage. A participant states that drones
seem to stay rather unpopular also in the future. Instead, autonomous robots gain
importance since they would enable the scale of the whole implemented industrial
process (end-to-end). The time needed for integrating autonomous robots may
be concise, but it is also costly. The participant once developed software on his
own, but nowadays, he wants to get away from this topic. Furthermore, OPC UA
enables access to all needed data for visualization, eliminating the need to develop
software for this use case.

• Integrator: No additional insights were contributed.

• Manufacturer/vendor:SH_AT points out that vendors are typically guaranteeing
98% availability for their provided OT components.

Attack Vectors

• Asset owner: SH_PT prioritizes DoS and code execution vulnerabilities during the
evaluation of their critically. To reduce the risk of infection with hardware trojans
and other risks introduced by the supply chain, SH_LG thinks about choosing
only European vendors in the future. SH_LG states that future challenges include
the variety of attack vectors that have to be identified and considered in time.
According to SH_LG, there are three different types of attacks against OT systems:
enumeration of attack vectors, placing ransomware, and espionage. SH_EB uses
the following safeguard against social engineering: External mails may be converted
into harmless PDF files automatically before the recipient gets the mail in the inbox.
SH_EB performs phishing campaigns cyclically to increase awareness, but he states
that he is unsatisfied with the results. Users may send suspicious e-mails directly
to the IT department, which should also decrease the possibility of successful social
engineering attacks.

• Integrator: SH_PU notes that his real-time requirement is to enable uninterrupted
voice communication. This critical voice communication is not encrypted. Integrity
is the most critical security requirement since manipulated flight strips may cause
huge impacts. The second critical type of attack is a DoS attack due to the real-time
requirements. The site-to-site communication is realized through a leased point-
to-point connection. Cloud computing is not popular, and there is no rising trend
in this direction at the moment. Legacy protocols like telnet or Server Message
Block (SMB)v2 are supported on legacy systems.

• Manufacturer/vendor: SH_AU confirmed that they use hard-coded Structured
Query Language (SQL) connection strings instead of prepared statements, a regular
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expression check, or other input validation techniques that prevent SQL injection
attacks. To minimize risks residing from the supply chain, SH_AT saves external
libraries locally and performs a security and integrity check before the usage of
this library is approved. During the build process, security tools are used that
check against known vulnerabilities. Furthermore, vulnerability scans on finished
self-made products are performed regularly. The participant performs external
penetration tests on suppliers to verify their trustworthiness.

Components

Design and Configuration of OT Components

• Asset owner: SH_PT sees bought-in components as a great challenge because the
level of detail of the performed safety analysis varies widely. Some components are
Common Criteria [Int09] certified, but not all since this is a demanding process.
The participant faces many country-specific differences (e.g., HMI has to display
its information in the local language). A platform or product family is used as a
baseline for providing an instance tailored to the customer’s needs and requirements.
The platform is isolated from the application. Typically, the requirements of state
authority-near customers are easier to fulfill since the customer has to deal with
the permission himself. The stakeholder thinks that configuration management will
experience increased importance (e.g., which library is integrated into a specific
software).

• Integrator: SH_PU experienced that customers are not yet thinking according to
the concept of zones and conduits introduced by IEC 62443, especially in air traffic
management and railway transportation. The stakeholder notices that security
is still not taken seriously, and sometimes only self-experienced accidents change
customer’s viewpoints. The participant notes that it is often cheaper and easier to
buy several SIL 2 components instead of one SIL 3 component to fulfill SIL 3. Due
to the layer model of IEC 61508, several lower SIL components may also reduce
the risk without the need to install a higher SIL component. SH_PU does not
provide SIL 4 OT components due to its restrictive requirements. SWAL 1, which
is equivalent to SIL 4, is forbidden in flight safety.

• Manufacturer/vendor: SH_AT on a secure design by default that contains, for
example, the enforced change of default credentials during the setup of the OT
component. Nevertheless, misuse cannot be excluded completely. Some security
aspects can be implemented more easily in a secure base configuration, e.g., the just
mentioned default credentials or an enforced password complexity. Other security
aspects may be hard to implement, for instance, an authorization model that may
vary from use case to use case. An idea to solve the issue is to define a secure
baseline configuration of the security aspects that are easy to implement. The other
aspects may be addressed with a wizard asking the operator how the configuration
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should be, thus increasing the usability of this approach. For instance, the operator
could then define which specific user account is allowed to configure OPC UA. The
created components of SH_AT use secure boot. That includes a boot pattern and
only signed kernels, or operating systems are allowed to be booted. Additionally, a
Trusted Platform Module (TPM) is in use. The operator may add keys to the TPM.
Another participant states that some hardware is produced by himself. Hardware
security features (e.g., TPM chips) are outsourced, bought, and integrated. There is
no hardware security verification performed on the bought hardware. SH_AT and
SH_AU aim to increase the usability and user experience, resulting in designing the
usage of components as easy and understandable as possible for operators. SH_AU
points out that an engineering tool is available to configure safety applications. To
increase usability, this functionality should also be available web-based. A web
application that could be accessed with browsers on any platform (e.g., Microsoft
Windows, Linux, Mac OS X, iOS, Android) would enable the desired behavior.
Due to historical reasons, a stakeholder has a self-developed compiler needed to
compile and optimize the runtime of G code in numerical control machines. In
combination with the compiler, a database connection was self-developed. SH_AU
has outsourced the development of applications to control the created hardware.
The requirement for the third party is to develop software as independent from
the operating system (Microsoft Windows) as possible. SH_AU points out that he
receives a tailored MS Windows version that only includes needed features, services,
and drivers, enabling real-time functionality. The application, a virtual engineering
station, would also run on other MS Windows versions but with the drawback that
real-time functionality may not be achievable.

Used Technologies

• Asset owner: SH_LG uses sometimes digital twins for big projects on-premise,
although this service cannot be provided for all projects. SH_LG highlights that
virtualization and containerization may be future trends. At the moment, they
evaluate how these technologies may be implemented in their products and services
efficiently. SH_PT has implemented remote maintenance using VPN and two-factor
authentication.

• Integrator: According to SH_PU, there is a trend toward web-based virtualization.
Analog displays are becoming less relevant.

• Manufaturer/vendor: The components of SH_EB are based on a Linux (Ubuntu
core10) installation that runs several sandboxed apps to control the component.
These apps are (i) a firewall app including the functionality of a Network Address
Translation (NAT) router, (ii) a VPN app acting as a VPN client with a connection
to the remote control system, and (iii) a PLC app acting as a typical PLC runtime

10 https://ubuntu.com/core
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environment. As with any other application, the apps are also meant to provide
good user experience. The used sandboxing divides the applications into real-time
and non-real-time applications. The goal is to provide many functions at one
device or automation platform leading to better configuration management, less
complexity, and reducing hardware costs. Furthermore, new functions may be
modularly integrated into the platform, which leads to fewer additional devices
needed in the network (e.g., an additional IDS to monitor network traffic). SH_AT
develops an edge computing platform for machine builders that may be either hosted
on-premise or in the cloud. The supported nodes in this environment are Soft-
PLCs, Docker container11 and virtual machines. Self-written software (graphical
user interfaces, databases, communication systems, logging, remote access for
maintenance, etc.) is used to develop this platform. This software is mainly written
in JavaScript and Python and includes standard libraries (e.g., for OPC UA). The
software is programmed based on the Model View Controller (MVC) model that
separates the web interface from the underlying database. Static code analysis
and additional manual checks are performed before each git pull request. The
static code analysis does not include security-specific checks (e.g., input validation).
Customer functions, for instance, Windows HMIs, are running on virtual machines.
SH_AT has to provide compatibility with legacy versions of the protocol SMB.
The resulting security risk was addressed using virtualization and sandboxing. A
server cluster is in development to provide the virtual machines more efficiently
and scalable. SH_AT comments that human-machine interaction is not relevant at
the moment, and this demand will probably not change in the future.

Patch Management

• Asset owner: SH_EB comments that firmware updates of embedded devices rarely
occur, so the OT component may use the same firmware version until it is disposed
of. SH_EB comments that the reconfiguration with respect to security (e.g.,
through security updates) depends on the severity of the security vulnerability,
which is measured using the CVSS score [FIR19]. In this case, each vulnerability
gets evaluated if applicable in the first place (e.g., if the affected functions or
libraries enabling the vulnerability are used). If so, the CVSS score defines how
fast a patch fixing the vulnerability has to be provided. When the score exceeds
7.0 (indicating a high security risk), a patch must be provided as soon as possible.
Otherwise, it is sufficient to include the patch in the next planned update. The
reconfigurationwith respect to safety takes place three times a year, which includes
firmware and app enhancements. The IoT gateway receives patches more often
if the priority of the function is high enough after an evaluation. SH_LG states
that patches and updates are installed on test devices before deploying them in
the production system. SH_LG has no update or fixed patching cycle defined, but

11 https://www.docker.com/
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he aims to implement a two-month interval in the future. Updates and anti-virus
solutions are deployed on test systems first and on the production systems afterward.
Unapproved patches from the vendor are not deployed. An implemented change
management informs the operators about the planned patching and rolls back the
state fast if deploying the update leads to undesired impacts. SH_LG thinks that
patch cycles on controllers and PLCs are unnecessary if the component has not
reached the end of the life cycle and is still supported by the vendor. Therefore,
only critical updates for controllers and PLCs are deployed. Instead of patching
these OT components more often, isolated networks and access are implemented
to compensate for this behavior. In combination with the assigned CVSS, the
critically of the vulnerability results. The participant notes that CVSS does not
always provide a good indication for threats with respect to OT targets. SH_PT
states that there are two patch cycles a year, but critical vulnerabilities are fixed
immediately. Regular patches have to be tested and approved. This procedure is
costly, and therefore patches are deployed only two times a year.

• Integrator: The patch management with respect to safety and security is a great
challenge. SH_PU aims to implement a staging system where security patches may
be deployed. The idea is to have a ”secure” digital twin that always gets patched
and a ”safe” digital twin that does not change its state. After the secure digital
twin is tested thoroughly and all requirements are verified, its status will be merged
with the ”safe” digital twin, resulting in updating the system more often without
impacting safety functions. Currently, it is identified if a critical vulnerability is
applicable to the used components. If that is the case, the vulnerability will be
taken into account for the next revision. SH_EB points out that there are different
opinions regarding security as a lifecycle: Some think that the topic of security
is done after integrating a component into a system. Therefore maintenance and
support with respect to security is not taken seriously sometimes.

• Manufacturer/vendor: There is a trend to provide patches regularly aiming to
establish the IT standard with respect to patching in the OT. SH_AT uses for his
provided components a device management portal that includes asset management
and patch management resulting in direct access to updates. SH_AT notes that in
some cases, patch management is done manually through an engineering laptop
connected to the device to be patched over a web application. Patches often have
an impact on the functionality, which leads vendors not to include specific patches.
SH_AT estimates that approximately only every 5th patch is included and approved
by the vendor. SH_AU points out that the deployment of proper patch management
is under construction and should be available soon. At the moment, there is an
update release cycle of three months that includes testing of the updates before
being released. The customer is not forced to update and decides if specific updates
are applied or not. SH_AU noted that forcing the customer to update would result
in negative impacts on customer satisfaction, thus leading to the decision only to
provide updates instead of also installing them and applying them automatically.
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SH_EB notes that the operator decides if updates are installed, and updates are
just provided. In the case of SH_EB, there are fixed update cycles two times a
year. Identifying critical security updates may result in a retrieval action leading
to stop the operation and patch the vulnerability immediately. Since it is part of
safety requirements owner of a specific OT component has to be determinable, so
the vendor can inform the owner if there is a need for action.

Usage of Cobots

• Asset owner: No additional insights were contributed.

• Integrator: No additional insights were contributed.

• Manufacturer/vendor: A cobot model of SH_EB consists of a PLC and a self-
developed drive. Cobots are commonly used stationary. Compared with traditional
robots, cobots are more expensive. There is the possibility that operators are
concerned about using the cobot. The necessity and advantages of cobots are often
not recognized in the industry. For instance, operators are questioning why they
should share the area of the manual assembly with a robot. The programming
and installation effort of cobots is experienced as overwhelmingly high. Another
financial disadvantage is that cobots would pay off only if several of them are in
use. Furthermore, the question arises as to why someone should change a system
that worked well for decades to a new one with cobots (including its costs and
efforts). An advantage of cobots is the impressive showcases for events, conferences,
or presentations. The practical implementation of cobots has only a low demand.

Safety and Security Interdependcies

• Asset owner: SH_PT, SH_LG, and SH_EB face challenges in their patch man-
agement due to the restriction of system changes required by safety. Furthermore,
authentication is hard to implement system-wide since this measure may violate
high availability requirements needed for, e.g., safety-relevant functions or real-time
communication.

• Integrator: SH_PU highlighted, that the procedure of a safety certification may take
years. Safety requirements are well known but the necessity of security requirements
still lead to discussions at integrators and their customers.

• Manufacturer/vendor: SH_AT and SH_AU have to consider safety and security
coding guidelines in software development. There are only a few interdisciplinary
safety and security experts available who can provide the whole needed set of skills.

Table 3.2 sums up the discussed main identified safety and security interdependencies
with respect to the stakeholder role that provided the information.
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Table 3.2: Excerpt of the Results Regarding Safety and Security Interdependen-
cies [HKS23a]

Stakeholder role Interdependency
Asset owner Security requires system changes, safety restricts it
Asset owner Security requires authentication, safety-relevant

functions require high availability
Integrator Security requires system changes, safety restricts it;

safety certification may take years
Integrator Safety requirements are well known, security

requirements lead to discussions about necessity
Vendor Security and safety have different sets of coding

guidelines
Vendor Only a few interdisciplinary safety and security

experts exist

Expected Future Development

Technology

• Asset owner: SH_LG thinks that trust will decrease further, and therefore the zero
trust model seems to get more and more interesting. SH_PT thinks that Artificial
Intelligence (AI) is in discussion as a future topic. Currently, the participant is
skeptical since actions cannot be reproduced anymore due to the AI’s decisions.
AI may be used in the future for security functions like identification of unusual
behavior and alarming. Nevertheless, an industrial process or safety operation based
on AI seems less likely; only decision support seems reasonable. SH_EB thinks
that wireless communication will not increase. Instead, big data and data scientists
are gaining importance since there is a trend to capture and model the environment
leading to optimizing industrial processes further. This situation may also replace
time-based maintenance that sometimes wastes still functioning components. Cloud
computing, HRC, and sensory development seem to be attractive topics for the
near future according to this participant.

• Integrator: SH_PU notes that the technology blockchain may be interesting for
configuration changes. 5G, flying or self-driving cars, drones, and mobile Air Traffic
Management (ATM) towers are gaining importance. At the moment, AI seems to
be a less interesting topic for SH_PU.

• Manufacturer/vendor: SH_EB expects that all data is stored in the cloud instead
of having it available locally in the future. The components will only control
and monitor devices and will not need extensive processing power (similar to
HMIs). All control and monitoring functions will be available through a web-
based design enabling every device to connect to the web application using a web
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browser. Additionally to the web-based design, modular app-based design increases,
enabling high flexibility with respect to retrofitting and upgrading components.
Furthermore, the desire is rising to have a central platform or base system that
can be expanded and configured modular, enabling the flexible addition or removal
of specific functions that also impact the costs of the OT component. SH_EB
thinks that high data or information availability and the digitization of information
are increasing. The idea is to make all data available on tablets, smartphones,
PCs, and notebooks without using many different applications but one web-based
interface instead. There is a desire to get rid of legacy interfaces. For instance,
printed-out data should be decreased, while big monitors and digital whiteboards
should be used instead. Thus data is always accessible digitally. SH_EB notes a
trend into open networks using zero trust. Furthermore, collaborative autonomous
robots seems to be an interesting future topic. The development of forecasting
models to optimize production based on data analytics without using AI is gaining
importance. There are no new technologies expected, but existing technologies
may be optimized. SH_EB thinks about using digital twins in the future. SH_AU
points out that the virtualization of safety (e.g., a virtual PLC) seems to be a rising
trend. Combining security with real-time requirements may be troublesome (e.g.,
encryption increases latency). Another rising trend is the focus on usability and
more intuitive visualization.

Perception of Security and Safety

• Asset owner: SH_PT noted an increased security awareness and approved the IEC
62443 standard since it provides precise requirements on how to address security in
industrial environments. There is no legal requirement for vendors or operators of
regular OT systems in Austria. At the time of writing, only operators of critical
infrastructure and a few additional exceptions have to fulfill legal requirements (the
Austrian law NISG12). SH_LG points out that the security roadmap (including
the analysis of attack vectors) has to be done in a process and should be repeated
continuously. SH_EB notes that another challenge is the collaboration between
vendor, integrator, and asset owner. The asset owner has to address security and
safety. To fulfill these requirements holistically, all parties (vendor, integrator, and
asset owner) have to work together closely. It seems that every party has to share
more information than it is done now to identify risks holistically.

• Integrator: SH_PU notes that there seems to be a trend towards integrated
processes instead of viewing areas isolated.

• Manufacturer/vendor: SH_AT points out that there are only a few safety experts
able to develop software available. System architects with respect to safety and
security are highly demanded.

12https://www.ris.bka.gv.at/GeltendeFassung.wxe?Abfrage=Bundesnormen&Gesetzesnummer=20010536
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Costs

• Asset owner: SH_PT shares that there seems to be a trend toward more restrictive
access and monitoring. OT security gets more expensive because firewalls and
SIEM systems increase their prices without additional features or other added
values raising the question of who will pay the increased prices. Even a new Key
Performance Indicator (KPI) is introduced: Return of Security Investment (RoSI).
Nevertheless, it is questionable how to evaluate RoSI reasonably. SH_LG thinks
that all security testing methodologies (white box, black box, and grey box) are
interesting and have to be automatized as far as possible, for instance, to test REST
API interfaces. The remaining parts would have to be tested manually (e.g., the
concept of authorization). SH_LG thinks that in the future, this remaining risk
addressable with manual security checks (e.g., penetration testing, code review)
tends to be accepted since these tests are too expensive. Therefore an affordable
holistic security and safety by design is a goal. Since security requires quick fixes
and safety requires stable fixes (leading to longer intervals until the next update),
impact analyzes addressing safety and security gain importance.

• Integrator: The maturity level of security and safety is defined by the market
and the client’s tenders ultimately. SH_PU is aware that safety and security may
be addressed more efficiently, but the budget allows only to follow the market’s
requirements.

• Manufacturer/vendor: No additional insights were contributed.

3.2 Storyboards
A user story is an informal, general explanation of a product feature written from the
perspective of the end user. There are three user stories defined that use the developed
ontology, as Table 3.3 shows. The definition of user stories was done in collaboration
with the other similar research projects [HFB+23, BKS23, BKS22] to define common
goals and enable synergies between these projects.

Users based on these user stories use the developed ontology according to the schematic
ontology use view in Figure 3.3. User refers to a user based on the user stories. Application
service is a front-end a user uses to interact with the ontology. This application service
translates the input provided by the user to the semantic process which is then executed
against the developed ontology. The ontology itself is based on information resources,
e.g., standards, the literature, or domain expert knowledge and formalizes this knowledge.
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Table 3.3: User Stories Based on [HFB+23, BKS23, BKS22].

User story Description
Asset owner As an Asset Owner, I would like to have detailed information about

the system like what are the hardware and software components in
use, what are the safety hazards and security threats to components
and whole system. I need the mitigations applicable and whether
they are implemented. Furthermore, I want to have an updated list
of component and system level safety and security requirements
based on well-known standards such as IEC 62443-3-3 and the
requirements set by other users. I also should be able to validate
if the system meets the requirements.

Security expert As a security expert I need a list of vulnerabilities, critical assets
and their security configuration, and data within the ICS. I want
to have a generic view of the system zones, conduits and related
security levels and requirements. I need the list of existing security
measures and suggestions for improvement. I should be able to add
machine-readable security policies and measures that are testable. I
should have a clear understanding of dependencies between security
and safety in: requirements, threats , hazards, and measures.

Safety expert As a safety expert I need a list of hazards and risks associated
with them. The common safety requirements are available, and
I can add new requirements. A list of existing safeguards and
measures is necessary for me. I need also suggestions and policies
for tackling hazards. Besides, I should be able to add extra safety
policies which are machine-readable that can be used for testing
later on. I should have a clear understanding of dependencies
between security and safety in: requirements, threats and hazards,
and measures.
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Figure 3.3: Schematic Ontology Use View Based on [HFB+23, BKS23, BKS22].
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3.3 Motivating Scenario
The motivating scenario describes the purpose of creating an ontology, its intended
applications, and the types of users it targets [DMN09].

The main goal of the developed ontology is to enable the users, as defined in Section 3.2,
to perform semi-automated risk management considering safety and security aspects on
a specific OT system. Therefore, this section discusses conceptually the workflow how
these users may be conducting this task while using UML diagrams for illustration of
the discussed workflows.

The subsequent activity [DMN09] entails the construction of a UML model representing
the application scenario. This model will be expanded upon by the addition of activity
and class diagrams, which will be incorporated into the existing use case diagrams, as
depicted in the Requirements Workflow. The UML diagrams serve as a model of the
application, and they will be employed for the validation of the ontology. It is imperative
that all classes, actors, and activities depicted in the UML model be accompanied by a
corresponding concept in the ontology. Based on the introduced user stories in Table 3.3,
Figure 3.4 shows three exemplary UML diagrams for the application scenario ”user story
asset owner”, Figure 3.5 for the application scenario ”user story safety expert”, and
Figure 3.6 for the application scenario ”user story security expert”, respectively.

Figure 3.4: Excerpt of UML Diagrams of the Application Scenario ”User Story Asset
Owner” Based on [DMN09]: (a) Use Case Diagram; (b) Activity Diagram; (c) Class
Diagram.
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Figure 3.5: Excerpt of UML Diagrams of the Application Scenario ”User Story Safety
Expert” Based on [DMN09]: (a) Use-Case Diagram; (b) Activity Diagram; (c) Class
Diagram.

Figure 3.6: Excerpt of UML Diagrams of the Application Scenario ”User Story Security
Expert” Based on [DMN09]: (a) Use-Case Diagram; (b) Activity Diagram; (c) Class
Diagram.
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3.4 Summary and Next Steps
This section summarizes the results and insights of the stakeholder analysis. Based on
this analysis, the application lexicon and competence questions are derived, defining the
scope of the developed ontology.

3.4.1 Stakeholder Analysis
A thorough state of the art analysis was conducted on integrated safety and security
perceptions as well in the industry by launching a stakeholder analysis [HKS23a], as
well as in academia by performing a systematic literature review [HKS23b, HSK24], as
Section 2 discussed. The main insights gained from the stakeholder analysis are as follows:

Different Views on Safety and Security

The results show that different methodologies and aspects are covered when risk and threat
analyses are performed. This situation may lead to different perceptions of the same risk
and the effectiveness of implemented protective safeguards. The strong interdependence
between safety and security was confirmed since most of the stakeholders’ experienced
safety incidents were related to security. However, safety and security still tend to
be viewed as isolated since there typically are no dedicated organizational positions
and responsibilities considering both protection goals and their interdependence. The
reference architecture RAMI4.0 [DIN16c] is not well known and used in the industry.
Safety and availability are often prioritized because of stricter regulations. Thus security
may also need stricter regulations, so safety and security are perceived as equal.

Architecture

Regarding patch management, vendors tend to provide update release cycles quarterly or
sooner. Asset owners decide which provided update may be deployed since patching may
also lead to availability impacts. Therefore asset owners typically choose only a subset of
updates to deploy and perform extensive tests on the chosen ones before the deployment.
This procedure is time-consuming, leading to a slower frequency (e.g., twice a year) than
the update cycle provided by the vendor. Since only selected updates are deployed,
security vulnerabilities are not addressed comprehensively via patch management, and
risk-mitigating measures may differ from those typical in the IT domain. Configuration
management, including used software and its pieces (e.g., libraries), gain importance,
especially in cloud environments, as a means to identify potential applicable vulnerabilities
of the architecture’s OT components. Continuous integration gains more importance for
vendors than it gains from integrators or asset owners due to some strict requirements in
specific areas.

Communication

Mobile radio networks like 4G, 5G, or LTE tend to be used more often. Motivators for
this development are remote maintenance that would be accessible through a second
communication channel, redundancy of wireless communication, off-shore communication
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where only wireless communication is possible, and the usage of private APNs. Remote
maintenance is typically done using VPN and multi-factor authentication. Participants
noticed a trend towards open zero trust networks that may include a challenge to set
up. Several vendors support OPC UA for years, asset owners would like to use it, but
integrators started to support OPC UA only recently. Nevertheless, the distribution of
OPC UA seems to increase finally.

Threats

Typical security threats in OT environments are encryption of data through ransomware,
DoS attacks, code execution, vulnerabilities due to the supply chain, and jamming of
wireless connections leading to availability impacts. The most probable attacker’s moti-
vation may be ransom, economic espionage, and sabotage, while terrorism seems unlikely.
The stakeholders face the challenge of finding a suitable risk management approach in the
OT concerning safety and security. They are struggling with the abundance of possible
attack vectors, their identification, and their consideration. Remarkably, industrial
architectures and components are attractive cyber security targets since three-quarters
of the participants were already victims of a cyber security incident.

Trends

Usability is a crucial topic that concerns all stakeholders. The usage and control of
components have to be as easy as possible, so the precise while easy-to-read to read
visualization of data is a key desire. The visualization tends to be realized web-based
(HTTPS) and API-based (REST) because, this way, another critical factor is addressed,
the interoperability and compatibility of the architecture’s components. Using web
applications, arbitrary platforms may be used to access data visualization, including
Microsoft Windows-based, Unix-based, mobile operating systems (Android, iOS, etc.),
and other platforms that provide a web browser. Even safety functions tend to be
accessible over web applications. There is a trend towards isolating functions through
virtualization, sandboxing, and containerization as an additional layer of defense that an
attacker has to overcome. However, some stakeholders treat sandboxing for real-time
applications differently from sandboxing for non-real-time applications, indicating that
this technology may not be suitable for real-time applications.

The conducted stakeholder analysis provided insights into common OT components and
architectures and expected future trends in the industry. We discussed various topics
like design, integration, patch management, experienced incidents, used technologies,
or attackers’ motivations to identify characteristics concerning future IT/OT system
architectures. These characteristics were used to build an ontology-based generic model
of typical industrial automation architectures, its typical threats and security and safety
conflicts.
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3.4.2 Application Lexicon
The Application lexicon (AL) [DMN09] contains preliminary relevant terms. These
relevant terms were identified during the literature review discussed in Section 2.4. The
AL was derived as Table 3.4 lists.

Table 3.4: Application Lexicon.

Actuator Admin Cable
Communication Cobot Controller
Conveyer belt Data historian Developer
Drilling machine External Firmware
Hardware HMI ICS environment
Industrial Equipment Interdependency Internal
Laptop Maintenance Milling machines
Networking device Operating system Operator
OT adapter Process logic Requirements
Risk manager Robot Router
Safety SCADA system Security
Sensor Server Software
System integrator Switch Tank
User Worker Work station

3.4.3 Competency Questions
Competency questions to be answered by the ontology were defined based on the research
aim described in Section 1.2. These following research questions were to derive competency
questions, evaluating if these research questions are adequately answered:

• RQ3: How to model safety and security aspects combined while including their
relations?

• RQ4: How to identify and prioritize safety and security risks automatically?

• RQ5: How to suggest safety and security mitigations automatically while consider-
ing safety and security interdependencies?
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The following lists the derived competency questions:

• CQ1: Which safety hazards may occur after compromising an OT component?

• CQ2: Which safety hazards and security threats are possible in the OT system?

• CQ3: Which operational impacts on the OT system may the exploitation of threats
have?

• CQ4: Which countermeasures should be implemented while considering interde-
pendencies between safety and security goals?

• CQ5: Which countermeasures counter most threats or hazards?

• CQ6: Which risks are the most critical and should be prioritized?
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CHAPTER 4
Ontology Analysis

The conceptual analysis focuses on refining and structuring the ontology requirements
identified in the previous workflow. The ontological commitments derived from defining
the ontology scope are expanded by reusing existing resources and refining concepts.
The AL is enriched with a more general Domain lexicon (DL) to create the Reference
lexicon (RL). This RL is then used to produce the Reference glossary (RG) by adding
definitions to the terms. The DE plays a crucial role by providing knowledge about the
domain and the specific application. Additionally, the KE makes a significant contribution
during the UML modeling of the application scenario due to their expertise in conceptual
modeling [DMN09].

4.1 Use Case Diagrams
Several use cases were created when realizing this ontology. The first asset-centric use
case addresses the use of a dedicated OT component, a cobot [HFB+21]. The second
use case was derived from a stakeholder analysis and considers various aspects of OT
systems and its OT components [HKS23a, HCSK22].

4.1.1 Cobot Franka Emika Panda
Each method of attack needs a surface, an element where it can take place, e.g be targeted
on. In the case of the Panda robot, these attack surfaces can be divided in physical and
digital ones, which is illustrated in Figure 4.1 on the left side. On the right side, the
elements of the robot on which an attack can have an impact on, the safety relevant
assets parameters, are listed. As shown in the figure, we investigated the robot with the
gripper only, but no external sensors.

In the example of the Panda robot, physical attack surfaces are interfaces on the
cobot’s arm and on its controller. On Panda’s arm, there is a Transmission Control
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Figure 4.1: Overview Over Various Attack Surfaces and Impacts on the Example of
Franka Emika Panda Based on [HFB+21].

Protocol (TCP)/IP Network Interface Card (NIC) to connect the robot with a laptop, for
visual programming. In addition, there are inputs for an enabling device, for an external
activation device or a safeguard, for the control connector and for the hand connector.
On the robot’s controller, there is an TCP/IP network interface connection as well, to
connect Panda to the Internet and/or the shop-floor. Besides that, the controller has
an IEC 60320-C14 (V-Lock) power connector and an interface to connect the robot’s
arm [Fra]. If an attacker has physical access to the robot, it is possible to attack the
robot via these surfaces, for example by executing malicious payload on data cables or a
local connected Universal Serial Bus (USB) device.

The digital surfaces represent the elements via which a cobot can be attacked without the
necessity for physical access. In the case of the Panda, those are web application, services,
IP and Ethernet. The web application, called Desk, is a password secured platform for
visual programming the Panda. It runs on an HTTP-server where - depending on the
software version - access to data could be affected by known security vulnerabilities.
Moreover, Panda has a TCP and an User Datagram Protocol (UDP) port, where each
open port indicates a service that listens for connection attempts. Another digital attack
surface represents the robot’s IP, through which DoS, i.e. an attack that targets the
robot’s availability, and IP spoofing attacks may be possible. Furthermore, Man in the
Middle (MitM) attacks, i.e., attacks in which the attacker intercepts network messages,
such as Address Resolution Protocol (ARP)-spoofing can be launched via Ethernet and
IP [Nat21].

Panda’s safety relevant asset parameters on which an attack can have an impact on, can be
divided in arm parameters, gripper parameters and machine functionalities. Manipulating
an arm parameter, like the robot’s position or joint configuration, can lead to a collision
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with a human. In the worst case, the robot can hit the human’s head, which should
never happen and wouldn’t be possible in the regular program, but can now occur due
to the changed position of the robot. A manipulation of a gripper parameters can cause
the squeezing of a finger, e.g. due to unexpected gripper movements. A manipulation
of the machine functionalities can cause severe consequences as well. A deactivation of
the collision detection, which should actually stop the robot in case of a collision, could
cause a bone bruise or fracture if a body part is crushed by the robot.

4.1.2 Use Case Derived From a Stakeholder Analysis

A use case [HCSK22] was specified based on the results of a stakeholder analysis [HKS23a]
to describe an OT system that represents current industrial standards and practice, as
Figure 4.2 illustrates. Vendors of OT components, integrators, and asset owners of
industrial systems contributed to this work. This stakeholder analysis provides insights
about common characteristics and application practices in OT environments from the
perspective of each party of the supply chain. Safety, security, and process operation
experts from each of the participated stakeholders provided their views and experienced
challenges to enable a holistic perception of an OT system. Furthermore, the provided
insights from each stakeholder based on their discipline enabled the identification of
interdependencies between safety, security, and operation requirements and character-
istics. For instance, one stakeholder drew attention to the fact that an incident was
introduced through a software update. The participant postulated that a significant
proportion of safety-related issues are attributable to human error, e.g., individuals tend
to underestimate the potential risks due to the presence of a backup system. After an
incident, the backup was restored, resulting in an alert for missing data due to the age
of the backup. Another stakeholder recognized the inherent risks associated with the
interdependence between security and safety, citing an experience where a security inci-
dent could have potentially impacted safety. Nevertheless, the domains of safety, security,
and operations are often regarded as distinct, largely due to the absence of dedicated
organizational roles and responsibilities that encompass both the protection objectives
and their interdependence. The following topics were considered in this study [HKS23a]:

• OT components

• Communication and integration

• Operation and change management

• Security countermeasures in industrial architectures

• Safety/security conflicts and interdependencies

• Risk management
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Figure 4.2 presents a derived use case from this collaborative effort that includes, besides
its typical structure of an OT system, the existence of the discussed interdependencies
between safety, security, and operation requirements. Safety-relevant OT components are
highlighted with a red square, while security-relevant OT components are marked with a
blue square, and operations-relevant OT components have a green square assigned to
indicate the interdependencies of the corresponding requirements. The representation is
based on the PERA [Wil93, SSKD11] since it is the most popular reference architecture
according to the stakeholder analysis [HKS23a]. The use case uses elements and structures
common to the automation industry.

Figure 4.2: Generic Use Case Derived From a Stakeholder Analysis Adapted
From [HKS23a] Highlighting OT Components as Safety-Relevant in Red, Security-
Relevant in Blue, and Operation-Relevant in Green

Since this use case is the most comprehensive one and based on a stakeholder analy-
sis [HKS23a], this use case serves as the main use case for the developed ontology.
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4.2 Integrated Safety and Security Knowledge Modeling
Approach

Using such a comprehensive ontology implementing integrated safety and security knowl-
edge modeling has several benefits. Less experts are needed to model an OT system and
its characteristics since the needed expert knowledge is modeled in the ontology. The
amount of time to model an OT system decreases since discussions about dependencies
and interpretations of standardized requirements in the context of a specific SUC are
obsolete. The resulting modeled SUC is objective and unbiased of the expert’s expe-
riences that may influence risk evaluation. A semi-automated comprehensive analysis
of the SUC is enabled, currently done manually during expert workshops. The missing
interdisciplinary knowledge of experts is compensated using the comprehensive ontology
as a single source of truth, which leads to more precise and verifiable results. This
ontology is developed for security experts, safety experts, and asset owners of an OT
system. The security and safety experts may be system integrators or operators of an
dedicated OT system.

The presented ontology aims to provide a more comprehensive grasp of the subject matter
to these stakeholders since it is a combined knowledge base of operation, security and
safety aspects. Table 4.1 lists general envisioned ontology uses.

Table 4.1: Envisioned Ontology Uses.

General uses Description
Model instances of OT
systems

OT systems may be modeled in a way that OT-domain
specific characteristics as well as operation, security, and
safety requirements are considered.

Identification of require-
ment derivations

Based on the provided OT system instance, derivation of
operation, security, and safety requirements may be identified
semi-automatically.

Suggestion of counter-
measures

Based on the modeled OT instance and the identified re-
quirement derivations, counter-measures may be suggested
to mitigate requirement derivations.

To provide this more comprehensive view on an OT system, Figure 4.3 illustrates a
developed threat modeling approach which maps its phases to the steps of the generic risk
management process. It consists of the following steps and was exemplified by a small use
case of a factory operated by robots connected to a company-internal network [HKS21b].

1. Identification of threats and hazards

To identify threats and hazards, the system to build, deploy or change has to be modeled
first. For instance, the desired information may be provided with ISA95 [ISA00] based
network layouts of the SUC. Documents providing information about technical and
organizational security or safety controls already in place are also considered during this
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Figure 4.3: Visualization of the Introduced Combined Threat and Hazard Modeling
Approach with respect to the Generic Risk Management Process based on [HKS21b]

phase. This includes written procedures about regular security awareness campaigns as
well as penetration testing results and reports. Based on the specified SUC, corresponding
threats are modeled. Either a safety and a security or a combined threat modeling
approach may be used in this phase to identify all threats (cf. Table 1.2.)

For instance, an identified security threat concerns the unauthenticated remote execution
of a robot’s shutdown function. A safety hazard may be that the robot fails to stop in
an emergency leading to harming an operator.

2. Identification of interdependencies betweeen security and safety

Considering the example threat and hazard from step 1, a conflict between security
and safety arises, since an international standard targeting safety in machinery (ISO
13850 [ISO15]) requires: ”The emergency stop function shall be available and operational
at all times.”. To fulfill this requirement, security is sometimes completely neglected
since implemented security controls like authentication could not be able to access the
emergency stop function immediately. On the other hand, this could lead the unsecured
emergency stop function to a remote executable DoS situation which again impacts the
availability of the robot after a successful attack. Threats in this category are highlighted
and are addressed separately in further steps (steps 3 and 6) since a less generic solution
is needed to satisfy both security and safety.

3. Prioritization of threats and hazards

Threats are prioritized based on attacker modeling. It links threats with attacks and
types of attackers, showing their critically. More relevant or higher prioritized threats
lead to severe attacks, while less relevant or prioritized threats lead to attacks causing
minor damage. Furthermore, several attacks based on the same threat result in increasing
the priority of this threat. Additionally, different attacker types executing the attacks
are defined with different skill sets and motivations, which impacts the severity of the
identified attack and the prioritization of the underlying threats as well. An attack
model based on MITRE Att&ck framework [Bla17] is used to model attacks based on
the identified threats in step 1. Attacks based on threats resulting from security and
safety conflicts (cf. step 2) are highlighted and dealt with separately afterward.
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4. Evaluation of hazards, threats, and attacks

It is aimed to choose commonly used evaluation methods to provide compatibility with
other approaches using the same evaluation metrics. Therefore, the evaluation of hazards
may be performed using SIL (introduced in IEC 61508 [Int10a]). Security threats may
be measured with CVSS [FIR19] for instance. To prepare for the risk treatment in the
following phase, it is suggested to map metrics based on an attacker’s view to metrics of
a defender’s view [HSK22].

5. Separation of the SuC into zones and conduits

This and all further steps of our approach suggest how to address the identified risks.
We begin with the separation of the SUC into zones and conduits, as the IEC 62443-
3 [Int20b] suggests. Since threats and attackers typically do not care about theoretical
self-defined zones, this step should not be done sooner. When focusing on specific parts
of the SUC too early instead of considering them as a whole, threats or attacks might be
missed [HKS21b].

6. Threat and hazard treatment

Finally, we decide how the threats will be treated with respect to potential cost and
resource constraints. Both technical and organizational controls aiming at security and
safety are provided to treat the threats and attacks. Furthermore, threats and attacks
affected by security and safety conflicts (cf. step 2 and 3) are now analyzed in more
detail. The ultimate goal is to find alternative solutions that fulfill security and safety
requirements instead of completely neglecting one. In the provided example in step
2, a possible compensating control is to make the robot only accessible in the isolated
production network without using the interface for the less isolated shopping floor network.
This compensating control increases security due to fewer attack vectors while the safety
function is still unauthenticated, thus fulfilling the safety requirement [HKS21b].

4.3 Integrated Safety and Security Risk Evaluation
Metric

This section introduces a developed risk evaluation metric considering safety and security
risks while taking OT-specific characteristics into account (cf. Section 1.1.2). A subset
of the risk evaluation metric is based on CVSS [FIR19] and adapts the CVSS calculation
results as follows.

The basic idea of the CVSS mapping is the following: A low CVSS score leads to a high
SL and the other way around. SL considers the attacker’s intention, motivation, skills,
and resources but not the potential impact caused by the attack. Therefore, the proposed
mapping does not consider the impact metrics of the CVSS base and environmental
score (cf. Figure 4.4). Each metric value of the CVSS score has a dedicated numerical
value assigned. Since CVSS needs to have at least one impact metric value rated higher
than ”None” to generate a CVSS score other than ”0.0”, the impact metric availability
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(A) got the value ”Low” assigned to perform the mappings. A numerical value of 1.6
results when the least possible values for the Exploitability metrics of the base score,
the temporal score, and the Exploitability metrics of the environmental score are added.
Adding the highest possible values for the same metrics of the CVSS score leads to a
numerical value of 5.8. Thus the score used for the mapping ranges between 1.6 and 5.8.
This range is divided into four sub-ranges that define the mapping, as Table 4.2 lists.
A stakeholder analysis [HKS23a] showed that SL-T 4 is very unlikely to be used in the
industry. Therefore, a corresponding short range of CVSS mapping score is used that
results in SL 4 [HSK22].

Figure 4.4: CVSS Metric Groups Based on [FIR19]

Table 4.2: Ranges of CVSS to SL Mapping Based on [HSK22].

CVSS Mapping score range SL
4.5 - 5.8 SL 1
3.1 - 4.4 SL 2
1.7 - 3.0 SL 3
1.6 - 1.7 SL 4

The proposed prioritization of risk treatment countermeasures is grounded in the following
indicators: the first three assess the probability of the risk, while the remaining three
evaluate the impact of the associated risk [HSK22, BHB+23]:

• Probability

– Threat actor
– Calculated SL of attack
– Threats enabling multiple identified attacks
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• Impact

– SIL of OT component
– Business-criticality of the asset
– SL-T of zone targeted by an attack

The indicator ”Threat actor” defines the skill level and resources needed to launch
successful attacks based on the following definition [BSS+16b, RT16, HSK22, BHB+23]:

• Basic user: This is the basic unstructured hacker, cracker, or hobbyist and someone
who uses established and potentially also automated techniques to attack a system.
The adversaries of this kind have average access to hardware, software, and Internet
connectivity - purchasable with average personal funds or theft from their employers.

• Insider: The insiders are basic users with the difference in the employment position
inside the company. The privileges they own tightly correlate to their employment
position (user, administrator, supervisor).

• Hacktivist: The hacktivists use their hacking abilities to promote a political agenda.
Their intentions are often related to freedom of information.

• Cybercriminal: This is the ”black hat” type of hacker, i.e., an attacker with high
knowledge and skills but criminal intentions. This category of attackers exploit
known vulnerabilities and may find zero-days on their own. Their goals include
blackmailing, espionage, and sabotage.

• Nation-state attacker: This type of attacker is sponsored by a government. They
possibly belong to a state organization for carrying out offensive cyber operations.
Typical targets are general intelligence and public infrastructure systems, traffic
management, and power or water systems.

• Terrorist: The terrorist or cyber-terrorist is a politically motivated attacker who
uses computers to cause severe disruption or widespread fear.

The threat actors are categorized within a specific SL by correlating their definitions [RT16,
BSS+16b] with the relevant SL as outlined in the IEC 62443 standard series [Int20b,
HSK22]. This mapping is detailed in Table 4.3.

The indicator ”Calculated SL of attack” is described in Table 4.2. ”Threats enabling
multiple identified attacks” are identified during the risk analysis phase of the used threat
model approach [HKS21b], where attacks are modeled based on identified threats in the
system architecture. Therefore, two different SL values are used for this prioritization:
One resulting from the difficulty for the attack and another one defining the skill level of
the attacker. Using two SLs from an attack’s and a threat actor’s viewpoint respectively
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Table 4.3: Threat Actors Assigned to SL [HSK22]

Threat actor SL
Basic user SL 1
Insider SL 2
Hacktivist SL 2
Cybercriminal SL 3
Nation-state attacker SL 4
Terrorist SL 4

considers sophisticated attacks that may not be able to be launched when the required
skill level and resources are not reached. ”SIL of OT component” considers the SIL of
an effected safety-relevant OT component as an impact-indicator of the risk. The ”OT
of the asset” rates the potential impact of an asset when compromised. For instance,
a successful attack against a domain controller results in more serious consequences
than an attack against an HMI. ”SL-T of zone targeted by attack” defines the desired
level of security requirements of a zone. A countermeasure is recommended when the
attack is more advanced than the requirements of the corresponding zone’s desired SL-T
addresses. The prioritization of the attacks is evaluated according to Equation (4.1)
using the following definition of variables [HSK22, BHB+23]:

The indicator ”calculated SL of attack” is detailed in Table 4.2. The identification of
”threats enabling multiple identified attacks” occurs during the risk analysis phase of the
threat modeling approach described by [HKS21b], where attacks are modeled based on the
threats identified within the OT system. This approach employs two distinct SL values
for prioritization: one reflecting the difficulty of the attack and another representing the
skill level of the attacker.

Utilizing these two SL values–one from the perspective of the attack and the other from
the perspective of the threat actor—-accounts for sophisticated attacks that may not
be feasible if the necessary skill level and resources are not available. The ”SIL of OT
component” assesses the SIL of the affected safety-critical OT component as an indicator
of the risk impact. The ”OT impact of the asset” evaluates the potential impact of asset
compromise, with a successful attack on a domain controller generally having more severe
consequences than an attack on a HMI.

The ”SL-T of zone targeted by attack” specifies the required SL for a zone. A counter-
measure is recommended if the attack’s sophistication surpasses the security requirements
defined by the zone’s SL-T.
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Attack prioritization is determined according to Equation (4.1), with variables defined as
per [HSK22, BHB+23].

• f(x) is the resulting priority after applying the formula

• x is the attack (range: 0 - attackCount)

• i is the OT impact of the attack (range: 1-6)

• t is the severity of the attack based on MITRE ATT&CK tactic [Bla17] (range:
1-11)

• a is the number of attacks from the same source (range: 1 - attackCount)

• s is the maximum SIL of all Safety Instrumented Functions (SIFs) of the OT
component if implemented (range: 1-4)

• c is the operational-criticality of the OT component (range: 1-9)

• w is the weight assigned to the variables to increase or decrease its priority based
on the individual risk analysis and risk appetite

• scale is a scaling function used to normalize the factors used in this risk evaluation

f(x) = wi · scale(ix) + wt · scale(tx) + wa · scale(ax)

+ ws · scale(sx) + wc · scale(cx) (4.1)

One of the newly introduced factors for evaluating risk is the impact of the attack on
OT. This metric takes into account the varying priorities of security protection goals,
namely confidentiality, integrity, and availability, within the OT domain. The impact
on each security goal is assessed using the CVSS. There are differing views on which
security goal holds the highest priority in the OT domain. Some sources argue that
availability is the most critical [Con16], while others contend that integrity is of greater
importance [HKS23a]. Nonetheless, both sets of authors agree that confidentiality is
considered the least critical of the three security goals. This study adopts the perspective
that availability is the most crucial security goal in the OT domain and defines the OT
security impact as outlined in Table 4.4. The OT security impact value is determined by
summing the breaches of security protection goals resulting from the attack [BHB+23].

A newly introduced factor in risk evaluation is the severity of an attack, as determined
by its associated MITRE ATT&CK tactic [Bla17]. Each identified attack is linked to
a specific ATT&CK technique, which falls under a broader ATT&CK tactic. These
tactics are assigned severity values based on the concept of OT security impact, as
detailed in Table 4.5. When multiple techniques are applicable to a given incident, the
tactic with the highest severity score is selected for the calculation. For instance, the
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Table 4.4: Definition OT Security Impact [BHB+23]

Severity Violated security protection goal CVSS based impact
6 Availability High
5 Integrity High
4 Availability Low
3 Confidentiality High
2 Integrity Low
1 Confidentiality Low

Table 4.5: Definition ATT&CK Tactic Severity [BHB+23]

Severity ATT&CK tactic
11 Command and Control
10 Inhibit Response Function
9 Impair Process Control
8 Lateral Movement
7 Execution
6 Privilege Escalation
5 Initial Access
4 Persistence
3 Evasion
2 Collection
1 Discovery

Command and Control tactic is deemed the most severe because it allows for remote
control of assets within the OT domain, affecting all three primary protection goals.
Consequently, availability is assessed using the highest severity scores, followed by integrity
and confidentiality, as outlined in Table 4.5 [BHB+23].

In Equation 4.1, one critical factor is the number of attacks (a) originating from the
same source, which indicates a compromised asset [BHB+23].

Another key factor in risk assessment is the maximum SIL (s) of all SIFs associated
with the attacked OT component. Since an OT component that implements safety
functions (such as PLCs and SISes) may have multiple SIFs, and a successful attack
could potentially compromise all functions, the SIL of the SIF with the highest level is
used for risk evaluation [BHB+23].

The Operational Criticality (c) is a numerical value that represents the relative importance
of a component within the entire OT system. This value applies to all components,
including network devices [BHB+23].

To normalize the factors used for risk evaluation, all values are scaled using the function
(X −X.min)/(X.max−X.min). This scaling allows for adjusting the significance of each
factor through corresponding weight variables. For example, wi adjusts the importance
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Table 4.6: Mapping Quantitative to Qualitative Risk Values [BHB+23]

Quantitative value range Qualitative risk value
4
5 ·

k
wk ≤ f(x) ≤

k
wk Major

3
5 ·

k
wk ≤ f(x) < 4

5 ·
k

wk High
2
5 ·

k
wk ≤ f(x) < 3

5 ·
k

wk Medium
1
5 ·

k
wk ≤ f(x) < 2

5 ·
k

wk Low

0 ≤ f(x) ≤ 1
5 ·

k
wk Negligible

of OT security impact, while wt adjusts the significance of severity according to the
MITRE ATT&CK tactic. These adjustments enable administrators to prioritize risks
according to varying needs [BHB+23].

The quantitative outcome from Equation 4.1 may be converted into a qualitative risk
rating using the ranges provided in Table 4.6 [BHB+23].

Using the introduced possibility to weight the metrics of this risk evaluation formula, a
risk manager may decide to empathize on them according to the individual risk appetite
and priorities of these metrics [BHB+23]. For example, the OT impact, the severity of
the attack based on the used MITRE ATT&CK technique, and the OT criticality may
be weighted with the factor 2, while it is even more empathized on the SIL due to its
possible safety impacts when attacked successfully with the factor 3.

4.4 Summary and Next Steps
This section summarizes the derived lexica and glossary, which narrows down and specifies
the ontology’s context and applicability.

4.4.1 Domain Lexicon
The DL is developed by compiling the terminology specific to the area of interest. This
terminology is primarily extracted through the analysis of existing documents, such as
reports, technical manuals, standards, glossaries, thesauri, legacy computational lexicons,
and available ontologies. For instance, the IEC Common Data Dictionary (CDD)1 served
as a source regarding OT-components and process automation [Int24]. Similar to the
process for the AL, this step can be facilitated by automatic text mining tools. This
process aligns with the concept of a linguistic ontology, where the concepts are tied to
textual descriptions, meaning they have equivalents in natural language [DMN09].

Applicable standards and frameworks are the source of the domain lexicon used by this
ontology. This includes the IEC 62443 standard family [Int20b], NIST SP 800-53 [NIS20],

1https://cdd.iec.ch/cdd/iec61987/iec61987.nsf/Welcome?OpenPage
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NIST SP 800-82 [SPAH22], ISO 61508 [Int10a], ISO 12100 [Int10b], and the MITRE
ATT&CK framework [Bla17]. Terms relevant for expressing the requirements of the
included standards and frameworks were included in the DL. Table 4.7 lists an excerpt
of relevant terms included in the domain lexicon.

Table 4.7: Excerpt of the Domain Lexicon.

CAPEC Cause Characteristic
Complementary Measures CVE CWE
Effect Electrical Environmental
Ergonomic FMEA Field Resource
Hazard Hazard Type Implemented Controls
IT Resource Material Mechanical
Mitigation Noise Radiation
Safe Design Measures Safeguarding Safety Resource
Security Resource Standard State
Tactic Technique Thermal

4.4.2 Reference Lexicon
The RL is constructed by selectively merging the AL, derived from application DEs,
and the DL, derived from existing external resources. During this process, terms are
categorized into three major areas: one intersection area and two disjoint areas, namely
application-specific and domain-specific. To construct the RL, the following ”inclusion
policy” is employed: the RL should include all terms from the intersection area and,
following user and DE approval, select terms from the disjoint areas. Consequently, the
intersection area will be expanded to include, on one hand, domain terms that are useful
for better specifying the application, and on the other hand, relevant application terms,
even if they are not widely used by other applications [DMN09].

A full list of terms and their definition will be provided separately when discussing the
RG. Since the RL is part of this RG, the RL is not discussed individually again.

4.4.3 Reference Glossary
The RG is generated by extending the reference lexicon with explanations of the terms.
The initial version of a glossary is created using the RL, which includes informal definitions
(i.e., natural language sentences) for the terms. Essentially, the RL evolves into a reference
glossary by linking one or more definitions to each term. These definitions should be
chosen from authoritative sources and agreed upon by DEs and users [DMN09]. An
excerpt from the reference glossary for the developed ontology is shown in Table 4.8.
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Table 4.8: Excerpt of the Reference Glossary Based on [DMN09, Bla17].

Term Description
Application Software providing IT or OT services, e.g., DNS server,

domain controller/Lightweight Directory Access Protocol
(LDAP), file server (FTP, SMB, Trivial File Transfer Pro-
tocol (TFTP)), SMTP, MQTT, OPC UA, Manufacturing
Execution System (MES) server, SCADA server, or HTTP

Application server Application servers are used across many different sectors
to host various diverse software applications necessary to
supporting the ICS. Example functions can include data
analytics and reporting, alarm management, and the man-
agement/coordination of different control servers. The ap-
plication server typically runs on a modern server operating
system (e.g., MS Windows Server).

Communication Means to transmit data between OT components
Connection A link between OT components
Data historian Data historians, or historian, are systems used to collect and

store data, including telemetry, events, alerts, and alarms
about the operational process and supporting devices. The
historian typically utilizes a database to store this data,
and commonly provide tools and interfaces to support the
analysis of the data. Data historians are often used to sup-
port various engineering or business analysis functions and
therefore commonly needs access from the corporate network.
Data historians often work in a hierarchical paradigm where
lower/site level historians collect and store data which is then
aggregated into a site/plant level historian. Therefore, data
historians often have remote services that can be accessed
externally from the ICS network.

Hardware Installed hardware of a specific OT component
HMI HMIs are systems used by an operator to monitor the real-

time status of an operational process and to perform neces-
sary control functions, including the adjustment of device
parameters. An HMI can take various forms, including a
dedicated screen or control panel integrated with a specific
device/controller, or a customizable software GUI application
running on a standard operating system (e.g., MS Windows)
that interfaces with a control/SCADA server. The HMI is
critical to ensuring operators have sufficient visibility and
control over the operational process.

HW_Interface A hardware interface that enables connections
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Industrial_System Is a ”Field Device” or a controller of an OT system, e.g.,
actuators, sensors, PLCs, robots, or turning cells

Interdependency Requirements of different domains (safety, security, oper-
ations) that relate with each other (e.g., dependency, or
conflict)

Networking_Device Devices enabling network communication in the OT system,
e.g., access points, data gateways, firewalls, routers, switches

Network segment A part of the network of the whole OT system
Operating_system The installed operating system of an OT component that

manages all the installed applications.
Process_logic The process logic used to automate a technical process
Requirement Safety, security, or operation requirement to fullfil
SCADA server Control servers are typically a software platform that runs

on a modern server operating system (e.g., MS Windows
Server). The server typically uses one or more automation
protocols (e.g., Modbus, DNP3) to communicate with the
various low-level control devices such as Remote Terminal
Units (RTUs) and PLCs. The control server also usually
provides an interface/network service to connect with an
HMI.

SIS Safety controllers are typically a type of field device used to
perform the safety critical function. Safety controllers often
support the deployment of custom programs/logic, similar
to a PLC, but can also be tailored for sector specific func-
tions/applications. The safety controllers typically utilize
redundant hardware and processors to ensure they operate
reliably if a component fails. Emergency shutdown system:
Isolation of general power supply and start of emergency
power

Software Installed software of a specific OT component
User User interacting with a specific OT component
Workstation Workstations are devices used by human operators or engi-

neers to perform various configuration, programming, main-
tenance, diagnostic, or operational tasks. Workstations typi-
cally utilize standard desktop or laptop hardware and oper-
ating systems (e.g., MS Windows), but run dedicated control
system applications or diagnostic/management software to
support interfacing with the control servers or field devices.
Some workstations have a fixed location within the network
architecture, while others are transient devices that are di-
rectly connected to various field devices to support local
management activities.
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Ontology Design

The main goal of this workflow is to provide an ontological structure to the glossary
entries collected in the reference glossary. Essentially, this means moving from a linguistic
perspective to a conceptual one. This is done by organizing terms into conceptual
hierarchies and structuring them with attributes and axioms using Object, Process, Actor
modelling Language (OPAL) [DMT07]. OPAL is a framework for ontology modeling
that offers specific design patterns to streamline the development of ontologies. While
applying OPAL in the design workflow, entities, actors, and processes identified in the
analysis workflow are refined, and their relationships are identified.

The design workflow involves activities of structural modeling of concepts, followed by
the construction of hierarchies and domain relations. A significant role is played by
KEs in modeling concepts and building relationships, with minor support from DEs for
necessary application and domain knowledge [DMN09].

5.1 Assigning Concepts of Reference Glossary to OPAL
Categories

The concepts to model a holistic perspective on safety, security, and operations do-
mains are derived from a literature review [HKS23b, HSK24] and input from industry
experts [HKS23a]. Figure 5.1 illustrates this comprehensive view needed that facilitates
systematic decision-making for asset owners by also addressing interdependencies across
domains.

A OT domain-specific model is essential for delineating the fundamental features and
interconnections within an OT system [HKS23b, HSK24].

Operations and quality denote the technical procedures and outcomes achieved through
the operation of the OT system. Depending on how the OT system is implemented
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Figure 5.1: Domains Needed for a Holistic View Based on [HKS23b, HSK24]

in operations and quality, a distinct array of hazards and threats may arise within
this OT system. Upon identifying threats through the employed threat identification
process, specific security measures must be established to fulfill security standards
(e.g., in accordance with IEC 62443 [IEC20]). These threats might target components
of the OT system itself, potentially impacting the operation and quality of the final
product [HKS23b, HSK24].

The threat identification may necessitate the implementation of further security controls
to mitigate the identified threats effectively. Moreover, the deployment of OT systems
can give rise to hazards beyond threats. For instance, if an OT system incorporates
explosive gases in its operations, malfunctions triggered by threats may lead to injuries.
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Similar to the domain of security, safety functions must be devised according to hazard
identification to fulfill safety standards (such as IEC 61508 [Int10a]). For instance, on a
component level, a light barrier positioned near an OT component will trigger a safety
response, halting the OT component upon activation. The specific technical processes of
the OT system dictate the applicable standards for hazard identification. For example,
IEC 61511 [Int16] addresses safety considerations in the process industry sector. Safety
functions in response to process-related hazards may involve actions such as shutting
down the technical process or implementing component redundancy to mitigate failures.

Based on the relevant safety functions and security controls outlined in the OT domain-
specific model, conflicts may arise between these requirements, leading to the oversight of
certain criteria when assessed independently. For instance, the ISO 13850 standard man-
dates the continuous availability and functionality of the emergency stop function [HSK22].
However, with the convergence of IT and OT, this safety control can also be implemented
through software, such as remotely via a web application [HFB+21]. Conversely, the
IEC 62443 standard [IEC20] requires stringent user authentication for all SLs, aiming
to prevent unauthorized access by both individuals and software processes. Yet, in
practice, adhering to this security control may introduce delays in accessing critical
functions, especially if authentication credentials are forgotten. These conflicts often lead
to decisions favoring safety over security or, in some cases, go unnoticed, resulting in the
deployment of countermeasures that inadvertently violate other requirements [HKS23a].
Furthermore, conducting a comprehensive risk assessment and prioritization is essential
for asset owners to make informed and cost-effective decisions in managing associated
risks [HSK22, HKS23b, HSK24].

This example highlights the dynamic interplay between safety and security. Additionally,
it suggests the potential for mutual reinforcement, wherein meeting security needs can
bolster safety, and vice versa. Conditional dependencies are also feasible, wherein meeting
one set of requirements influences the other, and independencies may exist, wherein
safety and security operate autonomously [EBH+21]. In evaluating and prioritizing risks,
it’s crucial to consider relevant safety and security requirements alongside necessary
countermeasures for a comprehensive understanding of risks within the OT system.

The process of risk treatment involves determining how each risk will be addressed. It’s
crucial to tailor the treatment approach to the specific type of risk, rather than solely
relying on the asset owner’s ”risk appetite”. For instance, when a hazard is both probable
and could lead to significant consequences, risk owners are typically prohibited from
accepting such risks [Int21].

103



5. Ontology Design

5.2 Modeling Relationships Between Concepts
At this activity, concepts are organized hierarchically, and formal relationships are
introduced. The first step involves arranging the concepts in a taxonomic hierarchy
based on the generalization (Is A) relation. There are three main approaches to this in
the literature [DMN09]: top-down (from general to specific), bottom-up (from specific
to general), and middle-out (a combined approach). The combined approach identifies
salient concepts, typically placed in the middle, and then generalizes and specializes them.
This method is considered the most effective because middle-level concepts are often more
informative about the domain. The resulting taxonomy can be further extended with
additional relationships, such as part-of and domain-specific connections. The outcome of
this step is a Semantic Network (SN) represented using UML class diagrams, specifically
employing generalization (Is A), aggregation (part-of), and association. A SN is the
informal complementary part of the developed ontology. This network can be depicted
diagrammatically. Ultimately, this workflow produces a diagrammatic representation of
the ontology in the form of a set of UML class diagrams [DMN09].

A meta model created in collaboration with other researchers [HFB+23, BKS23, BKS22]
defines the used class hierarchy of the of the OT domain-specific model which serves also
as a basis for this presented ontology. Figure 5.2 illustrates this meta model.
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Figure 5.2: Meta Model of the Developed Ontology.
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Figure 5.3 shows the implementation of the class user from the meta model in OWL.

Figure 5.3: Class User

The user asset owner may access all OT components in the OT system. The user safety
expert may access safety-relevant OT components in the OT system. This includes OT
components located in the field level, control level, and the SCADA server located in
the supervisory level (cf. Figure 4.2). The user security expert may access security-
relevant OT components in the OT system. This includes OT components located in
the management level, DMZ, planning level, supervisory level, and control level (cf.
Figure 4.2).

Figure 5.4 shows the implementation of the class hardware from the meta model in OWL.

The class hardware contains several sub-classes or categories of hardware in an industrial
architecture. These categories include printers, networking devices (e.g., access points,
switches, firewalls, routers, and cables to enable communication), servers, mechatronic
systems (e.g., PLC, actuators, sensors, IO link masters), and physical security devices
(e.g., surveillance cameras, smart cards, dedicated locked rooms, PIN terminals, or
biometrical systems).

Figure 5.5 shows the implementation of the class software from the meta model in OWL.

The class software distinguishes between application software, operating systems, and
process logic. The operating system may be Windows-based or Unix/Linux-based, leading
to a different set of potential and applicable security vulnerabilities. The class application
contains, on the one hand, IT services, for instance, web servers, DHCP servers, mail
servers, and jump servers. On the other hand, the class application contains OT adapters,
like OPC UA servers, data historians, SCADA, and MES servers. Figure 5.6 shows the
implementation of the class communication in OWL.

The class communication contains a sub-class network segment. The class network
segment also has a sub-class called connection. These connections may also be across
several network segments. A network segment may contain several OT hardware, software,
dedicated users, and connections between assets. A connection may contain an endpoint
implemented by a specific IT or OT adapter, runs with a set of user privileges, and could
use hops to establish connections across network segments.

The introduced classes have several relations. These relations are modeled through object
properties, as Table 5.1 lists.
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Figure 5.4: Class Hardware
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Figure 5.5: Class Software

Figure 5.6: Class Communication
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Table 5.1: Object Properties

Object property Intersecting domain(s) Intersecting range(s)
networksegment_contains_connection Networksegment Connection
networksegment_contains_hardware Networksegment Hardware
networksegment_contains_software Networksegment Software
networksegment_contains_user Networksegment User
connection_has_endpoint Connection Hardware, Software
connection_implementedBy_ITServiceOrOTAdapter Connection Application
connection_runsWith_Userprivileges Connection User
connection_uses_hop Connection Networking_Device, Networksegment
hardware_has_OperatingSystem Hardware Operating_System
hardware_uses_communication Hardware Communication
hardware_uses_software Hardware Software
hypervisor_hasVirtualized_service Hypervisor Software
requirement_addresses_communication Requirement Communication
requirement_addresses_hardware Requirement Hardware
requirement_addresses_software Requirement Software
requirement_addresses_user Requirement User
software_runsOn_hardwareORHypervisor Software Hardware, Hypervisor
user_uses_hardware User Hardware
user_uses_software User Software
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Table 5.2: Data Properties

Data property Intersecting domain(s)
Configuration Operating_system, Application
Firmware_version Hardware
Hardware_Model Hardware
Payload Connection
Payload_Protection Connection
Software_Version Software
User_sourced User

Table 5.2 lists the defined data properties used in the system model. Configuration
contains the content of configuration files. These files may contain exploitable security
vulnerabilities like hardcoded passwords. Firmware_version contains the version of the
firmware in use to identify potential known vulnerabilities of this software. The same
purpose of identifying known vulnerabilities has the data properties hardware_model and
software_version. The payload defines the content transmitted by the class connection.
For example, this could be an HTTP GET request or an FTP response, including the
data provided by the server. Payload_protection describes which security measures are in
place to protect the payload from unauthorized access or manipulation. For instance, this
may be transport layer encryption like Internet Protocol Security (IPsec) or application
layer encryption like HTTPS. User_sourced describes if a specific user is an internal or
external employee.

5.3 Summary and Next Steps
After defining the SUC in a model-based approach, threat and hazard modeling have to
be defined in a model-based approach as well to enable semi-automatization of a safety
and security aware risk management.

As discussed in Section 4.2, the developed hazard and threat modeling approach is
aligned to the risk management phases, namely risk identification, risk analysis, risk
evaluation, and risk treatment. Therefore, instantiating the designed ontology, which
models a specific SUC, enables the enrichment of safety, security, and operation aspects
to the whole risk management process.
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The aim of this workflow is to encode the ontology using a rigorous, formal language.
Consequently, the activities in this workflow are primarily carried out by KEs. When
selecting a formal language to encode the ontology, it is important to consider its
expressive power, the computational complexity of the associated reasoning methods, and
the level of acceptance within the community. After extensive standardization efforts,
OWL [HPSv03] has emerged as the primary candidate for encoding ontologies for use on
the Semantic Web. Therefore, the output of this task is the OWL implementation of the
ontology.

6.1 Instantiation of the Design Ontology
Figure 6.1 illustrates which ontologies were imported or self-written to address the
domains to provide an comprehensive perception of safety, security, and operation
requirements [And20, PB21, RKS+23]. The chosen color code in Figure 6.1 illustrates
the different ontology domains required for semi-automated risk identification and risk
analysis, which are discussed in more detail in Section 6.2 and Figure 6.2, receptively.

Since the conducted literature review (cf. Section 2.4) revealed that there is no ontology
available that models safety requirements based on IEC 61508 [Int10a], the corresponding
safety part of risk treatment had to be self-written as well.
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6. Ontology Implementation

Figure 6.1: Implementation of Domains Needed for a Holistic View Based on [HSK24,
And20, PB21, RKS+23]

6.2 Integration of Ontologies

The developed ontology1 considers the domains illustrated in Figure 5.1, which are needed
to address the safety, security, and operation requirements of an industrial system.

1https://cloud.auto.tuwien.ac.at/index.php/s/CKd56ZamkwXny28
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The OT domain-specific model defines the essential characteristics and relationships of
an OT system [HKS23b, HSK24] and is based on a previously performed stakeholder
analysis [HKS23a]. Table 6.1, shows a generic schema of OT system components. The row
OT system component shows the generic types of OT system components used to create
an OT domain-specific model. Characteristics shows properties of the corresponding
OT system component. Examples lists some classes of the corresponding OT system
component, for instance, HTTP, OPC UA, MQTT as communication examples or HMI,
and SCADA as software examples. Relations lists the relations between the OT system
components. The OT system component requirements has no relation listed since every
other OT system component has the listed relations to requirements. The relation
between communication and software is indirectly modeled by the 1:1 relation between
communication with hardware and the 1:n relation of hardware with software.

Table 6.1: Schema of OT System Components

OT system
component

Characteristics Examples Relations

User Internal
External

Developer
System integrator
Operator
Maintainer

1:n with hardware
1:n with software
1:n with requirements

Hardware Firmware
Network interfaces
Processor architecture

Sensor
Actuator
Workstation
Server
Networking device

1:n with software
1:n with requirements

Software Version
Functionality
Application layer
Operating System (OS)
layer

Process logic
HMI
SCADA
Windows-based OS
Linux-based OS

1:n with hardware
1:n with requirements

Communication Network segments
Data flows

HTTP
OPC UA
MQTT

1:1 with hardware
1:n with software
1:n with requirements

Requirements Safety
Security
Operations

IEC 61508
IEC 62443
IEC 60812

-

To include the operations and quality domain into this ontology, an OT ontology based on
a Product-Process-Resource (PPR) model and an FMEA was imported [RKS+23]. The
hazard identification domain is addressed by formalizing the ISO 12100 standard [Int10b]
and its requirements into the developed ontology. Specific hazards may be modeled as
individuals that are assigned to at least one of the mentioned hazard types. Furthermore,
hazardous events may be defined and linked to hazards. For example, the hazardous
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event contact of rough surfaces is based on the hazard scraping surfaces. By including
the knowledge of OWASP Ontology-driven threat modelling (OdTM) [And20], threat
identification is possible. Furthermore, since operational knowledge is provided by the
PPR ontology [RKS+23] and the requirements and controls of ISO 12100 were modeled,
hazard identification is also possible. The identified threats are using the ID assigned by
the MITRE ATT&CK framework [Bla17]. For instance, T1014 corresponds to rootkit2

and T1495 corresponds to firmware corruption3. Safety functions and requirements
are modeled into the holistic ontology based on ISO 12100 using the tool Protege4.
The classes represent the chapters of the standard, whereas the instances are the corre-
sponding particular requirements. Security controls and requirements are modeled into
the holistic ontology using the security mitigations provided by the MITRE ATT&CK
framework [Bla17]. Each of these mitigations counters one or more techniques used in
this ontology for threat identification. Furthermore, each mitigation references its imple-
mentation in international standards like IEC 62443 [IEC20] or NIST SP 800-53 [NIS20],
if applicable. The risk evaluation scheme considers (i) the effected zone or conduit (as
defined in IEC 62243 [IEC20]) of the attack, (ii) the SL (as defined in IEC 62243 [IEC20])
of the attack, (iii) the SL of the threat actor of the attack, (iv) the SIL (as defined in
IEC 61508 [Int10a]) of the attacked OT component, (v) the number of attacks caused
by an underlying threat. Therefore, this risk evaluation scheme addresses both safety
and security aspects. Risk treatment suggests the safety and security countermeasures
to be implemented. Based on the relevant safety and security requirements outlined
in the domain-specific model for OT, conflicts between these requirements may arise,
potentially leading to the oversight of certain aspects when assessed independently. For
instance, according to ISO 13850 [ISO15], ”the emergency stop function shall be available
and operational at all times”. However, with the integration of IT and OT, this safety
measure can now also be executed through software, such as remotely via a web applica-
tion, as mentioned in a study [HKS23a]. Conversely, the IEC 62443 [IEC20] standard
mandates that all SLs ”identify and authenticate all users (people, software processes,
and devices) through mechanisms that protect against accidental or inadvertent access
by unauthenticated entities”. In this scenario, implementing the security control might
clash with the safety requirement, as implementing authentication could potentially cause
delays in accessing the function, particularly if credentials are forgotten.

Figure 6.2 illustrates the integration of the introduced ontology domains (cf. Figure 5.1).
Since risk evaluation and risk treatment are applied after the other ontology domains,
they are not shown in Figure 6.2.

Suitable relations between R1 and the imported ontology R2 were established, i.e., the
class FieldResource of the imported ontology has the same semantic meaning as the
class Industrial_System of the developed ontology, which is a sub-class of Hardware.
Threats and hazards identified at the corresponding domains are added as causes or

2https://attack.mitre.org/techniques/T1014/
3https://attack.mitre.org/techniques/T1495/
4https://protege.stanford.edu/software.php
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Figure 6.2: Integration of Ontologies in the Domain R1 (Orange), R2 (Red), R3 (Blue),
R4 (Green), R5 (Yellow), and R6 (White).

effects impacting the operation of the OT system in the FMEA. Matching asset types
are added to the classes SafetyResource, i.e., SISes or light barriers, or SecurityResource,
e.g., firewalls. Hazards modeled in R3, for instance scraping surfaces that have the
hazard types noise and vibration, may be mitigated by implementing particular safety
controls. Hazards that apply to a specific asset are modeled with the object property
isAffectedByHazard at the corresponding asset class. Based on the assigned asset classes
of a specific individual, the type of the asset, its installed hardware and software, and its
users, applicable threats are assigned. Enterprise IT threats are based on the OWASP
OdTM [And20], ontology while OT threats are based on the IEC_ATT ontology [PB21].
This leads, for example, to the situation that a data historian has IT threats assigned that
apply to databases in general and OT threats applying to data historians in particular. If
this data historian also has a web server installed to increase its usability, general threats
to web servers are then added to the list of applicable threats. Threats that apply to a
specific asset are modeled with the object property isAffectedBy at the corresponding
asset class. The ontology domain R5 contains all requirements starting from RQ 6.3.5.2,
which is ”Components and elements to achieve emergency stop function”, to RQ 6.3.5.6.
Assets, that implement such requirements, e.g., an emergency stop button implementing
RQ 6.3.5.2, are modeled using the object property implementsSafMitigation on these
assets. Mitigations relating to standards are modeled with the object property relatedTo.
Since some security requirements may impact safety requirements [HKS23b, HSK24],
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the object property mayImpact indicates this possibility. For example, the security
measure M0800 ”Authorization enforcement” may impact with the safety measure RQ
6.2.11.7 ”Safety functions implemented by programmable electronic control systems”
thus potentially violating the safety requirement ”The emergency stop function shall be
available and operational at all times.” [ISO15].

Figure 6.3 shows the import of the reused external ontologies using the ontology editor
Protege5. When a new use case is modeled based on the presented ontology, only the direct
import of the base ontology is needed. After choosing the base ontology as direct import,
it indirectly imports all needed reused external ontologies automatically, if Protege is
able to locate them on the file system. If the needed reused external onotologies are not
found automatically by Protege, they may be imported directly instead. Each import
entry in Figure 6.3 is associated with a local file system location, thus these locations are
omitted in this figure.

6.3 Semi-Automated Risk Management
The following subsections describe the semi-automated conduction of the risk management
process considering safety and security aspects that is enabled by using the developed
ontology for each risk management phase. Based on the explicit definition of knowledge
presented in this chapter, the possibility of inferring implicit knowledge through the use
of a reasoner is introduced, which is discussed in Chapter 7.

6.3.1 Risk Identification
A snippet of the written OWL code is shown in Figure 6.4. It was developed using the
ontology editor Protege6 [DMN09].

Figure 6.5 illustrates a visual representation of an excerpt of the application results
when applying the developed ontology to the use case. In particular, the results of the
cobot located in the zone Wireless I in Figure 4.2 are shown in Figure 6.5 using the tool
GraphDB7.

The inferred TXXX entries on the left side of Figure 6.5 list the identified threats according
to the MITRE ATT&CK technique IDs. The MITRE ATT&CK technique in the right
half of Figure 6.5 demonstrates the semantically linked countermeasures to this technique
using the corresponding MITRE ATT&CK mitigation IDs. Furthermore, hazard sources
regarding the cobot and its used interfaces and parameters were identified, for instance,
Electrical_Interface, Hydraulic_Interface, Parameter_Pose, Parameter_Velocity. Similar
to the relation of threats to their mitigations, matching safety controls are displayed
when ”collapsing” a hazard source. The results shown via the visual representation in

5https://protege.stanford.edu/software.php
6https://protege.stanford.edu/software.php
7https://graphdb.ontotext.com/
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Figure 6.3: Import of the reused external ontologies.

Figure 6.5 are based on SPARQL Protocol And RDF Query Language (SPARQL) queries
performed on the developed ontology.
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Figure 6.4: An OWL Fragment of the Developed Ontology.

Figure 6.5: Overview of the Identified Hazard Sources, Production Requirements, Threats
and Matching Security Countermeasures for the Cobot Using GraphDB.
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6.3.2 Risk Analysis
Applying the threat modeling approach to a dedicated SUC may lead to the identification
of numerous attacks. As a conceptional example, five of these attacks are discussed in
this section [BHB+23].

The initial attack of this example set, referred to as A1, involved a port scan aimed at
gathering information on a dedicated host within the production network. This scan
targeted a non-safety-relevant asset that was not linked to any safety-critical assets,
which meant there were no interdependencies between safety and security considerations
involved. This event relates to the ATT&CK technique for remote system information
discovery, falling under the tactic of discovery.

In attack A2, a similar port scan was directed towards an engineering station in the
Engineering zone (as illustrated in Figure 4.2). This engineering station is linked to
several safety-critical components, including robots, cobots, PLCs, and a Computerized
Numerical Control (CNC) machine. Like A1, this attack is also associated with the
remote system information discovery technique within the discovery tactic. Depending
on how robust the targeted OT component is, a port scan might cause a DoS condition
on the target. Through attack A2, the adversary pinpointed a more valuable target for
subsequent attacks compared to what was revealed in attack A1.

Attack A3 shifts focus to the establishment of a botnet. The botnet software has the
potential to alter the application logic of the cobot, impacting safety-related functions,
as it operates on the engineering workstation. At this point, it’s challenging to determine
whether the incident was caused by the technique of ”lateral tool transfer”, ”exploitation
of remote service”, or ”privilege escalation”, leaving the applicable tactics as ”lateral
movement”, ”privilege escalation”, and ”initial access”.

In attack A4, the next phase of the botnet attack involves forming a connection to
a Command & Control (C&C) server. From a technical standpoint, it’s unclear if
the attacker utilized the ”standard application layer protocol” or ”connection proxy”
techniques, both of which are classified under the Command and Control tactic.

Attack A5 details an attempt to create a privileged remote shell on the cobot to directly
manipulate its configuration and behavior.

Following a failed attempt to establish this desired remote shell, the adversary proceeds
with attack A6, where they initiate a DoS attack against the cobot to delay or prevent
the execution of safety functions.

6.3.3 Risk Evaluation
As a proof of concept, an excerpt of the results of the evaluated threats against the
OT components WirelessI_Cobot and Engineering_EngingeeringWorkstation located in
Figure 4.2 is shown in Figure 7.7. The chosen excerpt of results in Figure 7.7 include
the evaluation of A2, A3, A4, A5, and A6 discussed in Section 6.3.2. Table 6.2 lists
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Table 6.2: Excerpt of Identified Attacks applying [Bla17, BHB+23].

A-ID Incident Possible
ATT&CK Tech-
niques

Possible
ATT&CK
Tactics

Interdependency
addressed

A1 Portscan Remote system
information discov-
ery

Discovery -

A2 Portscan Remote system
information discov-
ery

Discovery Activity may cause
a DoS on the target

A3 Botnet Lateral tool trans-
fer

Lateral movement Activity may cause
a DoS on the target

Exploitation of re-
mote services

Privilege escala-
tion

Exploitation of
privilege escalation

Initial access

A4 Botnet Standard applica-
tion layer protocol

Command and
control

Connected safety-
relevant devices
may be manipu-
lated

Connection proxy
A5 Remote shell Command-line in-

terface
Execution Connected safety-

relevant devices
may be manipu-
lated

A6 DoS Denial of Service Inhibit response
function

Execution of safety
function may be de-
nied

these discussed analyzed attacks, while Table 6.3 shows the results of the risk evaluation
applying Equation 4.1 [BHB+23], while x is the attack ID, i is the OT impact of the
attack rated according to Table 4.4, t is the severity of the attack based on MITRE
ATT&CK tactic [Bla17] rated according to Table 4.5, a is the number of attacks from
the same source, s is the maximum SIL of all SIFs of the OT component if implemented,
and c is the operational-criticality of the OT component rate according to a numerical
value from 0 to 10. The possible resulting risk score range is from 0 to 10 reached via
scaling each variable to this range, as introduced in Section 4.3.

The risk evaluation suggests that A1 has the lowest priority, negligible, since the attack
was performed against a non-safety-relevant and non-operational-critical OT component.
Furthermore, the impact on the security protection goal ’confidentiality’ is low. Conversely,
A2 has been assigned a high priority, given the potential for a port scan against a legacy
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safety-relevant component implementing SIFs to result in a dos situation, where the
OT component is overwhelmed by requests, significantly impacting availability. This
may result in the OT component being unable to be regularly shut down or to react to
control commands, such as movements, speed, force, angles, etc., with a wide spectrum of
possible production and safety-critical consequences. For instance, the conveyor belt may
no longer stop in time if light barriers are no longer receiving signals. A3 is also assigned
a high priority rating due to the significant loss of availability of the safety-relevant OT
component. A4 is assigned the highest priority rating, major, due to the substantial
loss of availability, integrity and confidentiality when attempting to remotely control
safety-relevant components connected to the aforementioned components. A5 has a
medium priority rating since spawning a remote shell in the context of an unprivileged
user may not necessarily lead to the possibility of interfering with the safety-relevant
component’s availability and integrity. For example, stopping a service or changing
config-/log-files may require additional privileges. Since A6 has similar consequences as
A2, it has the same priority rating [BHB+23]. Therefore, applying the mapping of the
quantitative risk scores to qualitative risk values based on Table 4.6 leads to one major,
five high, and three medium risks.

Table 6.3: Evaluation of Identified Attacks Based on [BHB+23].

x i t a s c f(x)
A1 1 1 1 - 3 Negligible
A2 7 10 1 2 9 High
A3 7 8 2 2 9 High
A4 14 11 3 2 9 Major
A5 3 7 4 2 9 Medium
A6 6 11 5 2 9 High
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6.3.4 Risk Treatment
The ontology automatically suggests suitable countermeasures against each identified
threat. For example, Figures 6.6, 6.7, and 6.8 illustrate the recommended countermeasures
against T0866, T0869, and T0814, respectively. In Section 6.3.2, T0866 is referred to A3,
T0869 to A4, and T0814 to A6, respectively.

Figure 6.6: Suggested Countermeasures Against T0866 (A3).
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Figure 6.7: Suggested Countermeasures Against T0869 (A4).

Figure 6.8: Suggested Countermeasures Against T0814 (A6).
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Figure 6.9 illustrates an example of a safety/security interdependence by showing threats
mitigated by implementing security measure M08048 human user authentication. It
also shows which safety requirements, e.g., RQ6.2.11.7 safety functions implemented
by programmable electronic control systems, may be violated if the suggested security
measure is implemented. This way, potential contradictions between safety and security
requirements can be discovered.

Figure 6.9: Security Measure May Conflict Safety Requirement.

6.4 Summary and Next Steps
The competency questions introduced in Section 3.4.3 have to be modeled into the
ontology to test and evaluate its quality. Two semantic query languages were used for this
purpose, namely SPARQL and Semantic Query-enhanced Web Rule Language (SQWRL).

SPARQL, as recommended by the World Wide Web Consortium (W3C), is a declarative
query language specifically designed for RDF data. SPARQL queries consist of a set of
triple patterns that closely resemble RDF triples (subject, property, object), with the
distinction that each of the subject, predicate, and object may include variables [FMS+17].

SQWRL is built on the Semantic Web Rule Language (SWRL) rule language. It treats
the antecedent of a standard SWRL rule as a pattern specification for a query, replacing

8https://attack.mitre.org/mitigations/M0804/
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the rule’s consequent with a retrieval specification. SQWRL utilizes SWRL’s built-in
features as an extension point, defining a set of operations through built-ins that can be
used to construct retrieval specifications. This approach is attractive because it requires
no syntactic extensions to SWRL, allowing existing SWRL editors to generate and edit
SQWRL queries. Furthermore, standard SWRL serialization mechanisms can be used,
enabling queries to be stored in OWL ontologies [OD09].
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CHAPTER 7
Ontology Test and Evaluation

The quality of an ontology [DMN09] is a multi-dimensional feature. Specifically, an
ontology may be evaluated based on four distinct characteristics: syntactic quality,
semantic quality, pragmatic quality, and social quality. The test workflow of the UPON
ontology development process is designed to verify the semantic and pragmatic quality of
the ontology [BJSSA05, DMN09].

Syntactic quality measures the quality of the ontology according to its formal style and
the way it is written. The syntactic quality was checked in the implementation workflow
during the OWL development process [BJSSA05, DMN09].

Semantic quality focuses on the absence of contradictory concepts within the ontology.
Semantic quality may primarily be verified by assessing the consistency of the ontology,
which can be achieved using a reasoner such as HermiT [GHM+14]. Consistency not
only means the absence of contradictions but also ensures that modeling constructs are
used correctly (e.g., no cycles in the specialization hierarchy and disjoint classes and
properties). Consistency checking was conducted by external KEs due to the technical
skills required to use a reasoner [DMN09].

Pragmatic quality [DMN09] is related to three main features: fidelity, relevance, and
completeness.

• Fidelity: This is measured by checking the accuracy of the claims made by an
ontology within the target domain. This can be done, for instance, by verifying the
references used in the descriptions of terms.
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• Relevance: This feature is assessed along with completeness by verifying the correct
implementation of the ontology’s requirements, which are gathered in the initial
workflow. Two types of tests can be used here:

– Coverage test: This involves evaluating the ontology’s coverage of the appli-
cation domain. For example, a DE might be asked to semantically annotate
UML diagrams that model a software application using the ontology concepts.

– Competency questions test: This involves determining if the ontology may
answer specific questions using its content. This test is particularly useful for
ontologies that support semantic search and discovery of web resources.

• Completeness: A design artifact like an ontology is complete and effective when
it meets the requirements and constraints of the problem it was meant to solve.
Therefore, the completeness of an ontology may be assessed using domain goals,
coverage, and competency questions. An ontology is considered complete if the
objectives defined in the requirements workflow are achieved, such as semantic
search and retrieval.

Social quality reflects broader criteria, such as the number of other ontologies that link
to it (e.g., by defining their terms using its definitions) and the number of times it is
accessed (when public) both within and outside the community that manages it. Since
the developed ontology is not yet published, this evaluation metric is not applicable yet.

7.1 Answering the Competency Questions
The successful answering of competency questions assesses evaluation criteria completeness
and relevance of the ontology that is part of the pragmatic quality evaluation criteria.
The competency questions introduced in Section 3.4.3 were modeled as SPARQL queries
and executed against the modeled use case illustrated in Figure 4.2.

• CQ1: Which safety hazards may occur after compromising an OT component?

Figure 7.1 illustrates a SPARQL query answering the competency question CQ1 with
respect to the use case derived from the stakeholder analysis discussed in Section 4.1.2
illustrated in Figure 4.2. The ontology domains R1 OT domain-specific model, and
R3 hazard identification illustrated in Figure 6.1 are needed to answer CQ1. The
self-developed ontology was sufficient to answer CQ1. Since only safety-relevant OT
components are affected by this query, the number of results is relatively low compared
to the complexity of the SUC. Each of the identified hazards has at least one relation to
the standard requirements of ISO 12100 [Int10b].
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Figure 7.1: SPARQL Query Listing Hazards Occurring After Compromising an OT
Component (Answering CQ1) Using GraphDB.

• CQ2: Which safety hazards and security threats are possible in the OT system?

Figure 7.2 exhibits a SPARQL query answering competency question CQ2 with respect
to the use case derived from the stakeholder analysis discussed in Section 4.1.2 illustrated
in Figure 4.2. The ontology domains R1 OT domain-specific model, and R4 threat
identification illustrated in Figure 6.1 are needed to answer CQ2. The self-developed
ontology in combination with the OdTM [And20], which includes the knowledge of the
MITRE ATT&CK [Bla17] framework, are needed to answer CQ2. Since threats may be
applicable on all OT components in the SUC, the number of identified threats, namely
5.388, is quite high. This demonstrates the urge of the application of a suitable risk
evaluation scheme, since addressing each and every threat may be resource-intense and
cost-ineffective.
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Figure 7.2: SPARQL query listing hazards and threats for the SUC (Answering CQ2)
Using GraphDB.

• CQ3: Which operational impacts on the OT system may the exploitation of threats
have?

Figure 7.3 shows a SPARQL query answering competency question CQ3 with respect to
the use case derived from the stakeholder analysis discussed in Section 4.1.2 illustrated
in Figure 4.2. The ontology domains R1 OT domain-specific model, and R2 operations
and quality illustrated in Figure 6.1 are needed to answer CQ3. The self-developed
ontology in combination with the FPI ontology [RKS+23], which includes the knowledge
of operations and quality aspects and requirements, are needed to answer CQ3. The
results show quality parameters of the OT components that are involved in the industrial
process, the core functionality of the SUC. This information may be interesting for an
asset owner from an economical perspective but also for attackers who want to interfere
with the industrial process to cause loss of productivity and revenue (cf. T08281).

1https://attack.mitre.org/techniques/T0828/
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Figure 7.3: SPARQL Query Listing Operational Impacts After Exploitation of Threats
In SUC (Answering CQ3) Using GraphDB.

• CQ4: Which countermeasures should be implemented while considering interde-
pendencies between safety and security goals?

Figure 7.4 illustrates a SPARQL query answering competency question CQ4 with respect
to the use case derived from the stakeholder analysis discussed in Section 4.1.2 illustrated in
Figure 4.2. The ontology domains R1 OT domain-specific model, R4 threat identification,
R5 safety functions and requirements, R6 security controls and requirements, and R8 risk
treatment illustrated in Figure 6.1 are needed to answer CQ4. The self-developed ontology
in combination with the OdTM [And20], and the IEC_ATT ontology [PB21] are needed
to answer CQ4. The results show a set of suitable counter measures to implement to
address the identified hazards and threats while counter measures introducing conflicts
between safety and security requirements are not suggested. Therefore, this set of counter
measures also includes suitable compensatory controls a risk owner may implement to the
SUC to achieve an increased security level despite the existence of safety requirements to
fulfill.
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Figure 7.4: SPARQL Query Listing Security Countermeasures to Implement While
Considering Conflicts of Requirements (Answering CQ4) Using GraphDB.

• CQ5: Which countermeasures counter most threats or hazards?

Figure 7.5 exhibits a SPARQL query answering competency question CQ5 with respect to
the use case derived from the stakeholder analysis discussed in Section 4.1.2 illustrated in
Figure 4.2. The ontology domains R1 OT domain-specific model, R3 hazard identification,
R4 threat identification, R5 safety functions and requirements, R6 security controls and
requirements, and R8 risk treatment illustrated in Figure 6.1 are needed to answer CQ5.
The self-developed ontology in combination with the OdTM [And20], and the IEC_ATT
ontology [PB21] are needed to answer CQ5. This derived knowledge gives an impression
about the effectiveness of the implemented counter measures. Counter measures with a
low amount may be more effective implemented somewhere else in the SUC. Counter
measures with a high amount may be bottlenecks: If this counter measure is compromised
a considerable number of threats and hazards have to be addressed with other counter
measures to provide the same security and safety level in the SUC.
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Figure 7.5: SPARQL Query Listing Which Counter Measures Counter Most Threats or
Hazards (Answering CQ5) Using GraphDB.

• CQ6: Which risks are the most critical and should be prioritized?

Figure 7.4 illustrates a SPARQL query answering competency question CQ4 with respect
to the use case derived from the stakeholder analysis discussed in Section 4.1.2 illustrated
in Figure 4.2.

Figure 7.6 demonstrates a SQWRL rule implementing Equation 4.1, introduced in
Section 4.3 with the discussed example weighting factors of the metrics resulting in the
values presented in Section 6.3.3. This demonstrated SQWRL rule answers competency
question CQ6 with respect to the use case derived from the stakeholder analysis discussed
in Section 4.1.2 illustrated in Figure 4.2. The ontology domains R1 OT domain-specific
model, and R7 risk evaluation and prioritization illustrated in Figure 6.1 are needed
to answer CQ5. The self-developed ontology was sufficient to answer CQ1. Figure 7.7
demonstrates that depending on the relevance of the target (OT component) that is
measured with the metrics maxSIL and OTcrit, the very same threat may lead to a
different risk score.
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Figure 7.6: Implementation of the Introduced Risk Evaluation Formula as SQWRL Rule
(Answering CQ6).

Figure 7.7: Excerpt of Risk Evaluation Results (Answering CQ6).
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7.2 Evaluation of the Ontology by External Experts
The performed evaluation of the ontology by external experts assesses evaluation criteria
fidelity.

As Figure 7.2 shows, answering CQ2 leads to 5.388 entries returned as the result set for
this SPARQL query. This high number of results indicates that the direct evaluation
of all results is hard to realize in a reasonable time frame. Therefore, an alternative
evaluation approach was implemented based on a semi-structured qualitative external
expert workshop. The evaluation committee consisted of three external OT security
experts and one external safety expert. Each of the security experts had at least six
years of experience in either technical security professions (e.g., penetration tester),
organizational security professions (e.g., ISMS auditor), or both kinds of professions. The
safety expert had 16 years of experience in machinery safety. The evaluation workshop
lasted 3 hours and was a group discussion. Prior to the workshop session, the participants
got the use case illustrated in Figure 4.2 and were asked to perform a security and safety
analysis on this SUC according to their expertise and state-of-the-art procedures.

The following lists an excerpt of the most important resulting qualitative statements of
the evaluators in the group discussion:

• ”Solving the hazard identification based on this asset-centric approach is promising.”

• ”Assessing the fulfillment of safety, security, and operation requirements is possible
proactively. The need of direct technical analyses on sensitive OT components is
decreasing, since various conceptional safety, security and operation aspects may
be already analyzed during the design and integration of OT systems.”

• ”The asset-centric threat identification may be especially interesting from a blue
team/defender’s perspective.”

• ”The knowledge gained by applying this ontology may be used as a basis or source
for further threat intelligence. For example, dedicated threat actors or APT groups
may be additionally considered.”

• ”The chain of threats used to perform a dedicated sophisticated attack is available
indirectly. This information may be used for further threat intelligence as well.”

• ”The possibility to link the suggested countermeasures to OT components imple-
menting these countermeasures is valuable to address threats accordingly. Further-
more, this information may provide KPIs especially interesting to risk managers.”

• ”The developed risk evaluation scheme addresses both safety and security adequately
with the possibility to weigh or empathize on metrics perceived as more or less
important depending on the risk manager’s risk appetite.”
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• ”The quality of the results provided by the ontology depend on the quality of
the input data provided. Nevertheless, a rough conceptional overview of the OT
system and its compliance to security, safety, and operation requirements is already
possible without providing detailed information.”

7.3 Summary and Next Steps
This section discusses the benefits and limitations of the developed ontology.

7.3.1 Benefits of the Developed Ontology
There is a gap in addressing the comprehensive responsibilities of a risk or site manager con-
cerning the operation of a dedicated OT system within existing ontologies or models. To
bridge this gap, an ontology has been developed to holistically encompass safety, security,
and operational requirements. Drawing insights from a stakeholder analysis, this ontology
formalizes the types of assets utilized in discrete manufacturing processes [HKS23a]. It
leverages existing ontologies where suitable, introduces new sub-ontologies as necessary,
and establishes relationships between those. This ontology amalgamates knowledge
across safety, security, and operations to assist risk or site managers of OT systems.
Through this integration, the holistic ontology fosters a more profound comprehension of
system vulnerabilities and facilitates the formulation of suitable countermeasures for risk
mitigation while conflicting requirements are considered within the ontology framework.
For instance, instead of relying on encryption, incorporating additional physical security
layers, network segmentation, and whitelisting of hosts may enhance security without
compromising other requirements. Moreover, the ontology prioritizes a set of suggested
countermeasures, enabling risk managers to make cost-effective decisions while addressing
urgent issues within the OT system. The presented ontology may aid risk managers,
safety, and security experts to perform risk assessments at OT systems. These risk
assessments may be conducted during the planning phase, when integrating new OT
components, or when operating an OT system. It may be also used for educational
purposes to train experts interdisciplinary knowledge. Section 7 demonstrated that the
developed ontology is able to answer all research questions listed in Section 1.2 on a
dedicated modeled SUC by using corresponding SPARQL queries.

The developed ontology supports security and safety by design. Therefore, conceptional
security and safety flaws may be identified on the SUC without active technical analyses
on OT components (e.g., penetration tests). This may be advantageous because active
technical analyses on OT components, especially legacy devices, may lead to availability
problems [KSG+15].

Another advantage of this ontological approach is that not each risk assessment has to be
evaluated and improved cyclically manually during QA (quality assurance) but rather the
ontology itself. This increases the efficiency of asset owners who operate multiple sites
and integrators providing OT systems for multiple asset owners. Furthermore, external
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consultants or auditors reviewing these OT systems may be supported by the information
provided with the presented ontology.

The modeled interdisciplinary knowledge may also lead to more precise results than
relying on workshops of several single discipline experts when analyzing a dedicated SUC.
Additionally, the results are objective and unbiased. Discussions in such workshops with
multiple experts may lead to different results when other experts are involved, even if
these experts share similar education and experience [SG14].

7.3.2 Limitations of the Developed Ontology
A limitation of the presented ontology is that only the safety requirements based on ISO
12100 [Int10b] addressing functional safety in machinery are modeled. Depending on the
SUC, other domain-specific safety standards may have to be considered additionally to
address hazard identification and safety functions and requirements (cf. Figure 5.1) fully.
For instance, the safety requirements of IEC 61511 [Int16] may be included in process
automation to include process safety aspects in the ontology.

At the moment, the OT domain-specific model (cf. Figure 5.1) is modeled for discrete
manufacturing and process automation. Characteristics and relations of other OT
domains, e.g., automotive or aviation, are not included in the OT domain-specific model
of the presented ontology in its current state.

The precision of the used risk evaluation may be increased if specific threat actors were
considered. The reason is that several typical techniques used by these threat actors,
according to the MITRE ATT&CK framework, could then be identified as threats in
the SUC. Therefore, the possibility of being attacked by given threat actors may be
included in the risk evaluation. Furthermore, the mapping to generic, well-known threat
actor groups is possible (e.g., nation-state actor, cybercriminal, hacktivist), serving
a metric which parts of the SUC may need which protection level (SL) according to
IEC 62443 [Int20b]. Currently, the modeling of dedicated threat actors, e.g., APT282,
Andariel3, or the Lazarus group4, is not yet included in the ontology. A mapping of the
used SL of the threat actor in the risk evaluation formula to dedicated threat actors and
considering their motivation and known attack domains may solve this issue.

The quality of the results depends on the provided input values of the ontology’s user.
Incomplete information, e.g., not providing specific data properties may impact the
result set. This may be mitigated by providing thorough documentation, guidelines, and
workshops on using the ontology to precisely model a SUC. However, human error may
still not be excluded as a source for potential incomplete results.

2https://attack.mitre.org/groups/G0007/
3https://attack.mitre.org/groups/G0138/
4https://attack.mitre.org/groups/G0032/
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CHAPTER 8
Conclusion and Future Work

This work’s aim is to identify Which actions are needed to perform a system level risk
assessment considering safety and security aspects?. To reach this goal, several research
questions were analyzed and answered adequately as follows.

• RQ1: Which knowledge representation frameworks exist to model safety and
security aspects?

Relevant standards and frameworks addressing safety, security, and integrated safety
& security aspects were identified in the literature. Furthermore, a thorough literature
review [HSK24] was conducted to identify the state of the art knowledge representation
frameworks considering safety, security, and operation aspects. This literature review
also revealed several research directions in this area.

• RQ2: How do stakeholders in the industry address safety and security aspects?

A stakeholder analysis [HKS23a] was performed to analyze the perception of safety and
security in the industry. This analysis revealed typical characteristics and relations of OT
components and OT systems considering the categories risk management, architecture,
communication, safety, and security.

• RQ3: How to model safety and security aspects combined while including their
relations?

An ontology addressing safety, security, and operation aspects was developed according
to ontology development process UPON [DMN09]. The ontological description of the
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security and operation aspects were imported and extended from external ontologies.
The OT domain and safety knowledge was written from scratch and relations between
safety, security, and operation aspects were added.

• RQ4: How to identify and prioritize safety and security risks automatically?

The identification of safety and security risks is based on the modeled safety and security
aspects provided by answering RQ3. While inferring this knowledge on a modeled SUC
using a reasoner, derivations of these aspects in the SUC lead to identified risks in this
use case. Afterwards, the risk prioritization is performed using a self-developed formula
considering safety and security aspects that is modeled into the ontology as a SQWRL
rule.

• RQ5: How to suggest safety and security mitigations automatically while consider-
ing safety and security interdependencies?

Based on the relations defined when answering RQ3, interdependencies between safety
and security aspects were identified and formalized in the ontology as object properties.
The resulting provided mitigations from the ontology only suggest mitigations that may
not conflict with each other.

The presented ontology was evaluated via competency questions that may be answered
executing the corresponding SPARQL queries at this ontology. Furthermore, the ontology
was evaluated by external experts while demonstrating the application of the ontology to
the presented use case.

Future work includes further iterative evaluation of the ontology to counter potential
flaws yet to be identified. This iterative evaluation may also incorporate quantitative
mechanisms to determine the efficiency gains achieved by using the developed ontology.
The identified limitations during the presented evaluation will be addressed in further
developing this ontology. Additional OT domain-specific models may be created, so
the applicability of this ontology exceeds the discrete and process automation domains.
This extension of OT domain-specific models also requires the extension of domain-
specific aspects in the ontology domains hazard identification and safety functions and
requirements. Furthermore, the possible generalisation of the presented approach and its
concepts to other OT domains, such as the energy sector and smart grids [2, 3], may be
the subject of future work.

Since a group of researchers [HFB+23, BKS23, BKS22, HKS21b], which includes the
author of this thesis, contributed to a common meta model the following extensions
of the used knowledge base may be considered in future work. Using the presented
ontology as a basis, it may be extended to include an even more comprehensive set of
OT domain-specific characteristics [HFB+23] based on further requirement analysis of
applicable standards and modeling identified constraints in the AAS while providing
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an OT reference architecture based on RAMI4.0. The proposed semi-automated risk
evaluation schema may be extended to automated risk management for OT systems that
consider safety, security, and operation metrics [BKS23]. The current used system-centric
approach may be extended by an asset-centric approach that enables model-based security
and safety evaluation of OT components [BKS22].

To increase the compatibility of the novel holistic OT system model considering safety,
security, and operation requirements, there is ongoing research in developing a Systems
Modeling Language (SysML) v2 model. This research aims to provide an interface to the
developed comprehensive knowledge base by using the SysML v2 model as a middle layer,
so researchers do not have to import and use the presented OWL ontology to access its
functionalities.
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