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Abstract

This thesis explores which service management strategies are best adapted to meet the
demands of complex Information Technology (IT)|systems within the financial sector. It
focuses on identifying practical approaches to effectively manage complexity drivers and
aims to understand how financial institutions adapt their service management practices
to increasing IT| complexity. A twofold methodology was employed: a literature review
that establishes the theoretical foundation, and semi-structured interviews with senior
professionals from various financial institutions. The findings reveal that traditional
service management strategies prove to not effectively manage complex IT systems.
Emerging strategies include selective automation, context-aware [Key Performance In{
dicator (KPI) design with clear ownership, feedback-driven service enhancement, and
adaptive monitoring practices. Furthermore, continuous monitoring and the use of op-
erational data to improve the service delivery were identified as critical success factors.
The changing system states necessitate proactive adaptation. These results imply that
service management in complex systems calls for a system design that is context-aware
and embraces unpredictability. The insights contribute to bridging complexity theory
and IT Service Management (I'TSM), offering insights for the academic discourse and
providing practical guidance for practitioners.
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CHAPTER

Introduction

1.1 Problem Description

In our evolving world, complex I'T systems have become increasingly pervasive across
various domains, particularly in service management in the financial sector. Traditionally,
I'T] systems used to be primarily self-contained, operating independently within well-
defined boundaries and interactions between themselves . However, as the demands
for connectivity, scalability, and functionality have grown, these systems evolved into
highly interconnected and dynamic environments with various integrated components
such as cloud infrastructures, microservices, and distributed networks.

Complex [T systems are characterized by a high degree of interdependence between
components, where the behavior of the whole system cannot be easily predicted from
individual parts and their processes. These systems often exhibit unanticipated behav-
iors that result from the interactions between components. In turn, this complicates
management, ultimately necessitating broader perspectives to effectively oversee and
control these complex systems . As systems become more complex, traditional
management methods, which worked well for simpler, contained systems, start to lose
their effectiveness .

In order to comprehend large [I'T| systems, it is necessary to take into account different
factors . Differences between systems can be found in how they handle data, process
tasks, and scale to meet user demands. For example, cloud-based systems may prioritize
flexibility and scalability, while distributed systems might focus on redundancy and
fault tolerance. Distinctions help to categorize and understand the unique challenges of
managing different types of complex [I'T systems.

The increasing complexity of I'T systems in the financial sector introduced new challenges
for service management, particularly in ensuring reliability, resilience, and effectiveness
[28]. Traditional IT management frameworks, designed for more predictable and self-

1




Die approbierte gedruckte Originalversion dieser Diplomarbeit ist an der TU Wien Bibliothek verfligbar

The approved original version of this thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

1.2. Research Objectives and Questions

contained systems, struggle to accommodate the high degree of interdependence and
emergent behaviors found in modern infrastructures. Prior research by Tian and Kaur
[110] and Sommerville et al. has identified limitations in existing service management
methodologies when applied to complex [T environments. One of the primary limitations
is the lack of structured frameworks to measure the success and effectiveness of service
management approaches in complex [T systems, particularly in dynamic and high-risk
sectors such as finance. Overall, a systematic understanding of how specific service
management strategies perform in complex systems remains underexplored. This research
aims to address this gap by analyzing the extent to which different management approaches
impact key performance factors such as system reliability, fault tolerance, and adaptability.

1.2 Research Objectives and Questions

The goal of this thesis is to depict effective service management strategies tailored
specifically for complex IT| systems in the financial sector. To ensure an accurate
representation of the current service management strategies, interviews will be conducted
with individuals working in the financial or service management sector. Through this
perspective, the aim is to highlight the distinguishing features that make the service
management of complex systems more demanding, as well as identify potential strategies
to manage these difficulties. By providing practical examples from leaders in business
environments, a comprehensive understanding of complex I'T| systems can be developed.
Examples such as the differences between a standalone enterprise system and a distributed,
cloud-based system will demonstrate how these distinctions necessitate a shift in service
management strategies. Similar, the contrast between non-complex systems’ reliance on
linear, predictable workflows and complex systems’ unpredictable dynamic behaviors will
be further examined. These interviews can assist to uncover best practices and creative
approaches to administering such systems, as well as offer insightful information on the
difficulties encountered in real-world scenarios. To improve comprehension of how theory
becomes practice, the results of these interviews will be incorporated into the thesis.

Furthermore, the strategies that identify and address the emergent behaviors inherent in
complex environments, as well as the usage of automation and monitoring techniques,
will also be explored. In addition, the thesis acknowledges service reliability challenges
and amplifies the risk of security vulnerabilities with the increase of complexity. Hence,
effective service management is essential to ensure security and maintain oversight.
Analyzing service management and its shortcomings when applied to complex systems
will be involved, as well as modernization approaches. Since the research field of complex
systems is still small compared to other fields, possible alternative methods found in the
literature will be considered that leverage adaptive, emergent approaches to enhance
control and efficiency.

The central Research Question (RQ)s guiding this thesis are:

e RQ1: How do businesses in the financial sector measure the success of service
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1.2. Research Objectives and Questions

management practices in complex [I'T] systems, and what metrics or indicators are
used?

e RQ2: How do stakeholders in financial institutions evaluate the effectiveness of
service management metrics in complex [I'T| environments?

« RQ3: What role do automation and monitoring tools play in managing service
delivery in complex [I'T systems, and to what extent are their benefits and limitations
observed?

« RQ4: What specific service management strategies are adapted by businesses in
the financial sector to handle the increasing complexity and interdependencies of
modern [I'T] systems?

By answering these questions and combining theoretical research with practical insights
from interviews, this thesis aims to provide actionable recommendations for I'T managers,
equipping them with service management strategies needed to better manage and control
increasingly complex ['T] environments. In addition, this thesis aims to enhance and
contribute to previous research analyzing management practices in the context of complex
[T systems.

This thesis excludes certain aspects that, while relevant to service management in
complex [I'T] systems, fall outside its primary focus. For example, legal and regulatory
compliance issues, such as data protection laws, cybersecurity regulations, and contractual
obligations, are not explored in depth, as the focus is on operational and strategic service
management practices rather than on legal frameworks. Additionally, this study does
not delve into specific industry standards or certifications (e.g., ISO/IEC standards), nor
does it cover the financial implications or cost-benefit analyzes of implementing different
service management strategies. The emphasis remains on identifying adaptive approaches
to service management that address the unique challenges of complex [T environments.
Thus, the findings and recommendations are primarily aimed at practical and operational
improvements rather than encompassing the full regulatory and financial landscape of I'T
management, as well as the historical aspect of such systems.
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CHAPTER

Methodological Approach

This thesis adopts a two-pronged methodological approach to systematically explore
management and control approaches for complex [I'T| systems. It integrates a systematic
literature review and semi-structured expert interviews as part of a qualitative research
framework.

2.1 Systematic Literature Review

The systematic literature review synthesizes foundational knowledge from existing re-
search, following the methodology outlined by Webster and Watson [115] and Kitchenham
and Charters . Both emphasize a structured approach comprising the following steps:

1. Defining RQs as stated in section |1.2

2. Develop Search Strategy
A search strategy is constructed to locate relevant studies in prominent academic
databases. In this thesis, the primary databases are:

o IEEE Xplore

o ACM Digital Library

e SpringerLink
The search was primarily limited to peer-reviewed journal articles and conference
proceedings, while also including other forms of scholarly literature where relevant,

with a focus on more recent publications, ensured that findings were relevant to
modern I'T environments.
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2.1. Systematic Literature Review

3. Construct Search Strings
Based on the defined RQs and initial exploratory reading, the following key concepts
and synonyms have been identified:

Financial sector context: (‘171 Infrastructure in Financial Services” OR ‘|Fi-
nancial Technology (FinTech) Ecosystem” OR “Core Banking Systems” OR
“Financial System Architecture”)

Complexity /Complex systems: (“Complex Systems” OR “Managing Complex-
ity” OR “Complex Systems Foundation”)

ITSM: (“Service Management” OR ‘11| Operations” OR “Management of
Complex Systems”)

U

Characteristics or Challenges: (“Emergent behavior” OR “Interdependencies’
OR “Resilience”)

Example of a combined Boolean search string could be:

( (“IT|Infrastructure in Financial Services” OR “FinTech| Ecosystem” OR
“Core Banking Systems” OR “Financial System Architecture”)

AND (“Complex Systems” OR “Managing Complexity” OR “Complex
Systems Foundation”)

AND (“Service Management” OR “IT Operations” OR “Management of
Complex Systems”)

AND (“Emergent behavior” OR “Interdependencies” OR “Resilience”) )

Multiple variations of these terms and synonyms were tested to capture a broad
range of relevant literature.

4. Apply Inclusion and Exclusion Criteria
After retrieving the initial set of articles, a multi-stage screening process was
conducted:

o Title/Abstract Screening: Eliminate articles that do not address management

strategies, ITSM| complexity or the financial domain.

e Full-Text Review: Include papers that:

— Primarily focus on IT systems in finance (e.g. commercial banking,
FinTech, core banking infrastructures).

— Present explicit service management or operational strategies for complex
IT.

— Provide methodological rigor or empirical evidence.

e Exclude papers that:

— Lack a clear methodology or relevant context.
— Focus solely on unrelated technical aspects
— Are not peer-reviewed (e.g., blog posts, non-reviewed white papers).
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2.2, Semi-Structured Expert Interviews (Qualitative Research)

5. Data Extraction and Synthesis
A standardized extraction process gathered key data from each selected study, such
as:

Publication details (authors, title, venue, year).

Domain focus (e.g., retail banking, investment banking, FinTech startups).

Main findings on service management, complexity, and resilience.

Reported frameworks or solutions for managing complex systems in finance.

In this review, the attention was on service management strategies in complex [T systems,
focusing on effectiveness, reliability, and resilience. Structured methods and iterative
refinement improved the accuracy in these domains. Through the iterative feedback-
based approach the clustering of findings into thematic areas such as “automation,”
“legacy system,” and “monitoring” were established. These clusters formed a theoretical
foundation for the subsequent interviews.

Studies that do not focus on I'T|systems or lack a clear methodology were excluded. This
procedure guaranteed the findings’ applicability and relevance, especially when it comes
to determining the areas where conventional methods fall short and adaptive tactics are
required.

2.2 Semi-Structured Expert Interviews (Qualitative
Research)

Expert interviews were used in this research to give contextual insights from the literature
review. These interviews provided expert perspectives on the topic, thus complementing
other research steps.

2.2.1 Framework Development

Establishing a clear framework was critical before conducting interviews. Both Cooke
and McDonald and Bogner, Littig, and Menz provide such a framework with
an emphasis on structured methodologies to enhance the accuracy and depth of expert
input. While Cooke and McDonald highlight cognitive psychology with elicitation
techniques to minimize inaccuracies stemming from introspection, Bogner, Littig, and
Menz write about the necessity of multiple knowledge acquisition techniques such
as structured interviews, observation, and protocol analysis to reduce bias and improve
reliability.

Theory-generating expert interviews, as advocated by Bogner, Littig, and Menz , are
particularly useful in complex research areas where existing theories may be insufficient.
These interviews, in addition to the gathered information, also promote reflection. By
fostering a reciprocal dialog and flexibility in questioning, interviewees can elaborate on
unforeseen but critical issues.



Die approbierte gedruckte Originalversion dieser Diplomarbeit ist an der TU Wien Bibliothek verfligbar

The approved original version of this thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

2.2, Semi-Structured Expert Interviews (Qualitative Research)

The planning and execution of semi-structured interviews requires careful consideration.
Hove and Anda identify key areas, including effort estimation, interviewer quali-
fications, interaction fostering, and tool selection, to ensure reliable results. Similarly,
Saldana emphasizes the interviewer is considered a “human instrument” to the
qualitative research, necessitating adaptability during the interview process, similar to
Bogner, Littig, and Menz .

Iterative development of the interviews, as proposed by Bogner, Littig, and Menz
ensures comprehensive topic coverage while allowing flexibility for emergent themes.
Iterative expert-interviews methodology begins with broad themes, which are refined
through pilot interviews or multiple rounds, thereby improving the overall validity of the
collected data.

Building on these principles, the proposed framework defines key themes, interview
formats, and potential variations. It also incorporates indirect elicitation methods to
reduce the cognitive load on experts, ensuring reliable data collection. This suggests
that structured scenarios can improve the precision of expert judgments by providing a
consistent context for responses.

2.2.2 Interview Process

The interview process, as outlined by Hove and Anda and Cooke and McDonald ,
involves multiple steps to maximize the potential information and consistency. While
Hove and Anda focus on logistical aspects such as scheduling, preparing an interview
guide, conducting interviews, and transcribing data, Cooke and McDonald suggests to
use of structured tasks to elicit both procedural and declarative knowledge. Incorporating
scaling techniques further enhances the reliability of knowledge representation.

To gain deeper insights, additional interviewing techniques, such as repertory grids and
card sorting are recommended by Eriksson [41] and were employed where appropri-
ate. These methods allow for a systematic analysis of expert input, revealing nuanced
perspectives that might otherwise be overlooked.

The type of interview conducted depends on the research objective. Bogner, Littig, and
Menz categorize interviews into exploratory, systematizing, and theory-generating
types. Using a semi-structured approach that strikes a balance between consistency
and flexibility allows more detail about subjects while maintaining a logical structure.
In order to increase data richness, narrative prompts were used to provide thorough
contextual descriptions.

Mergel, Edelmann, and Haug emphasize logistical considerations about the general
interview, examples are reliable recording equipment and familiarity with participants’
backgrounds. This preparatory work helps build rapport and improves the quality of
collected data. Additionally, pilot interviews, as suggested by Hove and Anda [55], were
conducted in advance to refine the guide and enhance interviewer competence.
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2.2, Semi-Structured Expert Interviews (Qualitative Research)

To ensure a representative and reliable sample, Christopoulos propose the Peer
Esteem Snowballing (PEST) technique. PEST) reduces selection bias and guarantees
wide expert participation by fusing network analysis with iterative nomination waves.
This technique was adapted to this case to ensure diverse opinions while maintaining
high relevance to the |RQ.

2.2.3 Problem Statement & Interview Types

Eriksson [41] and Bogner, Littig, and Menz [23] categorize interview types based on
different research objectives, distinguishing between tutorial, structured, exploratory, and
theory-generating approaches.

Interview Type Description Source
Tutorial Experts introduce the domain, | Eriksson [41
providing foundational knowl-
edge.
Focused Prepares broad topics without | Eriksson [41
detailed questions, allowing ex-
ploration.
Structured Involves detailed, in-depth | Eriksson |41

questions to gather specific,
consistent information.
Teachback Experts explain processes, and | Eriksson [41
the interviewer reiterates them
for validation.

Exploratory Aims to gain a broad under- | Bogner, Littig, and Menz |23
standing of a subject in an
open-ended manner.
Systematizing Focuses on gathering struc- | Bogner, Littig, and Menz [23
tured knowledge for detailed
representations.
Theory-Generating | Aims to develop new theoret- | Bogner, Littig, and Menz |23
ical frameworks based on ex-
pert input.

Table 2.1: Interview Types with Descriptions and Sources

An introduction had to be given to describe the problem to the interviewee after that
a semi-structured interview approach, combining open-ended questions with a flexible
structure allowed experts to elaborate on key topics, providing richer insights. Bogner,
Littig, and Menz emphasize the importance of narrative-driven semi-structured
interviews, which enabled to sharing of detailed experiential knowledge. Including
open-ended, probing, and follow-up questions ensures breadth and depth of information
gathering.
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2.2, Semi-Structured Expert Interviews (Qualitative Research)

To enhance the depth of the qualitative research, it is also crucial to consider how the
choice of interview type influences data validity and reliability. Saldana highlights
that selecting the appropriate interview type and questions for each participant requires
careful consideration. For instance, exploratory interviews are particularly useful during
the initial phases of research when broad insights are needed, while structured interviews
are better suited for later stages requiring precise, replicable data. Additionally, combining
different interview types can provide a well-rounded perspective on the problem. This
semi-structured approach ensures both breadth and depth in the findings by striking a
balance between open-ended discovery and thorough verification.

2.2.4 Expert Selection

Effective expert selection uses criteria to find the right interviewees. Li and Smidts
recommend including credibility (experience and expertise in the domain), knowledge-
ability (depth of subject knowledge), and dependability (willingness to participate) as
criteria.

This thesis follows a purposive sampling strategy, ensuring participants are directly rele-
vant to the research objectives. A snowball sampling approach was also used, where initial
experts nominate additional participants, broadening the sample pool and enhancing rep-
resentation. The [PEST|technique proposes this by identifying well-regarded professionals
through network analysis. This thereby improves the reliability and representativeness
of the sample by expanding it iteratively through peer nominations . According to
Mergel, Edelmann, and Haug , this is a purposeful technique that guarantees the
inclusion of various and pertinent expert viewpoints.

To mitigate bias, Cooke and McDonald and Eriksson stress the importance
of involving experts from varied backgrounds. In line with this, the selected experts
represented different sectors, such as financial services, [I'T| consulting, and operational
management, ensuring a comprehensive range of views. Additionally, the experts were
selected from different positions within these companies.

Bogner, Littig, and Menz highlight that selected experts should not only possess
domain expertise but also strong communication skills to provide in-depth, reflective
insights. Purposive sampling ensures that participants meet these criteria. Saldafia
underscores the importance of selecting individuals who can offer extensive information.
For this reason, senior experts were recruited in the interviewing process. Together, these
approaches ensure that both the depth of knowledge and the ability to articulate complex
ideas were considered in the selection process.

Incorporating cross-sectoral experts, as suggested by Chang, Pires, and Martinho [30], is
particularly important for studying interdependencies in complex systems. This ensures
a holistic understanding of the challenges and strategies involved in service management.
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2.2, Semi-Structured Expert Interviews (Qualitative Research)

2.2.5 Conducting Interviews

The interview process was conducted in two rounds. The first round established a
baseline understanding of service management practices in complex [I'T| environments,
while the second round focused on adaptive management strategies and evaluated specific
approaches.

Both Hove and Anda and Bogner, Littig, and Menz emphasize the importance of
a structured yet flexible interview environment to elicit high-quality data. Interviews were
conducted via video calls or in person to ensure synchronous communication, allowing
for real-time interaction and observation of non-verbal cues. Audio recording, with
participants’ consent, facilitated accurate transcription and analysis afterwards.

Creating a conducive interview environment was essential. Bogner, Littig, and Menz 23]
and Saldana advocate for interviewers to adopt a non-judgmental, empathetic stance,
using open-ended and non-leading questions to encourage detailed responses. Additionally,
Mergel, Edelmann, and Haug underscore the importance of clear communication
and rapport-building during interviews. Suggesting a conclusion should invite further
insights or nominations for additional participants.

To resolve uncertainties and enhance comprehension of important subjects, reflective
questioning strategies were applied. Maintaining a research diary, as advised by Saldana
98], assisted in capturing contextual nuances and personal reflections.

Post-interview workshops and the ability for continued contact from either the interviewer
or interviewee post-interview, as recommended by Chang, Pires, and Martinho [30], were
considered to validate initial findings and explore emergent interdependencies. This
fostered a collaborative environment, encouraging experts to refine their inputs based on
shared discussions.

2.2.6 Data Analysis

Thematic analysis was used for data interpretation, which includes transcription, cod-
ing, comparison, and validation. To guarantee a complete dataset, every interview was
transcribed, and thematic codes were used to find important themes and reoccurring
patterns. Example codes might include “Complexity Drivers,” “Adaptive Monitoring
Strategies,” and “Regulatory Constraints.” These codes were then grouped into broader
categories—such as “Automation and Resilience” or “Cultural and Organizational Di-
mensions”—to reveal patterns across all interviews .

Cooke and McDonald advocate complementing thematic analysis with cognitive
scaling techniques to reveal underlying patterns. Similarly, Li and Smidts recommend
utilizing weighted techniques to aggregate expert viewpoints, stressing the significance of
sensitivity analysis in evaluating the robustness of findings. However, combining many of
those approaches would be too detailed for this thesis. Iterative feedback loops during
data synthesis, as proposed by Chang, Pires, and Martinho , helped refine insights and
improve reliability. Clustering patterns in expert responses were also found using network

10
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2.2. Semi-Structured Expert Interviews (Qualitative Research)

analysis. Strauss and Corbin outline a three-stage coding process—open coding
(identifying initial themes), axial coding (establishing relationships between themes), and
selective coding (integrating themes into coherent categories). This multi-cycle coding
approach ensures thorough analysis and helps derive well-structured conclusions.

The advanced qualitative analysis tool MAXQDA was used to manage and analyze
the data. Maintaining transparency throughout the analysis is critical. Saldana
recommends keeping detailed documentation of key decisions and reflections during

analysis, ensuring that the research process remains well-documented and reproducible.

By utilizing this method, the research intended to provide meaningful insights into service
management strategies for complex [T environments, contributing significant knowledge
to both academia and industry.

11
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CHAPTER

Foundations of Complex Systems

3.1 Introduction to Complex Systems

Complex systems are fundamental phenomena found all around us, in natural, social, and
technological domains. Their characteristic are an interplay of multiple interconnected
components, where their interactions cannot be fully predicted by the analysis of an
individual part in isolation, but rather through their emergent behavior . Due to
their unpredictability and dynamic nature, they advanced in various fields, ranging from
ecology and economics to engineering and computer science. As the size of systems grows,
their complexity grows in tandem. Understanding their behavior becomes essential to
ensure stability, adaptability, and effective management .

The complexity theory and the study about complex systems provide a framework for
how components interact, adapt, and self-organize in response to external and internal
factors . Emergent properties, feedback loops, and non-linear interactions are
central to understanding these systems. These principles are reflected in various types
of systems: Natural systems provide ecosystem stability and weather variation through
these principles. Technological systems, exhibit these behaviors in the form of power grids,
transportation networks, and increasingly I'T|systems . [T systems in particular, over
their distributed architecture, dynamic scaling, and high interconnectivity demonstrate
these characteristics.

While the application and theory of complex systems has historically focused on natural
and social systems, its relevance also shifted to technological domains. Especially
I'T| systems now operate in highly dynamic environments where emergent behaviors,
such as unexpected resource bottlenecks or cascading failures, can significantly impact
the systems’ reliability and performance. Therefore, studying complex systems offers
important insights on how to deal with the difficulties of managing such environments

5, 111,
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3.2. Foundations of Complexity Theory

The fundamental ideas of complex systems are examined in this chapter, with a focus
on important traits including emergence, non-linearity, and feedback loops. In order
to contextualize the emphasis on complex [T systems in the following chapter, this
chapter examines the various ways that complex systems theory is applied in the natural,
social, and technological spheres. By drawing from seminal works such as Mitchell and
Toroczkai , Tranquillo , and Thurner, Hanel, and Klimek , this chapter
aims to establish a comprehensive understanding of complex systems as a conceptual
and practical framework for analysing interconnected and adaptive environments.

3.2 Foundations of Complexity Theory

Complexity theory offers a framework for comprehending systems composed of numerous
interacting components, where the behavior of the whole cannot be fully explained by
examining individual parts. This section explores the fundamental ideas of complexity,
focusing on emergent behaviors, self-organization, and the key characteristics of complex
systems, followed by the models and methods used to study them.

3.2.1 Overview of Key Sources

Multiple frameworks and perspectives draw from complexity theory, each emphasizing
different aspects. Newman [85] provides foundational tools and techniques in the form
of a survey for studying them. His work explores concepts such as lattices, networks,
dynamical systems, cellular automata, and scaling, offering a theoretical basis for un-
derstanding interconnectivity and emergent behavior. The relevance of these ideas is
particularly important for analyzing large-scale systems, including [I'T) networks, where
interdependencies are found throughout.

In contrast, Tranquillo conceptualizes the adoption of an application-oriented per-
spective, with an emphasis on emergence, feedback loops, and hierarchical organizations.
This bridges practical applications with a theoretical foundation. This approach is
particularly useful for adaptive systems, such as [I'T| infrastructures. His concentration on
real-world examples provides a clearer understanding of how complex systems act and
evolve.

Thurner, Hanel, and Klimek use a more mathematical and quantitative approach
in which they delve into network science, Agent-Based Model (ABM)s, and evolutionary
dynamics. With this a rigid framework for analyzing behavior and control mechanisms
of complex systems with computational methods is provided. Developing models that
mimic system behavior and forecast predictions in dynamic contexts is simplified using
this viewpoint.

When combined, these perspectives offer a strong foundation for comprehending and
evaluating complexity by fusing theoretical underpinnings, conceptual insights, and
quantitative modeling.
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3.2. Foundations of Complexity Theory

3.2.2 Emergence and Self-Organization

The emergence phenomenon is one of the defining features of complexity, where interacting
components show behaviors not directly observable or evident from properties of a single
element of a system. It is a central concept of complexity theory, describing macro-
level properties and how they emerge — such as the formation of weather patterns or
flocking behaviors in birds — which arise from micro-interactions among individuals
. For example, species interactions in ecosystems create dynamic yet stable settings,
demonstrating the adaptability and resilience of emergent behavior [111].

Self-organization and emergence are often dependent characteristics, where systems
structure themselves in a way where centralized control is not needed. Thurner, Hanel, and
Klimek describe self-organization as a process of local interactions between individual
components, which in total lead to a global order. Examples of this phenomenon include
the formation of traffic patterns, crystal growth, and the organization of distributed
computing environments. The common denominator of these robust systems is the
capability to adapt to change, yet their emergence makes it inherently unpredictable.

Since these concepts directly impact on system scalability and robustness, an understand-
ing of emergence and self-organization is essential for managing large I'T| systems. Other
examples can be found in distributed architectures, where individual components (e.g.,
servers) work together to maintain system stability under fluctuating loads. Similarly,
self-organization is seen in peer-to-peer networks, which dynamically allocate resources
based on demand.

3.2.3 Characteristics of Complex Systems

The following features of complex systems set them apart from simpler systems and
are used to comprehend the emergence and evolution of complexity. Not every complex
system necessarily exhibits all of them, but they illustrate key dynamics relevant for
analysis.:

Non-Linearity

Non-linear interactions within complex systems mean that small changes in one component
can lead to disproportionately large effects across the system . In chaos theory,

the “butterfly effect” is a well-known example of this sensitivity to initial conditions.

I'T| systems manifest non-linearity, as cascading failures, where a minor error in one
subsystem can propagate, causing widespread disruption or outages [111].

Feedback Loops

System behavior can be regulated through feedback mechanisms, while positive feedback
amplifies changes and can drive systems towards a new state (e.g., viral content spreading
across social networks). Negative feedback does the opposite by counteracting deviations
and stabilizing a system, such as load balancing in cloud computing . Feedback loops
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3.2. Foundations of Complexity Theory

bring both adaptability and possible instability, requiring careful controls in dynamic
systems.

Interconnectivity

Components in complex systems are highly interconnected, creating dependencies that
influence overall system behavior. Newman highlights the significance of network
structures in determining the robustness and efficiency of a system. For instance,
distributed architectures in [I'T| systems rely on interconnected nodes, where the failure of
a single node can cascade through the network, highlighting the need for redundancy
and fault tolerance.

Adaptability

While adaptability is often present and enhances resilience, it is not a necessary condition
of complexity. Complex systems constantly correct to adjustments in their environments.
This is a property which enables the system to evolve and in the event of disruptions still
maintain functionality. This is evident in biological systems such as immune responses,
and in I'T systems, such as cloud platforms and their auto-scaling mechanisms, where
based on demand resources are dynamically allocated [111].

Scalability

Scalability is frequently associated with complexity, as a characteristic of the ability to
adjust capacity, resources or functionality in response to changing demand. In particular,
in I'T] systems scalability is evident, cloud computing environments can dynamically
allocate resources based on usage . This ensures adaptability and that functionality
remains prevalent and efficient under varying workloads, making it pivotal management
mechanism of modern [T infrastructure. However, the architecture and planning of these
systems to achieve a high degree of scalability requires careful considerations on the
bottlenecks and interdependency within the system [109].

3.2.4 Modeling and Analysis of Complex Systems

To study and understand complex systems, researchers apply various models and tools.
These approaches provide insights into how components interact, how emergent behaviors
originate, and how systems can be regulated or optimized.

Lattices and Networks

Network theory and its components are a foundational model for understanding inter-
connectivity in complex systems. Nodes represent singular components, while the edges
between them are the interactions. Newman highlights the science of networks
as a key tool for recognizing how connectivity influences robustness, efficiency, and
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3.3. Applications Across Domains

vulnerability. In [T, network models are used to assess data flow and detect bottlenecks.
This information can be used to improve resource allocation in distributed systems.

Cellular Automata and Discrete Dynamics

Cellular automata generate emergent behavior by simulating local interactions between dis-
crete elements. These models are helpful for comprehending patterns and self-organization,
including how information spreads in networks or how traffic congestion develops .

Agent Based Models

ABMs simulate the actions and interactions of individual components (agents) to explore
how system-level behaviors emerge. Thurner, Hanel, and Klimek describe ABMs as
a powerful tool for modeling adaptive systems, such as supply chains or [I'T| infrastructure,
where agents represent hardware or software modules.

Scaling and Criticality

When it comes to managing ['T| systems, criticality refers to the tipping points where
systems move from stable to unstable states, and scaling laws explain how system
properties change with size. If not carefully managed, scaling under heavy loads can
push the system towards failure .

Information Theory and Computational Complexity

Information theory provides a framework for quantifying complexity; it describes the
state of the system by measuring the information load . Computational complexity
examines the resources needed to solve problems inside a system, revealing insights into
the limits of optimization and predictability.

Researchers can analyze complex systems at multiple scales by combining these models
and tools, from big global behaviors to small local interactions. These methods are
essential for modeling network performance, anticipating system faults, and creating
flexible management plans in the field of IT.

3.3 Applications Across Domains

Complex systems are pervasive across natural, social, and technological domains, each
characterized by unique interactions, emergent behaviors, and adaptability. Applying
complexity theory to these domains provides insights into their underlying dynamics and
offers strategies for managing their challenges effectively.

3.3.1 Natural Systems

Natural systems exemplify complexity through their intricate interactions and emergent
behavior. For example, ecosystems are made up of interdependent species and environ-

16



Die approbierte gedruckte Originalversion dieser Diplomarbeit ist an der TU Wien Bibliothek verfligbar

The approved original version of this thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub
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mental elements that maintain a dynamic equilibrium . Predator-prey dynamics, as
described by Mitchell and Toroczkai , highlight feedback loops that stabilize popula-
tions and ensure ecological balance. Nutrient cycling or forest succession demonstrates
how local interactions lead to large-scale stability and adaptation . Disruptions
like damage to the habitat or species extinction, however, can have a domino effect and
destabilize the system.

Weather systems also demonstrate complexity through non-linearity and sensitivity to
initial conditions. Storms or droughts develop from intricate atmospheric interactions,
often needing computational models to anticipate their progression . Mirroring
the more general ideas of complexity theory, these systems are prime examples of the
interaction between interconnectivity and feedback loops, where minor adjustments can
have major effects.

3.3.2 Social Systems

Social systems, including economic markets, urban environments, and organizational
structures, demonstrate complexity. Supply-demand dynamics and speculative activity
are two examples of feedback mechanisms that drive emergent behaviors, such as price
fluctuations or market crashes. Overall, economic markets function as adaptive systems
where buyer-seller interactions produce behaviors that frequently defy linear prediction
[85].

Another example of social complexity can be found in urban systems, which are formed by
interactions between infrastructure, people, and policies, resulting in highly interconnected
networks . For example, traffic congestion is caused by individual decisions that
have an impact on the system as a whole, resulting in emergent patterns that call for
adaptive management techniques.

3.3.3 Technological Systems

IT| infrastructure embodies a technological system which provides complex networks
due to their interdependencies and scalability requirements. Similarly, power grids and
transportation networks rely on interconnectivity, where failures of a single node can

propagate across the whole system or network, demonstrating cascading failures [109].

The goal of their system design is to maintain stability, yet the complexity makes it
susceptible to emergent vulnerabilities. However, technological systems are never purely
technical. They are better understood as socio-technical systems with their inseparable
design and operation from human interaction.

I'T| systems pose distinct challenges as a subset of technological complexity. Their
dependence on distributed architectures and rapid evolution calls for adaptive management
strategies. For instance, cloud computing systems must dynamically allocate resources
to meet fluctuating demand, a process influenced by feedback loops and non-linear
interactions . Similarly, cybersecurity threats frequently arise from component
interconnectivity, necessitating systemic approaches to effectively mitigate risks.
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3.3. Applications Across Domains

3.3.4 Conclusion

The application of complexity theory across these domains underscores its versatility
and relevance. Complex systems in natural, social and technological contexts, can help
researchers identify parallels in the design and management of their actors. From ecosys-
tems to economic markets and [T infrastructures, complex systems share foundational
principles that inform their behavior and management. Understanding these applications
not only highlights the interdisciplinary nature of complexity theory but also allows for
exploration into its specific implications for [T systems in subsequent chapters. The
insights gained provide valuable lessons for addressing the challenges of technological
complexity.
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CHAPTER

Managing Complex Systems

4.1 Introduction

The management of complex systems has become an important discipline in modern
organizational, technological, and industrial contexts. Unlike traditional systems, complex
ones define their behavior through dynamic interdependencies, emergent behaviors, and
non-linear interactions. With their inherently unpredictable features, conventional meth-
ods are not sufficient and innovative management methods are required. Interconnected
infrastructures - such as power grids and transportation networks - have been increasingly
critical, necessitating effective management of complexity , . Such systems need
decentralized, adaptive techniques that can accommodate dynamic feedback loops with
distributed control . Furthermore, the role of human decision-making and cognitive
limitations must be considered, as highlighted by Proctor and Zandt , to ensure that
management strategies align with the inherent complexity of these systems.

The following sections delve into the principles of emergent management strategies,
identify the key characteristics required for effective control, and the frameworks and
models that enable adaptability and scalability in complex systems. By bridging theory
and practical applications, this chapter aims to provide a comprehensive foundation for
addressing the unique challenges of managing complex systems.

4.2 Principles of Management in Complex Systems

Effective management of complex systems requires principles that account for their
non-linear interactions, emergent behaviors, and adaptability. This section explores
three fundamental principles: emergent management strategies, decentralization and
distributed control, and feedback-oriented control.
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4.2. Principles of Management in Complex Systems

4.2.1 Emergent Management Strategies

Complex systems are characterized by emergent behaviors, which result from local
interactions between constituents and frequently produce unexpected results. To fully
utilize the adaptability that complex systems possess, it is imperative to manage these
emergent behaviors. Moriarty emphasizes pattern recognition and the opportune
use of emergent behaviors. Employing these management techniques can result in new
adaptive strategies for increased system resilience and efficiency.

Moriarty further highlights that the philosophy from deterministic, top-down ap-
proaches must be changed to bottom-up processes, due to the change in the behavior
of systems with emergence. Systems can effectively adapt to changing conditions by
enabling local components to make decisions within a larger framework. This approach
is especially pertinent in [T environments, where real-time interactions and distributed
architectures necessitate flexible management strategies.

4.2.2 Decentralization and Distributed Control

Examining complex systems reveals that as interconnectivity increases, centralized
control mechanisms struggle to maintain efficiency. Liu and Barabasi argue that
a fundamental principle for managing such systems is by decentralization; this should
increase robustness and reduce bottlenecks. Distributed control enables individual
components to operate semi-independently while adhering to overarching system goals.

Additionally, human factors are important in distributed control. Clear communication,
clearly defined responsibilities, and training to manage the complexity of interconnected
systems are necessary for effective decision-making at the local level .

4.2.3 Feedback-Oriented Control

Feedback loops can be a management control apart from just being a feedback mechanism.
They are necessary for sustaining stability and adaptation in complex systems. Astrom
et al. [8] emphasizes the two functions of feedback: negative feedback stabilizes the system
by offsetting deviations, while positive feedback magnifies changes, spurring innovation
and system evolution.

Boulanger emphasizes the importance of formal methods for designing feedback
mechanisms which in turn ensure reliability and precision. In practice, feedback-oriented
control involves constant adjustments to system parameters, as well as continuous
monitoring. For example, in [T systems, load balancers use real-time feedback to
distribute workloads across servers, to prevent overloading and ensure seamless system
management.

This principle emphasizes the need for tools and frameworks that can handle real-time data
and successfully execute adaptive controls. By including feedback-oriented techniques,
managers can cultivate systems that are both robust and sensitive to external stimuli.
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4.3. Objectives and Properties of Managing Complex Systems

4.3 Objectives and Properties of Managing Complex
Systems

In this section, objectives and systemic properties of management that address the
dynamic and unpredictable nature of complex systems are provided. These features
guarantee that systems continue to operate effectively despite interruptions and shifting
circumstances. They represent conditions to be achieved or challenges to be managed.

4.3.1 Resilience and Robustness

Resilience and robustness are not a method, but a desired outcome that are critical
for managing disruptions in complex systems. Liu and Barabési define resilience
as a system maintaining functionality from a disturbance and its ability to recover
it. Robustness refers to the system’s capacity to withstand shocks without significant
degradation. Astréom et al. highlights the significance of designing systems with
inherent fault tolerance, such as failover mechanisms in ['T] infrastructures or redundant
pathways in networks. These methods guarantee that the larger system continues to
function even in the event of localized failures.

4.3.2 Adaptability and Flexibility

Complex systems can adjust to unanticipated difficulties and changing circumstances
due to their adaptability and flexibility. Adaptive management techniques entail ongoing
learning and iterative modifications 8, [67]. It is further stated that flexibility in
system design allows for rapid reconfiguration. By fostering adaptability, managers can
ensure that systems endure unpredictable contexts , .

4.3.3 Scalability of Management Approaches

Scalability refers to the capacity of a management approach to handle growth in system
size and complexity. With the expansion of I'T systems, their components grow increasingly
interdependent. For example, hierarchical control structures or automated monitoring
tools of scalable management strategies allow for efficient and performant strategies in
distributed networks. As systems change, the capacity to scale and modify management
procedures is essential to avoiding bottlenecks and guaranteeing smooth operations.
Although scalability principles in complex systems are explored theoretically in debates
like those by Boccara , practical applications of scalability concentrate on tools and
architectures that support growth without compromising system functioning or stability.

4.3.4 Predictability vs. Uncertainty

Balancing predictability and uncertainty is a central challenge in managing complex
systems. While certain system behaviors can be anticipated through modeling and
simulation, emergent behaviors often defy prediction . Boulanger , Astrom
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4.4. Frameworks and Models for Managing Complex Systems

et al. , and Eisner highlight the necessity of strong control systems that can handle
uncertainty, like scenario planning or probabilistic models. This equilibrium guarantees
that systems maintain their stability while maintaining the adaptability to deal with
unanticipated changes. Managers can overcome complex obstacles and guarantee the
long-term effectiveness and operation of their systems by balancing predictability with
uncertainty.

4.4 Frameworks and Models for Managing Complex
Systems

Complex systems must be managed using structured frameworks and models that offer
instruments for monitoring, regulating, and optimizing their interconnected and dynamic
nature. This section looks at the primary tactics that have been developed and refined
for this goal.

4.4.1 Systems Thinking and Holistic Management

Holistic approaches and systems thinking focus on the different components, the connec-
tions and the relationships between them. Eisner further advocates that complex
systems should be viewed as holistic rather than a collection of isolated parts. Using
this approach, managers can find leverage points where minor adjustments can result in
major gains in system performance.

Machado and Lopes expand this viewpoint by discussing symmetry in complex system
architectures. The management and control of interconnected components is made easier
by symmetry, which offers structural consistency. InI'T|systems, for example, symmetrical
network topologies are able to streamline resource allocation and improve fault tolerance.
The Viable System Model (VSM) developed by Beer offers a cybernetic approach
and complements systems thinking, to be more self-regulative and adaptable. VSM
divides a whole system into recursive subsystems, with each having its own autonomous
units for operations, coordination, controls, intelligence and governance. Each of these
independent subsystems stays aligned with the larger system. The model focuses on
managing interconnected and dynamic systems.

Building on these insights is Ashby’s principle of requisite variety, which states that a
control system must possess at least the same level of variety as the system it seeks
to regulate . Closely related is Beer’s concept of black-boxing, highlighting that
managers cannot fully grasp all internal dynamics of complex systems but must often
rely on observable input—output relationships to regulate behavior [15]. Together, these
concepts underline that holistic management requires both the development of governance

mechanisms capable of matching systemic complexity and acceptance of systemic opacity.
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4.4.2 Control Theory in Complex Systems

Control theory for complex systems establishes a mathematical basis for monitoring
and optimizing dynamic behaviors. It is to differentiate from formal methods which
focus on mathematical specification and correctness, since control theory primarily deals
with feedback mechanisms and the dynamic behaviors of systems. Astrom et al.
outlines their key principles and groups them into control theory, monitoring, stability
and optimization techniques. Using these concepts, managers can create systems that
sustain targeted performance levels in the face of internal and external disruptions.

In complex systems, this theory involves feedback loops which in turn should achieve
stability. As an example, in the engineering field, these loops can be Proportional-Integral;
Derivative (PID) controllers, which regulate variables such as temperature or pressure
and consequently decide based on those measurements. Nigmatullin and Nougmanov
further integrates control theory to adaptive methods, which monitor system parameters
in real-time and adapt to the measurements and changing conditions. Hollnagel, Woods,
and Leveson adopt a different approach and focus on the ability to anticipate, monitor,
and adapt to disruptions; this ensures robustness and reliability.

4.4.3 Network-Based Control Strategies

Network-based control strategies identify important nodes and channels for efficient
management by utilizing the interconnectedness of complex systems. Liu and Barabasi
[67] emphasize that knowledge of the network structure must be used to optimize system
performance and prevent cascading failures.

For instance, in I'T systems, identifying central nodes in a network can help managers
prioritize resources and mitigate risks. Similarly, in order for a single node to not
disrupt the entire system, redundancy and load-balancing strategies can be implemented.
Network theory, the study of centrality, clustering, and resilience in networks, is valuable
to have parameters for optimizations . The |Complex Adaptive Systems (CAS) Theory
further reinforces the significance of emergent behavior and decentralized decision-making
in the management of dynamic networks [53].

4.4.4 Formal Methods for Validation and Control

Formal methods are built up with a mathematical framework for verifying and validating
behaviors of systems. Boulanger emphasizes the role of formal methods in ensuring
system reliability and stability by identifying and eliminating potential faults before they
manifest. These techniques are particularly valuable in systems of critical infrastruc-
ture, such as avionics or medical devices, where errors potentially have life-threatening
consequences.

For example, model checking and theorem proving allow managers to test various scenarios
and configurations of a system under controlled conditions. This method guarantees that
the system operates as intended in various operating scenarios. Organizations can improve
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the predictability of complex systems and decrease uncertainty by incorporating formal
methods into their management toolkit. In addition, decision-makers can use the Cynefin
Framework in conjunction with formal approaches to determine whether systems
are functioning in chaotic or complex domains and to implement suitable validation
strategies. In practice, however, the applicability of formal methods is often limited to
well-defined subsystems rather than entire socio-technical infrastructures. As a result,
formal approaches should be viewed as supplementary tools for certain situations rather
than as a general management strategy.

4.5 Challenges in Managing Complex Systems

Considering complex systems are inherently unpredictable and dynamic, managing them
remains a difficult task, even with the availability of sophisticated frameworks and models.
The main difficulties managers encounter are examined in this section.

4.5.1 Balancing Adaptability and Stability

The balance between adaptability and stability is one of the core challenges of managing
complex systems. Astrom et al. and Moriarty highlight that while adaptability,
excessive flexibility will reduce its stability. Stability can be understood in at least
two ways. Static stability, where systems remain fixed and resist change, and dynamic
stability, where systems maintain functionality precisely through continuous adjustment
and feedback. In complex systems, stability is typically dynamic, as resilience emerges not
from resisting change but from adapting to it . The architecture of systems should be
designed with strategies that allow a system to evolve and adjust without compromising
the foundational integrity and stability. For instance, modular architectures that facilitate
scalability and updates while maintaining essential functionalities are used in [I'T systems
to achieve this balance.

4.5.2 Human Factors in Decision-Making

Human decision-making can pose challenges in managing complex systems, as cognitive
limitations and biases can constrain effective decisions. Proctor and Zandt therefore
emphasize the design of systems which are decision-supporting and can enhance human
capabilities rather than replace them with other decision-making systems. Examples of
those include intuitive interfaces, real-time data, visualization and automated recommen-
dations. This empowers assistance managers to make more informed decisions, especially
in high-pressure situations. Furthermore, the influence of human error can be lessened via
training programs that emphasize collaborative problem-solving and systems thinking.

4.5.3 Managing Emergent Risks and Systemic Failures

Complex systems, emergent risks and cascading failures are factors of highly intercon-
nected parts. Moriarty and Thomas, Prasad, and Mathew [108| note that identifying
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and mitigating these risks requires proactive monitoring and predictive analytics. For
instance, on machine learning or network firewalls, early warning systems exist, which
can detect anomalies and predict potential disruptions before they escalate. Additionally,
designing systems with redundancy and fault tolerant mechanisms in mind, can minimize
the impact of localized failures and ensures that the overall system remains operational.

By addressing challenges such as balancing adaptability with stability, supporting human
decision-making, and managing emergent risks, managers can navigate the complexities
of modern systems more effectively. As systems become more complex, these initiatives
are essential to ensure their sustainability and resilience.

4.6 Applications in Complex Systems

The management principles and frameworks discussed in previous sections are critically
relevant in various complex systems. Some aspects of management are highlighted by
multiple sources, particularly the need for adaptive and resilient management strate-
gies. These applications span across domains, including ecological, organizational, and
socioeconomic systems, where managing interdependencies and emergent behaviors is
essential.

4.6.1 Relevance to Managing Complex Systems

The principles, such as adaptability, scalability, and feedback-oriented mechanisms of
complex systems are relevant to a variety of domains. Eisner and Moriarty
associate complex systems with the operation of dynamic environments, which in turn
require managers to constantly adjust to shifting environments. For instance, resilience
to environmental changes and maintaining biodiversity in ecological systems depend
heavily on adaptability. Similarly, feedback loops are crucial in socioeconomic systems for
maintaining market stability and implementing focused interventions to reduce systemic
inequality.

In addition, feedback loops are also used in balancing resource allocation, such as in
agricultural systems. Crop rotation and soil management practices rely on ecological
understanding to provide soil fertility and productivity over time. It is further emphasized
that the flexibility of resource management frameworks allows for adaptability to external
influences, in this instance, climate variability or shifting needs by the consumers .

4.6.2 Real-World Examples of Adaptive Strategies in Complex
Systems

If the focus shifts more towards adaptive strategies in complex systems and their real-
world implementations, the versatility of these principles can be depicted. Moriarty
and Proctor and Zandt argue in the context of disaster management systems that
the continuity of services has to be provided during a crisis. Therefore, the attention
on redundancy and fault tolerance has to be high. Localized resource redistribution is
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frequently used in these tactics to reduce interruptions and efficiently assist impacted
areas.

Machado and Lopes elaborate on symmetric systems in urban planning, where
symmetrical layouts improve traffic flow and reduce congestion. Urban spaces that plan
emergent behaviors, such as fluctuating population densities, can ensure more sustainable
and adaptable systems.

Lastly, network-based control strategies are another example of adaptive strategies in
global supply chains. By dynamically redistributing resources and production capacity in
response to variations in demand, these systems lower waste and improve resilience. Liu
and Barabasi mention the importance of network structures and employ adaptive
centrality-based strategies that prevent bottlenecks and failures which are cascading in
the system.

The management of complex systems can handle difficulties in a variety of fields by
combining these concepts and strategies. The application of frameworks on adaptivity
ensures that complex systems stay responsive and robust. This is elaborated on the
evolving challenges, whether in natural or socio-technical systems.
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CHAPTER

Complex IT Systems: Foundations
and Challenges

5.1 Introduction

Driven by increasing complexity, the financial sector has transformed rapidly in recent
years. Its technologies, which once relied on centralized, monolithic I'T| architectures, have
evolved towards distributed, cloud-based ecosystems, incorporating |Artificial Intelligence
(AI), blockchain, big data analytics, and open banking frameworks [60} 3 (91]. This
transition has not only introduced new opportunities but also increased systemic risks
and operational complexities.

The modern [T systems in which the financial industry operates are highly interconnected,
with multiple actors — including banks, FinTech|startups, regulatory bodies, and service
providers — interacting in real-time. This mutual dependence leads to emergent behaviors,
which can further lead to inefficiencies in ['TSM or even system failures , . Moreover,
financial institutions must navigate evolving compliance requirements such as the |General
Data Protection Regulation (GDPR) [44], the Revised Payment Services Directive (PSD2)
[43], Digital Operational Resilience Act (DORA), or Basel III [13], all of which impose
stringent data governance and risk management frameworks .

One of the key drivers of I'T| complexity in the financial sector is the adoption of
cloud computing and microservice architectures. Unlike conventional on-premises [T
infrastructures, these systems operate across distributed environments and necessitate
advanced [I'T governance frameworks that support responsiveness with automated controls
71]. |Service-Oriented Architecture (SOA)| can shift towards operational efficiency
and facilitate scalability, but also introduce new challenges related to interoperability,
cybersecurity, and [T service resilience .
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5.2. Evolution of IT Systems Toward Complexity

Another major transformation in financial IT| stems from the integration of All and
automation. Al-driven risk assessment, algorithmic trading, fraud detection, and customer
relationship management are now core components of digital financial services .
Nonetheless, dependence on |Al-driven decision-making raises concerns about transparency
and the potential for cascading, bias-driven failures. This situation calls for adaptive
I'TSM frameworks to secure operational stability , .

This chapter provides an in-depth analysis of the foundations of complex [I'T| systems
within the financial sector. It progresses from a historical evolution of financial I'T| to key
characteristics of modern financial architectures, and finally to the primary components
that contribute to complexity. Furthermore, it examines challenges associated with
regulatory compliance, I'T| governance, security, and ITSM. By incorporating findings
from recent academic research and industry best practices, this chapter seeks to create a
framework for comprehending the complexities of contemporary financial I'T] systems and
their ramifications for service management.

5.2 Evolution of IT Systems Toward Complexity

The evolution of the financial sector has undergone a profound technological transforma-
tion in the last few decades. There is a differentiation between traditional and modern
I'T| systems. The following section outlines the historical trajectory that led to this
complexity.

5.2.1 Historical Progression of Financial IT

Overall, there have been four distinct phases in the history of IT systems in the financial
sector:

1. Mainframe and Legacy Financial IT (1950s—1990s): Early financial I'T
infrastructures relied on centralized mainframe architectures. These supported batch
processing of transactions, policy underwriting, trade settlements, and financial
reporting. These systems had minimal external connectivity and were highly

structured and isolated .

2. Client-Server and Core Financial Systems (1990s—2000s): The shift to client-
server architectures enabled more efficient processing in financial systems. While
these systems improved accessibility, they remained monolithic and proprietary,
with limited interoperability between financial institutions and regulatory entities

[10. [60)-

3. Internet-Based Financial Services and Digital Transformation (2000s—2010s):

Advances in internet infrastructure and digital applications enabled instantaneous
transactions as well as the automation of risk analysis and client interactions. How-
ever, as security and regulatory threats rose, more [T governance and compliance

monitoring were required [112] 3} 60].



5.2. Evolution of IT Systems Toward Complexity

4. Cloud Computing, AI-Driven Finance, and Digital-First Services (2010s—Present):
Modern financial I'T] infrastructures are cloud-native and Al-powered, enabling
High-Frequency Trading (HFT), real-time risk modeling, algorithmic insurance
pricing, and automated wealth management . While [FinTech, Insurance
Technology (InsurTech), Regulatory Technology (RegTech), and the growth of
digital financial services have all increased efficiency, they have also brought forth
new difficulties with compliance and resilience.

As shown in Table [5.1, this progression reflects the increasing requirements in financial
IT.

Time Pe-| Era Key Characteristics | Technological
riod Drivers
1950s-1990s | Mainframe [T | Centralized, batch pro- | Mainframes,

COBOL,

cessing relational databases
1990s—2000s | Client-Server Monolithic, limited in- | Distributed databases,
IT teroperability networking

2000s-2010s

Internet-Based
Financial Ser-

Real-time transactions,
digital trading, and risk

Web services, encryp-
tion, API connectivity

Die approbierte gedruckte Originalversion dieser Diplomarbeit ist an der TU Wien Bibliothek verfligbar

The approved original version of this thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

vices management
2010s—Present | Cloud-Based

and |Al-Driven
Financial IT tures

Al-powered automation, | Cloud computing, big
multi-cloud infrastruc- | data, |Al, RegTech, In{
surTech

Table 5.1: Evolution of Financial IT Systems

5.2.2 Future Trends in Financial IT Complexity

As financial institutions continue to evolve, the following trends will further shape I'T
complexity and have to be addressed:

o Self-Adaptive [IT| Systems: Al-driven observability tools will enable self-healing
or at least self-monitoring, and autonomous security enforcement 72 [111].

e |[AI-Augmented Financial IT| Governance: |Al-based |RegTech solutions will
assist in automated compliance and enhance fraud detection .

¢ Cloud-Native, Decentralized [I'T| Architectures: IT]service delivery will be
redefined by the ongoing adoption of serverless computing and API-first architec-
tures, with an increasing shift toward blockchain-based financial services , ,

7).

« Real-Time Risk Management and Predictive Analytics: Machine learning
models and |Al, requiring significant computing power, will enable proactive risk
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5.3. Defining Complex I'T Systems

assessment in the business environment through cyberthreat mitigation and market

anomaly detection , .

The future of financial I'T| will be defined by continuous innovation and evolution. As
regulations increase and automation advances, institutions must move toward intelligent
IT| infrastructures capable of rapid response and significant processing power.

5.3 Defining Complex IT Systems

Modern financial I'T systems are characterized by their tightly interwoven structures.
While traditional systems were designed for static, self-contained operations, contemporary
ones are inherently dynamic, exhibiting both interdependency and emergent adaptability
. This necessitates new governance approaches, risk mitigation strategies, and
adaptive service management frameworks .

5.3.1 Key Characteristics of Complex IT Systems

Complex ['T|system are defined by a high degree of interconnectivity for real-time operation
and reliance on distributed architectures. In the financial sector, there are further demands
including the support of massive transaction volumes, the compliance with stringent
regulations, and overall high security standards across the entire infrastructure .
Defining characteristics which are included in the financial IT systems are further listed
in succession:

e Interdependence and Non-Linearity: Traditional IT| systems operate on
predictable, linear workflows, whereas modern financial I'T environments exhibit
non-linear dependencies, where small changes can have cascading effects across the
entire system. Examples for this are third-party cloud services and interconnected
financial APIs, as well as multiple interacting systems. This increases the risk of
service outages propagating across the ecosystem due to cascading effects during

an [IT) failure .

« Emergent behavior: As financial I'T systems become more integrated, new, often
unpredictable behaviors emerge due to interactions between microservices, and
real-time data. |Al-powered [HFT| systems can amplify market fluctuations, leading
to flash crashes and liquidity crises, ultimately creating an unpredictable market

(60} [50} 5.

e High-Frequency Transactions and Automation: The rise of HF'T| and au-
tomation, such as|Al-driven credit scoring, or automated fraud detection has led to
self-reinforcing feedback loops, increasing [I'T| complexity and systemic risk as well
as unpredictable decision-making. This can amplify false-positives and structural
inefficiencies. Fraud detection and automated credit approvals are examples of
systems that can lead to these effects .
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o Scalability and Elasticity: Unlike legacy financial I'T) which was constrained by
fixed, hardware-based infrastructures, modern financial I'T| must scale dynamically
to accommodate fluctuating workloads and regulatory changes , .

e Regulatory Compliance and Governance: Financial [T systems must adhere
to global regulatory frameworks such as |GDPR , PSD2 , and Basel 111
[13], requiring real-time monitoring in combination with automated reporting, and

cross-border data governance mechanisms 112].

Taken together, these are some of the characteristics that distinguish complex I'T| systems
from their traditional counterparts, rendering their management increasingly challenging.
5.3.2 Comparison with Traditional IT Systems

The transformation from traditional I'T to complex [T architectures in finance can be
observed in multiple dimensions:

Aspect Traditional IT Systems Complex IT| Systems
Architecture Monolithic, centralized Distributed, cloud-native, mi-
croservices
Scalability Fixed infrastructure, limited | Elastic, real-time scaling via
scalability cloud computing
Interconnectivity Isolated, low external depen- | API-driven, interoperable,
dency multi-cloud

Risk Management

Rule-based, human interven-
tion

Al-driven, automated, predic-
tive analytics

Regulatory Compliance

Manual audits, periodic re-
porting

Continuous monitoring, auto-
mated compliance

Service Availability

downtime risk architectures

Limited redundancy, high | High availability, fault tolerant

Table 5.2: Comparison of Traditional vs. Complex Financial IT| Systems

As seen in Table [5.2, traditional financial IT| systems relied on monolithic centralized
architectures, limiting scalability and interconnectivity. In contrast, modern financial
IT| systems are highly dynamic, API-driven, and cloud-based. This requires advanced
governance frameworks and adaptive [TSM]| strategies that can cope with continuous

change .

5.3.3 Technological Components of Complex IT Systems

Multiple independent components form a modern financial ['T system, which contribute to
the overall system’s complexity. In contrast to conventional monolithic structures, these
systems incorporate cloud computing, big data analytics, A, blockchain, and API-driven
architectures to enable faster responses for scalable and efficient financial services ,
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5.3. Defining Complex I'T Systems

, , . Each of these components possesses its own challenges in service
management requiring tailored and adaptive solutions .

Infrastructure and Networking

Multi-cloud and hybrid architectures have evolved from centralized data centers and
on-premises solutions in the financial I'T| infrastructure. This enables better distributed
computing with redundancy and scalability. The key aspects of modern financial I'T
infrastructure include:

¢ Cloud Computing and Virtualized Environments: Financial institutions
are progressively utilizing multi-cloud and hybrid cloud architectures to attain
elasticity, which work cost-efficiently and are highly available, while addressing

interoperability and security threats , .

o« API-Driven Financial Ecosystems: The rise of open finance services with
FinTech| integration and real-time financial provisioning is powered by secure API
gateways that enable seamless data exchange and interoperability between financial

institutions and third-party service providers 91}, 3, [112].

o« High-Speed Financial Transactions and Network Infrastructure: Low-
latency networks (5G, fiber optics, [Software-Defined Wide Area Network (SD-
WAN)) support real-time operations, but also increase demands for I'T| performance

monitoring and cybersecurity measures .

e IT Orchestration and Automated Service Management: The transition to
cloud-native I'T| demands a rethinking of operational models, in which automated
service provisioning supports scaling and continuous monitoring. This guarantees
resilience and reliability for the system and provides an efficient incident response

process that ensures regulatory compliance .

These developments improve system resilience and efficiency, but they also bring new
risks, especially in managing regulatory exposure and safeguarding multi-cloud systems

(112} [71).

Data Management and Processing

The financial sector is exceptionally data-driven, necessitating scalable and effective data
management frameworks. Key aspects of financial data processing include:

e Big Data Analytics and |[AI-Powered Decision-Making: Al and machine
learning models have multiple uses e.g. credit scoring, algorithmic trading, fraud
detection, and customer behavior analysis. This requires real-time processing and

automated governance , .

32



Die approbierte gedruckte Originalversion dieser Diplomarbeit ist an der TU Wien Bibliothek verfligbar

The approved original version of this thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

5.3. Defining Complex I'T Systems

e« Data Warehousing and Real-Time Processing: Financial institutions leverage
distributed storage architectures (Hadoop Distributed File System (HDFS), Not
only SQL (NoSQL), and columnar databases) to efficiently handle large-scale

structured and unstructured financial data 10].

e« Regulatory Data Compliance and Governance: Financial I'T| systems must
ensure data privacy and the |Confidentiality, Integrity, Availability (CIA)| triad to
comply with GDPR , PSD2 , Basel 111 , and other regulatory frameworks

e Data Integration and Interoperability Challenges: As dependence increas-
ingly spans across multi-cloud systems and external interfaces or open financial
ecosystems, standardized, interoperable data exchange becomes essential to ensure

continuity in transactions and reporting .

These advancements in data-driven decision-making improve efficiency but increase
dependency on complex data governance models, requiring automated risk assessment

frameworks for management purposes , .

Security and Risk Management

Cybersecurity and operational risk management become critical concerns as complexity
grows in financial [T systems. Key security and risk challenges include:

e Zero-Trust Security Architectures: Financial institutions implement multi-
layered authentication and Identity and Access Management (IAM) to mitigate

security risks [60} [71} [73].

e Regulatory Compliance and [IT Audits: Global compliance rules must be
followed by financial I'T, which calls for automated compliance monitoring systems

and audit trails for reporting 60].

o Threat Intelligence and Incident Response: |[Al-based cyberthreat detec-
tion allows for prediction and real-time reactions to improve [I'T] resilience and
utilize Security Operations Center (SOC) with a Security Information and Event

Management (SIEM)| [71],60].

e Operational Resilience in HFT Systems: Strong cybersecurity and fault
tolerance are essential for real-time trading systems, which call for self-healing [T
infrastructures that can identify and address problems by autonomously detecting

and mitigating failures .

As cyberthreats evolve, organizations must implement adaptable security frameworks
with proactive detection and intelligent response capabilities .
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5.4. Complexity in ITSM

Automation and Orchestration

Automation is a key enabler of operational efficiency and service resilience amid the
growing complexity of financial I'TSM| Some critical aspects of I'T| automation include:

o AlI-Based ITSM (Artificial Intelligence for IT Operations (AIOps)):
Al-driven service orchestration enhances real-time incident response in ITSM
environments while optimizing cloud resources .

e Predictive Maintenance and Self-Healing IT Systems: Financial organiza-
tions can deploy self-correcting infrastructures through automated I'T governance

solutions that proactively identify issues 112].

e Automated Compliance and |RegTech| Integration: |[Al-powered RegTech
solutions streamline compliance and audit reporting, integrating features such as

fraud detection [73} (60} [112].

¢ Al-Driven Trading and Market Surveillance: Machine learning models opti-
mize HFT| strategies by enabling |[Al-driven decision trading systems and increased
market surveillance through automated data analysis , .

Automation and |[Al governance will be essential to preserving stability, security, and
support in compliance as financial I'T| develops .

5.3.4 Conclusion

As financial I'T systems have evolved into highly complex and distributed environments,
they have also introduced new challenges. The integration of cloud computing, |AI, big
data, and blockchain has enhanced efficiency and scalability, while also introducing new
risks and management demands in security and compliance . Currently,
proactive risk assessment techniques using Al-driven automation and flexible governance
frameworks are necessary for efficient I'TSM.

5.4 Complexity in ITSM

The increasing complexity of financial [T systems has introduced technologies such
as cloud computing and [AI, which pose significant challenges for ITSM. Traditional
frameworks were originally designed for structured, centralized environments, but need
to keep evolving with the evolution of the infrastructure and services. [Information
Technology Infrastructure Library (ITIL)| [9], |Control Objectives for Information and
Related Technologies (COBIT) [58], and ISO/IEC 20000 are examples of frameworks
which evolved with the landscape and remain relevant .

As financial systems transition from traditional to complex architectures, three major
implications for ITSM become evident. The shift from manual to automated service
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5.4. Complexity in ITSM

management practices, stronger integration of risk-based governance, and a focus on
resilience and Business Continuity Management (BCM).

With the move towards towards cloud and decentralized T architecture, ITSM|is therefore
required to adapt to dynamic environments, which require real-time service provisioning
and adaptive workloads . The structural characteristics outlined in this chapter
translate directly into operational challenges for I'T service management. The following
section dives into the impacts of [TSM|in financial IT| complexity. This highlights the
challenges of traditional approaches, adaptive I'TSM]| strategies, and the role of |/All and
automation in ensuring faster response times and better decision-making.

5.4.1 ITIL and ITSM Frameworks in Financial IT

Traditionally, I'TSM]| is organized around process-oriented frameworks such as:

o ITIL: Is a framework which provides best practices for I'TSM. It focuses on
structured incident management, change control, and problem resolution, ensuring

service reliability @ﬂ

e |COBIT: Is an IT governance framework that helps with implementation and moni-
toring. |COBIT]| provides IT] governance and compliance models for risk management

and regulatory alignment [101] 53]

o ISO/IEC 20000: Defines a global ITSM standard to ensure consistency and
Service-Level Agreement (SLA) compliance [101} [57].

While these frameworks offer structured and standardized methods for ITSM| they
frequently struggle to adapt to the dynamic characteristics of cloud-native or | Al-driven
systems with diverse microservices. This necessitates service management practices that

are more flexible and modular with fast responses [101], [60].

5.4.2 Challenges of Traditional ITSM in Complex Financial IT
Environments

The following are challenges and limitations faced by the [TSM| frameworks in complex
financial I'T systems:

1. Rigid Change Management Processes: [TSM| frameworks emphasize manual
change approval workflows over multiple committees, which are too slow for agile
development and service changes .

2. Lack of Real-Time Incident Response: Traditional incident management relies
on human intervention and gathering of multiple stakeholders, whereas modern
financial IT requires real-time anomaly detection and automated mitigation, often

supported by |ATl [84].
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3. Service Resilience in Cloud-Native [I'T: Capabilities like automated fault
tolerance and self-healing architectures help with service resilience. Predictive
IT monitoring is necessary to detect problems in cloud-based financial services.
However, traditional I'TSM| frameworks were not originally designed to meet these
requirements and offer only limited guidance in implementing such dynamic and
intelligent service models, especially given the lack of transparency in cloud envi-

ronments .

4. Regulatory and Compliance Constraints: Financial regulations such as|GDPR
, PSD2 , and Basel 111 demand continuous monitoring, automated
compliance reporting, and data governance, which exceed the capabilities of static
I'TSM models and calls for stricter regulations .

5. Scalability and Multi-Tenant I'T) Management: Financial institutions operate
across multi-cloud environments with diverse stakeholders and interconnections
between tenants. This requires flexible governance structures that require service
reliability and cross-cloud service integration [60].

Due to these restrictions, I'TSM must undergo a fundamental change that keeps advancing
toward self-adaptive and risk-based IT service models.

5.4.3 Adaptive ITSM Strategies for Complex IT Systems

Due to some limitations in traditional I'TSM| financial institutions are shifting towards
more adaptive strategies. Blending automation with adaptability and aligning more
closely with risk-based decision-making;:

e AI-Based IT Service Orchestration: Al-powered tools enhance incident re-
sponse and enable faster handling. They can also help with |[Root Cause Analysis
(RCA) and IT) governance [61].

e Proactive Risk Management and Anomaly Detection: Al-driven analytics
enable predictive service monitoring; this reduces downtime and [T disruptions

[74].

o Cloud-Native ITSM and Development and Operations (DevOps)| Inte-
gration: Modern financial I'T] requires automated service provisioning through
Infrastructure as Code (IaC), and Development, Security, and Operations (DevSec+
Ops)-driven IT governance established by Continuous Integration / Continuous

Delivery (CI/CD) pipelines [107].

e RegTechl for Automated Compliance: RegTech solutions powered by Al
simplify the processes of regulatory reporting and enforcing compliance , .
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e Resilient, Self-Healing IT| Systems: Al-driven self-healing mechanisms in
the form of |Security Orchestration, Automation, and Response (SOAR) enable
autonomous incident resolution with service restoration, and automated rollback of
failed changes .

These approaches allow financial institutions to modernize their ITSM| strategies by
addressing challenges that go beyond the most well-known TTSM)| frameworks.

5.4.4 Automation and AI-Driven ITSM

As previously mentioned, the integration of automation through machine learning or
predictive analytics is revolutionizing I'TSM by enabling:

e Automated Incident Management and Response: Al models analyze histori-
cal IT incidents and trigger automated remediation workflows based on predefined

procedures .

e Predictive Maintenance and Service Optimization: |Al-powered monitoring
systems anticipate ['T| failures and improve infrastructure performance by addressing

issues before they occur .

e Intelligent Change Management and |DevSecOps: Al assists in automated
impact assessment, calculates risk scores, and provides continuous compliance
validation for I'T| changes .

e Digital Twins for IT| Service Simulation: Digital twins allow institutions
to simulate service disruptions, enabling a resilience strategy which optimizes [T
service delivery based on actual scenarios .

¢« Real-Time Fraud Detection and Security Analytics: Financial transactions
are regularly examined by |[Al-based security systems for anomalies in the behavior.
This detects cyberthreats and fraudulent activities 112].

In complex financial I'T| settings, |Al-driven [TSM| guarantees increased efficiency and
robustness while lowering operational risk and service interruptions.

5.4.5 The Future of ITSM in Finance

The future of ITTSM| models can already be predicted to some extent. As financial I'T
complexity continues to grow, the focus shifts to:

o Fully Autonomous IT| Operations (AIOps): |AIl will manage IT| services
autonomously, reducing manual intervention and improving service efficiency. Agent-
based |Al models can leverage complex tasks with an easy interface for human
interactions [1].
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e Decentralized and Blockchain-Based IT' Governance: Smart contracts will
enable automated SLA| enforcement. As a result, trustless service auditing and
real-time compliance monitoring become possible [102].

e |Al-Enhanced IT) Security and Cyber Resilience: |Al-driven threat intelligence
will provide adaptive security models, reducing I'T vulnerabilities and cyber risks,
while also bringing new threat actors, which also have to be managed 112].

o Digital Assistants and AI-Powered I'TSM Chatbots: Chatbots powered by
Al will improve knowledge management and communication within [I'T) support and
service desk automation .

e Continuous Compliance and Regulatory Evolution: I'TSM must adapt to
dynamic regulatory changes, requiring real-time |Al-powered audit trails, compliance
dashboards, and automated reporting. This enhances monitoring and provides data
for future decisions .

5.4.6 Conclusion

Complex modern financial ['T| ecosystems demand the evolution and redefinition of certain
parts of [TSM frameworks. Traditional IT'SM|models such as [ITIL ﬂgﬂ, COBIT , and
ISO/IEC 20000 are already evolving to support Al-driven automation in cloud-native
infrastructures, and can even extend to providing predictive service orchestration ,
39]. To guarantee service resilience while maintaining regulatory compliance and
operational efficiency in an increasingly complex financial sector, institutions must adopt
ITSM| methods that are adaptable and automated.

5.5 Challenges in Managing Complex IT Systems

While challenges of managing complex ['T] systems have been mentioned throughout this
chapter, this section expands on this further. From increasingly interconnected and
cloud-native systems to their management, significant challenges arise from different
drivers 39]. From monolithic architectures to distributed, microservices-
based ecosystems, their associated risk, unpredictability, and emergent behavior make
traditional management approaches inadequate .

This section explores the key challenges in managing complex [I'T| systems, focusing on
systemic risk, security vulnerabilities, compliance constraints, [I'T| governance issues, and
the unpredictability of emergent behaviors.

5.5.1 Systemic Risk in Financial IT Ecosystems

Systemic risks refer to the potential for localized failures to propagate across an intercon-
nected IT environment with cascading effects. This can result in widespread disruptions,
and in complex financial I'T| systems, this systemic risk arises due to:
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e Interconnected IT| Dependencies: As they depend on cloud computing with
multiple connected interfaces and third-party service providers, financial institutions
are susceptible to supply chain interruptions and cascading failures .

e Algorithmic Decision Loops: |Al-powered trading and credit risk assessment
algorithms have the potential to introduce self-reinforcing feedback loops, which
can amplify market volatility and I'T| system instability .

e HFT| Failures: The automation of real-time trading and liquidity management
introduces latency-sensitive risks. Minor network disruptions can trigger large-scale
financial instability due to the inability to respond to the financial market .

e« Data Breach and Information Leaks: When security flaws in one institution
jeopardize interbank networks and result in significant data breaches, systemic risk

increases .

As financial IT environments become more automated and interconnected, it becomes
harder to mitigate systemic risks. Therefore, real-time monitoring with predictive
analytical capabilities and dynamic risk assessment models are required .

5.5.2 Security and Cyberthreats in Complex IT Environments

The increasing reliance on technology and complex infrastructures has introduced new
cybersecurity risks that financial institutions must address to stay resilient:

o Expanded Attack Surface: As financial institutions adopt multi-cloud archi-
tectures and open APIs, they expose themselves to new attack vectors, such as
API-based exploits, and cloud misconfigurations. In these cases, institutions are
not in full control of these environments .

e |[AIl-Powered Cyberthreats: Attackers are using |Al and machine learning to
create phishing schemes, automate cyberattacks, and circumvent conventional
security measures. Moreover, the use of |Al also introduces new attack vectors on

its own .

e« Regulatory Challenges in Cybersecurity: Financial institutions must comply
with GDPR , PSD2 , Basel IIT , DORA , and Markets in Financial
Instruments Directive IT (MiFID II)| [42], all of which impose stringent security and
data protection requirements to enhance resilience and protect assets .

e Zero-Day Vulnerabilities in FinTech| Solutions: FinTech-driven applications
raise the possibility of undiscovered security flaws by introducing new code bases
and decentralized financial models, compounded by newly introduced third-party

dependencies .
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In order to address these risks, mitigation actions must be implemented. Financial
institutions have to implement security concepts such as zero-trust security architec-
tures. Additionally, they are supported by [Al-driven anomaly detection and continuous
compliance enforcement tools.

5.5.3 Regulatory and Compliance Challenges

The evolving regulatory landscape requires financial institutions to implement more
compliance mechanisms , . Major compliance challenges include:

e Cross-Border Data Regulations: Financial institutions operating in multiple
jurisdictions must comply with different national and international regulations
at the same time, including GDPR! (EU) [44], |California Consumer Privacy Act
(CCPA)| (US) [27], and Open Banking (UK) [34]. The regulation of the jurisdiction
of the user data has to be considered, as well as the data processor .

e RegTech Adoption: Institutions must integrate Al-powered [RegTech| solutions.
This automates regulatory compliance and provides audit trails .

e« Continuous Monitoring Requirements: Financial organizations must use
Al-driven monitoring and dynamic compliance models as regulatory authorities
enforce real-time compliance .

e Auditability of AI-Driven Decisions: Financial regulators demand transparent
decision-making models including those driven by |Al, yet black-box Al models
introduce interpretability challenges [63].

Regulatory frameworks are continuously evolving, requiring I'T|leaders to implement and
adapt to compliance models and automated governance tools.

5.5.4 IT Governance and Operational Challenges

New approaches to ['T| governance and operational resilience are required for complex
financial I'T| systems. Key governance challenges include:

o Cloud Service Provider (CSP) Dependencies: Financial institutions increas-
ingly rely on AWS, Microsoft Azure, and Google Cloud, but governance challenges
arise due to shared responsibility models and potential |(CSP| outages .

o IT Service Continuity and Disaster Recovery (DR): For automated inci-
dent response and real-time failover, traditional DR models need to be adapted.
Strategies include the implementation of geo-redundancy and continuity plans .

e Operational Complexity of Microservices-Based I'T: Unlike monolithic ar-
chitectures, microservices introduce service sprawl and dependency failures, making
operational resilience more difficult and requiring lower latency .
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e« Emergent behaviors in Automated Financial Systems: Algorithmic trading
and [Al-driven market prediction can all have unanticipated consequences that call
for immediate human supervision and emergency response plans with suitable risk

modeling .

To address these governance challenges, financial institutions should integrate Al-driven
I'T'SM, predictive analytics, cloud governance models, BCM)| or DR/ plans .

5.5.5 Emergent IT Failures and Self-Reinforcing Risks

Complex [T systems exhibit emergent behaviors resulting from unpredictable interactions
between interacting components. This unpredictability can lead to failures and systemic
disruptions; therefore, key challenges emerge :

e Cascading Failures in Distributed Systems: Microservices-based architectures
introduce dependency chains. The failure of a single service can trigger network-
wide outages. After an outage, the DR) also has to follow the dependency chain

[64].

e Automated Decision-Making and Market Volatility: Al-driven financial
markets rely on automated trading algorithms, but self-reinforcing behaviors can
create flash crashes and liquidity crises, which require monitoring .

¢ Cloud-Native Configuration Drift: Configuration drift occurs when cloud
applications are continuously deployed, causing security settings and rules to
become inconsistent across various environments [107].

e Al Bias and Unintended Consequences: Financial decision-making models
can exhibit biases, leading to unintended consequences in credit approvals and
fraud detection. These biases can also discriminate against certain user groups and
lead to regulatory violations .

Understanding these emergent risks requires continuous monitoring of |Al-driven decisions;
this can be established through a proactive I'TSM]| strategy.

5.5.6 Conclusion

Managing complex [IT systems in financial institutions requires new strategies. A holistic
and multi-layered approach should integrate |Al-driven security, adaptive risk governance,
and cloud- native resilience , . Financial institutions should use automated
regulatory compliance and real-time [T service monitoring as ['T| complexity increases,
in order to reduce systemic risk and guarantee regulatory alignment. Lastly, threat
intelligence and response capabilities are critical for maintaining reliable service resilience

38, [56)-
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5.6 Conclusion

The evolution of financial I'T| systems has led to unprecedented levels of interconnectivity
and complexity. Key drivers in these ecosystems include the integration of cloud comput-
ing, Al-driven decision-making, microservices, and real-time data processing ,
. To manage these developments, adaptive I'T| governance, predictive risk management,
and automated service orchestration are essential for maintaining operational resilience

and regulatory compliance 60].

The distinguishing features of complex I'T| systems have been described in this chapter,
along with their historical development and the main technological forces that have
contributed to their growing complexity , . Financial institutions today must
navigate emerging sources of systemic risks, cybersecurity threats, compliance constraints,
and [I'T| governance challenges. This requires a shift towards more fast-paced strategies,
including |Al-driven service management and proactive [I'T resilience .

5.6.1 Key Findings

The main findings of this chapter can be summarized as follows:

o« Complex IT| Systems Are Highly Interconnected: Cloud computing, open
financial APIs, and multi-tiered service architectures are all essential components of
financial IT infrastructures, which increase service dependencies, regulatory issues,

and systemic dangers , .

e Al and Automation Are Reshaping I'T| Governance: Traditional I'TSM
frameworks such as [TIL ﬂgﬂ, COBIT , and ISO/IEC 20000 are evolving to
real-time, |Al-driven decision-making. This evolution enables [T service orchestra-
tion and predictive [I'T| maintenance, complemented by additional strategies

73).

¢ Cybersecurity and Compliance Are Key Challenges: Financial institutions
face growing threats from Al-powered cyberattacks, regulatory scrutiny, and multi-
jurisdictional compliance mandates, necessitating zero-trust security architectures

and Al-driven compliance automation .

e Emergent Risks Require Predictive Analytics: High-frequency transac-
tion processing, automated trading, and |Al-based financial models introduce
self-reinforcing risks due to their unpredictability, necessitating automated [I'T
monitoring, real-time anomaly detection, and predictive risk assessment , ,

e Financial IT Must Adopt Adaptive [TSM Strategies: To address operational
complexity, regulatory demands, and service resilience requirements, financial ITSM
must constantly adapt. This is achieved through Al-driven automation, predictive

analytics, and cloud-native governance frameworks , , .
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5.6.2 Implications for ITSM

As financial IT| complexity grows, traditional ITSM| approaches must be adjusted to
accommodate dynamic environments, faster financial transactions, and emerging risks

[71]. The implications of these findings for ITSM] include:

e The Shift Toward AIlOps: Financial institutions need to deploy |Al-driven service
orchestration with automated incident response capabilities and self-healing I'T

infrastructures .

e Regulatory-Driven IT| Automation: Al-powered RegTech| solutions will play a
crucial role in real-time compliance enforcement, including automated reporting

and fraud detection features .

¢ Cybersecurity Must Be Adaptive and Intelligence-Driven: Financial I'T
needs an adaptable, [Al-enhanced threat intelligence framework since traditional
perimeter-based protection is insufficient .

¢ Cloud Governance Must Balance Innovation and Risk: The development
of multi-cloud resilience strategies ensures fault tolerance and secure, API-driven

integrations across heterogeneous systems , .
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CHAPTER

Service Management Strategies for
Complex IT Systems in the
Financial Sector

6.1 Introduction

While I'T| systems have grown increasingly complex, this has been further amplified by
the service management demands in the financial sector. A modern financial institution
no longer operates as a singular monolithic and isolated platform but is embedded in
a highly interconnected and dynamic financial ecosystem. Multiple actors operate in
the financial ecosystem, financial institutions, markets, regulatory bodies, consumers,
and technological providers are some of them, each with its own characteristics and
requirements . These ecosystems not only exhibit different actors but also
traits when observed from the perspective of complex [I'T| systems: multiple interacting
components, decentralized control structures, feedback loops, and emergent behaviors

which do not obey linear cause-effect reasoning [105) 81].

Technological and institutional transformation both drive the rise of complexity in financial
IT) systems. Dependencies are driven by the integration of multiple complex technologies,
such as the cloud and automation; these transformations accelerate the pace of change.
Concurrently, financial institutions have to navigate through regulatory mandates and
customer requests, which contribute to the complexity of the organization’s systems.
Also, cyber resilience is another driving demand . These circumstances call
into question conventional beliefs regarding service management and system boundaries.

These dynamics can be understood through the valuable lens of complexity theory. It
underscores the shortcomings of deterministic planning and hierarchical control, advocat-
ing for governance strategies that are adaptive and system-aware. Service managers have
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to translate this into the management of uncertainty and anticipate emergent risks. But
overall design resilient practices to align with this type of characteristics in a system

66, [L11].

Modern service management should address the structural and behavioral complexity
of the socio-technical systems it supports, rather than concentrating solely on technical
performance. In this sense, frameworks such as ITIL, which have already been relevant
for TTSM|in traditional systems, need to be applied with greater flexibility to the evolving
conditions. As mentioned by MacLean and Titah , these frameworks must be adapted
to fit scale, speed, and ambiguity inherent in complex financial systems. The increase
in complexity correlates with reduced predictability and transparency, which in turn
escalates the operational burden on service managers and demands new processes ,

This chapter explores approaches used to manage services in complex I'T| environments
within the financial sector, from strategic to operational. Specifically, how institutions
define responsibility boundaries, align ITSM| methods with business and regulatory
requirements, and implement monitoring and automation will be explored. Through a
synthesis of academic literature, industry frameworks, and selected empirical findings,
these elements will be evaluated. The chapter builds upon the prior theoretical discussion
of complexity by operationalizing its implications for service delivery and operational
control.

While most of the literature concentrates on service management in relatively stable or
modular systems, here the focus is on high-complexity environments. These environments
are often defined by multiple different complexity drivers , . This perspective lays
the groundwork for the subsequent empirical analysis, which investigates how financial
institutions use and adapt to service management strategies in real complex business
contexts.

6.2 Impact of Increasing I'T Complexity on Service
Management Practices

Digital ecosystems, regulatory growth, competitive FinTech innovation, and multi-layered
service delivery models are some of the convergent transformation layers that have
contributed to the acceleration of I'T| complexity in financial institutions rather than just
technological innovation. Aspects of this multi-dimensional growth in system complexity
directly affect how service management must be structured , .

A contributor to the increase of this complexity is architectural heterogeneity. The
existence of varied system components within an [T landscape, each with its own
technological underpinnings, is referred to as architectural heterogeneity. Financial
service landscapes are now composed of modularized systems — core banking engines,
customer interfaces, regulatory reporting layers, and third-party integrations — often
governed by separate lifecycle and ownership models . Apart from the technical
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diversity, these systems also often evolve at different cadences, creating complications in
aligning continuity across the service stack. Unlike monolithic systems, modern financial
IT| do not fail predictability, but rather exhibits cascading effects and opaque failure
propagation due to the high interdependency .

From a complexity theoretical perspective, these phenomena further reflect character-
istics of |[CASL Composed of different in- and interdependent components that interact
dynamically. Linear controls fail to address the behaviors produced by the individual
parts in isolation and cannot guarantee the stability of the system , , . For
service management, issues such as incident propagation or regulatory misalignment can
result from non-linear interactions between systems, policies, and teams.

Moreover, institutional complexity is amplified by dual transformation pressures: innova-
tion and compliance. The need to integrate real-time payment schemes, such as Society
for Worldwide Interbank Financial Telecommunication (SWIFT), the global messaging
network that enables secure and standardized financial transactions. In addition to this
system, open banking APIs, and cross-border services create a rapid pace for system
change and inter-organizational coupling . Operational standards are raised
simultaneously by changing regulatory requirements, such as DORA and MiFID IT
, which require that every process remain auditable and resilient , .

Both the strategic and operational levels of service management procedures are burdened
by different dynamics. Strategically, [TSM| must balance agility and control; change
must be enacted quickly while adhering to governance frameworks that reduce systemic
risk and guarantee regulatory compliance . Operationally, incident resolution with
identification of the root cause, and monitoring processes must scale across fragmented
and federated architectures , . This highlights the challenges of operational fragility,
where small perturbations in one part of the system may escalate through the service
layers.

The correlation between financial systems complexity and service fragility is consistent
with more general conclusions drawn from complex systems theory. As Lindgren [66]
and others have argued, the system’s entropy increases with scale and the degree of
interconnection, making continuous management efforts important to ensure stability.
Financial institutions, especially those using hybrid cloud and global markets, must there-
fore experience a service management paradigm, which supports proactive intervention
through automation and observability platforms.

Modern I'TSM| techniques must deal with feedback loops, multi-agent interactions, and
uncertainty as operational constants, in contrast to classical [TSM| which frequently
assumes system modularity and linear causation. According to complexity theory, systems
with changing structures and behaviors are better managed by adaptive responses rather
than rigid processes , . The focus shifted from merely maintaining basic
functionality to dynamically allocating attention and resources to ensure customer and
regulatory demands under variable conditions.
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6.3 Demarcation of Service Management Responsibilities
in Complex Environments

6.3.1 Organizational vs. System-Level Responsibilities

As financial IT infrastructures become more complex, the delineation of responsibilities
between organizational units and system-level functions becomes a more prominent com-
ponent of effective service management. Traditional I'T|organizations rely on centralized
service management structures, where modern I'TSM) units are responsible for more
specialized tasks. However, this traditional model proves to be inefficient in environments
of distributed systems with microservices and cross-functional teams .

Other models, like the decentralized ownership models inspired by [DevOps|, Site Reliability
Engineering (SRE), and service-based accountability promote direct embedment of service
management practices into teams responsible for the development and operation. In this,
individual service teams are accountable for the delivery of functional features, as well as
the ongoing operation and overall performance of their systems. This could include KPIs
such as uptime or incident response . The focus shifted towards the mentality
of ‘you build it, you run it,” particularly within institutions whose models emphasize
product-centricity and agility.

Due to the distributed nature of the complex systems, the control of them also should
be distributed rather than centralized. Top-down orchestration is not sufficient in
environments with significant interconnection and non-linear behavior. Instead, modular
governance structures are advantageous for complex systems because they allow local
actors, like service teams, to manage subsystems with some degree of autonomy while
still staying in line with higher-order constraints , , .

With this change from local ownership to distributed responsibility, it brings another level
of organizational complexity due to newly introduced governance challenges. Without
a clear coordination structure, service management tasks may become fragmented or
inefficiently redundant , . Moreover, in highly regulated sectors such as finance,
the demarcation of responsibilities must accommodate external constraints, Segregation
of Duties (SoD), compliance monitoring, and audit requirements .

Effective governance in such environments has been underscored by complex system
engineering research, it requires meta-level structures that coordinate the behavior
of subsystems without centralizing the decision-making . This translates into
hybrid governance models in service management, that balance a standardized oversight
with autonomy. Some common strategies include service governance boards, federated
Change Advisory Board (CAB)s, and unified service catalogs to align with decentralized
operations overlooking enterprise-wide initiatives .

Ultimately, the demarcation of responsibilities in complex [T environments is dynamic
and evolves in tandem with system architecture and organizational maturity. From the
complexity perspective, a co-evolution of system components is evident, as emerging
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behaviors and new interdependencies motivate governance systems to change. Financial
institutions are obligated to adapt dynamically and document responsibilities in matrices
(e.g., Responsible, Accountable, Consulted, Informed (RACI) charts) and interface
agreements to provide operational effectiveness with agility , |§|, .

6.3.2 Internal vs. External (Contractual) Boundaries

Complex financial IT| systems often transcend service responsibilities beyond organi-
zational borders. The introduction of contractual interfaces redefines how institutions
allocate and manage operational control through outsourcing arrangements with multiple
vendors and cloud services . As a result, the internal service ownership and
external service dependency have become delineated and a focal point for modern IT'SM
strategies.

Integrating external service providers creates new interdependencies. Complexity theory
suggests that cross-organizational interdependencies reduce control and increase system
entropy . This is particularly true in the financial services industry, where providers
may have varying levels of maturity and compliance stances . Consequently,
financial institutions have to manage “systems of systems”, where multiple autonomous
agents interact and the outcome emerges from a single subsystem .

To coordinate service delivery, frameworks such as Service Integration and Management
(SIAM) have been adopted in the financial sector across multiple providers [72]. The
I'TSM| has been extended to SIAMs with multi-sourcing environments by introducing
integrator roles, standardized Operational Level Agreement (OLA)s, and |[SLAs that
clearly define boundaries of control and escalation procedures. These techniques allow for
local flexibility within globally consistent service delivery by acting as modular limitations
in an otherwise dynamic system .

The simple presence of SLAs and formal contracts does not guarantee service coherence
and delivery. As Russo et al. emphasizes, [T quality management complexity increases
when multiple vendors are involved in the service chain with different technological
standards and change cadences. Service deterioration or non-compliance are frequently

the results of misalignments between supplier capabilities and customer expectations.

These emergent failure modes are exemplified by these phenomena that cannot be fully
attributed to a single cause. Instead, the root cause lies within loosely coupled components

1.

Governance continuity becomes a concern due to contractual boundaries. Institutions
operating in regulated environments must provide proof of resilience planning with
meaningful audit trails and security controls to show compliance throughout the entire
service stack, including third-party services . The regulatory frameworks, such
as the DORA , reinforce this by explicitly holding financial entities accountable
for cyber and operational risks posed not only in their organization but their service
providers. DORA| further distinguishes between Critical or Important Function (CIF)s
and non-CIFESs.
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Complexity theory recommends using layered governance methods that adjust to shifting
system topology and external interactions in order to cope with complexity issues.
Centralized service portfolios with an integrated incident management protocol and
ongoing service monitoring are examples of best practices in financial ITSM. Additionally,
emerging technologies, such as the use of |Al-enabled compliance engines and vendor risk
models, are being used to dynamically monitor performance and mitigate uncertainty
[110].

In conclusion, the growing reliance on external service providers in complex [I'T envi-
ronments necessitates a reconfiguration of service management practices. Contractual
interfaces and dynamic integration layers must be added to the traditional departmental
or business unit boundaries. Complexity-aware service management must combine legal
accountability with operational flexibility. This enables institutions to be adaptive while
remaining compliant and resilient in increasingly complex systems.

6.3.3 Regulatory and Security Constraints on Responsibilities

Service management responsibilities in the financial sector are tightly interwoven with
regulatory and information security obligations. Complex regulatory regimes and technical
standards exist, and financial institutions are subject to them. These technical standards
include the GDPR] [44], the PSD2 [43], the DORA| [46], and industry-specific frameworks
like Basel 111 . These rules restrict how operational tasks are organized and carried
out, both inside and outside of organizations, in addition to defining compliance goals

[112} [71} [19].

From complexity theory, the regulatory environment introduces constraints and feedback
into the already established system. Financial I'T infrastructures exhibit characteristics
of [CAS| which are emergent and non-linear. As a type of structural coupling, regulatory
constraints shape acceptable system trajectories while adding to the cognitive burden of
service managers responsible for control .

In order to minimize fraud, error, or unauthorized access, SoD) a fundamental tenet in
regulated [T]settings, ensures that crucial tasks are divided across several roles. Complex
I'T| systems and organizations have to enforce this rule across modular, distributed
components, making the creation of roles and subsequent coordination and traceability

especially challenging @ .

SoD)| can be operationalized through robust TAM]| systems that govern and report role
boundaries across the dynamic and hybrid architectures . IAM frameworks —
including Role-based access control (RBAC), Attribute-Based Access Control (ABAC),
and Privileged Access Management (PAM) — serve as enforcement layers within a
complex system. These frameworks ensure that no single node holds unchecked controls
over any systemic risk point , . As a result, informed design principles emerge,
such as distributed authority with rule-based coordination and local enforcement with
global visibility.
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In order to manage complexities, they must coexist with emergent operational models
such as |DevOps and SREl, which emphasize automation through continuous delivery and
decentralization. Particularly in complex systems, where localized actions can rapidly
propagate through interconnected subsystems, the tension between agility and compliance
is pronounced. Resultingly, organizations implemented “guardrail” architectures, which
encode compliance policies directly into CI/CD) pipelines and IaC templates to mitigate

risks of non-compliance , .

These adaptations illustrate a shift toward complexity-resilient governance structures.
Compliance and security controls are being woven into the fabric of service orchestration,
eliminating the need for manual oversight and allowing adaptive constraint enforcement
without sacrificing responsiveness. This also aligns with complexity theories of self-
regulating systems, where the behavior is not managed by a central authority but
emerges through the interplay of rule-based agents operating within bounded conditions

[40).

This challenge is further compounded by the complexity of cross-jurisdictional environ-
ments. Multiple legal and regulatory frameworks are reconciled by global institutions,
with consistent access control policies and audit trails across all operational entities.
Policies by local regulators have to be supported into the [AM]|system, but should still be
integrated into enterprise-wide governance platforms, reflecting the multi-scalar nature
of modern financial [T systems .

In the management of complex financial I'T| systems, regulatory and security constraints
on service responsibilities must be understood as both limiting factors and structural
enablers. TAM| and |[SoD| mechanisms in the complex embedded environments, provide a
foundation to guarantee compliance, trust, accountability, and system resilience. Not
only does complexity theory account for the emergence of new risk patterns, but it
also informs the design of adaptive governance structures that can scale with systemic
interdependence.

6.3.4 Interdepartmental and Business-IT Coordination

Due to the growth in complexity of the IT| systems of financial institutions, service
management can no longer be treated as purely technical or isolated operational func-
tions. Instead, it must exceed the local functions and become embedded into the broader
organizational structures, which encompass compliance oversight and business service
delivery. These environments are akin to complex socio-technical systems, character-
ized by interdependencies among technologies, human actors, organizational silos, and

institutional rules [99, 96].

In order to be effective in service management in these settings, collaborative governance
mechanisms that allow [T, business, compliance, and risk management functions to jointly
provide and own the [T service delivery outcomes are needed. Rigid hierarchies should
be broken up and distributed control paradigms of complexity theory, which emphasize
local adaptation and feedback-driven alignment, should be established . In practice,
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cross-functional structures with a trust-base, capable of responding to uncertainty and
change, are the solution.

One approach is to designate a clear service owner and corresponding business owner
for each service. The service owner oversees the service’s overall performance and
reliability, while the business owner focuses on ensuring it meets customer expectations
and strategic objectives. The dual structure supports a clear local decision system without
centralization to reflect a shared global outcome @L .

Some organizations further formalize this relationship with a formalized role of Business
Relationship Manager (BRM), as introduced in ITIL frameworks [9]. The BRM|acts as a
liaison between [T and business units, who translates service-level concerns into business-
relevant metrics and vice versa. Although the title could be different, the function is
a key coordinator in complex systems to bridge the perspective to the subsystem and
resolve any friction among competing objectives.

In support of this, organizations are adopting shared responsibility models that delineate
the functions into who is |[RACI across a service’s lifecycle. These models serve as
formalized dependency mappings, aiding in the management of complexity by rendering
it visible and navigable rather than reducing it . Therefore, complexity is not
approached with simplicity, but rather with clarity and structure.

The introduction of governance boards or steering committees which span across Gover-
nance, Risk, and Compliance (GRC)| and business domains was introduced into financial
institutions. These entities offer a reflective capacity within the system, a venue for
discussing systemic effects and weighing trade-offs. In complexity science, these forums
are similar to boundary organizations, enabling sense-making across otherwise decoupled

units .

This structural alignment alone is insufficient; attention should be paid to cultural and
temporal misalignments, such as differing planning horizons or incentive structures,
which can undermine even well-designed coordination mechanisms. These challenges
illustrate the non-linear nature of organizational behavior in complex systems, where
minor misalignments can lead to systemic frictions. This requires shared goals with
iterative feedback loops, allowing for common metrics. These principles are underscored
in adaptive management frameworks and complexity theory alike , .

In summary, interdepartmental coordination must evolve from transactional hand-offs to
adaptive collaboration with specialized roles for these functions. Complexity theory can
explain why traditional hierarchical and monolithic silos fail, but support the design of
shared accountability and responsibility structures with information and consultation
exchange. This ensures service management is not only technically robust but also aligns
with strategic goals.
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6.4 Strategies and Methods for Managing Service Delivery
in Complex IT Environments

6.4.1 Strengthening Core I'TSM Processes and Governance

Complex financial IT] systems and their [TSM| require more than role clarity and organi-
zational coordination; therefore, the ITSM| processes must continuously evolve. Incidents
and problems disrupt the backbone of ITSM and must be avoided with the specifically
posed challenges of system complexity. Controlled change management could be the first

approach to reduce incidents 9l [13].

Mahalle, Yong, and Tao describe this on applying [I'TIL processes in banking en-
vironments to handle operational risk. Traditional ITSM frameworks like this have
emphasized the standardization of service processes to support efficiency and consistency
for a long time. However, this is still insufficient for the application in highly complex
and distributed systems with a higher demand for flexibility. The financial sector calls
for tighter regulatory escalation, where incident and problem management must operate
under stringent time constraints and auditability requirements. This requires the use of
special ITSM) tooling integrated into the systems with real-time monitoring platforms

112} [19].

Change management is a special challenge under the I'TSM| of complex [T systems that
make coordinating change windows and evaluating the impact of changes intrinsically
challenging . A response to this is the transition from [CABs toward more adaptive
models that combine automation and risk-based approvals in their decision-making and
accountability models. With these hybrid approaches, a higher level of release velocity
with a maintained control over the provided changes [71].

The complexity theory sees these adaptations as a response to the non-linear and inter-
dependent financial IT| systems, relying on feedback loops and dynamic interconnections
. In these kinds of settings, deterministic models of process control are inadequate,
hence it is necessary to create resilient and adaptable service management procedures.

Further, the requirement of business and risk management must align with the overall
I'TSM processes. Therefore, financial institutions are embedding operational risk metrics
and regulatory controls directly into ITSM| workflows. An example for this are, the
incident priorities which are not just determined by the systems availability, but also the
business impact and customer sensitivity . Problem management investigations
yield the RCA| as well as evidence for any audit compliance and insights into the risk
modeling. Therefore, integration of (GRC| platforms in the [TSM) function is necessary,
which measures against resilience and audit-readiness benchmarks 58]. However,
risks can differ fundamentally from those of simpler systems, where risks have to adapt
to the changing conditions of complex systems.

Additional platforms are used by financial organizations to modernize their ITSM) practices,
notably Service Orchestration and Automation Platform (SOAP)s. These are able to
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dynamically route tickets, automate remediation, and enhance reporting of the complex
services. In critical and highly regulated platforms, automation is coupled with an
embedded control logic to enforce compliance with SLAs 11].

Such adaptations unfold with real-world implementations, for instance, retail banks have
replaced manual change approval processes with automated risk scoring systems. The
score is assessed based on historical incident data and business impact . Similarly,
insurance companies under Solvency 11 and Basel 111 are introducing incident
postmortem templates that align with internal audit requirements and ensure post-
incident accountability and traceability |§|, . Yet, such methods are themselves
not without risks and can amplify unpredictable behavior or create blind spots. Hence,
these approaches have to be complemented with mechanisms which ensure stability and
resilience.

In conclusion, to strengthen the I'TSM| process, structural and technological innovation is
needed. Institutions must transition from procedural compliance to outcome-oriented
governance, which maximizes consumer trust and service stability simultaneously. This
is underscored by complexity theory, which necessitates adaptive process designs and
responsive governance to manage complex system behaviors.

6.4.2 Automation, Monitoring, and Data-Driven Management

In complex [T systems, automation and observability have evolved from operational
enhancers into essential elements of service management. The increasing number of
interdependent services and third-party integrations renders human-led monitoring and
response mechanisms inadequate for ensuring service continuity and regulatory compliance
. There exists an increasing adoption of automation frameworks and advanced
telemetry platforms to provide proactive and reliable service delivery.

Automation has advanced significantly in service management, currently extending beyond
simple task scripting or run-book execution. Adopters have encompassed the application
of |JAIOps|, which leverages machine learning and big data techniques to correlate between
alerting and predicting incidents with self-healing behaviors 1]. In financial
institutions, which generate large amounts of structured and unstructured data from
infrastructure, applications, network events, and user behavior, these capabilities are
especially relevant.

AIOps platforms collect telemetry data from various layers of the stack and utilize
statistical anomaly detection pattern matching to minimize noise and pinpoint actionable
problems . An example of this is an |AIOps| engine, which can correlate latency spikes
in a trading application with a change of a downstream messaging queue, triggering
an automated rollback to mitigate business impact. This not only supports real-time
diagnostics but also helps with Post-Incident Review (PIR)s and continuous improvement
loops , . Paradoxically, each automation or observability platform is itself another
complex system which may reduce local fragility but increases global dependencies .
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Observability has been another critical component for managing complex ['T| systems.
Unlike passive monitoring, which only has predefined metrics and thresholds, observability
provides deeper insights through distributed tracing by log analytics, and real-time
dependency mapping . Unified observability platforms can offer end-to-end
visibility across infrastructures, cloud-native applications, APIs, or vendor ecosystems.
These platforms also improve metrics with faster identification of RCA|and a reduction
in Mean Time to Repair (MTTR). They are also able to improve compliance with SLAS

9.

In the context of complexity theory, observability serves as a vital facilitator of feedback
control in systems. Traditional approaches fail to capture the behavior of non-linear
interactions or anticipate cascading failures. Observability platforms improve the control
and enable dynamic adaptations with more traceable indicators in complex [T systems

(66, B1, [39).

Telemetry is the key to enabling this visibility. Logs are gathered in real-time, processed
using stream analytics engines, and presented through dashboards customized for various
stakeholder roles. Operations teams monitor systems and error rates, while a compliance
team tracks audit logs and policy violations. With this role-based approach, the telemetry
can ensure that service management decisions are made both timely and context-aware

(60 96, [57.

Data-driven management can be illustrated in the financial sector with the implementa-
tion of closed-loop remediation systems, where laC| policies are enforced by continuous
compliance engines. These can automatically alert SOCs and prevent or revert unautho-
rized changes . Institutions also have the option to adopt service reliability
scorecards, which integrate observability data with operational risk indicators. This
allows organizations to drive performance incentives and governance reporting .

The true success of | AIOps and observability platforms depends on the data quality and
standardized schemas. Moreover, without appropriate oversight, excessive dependence
on automation can hide systemic problems. Therefore, a balance between autonomous
operation and transparent control structures has to be found, especially when compliance
is another sensitive domain to be considered , .

In summary, automation and observability are a transition into new strategic capabilities
in managing complex financial ['T| systems. Complexity theory reinforces the need for these
systems, which emphasizes the dynamic traits that complicate conventional approaches
to service control in finance.

6.4.3 Organizational Structures and Sourcing Models

With the change to more distributed [T architectures, the organizational structure and
sourcing models for service management have undergone a fundamental transformation
. The traditional characterized service offers, with a hierarchy over strict process
governance and functionally siloed operations, are being challenged with agility and local

ownership [70, 9} [11].

54



Die approbierte gedruckte Originalversion dieser Diplomarbeit ist an der TU Wien Bibliothek verfligbar

The approved original version of this thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

6.4. Strategies and Methods for Managing Service Delivery in Complex I'T Environments

This evolution aligns with the broader complexity theory on [CAS| where independent
components respond to internal and external feedback and foster to emergent behaviors
. These systems struggle to anticipate or control the non-linear service degradation and
failure propagation. This led to the integration of ITSM| directly into agile and product-
based delivery teams, distributing decision-making authority closer to the operational

edge and also integrating the responsibility .

Embedded models improve response time on incident resolution and change management,
which strengthens the alignment between development outcomes and operational realities.
In complexity science, it reflects the principle that local responsiveness is essential in
these systems for the global behavior . In addition, modular organizational models
minimize ripple effects across loosely connected units and isolate defects, hence reducing

systemic fragility [100].

This shift is complemented with service reliability models, like the SRE| and its domain-
specific adaptation for finance published by Mina , Service Reliability Engineering
(SVRE) . Such models emphasize certain techniques, which were already discussed
as observability and automation. Service Level Objective (SLO)s with error budgets
are another model which allows for control during uncertainty and high change velocity.
SvRE uses these techniques for the risk and audit regulations of financial regulations. This
integrates reliability practices with formal change control and compliance requirements

(78, -

From the organizational and sourcing aspect, decentralization introduces new challenges.
Complexity theory provides new insights into the structure of a system but warns against
over-fragmentation. Coordination failures and emergent dysfunctions can occur when
this exists . In order to solve this, hybrid sourcing and organizational models are
becoming increasingly popular. These models encompass decentralized teams fulfilling
service obligations under a paradigm of limited autonomy, while a central service office
maintains control over tooling, compliance enforcement, and process frameworks , Eﬂ

Sourcing strategies can further compound system complexity. In financial institutions,
this appears in hybrid environments, where internal services are outsourced to external
vendors, who introduce new nodes into the service topology . These circumstances
support the |[CAS|idea that system-environment boundaries are dynamic and should be
controlled via adaptive interfaces as opposed to rigid contracts .

Therefore, many organizations have established |Lead Service Integrator (LSI)s or adopted
a |STAM approach. Within this approach, integrator functions orchestrate accountability
and performance across the sourcing relationships of the organization . The functions
themselves have to be inherently dynamic and capable of absorbing shocks by realigning
incentives and resolving ambiguity in ownership, all hallmarks in effective management

of complex systems .

Evolving from technical and financial performance, sourcing governance has established
new metrics and processes such as risk-informed vendor selection frameworks, dynamic
contract monitoring, and regulatory fit analyzes, which should ensure that external
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providers are reliably integrated into the service network . Other organizations are
experimenting with newer sourcing models, such as dynamic models, where responsibilities
can be reallocated based on real-time risk metrics and systemic stress. Strategies used in
complexity management advocate for responsive and distributed adaptation , .

In summary, organizational structures and sourcing models in the financial sector are
shifting. Effective service management has to integrate additional actors in their envi-
ronment and adapt their organizational structures. Complexity theory offers insights on
how these models could function with an emphasis on modularity and adaptivity.

6.4.4 Knowledge Management and Continuous Improvement

In the context of financial I'T| environments, knowledge is not only a critical asset but also
a potential bottleneck. Due to the external and internal dynamics from an organization,
a high rate of change needs to be expected. This aligns with the properties of CAS| where
the system state is constantly reconstructed through interactions in the environment
. Knowledge management is therefore not only about the storage of information, but
rather enabling systemic adaptability and responsiveness.

To capture knowledge and documentation, centralized repositories and post-hoc reporting
exist. Modern approaches practice Knowledge-Centered Support (KCS), which embeds
knowledge generation into the service operations directly. As part of service delivery,
teams continuously create, refine and apply documentation . This ensures that, in
addition to abstract policies and static documentation, information reflects real-time
conditions.

An equally critical practice is PIRs. Since failures cascade over multiple system elements,
an extensive review can create an opportunity to learn and redesign actions the next
time , . In the financial sector, this also serves the compliance function used in
audit trails and can demonstrate organizational learning to the supervisory bodies.

Feedback mechanisms allow systems to adjust dynamically in response to performance
signals and anomalies. Feedback loops manifest in telemetry-informed change controls
and user experience metrics, which influence the service design and link to dashboards
, . A formalization of feedback loops is achieved through tooling and governance
structures which capture and act on knowledge across technical boundaries and the whole
organization.

Digital tooling can be in different forms: observability platforms, integrated ['TSM]|suites,
version-controlled wikis, and |[Al-supported knowledge assistants. Spoken in complexity
terms, these platforms allow for improved observability, enhance actor coordination, and
reduce time-to-adaptation . One requirement is for the systems to account for
socio-technical dynamics, so that human and machine actors can access and interpret
information to a point which is relevant to their role in the service ecosystem . The

organizations need a learning culture, which emphasizes, knowledge exchange and growth.

The learning culture should reward experimentation and promote knowledge sharing

across silos )
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To conclude, knowledge management and continuous improvement are the foundation to
management in complex systems. They should work as memory and nervous systems,
where institutional knowledge should be preserved, while adaptive controls should be
enabled. With an alignment of documentation practices and feedback mechanisms,
responses to the systems can be better executed. It also reduces the likelihood of repeated
failures and continuously evolves service management practices.

6.4.5 Legacy System Integration and Technical Debt

Legacy systems and their integration into newer technologies are one of the most persistent
and complex challenges in financial ['TSM. Despite the adoption of cloud platforms and
newer technologies in the sector, many core services — particularly in banking and
insurance — still depend on older mainframes, batch processing logic with proprietary
protocols . Legacy elements have significant constraints on agility. The coexistence
of modern and legacy technology stacks increases not only system complexity but also
operational fragility.

According to complexity theory, financial I'T| ecosystems are multi-layered socio-technical
systems with path dependency and historical coupling, which in turn provide unequal
rates of change . These legacy systems often form the “deep structure” and act
as a core of critical nodes which resist modification due to their high transformation cost
and organizational inertia. Overall, unpredictability often originates from the opacity of

these systems [40].

A commonly referred term for this dynamic is technical debt, which is the accumulated cost
of deferred modernization that increases the risk of cascading failure 33]. Technical
debt is an organizational and architectural issue apart from being a technical artifact.
Unmanaged technical debt can limit system modularity and raise the risk of brittle
service interfaces in complex contexts. This also relates to the Cost of Delay (Cod) model,
which highlights the economic consequences of postponing modernization initiatives .

Several integration and modernization strategies have been employed in the technical
sector. A common approach is abstraction layers, which encapsulate legacy systems
behind APIs or service buses. Thereby, direct dependencies are reduced and more
modern service interactions are possible without a complete re-platforming . This
strategy promotes modular governance, which is based on the complexity theory that
strongly coupled subsystems should be segregated to maintain service continuity and
avoid cross-system interference.

A second strategy is the gradual modernization, where a legacy component is incrementally
replaced over time. This can be implemented through strangler patterns, containerization
of legacy services, or phased microservice decomposition . By allowing systems to
evolve through safe-to-fail experimentation and local optimizations, rather than top-
down replacement initiatives, they follow the complexity-based approach of adaptive
transformation. This approach is better suited to handle scale and unpredictability.
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Some organizations also adopt service encapsulation strategies, where legacy logic is
maintained but surrounded by enhanced observability and compliance wrappers. For
instance, organizations may wrap COBOL batch jobs with scheduling and monitoring
tools, or use Robotic Process Automation (RPA) to simulate modern interfaces on legacy
user terminals. While such measures may not eliminate technical debt, they mitigate its
operational risk and support regulatory traceability .

However, the downside of abstraction strategies is that one cannot mask complexity
and expect it to disappear — it merely shifts complexity to another part of the system
. A layered workaround can, over time, create hidden interdependencies and reduce
transparency. Therefore, when one of these approaches is chosen, it should be accompanied
by systemic observability, such as dependency mapping and behavioral monitoring ,

19).

There are organizational ramifications to legacy integration, as an increasingly small
number of experts possess the tacit knowledge needed to maintain and fix older systems.
This introduces a people-centric fragility; knowledge loss can occur due to retirement
or attrition which in turn undermines service stability. Key enablers for this include
effective knowledge management and succession planning .

To summarize, the existence of legacy systems and modern technologies is one of the
defining features of complex financial I'T| systems. Technical compatibility requires
more than managing this coexistence; it demands an adaptive, complexity-aware service
management strategy focused on modularity and incremental change. Institutions are
better able to maintain service continuity, lower systemic risk, and adapt to changing
market and regulatory needs when they approach modernization as an ongoing, system-
wide learning process.

6.4.6 Service Recovery and Crisis Management

While incident management and [PIRs are important, service recovery demands more
than procedural incident handling. It requires more resilience-oriented strategies, that
accommodate the uncertain behaviors of these systems , . Increasingly, financial
institutions function in digital ecosystems where failures can spread unpredictably and
originate from opaque dependencies across technological and organizational barriers
. Instead of being a standalone function in such systems, crisis management becomes
a systemic competence.

Central to a capable recovery and crisis management are incident recovery playbooks.
Playbooks are codified escalation paths with fallback options and communication routines;
this enables distributed teams and crisis units to coordinate under time pressure or
uncertainty . These artifacts function as operational scaffolding for decision-
making, when signal-to-noise ratios are low and judgments must be made in real-time
with incomplete information.

Effective recovery also hinges on learning from disruptions. The RCA|has traditionally
been used to identify the origin of incidents. In complex systems, the notion of a single
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root cause is often reductive. Multi-causal, systems-thinking viewpoints that see incidents
as the result of interactions between technical and human variables are becoming more
prevalent in modern approaches . The SRE and DevOps| cultures have established
post-mortem practices that emphasize understanding systemic factors over attributing
fault to individuals. These reviews not only help with operational learning but also
satisfy audit and compliance requirements.

Service resilience has also anticipatory practices in place, such as DR/ drills, fault injection,
and penetration or stress testing. The goal of these simulations is to expose fragilities
and train response teams in handling black swan scenarios . This allows them to
assess how their systems deteriorate under harsh circumstances and to enhance failure
containment tactics .

Processes known as lessons learned formalize the integration of post-incident insights into
the broader organizational culture. They vary a lot from updates to change management
procedures or revisions of SLOs and architectural patterns. These feedback loops of
continuous improvement are increasingly integrated into [TSM platforms , .

From the perspective of complexity science, crisis management and service recovery
demonstrate the necessity of learning-oriented and adaptive control systems. Centralized
crisis teams may lack the necessary experience or speed to respond appropriately in
high-complexity situations. Instead, resilient recovery requires empowering actors with

autonomy and clear guidance to detect and respond to disruptions in real-time 54).

Thus, systemic readiness has to be built into the service architectures and governance
frameworks of institutions.

In summary, managing service recovery in complex financial IT| systems involves more
than reactive incident resolution. Anticipation and preparation should be implemented
in organizational routines. Institutions that systemize these practices and carry out

continuous learning in their tasks are able to reduce downtime and reputational damage.

6.5 Assessing the Effectiveness of Service Management in
Financial Institutions

6.5.1 Operational KPIs and Metrics

Traditional service management metrics will still have an essential role in complex financial
I'T| systems, but fail to capture the full spectrum of operational effectiveness. These
metrics include system availability, MTTR, incident volumes, and |SLA| compliance, which

provide an important baseline but tend to reflect only the surface-level performance.

However, a wider and more dynamic collection of indicators is required due to emergent
behaviors through cross-domain interaction and non-linear failure propagation [81, .

According to complexity theory, systems characterized by interconnectivity and dynamic
behavior need more than static and siloed metrics. An|SLA| may attest to the uptime
compliance of a single component while neglecting to account for the worse customer
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experience brought on by sluggish interactions across loosely linked services. Similar
to this, MTTRS track restoration time, but cannot depict how resilient or adaptive the

recovery process was .

The gap created can be supplemented by complexity-aware performance indicators, these
include resilience metrics—such as recovery time variability, system stress thresholds, and
incident recurrence rates. They capture system performance under normal conditions, as
well as adaptations under pressure . CAS| uses such metrics to serve as proxies for
systemic health and adaptive capacity, rather than isolated component reliability.

Other emerging categories involve experience-based metrics, such as eXperience Level
Agreement (XLA)s, Net Promoter Score (NPS), and customer satisfaction indices. User-
perceived service quality becomes the primary focus as a metric, rather than relying solely
on technical performance Vargo and Lusch . Despite their inherent subjectivity, they
are crucial in settings where value is determined by service integration and interaction
quality . Complexity theory supports this view; users and stakeholders who
interact with the system under diverse conditions depend on feedback from distributed
agents in the global outcome of CAS .

Additionally, leveraged composite or multi-dimensional indicators combine operational
and experiential measures. SLA| violations may be weighted in service quality indices
according to their anticipated financial or reputational ramifications. In frameworks like
DORA| which demand institutions to not only show baseline compliance but also the
capacity to provide vital services both during and after disruptions, are in line with the

regulatory push for operational resilience [71} [112].

With automation and telemetry, a real-time KPI| dashboard could be created and cus-
tomized for different roles. Operations staff may monitor error rates and latency; risk
officers may track incident trends and policy violations; executives may review customer
satisfaction and regulatory exposure. A role-based observability supports decentralized
decision-making while maintaining global alignment, which is considered an essential
governance mechanism in financial institutions , .

Yet, as complexity theorists warn, oversimplification of metric design can become a
risk. Masking of hidden interdependencies or the creation of a false sense of control, are
examples of this. A team which optimizes for low incident count may delay reporting
or over-automate resolution, suppressing valuable signals. As Snowden and Boone
argue that in complex domains, metrics should guide sense-making, not control decisions.

Some institutions are using adaptive metrics, where performance indicators are periodi-
cally reassessed, based on the dynamics of a system and risk profiles. The complexity-
aware governance principle aligns with these practices.

To sum up, operational KPIs in complex financial IT| systems should expand beyond
conventional service level indicators to include adaptive capacity and user experience.
Rather than serving merely as tools for compliance, metrics should aid in learning and
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feedback. Complexity theory warns against reductionism and provides a road-map for
the design of performance indicators, which reflect the true nature of dynamic services.

6.5.2 Monitoring Practices and Reporting Tools

The monitoring of complex financial I'T] systems consists of passive observation to active
sense-making across the whole landscape. Traditional monitoring focused on passive
systems built around discrete alerts and static thresholds monitored in siloed dashboards.
With the increase of organizational and technical complexity, this remains insufficient

(108, B1 66, 54].

CAS| theory uses observability as a precondition for adaptive management. This can
translate to the deployment of monitoring infrastructures that can provide real-time,
context-aware insights. This monitoring software should be able to include all various
systems across the whole [T . The requirements for monitoring should also support
horizontal visibility, across services and platforms, as well as vertical traceability from
infrastructure components up to business-facing outcomes [116].

Telemetry data is becoming the cornerstone of monitoring . Fach layer of the
technology stack must continuously collect data and further process it via analytics
engines that detect anomalies and correlate events for actionable intelligence information.
Distributed sense-making — where agents (human or automated) interact with real-time
signals to adjust system behavior in response to perturbations — is supported by this

architecture )

Complexity-aware monitoring tries to integrate technical and business-facing metrics.
Traditional infrastructure performance (e.g., CPU load, memory usage) often lack strong
user experiences and timely business outcomes. Financial institutions integrate additional
indicators such as [Service Level Indicator (SLI)s and XLASs, which provide meaningful
business process telemetry into unified observability platforms .

The complete toolchain which implements these practices varies, but generally includes
a combination of open-source platforms (e.g., Prometheus, Grafana, Elastic Stack),
commercial observability suites (e.g., Splunk, Dynatrace, Datadog), and custom-built
telemetry pipelines. In order for the monitoring to be actionable across domains, these
systems can be integrated into I'TSM) systems and dashboards , . Integration
encompasses both technical and epistemological dimensions. Moreover, information
should be conveyed in formats that allow decision-makers to interpret and act effectively
within their specific functional contexts .

Monitoring should not create the illusion of total visibility, as blind spots and latent
interdependencies are inevitable. Therefore, more resilient monitoring practices include
meta-observability—monitoring, which monitors the monitoring system itself [66]. This
second-order feedback allows institutions to identify when monitoring is outdated or
insufficient with the evolution of the system 93].
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In summary, monitoring must evolve from a reactive instrument to a proactive, adaptive
observability tool. Toolchains must support distributed cognition and align across
functions. Service management strategies should include role-based perspectives over
multiple layers and ongoing validation of monitoring efficacy.

6.5.3 Compliance, Risk, and Audit Alignment

Compliance, risk management, and auditability are other factors to integrate into the
service management of complex financial 1T systems . The operational framework
of [TSM| must incorporate regulatory standards due to the structural and behavioral
features of large adaptive systems, including non-linear risk propagation .
Compliance and risk controls have to evolve endogenously in the system and dynamically
adapt, while still supporting governance mandates.

ITSM is the primary factor in which financial institutions operationalize regulatory
obligations such as those imposed by (GDPR , PSD2 , DORA , MiFID II ,
and Basel 111 . ITSM)| processes offer traceable paths to especially change management,
incident response, and problem tracking , , . These procedures serve as the
cornerstone for audit trails and risk accountability across federated architectures when
combined with TAM, Configuration Management Database (CMDB)s and their automatic

logging systems .

Risk can arise from the interplay of complex system components under various circum-
stances, rather than due to specific failure sites . Deterministic compliance models or
risk registers fall short in complex [I'T| systems. Therefore, institutions have increasingly
embedded risk-based [KPIs and resilience indicators into their ITTSM| dashboards. These
metrics include change failure rates, blast radius estimates, time-to-detect anomalies,
and cross-system dependency risks [96, [97].

Auditability has its own complexity-aware approaches. Central audit mechanisms lack
contextual relevance or real-time visibility. ITSM platforms have adopted continuous
compliance by integrating automated documentation and immutable logs. They are
also integrating version-controlled workflows and role-based policy enforcement @, .
Institutions may maintain audit preparedness without sacrificing operational agility due
to these capabilities, which also lower the overhead associated with human evidence
collecting.

Adaptive or automated compliance mechanisms also exist. They use technology such as
policy-as-code for managing policies using code and just-in-time access provisioning. One
more mechanism is automated exception handling. This allows localized rule enforcement
that is observable at the system level , . In multi-jurisdictional settings, where
regulatory requirements vary by location and need to align under a single governance
framework, these methods are especially crucial.

Diverse business sectors need cultural coordination in the organization, and so does
the financial sector. The shared awareness of risk across teams is as important as
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cross-functional alignment between compliance officers and service managers. Risk and
audit processes should be integrated into day-to-day operations. This is supported by
complexity science, which highlights the value of collaborative governance and distributed
sense-making in systems with decentralized knowledge and control .

The alignment of compliance, risk, and audit requirements with ITSM|requires complexity-
informed governance practices that embed regulatory logic into operational workflows
and support auditability through continuous, automated documentation. In the face of
systemic instability and change, this permits both adaptive resilience and legal compliance.

6.5.4 Qualitative Feedback and Stakeholder Perspectives

Organizations remain focusing on quantitative indicators, which prove insufficient for
evaluating service management effectiveness in complex systems, therefore qualitative
feedback becomes a critical input . Institutions can better understand system
behavior in context and adapt to changing needs by gathering stakeholder opinions
through participatory governance forums and structured feedback loops .

Complex systems are characterized by decentralized knowledge and distributed controls,
where no singular actor has complete knowledge of system performance or risk exposure
[105]. Therefore, it is necessary for various stakeholders, such as ['T| operations, business
units, customer service, compliance, and external partners, to have ongoing conversations
in order to co-create service quality and system resilience , .

Service review boards and stakeholder advisory councils are examples of business-facing
feedback loops. These business-facing feedback loops enable the integration of experiential
knowledge into ['TSM]| practices. Lived operational experience is a tool for reflective
learning on an iterative update base . An example that is essential for meaningful
service improvement is customer-facing teams, which may report on usability bottlenecks
or client dissatisfaction that are not captured in system logs or KPIs.

Furthermore, the identification of latent system vulnerabilities that have not yet caused
incidents but could, in certain circumstances, require qualitative insight. Due to their
frequent exposure to system touchpoints, frontline operations personnel and customer
support representatives are frequently the first to notice indications of performance drift
or usability issues . Complexity theory suggests these weak signals may precede
systemic stress and should inform adaptive planning mechanisms .

Service postmortems and retrospectives offer an opportunity to integrate qualitative
input. These forums assist in revealing hidden dependencies and process misalignments
that may go undetected by quantitative measurements when they are set up as open,
non-hierarchical debates . This form promotes knowledge exchange and reduces
repeated failures.

Regulatory expectations also often include “soft” criteria such as governance maturity
and evidence of proactive service management, which is ensured through qualitative
assessments. Incorporating compliance stakeholders into feedback procedures guarantees

63



Die approbierte gedruckte Originalversion dieser Diplomarbeit ist an der TU Wien Bibliothek verfligbar

The approved original version of this thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

6.6. Preliminary Reflections and Synthesis

that service modifications take into account changing audit expectations and regulatory
interpretations, in addition to technical or business requirements [112] .

Within complexity-oriented services, stakeholder perspectives provide decentralized and
valuable observations that collectively reveal the behavior of the broader system. It
takes procedural and cultural conditions, such as psychological safety and open lines
of communication, so that a criticism can be used as responds to improve the system
. It should be set up so that feedback is treated as a primary driver of service
adaptation instead of reactive commentary. This allows for alignment with the system’s
needs.

In conclusion, stakeholder interaction and qualitative input are essential elements of
I'TSM|. These elements enhance observability and enable adaptive governance, which
in turn support organizational learning. By institutionalizing cross-functional feedback
loops and stakeholder reviews, complexity can be managed by embracing it as a source
of operational insight and strategic flexibility.

6.6 Preliminary Reflections and Synthesis

6.6.1 Preliminary Reflections on RQs

The preceding literature analysis offers insights into how financial institutions are adapting
service management practices to accommodate the increase in system complexity. Several
patterns have been identified that inform the RQs of this thesis. These observations serve
as a conceptual link between the theoretical underpinnings and the impending expert
interview-based empirical investigation.

First, the complexity of financial I'T| systems is mainly shaped by the choice of success
metrics and their interpretation. Metrics used in non-complex systems are still widely
used, but increasingly being complemented by experience-level indicators, resilience
measures, and feedback-driven performance reviews . This change is consistent
with complexity theory’s focus on emergent outcomes and adaptive feedback loops.
However, in existing literature, a consensus is missing on measures to holistically assess
effectiveness in complex services, particularly when resilience and user experience trade-

offs are involved .

Second, foundational tools for managing complex systems use automation and observabil-
ity. Enablers are platforms that enable telemetry ingestion for anomaly detection and
real-time decision-making (e.g.,|AIOps, self-healing infrastructure) of adaptive service
delivery . Yet, limited insights are given into the organizational readiness factors
and governance adaptations required to scale these tools in regulated financial environ-
ments. Questions remain on how organizations integrate automated decision-making into
complex service architectures without introducing opaque or uncontrollable procedures,
as well as how they strike a balance between automation and auditability .
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Third, the adoption of strategies appears to be highly contextual. Some organizations
use hybrid models that maintain centralized control over compliance and process stan-
dardization, while others completely integrate |SRE or decentralized DevOps| principles
. In the literature, the recommendation is based on approaches that acknowledge
the complex, socio-technical nature of financial service ecosystems—adapting governance
models and tooling landscapes to system-specific constraints . However, little
actual empirical evidence comparing strategies across different organizations within the
financial sector is present.

Based on these observations, several hypotheses can be formulated for exploration in the
expert interviews:

e H1: In complex financial IT systems, the incorporation of continuous improvement
metrics (e.g., frequency of PIRs, learning velocity) and experience-based metrics
(e.g. XLAS, customer satisfaction), in addition to traditional technical metrics (e.g.
uptime, MTTRYJ), provides a more holistic measure of service performance than
relying solely on technical indicators.

o H2: Multi-layered monitoring (e.g. real-time telemetry, role-based dashboards,
event-driven alerts) proves more effective in capturing the full spectrum of service
performance. This leads to stakeholders evaluating these metrics more favorably
than static or siloed approaches in the service management of complex [I'T| environ-
ments in the financial sector.

o H3: In non-deterministic complex [T systems in the financial sector, where behavior
cannot be fully predicted or reproduced, adaptive monitoring and quality assurance
practices (e.g., dynamic SLOs, anomaly detection, resilience engineering) are more
successful in maintaining service quality and operational control than those relying
on deterministic models.

e H4: In the service management of complex financial I'T| systems, automation and
monitoring tools that embed security and compliance checks (e.g., “policy as code,’
automated compliance gates) significantly enhance release velocity and reduce risks.

i

o H5: Financial institutions that approach legacy-system modernization as a contin-
uous, feedback-driven strategy, rather than one-time transformations, achieve more
robust service management outcomes and reduce technical debt over the long-term
on highly complex [T systems.

These hypotheses reflect gaps and assumptions in the literature which require empirical
validation. The expert interviews will specifically investigate how practitioners opera-
tionalize complexity, how emergent behavior and uncertainty impact strategic choices,
and what trade-offs are made to strike a balance between agility, control, and compliance.
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6.6. Preliminary Reflections and Synthesis

6.6.2 Summary and Transition to Interviews

The chapter has delved into the management of financial IT| services within complex
and socio-technical environments. The investigation, which drew from a wide range of
scholarly and regulatory sources, showed that contemporary service management needs
to adopt flexible, complexity-aware tactics.

Important takeaways include the significance of distributed responsibility models, how
automation and observability facilitate responsive control, and the increasing necessity
to balance system adaptability and regulatory compliance. The chapter also highlights
the importance of stakeholder feedback loops and how knowledge-sharing frameworks are
used and integrated into systems.

Complexity reshapes fundamental assumptions, including those about reliability and
performance. Linear processes are increasingly being replaced by dynamic ones that
can accommodate emergent behaviors and feedback effects. While frameworks like I'TIL
remain relevant, they require adaptations in the form of flexible tooling which incorporate
cross-functional collaboration, and cultural alignment.

While conceptual models are manifold, the literature review identified several areas in
which empirical understanding remains limited. For instance, whereas automation is
generally seen as a crucial facilitator of resilience, its application in compliance-focused
settings is not well defined. Comparing hybrid sourcing models and decentralized respon-
sibility schemes across institutions and dealing with comparable complexity concerns.

The transition from theoretical analysis to qualitative inquiries will allow the following
expert interviews to validate or challenge the preliminary reflections outlined above. The
understanding and management of complexity in practice, the selection and institution-
alization of adaptive methods, and the operational evaluation of service resilience will
all be covered in these interviews. Ultimately, the empirical phase aims to uncover how
financial institutions translate complexity theory into actionable processes.
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CHAPTER

Interviews

7.1 Introduction

This chapter presents the results of six expert interviews conducted to explore service
management practices in complex [I'T systems within the financial sector. The goal of the
interviews was to gather first-hand insights into how complexity is managed in TTSM
operating in the financial sector. The interviews particularly focused on legacy systems,
regulatory demands, automation, metrics, and monitoring. A thematic analysis was
conducted to evaluate the statements, combining both deductive and inductive coding
techniques. The results are organized into eight overarching themes that surfaced from
the interviews and serve as empirical foundations for the research.

7.2 Interview Overview

7.2.1 Participant Profile

Seven individuals participated in six semi-structured interviews, which were conducted
over two rounds. The first round included an interview with two experts from the
same organization. This resulted in three interviews per round. All interviewees held
senior positions within the financial sector in Austria and possessed at least 5 years of
experience. Multiple domains were covered, including software engineering, I'T| operations,
risk management, regulatory compliance, and information security. The organizations
which participated in the interviews included major institutions in the banking, insurance,
capital market infrastructure, and payment services fields.

The interview partners are anonymized and referred to as Interviewees A to G. Table|7.1
provides an overview of their roles and the sectors they represent.

Due to better knowledge transfer, all interviews were conducted in German and took
place with participants based in Austria. Nonetheless, it is important to note that many
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7.2. Interview Overview

Table 7.1: Overview of Interview Participants

ID | Position Organization Type Round | Interview

A | Managing Director responsible | Insurance 1 A
for software engineering

B | Head of IT Projects & Services | Capital market infrastruc- 1 B
(Software Development) ture

C | Senior Risk Manager and I'T| Gov- | Capital market infrastruc- 1 B
ernance Lead ture

D | Head of IT Operations (formerly | Banking 1 C
Service Management,)

E | IT Systems Specialist in Digitiza- | Payment services 2 D
tion Projects

F | Head of Outsourced Product De- | Financial software develop- 2 E
velopment and Technical Vendor | ment
Management

G | |Chief Information Security Offi4 | Insurance and banking 2 F
cer (CISO)

of the represented companies operate internationally. The insights of the interviews
were later translated into English to maintain the form of this thesis. The participants’
backgrounds span over various areas within the financial industry. This shall ensure a
broader view of practices across the sector, with a diverse view and a representative set
of perspectives. No autodidactic or unstructured interviews were conducted. In addition,
the interviewer’s professional expertise in I'T| governance and service management in the
financial sector contributed to a context-aware yet neutral moderation.

7.2.2 Interview Procedure

Every interview used a semi-structured framework based on an interview guide. The
duration of the interviews ranged from approximately 45 minutes to one hour. Four the-
matic sections guided the interview: (1) introduction and context setting, (2) complexity
in I'T| systems, (3) hypotheses and topic-specific questions, which were further split up
into the individual hypotheses, and (4) reflective and exploratory closing.

The interviews were conducted in two rounds. The first round aimed to examine
the general framework and procedures of service management in complex financial I'T
systems. The guide was applied uniformly across three interviews, which allowed for
initial comparisons and the identification of emergent themes.

Based on the first-round findings, the guide for the second round was refined. The
structure stayed the same, but the questions became more focused and partly more
quantitative in nature. The second round aimed to clarify open questions, explore missing
or ambiguous information, and examining new topics raised by earlier participants (e.g.,
RegTech| or change management).
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7.2. Interview Overview

Two interviews were conducted remotely via video conferencing, while the remaining
four took place in person at the participants’ offices. Prior to the interviews, each
participant provided their written informed consent that included explicit agreement for
audio recording. In every instance, a signed statement of consent was acquired.

After each interview, the audio recording was stored and transcribed. Later, it was
imported into MAXQDA for qualitative data analysis. To guarantee correctness and
prepare the transcriptions for structured coding and interpretation, the automated
transcription was manually proofread with quality control.

7.2.3 Method of Analysis
Analytical Framework

The interview data were analyzed using thematic analysis, following the approach defined
by Braun and Clarke . This method is suitable for identifying, organizing, and
interpreting themes across qualitative datasets. As the research implements experimental
and theoretical elements, it led to the adoption of a hybrid strategy that blends deductive
and inductive coding techniques .

Deductive codes were derived from the interview guide and the predefined research
hypotheses, while inductive codes emerged directly from the interviewees’ responses. This
dual strategy is structured and enables a comparison along the key thematic dimensions
(e.g., metrics, monitoring practices) and the exploration of recent insights (e.g., references
to emergent behavior).

The analysis was conducted manually, aiming to capture the frequency and perceived
relevance of themes. The relevance of themes was determined by the frequency of concepts
mentioned and the emphasis placed on them by participants. This process established a
focused analysis through triangulation of theoretical assumptions, interviewee experience,
and practical relevance.

Coding Process

Following the transcription, all interview data were imported into MAXQDA for qualita-
tive analysis. An initial codebook was developed using a combined deductive—inductive
approach: top-level codes were derived from the interview guide (e.g., “monitoring,’
“automation,” “legacy systems”), while additional codes emerged iteratively from the
data during open coding (e.g., “time to market,” “predictive maintenance”).

9

The coding process followed two cycles; first, descriptive and conceptual codes were
applied to individual meaning units across transcripts. Second, thematically related codes
were clustered into higher-order categories through focused coding. Where applicable,
axial relationships (e.g., between causes, conditions, and consequences) were identified to
uncover deeper structural patterns, although the overall analytical approach remained
thematic rather than grounded-theoretical.
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7.3. Emerging Themes

Following the formation of thematic clusters, each individual statement was compared
across participants to identify recurring patterns, contradictions, and sector-specific
nuances. A total of 79 key statements, each characterized by either high frequency or
high perceived relevance, were found and assigned unique identifiers (e.g., K11, K23).
These are referenced throughout the findings to ensure traceability between empirical
data and thematic interpretation.

The coding and analysis process was informed by established methodological guidance
for thematic analysis from Braun and Clarke and Nowell et al. [88]. This should
emphasize particular attention to transparency and replicability, as well as alignment
between data, codes, and analytical conclusions. A complete list of the coded key
statements is provided in Appendix 9.

7.3 Emerging Themes

7.3.1 Theme 1: Structural and Socio-Technical Complexity

The first theme identified from the qualitative data underscores the inherent structural
and socio-technical complexity found in financial I'T] services. Participants referred to
a landscape shaped by technological heterogeneity (K1, K64) characterized by the co-
existence of different systems, such as a core software product, legacy stacks, SAP, and
DevOps. This hinders the development of a standardized approach and amplifies unin-
tended side effects. The technical challenge is further amplified by organizational factors,
which can create disconnects and fragmentation, ultimately leading to role ambiguity (K2,
K18). For example, overlapping responsibilities and decentralized structure complicate
coordination and decision-making.

Legacy systems were described not simply as central and technologically outdated
systems, but also as embedded structures with cultural, operational, and economic inertia
(K11, K26, K41). Attempts to modernize such systems, through different strategies,
such as modularization (K73), parallel systems (K72), microservices (K8), or selective
transformation, frequently collided with conflicting internal and external stakeholder
agendas (K12, K45). Simultaneously, their continued use is justified by their stability,
compatibility requirements, and embedded knowledge.

Partner ecosystems, from third-party contributors, further increase complexity. The
presence of multiple vendors, third-party providers, and shared governance structures
— both within and across institutional boundaries (K16, K31, K45) — introduces
coordination challenges that extend beyond technical barriers that require management
of political and contractual domains. Often, system architectures are shaped as much by
the technology itself as by organizational dynamics. Literature refers to this phenomenon
as socio-technical systems, which are a hallmark for organizations (K46, K62).

The influence of technological trends and strategic tensions is also highlighted by some
interviewees (K27). These include the cyclical shift in infrastructure towards cloud and
on-premises solutions, the trade-offs between explainable decisions and fast automated
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7.3. Emerging Themes

decisions by |Al, and the impact of standardization initiatives by holding companies. This
evolving relationship between local autonomy and central governance (K63) suggests that
complexity is not static, but is dynamically reconfigured by institutional and strategic
decisions.

In summary, socio-technical complexity in financial I'T] systems and its structures is
the result of scale or technical sprawl. Nonetheless, it emerges from the entanglement
of different technological and organizational drivers, such as cultural, regulatory, busi-
ness, and operational complexities. Legacy constraints, institutional roles, stakeholder
heterogeneity, and strategic tensions are examples of these drivers. These dynamics
pose the foundational challenges for effective service management and require adaptive,
context-aware mechanisms which transcend traditional 1T control models.

7.3.2 Theme 2: Monitoring Practices and Observability Limitations

The second theme centers on the practices and limitations of monitoring in complex
financial IT systems. Across the interviews, gaps in systemic visibility and fragmented
monitoring infrastructures emerged as recurring concerns. The results produced by
monitoring solutions often result in isolated views or “island monitoring”, even though
most organizations monitor at least the application and infrastructure layers (K4, K6).
This leads to a lack of integrated observability across service boundaries.

Multiple institutions have adopted multi-layered monitoring dashboards and logging
architectures with configurable depth and also designated them as this (K21, K67, K68).
This allows for dynamic adjustments in log granularity and visualization of transaction
paths, as well as adaptive strategies depending on different factors of the system or
its environment (K36). However, interviewees emphasized that these tools are mostly
monitoring a technical scope and often fail to deliver an impact analysis across domains
or a user-centric view (K37, K48). While most institutions use customer-based metrics,
they struggle to convert these metrics into meaningful measures to improve the service
experience, especially when the relationships are B2B (K5, K35).

Another issue is the reliance on availability and incident-based KPIs (K65) as primary
indicators of system health. While these metrics are clear, they can mask emergent
or degraded service states—especially when the availability remains high, as the [KPIs
indicate, but the user experience suffers due to other service issues. One respondent
described this as “the illusion of precision”, which was also salient in post-incident analyzes
(K66), where root causes were sometimes constructed more to reassure management than
to reflect technical reality.

Some organizations made selective progress on adaptive monitoring of services and
anomaly detection (K22), especially on security services and/or performance-focused
contexts (e.g., SOC| Radar, latency dashboards). These approaches are often only
domain-specific, particularly when looking at security, and rarely feed into an overarching
complexity-aware monitoring model. The trade-offs between data retention and data
volumes have been mentioned in this context as well.
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7.3. Emerging Themes

Overall, the analysis suggests that monitoring is mostly reactive and often siloed due to
lack of sufficient contextualization. There is a desire for an environment where predictive
analytics are provided in the context of predictive maintenance over historic patterns
(K54). However, this maturity is currently not feasible, and it remains unclear if this state
can ever be achieved. While isolated innovations are present, a lack of true end-to-end
observability, user-centerd impact metrics, and adaptive systems, represents a significant
blind spot in the current service management of complex [T environments.

7.3.3 Theme 3: Automation — Opportunities, Risks, and Control
Challenges

The third theme focuses on the dual nature of automation in the service management
of complex [I'T] systems. On the one hand, automation can increase efficiency and
reproducibility or standardize processes, while on the other hand, participants pointed
out that unintended side effects and operational limits with contextual fragility exist.

It was described that mature automation practices exist in areas such as deployment
pipelines, testing, security and infrastructure provisioning (K23, K53), often implemented
through internal [DevOps| platforms, SOAR) solutions or |AIOps. Although these initiatives
promote speed and consistency, they also necessitate a large investment in dependency
mapping and architecture-aware design. Several experts emphasized that it often relies
on an accurate service dependency model to be effective (K53, K54).

Concurrently, respondents noted multiple constraints and risks. Automation may lead
to more rigid workflows that fail to handle exceptions (K7) or produce harmful effects
when over-applied without fallback mechanisms (K24). Rather than reducing complexity,
automation often shifts it to another part of the system. “More code, more expense, more
maintenance, more risks” was one quote mentioned during an interview. A cost-benefit
curve can help determine how much automation is beneficial for the current system
(K55).

Additional concerns arise in high-stakes or regulated environments, where it was noted that
human oversight remains necessary (K25). Some organizations enforce manual checkpoints
(e.g., four-eyes principles) to preserve situational control (K24). False-positives in rule-
based systems also can pose challenges (K69), by potentially overwhelming incident
handlers or triggering erroneous interventions. Although AlI-based optimization (K76)
and adaptive automation (K14) were mentioned as promising mitigation strategies, they
remain limited in scope and maturity.

Interestingly, one participant reported minimal or cautious automation adoption (K39,
K40), particularly in contexts where institutional risk aversion, legacy constraints, or
regulatory uncertainty dominate. While automation tools exist, their usage is often
fragmentary or informal. This could also be due to cost considerations in the context
of automation tools, such as relying on robocalls instead of integrated alerting systems
(K40).
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7.3. Emerging Themes

In addition, automation involving |Al or machine learning components (K13, K43) raises
further issues around transparency and explainability. In complex service contexts, the
possibility of losing situational awareness provides a challenge to greater integration and
trust.

Altogether, this part illustrates that while automation is a valuable enabler, its deploy-
ment is neither trivial nor risk-free. While all interviewees view automation and [All as a
technological trend and opportunity for the future, the maturity for more autonomous
systems than those described has not been reached yet. Effective automation in complex
IT systems requires robust infrastructure and clear policies, while maintaining an under-
standing of its limits, side effects, and the contexts in which human judgment remains
indispensable.

7.3.4 Theme 4: Legacy Systems and Modernization Strategies

The fourth cluster addresses the complex and persistent role of legacy systems in financial
I'T| infrastructures. They are no longer seen as mere technological artifacts of the
past; legacy systems were described as deeply embedded components of organizational
knowledge, operational stability and business continuity. In many cases, they continue to
support core business processes.

Respondents repeatedly challenged simplistic definitions of legacy. Many interviewees
emphasized that these systems are not inherently obsolete but are evaluated in terms of
functional adequacy and contextual relevance (K11, K26, K71). Despite their technical
debt, their perceived value is often indispensable; legacy systems exhibit strong stability
and performance, particularly in mission-critical environments. Thus, institutional
memory, risk aversion, and the cost-benefit analysis of replacement vs. retention are all
factors in the legacy discourse.

Nevertheless, modernization remains a recurring objective of complex systems, driven
by dependencies across vendors and architectures, as well as maintenance challenges
and integration difficulties. Participants described their modernization approaches
and strategies for their legacy systems ranging from incremental modularization (K73)
and controlled parallelization (K57, K72) to compatibility-driven interface redesigns
(K41). The understanding that “big bang” migrations are rarely possible, but sometimes
inevitable in highly regulated and networked environments, is reflected in these methods.

Conflicting stakeholder interest are further complicating strategic decision-making re-
garding modernization. The interplay between internal actors (e.g. operations, risk,
development), external service providers and product vendors (K12) often arise tensions,
particularly when legacy systems represent a revenue stream or risk exposure. In this
situation, legacy modernization becomes a political and economic negotiation, in addition
to a technical one. Nevertheless, the DevOps approach is at least one promising way to
ease the conflicting tensions between developers and operations (K3, K49).

Moreover, several specialists noted that legacy architectures have evolved over time, giving
rise to hybrid systems that combine modular or API-based frontends with monolithic
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7.3. Emerging Themes

cores (K73). This “dual-mode I'T” allows for some degree of agility while preserving core
stability—a compromise shaped by continuous organizational learning.

In summary, legacy systems extend beyond remnants of outdated technology but are active
components of complex socio-technical systems. Their role is best understood through
a lens of strategic value, path dependency, and pragmatic modernization. Successful
transformation requires nuanced, context-aware strategies that balance risk, cost, and
architectural evolution while maintaining a holistic view of the overall system.

7.3.5 Theme 5: Performance Metrics and Experience Blind Spots

This thematic cluster highlights the tension between metric-based governance and expe-
riential service realities in complex [I'T| systems. Across interviews, metrics were found
to be essential steering instruments, but the actual implementation of them was often
criticized for misalignment with lived service quality.

A core insight is the disconnect between user-centric performance and technical KPIs
(K35, K48). As an example, an availability metric may report “green” service states, even
though the user experiences delays, inconsistencies, or degraded functions. False-positive
indicators were noted by multiple participants and seen as a key challenge for meaningful
evaluating services.

Furthermore, simplicity and aggregability are managerial demands which can lead to the
oversimplification of complex service behaviors. These metrics are depicted in dashboards,
traffic-light systems, or single-value indicators (K9), which can obscure important details.
The nuanced system states are lost during translation and misinterpretation, increasing
pressure on operational teams.

To mitigate this, the organizations are resorting to experience-based or qualitative
feedback loops (K19, K33). These can come in different forms — supplier evaluations,
retrospectives, consultations, and workshop-based satisfaction scoring. Despite providing
greater context, these techniques are generally non-standardized and more difficult to
institutionalize.

Several participants noted that they have made efforts to close the gap between evaluations
and efforts, via trend-based and role-specific KPI monitoring (K52), as well as conducting
structured lessons learned sessions after major incidents (K51, K66). These practices serve
as a corrective measure to abstract metrics by reintroducing non-technical metrics in the
form of narratives, causalities, and socio-technical interpretations into the performance
evaluation.

Importantly, these insights suggest that mere quantitative metrics are insufficient to
fully illustrate service health. Metrics provide orientation and are often good indicators,
but have to be complemented by contextualized and triangulated sources, methods or
perspectives. Nonetheless, the expertise of contributors should challenge metrics with

iterative feedback and stakeholder engagement; otherwise, the risk of blind spots exists.
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7.3.6 Theme 6: Governance Models and Change Management

This theme centers on the institutionalization of formal control systems in [I'T] service
environments through clearly defined governance frameworks and change management
practices. The interviews revealed a clear reliance on formalized frameworks for TTSM.
ITIL, CABS, KPI| hierarchies, and service maturity models are examples of tools used to
standardize decision-making and ensure process stability (K17, K32, K42, K58, K59).

Participants characterized governance models as an essential support structure for disci-
plining operations, enforcing accountability, and managing risks in highly regulated and
distributed environments. Good examples are change processes, which are structured
via tiered approval workflows and impact-based classification. All of this is aimed at
mitigating service disruptions and maintaining auditability (K42, K58).

Conversely, these structures also reveal frictions. Process overhead and documentation
requirements are a burden for workers, particularly those involved in time-sensitive or
agile development contexts (K29). Cultural inertia and communication barriers were
stated as additional factors for impediments to effective implementation, leading to delays,
ambiguity, or misaligned expectations across teams (K28, K30, K61).

Global standardization efforts, whether from standardization institutions or holding
structures, were seen as a double-edged sword (K63, K74). Despite their promises of
efficiency and coherence, globalization frequently leads to longer lead times for even
small system modifications and a loss of local autonomy. Lastly, they also increase the
coordination load, with higher documentation costs and more complex accountability
structures.

Respondents also described tooling strategies and modifiability trade-offs (K60), where
governance is embedded into service platforms like ServiceNow. Similar patterns appear
with frameworks, where dependencies on frameworks such as ISO/TEC 20000 bring similar
effects. These implementations facilitate standardization, but also bring new complexity
drivers, especially if over-customized or insufficiently aligned with actual practices.

Governance was described as a cultural construct of the institutions rather than just a
formal structure. Effective change management was enabled by a successful integration
of leadership commitment, with good communication strategies that provide a gradual
cultural adaptation. This can be reinforced by training, gamification and true value-based
messaging to all stakeholders (K12, K59, K61).

This theme highlights the ongoing interplay between flexibility and formal control. While
governance frameworks and specific tools provide essential structure, they must be
adapted in implementation to a degree that allows them to be culturally internalized in
order to remain effective.

7.3.7 Theme 7: Regulatory Demands and Compliance Automation

This theme addresses the growing influence of regulatory mandates on the design, ex-
ecution, and evolution of service management in the financial I'T| domain. Regulatory
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frameworks are versatile and expanding with GDPR) IDORA| Solvency II, MiFID II, and
Payment Card Industry Data Security Standard (PCI DSS)|all mentioned throughout the
interviews. These regulations are not only compliance obligations but also strategic deter-
minants of service architecture, procedural priorities, and risk management philosophies
(K17, K47, K50).

Interviewees consistently described regulatory complexity as a structural force that both
shapes and constrains operational flexibility. Release schedules, system design decisions,
and documentation procedures were observed to be dictated by compliance requirements.
Entire governance models were framed around auditability, often to the detriment of
agility or innovation (K75).

One trend observed was the delegation of compliance responsibilities to third parties
(K38), particularly in outsourced service environments or cloud-based systems. This can
reduce internal workload but also introduce new dependencies and additional complexities.
External certifications, such as ISO/IEC 27001 or System and Organization Controls
2 (SOC2)|reports, are required, as well as a general trust in partners and their audits,
often without granular visibility or automated control mechanisms.

Reg'Tech and compliance automation are measures used to respond to these challenges
(K10, K56, K70). Participants mentioned automated policy checks and structured
incident escalation based on regulatory thresholds. Artifact mappings were also described,
where artifacts produced by the system are mapped directly to regulatory requirements.
However, completely automated regulatory compliance is not feasible, since technical
support is limited to procedural initiation or evidence collection, with legal interpretation
and strategic responses still relying on human oversight.

The tension between automation and explainability is further complicates this effort (K10,
K79). As systems become more autonomous, especially when Al is involved and the trend
is going in this direction, organizations face difficulties justifying algorithmic outcomes
to auditors or regulators. This leads to a dilemma in which automation can speed up the
supply of compliance but may compromise interpretability and transparency.

Actual system hardening or operational resilience is often neglected due to significant
effort in fulfilling compliance documentation requirements. Similar to the “illusion of
precision” dilemma in service metrics, the resource allocation dilemma of hardening the
system and documenting completed work reflects this tension. Addressing this challenge
will require more integrated and context-aware compliance mechanisms in the future.

Overall, this theme illustrates that regulation provides structure and cannot only be seen
as a complexity driver or constraint for organizations. Often, regulations depict that
great work has been done and that the systems are compliant with a particular standard,
provided documentation overhead remains manageable. Navigating this needs technical
automation and institutional alignment, as well as a design for auditable systems.
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7.3.8 Theme 8: Adaptive Steering and Predictive Capabilities

The final theme captures a future-oriented dimension of service management in complex
IT| systems. As complexity rises, interviewees highlighted the growing importance of
dynamic steering mechanisms beyond static planning.

Unpredictability was a recurring pattern and a fundamental condition in complex systems
(K15). Service management with predefined responses is increasingly outpaced by
emergent issues. As a result, organizations are shifting from rigid planning to situational
response models. This shift is reinforced by PIR] routines, which revise processes with
lessons learned and causal probability mappings (K20, K66).

High maturity organizations are attempting to address volatility through predictive
maintenance and resource forecasting based on historical usage patterns (K54). While
this is a promising approach in theory, they are often constrained to a small, isolated
part of a system. Data limitations, architectural fragmentation, and the challenge of
generalizing predictive models to non-deterministic systems remain significant obstacles
(K78).

Asset management was also mentioned as an underestimated factor. Asset management,
encompassing all tangible and intangible assets, especially within [STAM| environments, is
essential for adaptive management yet often lacking in quality and completeness. Efforts
like predictive maintenance and adaptive service management remain disjointed and
prone to errors without trustworthy asset data (K77).

Flexible resource allocation and emergency capacity planning are needed for strategic
adaptability. These measures support unplanned work or enable adjustable project
portfolios (K44). Resource pooling or bench management is a tactic to allocate the right
amount of resources when needed. These mechanisms reduce project derailments in
highly dynamic vendor ecosystems.

Another key component is to integrate service management into different frameworks, such
as security and risk (K79). A holistic system overview combines operational, compliance,
and risk indicators into coherent dashboards. Nonetheless, this task remains under
development in most cases.

Finally, this cluster includes reflections on strategic alignment between [I'T| operations
and business goals (K34, K49). The trade-offs between multiple actors, such as speed,
quality, and risk, must be constantly recalibrated under changing conditions. To adapt
to system states, the priorities must be evaluated.

In summary, this topic demonstrates that strategic adaptation in complex IT]systems
involves planning for unpredictability more than predictions. Modular governance
structures, reflexive learning cultures, and the ability to synthesize fragmented signals
into coherent decisions are strategies for enhancing adaptive capabilities.
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CHAPTER

Discussion

8.1 Introduction

This chapter discusses the empirical findings from the expert interviews in relation to
the previously defined RQs, hypotheses, and the theoretical background presented in
Chapters 4 to 7. The structure follows the core RQ5s, and within each section, the relevant
hypotheses (H1-H5) are critically assessed, along with their comparison to the literature
and the overall implications.

8.2 RQ1: How do businesses in the financial sector
measure the success of service management practices
in complex IT systems, and what metrics or indicators
are used?

Related Hypothesis

H1: In complex financial I'T| systems, the incorporation of continuous improvement
metrics (e.g., frequency of PIRs, learning velocity) and experience-based metrics (e.g.
XLAS, customer satisfaction), in addition to traditional technical metrics (e.g. uptime,
MTTR), provides a more holistic measure of service performance than relying solely on
technical indicators.

Summary of Interview Findings

The results reveal that organizations in the financial sector are understanding service
performance increasingly differentiated. Traditional metrics, such as indicators of uptime,
availability, MTTR) response time, etc. (K65, K48) remain important as a reporting
structure. However, in cases where aggregated values distort the results, these metrics
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8.2. RQ1: How do businesses in the financial sector measure the success of service management
practices in complex IT systems, and what metrics or indicators are used?

reach their limits (K9, K35). Therefore, relying solely on technical metrics fails to
accurately reflect user experience.

Instead, qualitative and experiential metrics are integrated by the respondents. Some
examples for subjective evaluations are supplier feedback, retrospectives, user interviews,
or lessons learned cycles. These provide the service quality view from a user’s perspective
(K19, K33, K66). Furthermore, continuous improvement metrics and a culture which
strives for this are evident to help improve service metrics. Measures to help improve
service metrics could include PIRs or operational handover practices (K51).

Next, there are accountabilities at the process level; each process should have an account-
able person and a meaningful metric, otherwise the process is obsolete. Therefore, KPI
ownership can optimize this setting; the owner is better able to detect trends, identify
outliers, and improve this process continuously. Nonetheless, the metric landscape of-
ten remains incomplete (K4), which impedes systematic evaluation of side effects and
emergent behavior (K35, K37).

The approach to managing this demand is to combine technical indicators with experiential
indicators. |[RCA| incident classification, and process metrics such as time-to-resolution
showcase this combined approach (K48, K65). In some cases, predictive maintenance
techniques and historical pattern analysis are applied, although typically in isolated
system segments (K54, K78).

Comparison with Literature

Recent literature predominantly questions traditional service metrics. Although these
metrics remain central to established frameworks like ITIL| and (COBIT ﬂ§|, , their
ability to truly reflect operational reality in complex IT| systems is limited. This critique
is consistent with the interviews, where quantitative metrics can obscure disruptions and
degrade the accuracy of user experience assessments , .

An underlying problem is the mismatch between static, aggregated indicators and the
dynamic, emergent nature of complex systems. Scholars such as Mitchell and Toroczkai
, Lindgren , and Tranquillo argue that non-linear feedback, dependencies,
and the systemic uncertainty shape service outcomes. The respondents’ suspicion of
over-aggregation and indicator abstraction reflects the possibility that isolated [KPIs may
miss cross-domain effects or hidden weaknesses (K9, K35).

The literature highlights the relevance of experience-based metrics to complement technical
indicators. Often formalized as XLAS, these metrics have gained traction in the academic
and professional discourse , . Interviewees reported a growing role for these
qualitative feedback metrics, though they are often applied informally. The scope of

XLAS is seen as limited, particularly since the actual consequences are not always clear.

The rationale aligns with the service-dominant logic [113], in which the perceived value
and co-created outcome are effective measures to evaluate service effectiveness.
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Further agreement across sources is found in continuous improvement . Multiple
patterns were found that prove that embedded learning with feedback loops (K51)
contributes to metric development, but also improves the overall maturity of processes.

While the literature on governance often states role clarity , it rarely addresses
the impact of individual KPI| ownership. Participants have mentioned this as a decisive
element in improving metrics and interpreting trends (K52). Therefore, a conceptual gap
between formal governance models and real-world service oversight could be observed.

Structural limitations of service metrics were also noted in both domains. Alt, Beck, and
Smits [3] and Puschmann discuss architectural fragmentation and legacy constraints
in many financial I'T| systems. Interviews confirmed that metric systems complicate
the detection of emergent behavior (K4, K37). In particular, siloed measurements lack
systemic visibility .

The literature reflects broader findings, cautioning against overestimating the maturity of
predictive systems in heterogeneous, loosely coupled I'T| environments. Despite extensive
promotion of predictive and adaptive monitoring , there is still limited practical
application of these techniques. Persistent challenges in architectural mapping and data
integration (K67) confirm this, specifically in systems that use predictive maintenance
and anomaly detection (K54, K78).

Interpretation and Hypothesis Evaluation

H1 is strongly supported by these findings. Technical indicators alone are insufficient for
evaluating service performance in complex environments accurately. A shift occurred,
integrating multidimensional metrics from socio-technical and experiential evidence. Post
mortems and qualitative feedback emerge as essential practices of continuous improvement
(K19, K51, K66), validating the hypothesis.

Implications

The evaluation of service performance in complex IT| systems for the financial sector
demands a multidimensional measurement logic, which reflect both operational behavior
and user experience. To achieve this, organizations should integrate feedback loops and
continuous improvement routines in their measurements. Moreover, assigning ownership
to KPIs enhances metric interpretability and drives adaptive responses. More accurate
evaluations of service quality in dynamic situations are made possible by a metric
landscape that is cohesive and well-managed.
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8.3 RQ2: How do stakeholders in financial institutions
evaluate the effectiveness of service management
metrics in complex IT environments?

Related Hypotheses

H2: Multi-layered monitoring (e.g. real-time telemetry, role-based dashboards, event-
driven alerts) proves as more effective in capturing the full spectrum of service performance.
This leads to stakeholders evaluating these metrics more favorably than static or siloed
approaches in the service management of complex I'T| environments in the financial sector.

Summary of Interview Findings

Stakeholders in the financial sector assess service management metrics based on their
ability to represent the operational reality of their complex systems. A preference
towards multi-layered monitoring, along with strategies to adapt monitoring practices to
environmental conditions, has been identified. This is established through role-specific
dashboards based on individual specifications and real-time telemetry. Together with
alert-driven logic, these approaches provide greater transparency and more effective
controls in the dynamic service landscape (K21, K22, K36).

The central benefit of multi-layered monitoring is its ability to integrate data from
different sources and consolidate it in one place. This allows to detect irregularities as
soon as data is updated (K21, K36, K67). Several interviewees described their setups
as more responsive and reliable when using this approach. This also allowed for faster
incident detection and escalation paths, especially in high-frequency chains of system
components (K36).

Key challenges that still exist are fragmented toolsets, which create gaps in system-wide
visibility (K6, K4, K37). The limiting factors are monitoring systems that depict isolated
metrics without sufficient contextual aggregation across services and their boundaries;
this limits their usefulness (K4, K35, K37).

Organizations with high log maturity adopt adaptive monitoring strategies, in which log
depth can be dynamically adjusted based on the environment (K68). Stakeholders can
analyze pertinent patterns more freely in these setups without being overburdened by
noise or overhead. These practices are seen as superior to fixed monitoring templates
and are viewed favorably, especially when services are aligned with business processes
(K22, K68).

Moreover, to track emerging deviations and support informed decision-making, stakehold-
ers implemented [KPI ownership with additional cross-functional visibility (K52, K67).
Interviewees did, however, highlight the difficulty in evaluating aggregated indicators,
which can obscure localized problems and create the false impression of control (K9, K35,
K66).
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Comparison with Literature

Mittal, Diallo, and Tolk and Tranquillo recognized that volatile environments
require metrics that are interpretable and context-aware within the ecosystem. In addition,
these metrics should be integrated into the operational workflows. This finding has also
been found in the interviews, which indicated that metrics should be responsive to system
dynamics, frequently shifting from conventional performance reporting.

A key area of alignment is the findings on multi-layered monitoring. Modern monitoring
architectures combine data across multiple layers, often visualized through role-specific
dashboards , . This also reflects the reported interviews, where cross-layer visibility
was deemed necessary (K21, K36, K67).

Building on this, notions that define observability not simply as availability, but as the
ability to expose internal states in an understandable way have emerged 21]. The
operationalization of this idea is shown in the adaptive monitoring techniques identified
in the interviews, such as contextual escalation or variable log depth (K68). SRE models,
which advocate for observability as a governance tool to manage uncertainty, are consistent
with these methods .

Yet this monitoring approach has constraints; the data highlighted gaps in systemic
traceability caused by missing context within monitoring tools (K4, K6, K37). This
is also documented in the literature on legacy architectures and additional vendor-
induced complexity , . Without consistent architectural mapping, even well-designed
indicators lose their evidential value.

A concern in the literature and the interviews is the loss of granularity through aggregation.
While aggregated metrics can offer summaries and show emerging behavior, they can
also conceal localized failures (K9, K35, K66). Mitchell and Toroczkai and Liu
and Barabasi also stress that simplified indicators obscure the volatile nature of
interconnected systems. Therefore, the interpretive alignment of a metric with the
stakeholder’s context is more important than its quantitative accuracy.

Accountability in metric interpretation is not only a governance measure, but a way
to enable responsive trend detection and corrective action (K52, K67). This finding
complements research, which states that indicators gain significance when they are
operationally anchored and interpreted locally .

The effectiveness of metrics improves when they are aligned with business processes.

Interviewees described this in terms of adaptive monitoring designs that respond to the
criticality and context of services (K22, K68). This is echoed by literature emphasizing
that static metrics across heterogeneous services limit strategic oversight .

Finally, the signal-to-noise challenge in log-data is a shared concern, as high volumes can
overwhelm human interpretation unless pre-filtered. Selective log activation and dynamic
scoping are responses to this oversaturation (K68); these approaches mirror discussions
on metric fatigue and observability debt , .
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Interpretation and Hypothesis Evaluation

H2 is supported by these findings. The empirical evidence consistently reports multi-
layered monitoring and contextualization to be more effective in complex service environ-
ments. By offering a granular and responsive approach configurable for individual roles,
such systems allow stakeholders to make more informed and actionable decisions. The
need for dynamic, role-oriented settings is further supported by the drawbacks of isolated
and static monitoring, which frequently produce blind spots or aggregated distortions.

Implications

Effective service evaluation in financial institutions with complex [I'T| environments
requires monitoring systems that are context-sensitive, role-specific, and, when necessary,
dynamically adjustable. The most beneficial are multi-layered systems that align with
business processes and operational workflows. Static or siloed monitoring, by contrast,
obscures critical deviations. Therefore, to provide real-time evaluation and well-informed
intervention across service borders, organizations should prioritize integrated monitoring
systems with adaptive depth and clear KPI ownership.

8.4 RQ3: What role do automation and monitoring tools
play in managing service delivery in complex IT
systems, and to what extent are their benefits and
limitations observed?

Related Hypotheses

H3: In non-deterministic complex IT| systems in the financial sector, where behavior
cannot be fully predicted or reproduced, adaptive monitoring and quality assurance
practices (e.g., dynamic SLOs, anomaly detection, resilience engineering) are more
successful in maintaining service quality and operational control than those relying on
deterministic models. H4: In the service management of complex financial IT| systems,
automation and monitoring tools that embed security and compliance checks (e.g., ‘policy
as code,” automated compliance gates) significantly enhance release velocity and reduce
risks.

Summary of Interview Findings

The interviews showed that automation and monitoring tools are central enablers of
service delivery in complex financial I'T] systems. Their effectiveness depends on the
integration and adaptability of the implemented solutions.

Regarding adaptive monitoring and quality assurance, stakeholders noted that traditional
metrics fall short in dynamic environments (K15, K35, K37). Instead, new solutions
emerged, which provide anomaly detection and service behavior analysis, such as|User and
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Entity behavior Analytics (UEBA) (K22, K36, K67). This provides better control over
unpredictable behaviors, particularly in critical systems. Further, adaptive monitoring
supports faster fault isolation and escalation, allowing service teams to respond to
emergent phenomena (K36, K68).

The limits of deterministic models universally acknowledged by the respondents. It is
impossible to plan for all failure modes in interconnected systems (K15, K62). Therefore,
resilience engineering practices and layered telemetry should be practiced (K21, K22,
K44).

In terms of automation, several patterns emerged regarding the impact of service quality
and speed. In the development phase, stakeholders reported a fast deployment velocity
and higher confidence in operational integrity. To accomplish this, automation pipelines
were implemented, including embedded security and compliance checkpoints with digital
sign-off procedures (K23, K70, K56). This benefit was especially prevalent in regulated
environments, where audit trails are necessary (K10, K17, K23).

However, the limitations of full automation were also recorded. The importance of
fallback mechanisms has been stressed, as well as manual overrides or four-eyes principles,
especially for high-risk operations (K24). Furthermore, false-positive alerts and uncon-
trolled automation behaviors introduce new risks. This leads to a need for architectural
maturity and monitoring clarity that supports automation (K53, K69).

Overall, the benefits of automation and monitoring stem from co-evolution, where tooling
is integrated into a layer of governance and observability. The combination of policy-aware
deployment, adaptive alerting, and service-aware architecture maps (K21, K22, K53,
K79) reflects the direction of more mature organizations.

Comparison with Literature

In both academic discourse and empirical findings, automation and monitoring have
shifted from isolated features to core processes [71, [111]. Rather than being technical
implementations alone, they evolved into socio-technical infrastructures.

Monitoring has shifted from static reports to dynamic capabilities, embedded in system
architectures. Participants showed that organizations are adopting behavior-based
detection and adaptive telemetry (K22, K36, K67), reflecting literature that emphasizes
observability as essential . Deterministic monitoring has more limitations; for
example, when defining thresholds (K15, K35, K68), this reinforces calls for adaptive
monitoring , . Monitoring is also described as a detective measure for increased
responsiveness, rather than a tool for certainty 81].

The role of automation remains ambivalent, although widely endorsed. On the one hand,
automation enables velocity and assurance (K23, K70), but on the other hand, new risks
emerge from insufficient oversight (K24, K69). This is also found in literature, where
automation can introduce new complexity if not grounded in traceability and governance

3. 6)-
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Crucially, automation’s effectiveness depends on clear dependencies and boundaries
. This is substantiated by findings that describe an accompanying process which
provides control and oversight over automation (K24, K56, K70). However, some concepts,
such as policy as code, remain unsupported in practical settings (K10, K17, K23).

Architectural maturity is closely tied to the effectiveness of automation; clear benefits arise
when automation is grounded in clear service mappings and cohesive system structures
(K53, K79). Puschmann and Alt, Beck, and Smits [3] also argue that automation
deployment should be cautious in fragmented environments. In incident management,
reactive and proactive automation strategies are both applied, yet interpretability and
control must be given. This is written in the literature, highlighting that responsiveness
and oversight have to be balanced , and revealing a gap in understanding how
automation can be governed effectively in complex settings.

Interpretation and Hypothesis Evaluation

H3 is strongly supported by these findings. Statements consistently prove the need for
real-time, dynamic, and behavior-aware monitoring frameworks. Classic models, which
are solely driven by [SLAS, were described as insufficient in managing emergent service
disruptions. Adaptive practices were viewed as more effective and aligned with system
realities (K22, K67, K68, K44).

H4 is also supported by these findings. According to interviewees, compliance-integrated
automation makes deployments safer, quicker, and audit-compliant, especially when it is
in line with frameworks like ISO/TEC or DORA| (K10, K17, K23, K56, K70). However,
over-automation has been cautioned against, so a balance between the trust in automation
and human oversight has to be established, with consideration of a cost-benefit analysis
(K24, K25, K69).

Implications

In complex [T systems, automation and monitoring must be treated as interdependent
tools rather than isolated technical features. Adaptive monitoring enables responsiveness
to emergent conditions, while automation enables speed and consistency, provided that
control structures and boundaries are in place. Safeguards, including fallback mechanisms,
should be implemented. To fully utilize automation in service delivery, institutions should
match tooling to architectural maturity and regulatory requirements.
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8.5 RQ4: What specific service management strategies are
adapted by businesses in the financial sector to handle
the increasing complexity and interdependencies of
modern IT systems?

Related Hypotheses

Hb5: Financial institutions that approach legacy-system modernization as a continuous,
feedback-driven strategy, rather than one-time transformations, achieve more robust
service management outcomes and reduce technical debt over the long-term on highly
complex [I'T| systems.

Summary of Interview Findings

The interviews demonstrated that dealing with complexity in financial ['T| systems requires
continuous, feedback-driven strategies embedded in organizational routines. In particular,
change management and transformation projects should constitute an ongoing, iterative
process (K11, K57, K58).

Respondents described multiple modernization approaches, notably dual-platform strate-
gies, which allow for old and new components to coexist, as long as they are not [End of
Life (EoL) (K26, K41, K57). This logic reflects that legacy systems are not only a source
of technical debt but also a critical stability anchor in production (K26, K71).

Furthermore, legacy systems are rarely seen as obsolete in terms of functionality. Rather,
they constitute infrastructures with a purpose embedded into the complex environment
of different stakeholders and regulations (K11, K46, K47). Modernization is therefore
a politically charged process that necessitates cooperation, negotiation, and approval
among departments and suppliers (K12, K45, K29).

Importantly, feedback mechanisms such as lessons learned, incident reviews, and struc-
tured handover practices were frequently mentioned as essential parts of this transfor-
mation strategy (K19, K51, K66). This helps to recognize parts of the system which
need to be changed, replaced or phased out. Technical debt can be controlled, and newer
solutions enabled over time (K72, K58, K66).

Service management can also benefit from governance-based change control and a culture
that promotes improvements (K58, K59, K61). Moreover, the value of legacy systems is
often reevaluated with respect to business alignment and service continuity, rather than
architectural purity (K30, K57, K72).

In addition to legacy management, other strategies were employed to handle architectural
and operational interdependencies. Efforts to build [SOA| which break down isolated
silos and reduce coupling, were undertaken (K64, K73). However, this design change also
led to unintended complexities. Examples for side effects arising from a modular design
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include microservices sprawl or decoupled monoliths, which are interface dependency
proliferations (K8, K73).

To combat this, adaptive monitoring architectures with dynamic and multi-layer ob-
servation capabilities were implemented (K21, K67). This is supported by anomaly
detection and context-specific alerts, which offer better visibility and control in complex
environments (K22, K36, K68).

Another strategy focuses on the organizational structure, cross-functional service teams
(e.g. DevOps), and role integration across IT| and business domains, which aim to reduce
friction in operational coordination and increase ownership at the service level (K28, K30,
K18). This team structure offers more reliable and efficient service delivery, even in crisis
situations.

Further, organizations mentioned strategic asset management as an effective service
management tool. As complexity increases through outsourcing and heterogeneous
platforms (K77), the overview deteriorates. Therefore, good data quality in SIAM
platforms was seen as essential.

Finally, service management was structured using regulatory and governance frameworks
(such as ITIL, DORA, and ISO/IEC), although not always in ways that were compatible
with agile methods (K17, K32). This led to compliance automation where possible and
to growing interest in lightweight control loops for faster response and a reduction in
audit overhead (K70, K56, K44).

Comparison with Literature

Managing complex [I'T] systems in the financial sector requires service management
strategies that are adaptive and promote continuous learning, as depicted in empirical
data and literature, which also state limitations of linear approaches [111} 109].

Complexity theory and interviews indicate that continuous change is, in most cases, better
than isolated transformation projects (K11, K57, K58) 66]. Change management
in this situation shifts constant recalibration in light of changing system conditions. In
previous research, legacy systems were frequently viewed as liabilities . However,
they are now acknowledged as essential infrastructures that support business logic and
regulatory continuity . The participants stated that legacy systems are often a
stabilizing factor (K26, K41, K71), allowing for gradual modernization , . Such
transitions require consistent governance, as challenges exist in coordinating stakeholder
groups and managing political frictions (K12, K45). Literature on IT change confirms
that complexity demands structured coordination and regulatory oversight , .

Early literature already states that learning loops that recalibrate system behavior and
decision logic over time, are essential for effective processes, as noted by Eisner and
Braun and Clarke . Such routines, which guide incremental improvements, were
confirmed by interviewees (K19, K51, K66).
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At the organizational level, cross-functional teams are deemed important to improve
coordination across I'T| and business interfaces while also reducing friction (K18, K28,
K30). The literature describes these benefits as including higher responsiveness and more
resilience under uncertainty .

Strategic asset management is another domain where theory and practice converge. Asset
visibility and configuration integrity, long overlooked in service literature, are becoming
more widely acknowledged as the cornerstones of successful orchestration (K77).

Finally, standard-based and regulatory governance remains influential. Although many
frameworks exist, their integration with agile or adaptive practices is limited (K17, K32).
Academic calls for compliance automation and |RegTechl integration as mechanisms to
reduce audit overhead and increase organizational responsiveness are present .
The interview data showed nascent implementations, but they are not as extensive as
described in the literature (K70, K56, K44). This underscores the maturity gap between
intent and execution.

Interpretation and Hypothesis Evaluation

H5 is strongly supported by these findings. Financial institutions that approach legacy
transformation as a long-term process report better results and resilience. The consistent
emphasis on incremental integration, technical continuity, and cross-functional learning
(K51, K57, K58, K66) illustrates the success of this approach in maintaining control and
building more sustainable architectures.

Implications

Many different strategies are used for service management of modern IT) systems in the
financial sector, and some factors should be prioritized, such as efficiency, continuity,
adaptability, and cross-functional alignment. When modernizing [IT] systems, an ongoing
process should be established to incrementally decommission legacy components while im-
plementing new solutions, anchored by structured feedback and governance. An overview
of the service structure, supported by monitoring solutions, architectural visibility, and
effective asset management, is also essential. Lastly, compliance mechanisms must be
implemented in ways that support daily operations and transparency to stakeholders.

8.6 Strengths and Research Contributions

This thesis offers a contribution to the underexplored intersection of service management
and systemic complexity within the financial sector. The thematic analysis is one key
strength, as it conducts expert interviews with senior practitioners from diverse financial
institutions, through which practice-based insights are captured that extend beyond
theoretical assumptions. As a result, a multidimensional view of complexity and its
management has been established by integrating both strategic and implementation-
oriented roles.
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One strength is the research design, which deliberately sampled experts with substantial
professional experience and deep domain expertise. Moreover, although all interviews were
drawn from the financial sector, the institutions represented a wide array of organizational
types. Each company operated under different regulatory logics and service delivery
models. The empirical basis was enriched by this institutional diversity, which rendered
the conclusions more broadly applicable.

Next, there is a strong alignment between theory and empirical investigation. Complexity
is not a background condition, but a central analytical topic. The conceptual integration
of complexity theory with service management enables a more realistic understanding of
how emergent behavior, legacy constraints, and interdependencies shape service strategies
in modern [T landscapes.

The thematic analysis provided enough flexibility to find patterns across heterogeneous
data while still maintaining analytical rigor. With a two-phase interview structure and a
consistent design, the findings could be better identified and applied.

Finally, the thesis contributed to the professional and academic discourse by identifying
structural and practical challenges, while also providing potential solutions. This forward-
looking view on service management practices allows for gain of maximum value for the
audience.

8.7 Limitations and Critical Reflection

While the thesis provides valuable insights into service management strategies for complex
I'T systems in the financial sector, it is not without limitations.

First, the sample size of seven experts across six interviews is relatively small. Although
sufficient for exploratory qualitative analysis, it limits the representativeness of the
findings. Insights are reflected from senior-level professionals from Austrian financial
institutions, and while this provides useful context on the diverse financial institutions, it
may not capture the full diversity of strategies used in other geographic or regulatory
environments.

Second, confirmation and response bias are possible due to participants being embedded

in their own respective systems. They may base their views on institutional expectations.

Moreover, the semi-structured interview format derived themes from prior hypotheses
and literature. Although inductive coding was used to mitigate this, it could have limited
the formation of entirely novel insights.

Third, this exclusive focus on the financial sector, which operates under strict regulations

and has unique operational characteristics, limits the generalizability of the findings.

Consequently, direct transferability to other industry sectors should be approached with
caution.

Another important limitation concerns potential biases in the research setting, as some
participants were known to the researcher through previous professional or academic
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8.7. Limitations and Critical Reflection

contexts. A possibility for response bias exists, where respondents may answer in a
different or more favorable way. Similarly, the researcher’s knowledge of the topic and
interview subjects may have affected how questions were phrased or how answers were
interpreted. Although anonymization, consistent interview protocols, and a reflexive

approach during analysis helped reduce these risks, they cannot be completely eliminated.

Furthermore, the literature base found for this research provided its own challenges.

Although many sources exist on service management, complex systems, I'T governance,
IT systems in the financial sector, and digital transformation exists, only a limited subset
directly addresses the intersection of multiple parts with system complexity, especially
within the financial sector. As a result, to draw conclusions, the literature review had
to draw on adjacent disciplines and general management frameworks, leading to the
extrapolation of insights to fit the research context. This broadened scope enriched the
conceptual foundation and was recorded in detail, but it may also introduce interpretive
risks due to differences in sectoral focus or theoretical framing.

Despite its limitations, the findings form a robust foundation for understanding how

service management works effectively in complex IT systems within the financial sector.

Future research might be expanded upon by using quantitative validation, cross-sector
comparisons, or longitudinal studies that show how strategies change over time.
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CHAPTER

Conclusion

This thesis presents how service management within complex IT|systems in the financial
sector should be practiced and which strategies are most effective. The landscape of
complex environments is shaped by dynamic interactions among independent components
in an infrastructure, characterized by heterogeneity and interdependence. Consequently,
their behavior also becomes non-linear and unpredictable. Thus, the relevance of the
topic arises from its immediate practical implications for ensuring reliable service delivery,
but also from its theoretical necessity to reframe service management as a discipline
capable of engaging with systemic complexity in a methodologically and conceptually
robust manner.

In this context, complexity is a situation that has become essential to the functioning
of vital services rather than an exception or anomaly. Therefore, the empirical findings
show an increasing need for institutional adaptability. It became evident, that effective
service delivery relies on the capacity of organizations, to adjust practices and incorporate
system feedback in an ongoing manner. Service management cannot be understood as a
standardized control function, but must be conceptualized as a dynamic and situational
process that reflects evolving constraints. One of the main resources to achieve this is
data which give a holistic view on services and can be used to improve and modernize
processes. This information should include quantitative and qualitative metrics and
be present in a meaningful observation platform. Another factor is the deployment
of automation which helps manage tasks, but is structured in a way that allows for
traceability, because of regulatory constraints.

The implications of the findings are significant. Service management is not only a technical
function located downstream of [I'T| development, but is increasingly seen as a core site of
coordination spanning across the entire service lifecycle. It extends from development
through operations, but must also account for dynamics in the system, beginning at the
evolving interdependencies between components to regulatory constraints. This creates
tensions between reliability and change, standardization and innovation, or internal
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policies and external expectations, all of which have to be managed. Institutions that
find a balance between these tensions and treat service management as a continuous
process of learning are able to reach higher service management maturity and better
performance in service delivery and resilience.

This thesis contributes to the academic discourse by addressing a notable gap in the
intersection of complexity theory and ITSM| While complexity is often seen as a buzzword
or marketing term, it is rarely attested with foundational literature. The literature itself
has long acknowledged the relevance of systemic uncertainty and interdependence in
large-scale [I'T| systems, but few empirical studies have applied these concrete practices
to service management, particularly in highly regulated sectors such as finance. This
research provides an empirically supported explanation of how institutions modify their
strategies in the face of complexity by fusing theoretical viewpoints on complexity with
qualitative insights from expert interviews. Through the qualitative approach, situational
perspectives with practical insights could be captured. In doing so, the thesis establishes a
valuable foundation for further investigation into the institutional capacities and epistemic
practices that underpin service management in complex [T environments.

Future research may extend the investigation through complementary perspectives. Quan-
titative studies could further assess the impact of the identified themes and implications
by broadening the empirical base. Cross-sectoral comparisons could reveal whether the
patterns seen are unique to the finance industry or suggest a more general transformation
in service management. Longitudinal research may further explain how organizations are
internalizing feedback mechanisms over time and whether adaptive practices are becoming
more structurally embedded or remain contingent on individual actors and components.
Such investigations would deepen our comprehension of the practical governance of
complex I'T systems and aid in the creation of frameworks that consider institutional
heterogeneity and systemic realities.
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Appendix A: Key Statements Overview

Code | Statement Summary

K1 Technological diversity and legacy systems contribute to technological
complexity.

K2 Complexity stems from dispersed know-how, conflicting goals, and
regulatory pressure.

K3 Governance is challenged by limited agility and conflicting priorities
between operations and development.

K4 Metrics are fragmented and fail to reflect side effects or systemic
insights.

K5 Customer-centered testing exists but lacks consistency across the sys-
tem.

K6 Monitoring is fragmented with no end-to-end view of interdependencies.

K7 Automation brings standardization but also reduces flexibility and
increases maintenance needs.

K8 Microservices cause unintended coupling and scaling issues despite
aiming for modularity.

K9 KPIs often oversimplify and distort performance realities, driven by
management desires.

K10 Compliance automation remains underdeveloped; Policy as Code is not
yet established.

K11 Legacy systems are multifaceted and hard to replace, often undergoing
fragmented transitions.

K12 Internal and external actors often pursue different modernization goals.

K13 Al reduces control and explainability in decision-making.

K14 ATl is used to detect anomalies; [Software as a Service (SaaS)| products
are increasingly commoditized.

K15 Complexity is marked by emergence and lack of predictability.

K16 Complexity increases when [I'T| plays both provider and client roles.

K17 Governance is heavily shaped by regulatory standards and audits.

K18 Multiple roles and layered responsibilities challenge governance.

K19 Evaluations often rely on tacit knowledge and past experience.

K20 Incident handling involves structured cascade analysis and post-
mortems.

K21 Multi-layered dashboards with role-based customization enhance moni-
toring.

K22 Anomaly detection and real-time performance monitoring improve
security and availability.

K23 Deployment pipelines include tests, signing, and partial policy enforce-
ment.
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K24 Manual control points complement automated processes to ensure
safety.

K25 Humans remain the fallback decision-makers to counter over-
automation.

K26 Legacy systems persist due to compatibility and stability advantages.

K27 Al cloud, regulation, and explainability are competing forces in tech
trends.

K28 Cross-functional service teams and clear responsibilities are an impor-
tant goal to achieve.

K29 Communication delays and documentation duties hamper responsive-
ness.

K30 Business understanding in IT) is valued more than technical specializa-
tion.

K31 Service provider coordination is a key complexity factor.

K32 ITSM frameworks follow ITIL but lack agile integration.

K33 Satisfaction is assessed through subjective formats like retrospectives
and supplier ratings.

K34 Time-to-market and security often conflict in DevOps environments.

K35 Availability metrics may not reflect true user experience.

K36 Transactions are monitored with visual dashboards and escalation rules.

K37 Dynamic metric selection and cross-system aggregation are missing.

K38 Regulatory compliance is increasingly outsourced to certified external
providers.

K39 Automation practices are underdeveloped, with core functions such as
CI/CD; policy enforcement, and incident response largely outsourced.

K40 Automation is sometimes limited to voice-based alerts for outages.

K41 Compatibility is prioritized over innovation in managing legacy systems.

K42 Changes are managed via |[CAB with escalation paths and rollback
strategies.

K43 AT assists with basic classification tasks but lacks deep analysis capa-
bilities.

K44 Resource buffers and partner coordination are used to manage unpre-
dictability.

K45 Complex partner landscapes increase communication and organizational
effort.

K46 Socio-technical complexity emerges from legacy, modern [I'T, and orga-
nizational politics.

K47 Regulations like Solvency II, DORA| GDPR| create escalating complex-
ity.

K48 Service performance is measured using technical, process, and incident

metrics.

98



Die approbierte gedruckte Originalversion dieser Diplomarbeit ist an der TU Wien Bibliothek verfligbar

The approved original version of this thesis is available in print at TU Wien Bibliothek.

[ 3ibliothek,
Your knowledge hub

Acronyms

K49 Trade-offs exist between testing depth, cost, and agility in DevOps. |

K50 Security is increasingly recognized as a strategic value driver linked to
financial and regulatory risk, rather than merely a cost center.

K51 Continuous improvement includes retrospectives, feedback, and proac-
tive measures.

K52 KPI ownership and trend-based reporting guide adaptive performance
management.

K53 Automation relies on deep architectural understanding and service
mapping.

Kb54 Predictive maintenance uses historical patterns for proactive scaling.

K55 Automation adds complexity, maintenance needs, and can hit cost
ceilings.

K56 Regulatory handling is partially automated but not end-to-end.

K57 Legacy is modernized via shadow systems and functional re-evaluation.

K58 Change management enforces governance via KPIs and automation.

K59 ITSM maturity begins with Incidents, evolves through KPIs and train-
ing.

K60 Tools are evaluated based on modifiability and closeness to standards.

K61 Organizational learning is fostered by transparency and social pressure.

K62 Complexity is understood through feedback loops and systemic interre-
lations.

K63 Service architecture is centralized by headquarters, reducing local
autonomy.

K64 Architecture complexity is shaped by volume, granularity, and service
visibility.

K65 Incidents and Availability are central metrics with root cause reviews.

K66 Root cause is often a management narrative; true insight lies in lessons
learned.

K67 Monitoring spans strategic to operational layers, hindered by log diver-
sity.

K68 Logging detail is increased during incidents, balancing data size and
insight.

K69 Automation without stable foundations leads to false-positives and
control loss.

K70 Emerging |RegTech| tools automate compliance mapping and evidence
gathering.

K71 Legacy is purpose-driven, not outdated.

K72 Legacy must be defined clearly and phased out via controlled cycles.

K73 Architecture transformation by slicing along business domains rather
than data entities, shifting modularization strategy.

K74 Global change procedures slow down delivery and reduce quality.
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K75 Regulatory audits consume resources; investment in resilience is more
effective.

K76 Neural networks reduce false-positives in monitoring environments.

K77 Asset management and STAM)| data quality are critical for effective
control.

K78 Predictive maintenance often relies on heuristics and runtime thresh-
olds.

K79 Service integration with security as future objective, anchored in estab-
lished standards.

Appendix B: Interview Guide — Round 1 (English)

This section represents a translation of the original German interview guide into English.

1. Opening Section (5 min)

Greeting and consent

Thank you for taking the time for this conversation. I'm studying how
financial institutions manage their complex IT systems, with a particular
focus on service management, monitoring, automation, and modernization.
Your insights will help me better understand real-world practices and validate
assumptions from my research.

An essential part of my investigation also concerns non-deterministic behavior
and dynamic interactions in such environments—situations where system
behavior is unpredictable or hard to reproduce.

Please note that this interview will be [recorded / transcribed], but all data
will be anonymized. You may skip any question or end the conversation at

any time.

Background and role

Questions

1. Could you briefly describe your role and your main responsibilities in the company?

2. How long have you worked in financial I'T or related fields?

3. Which ITSM areas are you most involved with (e.g., incident response, regulatory
compliance, release management, operations)?
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2. Overall Complexity in Financial IT Systems (5-10 min)

These questions warm up understanding of perceived complexity before linking to specific
hypotheses.

1) Perception of complexity Opening prompt
How would you describe the complexity of your institution’s current I'T landscape? What
are the main drivers (e.g., regulatory, technological, organizational)?

Follow-ups

o Which factors contribute most (technological, regulatory, organizational)?

o Have these complexity drivers changed over time?

2) Challenges and strategies Opening prompt
What challenges arise when managing services in this complex environment, and how do
you address them (e.g., ITIL, DevOps, internal structures)?

Follow-ups

o Which strategies or frameworks have proven effective (e.g., ITIL adaptations, SRE,
DevOps, STAM)?

e How are responsibilities distributed across teams or departments?

3. Measuring Success and Effectiveness (H1) (5-10 min)

1) Current metrics Opening prompt
Which KPIs or metrics does your institution use to assess service-management success?
Do these go beyond technical aspects (learning, user experience)?

Follow-ups

o Mostly technical, or also broader indicators (customer experience, continuous
improvement, operational risk, knowledge management)?

o Examples: customer satisfaction, NPS, employee experience; post-incident review
frequency/quality, team learning cycles; documentation quality/freshness, use of
knowledge bases.

2) Learning-oriented measures Opening prompt
Do you use continuous-improvement and experience-based metrics (e.g., post-incident
review frequency, learning velocity; XLAs, customer satisfaction)? If so, how?

Follow-ups

e What challenges arise when introducing such comprehensive metrics?
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3) Trade-offs when adding new metrics Opening prompt
Do resource, time, or complexity trade-offs occur when adding broader metrics to capture
effectiveness holistically?

Follow-ups

o Mechanisms to reflect complex-system dynamics (cascading effects, non-linear
follow-ons)?

e Unpredictable or hard-to-explain behavior despite collected metrics?

o Auditor/regulator views on holistic assessment?

4. Monitoring and Automation (H2/H3) (10—15 min)

1) Monitoring tools and practices Opening prompt
Which monitoring solutions are in use, and how do they support different stakeholders
(operations, compliance, business)?

Follow-ups

o Multi-layered monitoring (real-time telemetry, role-based dashboards, event-driven
alerts) or static/siloed?

o Stakeholder-specific dashboards and metrics?
e Improvements in early detection and incident management?
e Same action, different outcomes at different times?

e Monitoring of interdependencies across systems?
2) Adaptive monitoring Opening prompt
Do you use adaptive monitoring (e.g., dynamic SLOs, anomaly detection, resilience

engineering, predictive maintenance, workload rebalancing)? How does it help amid
unpredictable behavior?

Follow-ups
e Have these methods improved service quality?
e Practical implementation challenges?

e Patterns that emerge only gradually over time?
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5. Automation (H4) (5—10 min)

1) Automation in day-to-day workflows Opening prompt
What role does automation play in daily service processes, and which tools are integrated
into service management?

Follow-ups
o Compliance/security checks embedded (“policy as code”)?
e Impact on release speed, operational risk, audit readiness?
2) Benefits and limits Opening prompt

Have you observed concrete benefits from monitoring and automation? Any concerns
(black-box alerts, over-automation, regulatory criticism)?

Follow-ups
o Over-automation, opaque decisions, Al false-positives?
o Auditor/regulator responses?

o Fallback processes if automation fails?

6. Legacy Systems and Modernization (H5) (5-10 min)

Older IT systems are often technically outdated yet still used because they support core
processes. They pose challenges for integration, maintenance, and modernization.

1) Scope of legacy systems Opening prompt
What importance do legacy systems have in your IT landscape, and what challenges
exist in integrating or replacing them? How do you define a “legacy system”?

Follow-ups
o Which core processes or business areas rely most heavily on them?

2) Modernization approaches Opening prompt
Does your institution modernize legacy systems incrementally (continuous improvement)
or via large-scale transformations? What has your experience been?

Follow-ups

o Incremental (strangler pattern, API encapsulation) vs. big-bang migration?

o Challenges encountered (technical, cultural, regulatory)?
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3) Managing technical debt long-term Opening prompt
Is modernization viewed as a continuous initiative or a one-off major project?

Follow-ups
¢ Differences in outcomes, risk reduction, stability?

e Success stories or lessons learned from stepwise replacement?

7. Closing Reflection and Open Discussion (5—-10 min)

1) Outlook and gaps Opening prompt
Which trends or technologies will shape service management in complex financial IT
environments? Where are the biggest gaps between practice and ideal?

Follow-ups

o Al governance, digital twins, zero trust becoming standard?

Largest disparities between ideal strategies and day-to-day work?

e Managing predictable routines vs. uncertainty?
« Sufficiency of tools/frameworks for emergent or unpredictable behavior?
2) Advice and takeaways Opening prompt

Based on your experience, what would you recommend to peers for handling complexity
and regulatory requirements?

3) Closing Opening prompt

Is there anything we haven’t discussed that is relevant for successful service management
in complex financial environments?

Appendix C: Interview Guide — Round 2 (English)

This section represents a translation of the original German interview guide into English.

1. Opening Section (5 min)

Greeting and consent

Thank you for taking the time for this conversation. I'm studying how finan-
cial institutions manage their complex I'T systems, especially regarding service
management, monitoring, automation, and modernization. Your insights will
help me better understand real-world practices and validate assumptions from
my research.
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An essential part of my investigation also concerns non-deterministic behav-
ior and dynamic interactions—that is, situations where system behavior is
unpredictable or hard to reproduce.

Please note that this interview will be [recorded / transcribed], but all data
will be anonymized. You may skip any question or end the conversation at
any time.

Background and role

Questions

1. Could you briefly describe your role and your main responsibilities in the company?
2. How long have you worked in financial I'T or related fields?

3. Which ITSM areas are you most involved with (e.g., incident response, regulatory
compliance, release management, operations)?

2. Overall Complexity in Financial IT Systems (5-10 min)

These questions capture your perspective on complexity, focusing on causes and control
strategies.

1) Perception of complexity Opening prompt
How would you rate the overall complexity of your company’s current IT system land-
scape—high, medium, or low?

Follow-ups

o Which drivers (technological, regulatory, organizational) have the strongest impact?

o How have these drivers evolved in recent years (strongly increased, unchanged,
decreased)?

2) Challenges and strategies Opening prompt
What concrete challenges arise from steering and controlling I'T services in such complex
environments?

Follow-ups

» Examples of approaches or strategies that proved effective or less effective (e.g.,
ITIL adaptations, DevOps/SRE, internal governance structures)?

o Overall success of your current complexity-management strategies (good, medium,
poor)?
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3. Measuring Success and Effectiveness (H1) (5—10 min)

1) Current metrics Opening prompt
Which KPIs or metrics does your institution use to assess service-management success?
Could you briefly rate them (good, medium, poor)?

Follow-ups

o Which go beyond technical measures? (User experience—customer satisfaction,
NPS, employee experience; continuous improvement—frequency /quality of post-
incident reviews, team learning cycles; operational risk; knowledge management —
documentation quality /freshness, use of knowledge bases.)

o Concrete example of measuring user satisfaction or continuous improvement; how
do you assess its explanatory power?

2) Goal conflicts when introducing new metrics Opening prompt
Do you perceive goal conflicts (e.g., resource allocation, complexity) when introducing
broader metrics? How strong is this conflict (manageable, moderate, problematic)?

Follow-ups

o Can current metrics capture unexpected, non-linear effects (cascading, hard-to-trace
follow-on events)?

o Examples where predictive power was limited; how was it addressed?

4. Monitoring and Automation (H2/H3) (10-15 min)

1) Monitoring tools and practices Opening prompt
Which monitoring solutions do you currently use, and which stakeholders (operations,
compliance, management) benefit most?

Follow-ups

o Connected, multi-layered monitoring (real-time telemetry, role-based dashboards,
event-driven alerts) or static/siloed?

 Central facilities such as a NOC or comparable 24/7 monitoring/coordination?
o Overall effectiveness (high / medium / low)?

o Stakeholder-specific dashboards and metrics?

e Improvements in early detection and incident management?

e Same action, different outcomes at different times?

e Monitoring solutions that capture interdependencies across systems?
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2) Adaptive monitoring Opening prompt
To what extent do you use adaptive practices (e.g., dynamic SLOs, anomaly detection,
resilience engineering, predictive maintenance) to respond to unpredictable behavior?

Follow-ups
» Noticeable improvement in service quality (significantly / somewhat / unchanged)?

e Temporal patterns or gradually emerging issues—how are they handled? Practical
implementation challenges?

o Ability to detect/respond early to dynamic changes (high / medium / low)?

o Influence of hierarchical reporting on decision quality in complex service processes?

5. Automation (H4) (5-10 min)

1) Automation in day-to-day workflows Opening prompt
Which automation strategies are you using in service management, and which tools do
you use?

Follow-ups

o RegTech use (automated checks, control processes, audit dashboards; deletion of
personal data; AML checks; DLP)?

o Compliance/governance/security checks embedded in automated processes (“policy
as code”)?

o Concrete positive effects (faster releases, fewer compliance incidents, better audit
readiness)?

o Impact on release speed, operational risk, audit readiness?

o Challenges or negative effects (“black box” issues, increased complexity)?

2) Benefits and limits Opening prompt
Overall benefit of current service-process automation for efficiency (good, medium, poor)?

Follow-ups
e Concerns about over-automation, opaque decisions, Al false-positives?
o Auditor/regulator assessments (positive, neutral, critical)?

o Fallback processes if an automated system fails?
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3) AIOps (Artificial Intelligence for IT Operations) Opening prompt
Do you use AIOps approaches—AlI-based analytics for incident detection, root-cause
analysis, or response automation?

Follow-ups

o Covered use cases (anomaly detection, alert correlation, automated tuning)?
o Added value for operational control (high, medium, low)?

e Status: piloting, production use, or planned?

6. Legacy Systems and Modernization (H5) (5-10 min)

Older IT systems are often technically outdated yet still used because they support core
business processes; they pose challenges for integration, maintenance, and modernization.

1) Scope of legacy systems Opening prompt
What role do legacy systems currently play in your I'T landscape? How large are the
resulting challenges in maintenance, integration, or modernization (large, medium, small)?

Follow-ups

e Which core processes or business areas rely most heavily on them?

o Recent issues due to legacy systems (integration problems, security incidents,
increased maintenance effort)?

2) Modernization approaches Opening prompt
Which approach dominates: continuous, incremental modernization or extensive, one-off
transformation projects?

Follow-ups

o Incremental approaches (strangler pattern, API encapsulation) or big-bang migra-
tions?

o Stepwise modernization while the old system runs in the background—how successful
(good, medium, poor)?

o Challenges encountered (technical, cultural, regulatory)?

3) Managing technical debt long-term Opening prompt
How does change management typically work for modifications to existing (especially
older) systems?

Follow-ups
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o Formal CABs or other bodies assessing/approving changes?
o Roles/departments typically involved (IT, risk, compliance, business)?
o Coordination quality between technical and business stakeholders (good, medium,

poor)?

4) Microservices Opening prompt
To what extent do you pursue a microservices approach when replacing or evolving legacy
systems (decomposing monoliths into smaller, loosely coupled units)?

Follow-ups
o Experience regarding governance, deployment complexity, team structure?
o Decision-making: central (architectural guidelines) or decentral (teams)?
o Examples where the shift to microservices went particularly well—or was challeng-

ing?

7. Closing Reflection and Open Discussion (5-10 min)

1) Outlook and gaps Opening prompt
Which trends or technologies will shape service management in complex financial I'T
environments? Where are the biggest gaps between practice and ideal?

Follow-ups
e Al governance, digital twins, or zero trust becoming standard?
o Largest disparities between ideal strategies and day-to-day operations?
e Managing predictable routines vs. uncertainty?

o Sufficiency of current tools/frameworks for emergent or unpredictable behavior?

2) Advice and takeaways Opening prompt
Do new implementations—modern tools, architectures, platforms—tend to reduce or
increase complexity in your organization?

Follow-ups
o Attention to new dependencies or control challenges when introducing solutions?

o Strategies/governance rules to detect and minimize hidden complexity or unintended
interactions?

o Example where a new technology caused unexpected complexity—or sustainably
reduced problems?
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Opening prompt

3) Closing

Is there anything we haven’t discussed that is relevant for successful service management

in complex financial environments?
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