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Kurzfassung

Cyber Ranges sind virtuelle IT/OT-Infrastrukturen, die eine sichere, aber dennoch rea-
listische, Umgebung darstellen. Dadurch können zum Beispiel Cybervorfälle in einem
realistischen Umfeld simuliert werden, um einerseits technische Fähigkeiten zu verbes-
sern, andererseits Entscheidungs– und Kommunikationsprozesse zu testen und zu üben.
Cyber Range Infrastrukturen haben hohe Anforderungen im Bereich Dynamik und Ska-
lierbarkeit um regelmässig an unterschiedliche Trainingsszenarien angepasst werden zu
können. Mithilfe von Benchmarks können Defizite hinsichtlich der Skalierbarkeit in Cyber
Ranges festgestellt werden. Diese Diplomarbeit mit dem Titel Analysis of Scalability in
Declarative Deployment Environments: in the Case of the AIT Cyber Range beschäftigt
sich vordergründig mit architektonischen Mustern zur Lösung der Herausforderung der
Skalierbarkeit und wendet das Vorgehensmodell beispielhaft in der AIT Cyber Range an.
Hierzu ist auf Basis der Design Science eine Methode konstruiert worden, welche anhand
von definierten Kick-out Factors (KOFs), architektonische Muster in Relevanzklassen
für Cyber Ranges einteilt. Anschliessend sind Metriken definiert worden, anhand deren
Experten für Cyber Ranges eine Rangordnung erstellt haben, um die architektonischen
Patterns nach potentiellen Mehrwert für Skalierbarkeit in Cyber Ranges zu sortieren.

Zur Evaluierung von sowohl der Methode, als auch den Mustern an sich, sind die
folgenden anschließend in der AIT Cyber Range implementiert worden: Proxy Jump
Component, Package Cache Component und Multi-Client Component, welche leichte
Abwandlungen von bereits aus der Literatur bekannten Muster darstellen. Mithilfe
von Benchmarks ist dann eine Analyse durchgeführt worden, welche beurteilt welche
Muster welchen quantitativen Mehrwert gebracht haben und ob sich die Vorhersagen
anhand der Methode bestätigen. Vor allem das Package Cache Component-Muster
hat mit seiner signifikanten Steigerung der Skalierbarkeit besonders hervorgestochen.
Abschliessend werden qualitative Merkmale der Muster diskutiert, um mögliche positive
und negative Auswirkungen aufzudecken, wobei hier das Proxy Jump Component-Muster
erwähnenswert ist, welches es ermöglicht mehr Teilnehmer zu bedienen als bisher.
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Abstract

Cyber ranges are virtual IT/OT infrastructures that provide a secure nevertheless realistic
environment. This allows cyber incidents to be simulated in a realistic environment,
in order to improve technical skills on the one hand and to test and practice decision-
making and communication processes on the other. Cyber range infrastructures have
high requirements in terms of dynamics and scalability in order to be adapted regularly
to different training scenarios. Benchmarks can be used to identify deficits in terms of
scalability in cyber ranges. This thesis, entitled Analysis of Scalability in Declarative
Deployment Environments: in the Case of the AIT Cyber Range, primarily deals with
architectural patterns for solving the challenge of scalability and applies the process model
to the AIT Cyber Range as an example. To this end, a method has been constructed
on the basis of Design Science which uses defined Kick-out Factors (KOFs) to classify
architectural patterns into relevance classes for cyber ranges.

Subsequently, metrics were defined, which experts for cyber ranges used to create a
ranking in order to sort the architectural patterns according to their potential added
value for scalability in cyber ranges. The evaluation of both the method and the patterns
themselves resulted in the following being implemented in the AIT Cyber Range: Proxy
Jump Component, Package Cache Component and Multi-Client Component, which are
slight modifications of patterns already known from the literature. With the help of
benchmarks, an analysis was then carried out to assess which patterns brought which
quantitative added value and whether the predictions based on the method were confirmed.
The Package Cache Component in particular stood out with its significant increase in
scalability. Finally, qualitative characteristics of the patterns are discussed in order to
uncover possible positive and negative effects, whereby the Proxy Jump Component is
worth mentioning here, as it enables more participants to be served than before.
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CHAPTER 1
Introduction

This chapter outlines the motivation and problem statement of the study. It identifies
existing research gaps and defines the intended contribution, which forms the basis for
the research questions. The methodological approach used to address these questions
ensures that the results are comprehensible. Finally, the chapter presents the structure
of the thesis to help guide the reader.

1.1 Motivation & Problem Statement
Cyber ranges are virtual environments which allow performing exercises and trainings
for students and professionals in an environment that is deployed separately from those
used in production systems. The primary educational goal is to train skills in intrusion
detection, digital forensics, log-analysis, security best-practices and similar in enterprise
infrastructure. Other goals are training incident response processes, communication
structures and reporting channels according to guidelines such as the Network and
Information Systems (NIS) Directive [60] or the Digital Operational Resilience Act
(DORA) [68] and the communication skills between different departments such as the
management and technical departments [84, pp. 2, 3].

Since attacks on networks have become more frequent in recent times, cyber ranges have
become increasingly relevant [52, pp. 1161, 1164]. The isolation from the production
environment ensures that any potentially hazardous scenario can be conducted without
any adverse impact on the infrastructure [55, p. 2].

Cyber ranges provide scenarios with numerous and diverse services to mimic real-world
environments. This is accomplished through the utilization of specialized tools for de-
ployment automation. This ensures that possible side-effects from diverting configuration
in stand-alone deployments are covered. An added advantage of deploying the maxi-
mum number of services that the infrastructure and development resources can support
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1. Introduction

is that scenario testing can be conducted without necessitating the dismantling and
reconfiguration of the environment.

However, with growing amounts of users and services to deploy, scalability issues occur,
which will result in a significant increase in the time required to set up an exercise
environment [64, p. 214, 80, p. 112, 47, p. 281]. There are two general stages of the
deployment: the infrastructure provisioning and the software deployment. The scope
of this work is limited to the software deployment, since it scales much worse than
the infrastructure provisioning. To enumerate some of the software that necessitates
deployment and configuration, namely the creation of user accounts, the generation
of SSL certificates, the generation of SSH keys, the configuration of firewalls, and the
installation of software services. This part is much more complicated and scales badly
currently. Depending on the scenario, this process can take anywhere from a few hours
to a few days. Furthermore, with an increasing number of services being deployed, the
probability for errors increases and thus the number of services to recover as well. This
also increases the necessity to appose scalability issues.

In contrast to production environments, exercise environments are frequently deployed and
destroyed, thereby elevating the significance of the deployment duration. Furthermore,
a major difference between production environments and exercise environments is that
services and clients are deployed all at once, whereas in production environments this
happens more widely distributed over time. Cyber ranges frequently employ Infrastructure
as Code (IaC) due to the reduced effort required during deployments, which is a result of
the frequent deployments.

Despite the existence of methods to improve scalability, there is currently no systematic
overview that specifies the most effective and beneficial approaches in cyber ranges. The
absence of such an overview renders the process of enhancing the scalability of cyber
ranges both laborious and investigative.

Furthermore, there is no scoring or comparison scheme available which can be utilized to
establish such an overview. Neither a comparison of the patterns nor a rapid evaluation
of scalability improvement methods is possible in the absence of such a scheme.

1.2 Contributions
This work investigates to what extent architectural patterns improve the scalability of
cyber range deployments. Pattern-based reasoning supports generalizable results across
platforms. We implement and benchmark selected patterns to quantify their effect on
deployment time.

A literature review resulted in the initial selection of architectural patterns. This
necessitates the establishment of a process for scoring and comparing the numerous
patterns available prior to their actual implementation. This process enables the analysis
and systematic comparison of patterns using a designed scheme and predetermined
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1.3. Research Questions

metrics in order to create a selection of impactful patterns that will be evaluated within
an implementation.

The work encompasses not only the process itself but also the results of the pattern
comparison in the context of cyber ranges. This illustrates how and how well the process
of the pattern selection works using specific patterns.

The AIT Cyber Range serves as an evaluation platform for the practical implementation
of the selected patterns. The evaluation results serve as benchmarks for the scalability of
the patterns and as a qualitative discussion identifying potential implementation issues.

1.3 Research Questions
The aimed contributions of section 1.2 lead to the following research questions that will
be answered in order to provide evidence for the findings:

RQ1: To what extent can Pattern-based Deployment Models improve
the scalability of Infrastructure as Code driven configuration architectures?
The benchmarks described in section 3.5 will be the primary source of information for
addressing this inquiry. The outcomes will show changes with respect to their complexity
class in addition to offering a comparison of deployment times in absolute terms.

RQ2: Which metrics can be used to perform a ranking on patterns used
in deployment models to perform a pattern selection process? The solution
to this inquiry is contained in section 3.2.3. The metrics are not only beneficial for this
thesis, but they may also be employed in future research on comparable subjects, thereby
ensuring that the results of this work are comparable.

RQ3: Which measurements can be taken to improve the scalability of
Infrastructure as Code driven configuration architectures beside pattern-based
Deployment Models? In addition to the streamlined methodology of this thesis,
which involves the implementation of patterns following a selection process, improvements
may arise during the implementation process discussed in section 3.4 that are not directly
addressed by the pattern.

1.4 Methodological Approach
The method is based on the Design Science approach according to Wieringa et.al [90]
and is structured as below in order to answer the research question:

1. Identify Problem and Motivate.
Identify the scalability issues that exist in cyber range deployments.

3



1. Introduction

2. Define Objectives of a Solution.

a) Literature Review.
Identify potential patterns which can be used in order to optimize the perfor-
mance and scalability of cyber ranges.

b) Pattern Classification.
Classify found patterns into relevance-classes to perform a pre-selection to
reduce the number of suitable candidate patterns.

c) Pattern Selection.
Define metrics to estimate potential enhancements achieved by patterns.
Subsequently, rank the pre-selected patterns according to the metrics and
identify the most encouraging patterns.

3. Design and Development.
Implement the selected patterns using the AIT Cyber Range as an evaluation-
platform. This agile process aims to improve the pattern in an iterative way.

4. Demonstration.
Present considerations, obstacles and potential issues of the implemented patterns.
This knowledge is important when applying the patterns to other cyber ranges.

5. Evaluation.
Measure the improvement achieved by the applied patterns with different input
sizes by comparing them to the benchmarks made during the problem identification.

1.5 Structure of the Thesis
Chapter 2 Background & Related Work introduces the cyber range domain. It establishes
the lifecycle of a cyber range, including its security, availability, and compute resource
requirements. In addition, it outlines the steps involved in the deployment of cyber
ranges as well as the kinds of technology stacks that can be used.

In chapter 3 Methodology, a method is elaborated to find the most promising patterns
for cyber ranges. To achieve this, the method of identifying patterns in the literature,
performing a pre-selection, and organizing them to select the most beneficial is delineated.
It also explains how the evaluation platform is constructed and how the outcomes of
pattern implementations can be assessed.

chapter 4 Current State presents the baseline of the AIT Cyber Range. It describes the
scalability of the deployment and established the foundation fo selecting patterns and
defining evaluation metrics.

A literature review is conducted in chapter 5 Candidate Pattern Selection to identify
suitable patterns. Subsequently, Kick-out Factors (KOFs) and metrics are established to

4



1.5. Structure of the Thesis

either dismiss or advance patterns through the process and to allow experts to organize
the patterns according to their anticipated potential in cyber ranges. Following the
pre-selection and ranking of the experts, an ordering is established to ascertain which
patterns to assess in the subsequent chapter.

The evaluation of the patterns selected in the previous chapter is accomplished by
chapter 6 Implementation of Candidate Patterns. It is organized by pattern, delineates
the implementation decisions, and illustrates the benchmarks as a diagram. Furthermore,
highlights the key findings from each benchmark.

The outcome of the preceding chapter is examined in chapter 7 Discussion. Aspects
of the results that are not directly related to benchmark results are discussed as well.
This includes side effects, concerns, the implementation effort, and the significance of the
methodology.

Chapter 8 Conclusion provides a summary of this work and potential connections that
future research can build upon.
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CHAPTER 2
Background & Related Work

The purpose of this chapter is to explain the concept of a cyber range, identify the
problems it addresses, review existing solutions, and outline how such an infrastructure
can be built. The planning process consists of where the components are running on,
how the platform is built, and how the components are provisioned and configured. After
planning, a major issue – the scalability problem – is introduced, while also discovering
the strategy patterns topic. This is discovered to help identify and solve these issues.
Finally, the AIT Cyber Range will be introduced as an example of a cyber range that
already exists in the industry.

2.1 Cyber Range
Cyber ranges are virtual exercise environments which allow performing trainings for
students and professionals in an environment that is deployed separately from those used
in production systems. They attempt to imitate the IT infrastructure of companies.
These could be either near-complete replicas of real world infrastructures or idealized
infrastructures. While replicating the infrastructure of companies has the benefit of being
more realistic, it is much more work to setup and requires more resources and would not
address the learning objectives any better nevertheless. Imaginary companies, however,
are much less work to setup and have the benefit that they can be reused to a certain
extent for different participating companies.

As seen in fig. 2.1, an example infrastructure may consist of three network-tiers: The
Operational Technology (OT) (red), the Information Technology (IT) (blue) and the
Demilitarized Zone (DMZ) (green). Each are separated by a firewall to ensure strict
isolation. The OT-segment contains machines for physical operation such as the physical
devices itself or the workstations the operators work on. In the IT-segment, regular
clients, administration clients and internal services are located. The DMZ contains
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2. Background & Related Work

Figure 2.1: Example Infrastructure [69]

services which should also be reached externally from the internet such as web– or the
mail-servers.

To realize such an infrastructure, a virtualization platform is required. This platform hosts
all necessary virtual machines for servers, clients, firewalls and networks. The provisioning
of that infrastructure is automated by infrastructure provisioning and configuration
management tools. A more detailed elaboration can be found in section 2.1.2.

2.1.1 Cyber Range Exercises
Cyber range exercises can cover very different and a diverse use-cases.

Categories of cyber exercises are training of response cooperation, evaluation of cyber-
security skills, information assessment and training real-world scenarios for skill-improvement
technical exercises and organizational exercises according to Seker et.al. [74].

Cyber exercises may also follow a hybrid strategy where the above mentioned categories
are applied to each company via roles. This approach allows that both, technical and
management aspects can be trained at once. To implement this, each participant gets
a role assigned which may be more on the technical side such as Computer Security
Incident Response Team (CSIRT) or on the non-technical side such as management or
public relations. The goal in such a hybrid scenario is that the role cooperate with
each other in a such that they prevent cyber attacks, defend them if they happen and
execute the incident response correctly. This enables that the participants learn technical,
communication and organizational skills to successfully perform the incident response.

For organizational purposes, cyber exercises are separated into different teams. These
teams are competing against each other or working together, depending on the scenario.
Each team has different tasks and requirements in order to be able to participate in each.
While this list is not complete, it enumerates the most important team colors according
to Yamin et.al. [91, p. 11].

Red Team The read team is comprised of individuals who attempt to breach the
infrastructure. They have to satisfy the tasks and boundaries predefined by the

8



2.1. Cyber Range

white team. They are not allowed to attack the underlying infrastructure where
the cyber range is deployed at, for instance.

Blue Team The blue team tries to defend the infrastructure actively against the red
team. This encompasses tasks such as intrusion detection, detecting existing security
vulnerabilities, and other related tasks. When detecting a cyber incident, they are
responsible for starting the necessary processes according to the GDPR and NIS
and communicating the incident within the team.

White Team The objective of the white team is to devise and execute scenarios for the
cyber range. Furthermore, they are responsible for managing the exercise itself and
giving other teams hints if they are stuck in progress.

Green Team The green team is responsible for ensuring the exercise’s infrastructure.
Before the actual game begins, they prepare the infrastructure. During game play,
they monitor the deployment and fix failing components.

Defining what a cyber range contains and what it is about is not enough to fully grasp
potential scalability issues. To make it more clear where certain issues may arise, the
process of setting up a cyber range will be introduced in the next section 2.1.2.

2.1.2 Lifecycle
The establishment and execution of the method further described in chapter 3 necessitate
clarification of the cyber range’s lifecycle. In fig. 2.2, the lifecycle is illustrated in detail.

One high-level objective of a cyber exercise is the initial phase of the cyber range lifecycle,
which entails the development of the exercise scope. The purpose of this is to determine
the types of exercise-tasks and attacks that should be included in the exercise at a later
time. It involves the preparation of concepts that comprise the necessary vulnerabilities
and attacks, which will be implemented at a later time. This leads to a timetable that
specifies the commencement and conclusion of each attack.

The tasks of the exercise for the participants to solve, can be concurrently planned,
developed, and integrated following the planning phase.

Initial, the task must be selected from an existing catalog, novel vulnerabilities, or even
from scratch. Considerations such as the complexity of exploit execution and defense are
assessed in this context.

If it has not already been developed, this is completed during the subsequent phase. In
an effort to expedite the development process, the task is tested outside the exercise
environment. Testing the anticipated scenarios and vulnerabilities is the subsequent
phase. It also encompasses the development and configuration of the attack vectors and
scenarios.

Once the scenarios and attacks have been refined, they must be incorporated into the
cyber range deployment plan. In the context of the AIT Cyber Range, this entails the
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2. Background & Related Work

Plan Exercise Scope

Task 0

Plan Task

Develop Task
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Figure 2.2: Cyber Range Exercise Lifecycle
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2.1. Cyber Range

creation of Terraform modules and Ansible playbooks for the IaC repository. This phase
may involve the initial stages of minimal deployments to evaluate the newly integrated
scenarios.

Afterward, the productive environment undergoes the full deployment of the cyber range.
The capacity to work concurrently is significantly diminished at this juncture, as a cyber
range exercise is a single deployment. The participants will subsequently utilize the
productive environment in the exercise scenario. This is the first step that needs a full
infrastructure for production. This is also the stage that this thesis tries to enhance.

The main stage phase – performing the exercise of the cyber range – commences following
the deployment. During this phase, the participants commence the actual exercise by
addressing, defending, and reporting the predetermined issues in the scenario. The
maximum duration of this phase is a few days.

The infrastructure is destroyed in the final phase after the main phase concludes. This
guarantees that future exercises can be conducted without incident. Additionally, it
decreases the cost of compute resources or makes the infrastructure available for other
workloads.

In contrast to other deployments that are intended to operate for years or even decades,
a cyber range deployment that lasts only a few days is exceedingly brief. Moreover, the
deployment time is not negligible in comparison to other deployments.

2.1.3 Security Considerations

The security requirements of a cyber range are distinct from those of typical software
deployments for a variety of reasons. These requirements must be meticulously refined
to enable the selection of patterns in a rational manner.

In a cyber range, the potential for environmental exploitation is a significant security
concern. Users typically require the use of tools that are designed for conducting
cyberattacks in order to engage in the exercise. Nevertheless, these instruments may
also be exploited to inflict harm on the exercise environment. The result could be
anything from the interruption of the exercise itself to the execution of actions with legal
repercussions on the internet, as well as the reservation of new compute resources in the
virtualization environment that could incur expense. This necessitates that participants
are unable to exit their exercise environment to the greatest extent possible.

In certain specialized cyber exercises, it is feasible that the customer who orders a
cyber range provides sensitive data to the exercise in order to enhance its realism.
Such data must be handled with utmost care, with the potential to exclude specific
components or patterns from being utilized in the scenario. For instance, the utilization
of third-party services or cloud providers may be prohibited for such exercises, which
consequently diminishes the potential strategy patterns that could be implemented in
such circumstances.
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However, there are also some security requirements that are more relaxed than those
found in typical production environments. In productive environments, the security of
internal services accessible to the participant against malicious behavior is of greater
importance than in a cyber range. In reality, the purpose of a cyber range is to serve as
a cyber security training environment, which means that participants are expected to
conduct attacks on the services. This relaxation permits the utilization of patterns that
are reusing cryptographically expensive artifacts, such as certificates, password hashes,
or tokens.

In summary, the security requirements of a cyber range are neither strictly greater nor
strictly less than those of a typical software deployment. This implies that there is no
absolute limit that precludes specific patterns from being implemented in systems with
“higher” security requirements, or vice versa.

2.1.4 Availability

In order to select suitable patterns, it is also necessary to consider availability as a
qualitative criterion. The operation phase of a cyber range is typically much shorter
than that of typical software deployments, as previously delineated in section 2.1.2.
Consequently, the availability requirements are slightly different.

A cyber range is utilized by the customer for a brief period, in contrast to software
services that are permanently consumed by customers over an extended period. The
customer is not reliant on the cyber sector to maintain subjects such as productivity,
security levels, or production lines.

Following the deployment during the operation phase, software and system maintenance
is a significant factor that impacts availability. In order to prevent significant downtime
or malfunctions, systems that are continuously operational for an extended period must
be maintained in a variety of ways. Some of these maintenance actions include the
monitoring and cleaning up of logs to prevent major outages and storage shortages,
as well as the regular updating of software to prevent bugs that result in data loss or
unresolved security vulnerabilities. Although these items should be kept in the deployment
plan for cyber ranges, because of their brief lifespan, they are insignificant during the
operational phase. This implies that patterns can be implemented in a cyber range that
are in direct opposition to the maintenance requirements of conventional production
environments.

2.1.5 Deployment Automation

For every exercise, the infrastructure has to be reset to its original state or prepared for
a different exercise. Deploying lots of infrastructure manually takes a lot of time and is
very error-prone. Therefore, it is desired to automate this process as much as possible to
reduce the workload of green teams [53, p. 8].
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The automation of exercise deployment can be divided into two distinct layers. The bottom
layer is responsible for requesting the necessary resources, such as virtual machines and
virtual network infrastructure. Additionally, there is a layer responsible for configuring
all the software components running on the servers and the clients. Although they share
similarities, they have to be handled separately [54, p. 3].

Even with automation, the deployment of an exercise can consume hours to nearly a day.
Not only that, this means that the deployment must be started long before the beginning
of the exercise. It also implies that the development and testing of exercises consumes
a considerable amount of time, and in the event of any errors during deployment, they
must be rectified and re-deployed, which also entails a significant amount of time.

To automate a deployment, certain requirements have to be met to make this possible.
These are virtualization, a platform for orchestration such as Infrastructure as a Service
(IaaS) and tools which perform the deployment such as Infrastructure as Code (IaC).

2.2 Virtualization
Virtualization allows the deployment of components that are normally physical devices
onto a software stack instead. This enhances the flexibility of device provisioning. Proper
solutions allow for the moving of virtual resources to other machines where the software
virtualization stack is installed. Therefore, virtualization improves the availability of
resources while also being more flexible in how resources are allocated, which allows
available hardware to be better utilized. The software that is doing this is called a
hypervisor [30, pp. 1, 2].

Another benefit of virtualized resources over physical resources is that their provisioning
can often be done using an API. This not only facilitates the provisioning of new systems
by software, but also expedites the process. It is therefore much faster to provision
hundreds of virtual resources than to provision physical systems [53, p. 8].

2.2.1 Virtual Machines
Virtual machines are the partitioned resources defined in virtualization. The partitioned
resources can be viewed as virtual computers that operate on a virtualization host. The
use of virtual machines requires that the host split its resources, such as the CPU, main
memory, storage, and GPU, into multiple parts. The virtual machines therefore are able
to access a portion of the hosts resources. This also reduces the number of physical
machines required [30, pp. 1, 2].

There are multiple options available for resource allocation. One strategy is that the host
allocates a predetermined quantity of resources to the virtual machines. This approach
guarantees that a virtual machine will have access to all resources dedicated to it at any
time, but it reduces flexibility and raises the issue that if another virtual machine runs
out of resources, it will not have access to further resources even if the other virtual
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machines do not fully utilize the allocated resources. To prevent this, resources can also
be allocated on demand according to the current requirements of the virtual machine [63,
pp. 2, 3].

Virtual machines, similar to physical machines, necessitate access to other machines
and network resources. Network topologies are typically realized via Software Defined
Networks (SDN) [48, p. 12].

2.2.2 Virtualization Approaches
Virtual machines are a concept that describes how virtual computers are isolated from
each other and the host computer. However, virtualization it is a generalized technique,
which can be implemented in different ways with emphasis on different aspects such as
performance or compatibility. According to Armstrong and Djemame [8, p. 5], there are
three different major types of virtualization:

Full Virtualization All the resources of the guest can be virtualized using hardware
features from the host in this type of virtualization. Each component to virtualize,
such as the CPU, main memory, storage and other devices, will have a virtual
device created. Normal CPU instructions are directly executed on the host’s CPU.
When a privileged instruction is encountered, the hypervisor attempts to emulate
it.
A major constraint of full virtualization is that it is required that the guest runs
on the same CPU instruction set.

Paravirtualization Paravirtualization enables the virtualization guest to access the
host system’s API calls with specified hypercalls. The benefit of this is that the
guest can do system calls directly on the host instead of having to isolate and
interpret them.
To use virtualization, the guest system must be ported to use it. Since the API is
hypervisor-specific, it must be done for every host system the guest system should
run on. This is not always feasible on closed systems as they are not easily modified.
Therefore, often only device drivers for hardware such as storage, network, or
graphics are implemented. These drivers are comprised of two distinct components:
a frontend driver for the guest and a backend driver that implements the hypercalls.
Most prominent hypervisors include KVM and XEN.

Hardware-Assisted Virtualization This type of virtualization requires the host CPU
to implement special instructions in order to achieve virtualization capabilities.
This eliminates the need to implement dedicated drivers. Thus, hardware-assisted
virtualization is the best performing of the three. Additionally, the guest does not
have to implement guest specifics such as hypercalls.
The major drawback is that the guest has to be running on the same instruction
set as the host and the host has to provide special instructions.
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Virtual machines themselves only define how resources of a physical machine can be
partitioned, but not how the underlying infrastructure looks. In order to resolve that,
virtualization platforms are required to manage virtual machines. Virtualization platforms
provide mechanisms to manage the life-cycle of virtual machines and provide accountability
to ensure proper cost calculation. Two prominent examples are OpenStack and libvirtd.

2.3 Infrastructure as a Service
Infrastructure as a Service is a type of virtualization platform that offers users to book
virtual infrastructure on demand. Part of this infrastructure are typical virtualized
hardware such as CPU power, main memory, storage, GPUs or network resources.

IaaS providers commonly expose APIs that enable programmatic provisioning, drastically
reducing manual effort [75, p. 2].

2.3.1 Cost
The IaaS model relies on a pay as you go model. This implies that a user solely pays
for the resources they are currently utilizing, typically with a precision of minutes. In
certain instances, it is distinguished whether a resource is active or inactive, wherein
inactive resources incur a lower cost. For instance, a compute node may be operating in
standby mode. Since it does not require any main memory or CPU at this time, it can
be less expensive. However, the storage cost of this node is still non-zero.

In contrast to on-premise solutions, IaaS does not have upfront costs. It is not necessary
to purchase expensive hardware upfront or to plan and execute complex setups in both
the hardware and software aspects.

2.3.2 Availability
Typical setups of IaaS backends involve computation clusters. They are responsible for
scheduling all resources across the cluster nodes properly. This ensures that instances
of provisioned infrastructure can be run in a high availability mode with near to zero
downtime [75, p. 2].

The degree of availability of such infrastructures is usually part of a Service Level
Agreement (SLA). Depending on how much a user is willing to pay, the percentage of
the guaranteed availability might be lower or higher [75, p. 2].

Cloud service providers typically offer different regions in which the virtual infrastructure
will be located. The benefit of this is that, in case of an outage, only the resources of
the particular region will fail. Drawbacks are latency and potential and higher cost in
certain regions [75, pp. 2, 3].

IaaS is available from different vendors as different implementations. Vendors include
Amazon Web Services [19], Google Cloud Platform [20], Microsoft Azure [21] and
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OpenStack [61]. While the first three are closed source and are hosted by the vendors,
OpenStack is open-source and allows for the hosting on premise.

2.3.3 OpenStack

OpenStack is a cloud computing platform which provides infrastructure as a service
functionality. In that manner it shares many similarities with platforms from commercial
vendors such as Amazon AWS, Google Cloud Platform, Microsoft Azure, et cetera.
However, OpenStack is free and open-source meaning that in contrast to the other
mentioned solutions above, OpenStack can be hosted on-premise. In addition, there are
still vendors which provide IaaS with OpenStack which has the benefit for prohibiting
vendor lock-in [12, p. 1].

If hosted on-premise, OpenStack inherits all benefits and drawbacks of these type of
hosting such as privacy or service cost [12, p. 1]. OpenStack itself is not a single software
artifact but rather consists of many components which are part of the OpenStack
architecture. To name a few, there is Nova which is responsible to provision the virtual
machines, Neutron which manages the network for the VMs or Swift which acts as the
storage backbone [70, p. 1].

OpenStack itself does not include a hypervisor, meaning that the user is responsible for
setting up the desired hypervisor [70, p. 2]. This has the benefit that the OpenStack
infrastructure can be tailored for the specific use-case. Different hypervisors provide
different abilities making it a critical decision regarding which CPU architectures are
required and also the performance requirements.

OpenStack itself offers only the virtualization platform, but does not provision resources
on its own. In order to perform the workloads as desired, the virtual machines must
be created by calling OpenStack’s API. This provisioning can be accomplished either
manually or automatically.

2.4 Infrastructure as Code

Infrastructure as Code (IaC) specifies infrastructure in source code, improving repro-
ducibility and integrating naturally with version control for collaborative change manage-
ment.

2.4.1 Infrastructure Provisioning

Infrastructure Provisioning describes the process of allocating the virtual resources
required for scenarios such as a cyber exercise. As infrastructures grow, provisioning
complexity, and thus effort increases. In addition, provisioning must be reproducible to
enable reuse of developed scenarios.
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Manual provisioning does not scale well. Although writing automation scripts requires
upfront effort, repeated deployments requires minimal additional cost. Automation
reduces errors and improves speed through scripted, idempotent workflows [53, p. 1].

In order for an infrastructure deployment to be automated, it is imperative that the
provider offers API support. In cloud-native scenarios, this is almost always the case, but
it does introduce the difficulty of vendor lock-in since not every cloud service provider uses
the same API. However, there are abstractions available to prevent this from happening
[43, p. 5].

Programs that are used to perform automated deployments are known as Infrastructure-
as-Code utilities. There are two major types of statements: declarative (specify the desired
end state) and imperative (specify the steps to reach it). Declarative models evaluate
current state and converge toward the target; imperative models execute commands in
a fixed sequence. The declarative approach simply defined what had to be done, the
imperative approach defined how it had to be done [53, p. 8]. Listing 2.1 shows an
example on how Vim can be installed in an imperative way and in a declarative way
using Ansible. While the first installs it regardless of the current state, the latter only
installs it if necessary since its task is to bring the system in the described state instead
of simply running commands.

1 - name: Ensure vim is installed (imperative)
2 ansible.builtin.shell:
3 cmd: apt install vim --yes
4
5
6 - name: Ensure vim is installed (declarative)
7 become: true
8 ansible.builtin.apt:
9 name:

10 - vim

Listing 2.1: Installing Vim imperative versus declarative with Ansible

Since Infrastructure as Code (IaC) files are text files similar to regular source code files,
they inherit their advantages. One opportunity lies in using a version control system
such as Git. This simplifies the process of how the infrastructure was defined in the
past and makes it transparent on who changed something. Besides that, collaboration
is much more convenient than in classic file shares due to the built-in automations for
merge strategies when multiple authors change the same file [53, pp. 11, 12].

There are multiple tools available for infrastructure provisioning. Each of the closed-
source vendors mentioned above offers its own provisioning tools [88, 33, 11] that are tied
to their specific IaaS platform. Platform independent tools are Terraform [81], Pulumi
[65] and OpenTofu [62]. Pulumi is not a full-blown tool for infrastructure provisioning
itself but provides SDKs for various programming languages instead. Although this
approach is quite flexible, it also means that a programming environment is necessary to
provision infrastructure. Terraform and OpenTofu use the same domain-specific language
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(HCL) since OpenTofu was a fork of Terraform when Terraform was open-source. Projects
created before OpenTofu existed therefore tend to use still Terraform when trying to
migrate to OpenTofu.

Terraform is a tool developed by HashiCorp for infrastructure deployment, with a
primary focus on its ease of portability to specific cloud providers. The compute resources
are defined using a declarative Domain Specific Language (DSL) – called HashiCorp
Configuration Language (HCL) – to ensure human readability. In general, Terraform
operates by creating a plan for infrastructure and dependencies that it must provision
from the current HCL, and optionally, a state that was previously created by Terraform,
ensuring that only compute resources that are not already existent on the provider are
created. This plan can then be reviewed by the user and applied if everything goes as
expected [43].

Infrastructure provisioning ensures that compute resources are available to the issuer.
However, these resources are only provisioned, and they will not be able to handle the
desired workload out of the box or work together. In order to overcome the limited
configuration options through infrastructure provisioning, a method to do so is necessary.

2.4.2 Software Provisioning

When the infrastructure provisioning is finished and all components are reachable, the
software has to be provisioned and configured to work properly. A major part of the
software provisioning is to configure all components to work together. That is typically
the case in a cyber range environment where services are configured to reach each other
or where resources such as documents or client software are getting distributed as stated
in [54, p. 4].

One significant advantage of automated configuration management is the reduction of
configuration drift. The term configuration drift refers to the breach of configuration
integrity when a similar or identical configuration is applied to multiple instances.
Configuration drift typically occurs when a configuration option must be modified across
multiple instances. In a manual process, the administrator might forget to apply the new
configuration option on some instances [53, p. 8].

Similar to infrastructure provisioning, there are several tools available for software
provisioning. Some of them are Ansible [6], Chef [18] and Puppet [66]. Although all of
them provide at least an open-source version, Ansible is by far the most used by the
industry, according to Guerriero et al. [34, p. 6].

Ansible [6] is a configuration management tool originally designed for Linux instances.
The configuration process is solely performed on the client’s end, requiring only the
installation of Python on the host. Ansible automatically sends all the required modules
to the desired host. The connection itself is maintained with SSH [59, p. 3].

Ansible is divided into three major subjects: tasks, roles, and plays.
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Ansible tasks are atomic declarations that specify what needs to be configured. Exam-
ples include copying a file, editing a file, installing a package, etc. They are backed
by modules which are implemented in Python which are either built into Ansible
or provided by third-party sources [59, p. 3].

Ansible roles refer to a series of tasks. They group tasks together in order to provide
a more abstract approach to arranging tasks. Typical roles include installing a
web browser. In order to work, such a role must install packages, edit, and create
files. In numerous instances, roles are parameterized by variables, enabling the
caller to select configuration options such as the installation path, certain enabled
or disabled features, and so forth [59, p. 3].

Ansible plays are even more abstract than roles. Roles are grouped together to form
a coherent recipe. An example would be a client configuration playbook, which
would include a web browser installation role, a desktop environment installation
role, and an email client installation role [59, p. 3]. A collection of Ansible plays is
called Ansible playbook.

Ansible employs inventories to register all of its hosts. In each playbook, it can be
specified on which host or host groups they should be executed. This allows for fine
granular control over which tasks to run on which hosts without copying and modifying
playbooks or running them against different hosts manually [59, p. 3].

2.5 Scalability

Scalability in a cyber range is required in order to handle different manifestations of the
concrete infrastructure. Depending on the infrastructure itself, the number of servers
might vary significantly, meaning that more or less compute clients and more or less
server resources might be required. Moreover, the size and complexity of the components
of the infrastructure may vary depending on the concrete scenario to exercise. The issue
here is that, regardless of the exercise size, the deployment time should be kept as short
as possible.

Scalability is the ability of a system to respond to these changes in resources in a certain
dimension. The dimension could encompass any combination of resources, including but
not limited to CPU power, network throughput, multiple nodes, enhanced memory, and
so forth. By enhancing the value of a particular dimension, a scalable system implies an
enhancement in performance without altering the architecture itself. Scalable systems
are crucial in situations where a task necessitates execution on a distributed system or
when the available system resources undergo significant changes [15, p. 1].
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2.6 Strategy Patterns
Software design patterns are a well-established approach to software development in the
domain of software engineering. Their objective is to introduce patterns that can be
applied to certain software architectures in order to reuse existing parts of successful
architectures. Their benefit is to unify the design of software, which makes it easier for
new developers to develop existing software, thus reducing the required training period
[48].

Software design patterns were not formalized before they became used. Instead, they
were created by experienced software engineers with expertise from already existing
software, which led to an empirical approach [48].

2.7 AIT Cyber Range
The AIT Cyber Range [54] is an example of an implementation of a cyber range that
already exists in the industry. As described in chapter 3, it is used as test, demonstration
and evaluation platform in this work. From the bottom up, the AIT Cyber Range
utilizes OpenStack as its virtualization platform due to its open source nature and high
prevalence. The infrastructure provisioning is done with Terraform since it is the most
widespread option of infrastructure provisioning tools according to Guerriero et al. [34,
p. 4]. For software provisioning, Ansible is used for the same reasons.
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CHAPTER 3
Methodology

This chapter describes how the scientific method is constructed in order to ensure the
reproducibility of this work. The method is based on the Design Science approach
according to Wieringa et.al [90].

3.1 Problem Identification
Cyber ranges must be capable of being utilized in a variety of scenarios in a flexible manner.
This is imperative to avoid the need to develop entirely new code for infrastructure for
each scenario or exercise. A cyber range should be capable of adjusting the number of
client machines that can be deployed for participant interaction. This is necessary to
handle a greater number of participants than the scenario was originally designed for, as
well as to conserve resources when they are not needed.

Empirical benchmarks show that the AIT Cyber Range requires a significantly longer
deployment time when a greater number of clients are required. The AIT Cyber Range’s
current state is recorded throughout this work utilizing benchmarks, as time is the
subject of optimization. The benchmarks can be employed to identify the particular
problems regarding scalability and approximate the location of the scalability issue. These
benchmarks rely on the following dimensions:

Clients Clients are the input size at which the AIT Cyber Range exhibits poor scalability
characteristics. Figures show 0–40 clients in steps of five on the x-axis.

Playbooks For playbooks, different diagrams are used. Each playbook has an effect
on various parts, so they each behave differently in terms of the number of clients.
Some playbooks in the AIT Cyber Range are optional. To make the significance as
general as possible, only the playbooks are evaluated which are required for every
scenario. These are:
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Bootstrap sets up proxies, disables firewalls temporarily and updates software.
Affects all machines.

DNS installs and configures DNS services.
Client installs required client software and configures resources such as browser-

bookmarks, email-accounts and password-manager databases. Affects client
machines.

Learners builds, installs and configures the platform for participation access.
Affects the machine used for the noVNC platform for installation and all
other machines for gathering facts in order to configure learners – the noVNC
platform of the AIT Cyber Range.

Certificates generates and installs certificates on servers and distributes them to
all machines. Affects all machines.

User Management creates the required user accounts. Affects all machines.
Post resets configuration only required during the deployment process. Affects all

machines.

Warm/Cold Cold runs execute immediately after infrastructure provisioning on clean
hosts; warm runs repeat the same configuration on already configured hosts. This
helps to identify which scalability issues related to the configuration workload
and which are caused by the configuration management tools itself such as checks.
Distinct diagrams are provided to represent this dimension.

To determine the quantity of the severity and show the problem, each of the playbooks was
benchmarked. The exact structure of the resulting diagrams is elaborated in chapter 4.

3.2 Accomplishing the Objectives
This part shows how a literature review was used to find patterns. The patterns that
were identified were subsequently categorized in order to refine them. The main selection
process then ranks the patterns so that the best-performing ones can be used first.

3.2.1 Literature Review
The aim of the literature review in this particular work is to identify potential patterns
and methods which can be used in order to optimize the performance and scalability of
cyber ranges.

Scope of the Literature Review

This thesis’s primary objective is to identify and categorize patterns that resolve scalability-
related issues. Therefore, the initial step is to search the literature for existing patterns.
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A significant component of this project is the utilization of benchmarks to investigate
the impact of patterns on scalability. In order to guarantee the reproducibility of
the benchmarks, it is crucial to explore the existing literature regarding infrastructure
deployment benchmarking.

In numerous instances, patterns are not designed to improve the deployment time; rather,
they are intended to combine architectures or increase modularity. Although these
patterns are prevalent and beneficial in the field of software engineering, they are not
included in the scope of this work because they do not have a direct correlation with
deployment performance.

Literature Sources

Although there are numerous publication formats for scientific research, including written
literature and oral transmission of knowledge, the majority of computer science-related
knowledge is disseminated via the internet. Google Scholar remains one of the most
widely used search engines for online literature. This thesis employs it not only to
maintain its own search index but also to perform searches on other engines, including
IEEE Explore and the ACM Digital Library.

Since it is evident that the literature already contains many cloud computing patterns,
the following approach has been established to handle this information effectively and
ensure its reproducibility.

3.2.2 Pattern Relevance Classification
As previously mentioned in the background chapter, architectural patterns are employed
to identify potential scalability issues and identify methods to resolve them. Literature
that is currently accessible serves as an asset for their identification. In order to reduce
the large number of patterns, their relevance for cyber ranges is estimated. To determine
whether a pattern is further examined or not, the score is divided into classes.

After the implementation of a preliminary framework for pattern classification, it is
necessary to establish a procedure that exclusively examines patterns that have the
potential to be beneficial to a cyber range.

3.2.3 Pattern Selection
From the literature review, it is evident that there are numerous patterns that are
accessible. It is not feasible or advisable to implement all of them due to the amount of
patterns already existing. Consequently, we developed a selection process to guarantee
that the most promising patterns are implemented. The pattern selection is a method
ensuring that of the proposed patterns found in the literature get filtered in way that if
implemented, they will actually have the highest benefit on the scalability.

To establish the pattern selection process, a ranking will be determined by evaluating
metrics that are discussed in section 5.4. Each pattern is rated by four experts in the field
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Pattern Implementation

Figure 3.1: Pattern Selection Activity Diagram

of cyber ranges based on these metrics using estimates according to the Delphi Method
[57]. This ranking is beneficial in identifying the potentially most useful patterns prior
to their actual implementation, which facilitates the identification of which patterns to
begin implementing and establishes a reasonable limit on the number of patterns that
should be implemented.

The ranking itself which is further elaborated in section 5.4 can be divided into three
distinct levels. The first group comprises the patterns that exhibit the most promising
outcomes. Within the scope of this thesis, these patterns will be implemented. The
patterns that are contained at the lowest level are not to be implemented at all, as they
do not provide sufficient indication to warrant implementation. In between, there is the
second level which contains the patterns that show some potential, but not a lot.

The resulting activity diagram of the literature review and pattern selection process is
displayed in fig. 3.1.

Inductive Improvements

To initiate the implementation of concepts that are anticipated to necessitate a significant
amount of effort, inductive improvements may be employed. The primary objective is
to apply the pattern exclusively to a straightforward task. The implementation does
not require production readiness. For instance, mocks may be implemented in place of
genuine implementations of suspected performance bottlenecks to effectively evaluate the
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concept.

An alternative strategy is to refrain from implementing it on the AIT Cyber Range. It is
feasible to evaluate these patterns on a module from the Ansible Galaxy repository as an
alternative. Despite the fact that this requires less effort than the full implementation for
the AIT Cyber Range, the improvements can also be redirected to the Ansible Galaxy
project. Moreover, the AIT Cyber Range will also benefit from the improvements if these
roles are successfully implemented in projects that utilize the Ansible Galaxy repository.

The outcome still indicates whether there is an improvement, despite the fact that it is
not yet ready for production, albeit with less significance. This approach enables the
identification of potential patterns that may be worth further investigation in the future.

3.3 Design and Development
Throughout work, the design and development phase is an agile process. This results
in an improvement in the efficiency of the implementation and evaluation process. As
shown in fig. 3.2, the design and development part is executed as following:

1. Implementation of the selected pattern

2. Performance benchmarking and further analysis

3. Identification of possible improvements

4. Implementation of the identified improvements

5. If they actually improved the deployment-time, the process is done

6. Otherwise, repeat from step 3 onwards unless unsuccessful for two times

3.4 Demonstration
The proposed scalability changes are tested after the selection and evaluation of which
patterns to implement to what extent. Consequently, the actual implementation must be
completed. It is the objective of this section to offer a perspective on the potential issues,
obstacles, and considerations that may arise during the implementation process. This
thesis will incorporate the knowledge acquired through this process. In particular, it is
possible that patterns were not sufficiently filtered during the selection process, resulting
in non-negligible details that exacerbate the development effort or cause conflicts with
other patterns. This approach enables the reader to make decisions regarding the pattern
to be implemented based on a greater understanding of the subject matter than the
selection process itself.
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Figure 3.2: Design and Development Activity Diagram

3.5 Evaluation
The scalability issues are outlined and ranked in a manner that is clear, allowing for
the identification of the areas that require attention during the eradication process. In
order to verify and demonstrate the actual improvement, the benchmark is repeated
following the completion of the implementation. The benchmarking methodologies are
predominantly implemented in accordance with the recommendations of Bartz-Beielstein
et al. [13].

3.5.1 Metrics & Key Performance Indicators
Key Performance Indicator (KPI) are the metrics of a benchmark which define the
attribute to be measured and therefore to be improved.

There are many metrics available for benchmarking software deployments:

Latency is the time difference between starting to request a certain task and when it
actually starts.

Throughput is a metric that measures how many tasks can be handled within a time
frame.
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CPU Usage how much of the CPU is consumed. In Ansible, certain tasks require more
CPU power than others. Examples of tasks that consume more CPU resources are
certificate generation, archive compression/decompression, and hashing.

Memory Consumption defines how much memory the process consumes. When the
memory is near capacity, the throughput of tasks cannot be increased anymore.

Network Throughput is influenced by how much data is sent through the network.
When sending big datasets to instances installing packages on many hosts in the
network, this can be effected negatively.

Disk I/O is important when sending big data sets to hosts or installing new software.

Deployment Time is the KPI which is the result of all above metrics.

Within the context of a cyber range, the deployment time is the primary KPI. It
represents the time difference between the commencement of a scenario deployment and
its conclusion. Both, the infrastructure provisioning and component configuration are part
of this. Infrastructure provisioning necessitates considerably less time than component
configuration. Consequently, the scope of this thesis is limited to the provisioning and
configuration of software, with infrastructure provisioning being excluded.

3.5.2 Concurrency
Concurrent processing can frequently facilitate the resolution of issues in a more efficient
manner. For example, in the event that the CPU is the bottleneck, it may be beneficial
to increase the number of CPU cores that are in use. Nevertheless, the problem must be
capable of running concurrently in order to gain benefits out of concurrency. Numerous
obligations necessitate sequential execution. Consequently, it is impossible to parallelize
such scenarios, as user creation must always occur prior to its use in the configuration
of other components. Second, the virtualization platform’s constraints may necessitate
an increase in CPU resources to optimize parallelization. However, this is not always
feasible.

Regrettably, concurrency is not solely determined by the CPU. The main memory must
be accessed by a greater number of CPU cores when they are operating in parallel,
resulting in increased memory bandwidth and capacity requirements.

This data is essential for the purpose of conducting an analysis and evaluation. In order
to ensure that the results are reproducible, it is necessary to measure these metrics and
meticulously document the process.

3.5.3 Evaluation Platform
A platform that can quantify these parameters is necessary for the implementation of
solutions and the execution of benchmarks. Ansible is the applicable platform for the
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Figure 3.3: Infrastructure Deployment Architecture

implementation and verification of these patterns. This is motivated by the fact that
Ansible is the most broadly used tool for performing deployments on platforms that
necessitate full virtualization, such as a cyber range, as per Guerriero et al. [34]. The
AIT Cyber Range is built upon this technology stack, so it is used to implement, test,
and verify the findings of this work.

3.5.4 Setup
In an effort to replicate and comprehend the outcomes, the benchmarks must be executed
within a predetermined environment. All benchmarking operations are conducted on the
AIT OpenStack cluster. This guarantees that nothing relies on a development machine
that would be exclusive to one individual.

Documenting the specifications of the OpenStack cluster provided by the AIT is crucial,
as every machine operates within it. Each of the five physical nodes in the OpenStack
cluster is equipped with a 512 GB main memory and two Intel Xeon Silver 4214R 2.4
GHz, 12C/24T CPUs, as illustrated in fig. 3.3.

Within this cluster, there are typically two distinct types of machines. The initial group
consists of the machines that are included in the cyber range infrastructure project, as
illustrated in fig. 3.3. Their requirements are found in the Terraform modules in the
Infrastructure as Code repository and differ depending on the exercise.

The deployment machine is the type of machine that is employed to execute the Ansible
playbooks. The deployment machine, which is the flavor with the highest performance in
this cluster, is assigned 16 cores and 16 GB of main memory by the OpenStack cluster.
However, in certain instances, alternative types of machines may be employed, such as
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when specific software necessitates unique hardware specifications. The specification will
be referenced in such instances.

The deployment time can be quantified in the following manner, regardless of whether
improvements are implemented:

1. Adjust Deployment Size

2. Provision Infrastructure with Terraform

3. Provision Software using Ansible

4. Destroy Infrastructure with Terraform

5. Repeat Provisioning

In order to calibrate the infrastructure deployment for accurate scalability measurement,
it is imperative to adjust the deployment size. The AIT Cyber Range necessitates
the modification of Terraform modules to reflect the appropriate number of deployed
machines.

The provisioning of the infrastructure is essential to ensure that all non-configured
machines are accessible for software provisioning. This makes this step necessary after
each deployment size adjustment.

Ansible’s software provisioning is the primary component of this advancement. This part
is the most time-consuming and is intended to be optimized in this work. This is the
only process within the work that is evaluated in terms of time expenditure, i.e., the
provision of infrastructure is not taken into account.

The time measurement is completed upon the accomplishment of the software provisioning,
rendering the deployed infrastructure obsolete. To prevent the measurement from being
influenced by previous software provisioning repetitions, the entire infrastructure is
destroyed following the software provisioning process using Terraform.

Subsequently, this procedure is executed five times with identical input sizes in order
to identify and rectify measurement discrepancies. This process will be repeated if the
input size is adjusted.

Once the implementation is complete, the results must be assessed in order to demonstrate
potential enhancements.

3.5.5 Measuring Process
The software provisioning stage, which corresponds to the Ansible infrastructure, is the
primary focus of the AIT Cyber Range measurement. The Ansible infrastructure is
composed of numerous playbooks and stages that are anticipated to exhibit significant
differences in performance and require differing amounts of time.
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It is crucial to measure the deployment process in a precise manner during the measure-
ment process to understand which components of the deployment require the most time.
Understanding them enables one to determine which tasks require more time and which
require less. This serves to delineate the initiatives that require the most attention.

3.5.6 Result Presentation
The data results of the measuring process must be presented in a manner that is more
easily comprehensible. In the context of deployment times, the selected presentation is
a line chart that illustrates the necessary deployment time in relation to the number
of deployed clients. The charts can be found in section 4.1. It is crucial to present the
raw data in this manner, without any interpretation or analysis, to allow the reader to
exclusively collect the objectives and conduct the interpretation independently.

However, the data is not particularly significant on its own. It is necessary to interpret
the results in order to obtain any conclusions.

3.5.7 Analysis and Interpretation
An analysis that can be conducted with minimal effort is the deployment time per client.
This outcome illustrates the deployment’s capacity to accommodate an increasing number
of clients. The deployment is actually scaling as intended when this value remains
constant regardless of the number of clients or is even reciprocal with more clients.

By attempting to incorporate the benchmark’s data into functions such as linear, polyno-
mial, or exponential functions, this concept can be further developed. For this method,
these functions are configured to accommodate data only up to the run with the highest
number of clients. The final result will be attempted to be extrapolated by this function
and compared to the actual result. In this manner, the optimal function can be identified,
and a strict boundary can be established.

To acquire further results, it is advantageous to evaluate the benchmarks against an object.
Benchmarking is the primary method employed in this work to establish a reference
benchmark for comparison purposes prior to the implementation or enhancement of the
actual pattern. If this is accomplished, the benchmarks can be replicated in the exact
same manner, but with the new implementation.

There are several methods by which the results of these two benchmarks can be com-
pared. Initially, it is possible to compare the absolute difference between these two
benchmarks. By doing so, it may be feasible to determine whether a pattern has resulted
in improvements in scalability. Secondly, it is possible to ascertain whether the class of
functions in which the benchmarks are most appropriately positioned is equivalent. This
knowledge can be employed to determine in advance whether a particular solution will
exhibit significantly different scalability characteristics when deployed with a significantly
greater number of clients than in the benchmarks. Last, there may be a specific point in
the line-chart where the two lines intersect, which is referred to as a break-even point.
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The border is marked by the fact that a solution may be faster to deploy for a limited
number of clients, despite the fact that it scales less well than another solution. It is
crucial to be aware of the break-even point, as it assists in determining which solution to
employ in which circumstance.

In certain instances, it may not be feasible to directly compare the results to the reference
chart, as certain patterns are dependent upon others. If this is the case, the dependency
has to be outlined. Furthermore, this should be isolated, as the intermediate pattern
may have already impacted the measurement in some capacity. The isolation may be
feasible by means of the precise separation of deployment tasks.

3.6 Communication
The communication of the problem statement, along with the corresponding solution and
evaluation, will take place in the course of this thesis. In particular, it is the answering
of the research questions defined in section 1.3.

31





CHAPTER 4
Current State

This chapter tracks the current state of the AIT Cyber Range as described in section 3.1.
This is required to identify which focus should be put on during the literature research
and the pattern selection.

4.1 Current Deployment Time in the AIT Cyber Range
To gain a more comprehensive understanding of the relevance of patterns and the metrics
that must be estimated, the evaluation platform is initially benchmarked. This aids
in estimating the metrics’ score and helps to identify irrelevant patterns early. Each
diagram represents the deployment time of a playbook either cold or warm in dependence
of the amount of clients as explained in section 3.1.

In order to mitigate the likelihood of being influenced by outliers, each measurement
is repeated five times as suggested by Henning et al. [38]. Beside the outliers, every
diagram displays the most time consuming Ansible tasks. To show the development of
the deployment time, the diagrams include linear and quadratic regressions of the total
time.

The AIT Cyber Range is utilized to test this with 0-40 clients in five-step increments.

The most significant results out of the cold diagrams are listed below. Warm benchmarks
are not that relevant for this work besides of a few cases which are elaborated later.

• Bootstrapping (fig. 4.1) scales linearly but takes the most time out of all playbooks.

• Clients (fig. 4.3) takes not as much time as bootstrapping, but scales quadratically.

• User management (fig. 4.5) scales linearly, however with a significant factor.
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0 5 10 15 20 25 30 35 40Clients0:001:403:205:006:408:2010:0011:4013:2015:0016:40
Time (M

M:SS)
Gathering FactsTotalTotal (Linear Regression)Total (Quadratic Regression)Updating apt-Cache

TaskBootstrap Scaling (16 cores) Cold, 3 Iterations

Figure 4.1: Bootstrap Scaling Cold

0 5 10 15 20 25 30 35 40Clients0:000:050:100:150:200:250:300:350:400:450:500:551:001:051:101:15

Time (M
M:SS)

Gathering FactsTotalTotal (Linear Regression)Total (Quadratic Regression)iptables-forwarding : Install iptables-persistentnetworking-setup : Run interface setup
TaskBootstrap Scaling (16 cores) Warm, 3 Iterations

Figure 4.2: Bootstrap Scaling Warm
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0 5 10 15 20 25 30 35 40Clients0:000:200:401:001:201:402:002:202:403:003:203:404:004:204:40

Time (M
M:SS)

TotalTotal (Linear Regression)Total (Quadratic Regression)keepassxc : Create Directories for KeePassXC configkeepassxc : Remove keepass cachekeepassxc : Upload KeePassXC Config File
TaskClient Scaling (16 cores) Cold, 3 Iterations

Figure 4.3: Client Scaling Cold

0 5 10 15 20 25 30 35 40Clients0:000:200:401:001:201:402:002:202:403:003:203:404:004:204:40

Time (M
M:SS)

TotalTotal (Linear Regression)Total (Quadratic Regression)keepassxc : Create Directories for KeePassXC configkeepassxc : Upload KeePassXC Config File
TaskClient Scaling (16 cores) Warm, 3 Iterations

Figure 4.4: Client Scaling Warm
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0 5 10 15 20 25 30 35 40Clients0:000:100:200:300:400:501:001:101:201:301:401:502:002:102:202:302:402:503:003:10
Time (M

M:SS)
TotalTotal (Linear Regression)Total (Quadratic Regression)manage-authorized-keys : Add fixed authorized keys to usersmanage-authorized-keys : Manage authorized keys

TaskUser Management Scaling (16 cores) Cold, 3 Iterations

Figure 4.5: User Management Scaling Cold

0 5 10 15 20 25 30 35 40Clients0:000:100:200:300:400:501:001:101:201:301:401:502:002:102:202:302:402:503:00

Time (M
M:SS)

TotalTotal (Linear Regression)Total (Quadratic Regression)manage-authorized-keys : Add fixed authorized keys to usersmanage-authorized-keys : Manage authorized keys
TaskUser Management Scaling (16 cores) Warm, 3 Iterations

Figure 4.6: User Management Scaling Warm
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0 5 10 15 20 25 30 35 40Clients0:000:020:040:060:080:100:120:140:160:180:200:220:24
Time (M

M:SS)

Gathering FactsTotalTotal (Linear Regression)Total (Quadratic Regression)dnsmasq : Install dnsmasq
TaskDNS Scaling (16 cores) Cold, 3 Iterations

Figure 4.7: DNS Scaling Cold

0 5 10 15 20 25 30 35 40Clients0:000:010:020:030:040:050:060:070:080:090:100:110:120:130:140:15

Time (M
M:SS)

TotalTotal (Linear Regression)Total (Quadratic Regression)dnsmasq : Config dnsmasqdnsmasq : Restart dnsmasq
TaskDNS Scaling (16 cores) Warm, 3 Iterations

Figure 4.8: DNS Scaling Warm

37



4. Current State

0 5 10 15 20 25 30 35 40Clients0:000:100:200:300:400:501:001:101:201:301:401:502:00
Time (M

M:SS)
TotalTotal (Linear Regression)Total (Quadratic Regression)ca-certs : Append CA certificate to the requests module certi…distribute-certs : Reboot machine

TaskCert Scaling (16 cores) Cold, 3 Iterations

Figure 4.9: Certificate Scaling Cold

0 5 10 15 20 25 30 35 40Clients0:000:020:040:060:080:100:120:140:160:180:200:220:240:260:280:300:320:340:360:380:400:42

Time (M
M:SS)

TotalTotal (Linear Regression)Total (Quadratic Regression)distribute-certs : Reboot machinegenerate-certs : Check state of currently existing certificates
TaskCert Scaling (16 cores) Warm, 3 Iterations

Figure 4.10: Certificate Scaling Warm
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0 5 10 15 20 25 30 35 40Clients0:000:200:401:001:201:402:002:202:403:003:203:404:004:20

Time (M
M:SS)

TotalTotal (Linear Regression)Total (Quadratic Regression)build-npm-project : Build projectbuild-npm-project : Install npm packages
TaskLearners Scaling (16 cores) Cold, 3 Iterations

Figure 4.11: Learners Scaling Cold

0 5 10 15 20 25 30 35 40Clients0:000:050:100:150:200:250:300:350:400:450:500:551:001:051:101:151:201:251:30

Time (M
M:SS)

TotalTotal (Linear Regression)Total (Quadratic Regression)build-npm-project : Build projectgit-lfs : Adding the packagecloud repository
TaskLearners Scaling (16 cores) Warm, 3 Iterations

Figure 4.12: Learners Scaling Warm
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• Due to being constant and only remaining under 30 seconds, DNS (fig. 4.7) is
negligible.

• Certificate (fig. 4.9) scales linearly, however with a lower factor than User manage-
ment.

• Learners (fig. 4.11) takes a significant amount of time, however, it remains constant.

The most significant outcomes of the benchmarks are the prolonged duration of the
bootstrap playbook and the scalability issues of the client playbook. Therefore, these
will receive the most attention in the subsequent sections.

4.1.1 Comparison of Cold and Warm Benchmarks
In general, it can be observed, that despite some diagrams such as fig. 4.3 and fig. 4.5 are
showing increasing deployment times in dependence of the clients, their warm counterparts
do as well. This indicates two possibilities:

1. The deployment workloads are not as heavy as expected. Instead, all the orga-
nizational work Ansible performs such as checking the current state, managing
inventories or scheduling tasks is much more sophisticated and takes much more
time than the actual work on the machines.

2. Ansible’s idempotence checks do not work as expected which results into configuring
the same things which are already done. The cause for this could be insufficient
checks in the Ansible roles by being not careful enough, or by technical limitations
which prevent such idempotence checks.

This indicates that measurements which effect the scheduling of the deployment rather
than the deployment-workload itself can be assumed to have more influence on the
deployment time.

4.2 Takeaways
The current state of the AIT Cyber Range allows to conclude the following takeaways:

• Concentrate on organizational patterns rather those effecting the deployment
workload itself. This is important while executing the pattern selection.

• The most significant scaling issues are evident in fig. 4.1 and fig. 4.3, which require
a significantly longer time to execute as more clients are deployed. This takeaway
has the most effect on both, the pattern selection and during planning the concrete
implementations.
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• Conversely, there are components of the deployment, including fig. 4.7 and fig. 4.11,
that are immune to the quantity of deployed clients. This has to be considered
when skipping patterns which are within the k-top in the rank but are expected to
be inconvenient for the evaluation.
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CHAPTER 5
Candidate Pattern Selection

The pattern selection process is important for identifying patterns in the literature that
minimize the scalability issues that have been identified. Conversely, prior to initiating
the filtering procedure, there are several prerequisites that must be fulfilled. The initial
step was to conduct benchmarks of the current AIT Cyber Range deployment. Based
on the results of chapter 4, this enables the subsequent filtering process to determine
which patterns to prioritize, thereby assigning them a higher score in the pattern ranking.
Second, metrics must be defined in order to establish a ranking based on their potential
usefulness. The patterns can then be searched for in the literature, and the filtering
process can begin.

5.1 Architectural Requirements of a Cyber Range
The architectural requirements of cyber ranges must be clarified in order to determine the
appropriate selection process and metrics. The following are the primary architectural
requirements for cyber ranges in general [46], the AIT Cyber Range and thus relevant
for this work:

1. Adaptability is required to give cyber ranges the flexibility to change the exercise
scenario. The more adaptable a cyber range is, the less maintenance effort is
necessary for future scenarios.

2. The scenario has to be built in a way such that is configurable for participants.
They have to solve tasks where components are misconfigured.

3. Of a security perspective, cyber ranges have to ensure that only users have access to
resources they actually should have to in order to prevent participants are impacting
each other or even cheating.
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4. Cyber ranges are customized and deployed per exercise. This makes it necessary to
reduce the deployment time as much as possible.

5.2 Finding Patterns from the Literature
Before starting to find patterns from the literature, a query has to be formulated to
ensure reproducible results. The query endeavors to identify literature that addresses the
scalability challenges associated with infrastructure deployments and proposes solutions.
As the primary objective is to decrease the deployment time as it is implied by RQ1 in
section 1.3, a portion of the inquiry pertains to benchmarking on that particular subject.
The primary objective of the initial round is to identify literature that has already
addressed the issue of scalability in infrastructure deployment through the use of patterns:

(infrastructure deployment ∨ infrastructure provisioning
∨ infrastructure as code ∨ iac ∨ configuration management)
∧ scalability ∧ patterns ∧ performance ∧ benchmark

The results of the search of the first three result pages in Google Scholar, which were
identified as applicable for resolving scalability issues in infrastructure deployment, are
presented in the following list.
Literature Annotation
Claudio A. Ardagna et.al. [7] Describes patterns of the view of a PaaS

provider. Cyber ranges are no PaaS
provider.

Daniel Sokolowski [76]
Sören Henning et.al [38] No patterns, but how to benchmark scala-

bility of cloud-native applications. States
that ≤ 5 repetitions are required.

Jukka Koskelin [50]
Alberto Avritzer et.al. [10] Interesting for performance when scaling

compute resources in virtual environments,
and Multi-Client Component.

Rui Han et.al. [35] Scale applications at run-time more effi-
ciently. Also interesting for Multi-Client
Component.

Rajesh Komar [49] Comparison of *aaS. Reference for Multi-
Cloud patterns. requirements

Muhammad Ehsan Rana et.al. [9] No patterns, but scalability in cloud ap-
plications. Reasoning why architectural
patterns are useful for cyber range scala-
bility.

Christoph Fehling et.al. [23] Cloud and patterns but no scalability.
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The following are the limitations of the search query and the existing literature: One
significant challenge encountered during the literature research was the identification
of literature that accurately reflected the intended definition of scalability in this work.
Although the majority of the literature defines scalability as the capacity to accommodate
an increased volume of the same workload during runtime, the term “scalability” in this
work is intended to refer to the ability of the same resource to scale appropriately without
focusing on runtime issues.
Another constraint is that the majority of the literature discovered pertains to the
portability of cloud deployments. Their primary concern is whether it is straightforward
to transition from existing systems to a cloud system or to transition from one cloud
provider to another. Nevertheless, neither of these are significant issues in this thesis.
However, Cloud Computing Patterns: Fundamentals to Design, Build, and Manage Cloud
Applications is a source that contains a significant number of patterns [25]. This book has
already compiled numerous patterns that are suitable for cloud computing. It describes
the problem that each pattern solves, the solution that must be implemented, and the
considerations that must be taken. Consequently, a significant amount of literature
review has already been conducted to identify new patterns, shifting the focus to this
source.

5.3 Pattern Refinement
Prior to the execution of any pattern selection, it is necessary to locate patterns. Table 5.1
enumerates every pattern that was discovered in the literature. The scope of this work
does not encompass the explanation and elaboration of all patterns that are invoked.
Nevertheless, they are thoroughly delineated in the citation.
Given the size of this list, a pre-selection was conducted in order to minimize the amount
of work required for the actual ranking. The pre-selection process involves estimating the
pattern’s relevance to cyber ranges. There is no actual quantification of the relevance,
as this is an estimation. However, it should serve as a preliminary starting point for
reducing the number of patterns.

5.3.1 Relevance
The estimation of the relevance of patterns is influenced by a few factors that do not
adhere to a strict quantification process. The reasons a pattern would not apply to a
cyber range are described by the following Kick-out Factors (KOFs):

(KOF 1) The pattern affects resources, such as long-time storage, that are not necessary
for cyber ranges in general.

(KOF 2) The pattern is intended for distributed applications. Typically, cyber ranges
are not required to manage state synchronization or maintain consistency across
multiple components.
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(KOF 3) The pattern is not applicable for deployment time but development or runtime
instead.

(KOF 4) The pattern introduces safety or resilience features such as watchdogs. The
challenge to solve such issues is part of the scenarios and must be solved by the
participants.

(KOF 5) The pattern is designed to address the issue of managing large data streams.
Cyber ranges do not handle massive data streams, aside from very specific scenarios.

The results of which patterns were not filtered by the KOFs and will therefore be examined
further are shown by table 5.1. A short description of each is listed below:

Application Component Proxy Provide a proxy which enables access to resources
in an environment with restricted access. This allows to isolate the restricted
environment from external access.

Provider Adapter Implement a generic interface for cloud providers to decouple soft-
ware from specific vendor implementations. Prevents vendor lock-in.

Content Distribution Network Cache frequently accessed resources within the pri-
vate network. This reduces the internet usage, reducing cost and increasing the
speed of streaming resources which are frequently required.

Loose Coupling Reduce the dependencies between components as much as possible.
This increases scalability and fault tolerance while reducing network load.

Processing Component Distribute heavy workloads across multiple processing com-
ponents. This enables the ability to scale out elastically on heavy workloads.

Managed Configuration Provide a centralized configuration store for all components.
This allows to control all components in a coordinated way without the need of
re-configuring them while increasing consistency.

Elasticity Management Process Implement a component which automatically scales
application instances according to the current workload in both directions. This
helps to manage intense workloads when required while also remaining cost efficient.

Dedicated Component Instantiate components multiple times despite being multi-
tenancy capable. This increases the isolation of the components to protect sensitive
data.

User Interface Component Decouple the user interface components from the rest of
the environment in a way such that it can be configured and customized completely
independent from the rest of the application.
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Multi-Component Image Instead of forging dedicated VM images for every different
component, create a single image with all required software parts installed fitting all
components. This allows each component to switch its task to another one which
is required more urgently during runtime without the need of any reconfiguration.

Shared Component Share components across multiple tenants. This reduces the
deployment effort while saving cloud resources.

Tenant-Isolated Component Share components across multiple tenants similar to
Shared-Component. The difference is that the isolation prevents tenants from
influencing each other.

Transaction-Based Processor Implement a mechanism to ensure consistency while
processing messages such as deployment instructions.

5.4 Pattern Ranking
As stated in the chapter 3, this work establishes a ranking for two reasons. Firstly,
to enhance the efficiency of the pattern selection process, and secondly, to generate a
ranking as a result of this investigation.

5.4.1 Pattern Ranking Metrics
The pattern ranking itself uses a scoring system based on estimation. A few categories
are defined by this system, and they can be either fulfilled by a pattern or not. Upon the
subject’s fulfillment, the pattern is awarded points on a scale of 1 to 5. The final score of
the pattern is determined by the sum of the points; the higher the sum, the better.

Risk This metric considers the security requirements of a cyber range. Potential risk
vectors are cloud API access to cyber range components, single-point of failure or
mechanisms that reduce the isolation of different companies or teams. When a
pattern is expected to have no risk, it gains more points in this category.

Impact Whether a pattern affects many components. In this event, the likelihood of a
more severe outcome increases. For instance, a pattern will receive a higher score if
it encompasses clients, web servers, and application servers.

Dependencies When numerous components are dependent on a pattern, it may require
a significant amount of effort to integrate it into existing platforms. As a result,
the objective is accomplished in this instance when the dependencies are minimal.
Things such as the implementation of a new protocol or the extensive reorganization
of the architecture lead to a lower score.

Maintainability The less effort required to maintain a pattern after it has been imple-
mented, the more straightforward it is to employ. This point might involve the
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5.4. Pattern Ranking

Name Risk Impact Dependencies Maintainability Flexibility Sum
Application Component Proxy 3.0 4.0 4.3 4.3 4.3 20.0
Content Distribution Network 4.2 3.6 3.6 4.2 4.4 20.0
Managed Configuration 4.5 3.8 3.0 3.4 3.8 18.5
Loose Coupling 3.8 3.0 3.4 3.6 3.6 17.4
Provider Adapter 3.5 3.8 3.0 2.8 3.2 16.2
Elasticity Management Process 3.2 3.7 2.8 3.2 2.4 15.3
Transaction-Based Processor 3.8 3.2 3.2 2.5 2.0 14.8
User Interface Component 4.0 3.2 3.0 2.8 1.5 14.5
Processing Component 4.0 2.6 2.8 1.6 2.6 13.6
Dedicated Component 3.2 2.0 3.2 2.6 1.6 12.6
Tenant-Isolated Component 2.2 2.2 2.4 1.8 1.6 10.2
Multi-Component Image 2.5 1.8 1.6 1.2 2.6 9.7
Shared Component 1.5 1.8 2.2 1.8 1.6 8.9

Table 5.2: Pattern Metric Expert

pattern’s actual structure. Declarative deployment methodologies that necessitate
numerous variables and templates are perceived as less maintainable. This metric
is adversely affected by the introduction of numerous new components or the risk
of diverging configuration.

Flexibility The probability of a pattern being applicable in a broader range of con-
crete platforms increases as its abstraction increases. This metric is lowered by
requirements for highly specialized protocols or highly specific configuration.

5.4.2 Pattern Ranking Results
This yields two outcomes when applied to the pertinent patterns: table 5.2, which
displays the estimations for each metric per pattern. Furthermore, each metric is visually
represented by an axis in fig. 5.1 and fig. 5.1. The pattern in that instance has scored
more points the more the axis is covered resulting in a larger area the more point a
pattern achieved.
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5.5 Final Pattern Selection
As indicated by the findings in table 5.2, the Application Component Proxy, Content
Distribution Network and Managed Configuration are the three patterns with the highest
scores. This indicates that these three should be implemented in order to achieve the
highest efficiency as determined by the metrics. Nevertheless, we have omitted a few
patterns for the following reasons:

Managed Configuration Red Hat Ansible Automation Platform [67] and Ansible
AWX [5] are the two options that can be used to implement this, as the evaluation
platform utilizes Ansible. However, given how widely both are extending Ansible,
this would assess a technological advancement rather than an architectural change,
diminishing its significance in comparison to other patterns.

Loose Coupling Although this pattern may have a substantial effect on scalability, it
is challenging to determine whether it has been implemented or not. This is more
of a guide for long-term code base maintenance because, in practice, superfluous
dependencies are eliminated when they are found. This pattern is omitted because
of the uncertainty surrounding whether it can be deemed implemented or not.

Provider Adapter This pattern is omitted since substituting the cloud provider would
potentially result in completely different benchmarks which would not be comparable
with the current state.

As a consequence, the subsequent patterns are to be implemented:

1. Application Component Proxy

2. Content Distribution Network

3. Elasticity Management Process
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CHAPTER 6
Implementation of Candidate

Patterns

This chapter contains the assessment of the patterns that were selected in chapter 5.
The division is based on patterns, and for each pattern, the implementation process is
described, along with reasons for choosing certain implementation details and problems
that came up during implementation. Finally, each pattern is benchmarked and the most
significant results are presented. To understand the individual benchmark diagrams, we
advise to refer to section 3.1.

6.1 Implementation Decisions of Candidate Patterns
The patterns considered to have the most potential are presented in section 5.5. Since
this part of the work has to make concrete decisions on the particular implementation of
the pattern, they get new names assigned at this point. This helps to distinguish between
the patterns obtained from the literature and the patterns where the implementation
decisions were made.

• Application Component Proxy → Proxy Jump Component

• Content Distribution Network → Package Cache Component

• Elasticity Management Process → Multi-Client Component

6.2 Proxy Jump Component
The Proxy Jump Component defines a proxy jump host to be implemented between the
deployment host and the nodes to configure. This makes it possible to isolate the nodes
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6. Implementation of Candidate Patterns

to configure from any public networks and shift the network load from a potential weak
link between deployment host and private network to a potential strong link between the
proxy jump and the private network.

6.2.1 Implementation
The AIT Cyber Range uses Ansible for the software provisioning which relies on SSH for
machine communication. This enables the opportunity to implement the Proxy Jump
Component with SSH.

SSH has the capability to use proxy jumps natively. However, when implemented, the
deployment process of the AIT Cyber Range became unstable. Attempts to establish
connections were unsuccessful or timed out frequently.

To address this issue, the proxy jump host necessitated the following configuration
options:

MaxSessions Specifies how many sessions can be multiplexed through one connection.
This is important for proxy jumps and was increased from 10 to 5000, since a cyber
range deployment consists of machines in the magnitude of hundreds.

MaxStartups Specifies how many connections SSH remains open which are still not
authenticated. This is important when deploying lots of machines at the same time,
since the deployment host opens connections to lots of machines simultaneously.
Therefore, this was also increased to 5000.

However, the AIT Cyber Range already follows the Proxy Jump Component pattern.
Nevertheless, it is one of the patterns with the most potential. Therefore, the evaluation
of the impact of the pattern is still relevant for this work. To be able to identify the impact
of the pattern, benchmarks are recorded without using any of the proxy jump hosts,
meaning the pattern was unimplemented in this case. This means that an improvement
in this case would actually confute that this pattern makes improvements.

6.2.2 Benchmark Results
As it can be observed by the diagrams of the benchmarks, the numbers of the provisioned
clients is limited to 25 due to stability issues discussed in section 7.1.2 when the pattern
is not implemented.

• Figure 6.1 shows that at 25 clients the total deployment time increases from ≈7:50
to ≈12:20 (fig. 4.1) on average, which is an increase in time of more than 50%.
The amount of time required for 0 clients remains the same, meaning that only the
scaling factor has increased.
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6.2. Proxy Jump Component
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Figure 6.1: Bootstrap Scaling Cold (without Proxy Jump Component)
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Figure 6.2: Learners Scaling Cold (without Proxy Jump Component)
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• Figure 6.2 displays the increase of the total deployment time at 25 clients from
≈3:40 constantly (fig. 4.11) to ≈10 on average. This is an increase of ≈170%
independent of the amount of clients.

Results without significant changes:

• Figure A.1 Client Scaling Cold (without Proxy Jump Component)

• Figure A.2 User Management Scaling Cold (without Proxy Jump Component)

• Figure A.3 DNS Scaling Cold (without Proxy Jump Component)

• Figure A.4 Certificate Scaling Cold (without Proxy Jump Component)

6.3 Package Cache Component
The Package Cache Component aims to deploy a node to cache packages for other
components. This increases the speed of the installation of frequently required packages.

6.3.1 Implementation
The Package Cache Component pattern aims to provide a central machine which acts
as a cache for Linux packages. Since the AIT Cyber Range uses Ubuntu for mostly all
machines, the package cache to evaluate is an apt-cache.

There are multiple options available to implement an apt-cache. The first one chosen
was Apt-Cacher-NG [31] since it is a caching proxy specifically designed for apt. This
should offer the advantage in better optimization such as removing old package versions
earlier to reduce disk space or preloading known dependencies in contrast to pure HTTP
proxies. However, when implemented it resulted in unstable behavior namely corrupting
packages, being unresponsive to clients or even crashes. This behavior is due to bugs in
Apt-Cacher-NG, such as segmentation faults, concurrency issues or hash miscalculations
[16].

Another proxy for apt caching is Squid-deb-proxy [32] which is a pre-configured Squid
proxy [78] with emphasis on apt caching. This solution turned out working and was
integrated as Ansible playbooks in the AIT Cyber Range for evaluation. The important
part is that it is configured at the very beginning to ensure software updates and
installations can already utilize the proxy during deployment time.

6.3.2 Benchmark Results
Results with significant changes:
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Figure 6.4: Bootstrap Scaling Warm (Package Cache Component)

57



6. Implementation of Candidate Patterns

• Figure 6.3 shows that the total deployment time of 0 clients decreases from ≈5:10
to ≈4:10 on average, which is a reduction of ≈20% while at 40 clients the time
decreases from ≈17:00 to ≈7:50 on average, which is a reduction of ≈50%. However,
the fluctuation of the minima and maxima has increased.

• Figure 6.4 shows that the total deployment time of 0 clients increases from ≈0:20
to ≈1:20 on average, which is an increase in time of ≈300% while at 40 clients the
time went up from ≈1:10 to ≈1:50 which is an increase of ≈60%.

Results without significant changes:

• Figure A.5 Client Scaling Cold (Package Cache Component)

• Figure A.6 Client Scaling Warm (Package Cache Component)

• Figure A.7 User Management Scaling Cold (Package Cache Component)

• Figure A.8 User Management Scaling Warm (Package Cache Component)

• Figure A.9 DNS Scaling Cold (Package Cache Component)

• Figure A.10 DNS Scaling Warm (Package Cache Component)

• Figure A.11 Certificate Scaling Cold (Package Cache Component)

• Figure A.12 Certificate Scaling Warm (Package Cache Component)

• Figure A.13 Learners Scaling Cold (Package Cache Component)

• Figure A.14 Learners Scaling Warm (Package Cache Component)

6.4 Multi-Client Component
The Multi-Client Component encourages to instantiate multiple client sessions on a single
component. This reduces the amount of necessary client nodes to deploy.

6.4.1 Implementation
The initial step was to establish an environment that would enable a single host to
manage multiple client sessions. This approach involved the utilization of Incus [58],
a containerization platform that is a fork of LXD. The client image was relocated to
this new component in order to facilitate client instantiation. The noVNC platform is
now required to establish a connection with the Multi-Client Component, rather than all
client machines.

The noVNC platform for participation expects that each client is directly accessible over
VNC. However, by hosting multiple client sessions on a single host, this is not the case
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Figure 6.5: User Management Scaling Cold (Multi-Client Component)

anymore. To solve this issue, the Multi-Client Component uses the socket activation
feature from systemd. The socket activation allows the Multi-Client Component to listen
on a single TCP port. A shell script is initiated when the noVNC platform establishes a
connection to the port, which leads to the establishment of a new client instance and
the transfer of the connection, thereby rendering the multi-session transparent to the
noVNC platform.

The client is instantiated on demand, which results in a slight delay. However, this
process is completed in a matter of seconds.

A major challenge of this implementation was to configure options in the new client image
provided for the participants on the containerization platform within the Multi-Client
Component after the infrastructure provisioning. Due to the fact that the Multi-Client
Component generates client instances, the dynamic Ansible inventory and OpenStack are
unable to monitor them.

The solution was to utilize the ansible.builtin.add_host module to include all
containers returned by Incus. The disadvantage of this method is that the deployment
performance may be negatively impacted by the necessity of transitioning from free to
linear in the Ansible strategy.

6.4.2 Benchmark Results
All benchmark results suffer from rather high fluctuations. The reason for this is that
the implementation of the Multi-Client Component turned out to be quite unstable.
The deployment suffered from hanging and lots of network time outs making a viable
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benchmark impossible to perform. Figure 6.5 is the highest outlier, however, all others
were unstable as well:

• Figure A.15 Bootstrap Scaling Cold (Multi-Client Component)

• Figure A.16 Client Scaling Cold (Multi-Client Component)

• Figure A.17 DNS Scaling Cold (Multi-Client Component)

• Figure A.18 Certificate Scaling Cold (Multi-Client Component)

• Figure A.19 Learners Scaling Cold (Multi-Client Component)

6.5 Summary of Findings
To summarize, the Package Cache Component is able to achieve the most reduction in
deployment time. The Proxy Jump Component increases the deployment slightly but
makes it possible to deploy more than 25 clients. The Multi-Client Component causes
major stability issues preventing any significant statement about the deployment time
can be claimed.
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CHAPTER 7
Discussion

The first part of this chapter discusses the patterns that were implemented in chapter 6.
The discussion commences with the scalability improvements for each pattern, which are
further separated into the expected effects, the scalability improvements that the pattern
actually implemented, and a rationale for whether or not the anticipated effects were
realized. Following this, a discussion of the side effects and additional details to consider
for each pattern is conducted. The discussion concludes by providing thoughts on the
methodology that emerge during the demonstration and evaluation and addressing the
research questions from section 1.3.

7.1 Proxy Jump Component
The Proxy Jump Component introduces a jump host which acts as a tunnel between two
nodes. This allows to hide sensitive nodes from public networks. The implementation
decisions are described in section 6.2.

7.1.1 Scalability Improvements
The Proxy Jump Component is expected to have an impact on every stage of the software
provisioning since every stage of the deployment uses SSH connections. Especially stages
with lots of little tasks are expected to improve, since the session-multiplexing should
reduce the overhead which is created by connection handshakes.

As it can be observed in section 6.2.2, when implemented, the Proxy Jump Component
causes the deployment time to remain the same or to increase. However, only the cold
bootstrap and the cold learners are effected by this degradation. In both cases, the
complexity class remained the same.

One reason why it scales worse when implemented is that the network latencies between
multiple nodes sum up. Given that the network latency between hosts A, B and C is

61



7. Discussion

equal, when using host B as a proxy jump between host A and C, the latency essentially
doubles. Additionally, more compute resources are required to handle the proxied network
packets.

7.1.2 Eradication of Client Limits

The number of clients that can be deployed on the AIT Cyber Range is restricted to 25
when the Proxy Jump Component is not implemented, as illustrated in section 6.2.2. The
reason for this is that network issues occurred when the number of floating IPs in use
on OpenStack is increased. Particularly, even though they were provisioned successfully,
the OpenStack API only returns a maximum of roughly 25–30 floating IPs (a variable
quantity). Thus, the Proxy Jump Component is a solution to this issue, as demonstrated.

7.1.3 Man-in-the-Middle

As stated in the manpage SSH(1) [79]:

Agent forwarding should be enabled with caution. Users with the ability to
bypass file permissions on the remote host (for the agent’s UNIX-domain
socket) can access the local agent through the forwarded connection. An
attacker cannot obtain key material from the agent, however they can perform
operations on the keys that enable them to authenticate using the identities
loaded into the agent. A safer alternative may be to use a jump host (see -J).

It is crucial to either completely prevent agent forwarding or limit access to the jump
host to individuals who are also granted equal privileges to access the target machines.

7.1.4 Floating IPs

The Proxy Jump Component pattern is advantageous for another reason, even though it
increases the deployment time on the evaluation platform. Given that not all components
must be accessible from the configuring host during the deployment, the necessity for IP
addresses that are either public or, in the case of OpenStack, floating IPs, is diminished.
Since both typically cost money, this implies a cost reduction when it is not necessary.

7.2 Package Cache Component
The Package Cache Component introduces a node which hosts cached packages for
other nodes to decrease the required time for software installation and updates. The
implementation decisions are described in section 6.3.
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7.3. Multi-Client Component

7.2.1 Scalability Improvements
Improvements are expected in stages such as bootstrapping, where lot of updating
and software installation is being performed. Stages which do not manage software
installations should not be affected by this such certificated, DNS or user management.
This pattern is expected to show great benefits in environments where the internet
bandwidth is limited, but the local area network is quite strong.

As it can be observed from section 6.3.2, the cold bootstrapping scales better when the
Package Cache Component is implemented which is as expected, despite fluctuating a
bit more in minima and maxima in relative but not in absolute. However, the warm
bootstrapping scales a bit worse than before.

A possible explanation why the warm bootstrapping scales worse than before, is that the
Package Cache Component introduces an extra step during the deployment. Normally,
when the bootstrapping runs the second time, it is not expected that any software will
be installed or updated. In contrast to the packages itself, the package databases have
to be synchronized with the upstream nevertheless and the extra hop over the proxy is
enough to worsen the scalability in this particular case. During the cold bootstrap, the
benefit of caching the packages outweighs the proxy overhead.

7.2.2 Component Scope
The Package Cache Component as implemented in this work is part of the exercise
infrastructure of the cyber range. This implies that the Package Cache Component is
also deployed each time a scenario is deployed. Although this method guarantees the
reproducibility of the benchmarks, it also reduces the potential for reducing the deploy-
ment time. In particular, if a long-running instance of the Package Cache Component
were to exist independently of the exercise infrastructure, each package would be cached
during the initial deployment. This decreases the deployment time for all subsequent
deployments when employing comparable packages.

7.3 Multi-Client Component
The Multi-Client Component provides a platform which is able to host multiple clients at
once, reducing the amount of clients to be deployed and maintained. The implementation
decision are described in section 6.4.

7.3.1 Scalability Improvements
There is an expectation that the Multi-Client Component will reduce the deployment
time of the stages that are primarily responsible for configuring clients. Nevertheless, it is
anticipated that this pattern will result in an increase in the processing time required to
configure the Multi-Client Component, as it is required to configure the containerization
platform. The expected deployment time decreases as the number of clients that can
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be instantiated on a single Multi-Client Component increases. This is because fewer
machines to configure are necessary, and the client stages only need to be run once per
containerization platform, despite hosting multiple clients.

While reducing the deployment time in a few cases, the scalability of the Multi-Client
Component is completely unpredictable. This behavior is the case in every playbook as
observed in section 6.4.2.

The Multi-Client Component pattern turned out to be unstable within the AIT Cyber
Range deployment. The problem was that many times, Ansible was unable to reach the
containers within the containerization platform. The reason for this is not clear, and it
does not happen every time. This makes the pattern in this state not very fitting since it
prevents automatic deployments.

7.3.2 Dynamic Client Scaling
The Multi-Client Component allows to provision the clients on demand when a participant
requests access to one. A single client container instance has to be provisioned as normal
for this to function. The client container simply clones itself whenever a participant
requests a new client. This results in the infrastructure and software provisioning being
required only for a single client, allowing the platform to scale to many clients with the
restriction of the container platform’s hardware resources. This on-demand principle
solves the issue that only a fixed amount of participants can use the clients and enables
a cyber range to work for an unpredicted amount of participants. The maximum amount
of participants is limited by the resources the containerization platform can provide and
the type of workload the participants cause.

7.3.3 Containerization Overhead
Although the clients share their CPU and RAM resources dynamically on the container-
ization platform in the Multi-Client Component, the containerization platform introduces
another layer of abstraction, increasing the amount of required RAM and CPU resources.
This overhead is caused by the inability to use shared libraries across containers as well
as the isolation of the containers.

7.3.4 Shared Disk Images
The implementation of the Multi-Client Component utilizes the Btrfs file system for
storing the client images. The on demand procedure of the containerization platform
to provision new client instances utilizes the CoW capabilities of Btrfs resulting in two
benefits:

1. Since only the difference of client disks is stored, less storage is used.

2. The on-demand procedure is significantly faster than the full client disk cloning
process.
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7.3.5 Isolation
Since the Multi-Client Component runs multiple clients only isolated via containerization
technology, measurements are required to ensure proper isolation. While there exist
solutions to achieve this even with root access within the container, cyber ranges require
graphical sessions, which require elevated permissions. To at least ensure that participants
cannot affect participants from other companies, it is recommended to use separate
container hosts for each company.

7.4 Pattern Combination
One potential approach to enhance scalability is to simultaneously implement multiple
patterns on a cyber range. For that, choosing to implement the k-top patterns according
to the ranking may seem to be the most logical way.

7.4.1 Mutual Exclusivity
Although the patterns used in this work made it possible to implement them simultane-
ously, it may not always be the case. One reason is that this is simply not possible by
design, as different design principles might conflict with each other, such as the Shared
Component and Tenant-Isolated Component. Technical reasons could be another factor.
The combination of the Multi-Client Component pattern and the Elasticity Management
Process pattern is an example of this. This is due to the limitations of Ansible’s ability
to configure nodes behind multiple nested connections.

7.4.2 Similarity
The metrics only consider one pattern at a time. So, there is no penalty if similar patterns
are ranked or even already implemented. This results into similar patterns will gain a
similar score. All in all, this means that it might not always be viable to just implement
the k-top patterns, instead it has also to be checked if amongst the k-top there are any
similarities.

7.5 Implementation Effort
Although it was attempted to incorporate it into the metrics through dependencies, it is
not always possible to fully comprehend the effort pattern that leads to a cyber range.
The primary reason is that there are other factors that impact the implementation effort.
To mention a few:

• One example is the complexity of the pattern which were not considered in the
metrics at all.
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• A pattern that has already been implemented may not be in conflict with another
pattern that is being implemented. Nevertheless, it may require a significantly
greater amount of effort to execute both.

• Some patterns exhibit more stability issues during deployment than others during
the development cycle. These have to be mitigated in some way, increasing both,
development and evaluation effort, since often these stability issues arise after
intense and repeated deployments.

• The patterns employed for deployments are significantly less restrictive and leave
more flexibility in terms of implementation than those employed in programming lan-
guages. Although this permits a wide range of implementations, it also necessitates
more work in the planning and design stages.

• In contrast to the patterns employed in this work for deployment, patterns used
in programming languages must typically be implemented on source code under
the control of the implementor. Additionally, the variables and parameters of
software components cannot be altered during deployments, which increases the
effort required on cyber ranges.

7.5.1 Implementation Dependent Results

While the implementation of the patterns was rationalized and discussed in chapter 6,
they are not the sole method of implementing the corresponding pattern. There may
be discrepancies between the patterns in terms of scalability, as they themselves allow
for some flexibility in determining the specific implementation. Demonstrate or refute
these discrepancies by implementing the same pattern using distinct methodologies and
comparing the results.

7.5.2 Technology Impact

Pattern implementations were required to undergo evaluation on an evaluation platform
in accordance with the selected Design Science Methodology. The challenge is that the
patterns may exhibit different behavior when implemented in a different environment
since different platforms may possess distinct properties. These platform differences may
include:

• Architectural design

• Scenario complexity

• Software choices of components and the cloud platform
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7.5.3 Benchmark Clustering

The benchmark diagrams in this work are arranged according to the playbook that
corresponds to them. In other words, there is a diagram for clients, another for user
management, and another for the deployment of the noVNC platform. On the other
hand, these playbooks frequently share identical tasks, which implies that they have an
impact on multiple playbooks. Examples of these tasks include copying and sharing data,
installing software packages, and more. While specific playbooks, including the DNS and
Certs playbook, are already organized by task rather than host, the evaluation could
be further developed in this direction. This has the advantage of allowing the effect of
patterns to be directly observed in the tasks, rather than on a per-machine basis.

7.5.4 Benchmark Reliability

Given that the evaluation platform employs Ansible, it was necessary to establish a
method for benchmarking the deployment time. While Ansible is capable of printing
profiling information to the console, the formatting is not machine-friendly, necessitating
the creation of a script to extract all the times. Nevertheless, the process of parsing
text that is intended for human consumption is highly error-prone. Consequently, it is
desirable for Ansible to be able to print the profiling information in a machine-readable
format, such as CSV.

Additionally, the deployment process frequently fails or remains indefinitely suspended as
a result of network issues that can be resolved by rerunning the script. Consequently, it
is imperative to periodically monitor the benchmark’s status and re-run it as needed. It
is time-consuming to benchmark, and it could potentially affect the data, as re-running
the deployment may be faster due to the fact that some tasks may have already been
executed in the previous failed attempt.

These concerns could be resolved through the implementation of an appropriate bench-
marking suite for Ansible.

7.6 Research Questions

With the support and evidence of this work, the research questions previously defined in
section 1.3 can now be answered as follows:

RQ1: To what extent can Pattern-based Deployment Models improve
the scalability of Infrastructure as Code driven configuration architectures?
The deployment time can be reduced by 50% at least in certain cases such as shown in
section 6.3.2. However, this may also cause increasing deployment times in other places.
The reduction from O(n2) to a complexity class strictly less may be possible. A candidate
for that is the Multi-Client Component which however caused unstable behavior.
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RQ2: Which metrics can be used to perform a ranking on patterns used
in deployment models to perform a pattern selection process? Throughout
this work risk, impact, dependencies, maintainability and flexibility were used to perform
the pattern selection process to chose three out of 13 patterns. One of the three patterns
was able to increase the scalability by reducing the deployment time. Two of the three
patterns have beneficial side effects such as allowing more hosts to be deployed or reducing
the network traffic.

RQ3: Which measurements can be taken to improve the scalability of
Infrastructure as Code driven configuration architectures beside pattern-based
Deployment Models? A possibility is to optimize the network traffic shaping regarding
fairness instead of prioritizing high throughput on the deployment platform. The effects
of having no traffic shaping can be observed from fig. 6.3 where much fluctuation has been
recorded. Another possibility is to evaluate how suitable the software provisioning tool is
for the job and comparing that with other software provisioning tools. This observation
is the results from comparing fig. 4.3 and fig. 4.4 where the latter takes almost the same
time despite the workload is drastically less.
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CHAPTER 8
Conclusion

We investigated the requirements of cyber ranges in this thesis to devise a method
for implementing architectural patterns to enhance the scalability of the deployment
process. The methods describe the process of conducting a literature review and selecting
patterns using metrics that were refined based on the current state of the AIT Cyber
Range. The patterns were ranked by four cyber range experts based on these metrics.
Afterward, the AIT Cyber Range was employed as an evaluation platform to implement
the top three patterns (Proxy Jump Component, Package Cache Component, and Multi-
Client Component) in order to illustrate the method’s significance and to showcase the
potential scalability enhancement that patterns can offer in cyber ranges. The patterns
were assessed using benchmarks, which resulted in up to 50% reduction in deployment
time. Finally, the discourse discloses the causes of patterns’ limited scalability, including
unbalanced network traffic overhead and caching overhead. Furthermore, additional
adverse consequences, including the elimination of client limits and the reduction of
compute resource costs, are addressed.

8.1 Future Work
The following key topics provide a starting point for future work:

Find new Patterns The number of patterns selected in this work is restricted. Nev-
ertheless, there are undoubtedly additional patterns in the literature, and new
ones will be designed. The next step is to identify patterns and evaluate them in
accordance with the relevance scheme outlined in chapter 5.

Implement Additional Patterns To evaluate the metrics refined in chapter 5, three
pattern implementations were produced. This serves as a proof of concept and
serves as a starting point; however, the metrics should be tested on a wider range
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of patterns. These patterns may be patterns already mentioned in this work that
were not implemented or even patterns that were not mentioned in this work at all.

Maintenance In this work, three patterns were implemented and tested for scalability;
however, their long-term properties were not evaluated; they were only estimated
in chapter 5. Maintenance tasks that necessitate consideration include:

• Implement new features
• Software updates
• Add or remove components
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APPENDIX A
Benchmarks

This appendix contains all benchmarks which were produced throughout this work but
were not significant for any discussion.

A.1 Proxy Jump Component

0 5 10 15 20 25 30 35 40Clients0:000:100:200:300:400:501:001:101:201:301:401:502:002:102:202:30

Time (M
M:SS)

Ensure desktop is owned by client userTotalTotal (Linear Regression)Total (Quadratic Regression)keepassxc : Create Entries
TaskClient Scaling (16 cores) Cold, 3 Iterations

Figure A.1: Client Scaling Cold (without Proxy Jump Component)
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A. Benchmarks

0 5 10 15 20 25 30 35 40Clients0:000:100:200:300:400:501:001:101:201:301:401:502:002:10
Time (M

M:SS)
TotalTotal (Linear Regression)Total (Quadratic Regression)distribute-ssh-keysmanage-authorized-keys : Add fixed authorized keys to users

TaskUser Management Scaling (16 cores) Cold, 3 Iterations

Figure A.2: User Management Scaling Cold (without Proxy Jump Component)

0 5 10 15 20 25 30 35 40Clients0:000:010:020:030:040:050:060:070:080:090:100:110:120:130:140:150:160:170:18

Time (M
M:SS)

TotalTotal (Linear Regression)Total (Quadratic Regression)dnsmasq : Config dnsmasqdnsmasq : Install dnsmasq
TaskDNS Scaling (16 cores) Cold, 3 Iterations

Figure A.3: DNS Scaling Cold (without Proxy Jump Component)
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A.2. Package Cache Component

0 5 10 15 20 25 30 35 40Clients0:000:050:100:150:200:250:300:350:400:450:500:551:001:051:101:151:201:251:301:351:40
Time (M

M:SS)
TotalTotal (Linear Regression)Total (Quadratic Regression)ca-certs : Append CA certificate to the requests module certi…distribute-certs : Reboot machine

TaskCert Scaling (16 cores) Cold, 3 Iterations

Figure A.4: Certificate Scaling Cold (without Proxy Jump Component)

A.2 Package Cache Component

0 5 10 15 20 25 30 35 40Clients0:000:200:401:001:201:402:002:202:403:003:203:404:004:204:405:00

Time (M
M:SS)

TotalTotal (Linear Regression)Total (Quadratic Regression)keepassxc : Create Directories for KeePassXC configkeepassxc : Remove keepass cachekeepassxc : Upload KeePassXC Config File
TaskClient Scaling (16 cores) Cold, 3 Iterations

Figure A.5: Client Scaling Cold (Package Cache Component)
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A. Benchmarks

0 5 10 15 20 25 30 35 40Clients0:000:200:401:001:201:402:002:202:403:003:203:404:004:204:40
Time (M

M:SS)
TotalTotal (Linear Regression)Total (Quadratic Regression)keepassxc : Create Directories for KeePassXC configkeepassxc : Remove keepass cache

TaskClient Scaling (16 cores) Warm, 3 Iterations

Figure A.6: Client Scaling Warm (Package Cache Component)

0 5 10 15 20 25 30 35 40Clients0:000:100:200:300:400:501:001:101:201:301:401:502:002:102:202:302:402:503:003:10

Time (M
M:SS)

TotalTotal (Linear Regression)Total (Quadratic Regression)manage-authorized-keys : Add fixed authorized keys to usersmanage-authorized-keys : Manage authorized keys
TaskUser Management Scaling (16 cores) Cold, 3 Iterations

Figure A.7: User Management Scaling Cold (Package Cache Component)
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A.2. Package Cache Component

0 5 10 15 20 25 30 35 40Clients0:000:100:200:300:400:501:001:101:201:301:401:502:002:102:202:302:402:503:003:10

Time (M
M:SS)

TotalTotal (Linear Regression)Total (Quadratic Regression)manage-authorized-keys : Add fixed authorized keys to usersmanage-authorized-keys : Manage authorized keys
TaskUser Management Scaling (16 cores) Warm, 3 Iterations

Figure A.8: User Management Scaling Warm (Package Cache Component)

0 5 10 15 20 25 30 35 40Clients0:000:020:040:060:080:100:120:140:160:180:200:220:24

Time (M
M:SS)

TotalTotal (Linear Regression)Total (Quadratic Regression)dnsmasq : Install dnsmasqdnsmasq : Restart dnsmasq
TaskDNS Scaling (16 cores) Cold, 3 Iterations

Figure A.9: DNS Scaling Cold (Package Cache Component)
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A. Benchmarks

0 5 10 15 20 25 30 35 40Clients0:000:020:040:060:080:100:120:140:160:180:200:220:240:260:280:30
Time (M

M:SS)
TotalTotal (Linear Regression)Total (Quadratic Regression)dnsmasq : Config dnsmasqdnsmasq : Restart dnsmasq

TaskDNS Scaling (16 cores) Warm, 3 Iterations

Figure A.10: DNS Scaling Warm (Package Cache Component)

0 5 10 15 20 25 30 35 40Clients0:000:100:200:300:400:501:001:101:201:301:401:502:00

Time (M
M:SS)

TotalTotal (Linear Regression)Total (Quadratic Regression)ca-certs : Append CA certificate to the requests module certi…distribute-certs : Reboot machine
TaskCert Scaling (16 cores) Cold, 3 Iterations

Figure A.11: Certificate Scaling Cold (Package Cache Component)
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A.2. Package Cache Component

0 5 10 15 20 25 30 35 40Clients0:00
0:05
0:10
0:15
0:20
0:25
0:30
0:35
0:40
0:45

Time (M
M:SS)

TotalTotal (Linear Regression)Total (Quadratic Regression)ca-certs : Ensure pip and requests library is installedgenerate-certs : Check state of currently existing certificates
TaskCert Scaling (16 cores) Warm, 3 Iterations

Figure A.12: Certificate Scaling Warm (Package Cache Component)

0 5 10 15 20 25 30 35 40Clients0:000:200:401:001:201:402:002:202:403:003:203:404:004:204:405:00

Time (M
M:SS)

Ensure hugo is installedTotalTotal (Linear Regression)Total (Quadratic Regression)build-npm-project : Install npm packages
TaskLearners Scaling (16 cores) Cold, 3 Iterations

Figure A.13: Learners Scaling Cold (Package Cache Component)
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A. Benchmarks

0 5 10 15 20 25 30 35 40Clients0:000:050:100:150:200:250:300:350:400:450:500:551:001:051:101:151:201:251:30
Time (M

M:SS)
Ensure hugo is installedTotalTotal (Linear Regression)Total (Quadratic Regression)build-npm-project : Build project

TaskLearners Scaling (16 cores) Warm, 3 Iterations

Figure A.14: Learners Scaling Warm (Package Cache Component)

A.3 Multi-Client Component

78



A.3. Multi-Client Component

0 5 10 15 20 25 30 35 40Clients0:000:200:401:001:201:402:002:202:403:003:203:404:004:204:405:005:205:40

Time (M
M:SS)

Install squid-deb-proxyTotalTotal (Linear Regression)Total (Quadratic Regression)Updating apt-Cacheiptables-forwarding : Install iptables-persistent
TaskBootstrap Scaling (16 cores) Cold, 3 Iterations

Figure A.15: Bootstrap Scaling Cold (Multi-Client Component)

0 5 10 15 20 25 30 35 40Clients0:003:206:4010:0013:2016:4020:0023:2026:4030:0033:2036:4040:00

Time (M
M:SS)

TotalTotal (Linear Regression)Total (Quadratic Regression)mate-panel-list : Install util applicationsthunderbird-autoconfig : Add custom thunderbird.cfg contai…
TaskClient Scaling (16 cores) Cold, 3 Iterations

Figure A.16: Client Scaling Cold (Multi-Client Component)
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A. Benchmarks

0 5 10 15 20 25 30 35 40Clients0:00
0:05
0:10
0:15
0:20
0:25
0:30
0:35
0:40
0:45
0:50

Time (M
M:SS)

List Incus containers (name + IPv4)TotalTotal (Linear Regression)Total (Quadratic Regression)dnsmasq : Install dnsmasq
TaskDNS Scaling (16 cores) Cold, 3 Iterations

Figure A.17: DNS Scaling Cold (Multi-Client Component)

0 5 10 15 20 25 30 35 40Clients0:000:100:200:300:400:501:001:101:201:301:401:50

Time (M
M:SS)

Gathering FactsTotalTotal (Linear Regression)Total (Quadratic Regression)ca-certs : Ensure pip and requests library is installed
TaskCert Scaling (16 cores) Cold, 3 Iterations

Figure A.18: Certificate Scaling Cold (Multi-Client Component)
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A.3. Multi-Client Component

0 5 10 15 20 25 30 35 40Clients0:000:200:401:001:201:402:002:202:403:003:203:404:004:204:405:005:205:406:006:206:407:007:20

Time (M
M:SS)

Gathering FactsTotalTotal (Linear Regression)Total (Quadratic Regression)build-npm-project : Install npm packagesinstall-flask-app : Install app in virtualenv
TaskLearners Scaling (16 cores) Cold, 3 Iterations

Figure A.19: Learners Scaling Cold (Multi-Client Component)
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