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ABSTRACT Vehicle-to-Everything communication facilitates the creation of real-time, cloud-based
traffic Digital Twins (DTs) that integrate diverse data streams to offer immediate and predictive insights
into the driving environment. Although the application of traffic DTs for automated driving has been
extensively studied, their potential to enhance vehicle dynamics control in manually driven vehicles remains
underexplored. This paper addresses this gap by investigating the application of cloud-based traffic DTs
for vehicle dynamics control. It presents key DT considerations such as model fidelity, data integration,
and validation and verification, while exploring prospective DT services and cloud-based control’s inherent
advantages and challenges. To illustrate these concepts, a use case for lateral vehicle stability control
is presented and experimentally validated. The demonstration shows that using DT-derived information,
Adaptive Cruise Control (ACC) and Torque Vectoring (TV) systems can proactively modify vehicle speed
and torque distribution to maintain or improve stability and vehicle handling for human drivers. The paper
concludes by evaluating the cloud execution of ACC and TV, highlighting the potential to reduce onboard
computational requirements.

INDEX TERMS Adaptive cruise control, cloud control, cyber-physical system, digital twin, torque
vectoring, vehicle dynamics.

I. INTRODUCTION
Big data is increasingly omnipresent in the automotive
sector through Vehicle-to-Everything communication. This
connectivity between vehicles, infrastructure (e.g., cameras,
traffic lights), and third-party providers (e.g., weather data
services, mapping platforms) creates dense networks that
share real-time traffic, environmental, and vehicle data.
This wealth of data enables the creation of traffic Digital
Twins (DTs) – dynamic, virtual replicas of the physical
traffic network [1]. While traffic DTs offer significant
potential for simulating, monitoring, and optimising traffic
scenarios, particularly for autonomous driving [2], contextual
information, especially predictive insights from the driving
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environment (e.g., road friction potential, road curvature), can
benefit lower-level vehicle functions like chassis control [3].
This latter application, however, remains sparsely researched.

Research on traffic DTs, such as the “Central System” [4]
and “MCity” [5], enables the development of cloud-assisted
and cloud-controlled advanced driver assistance systems
services. To achieve real-time operation and maintain up-
to-date data, [4] used the public 5G network for Vehicle-
to-Everything communication and integrated pedestrian
detection from infrastructure cameras, creating an accurate
representation of the driving environment.

Implementing real-time traffic DTs entirely onboard
a vehicle is impractical due to the substantial data
volume, computational power, and bandwidth demands.
Consequently, approaches as presented in [4] favour cloud-
based architectures, deployed in distributed edge clouds
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to utilise the scalability of cloud infrastructure, forming a
cyber-physical system.

Concerning the application of DTs for road vehicle
dynamics, a recent review by authors in [1] shows that
DT applications primarily focus on predictive maintenance,
connected and automated road vehicles, and advanced
driver assistance systems. Two approaches are emerging for
DT-enhanced vehicle dynamics control.

The first is the cloud-based approach, which enables the
vehicle-to-cloud (V2C) system of [6] used for cooperative
and safe highway merging by providing reference speeds to
drivers, and the cloud-aided active suspension of [7], which
uses road preview of a cloud-based DT to update controller
parameters and improve ride comfort remotely. These
approaches enable advanced features via over-the-air updates
rather than directly controlling the vehicle, aligning with
the software-defined vehicle concept [8]. Conversely, direct
control of connected and automated road vehicles for tasks
such as steering control for lane-keeping [9] and emergency
braking for hidden pedestrians in [10] demonstrates the
feasibility of cloud-based control, but highlights stability
concerns due to feedback delays introduced by network
latencies [11].
The second approach, termed twin-in-the-loop, which was

recently proposed [12], avoids network latencies by inte-
grating a high-fidelity vehicle twin directly into the onboard
control loop. The goal is to reduce end-of-line controller
tuning requirements by reusing existing high-fidelity models
from the product development stage. The twin-in-the-loop
approach enhances controller performance for tasks such as
braking [12] or state estimation [13], but comes at the cost of
higher onboard computational demand, limiting the fidelity
of the DT to only the vehicle twin and neglecting environment
twins.

A central trade-off currently limits the application of DTs
in vehicle dynamics control. On the one hand, cloud-based
DTs provide a holistic environmental view with real-time
road conditions but face stability issues in active control
due to network latencies. On the other hand, onboard
twins are stable but are limited by onboard computational
resources. This trade-off defines a significant research gap:
the potential of a holistic DT architecture to enhance vehicle
dynamics control by integrating cloud-based information and
offloading control functions to the cloud remains largely
unexplored.

This article addresses this gap and examines how existing
vehicle dynamics control functions, such as lateral stability,
suspension, and powertrain control, could benefit from a
holistic traffic DT. The paper advances the discourse on this
topic by focusing on key considerations, such as DT model
fidelity, data integration, and validation and verification,
while exploring the inherent advantages and challenges of
prospective DT services and cloud-based control.

To provide a tangible example, a use case for lateral
vehicle stability is presented. This case features a scenario
in which a demonstrator vehicle encounters varying road

surfaces and friction potentials, potentially approaching the
limits of vehicle stability. A virtual representation of the
environment and the vehicle is available in a cloud-based
DT, which exchanges data with the vehicle over a public
4G network. The potential for DT services and cloud-control
is experimentally demonstrated for two chassis control
functions: Adaptive Cruise Control (ACC) and Torque
Vectoring (TV).

The ACC experiments investigate how previewed road
conditions, such as friction potential and curvature, facilitate
safe speed adjustments and prevent loss of stability. The
TV experiments investigate how proactive adjustments to
the drive torque distribution support vehicle stability and
handling for a human driver facing a potential loss of
stability. Various configurations are explored, ranging from
the DT acting as a control advisor to directly controlling
the vehicle. The feasibility of cloud-based control for time-
critical functions is studied, with a focus on communication
latency under ideal conditions, by implementing parts or all
of the ACC and TV algorithms in the cloud. Scalability and
performance in large-scale deployments and under adverse
network conditions are beyond the scope of this initial
feasibility study.

The remainder of the paper is as follows: Section II dis-
cusses DT modelling fidelity, data integration, validation and
verification, and prospective DT services for DT-enhanced
vehicle dynamics control. Section III introduces the use case,
separated into the DT framework in Sec. III-A, ACC and TV
algorithms in Sec. III-B. Section IV presents the experimental
results, followed by a discussion about open challenges in
Section V. Section VI concludes the paper.

II. DIGITAL TWINS FOR VEHICLE DYNAMICS CONTROL
While no universal definition exists, a DT is defined here
as a dynamic, virtual replica of the physical world. Grieves’
original DT concept comprises three dimensions: the physical
twin, the virtual twin, and their connection [14]. The
physical twin consists of various twin instances collectively
forming a twin aggregate. These instances include the
vehicle, the environment with traffic and road, and the
driver. Virtual twin construction is more intricate, dictated
by the required abstraction, accuracy, and specific use
case.

The three-dimensional DT concept was extended to five
in [15], integrating services and data. This framework makes
data fundamental to DT creation. Services utilise information
from other entities (physical twin, virtual twin, data) to
enable or enhance features. Therefore, an initial discussion
on information aggregation and virtual twin modelling is
essential to discuss potential DT benefits and services for
vehicle dynamics control.

A. VIRTUAL VEHICLE DYNAMICS TWIN
Extensive research in vehicle dynamics provides a foun-
dation for modelling individual DT instances, including
the vehicle [16], driver [17], and road/environment [18].
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Although predominantly physics-based, the field increas-
ingly incorporates data-driven techniques, such as machine
and deep learning, for applications like vehicle motion
prediction [19]. The appropriate complexity of the virtual
twin is a central consideration. This section examines the
construction of the virtual twin from the perspective of
physics-based vehicle modelling, focusing on model fidelity,
validation and verification, and data integration.

1) MODEL FIDELITY
The notion of an all-encompassing multidisciplinary and
multiphysics DT, capable of replicating reality with high
fidelity, is a prevailing concept within the DT research
field. The realisation of such a comprehensive digital
representation, designed to evolve throughout a vehicle’s
operational lifespan, constitutes sophisticated models, such
as four-wheel or multibody vehicle models, to capture
all motion directions [20]. Furthermore, considerable tyre
modelling is required, as it establishes the primary physical
connection between the environment twin and the vehicle
twin, as well as aerodynamic modelling for environmental
influences like crosswinds [21]. The principal appeal of this
approach lies in the model’s inherent high-fidelity, which
facilitates both the current support and the enablement of
future services and applications, including those not yet
conceived or thoroughly planned. Moreover, it allows the
model to function as a “virtual sensor” or “soft sensor”
in scenarios where real-world measurements are technically
infeasible [1]. This conceptualisation aligns with a top-down
approach, wherein the model’s design enables subsidiary
services rather than the reverse.

Although high-fidelity models provide a holistic system
view, the widespread use of simpler, application-specific
models reducesmodelling effort and computational demands,
especially in chassis control [3]. Kinematic models (e.g.,
point descriptions, kinematic two-wheel models) provide
fundamental position and velocity information, primarily
applied in traffic modelling. Quasi-static models (e.g.,
GG diagrams, handling diagrams) offer crucial insights
into vehicle operational limits and cornering behaviour,
proving invaluable for stability control applications. Simple
dynamic models are employed to capture distinct motion
directions: longitudinal models (e.g., the point mass model)
used for speed control; lateral models (e.g., the dynamic
two-wheel model) describe lateral and yaw motion, essential
for path tracking tasks. Attitude models (e.g., quarter-car,
half-car) capture vertical vehicle motion, which is crucial
for ride comfort control. These specialised models facilitate
the construction of a holistic DT through a bottom-up
approach, integrating simpler models to capture the whole
motion envelope. Here, services dictate the model fidelity.
While this approach reduces modelling overhead, it risks
insufficient DT fidelity for unforeseen future functional-
ities. Crucially, a DT’s definition does not imply high
complexity.

2) VALIDATION AND VERIFICATION (V&V)
V&V are crucial for ensuring confidence in and reliability
of a DT. A key challenge is that vehicle parameters
and characteristics change throughout the lifespan due to
factors such as evolving tyre compounds, damper wear,
or payload variations. This makes validation challenging and
requires approaches that not only estimate parameter changes
using traditional methods but also develop new data-driven
techniques that utilise novel data sources, such as the fleet.
Thus, V&V is an ongoing process rather than a single event
at the development stage. V&V present greater challenges for
top-down modelling than for bottom-up approaches.

The verification of a model following a top-down approach
for general applicability is inherently more challenging than
that of a bottom-up model, as it lacks the narrow, predefined
specifications of a specific service and must cope with
requirements that may change throughout the DT’s lifespan.

Analogously, validating a top-down model is challenging
because its accuracy is harder to quantify without a specific
use case. Furthermore, validating a high-fidelity model
can be difficult due to the difficulty or infeasibility of
measuring certain system states, such as damper velocities.
Although reusing previously validated models from vehicle
development, as proposed by the twin-in-the-loop paradigm
in [12], is a beneficial starting point, it does not eliminate the
need for continuous V&V to account for in-service changes.

3) DATA INTEGRATION
An advantage of the DT paradigm over traditional
model-based systems stems from the extensive availability
of data and the interconnection between twin instances.
Therefore, a rigorous data integration strategy is essential
for managing information from diverse sources, such as the
vehicle, its environment, and the fleet.

An aspect of data integration is distinguishing between
static and dynamic data types [1]. Static data includes fixed
vehicle properties, such as wheelbase, which are defined
at the development stage. Dynamic data, however, changes
with wear or operating conditions; examples include tyre
characteristics, vehicle mass and centre of gravity location.
Since direct and real-time measurement of dynamic data
is often economically impractical or infeasible, continuous
estimation is essential for maintaining the DT’s fidelity.
To this end, vehicle dynamics research has long relied on
estimation methods. The traditional bottom-up approach uses
specialised models and Kalman Filters for state and param-
eter estimation [22]. Recent top-down approaches, such
as twin-in-the-loop observers, utilise high-fidelity vehicle
models for more comprehensive, combined estimation [13].

However, the true paradigm shift offered by traffic DTs
lies in their ability to replace specific onboard estimations
entirely. By integrating vehicle data with global information
from infrastructure, ultra-high-definition maps, or preceding
vehicles, the DT provides predictive insights such as road
banking, inclination, and road friction potential, effectively
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eliminating the need for specific onboard estimation tasks.
This goes beyond simply relocating conventional Kalman
filtering to the cloud: the DT leverages shared, predictive
information across vehicles and infrastructure to extend the
spatial and temporal horizon of estimation.

While integrating environmental data into the vehicle
twin is relatively straightforward, incorporating data from
a heterogeneous vehicle fleet is challenging. Variability in
vehicle types and sensors requires advanced processing to
extract meaningful information, particularly for metadata
that reflects critical driving events, such as skidding or
emergency manoeuvres. Data cleaning, clustering, and min-
ing techniques are therefore essential, and point towards
advanced methods such as machine learning and deep
learning. In particular, distributed approaches such as fleet
learning [23] and federated learning [24] enable continuous
model improvement across the fleet, providing estimation
capabilities that surpass those of conventional onboard
filtering.

B. SERVICES FOR PROACTIVE VEHICLE DYNAMICS
CONTROL
An advantage of a traffic DT is its ability to enable proactive
vehicle dynamics control by anticipating or predicting
upcoming critical driving conditions and adapting vehicle
dynamics controllers accordingly to mitigate potentially
adverse consequences. Proactive control relies on contextual
awareness that overcomes onboard sensors’ line-of-sight and
range limitations, which creates opportunities for novel DT
services to enhance chassis control systems [3].

A holistic traffic DT enables proactive safety responses,
predicting potential collisions where standard Automatic
Emergency Braking (AEB) systems might fail. The authors
of [10] demonstrated this by initiating AEB remotely for
occluded pedestrians based on traffic DT data. Integrating a
friction potential map from the environment twin with the
vehicle twin’s known longitudinal dynamics further allows
for optimising the AEB response. If braking is insufficient to
avoid a collision, an emergency evasive manoeuvre may be
initiated by augmenting or overriding driver steering inputs.
This manoeuvre relies on a comprehensive understanding of
the vehicle’s lateral dynamics and environment to plan a safe
trajectory while ensuring vehicle stability.

Proactively reconfiguring the vehicle’s handling behaviour
can enhance the execution of critical manoeuvres. This
approach moves beyond simply making reactive sys-
tems, such as electronic stability control, more aggressive,
as demonstrated using road topology data [25]. Temporarily
modifying the vehicle’s handling, rather than just adjusting
the intervention, becomes possible. For example, a TV system
can alter vehicle behaviour towards agility or stability by
applying differential wheel torques. This capability enables
proactive adaptation of the vehicle’s handling: (1) in known
upcoming events such as an AEB scenario, where braking
alone cannot prevent a collision, the system can adjust

handling to be more agile via TV to support an evasive
manoeuvre, and (2) in anticipated high-risk situations, such
as when approaching dynamic limits on low-friction surfaces,
it can proactively enhance stability bymodifying the handling
behaviour towards more understeer. Likewise, a steer-by-
wire system could increase its steering ratio to improve the
vehicle’s responsiveness.

A key opportunity for the DT in vehicle handling lies
in personalising the vehicle’s response to the individual
driver, dependent on upcoming road conditions, traffic and,
importantly, the driver’s skills. Achieving this capability
requires a “driver twin” to learn and model individual driver
behaviour [26]. Ultimately, the driver twin would inform the
optimal TV or steer-by-wire strategy, creating a vehicle that
is not only safer but also dynamically tailored to its driver.

These proactive adaptations extend to longitudinal motion
control. Current ACC systems are already proactive, using
static data such as road topology for speed adaptation [27].
A DT of the traffic adds a layer of dynamic awareness by
integrating real-time traffic information, as shown for high-
way merging in [6], traffic flow optimisation in intelligent
intersections in [2], or by enabling cooperative platooning
in [28]. The DT’s capabilities are extended by integrating
real-time road conditions. By considering the optimal speed
profile for road topology and friction potential, the system
can proactively manage lateral vehicle stability by reducing
vehicle speed, which is crucial in hazardous conditions like
black ice while cornering.

Predictive information on road conditions benefits ride
comfort control. Active suspension systems can enhance
comfort by considering upcoming road unevenness from
DT data; see [7]. As ride comfort highly depends on
the speed at which an obstacle is passed [29], a detailed
environment twin enables ACC to adapt speed proactively
for both static obstacles, such as crosswalks, and temporary
ones, like potholes. To improve comfort and traction, tyre
pressure control systems, which possess slow dynamics,
can be commanded proactively to adapt to upcoming road
conditions.

Leveraging predictive information from the traffic flow
increases powertrain efficiency. By considering traffic and
route data, a powertrain controller can optimise its configura-
tion, for instance, by decoupling a less-efficient motor or axle
to reduce rotational inertia and operate the remaining motors
at their peak efficiency, or an optimal speed profile incorpo-
rating extended lift-and-coast periods can be determined.

Predictive data from real-time weather services enables
the vehicle to prepare for disturbances such as crosswinds.
To mitigate lateral displacement and assist the driver, the
system could proactively adjust a suspension, control active
anti-roll bars, or increase the stiffness of a steer-by-wire
system.

These examples illustrate that a holistic traffic DT is a
versatile enabler for enhanced vehicle dynamics control,
contributing via three primary services: providing enhanced
vehicle models by integrating data sources such as vehicle
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fleets or infrastructure, delivering enhanced contextual
awareness for proactive strategies, and facilitating person-
alised vehicle dynamics control to assist the driver.

C. CLOUD-BASED DIGITAL TWIN
A cloud-based traffic DT offers significant vehicle design and
function advantages; however, it introduces new challenges
for real-time control. The most direct benefit is the reduction
of onboard hardware requirements. Offloading memory and
computational loads to a cloud can reduce the need for
extensive onboard computational power. The sensor set on
the vehicle may be reduced, with functions like pedestrian
detection, vehicle localisation, and parameter estimation
potentially handled by the cloud and infrastructure [10].
While onboard estimation methods likely won’t be fully
replaced, they can be augmented by cloud-based, data-driven
approaches [23], [24]. Furthermore, a high-fidelity vehicle
twin can enable soft sensors, replacing physical components.

This offloading also applies to intelligence, in the form
of vehicle control functions, by moving functionality from
the vehicle to the cloud on a spectrum of complexity.
This capability ranges from adapting onboard controller
parameters through over-the-air [7], to the cloud acting as a
high-level advisor for critical manoeuvres [10], and even to
complete low-level remote control [11]. The ultimate vision
for this computational offloading is to run complex, multi-
objective simulations within the DT to find the optimal
control strategy for any given scenario, considering factors
from stability and efficiency to driver preferences. This task
is currently impossible on the embedded hardware, but may
be feasible with scalable cloud solutions.

This remote control paradigm presents inherent risks.
Communication channels introduce vulnerabilities to
cyberattacks, while latencies and packet losses can destabilise
the control loop, necessitating robust fallback strate-
gies [11]. Addressing these challenges is critical for realising
cloud-based vehicle control, but is beyond the scope of this
article.

III. USE CASE: PROACTIVE CONTROL AT LOW-FRICTION
CORNERING CONDITIONS
Ause case focused on lateral vehicle stability is presented and
experimentally validated to provide a tangible application of
cloud-based DTs in vehicle dynamics control. The scenario,
shown in Fig. 1, is part of the wet handling track at the
ZalaZONE Automotive Proving Ground in Zalaegerszeg,
Hungary [30]. It features a vehicle navigating a path with
varying road friction potential. The path starts at the top and
proceeds counter-clockwise through a high-friction segment
(dark surface; asphalt; friction coefficient µ ≈ 1). The
vehicle then enters a low-friction left-hand corner (grey
surface; wetted basalt; friction coefficient µ ≈ 0.22), which
mimics black ice conditions before returning to the starting
point.

The main challenge of this scenario is maintaining lateral
vehicle stability on the slippery surface. Based on the use

FIGURE 1. The path (red) starts at the top and follows the high-friction
asphalt (dark surface) before entering the low-friction area of wetted
basalt tiles (grey surface).

case, two approaches are shown for how a DT can prevent
an upcoming critical driving situation.

The first approach involves proactive prevention. A driver
might enter the low-friction section at a vehicle speed that is
too high, surpassing the adhesion limits. The DT responds by
providing safe speed advice or adapting the ACC reference
speed.

The second approach involves proactive intervention.
Even at a safe speed, aggressive steering inputs or an
overestimation of friction potential can lead to a loss of
vehicle stability. The DT anticipates a high-risk situation
in which the vehicle approaches the lateral friction limits
and modifies the vehicle’s handling behaviour through TV
to reduce skidding and assist the driver in maintaining
control. To test the proactive intervention, a controlled and
reproducible disturbance – detailed later – destabilises the
vehicle at the blue star in Fig. 1, which remains unknown
to both the controller and the DT. The following sections
present the V2C architecture and the control methods used
in the DT-enhanced approaches.

A. VEHICLE-TO-CLOUD ARCHITECTURE
Fig. 2 shows the architecture used for the experiments.
The V2C architecture builds directly on the Central System
presented in [4]. The digital world represents the cloud-based
parts, and the physical world includes the demonstration
vehicle. The diagram is colour-coded: computing nodes in
yellow, communication gateways in blue, auxiliary nodes,
such as sensors and driver interfaces, in purple, and
communication protocols in green.

1) PHYSICAL WORLD
The demonstrator vehicle, shown in Fig. 3, features four
electric motors, each driving a wheel via a gearbox and a
half-shaft. This drivetrain enables the four motors to perform
advanced functions, such as ACC and TV, by applying
both positive and negative (regenerative) torques to each
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FIGURE 2. Used V2C architecture with the digital world (cloud-based) and the physical world (in-vehicle hardware). Communication between
both worlds occurs over a 4G network. The diagram is colour-coded: computing nodes (yellow), gateways (blue), auxiliary nodes (purple),
and communication protocols (green).

FIGURE 3. Demonstrator vehicle with its key systems. Individual electric
motors and TV gearboxes enable differential torque control between the
left and right sides. Antennas for GNNS and 4G communication are
marked.

wheel. The core of the vehicle’s control system is a
dSpace MicroAutoBox III (MAB3) rapid control prototyping
unit; see Fig.2. The MAB3 receives data from a suite of
sensors connected via CAN bus, including a high-precision
GNSS+IMU (OxTS RT3102) and driver input sensors. The
MAB3 commands a vehicle control unit for actuation at
100Hz, which controls the four electric motors. External
communication is handled by a consumer-grade 4G modem
connected to the MAB3 via Ethernet, with a laptop used for
data visualisation, driver feedback and recording.

2) DIGITAL WORLD
The digital world in Fig. 2 is built around the Central
System [4] that functions as a hub, managing data storage and
facilitating communication between services via gRPC [31].
These services include a visualisation tool, which renders
a 3D model of the vehicle and road, and a UDP gateway
that handles communication with the physical vehicle. A key
component is the cloud PC, a consumer-grade laptop running
Ubuntu 22.04 and MATLAB Simulink R2024b, which sends
data to the Central System via a custom S-Function at 100Hz.

The cloud PC is central to the control architecture. It runs
the control functions – detailed later – in various modes:
advisory control, partial control, or complete cloud control.

FIGURE 4. Packet delays are measured by synchronising the cloud PC,
MAB3, and Central System via NTP. The message sequence number
attached to each packet identifies packet losses.

It hosts the system’s two main twins. The environment
twin consists of a pre-built map with navigation path and
friction potential data. The friction potential map was derived
from offline surface characterisation. The vehicle position
in the environment twin is continuously updated using the
transmitted GNSS data. The vehicle twin, a four-wheel planar
vehiclemodel [32], utilises information from the environment
twin and transmitted vehicle state data to assess lateral vehicle
stability.

3) V2C COMMUNICATION
Communication between the digital and physical worlds is
established over a 4G network using UDP [33], exchanging
data at 100Hz. The data exchange consists of a feed-
back message and a control message, both approximately
150 bytes. The feedback message sent from the vehicle to
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the cloud contains vehicle state information (position, speed,
etc.), driver inputs, and metadata. The control message sent
from the cloud to the vehicle contains actuator commands,
advisory settings, road data, and metadata.

To ensure data integrity and consistent timing, all com-
puting nodes synchronise to a common time server via the
NTP [34]. A custom NTP blockset was developed for the
MAB3 unit, as it does not feature a native implementation.
The 4G communication link underwent evaluation in a test
with roughly 6300 samples to estimate delay and analyse
packet loss between the digital and physical worlds. The
Central System was located in Budapest, Hungary, while the
cloud PC and the vehicle were at ZalaZONE, an air distance
of roughly 180 km.

The UDP delays, shown in Fig. 4 in the top graph, exhibit
a normal distribution with means of µfdb = 29.67ms for
feedback (blue) and µctrl = 31.33ms for control (orange)
messages. The total delay (green) is µtot = 79.43ms. The
difference of approximately 20ms between µtot and µfdb +

µctrl is primarily attributed to gRPC delays. The bottom
graphs in Fig. 4 show packet losses. Across 20 discrete events,
27 packets were lost, resulting in a loss rate of 0.43%. Most
were single-packet losses, with a maximum consecutive loss
of four packets observed.

This analysis highlights the importance of monitoring
real-time delays and incorporating fallback strategies, such
as complete onboard control, in the event of prolonged
communication failure. However, subsequent experiments
did not employ such an alternative strategy.

B. CONTROL METHODS
For controller synthesis, a top-down modelling approach
is used, starting from a validated high-fidelity multibody
model of the demonstrator vehicle; shown in Fig. 3. This
model enables the parametrisation of a four-wheel planar
vehicle model, which includes a wheel load model based on
longitudinal ax and lateral ay accelerations [32]. This simpler
model satisfies the fidelity requirements of ACC and TV.
A global representation of the vehicle’s limits, such as a
GG diagram, can be extracted for ACC. The model provides
appropriate information on how individual motor torques
influence vehicle dynamics for TV.

1) ACC
Enhancing ACC with navigation data is a common method
for improving comfort, efficiency and safety. However,
it relies on static maps without knowledge of upcoming road
conditions and simple vehicle limit approximations, neglect-
ing the combined effects of acceleration and braking [27].
To address this latter limitation, this work employs a GG
diagram computed by formulating a Nonlinear Programming
(NLP) problem with CasADi [35]. The NLP assumes quasi-
steady-state conditions for the vehicle model and a given
friction coefficient µ and uses Ipopt [36] as a solver, with
further details on the computation available in [37]. The

NLP yields the GG diagram in polar coordinates, defined
by the angle α = tan−1(ax/ay) and the corresponding radii
aGG = fGG(α,µ).
A simple approach to limit vehicle speed V in a corner

involves applying a steady-state limit V ss
lim:

V ss
lim(ρ, µ, η) =

√
ηfGG(α = 0, µ)

|ρ|
, (1)

where ρ denotes road curvature and η is a safety factor.
Although this method reduces vehicle speed enough to
maintain stability for a low-friction corner, it fails to account
for the combined effects of braking and cornering, which can
still lead to a loss of lateral stability.

A more advanced solution involves proactive speed plan-
ning for ACC, generating a speed profile V by considering
upcoming road conditions and the whole GG diagram. This
formulation treats the speed planning as a reference speed
tracking problem and defines its solution over a fixed preview
length of N steps with step length 1s as follows:

min
V∈RN , sGG∈R

qss2GG +

N∑
i=1

qaxa
2
x,i + qV (Vref − Vi)2 (2a)

subject to a2x,i + a2y,i ≤
(
alim,i + sGG

)2
, (2b)

0 ≤ Vi ≤ Vmax, (2c)

ax,min ≤ ax,i ≤ ax,max, (2d)

ax,i =
1

21s

(
V 2
i − V 2

i−1

)
, (2e)

ay,i = ρiV 2
i , (2f)

V0 = Vinit. (2g)

Here, the terms qV , qax , and qs are tuning weights to
balance reference speed tracking, longitudinal acceleration,
and adhering to the vehicle’s handling limits, respectively.
Adding the slack variable sGG improves feasibility. The
ACC speed is set by Vref. The problem is constrained by
speed limit Vmax, longitudinal acceleration limits ax,min and
ax,max, and the combined acceleration limit from the GG
diagram alim,i = ηfGG(α̂i, µi). The GG angle α̂i and initial
speed Vinit stem from the previous execution of the planner.
For real-time applicability, the planner uses a Sequential
Quadratic Programming (SQP) method that employs the
OSQP solver [38]. A P-controller tracks the planned speed
profile V onboard.

2) TV
TV actively influences vehicle lateral dynamics for stabilisa-
tion and handlingmodification. For stabilisation, TV operates
similarly to electronic stability control by braking individual
wheels, but with the added ability to apply drive torques for
more comprehensive intervention. For handlingmodification,
TV allows shaping the vehicle’s quasi-steady-state cornering
response by directly influencing its steering characteristic.

The steering characteristic δdyn(ay) is described by the
dynamic steering-wheel angle δdyn = δ − lρ as a function
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FIGURE 5. TV architecture for a given friction coefficient µ and steering
characteristic δdyn(ay ). The TV yaw moment MTV

z combines a feedforward
term MFF

z from look-up tables with a feedback term MFB
z from a PI

controller. The system allocates this moment to motor torques T based on
wheel loads.

of lateral acceleration ay [21]. Here, δ is the actual steering
angle, and l is the vehicle’s wheelbase. A typical passenger
vehicle exhibits a near-linear relationship of δdyn(ay) up to
approximately 50% of maximal feasible lateral acceleration
amax
y . In this region, the steering angle gradient Kδ =

∂δdyn/∂ay remains nearly constant. Beyond this linear range,
the characteristic becomes nonlinear as tyres saturate.

The steering characteristic defines a vehicle as understeer-
ing (Kδ > 0), neutralsteering (Kδ = 0), or oversteering
(Kδ < 0) [21]. Understeering is generally considered stable
and predictable, while neutral and oversteering behaviours
can challenge inexperienced drivers. Actively shaping the
steering characteristic allows the vehicle to tailor its handling
to a driver’s preference or skill level and dynamically adapt
to upcoming road conditions, aiding the driver in hazardous
situations. TV can shape this characteristic by applying
an additional yaw moment MTV

z . With this additional yaw
moment, the system can impose a specific steering angle
gradient, extend the linear range, or increase the maximum
feasible lateral acceleration amax

y . Thus, the TV system can
be proactively reconfigured based on information from a
traffic DT.

The employed TV control, based on methods from [39]
and [40], follows the architecture shown in Fig. 5. The
upcoming paragraphs provide a brief overview; refer to the
cited publications for additional information.

First, reference values based on steering input δ, torque
demand T dmd, derived from the throttle pedal position, and
vehicle speed V are calculated. These are the yaw rate
ψ̇ref and the dynamic steering angle δrefdyn, which result
from a demanded steering characteristic δdyn(ay), and the
longitudinal acceleration arefx .

Second, a corrective yaw momentMTV
z is computed as the

sum of feedforward (FF) and feedback (FB) yaw moments:

MTV
z = MFF

z +MFB
z . (3)

A look-up table provides the feedforward termMFF
z . It is pre-

computed by solving an NLP problem, formulated inCasADi
and solved with Ipopt, that defines the optimal yaw moment
to achieve the given steering characteristic δdyn(ay) [39].

The NLP uses the four-wheel planar vehicle model in
quasi-steady-state conditions and depends on vehicle speed
V , dynamic steering angle δrefdyn, longitudinal acceleration
arefx , and friction coefficient µ. Consequently, the table is
high-dimensional, rendering it both memory-intensive and
computationally demanding to recompute. The feedback
term MFB

z is the output of a PI controller that minimises
the error between the reference and measured yaw rates
eψ̇ = ψ̇ref − ψ̇ [40].

Third, the total yaw moment MTV
z is allocated to the

individual motor torquesT using a strategy that distributes the
yaw moment based on the vertical force on each wheel [40].

IV. EXPERIMENTS
The control methods, ACC and TV, from Sec. III-B are tested
in various configurations, comparing performance with and
without DT assistance across the three cloud-based control
modes: advisory, partial, and complete cloud control.

A. ACC EXPERIMENTS
For the ACC experiments, the cloud provides advisory or
reference vehicle speeds based on information from the
environment twin and vehicle twin (handling envelope,
vehicle position). The three control modes are:

• Advisory Cloud Control: The cloud calculates a speed
limit Vlim and sends it to the driver display. The driver
controls the vehicle speed V . The display provides a
visual warning if the driver exceeds Vlim; see Fig. 6. The
speed limit Vlim is the minimum of the reference speed
Vref and the lateral limit speed Vlat. The lateral limit
speed Vlat is the lowest feasible steady-state speed limit
V ss
lim within a preview distance sprev from the current

vehicle position s:

Vlat(η) = min
ŝ∈[s, s+sprev]

V ss
lim

(
ρ

(
ŝ
)
, µ

(
ŝ
)
, η

)
(4)

• Partial Cloud Control: The cloud handles high-level
planning using the ACC planner from (2), sending the
first value of the speed profile V in a receding horizon
manner to the vehicle. An onboard P-controller performs
speed tracking.

• Complete Cloud Control: The cloud performs high-level
planning and low-level tracking and sends the final
motor torque commands to the vehicle.

Table 1 lists the ACC parameters for the experiments.
Fig. 7 compares the resulting vehicle trajectory and speed

profile of two advisory cloud control experiments: a baseline
without driver warning (magenta) and an experiment with
visual warning enabled (blue). The left plot shows the
vehicle’s GNSS trajectories, with a zoom of the critical
section near the 225m mark. The right plot shows the vehicle
speeds against the speed limit Vlim, the lateral limit speed
Vlat(η = 1) calculated without safety margin, and the
reference speed Vref.

A steep descent of the road towards the low-friction area
made speed control challenging for the driver, resulting in
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FIGURE 6. The vehicle speed monitoring system displays a safe condition
(green, left) or a warning (red and alert, right) when the driver exceeds
the speed limit Vlim, which is transmitted via 4G to the vehicle.

TABLE 1. Parameters used in the ACC experiments.

FIGURE 7. Advisory cloud control with and without driver warning. Left
plot: path without driver warning (magenta) and with driver warning
(blue). Right plot: vehicle speeds against speed limit Vlim (dotted), lateral
limit speed Vlat(η = 1) without safety margin (shaded area), and
reference speed Vref (dashed).

the overshoot at 100m. Without driver warning, the driver
attempted to maintain Vref = 35 km/h into the low-friction
corner. This entry speed was excessive, resulting in a loss
of stability at the 200m mark, which caused the vehicle
to deviate from its intended path. With driver warning, the
driver followed the speed limit Vlim and navigated the corner
without loss of stability.

Fig. 8 compares the partial (magenta) and complete (blue)
ACC cloud control. The left plot shows the vehicle speeds
against the ACC planner speed, the speed limit Vlim from the
advisory cloud control, and the reference speedVref. The right
plot shows the resulting GG diagram for the partial cloud
control experiment, segmented into high- and low-friction
regions.

FIGURE 8. Partial (magenta) and complete (blue) ACC cloud control
results. Left plot: vehicle speeds against speed limit Vlim (dotted), ACC
planner speed (red), and reference speed Vref (dashed). Right plot: GG
diagram for partial cloud control separated into high-friction (blue) and
low-friction (red) segments.

The tracking of the ACC planner speed is accurate in
the low-friction segment between 150m and 300m for
both experiments. Compared to the advisory cloud control,
braking occurs later, as the ACC planner utilises the full GG
envelope, while the advisory cloud control is constrained by
the steady-state limit V ss

lim. The GG plot highlights that the
vehicle operates near the boundary of fGG(α,µ = 0.22).
Given the small communication latencies shown in Fig. 4, the
performance of the complete cloud control is similar to that of
the partial cloud control case.Minor deviations appear around
100m (from a steep descent of the road) and 400m (from
a steep incline), which result from different P-controller
parameters but do not affect the critical low-friction section.

B. TV EXPERIMENTS
For the TV experiments, four sets of look-up tables were
computed offline. These sets correspond to combinations of
two friction coefficients µ and two steering characteristics
δdyn(ay). The latter are distinguished primarily by their
understeer gradients Kδ: the passive vehicle gradient K psv

δ

and a selected, larger understeering gradient K us
δ . The

experiments include three modes again:

• Advisory Cloud Control: The cloud provides high-level
advice to the onboard TV controller by select-
ing the most appropriate steering characteristic δdyn(ay)
for the upcoming conditions. The selection is based on
the friction coefficient µ and a lateral stability index Ilat
which quantifies how close the vehicle state is to the
handling limit over a future time horizon Tprev:

Ilat(η) = max
ŝ∈[s, s+VTprev]

assy,prev
assy,lim

. (5)

Here, assy,prev is computed with V 2
∣∣ρ(ŝ)∣∣ assuming

constant vehicle speed V , and assy,lim is given by
ηfGG(α = 0, µ(ŝ)). Using a hysteresis-based switching
logic, the TV set switches K psv

δ to K us
δ when Ilat exceeds

a switch point ISP, and back again when it drops below
a reset point IRP.
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TABLE 2. Additional parameters used in the TV experiments.

• Partial Cloud Control: This mode extends the advisory
cloud control by offloading the driver input processing
and feedforward control blocks of Fig. 5 to the cloud.
The feedback controller and allocation logic remain
onboard the vehicle.

• Complete Cloud Control: This mode executes the entire
TV architecture in the cloud and transmits motor torque
commands to the vehicle.

Table 2 lists the parameters for the TV experiments.
Fig. 9 compares the performance of five experiments:

no TV (black), non-DT-enhanced TV with K psv
δ (blue), and

three levels of cloud involvement (advisory in magenta,
partial in green, complete in red). The non-DT-enhanced
TV case represents a non-communicating vehicle using TV
with a fixed steering characteristic, whereas in the DT-
enhanced cases, the steering characteristic is adjusted over 4G
according to the proactive control strategy. Close to 225m,
a disturbance, unknown to the controller and DT, is manually
triggered to destabilise the vehicle. This disturbance is a
120Nm torque pulse applied to both rear motors for 0.1 s.
The vehicle’s trajectory (top) and sideslip angle β (middle)
reveal the response of the vehicle to the disturbance, while the
feedforwardMFF

z and feedbackMFB
z yaw moments (bottom)

show the controller’s internal states.
TV experiments were conducted with two driver types: a

non-reacting (unskilled) driver and a countersteering (skilled)
driver, who attempts to stabilise the vehicle. Even with
countersteering, the vehicle is difficult or impossible to
stabilise on the low-friction surface without TV. Fig. 9 shows
the non-reacting, unskilled driver, characterised by constant
steering and throttle inputs after the disturbance, isolating the
effect of the DT-enabled proactive control strategy. Feedback
controller gains were identical across all experiments.

Without TV (black, Fig. 9), the vehicle sideslip angle
β increases significantly, causing the vehicle to lose con-
siderably speed and ultimately to point in the opposite
driving direction. The non-DT-enhanced TV (blue) stabilises
the vehicle trajectory by limiting the sideslip angle β to
−12 deg. The recovery phase takes approximately 50m or 6 s,
meanwhile, it is difficult for a driver to control the vehicle.
The feedforward term MFF

z is small and relatively constant,
as there is no proactive control and the control aim is the
vehicle’s passive behaviour. The feedback term MFB

z first
applies a negative moment to counteract the skidding motion,
reducing the vehicle sideslip angle β and the desired yaw rate
ψ̇ . Subsequently, the controller applies a positive moment to

FIGURE 9. TV results for advisory (magenta), partial (green) and complete
(red) cloud control with a disturbance at 225m. Reference cases: no TV
(black) and non-DT-enhanced TV (blue). Top row: vehicle’s trajectory.
Second row: vehicle’s sideslip angle β. Bottom two rows: feedforward
yaw moment MFF

z and feedback yaw moment MFB
z of TV controller.

turn the vehicle back into the corner, allowing the driver to
maintain the intended path.

The vehicle stabilisation phase significantly shortens with
the advisory cloud control (magenta, Fig. 9). The recovery
distance and time are reduced by 50% compared to the
non-DT-enhanced case, to 20m and 3 s respectively. This
improvement results from the cloud, which proactively
switches the TV set to a larger understeering characteristic.
This characteristic results in a larger negative feedforward
yawmomentMFF

z , making the vehicle less prone to skidding.
The feedback yaw momentMFB

z behaviour remains similar.
Fig. 10 shows the control logic for TV set selection. Before

the 200m mark, the TV set switches to the low-friction
steering gradient K psv

δ . As the vehicle approaches the lateral
limit behaviour, the stability index Ilat triggers a change to
the larger understeering gradient K us

δ at 200m, causing the
distinct jump in the feedforward yaw moment MFF

z seen in
Fig. 9 at −6 s.
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FIGURE 10. Lateral stability index Ilat and the resulting behaviour of the
active TV set for the advisory cloud control experiment of Fig. 9.

The partial (green, Fig. 9) and complete (red, Fig. 9)
cloud control cases perform similarly to the advisory cloud
control case, with recovery distance and time reduced by
36%, to 22m and 3.8 s, respectively. The differences in peak
vehicle sideslip angle β and recovery performance observed
after the disturbance between the three DT-enhanced config-
urations are attributed to inaccuracies in manually triggering
the disturbance, which resulted in slightly different friction
potentials at the disturbance.

Experiments with the countersteering driver show a
slightly smaller peak of the vehicle sideslip angle β after
the disturbance, but similar reduction in recovery times and
distance as in Fig. 9. Across 16 TV runs, including both driver
types, DT-enhanced cases (n = 8) showed a mean recovery
time reduction of 39.6%±3.5% relative to non-DT-enhanced
cases (n = 8).

Although the total time delay µtot of approximately
80ms (Fig. 4) had a negligible impact on the performance,
this result must be interpreted in light of the controlled
environment. The experiments were carried out under ideal
network conditions on a proving ground with minimal 4G
traffic and no physical obstructions. In densely populated
areas, the communication time delays could fluctuate and
increase significantly, posing a greater challenge to closed-
loop stability.

The destabilising effect of larger time delays is well docu-
mented in automotive feedback loops [11]. To investigate this
issue, the total communication time delayµtot was artificially
enlarged using a delay block in the cloud PC. Fig. 11 shows
results from four experiments with complete cloud control:
the baseline 80ms delay (black) and additional delays of
+50ms (blue), +100ms (magenta), and +250ms (green).
The impact of larger delays on disturbance rejection is shown
with the vehicle sideslip angle β (top) and the feedback yaw
momentMFB

z (bottom).
The results show a degradation in performance with

increasing time delay. The +50ms case slightly extends the
recovery phase. At +100ms, the system behaviour becomes
oscillatory. The recovery phase extends significantly and
is similar to the non-DT-enhanced case shown in Fig. 9.
A delay of +250ms pushes the system to its limits, causing
feedback control saturation and a significant reduction in
vehicle speed. The shorter recovery time observed in this

FIGURE 11. Complete cloud control TV experiments with increasing time
delay µtot. Experiments shown: baseline 80ms delay (black) and
additional delays of +50ms (blue), +100ms (magenta), and +250ms
(green). Top row: vehicle sideslip angle β. Bottom row: feedback yaw
moment MFB

z of TV controller.

case results from the reduced speed rather than improved
system response. Additionally, the driver could subjectively
perceive the larger communication time delays through a
delayed throttle response.

V. DISCUSSION
While the experiments investigated the potential of
cloud-based DT for vehicle dynamics control, significant,
unaddressed challenges remain to make this concept viable.

The simple vehicle and environment twins demonstrated
potential, but maintaining their validity over time demands
continuous model validation and parameter estimation.
Model-to-reality mismatches can have safety-critical effects,
such as overestimating friction potential or the vehicle’s GG
diagram, leading to loss of stability. Further research into data
integration methods, including machine and deep learning
approaches such as fleet and federated learning, could
reduce these mismatches through continuous refinement and
validation.

Complete cloud control, as demonstrated in the TV
use case, is vulnerable to large communication delays
that can destabilise feedback loops and degrade controller
performance. While the experiments were conducted under
favourable conditions on a proving ground, other network-
related issues, such as extended outages through tunnels
or congestion in urban areas, pose similar stability risks
and must be taken into account. Similarly, cybersecurity
is a critical concern, as malicious packet injections could
lead to hazardous control actions, especially in the case of
complete cloud control. Advancing this first demonstration
requires robust strategies with fallback mechanisms to handle
large delays, dropouts, and temporary connectivity losses.
Promising directions include adaptive control architectures
that seamlessly switch between cloud and onboard modes
by monitoring delays, model-based delay compensation,
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and redundant communication links, such as 5G or Ded-
icated Short-Range Communication (DSRC), to enhance
resilience [4], [10].

Considering more vehicles in the use case, the computa-
tional effort or scalability per vehicle may become relevant.
Each control cycle, including the ACC optimisation, required
approximately 2-5 ms on the cloud PC. For the TV use
cases, computation time remained below 1ms as only look-up
tables were used. So when no server-side load balancing is
considered, the computation time should scale linearly with
the number of vehicles. Since this work is based on an existing
V2C infrastructure, readers are referred to [4] for detailed
analyses of load sharing and computational scalability.

Given these limitations, the most practical near-term appli-
cation of the cloud-based paradigm lies in advisory or partial
control, where the cloud assists onboard systems through
computational offloading, predictive insights, or fleet-level
knowledge. Such a hybrid approach combines the scalability
and situational awareness of cloud computing with the
reliability and safety of local control, providing a path toward
increasing cloud involvement in chassis systems.

VI. CONCLUSION
A holistic traffic Digital Twin (DT) is a versatile enabler
for enhanced vehicle dynamics control. By integrating a
vehicle twin of suitable fidelity with real-time environmental
and traffic twins, its contributions fall into three services:
providing enhanced vehicle models by integrating data
sources such as vehicle fleets or infrastructure, providing
enhanced contextual awareness for proactive strategies, and
facilitating personalised vehicle dynamics control to assist the
driver.

Integrating these services with a cloud architecture can
reduce onboard hardware requirements by lowering compu-
tational and memory demands. This paper experimentally
evaluates these concepts in a use case featuring proactive
adjustments to Adaptive Cruise Control (ACC) and Torque
Vectoring (TV) under low-friction conditions, aiming to
maintain or improve stability and handling for a human driver.

For ACC, it was demonstrated that the approach ensures
stability in low-friction sections by proactively informing a
human driver about safe driving speeds, adjusting reference
speeds for an onboard ACC, or executing the ACC entirely
in the cloud. The system’s effectiveness relies on knowledge
of the vehicle’s stability envelope, as depicted in a GG
diagram. The cloud architecture provides the necessary com-
putational power to update the vehicle twin and recompute
this diagram over the vehicle’s lifespan, thereby ensuring the
validity of its safety-critical speed advisories.

For TV, it was demonstrated that proactive adjustments
of the controller based on upcoming road conditions can
assist a human driver in the event of vehicle destabilisation,
reducing recovery distance and time by up to 50% compared
to non-DT-enhanced TV. Experiments demonstrated that
executing parts or the entire TV architecture is feasible
over 4G networks without notable performance degradation

compared to onboard control, enabling the offloading of
memory-intensive look-up tables. These findings indicate
that direct cloud-based control of vehicle yaw motion may
be a suitable future application for assisting vehicles in
critical scenarios. However, challenges remain that hinder the
practical application of this use case, including robustness,
cybersecurity, and latency of the communication link.
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