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Abstract

Collaborative robots (cobots) are one possible solution for efficiently automating the trend towards lot size 1 in production. Cobots enable humans
and robots to work together without a protective fence. In addition, they can also be reprogrammed relatively easily by non-experts, due to their
simple user interfaces. Nevertheless, reprogramming of a robot on the shop floor always results in a certain amount of downtime. One possible
solution to reduce or even eliminate this downtime is provided by the continuous integration and deployment approach (CI/CD) from software
development. The goal of CI/CD is to accelerate software development, to be able to react quickly to changes and to make software development
and deployment as efficient as possible. This is implemented by continuously adapting the software, provided as short-cycle software updates.
Therefore, automation is also an important aspect of CI/CD, such as automating the testing, the deployment, etc. In the domain of safety-critical
industrial systems, CI/CD is currently still in its infancy, especially on the shop floor level. This paper presents a novel use case that illustrates
the use of CI/CD for the continuous adaptation of cobot applications on the shop floor, thus reducing the downtime and increasing the production
efficiency. However, the use of this technology in safety-critical systems also opens up new attack vectors. Hence, it is also shown how test
automation and the open-source tool Jenkins can be used for automatic safety testing and monitoring of cobots to reduce potential safety and
security risks. This paper therefore contributes to the research in the field of manufacturing process design by presenting a new application for
improving the efficiency, safety and security of frequently changing collaborative human-robot interaction processes.
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1. Introduction

In industry, there is an increasing focus on digitizing
production to enhance flexibility and efficiency [1]. An
important aspect of this development is the use of collaborative
robots (cobots) to enable a partially automated efficient
production of small batch sizes together with humans [2]. The
reprogramming or adaptation of robot programs can be done
directly on the robot by using e.g., teaching by demonstration
approaches. The different cobot manufacturers offer
manufacturer-specific user interfaces for this purpose, which,
as shown in [3], vary in simplicity depending on the
manufacturer. The main disadvantages of the teaching by
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demonstration reprogramming approaches are robot downtime,
manual testing and lack of traceability.

One way to overcome these disadvantages is to transfer the
principles of Continuous Integration and Deployment (CI/CD)
[4] from software development to the field of cobots. This
allows frequently changing human-robot processes to be
designed more efficiently, which in turn has an impact on the
entire manufacturing process design. Therefore, this paper
introduces both a conceptual framework and a concrete
technical implementation that demonstrates how CI/CD
pipelines facilitate continuous cobot program updates and
enable the automated execution of safety and security tests on
the shop floor.
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Chapter 2 explains the state of the art in programming
cobots, continuous integration and deployment and safety
testing of industrial robots using CI/CD tools. Based on this, in
Chapter 3 the development and implementation of a novel
CI/CD human-robot interaction assembly process in the Pilot
Factory at TU Wien, is described. This use case implementation
forms the basis for making efficient reprogramming of
collaborative robot applications possible, including repeatable
and automated safety and security testing of cobot applications.
To illustrate this, Chapter 4 presents the implementation of two
scenarios for automated, repeatable and traceable safety tests
for cobots, based on the use case introduced in Chapter 3.
Finally, Chapter 5 contains a summary, conclusions drawn and
an outlook on further research topics in this area.

2. State of the Art
2.1. Programming Collaborative Industrial Robots

Collaborative robots offer the possibility of interacting with
humans without protective fences, which is made possible by
additional collision detection sensors in the robot arms.
Furthermore, they can be reprogrammed relatively easily
directly on the robot using teach pendants, which enables
(partial) automation even for small batch sizes. Current hurdles
identified in the literature regarding the reprogramming of
industrial robots and cobots are a) the downtime during
adoption [5], b) code redundancy when using multiple robots
[5], c) the varying intuitiveness of the different user interfaces
of the manufacturers [3], d) the multitude of manufacturer-
specific programming languages [3, 5], e) the unprofitability
of reprogramming for small batches [6] and, f) the legally
required repeated risk assessment [7]. Based on the issues
identified, it can be concluded that there is a need for new
solutions that make the (re)programming of industrial
(collaborative) robots more uniform, transparent, intuitive,
efficient and economically viable.

2.2. Safety Testing of Industrial Robot Applications

When developing and integrating industrial robots in the
European Union, the two standards DIN EN ISO 10218-1:2021
and DIN EN ISO 10218-2:2021 must be considered regarding
safety requirements. For collaborative robots there is
additionally the ISO/TS 15066:2016, which provides further
principles for the implementation of collaborative industrial
applications, such as guidelines for evaluating and measuring
the collision force. As described in DIN EN ISO 10218-2:2021,
Section H, various means of verification and validation must
be applied, such as visual inspection, observation during
operation, testing of safety-related application software, and/or
documentation. The DIN EN ISO 10218-2:2021 also lists
verification and validation methods for each protective
measure. The necessary risk assessment for the respective
industrial robot implementation always serves as the basis for
this. The standards refer to the DIN EN ISO 12100:2010, which
describes an iterative process for risk assessment and
mitigation for machinery. In accordance with the overarching
European Machinery Directive [8], any changes to industrial

robot applications, regardless of whether hardware- or
software-related, must take into account new potential risks and
assess and mitigate their effects, meaning that the risk
assessment process must be partially repeated [7].

2.3. Continuous Integration and Deployment (CI/CD)

In software development, the V-Model was developed in the
1970s based on the waterfall model [9]. The waterfall model is
a linear process model consisting of the five phases:
Requirements, Design, Implementation, Verification and
Maintenance [10]. The V-Model contrasts each of the five
phases with a corresponding test phase [9]. The biggest
disadvantage of the V-Model is that late changes can only be
incorporated with considerable effort [9, 10].

In order to make software development more flexible, agile
methods were introduced in the early 2000s [11]. Based on the
principles of the Manifesto for Agile Software Development
[11], agile development models such as Scrum [12] emerged,
in which working software is developed in modules in 2-4-
week sprints [12].

Software that is continuously expanded must be repeatedly
built, tested and deployed. In order to increase efficiency and
avoid repetitive tasks, the approach of continuous integration
and deployment (CI/CD) gained attention at the end of the
2000s. CI/CD aims to automate software integration, testing,
delivery and deployment. The three terms continuous
integration, continuous delivery and continuous deployment
build on each other (see Fig. 1) and are defined as follows [13]:

¢ Continuous Integration: Agile methods such as Scrum form
the basis for continuous integration. Due to the short
iterations when using agile methods, there is a constant
merging process. CI therefore encompasses planning
changes, programming, the build process, testing, and the
integration into the product. In the most extreme case
continuous integration goes so far that the changes made by
a developer are automatically integrated (so-called merged)
into the product immediately after the developer releases the
code.

e Continuous Delivery: Continuous delivery requires
continuous integration and is the process of testing the code
after integration. If all tests are successful, the software is
released for deployment.

¢ Continuous Deployment: Continuous deployment is the last
step of the CI/CD process. The new software version, which
was released in the continuous delivery stage, is
automatically transferred to the live environment.
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Fig. 1. Connection between agile methods, CI/CD and DevOps [13].
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DevOps (see Fig. 1) covers all the elements and phases of
CI/CD and goes one step further by also including the operation
of the product/service and topics like culture [13]. Through a
close cooperation between the development team and the
operation team, errors and problems with the product can be
resolved and implemented even faster [13].

In addition, there is a further development of DevOps called
DevSecOps, which also integrates security into the entire
process [14]. The goal of DevSecOps is to develop and improve
software in short cycles and to pay particular attention to secure
implementation in order to minimize cyber security risks [14].

Automation is essential for CI/CD in software development,
which typically relies on two key components:

1. A version control tool for software code, such as Git [15],
which enables collaboration and makes software changes
traceable.

2. The central component of automation in CI/CD is the
CI/CD server, which is responsible for automated
deployment, automated testing, etc. Widely used state-of-
the-art tools are Jenkins, Gitlab CI/CD, Travis CI, etc.

2.4. CI/CD in the Domain of Industrial Robots

A literature review was conducted to identify relevant
scientific contributions dealing with (collaborative) industrial
robots and the CI/CD approach. The research area is still
relatively new, and very few relevant contributions could be
identified in this field.

In the work of Kangas [16], a UR5e collaborative robot from
Universal Robots was used for a test process for the quality
assurance of keys. The robot was controlled with the help of
Python scripts and the CI/CD tool Jenkins was used as test
automation tool. Therefore, the focus was not on the continuous
adaptation and testing of robot application code, but rather on
the automation of quality tests with the help of a cobot and
Jenkins.

Schlingloff and Hoppe [17] describe a cloud-based testing
approach for cyber-physical systems. Cloud-based testing has
the advantage that computationally intensive simulations can be
distributed across a large number of standardised computing
resources. This allows a large number of test scenarios to be
tested multiple times, which would only be possible to a limited
extent with a conventional computer. For this purpose, they
have implemented a five-stage CI/CD pipeline based on Gitlab,
ROS, Gazebo, Python and the Robot Framework to test the
functionality of cyber-physical applications in a standardised
manner in the cloud.

In contrast, Winkler et al. [18, 19] describe a flexible Testing
Automation Framework that uses Jira, Specflow, Jenkins and
the Gherkin language for formulating test cases, in the context
of behaviour-driven development (BDD), for testing functional
requirements of production systems. The use of the Gherkin
language, with its specific keywords, allows test cases to be
written in a simple and understandable way, also for non-
technical persons. These test cases are then converted into
executable source code for the scenario to be tested.

It is striking that there are initial studies dealing with the topic
of CI/CD in the context of industrial robotics. However, these

works focus on specific individual components, such as test
automation by using natural languages, the use of cobots for test
automation, etc. None of the studies found consider the use of
the CI/CD approach for the continuous modification of human-
robot applications to improve the efficiency of frequently
changing robot-assisted assembly processes directly on the shop
floor. Based on this identified gap, this work addresses the
following research question: How can a CI/CD approach be
designed to enable continuous, safe, and efficient updates of
cobot programs on the shop floor?

3. A Use Case for CI/CD in Human-Robot Interaction

The use case which has been investigated and extended with
the CI/CD approach is a collaborative human-robot assembly
use case, located in the Pilot Factory Industry 4.0 at TU Wien.
As shown in Fig. 2, the application is the mounting of a ski
binding on a ski. The cobot, a Universal Robot UR 3 [20], picks
the individual parts of the ski binding and places them directly
on the ski. The worker checks the correct position, corrects it if
necessary and screws the parts together. Since the ski models
as well as the ski bindings are continuously expanded and the
skis are specially mounted in small lot sizes according to

: - g ‘ . : -

Fig. 2. Collaborative ski binding assembly use case at TU Wien.

customer requirements, there is a wide range of different

combinations, which is constantly being expanded.
Accordingly, new programs must be continuously
implemented.

The original process was structured in such a way that the
integrator has to make each adjustment directly on the robot,
using teaching by demonstration. This approach has the major
disadvantage that the assembly process has to be interrupted for
each adjustment. Depending on the adjustments required and
the skills of the employee, this reconfiguration results in a
certain downtime of the robot each time - for reprogramming
the robot and manual testing. Furthermore, it is also difficult or
impossible to determine when, why and by whom changes
were made.

3.1. CI/CD Concept for Continuous Modification of Cobot
Programs on the Shop Floor

To keep the downtime to a minimum, a new solution for the
updating process, using the CI/CD approach from software
development, was developed and implemented (see Fig. 3).
Each time a new order is received the integrator creates a new
program. At the same time, the operator can execute old orders
(therefore the downtime of the cobot is reduced). After the
integrator has adapted the program, the updated version is up-
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Fig. 3. Technical implementation of the continuous integration and deployment (CI/CD) ski assembly use case at the pilot factory of TU Wien.

loaded using SSH (Secure Shell) into the versioning tool. In our
example, Git was utilized as a version control system to manage
and track changes in the software development process. Every
time a change is made in the version control, the CI/CD server,
the open-source tool Jenkins was used in scenario, is
automatically triggered. Jenkins fetches the new program
version and tests it automatically. This ultimately depends on
which automatic tests have been implemented in Jenkins (e.g.,
security tests, functional tests, safety tests, etc.). Then there are
two possibilities:

o If all the tests were successful the integrator receives a
message about the success.

e If errors have occurred (e.g., functional errors, safety
violations, security issues, etc.) and code changes are
therefore necessary, the integrator receives a message
detailing the problems. Once these issues have been updated
by the integrator, the steps “checking the code into the
version control”, “running tests on the CI/CD server”, and
“informing the integrator” are repeated.

When the continuous integration process on the CI/CD
server has been successful, the new program is ready for
deployment. The CI/CD server deploys automatically the new
program to the cobot using SFTP (Secure File Transfer
Protocol). After completing the previous assembly process, the
worker starts the new program on the teach pendant, conducts
a test run and subsequently begins executing the updated ski
assembly process.

Applying the CI/CD approach at the manufacturing level in
human-robot interaction enables integrators to continuously
create and update programs and automatically test and deploy
them during assembly. This minimizes robot downtime,
especially in production processes with small batch sizes and
frequent program changes and increases production efficiency.

The novelty of the proposed concept lies in a) combining
continuous software development and delivery methodologies
with programming cobots on the shop floor, b) enabling
efficient reprogramming of cobot applications, and c) the

integrating automated safety and security testing for continuous
safety assurance.

3.2 Technical Implementation

The technical implementation of the use case and the CI/CD
environment mainly consists of the following four components
(see Fig. 3):

1. Updating the cobot program: RoboDK [21] was used to
adapt and create the robot programs via offline
programming. RoboDK is a graphical simulation
environment for creating programs for industrial robots. It
also allows the integration of different manufacturer-
specific robots and the conversion of the general RoboDK
code into robot-specific code, e.g. code for cobots of
Universal Robot, Kuka, etc. It is also possible to transfer
code from RoboDK directly to the robot, but this means
losing the advantages of automated testing, transparency,
and traceability that are enabled by the implementation of
the CI/CD approach as shown in Fig. 3.

2. Version Control: With the help of a version control
software such as Git [15] or Apache Subversion (SVN)
[22], the software code is stored in a central location.
Changes are traceable, they can be reversed if necessary,
and collaboration between multiple developers is made
easier. Once a new program has been created, it is
transferred to the Git/SVN repository via Secure Shell
(SSH). In the example, Git was used as version control
system and GitHub [23] as the central cloud repository.

3. CI/CD Server: The free open-source software Jenkins was
used as the CI/CD server. Jenkins was deployed on a laptop
using Docker. A CI/CD pipeline was then configured,
which is triggered when changes are made in the GitHub
repository. The pipeline retrieves the current code (the next
assembly program for the cobot) via SSH and transfers it to
the cobot. No test cases were integrated in the first step.
This was done afterwards and is described in Chapter 4.
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4. Cobot: A UR3 from Universal Robots [20] was used as
collaborative robot in this scenario. Universal Robots offers
several options for the teleoperation of their robots. Based
on the classification of Cobas [24], interfaces for remote
maintenance are required, to deploy application code
remotely on the robot. There are two protocols in the case
of Universal Robots available: SFTP and SSH, for the
implementation of the use case SFTP was used.

4. Continuous Safety Testing of Cobots with CI/CD

Based on the legal requirements of the Machinery Directive
[8], according to which the risk assessment must be repeated
for all changes to industrial cobot applications, including
verification and validation of the software, the CI/CD approach
also offers savings potential here. For better illustration, the
following two safety test cases have been implemented as
examples in the Pilot Factory.

4.1. Safety Configuration Testing

Parameters such as the maximum permissible speed or the
collision force of the robot are defined in the safety
configuration on the robot. This safety configuration could, for
example, be manipulated by an attacker. With the help of the
CI/CD server, it is possible to introduce an additional safety
and security layer which, on the one hand, checks whether the
current safety configuration is correct whenever the robot
program is updated. On the other hand, it is also possible to
continuously test at regular intervals whether the configuration
has been changed. The technical implementation with the
CI/CD tool Jenkins looks as follows. The currently valid safety
configuration was also stored in the version management tool
with special user access and modification restrictions. The
version management system thus makes it possible to track
which safety configuration is currently valid at any given time.
This safety configuration is compared with the current
configuration on the robot when changes are made to the
application software, but also at regular intervals. If there are
any deviations, the test fails (see Fig. 4) and the integrator is
informed.
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readfile  remote server foni
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Fig. 4. Pipeline for safety configuration testing of Universal Robots
implemented with the CI/CD tool Jenkins.

4.2. Automated Safety Plane Simulation Testing

Virtual safety planes (see Fig. 5a) are a measure to increase
safety when humans and robots work together. They can be
used to define zones in which a) the robot is allowed to move
at high speed, b) at reduced speed, and c) in which the robot is
not allowed to move. If the robot reaches a restricted zone, the
robot must stop. In the implemented test case scenario (see Fig.
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Fig. 5: (a) Functional testing of robot application code with the URSim
simulation environment; (b) Pipeline for the automated safety plane
simulation testing implemented with the CI/CD tool Jenkins.

5b), every time the robot application code is changed, it is
automatically checked whether the modification of the robot's
program code is still consistent with the currently valid virtual
safety planes.

This was technically implemented using the CI/CD tool
Jenkins and the URSim simulation environment from
Universal Robots (see Fig. 5). The CI/CD pipeline in Jenkins
was implemented in detail as follows (see Fig. 5b):

1. cleanWs: In the first stage the workspace is cleaned, to
have the same environment for each test.

2. Download UR3-Program: In this step the latest version of
the robot application code is fetched from the GitHub
repository.

3. Copy UR3-Program to Virtual Machine: In this phase the
application code is copied to the simulation environment
URSim, which has been set up in a virtual machine.

4. Send command to UR3 simulation and check program
status: In the last step different commands like: Power on,
brake release, etc. are sent to the robot simulation, to ensure
that the (simulated) robot is ready for testing. Afterwards,
the latest version of the robot application code is executed
in the simulation software. As shown in Fig. 5b the pipeline
tests whether the program can be executed without any
issues. The test was not successful; the reason was a
violation with a safety plane, which caused the robot to
stop. Finally, the feedback from URSim is forwarded to the
integrator.

As outlined in chapters 3 and 4, the integration of CI/CD
pipelines goes beyond the automated provision of robot
programs and also includes systematic test automation. This
approach enables the execution of functional, safety and
security tests in an efficient, reproducible and transparent
manner. By defining test procedures once and embedding them
in the pipeline, subsequent executions achieve a high degree of
reliability, traceability, and maintainability, thereby improving
both software quality assurance and overall system reliability.

In terms of efficiency gains through reduced downtime,
theoretical savings of up to 75% appear achievable, assuming
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that 25% of the total effort remains for necessary on-site
validation on the physical robot. This residual effort primarily
concerns functional testing; specific safety-related collision
tests were not considered within the scope of this estimation.
Estimates in the literature [25, 26] for reprogramming cobots
range from a few minutes to several hours, depending on task
complexity, the user interfaces and operator experience. Based
on the authors’ extensive practical experience in international
training programs, it is assumed that a highly experienced user
requires an average of 20 minutes for modifications directly on
the robot (10 minutes for small, 20 for medium, and 30 for
larger changes). Since simulation-based programs often deviate
from real-world conditions, minor manual adjustments remain
necessary, even with CI/CD approaches. Assuming that this
applies in 50% of the cases, efficiency gains of 40-60% on
average appear achievable in practice.

5. Conclusion, Discussion and Future Work

This study employed a comprehensive use case to illustrate
how principles from Continuous Integration and Continuous
Deployment (CI/CD), originally developed in the context of
software engineering, can be effectively transferred to the
domain of collaborative human-robot processes. Furthermore,
two safety-related test cases were defined and integrated into a
CI/CD pipeline, demonstrating the feasibility of automating
manual testing procedures for collaborative robots. The
integration of such automated deployment and testing
significantly enhances software quality, improves the
traceability of program modifications, supports systematic
documentation practices, and ultimately contributes to
increased reliability, efficiency and safety in human-robot
interaction. In terms of efficiency gains, improvements of
40 - 75% appear to be possible, ultimately depending on the
accuracy of the simulation with the real environment. As digital
twins become increasingly prevalent in industry [27], requiring
reliable and continuous updates, this use case demonstrates how
CI/CD also enables the implementation of safe and secure
update workflows in safety-related industrial environments.

This study is subject to several limitations. First, the use
case was developed as a prototype in the Pilot Factory at TU
Wien and has not been tested in real industrial production.
Therefore, future work should focus on (a) implementing it in a
real industrial production and (b) measuring the actual
efficiency gains. Second, only two safety test cases were
implemented as proof of concept. To ensure broader
applicability and compliance with safety standards, the
development of a generic, extensible safety test catalogue is
essential, which should cover a wide range of functional and
safety-relevant scenarios in collaborative human—robot
processes. Third, the solution was implemented on a single
robot platform. Further research should explore applicability to
other robot systems and identify platform-specific constraints.
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