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Requirement-Based Testing: Enhancing
Reinforcement Learning with Game Theory

Ocan Sankur*(2), Thierry Jéron*(2), Nicolas Markey*

Abstract—We consider the automatic online synthesis of black-
box test cases from functional requirements specified as automata
for reactive implementations. The goal of the tester is to reach
some given state, to satisfy a coverage criterion, while monitoring
the violation of the requirements. We develop an approach
based on Monte Carlo Tree Search (MCTS), which is a classical
technique in reinforcement learning for computing optimal
policies. Seeing the automata requirements as a game between
the implementation and the tester, we develop a heuristic by
biasing the search towards inputs that are promising in this
game. We experimentally show that our heuristic accelerates the
convergence of MCTS, thus improving the performance of testing.

I. INTRODUCTION

Requirement engineering and testing are two important
and related phases in the development process. Indeed, test
cases are usually derived from functional specifications and
documented with the requirements they are supposed to check.
Several existing tools allow one to automatically generate
test cases from formal functional specifications and/or formal
requirements (see e.g., the tools T-VEC [1], TorXakis [2] or
Stimulus [3], and surveys [4] and [5]).

We are interested in black-box testing reactive implementa-
tions w.r.t. automata requirements. Reactive implementations
are programs that alternate between reading an input valuation
and writing an output valuation, which are typical, e.g. of con-
trollers for manufacturing systems [6]. Requirements are given
as automata recognizing valid sequences of valuations of input
and output variables. The conformance of an implementation
to a set of requirements is formalized as the absence of input-
output valuation sequences generated by the implementation
that are rejected by the automaton. Black-box testing means
that the tester does not have access to the source code, and
only interacts with the system via feeding inputs and observing
outputs [7].

The goal of testing is to drive the implementation to
some particular state or show some particular behavior where
non-conformance is suspected. These are described by fest
objectives. They are typically derived from requirements or
from coverage criteria, e.g. state or transition coverage. We
give several examples throughout the paper.

There are several black-box testing algorithms and tools in
the literature. The closest to our approach are the tools TorX
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and TorXakis [8], [2], [9] which are based on the ioco testing
theory [10]. These allow the user to specify the automata-based
requirements reading input-output valuations as well as test
objectives (called test purposes) in a process algebra language.
They perform tests by picking random input valuations, and
observing the outputs from the implementation, while checking
for non-conformance. Because tests are performed using
random walks in this approach, deep traces satisfying the
test objective or violating the requirements are hard to find in
practice.

This issue has been addressed in many works by interpreting
the test synthesis in a reinforcement learning(RL) setting [11].
Reinforcement learning is a set of techniques for computing
strategies that optimize a given reward function based on
interactions of an agent with its environment. Here testing
is seen as a game between the tester and the implementation:
the former player selects inputs, and the latter player selects
outputs. Because the implementation is black-box, the tester is
playing an unknown game, but can discover the game through
interactions. Using a game approach for test synthesis has long
been advocated [12]; and online testing for interface automata
were considered in [13] using RL.

Because reaching a test objective is a 0/1 problem (an
execution either reaches the objective and has a reward 1,
or does not reach it and has reward 0), RL algorithms are usually
very slow in finding deep traces. The application of RL to
black-box testing thus requires the use of reward shaping [14]
which consists in assigning intermediate rewards to steps before
the objective is reached; these are used to guide the search to
more promising input sequences and can empirically accelerate
convergence. Reward shaping has been used for testing, e.g.,
in [15] where an RL algorithm (Q-learning) was used for
testing GUI applications with respect to linear temporal logic
(LTL) specifications; rewards were then computed based on
transformations on the target LTL formula. A similar approach
was applied for testing distributed algorithm implementations
in [16] by manually specifying waypoints which are steps the
test algorithm must reach to reach the objective. We focus here
on improving RL-based test algorithms w.r.t. automata-based
requirements, which, combined with reward shaping and the
heuristic we develop here, as a systematic way of obtaining
such waypoints automatically to guide the search.
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Contributions Our target is to improve the performance of
black-box online testing based on reinforcement learning. More
precisely, we develop heuristics for a Monte Carlo Tree Search
(MCTS) algorithm applied in this setting, based on a game-
theoretic analysis of the requirement automaton, combined with
an appropriate reward shaping scheme.

Monte-Carlo Tree Search [17] (see also [18]) is a RL
technique to compute optimal policies in games. It consists in
exploring the available moves randomly, while estimating the
average reward of each newly-explored move and updating the
reward estimates of previously selected moves. More precisely,
it uses a so-called free policy to select which branch of the
tree to explore, and a roll-out policy to evaluate the reward of
a branch.

Our main contribution is a heuristic for biasing both the tree
policy and the roll-out policy in MCTS in order to reach test
objectives faster, while maintaining convergence guarantees
in the limit. The heuristic is based on a greedy test strategy
we introduce, defined as follows. We first see the requirement
automaton as a turn-based game between the tester (selecting
inputs) and the implementation (selecting outputs). We compute
the winning region using standard algorithms [19]: inside
this region, the tester can ensure reaching the test objective.
Outside of this region, we compute cooperative strategies
which guarantee reaching the test objective provided that the
implementation selects a particular output in one step. We
alternate the computation of winning regions and cooperative
states to cover the full reachable (and coreachable) state space.
Our game-based greedy test strategy consists in selecting
uniformly at random inputs that are part of a winning strategy
if any, or allow the implementation to cooperate.

Our novel testing algorithm consists in integrating the greedy
strategy inside the tree and roll-out policies. The probability
of using the greedy strategy vanishes as time progresses, so
the algorithm is equivalent to the standard MCTS in the limit;
inheriting its convergence properties.

We present experimental results on two distributed algorithms
and an implementation of a planning problem to show the
effectiveness of our approach in comparison with a basic MCTS
solution and uniform random testing.

II. PRELIMINARIES

We fix a set of atomic propositions AP, partitioned into
AP™wAP™, that represent Boolean input- and output variables
of the system. A valuation of AP is an element v of 247
determining the set of atomic propositions which are true
(or equivalently, it is a mapping v: AP — {T, L}). We de-
note by " (respectively v°U) the projection of v on AP"
(resp. AP®") such that v = /™ & U, We write B(AP) for
the set of Boolean combinations of atomic propositions in AP.
That a valuation v satisfies a formula ¢ € B(AP), denoted
by v = ¢, is defined in the usual way.

In considered reactive systems, at each step, the environment
first sets an input valuation v, then the system immediately
sets an output valuation v°“, The valuation observed at this
step is thus v = "W 1O, A frace of the system is a sequence
0 =vy-Vs---1, of input and output valuations.

Fig. 1. Example of a (deterministic) automaton expressing requirements.

a) Automata: We use automata to express requirements,
and as models for the implementations under test. When con-
sidered as requirements, they monitor the system through the
observation of the values of the Boolean variables. Transitions
of automata are guarded with Boolean constraints on AP that
need to be satisfied for the automaton to take that transition. For
convenience, we handle input- and output valuations separately.
Formally,

Definition 2.1: An automaton is a tuple A = (S = S"
SO sinit, AP, T, F') where S is a finite set of states, Sinit €
SN is the initial state, T C (S™ x B(AP™) x S°Ut)  (S°Ut x
B(AP°"") x S} is a finite set of transitions, and F' C S is the
set of accepting states.

For two states s" and s" and a valuation v, we write s" =
s'M when there exist a state s°!! and transitions (s, g'", s°U
and (s°, gt 5"} in T such that v = ¢ and o4 |= gOU,

For a trace 0 = vy -1y - - - 1y, in (2AP)*, we write s % /M if
there are states si7, s, ... s such that sl = s, s" = s/, and
for all i € [1,n], s, 2 s, A trace o € (2A)* is accepted
by A if st — s for some s € F. We denote by Tr(A) the
set of accepted traces.

An automaton is input-complete if from any (reachable)
state s™ and any valuation v e 2Apm, there is a transi-
tion (s, g", s in T such that v |= ¢". It is output-
complete if a similar requirement holds for states in S°' and
valuations in v°“, and it is complete if it is both input- and
output-complete. An automaton is deterministic when, for any
two transitions (s, g1, $1) and (s, g2, s2) issued from a same
source s, if g1 A g2 is satisfiable, then s; = s5.

We are mainly interested in S™, since states in S°U are
intermediary states that help us distinguish input and output
valuations. For a state s™ and a valuation v, we let Post 4 (s, v)
denote the set of states s such that s" 2 s and
Pre 4(s", v) denote the set of states s such that s™ 2 si",
Notice that for deterministic complete automata, Post 4(s™", )
is a singleton.

The set of immediate predecessors Pre 4(B) of a set B C
SN and the set of its immediate successors Post 4(B) are
defined respectively as Pre 4(B) = Usi"EB,u€2AP Pre 4(sM,v),
and Post4(B) = Unep , cone POStA(s", 1)

From these sets, one can define the set of states from
which B is reachable (i.e., that are co-reachable from B), as
Pre’,(B) = lfp(AX.(BUPre4(X))), and the set of states that
are reachable from B, Post’; (B) = lfp(AX.(B U Post 4(X))),
where [fp denotes the least-fixpoint operator.
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Safety automata form a subclass of automata having a dis-
tinguished set Err C S™ of error states that are non-accepting
and absorbing (i.e., no transitions leave Err), and complement
the set F' of accepting states in S (i.e., F = S\ Err).

The product of two automata is defined by combining pairs
of transitions and defining the guard of the new transition
as the conjunction of the guards of the two transitions (See
Appendix A).

For the sake of readability, in Figure 1, we use input- and
output letters instead of atomic propositions. Here, {a, b} are
input letters, and {0, 1} are output letters. This automaton is
deterministic; moreover, setting Err = {t} makes it a safety
automaton. It could be made complete by adding looping input-
output transitions (similar to the transitions to the bottom left
of sg) on t and o.

III. TESTING FROM REQUIREMENTS

We want to use testing to check whether a system implemen-
tation satisfies its requirements. We thus formalize a notion of
conformance to a set of requirements.

We identify a requirement with its complete deterministic
safety automaton, and write R for both. For a set R = {R; }ier1
of requirements, each specified by an automaton R;, we denote
by Ax the product automaton ®;c;R;.

For any requirement R defined by a complete deterministic
automaton, and any finite trace o, we write o fails R if
running o in R from its initial state enters its error set Errp.
For a trace o and a set of requirements R we write o fails R
to mean that o fails Ax.

We want to test a system against a set of requirements R.
We consider a deterministic system implementation I (the im-
plementation under test), producing Boolean traces in (2AF)*,
We assume that this system is a black box that proceeds as
follows: at each step, an input valuation in 2AP" s provided to
the system by the tester, and the system answers by producing
an output valuation in AP (on which the tester has no control).
We consider deterministic implementations with the following
assumptions. I behaves as an unknown finite automaton over
AP; it is input-complete, meaning that any valuation in 2AP"
can be set by the tester, and from any input state of I, it
is possible to reset I to the unique initial state at any time.
Furthermore, I is output-deterministic, i.e. any state in gout
has exactly one transition. This ensures that if one feeds the
implementation with an input sequence from the initial state,
then the system produces a unique output sequence. We denote
by Z the class of all such implementations producing traces
in (2AP)*. The behaviour of I is characterized by the set of
all traces produced by the interaction between the tester and
the system. Denote by Tr(I) the set of traces produced by I.

We say that a system implementation I € Z conforms to a
set of requirements R on AP if for all o € Tr(I), it is not the
case that o fails R.

Appendix B contains examples of requirements and corre-
sponding automata.

a) Test Objectives.: In testing practice, each test case
is related to a particular goal, e.g., derived from a coverage

criterion. In our case, test objectives are given by requirement
automata (as in [20]), and the goal is to cover the accepting
states.

Formally, consider a set R of requirements, and let Sz
denote the state space of Ax. A fest objective is a set of states
OC Si?‘R. A trace o covers a test objective O, if the unique
execution of Az on o ends in O.

The problem that we address in the rest of the paper is the
following:

Input: requirement set R, test objective O, and deterministic

implementation /;

Output: a trace of I that covers O, if such a trace exists.
An algorithm that solves this problem is called a test algorithm.
A test algorithm is complete if for any input R, O, and I that
contains a trace that covers O, it returns a trace covering O.
It is almost-surely complete if in such a case, it returns a trace
covering O with probability 1.

The covering traces we are looking for are thus traces of
I that satisfy a given objective. These witness the fact that
we have met a particular coverage criterion. While our testers
focus on satisfying a given objective, they always monitor for
errors: if the trace fails R then we stop and report this as an
error. One can of course define Err as a test objective; in this
case, the testing process will focus on finding errors.

A. Baseline Test Algorithms

Consider a set R of requirements, specified by a deter-
ministic complete automaton Ar = (Sg, Siﬁt, AP, Tr, Fr),
and an implementation modeled by an input-complete, output-
deterministic finite automaton I = (S, si{m, AP, Ty, Fy).
Recall that in our setting, the set R of requirements, thus
also its automaton Ag, is known, while the implementation [
is considered to be black box to the tester.

Consider a particular test objective O C SERR Let
CoReach(Ar,O) = Pre’ , (O) denote the set of input states
of Agr from which O is reachable.

Our aim is to design online testing algorithms that compute
inputs to be given to the implementation I in order to generate
a trace that either covers O, or detects non-conformance by
reaching an Err state (or both if O contains Err states); notice
that since I is output-deterministic, each such input sequence
defines a unique trace of I. The testing process runs as follows:
from a state sA® of Ax and a state s’ of I, the test algorithm
returns an input valuation »'"; this input valuation is fed to
the implementation, which returns an output valuation »°"
and moves to a new state ¢!; the resulting valuation pin U pout
moves the automaton Az from s*® to a new state {=. The
process then continues from #A% and t!, until reaching a test
objective or Err.

We write Ag ® I for the synchronized product of Ag
and I: this is a deterministic automaton, of which we observe
only the first component (i.e. the state of Ag), while we
have no information and no observation concerning the second
component except from the produced outputs. Our aim is
to build a tester to cover some objectives in this partially-
observable deterministic automaton. An example of the product
Axr ®1 built for the automaton of Fig. 1 is given in Appendix B.
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Since we do not know I, each input valuation " should be
selected only based on the trace generated so far, and possibly
based on information collected on previous attempts.

Before explaining our test algorithms, we introduce some
vocabulary to describe the configuration where the testing
process ends. Assume that we have generated a trace o by
interacting with I from its initial state. Let s, denote the state
of A reached after reading o from the initial state. Four cases
may occur: if s, € O, then o is a covering trace for O; if s, €
Err 4, then o is an error trace; if s, ¢ CoReach(Ax, O),
then o is inconclusive; otherwise, s, € CoReach(Ax,0)\ O
and o is active.

Intuitively, in the first case, we have found the desired
covering trace, and we can stop. In the second case, we have
found a trace failing one of the requirements of Az, and we
can also stop: the implementation does not conform to Axg.
Notice that these two cases are not exclusive since we can
have O NErr 4, # (. In the third case, no matter how we
extend o, we will never cover O; so the tester should stop and
start again by resetting I. In the last case, o is active in the
sense that it might still be possible to try to extend o to reach
the objective.

It should be clear that o being active (last case) does not
mean that O is reachable from the corresponding state (s, s?)
of the product Az ® I, as this depends on the (unknown) im-
plementation I being considered: states in CoReach(Ax, O)
are those for which some implementation in Z can reach O.
We illustrate this scenario in Example A.3 in the appendix.

1) Naive Uniform Testing: The simplest test algorithm
implemented in tools such as TorXakis [9] consists in picking
inputs at random at each step. We define here an improved
variant. Let CoReach™(Ax, O) denote the set of pairs (s, ")
where s is a state of Agr, and /N is an input valuation
for which there exists some output valuation v°“! such that
Post, (s,v) € CoReach(Ax,O), where v = v" U 1!,
In fact, after observing trace o ending in state s of Ag,
the tester has no reason to give an input v such that
(s,v") & CoReach"(Az,O): such an input would lead to a
trace that is inconclusive, with no hope of reaching O.

A very simple test algorithm is the following: starting from
the initial state of the implementation, we store in s the initial
state of Ag. As long as the trace being produced is active,
we select uniformly at random an input valuation among {vn|
(s,v") € CoReach"(Ax,O)}. We observe the output 1%
given by I, and update s as Post 4, (s, U v°"). There are
three cases when this process stops: if s € O, then we stop
and report the generated trace as a covering trace for O; if
s € Err 4., we also stop and report a failure; if the current
trace is inconclusive, then we reset I, set s to the initial state
of Ag, and start again.

Let this test algorithm be called uniform. For any bound K,
let uniformg be the uniform testing algorithm in which we
stop each run after K steps, so that the generated traces have
length at most K.

Lemma 3.1: For each requirement set R, implementation I,
and test objective O, there exists K > 0 such that if O is

reachable in Ax ® I, then uniformg finds a covering trace
with probability 1.

Note that there is no need to fix K. If K is increased towards
infinity, then a covering trace is found with probability 1.
Furthermore, the uniform distribution can also be relaxed:
any algorithm that picks each input of {t" | (s,2"") €
CoReach"(Ax, O)} with probability at least some fixed € > 0
has this property.

2) Testing Based on Reinforcement Learning: The online-
testing problem can be seen as a reinforcement-learning (RL)
problem as follows. The considered system is the implementa-
tion I, seen as a one-player deterministic game. The goal is
to find a sequence of inputs that guides the system to a given
objective. We assign a reward to each trace: a covering trace
has reward 0, other traces have reward 1.

Reinforcement learning is a set of techniques that can be
used to learn strategies that maximize reward / minimize cost in
games [11]. In this paper, we use Monte Carlo Tree Search [17],
[21]. This is an algorithm explores available moves randomly,
while estimating the potential of each newly-explored move
and updating the potential of previously selected moves.

More precisely, MCTS builds a weighted tree of possible
plays of the game iteratively as follows:

o Selection: from the root of the tree, select moves, using
a tree policy, until reaching a node where some move has
not been explored;

o Expansion: add a new child corresponding to that move;

o Simulation: simulate a random play, using a roll-out
policy, from that new child;

o Propagation: assign the reward of that play to the new
child, and update the rewards of its ancestors accordingly.

Different tree policies can be used to pick the successive
moves during the selection phase, based on statistics obtained
from previous iterations. We use UCT (Upper Confidence
bounds applied to Trees) [21] which is standard in many
applications.

Once an unvisited action has been selected and the tree
has been expanded with a new node, a roll-out policy is
applied to evaluate the potential of that new action, usually by
randomly selecting inputs that form a path from the resulting
configuration. This evaluation gives a first reward to the newly
created node, which is back-propagated to all its predecessors
in the tree; each node of the tree stores statistics from previous
rounds, including the number of visits and its average reward.

In the limit, the procedure is guaranteed to provide the
optimal expected reward values from each state and move.
In practice, the procedure can be interrupted at any time
(depending on the available resources devoted to the search),
and the current best moves from all states of the tree provide
a strategy.

In our case, each simulation is bounded by K steps. Such a
bound is necessary since some simulations might never reach
the objective, an error, or an inconclusive state and thus never
terminate. We use uniformpg (Section III-A1) as the roll-out
policy. Choosing the inputs uniformly in the simulation phase
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is standard. Here, we simply improve this by restricting the
inputs to remain in the coreachable set.

a) Reward Shaping: Accelerating Convergence: One
technique that is used to help reinforcement-learning algorithms
converge faster is reward shaping [14], which consists in as-
signing real-valued rewards to traces, to give more information
than just the binary 0/1. For instance, if the trace induced a run
in Ax that became very close to the objective, then it might be
given a better (lower) reward than another trace whose run was
very far. The computation of such rewards based on automata
objectives were formalized in [22].

Here Ag is used solely to compute rewards of traces,
while the actual testing will be done by the MCTS
algorithm. Let Cy = O, and for ¢ > 1, define
C;, = Pre_AR (Ci_l)\(COU. . .UCi_l). We have Uizo C;
CoReach(Ax,O) and each C; is the set of states that are at
distance ¢ from some state in O.

We consider two ways of assigning rewards to simulation
traces. Let m be maximal such that C,, # 0. Let us define
Cm+1 = Sar \ CoReach(Ag,O), that is, all states that are
not coreachable. We assign each trace ¢ whose run in Ag
ends in s® the reward lastreward(c) = k if, and only if,
s® € C),. Notice that this is well defined because the sets C;
are pairwise-disjoint and they cover all states. Hence, the closer
the trace to objective O, the smaller its reward. A reward of 0
means that the state satisfies the objective.

The second reward assignment considers not only the last
reward, but all rewards seen during the simulation, as fol-
lows. Let rg,71,72,...,7x—1 denote the sequence of rewards
encountered during simulation (these are the rewards of the
prefixes of the trace o). If the length of the simulation was
less than K, we simply repeat the last reward to extend this
sequence to size K. Then the reward of the simulation is given
by disc-reward, (o) = rx_1 Zfigl % r;, where v € (0,1)
is a discount factor. Notice that this value is 0, and minimal,
if and only if rx_1; = 0. Furthermore, while rx_; is the
most important factor, the second factor means that we favor
simulations whose first reward values are smaller. This can in
fact be seen as a weighted version of lastreward, where the
weight is smaller if the the first steps have small rewards.

b) Basic MCTS Testing Algorithm: This yields the second
testing algorithm we consider which we call basic MCTS. The
algorithm is complete in the following sense since MCTS with
UCT ensures that each node and action in the tree will be
picked infinitely often in the limit.

Lemma 3.2: The basic MCTS algorithm is complete: For
each requirement set R, implementation I, test objective O,
there exists K >0 such that, if O is reachable in Ar®I, then
basic MCTS with simulation bound K finds a covering trace.

This algorithm is not just almost-surely complete, but also
complete. This is because the UCT policy deterministically
guarantees that all nodes of the tree are visited infinitely often.
Thus, when the depth of the tree becomes large enough, any
covering trace will be part of it, thus will have been executed.
However, we do rely on estimated rewards to guide the search to
ensure faster termination in practice. The above lemma holds

for both reward assignments lastreward and disc-reward,.
Moreover, as for uniform, it is possible not to fix K, but
increase it slowly towards infinity.

This basic MCTS algorithm is also a baseline since it can
be obtained by combining known results from the literature
following e.g. [13], [15].

B. Greedy Strategies and Improved Test Algorithms

We now describe our new test algorithms. We adopt a game-
theoretic view of testing in the sense of games played on
graphs [19], and define particular strategies for the tester, then
show how these can improve the basic MCTS approach.

Finding a trace of Ag that reaches O can be seen as a
turn-based game played in the automaton Ax between two
players: the tester, and the system. At each step, the tester
provides an input valuation, and the system responds with
an output valuation, and the game moves to a new state in
Ax. In this game, the online testing algorithm defines the
strategy used by the tester, while the system plays a fixed
strategy determined by the implementation, which is however
black-box, thus unknown to the tester.

a) Controllable Predecessor and Successor Operators:
Suppose we are given requirements specified as the com-
plete deterministic safety automaton Agr = (S4, siﬁi{‘,AR
T, Fay) with Errg, = Sa, \ Fa,, and a test objective
O C SEQR. We consider the game (Ag,O UErr4,) played
between the fester providing inputs, and the system providing
outputs. The objective of the tester is to reach O or to reveal a
non-conformance (that is, reach Err 4, ); it controls the input
valuations in 2APm, and observes the output valuations in AP
chosen by the system.

A basic notion in the study of turn-based games is that of
controllable predecessors. The immediate controllable prede-
cessors of a set B C Sif‘R is the set CPre 4, (B)={scS™ |
2P 70Ut c9AP™ Post, (s, MUV € BUETT 4, }.

Thus, from each state s € CPre 4,, (B), the tester can select
some valuation ™ such that whatever the output »°“! returned
by the system, we are guaranteed to either enter a state in B, or
exhibit a non-conformance. We say that the tester can ensure
entering B or reveal a non-conformance in one step (regardless
of the system’s strategy).

We define the set of controllable predecessors of a subset
B as CPre) . (B) = Ifp(AX.(B U CPre 4, (X)). Using the
same reasoning as previously, this least fixpoint defines the set
of all states from which the tester can ensure either entering B
within a finite number of steps, or reveal a non-conformance,
regardless of the system’s strategy.

For example, in Fig. 2, we have CPre 4., (O) = {so, s(} and
CPre), (0) = {s0,s0} UO.

A strategy in this game is a function f: Tr(Ag) — 92"
that associates each trace to a subset of input valuations, those
that can be applied at the next step after this trace. A strategy f
is said memoryless whenever, for any two traces o and o’
reaching the same state in Ag, it holds f(o) = f(o”).

A trace 0 = vy - V9.V, 1S compatible with a strat-
egy f from a state s if there exists a sequence of states
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qo,q1,92,---,qn such that go =s and for all 0 < i <
n, ¢ RdaEN ¢i+1, and Vﬂ_l € f(vi---v;). We write
Outcome(f, s) to denote the set of all traces compatible with f
from s, also called the outcomes of f from s.

b) Winning and Cooperative Strategies: For a given set
B C S, a strategy f for the tester is B-winning from state s if
all its outcomes from s eventually reach BUErr 4,,. A state s
is B-winning if the tester has a winning strategy from s. The
set of winning states is exactly CPre; (B):

Lemma 3.3: For all B C S™, there exists a strategy f such
that from all states s € CPre’; _ (B), all Outcome(f, s) reach
BUErT 4.

The strategy f provided by Lemma 3.3 is a winning strategy
in the game (Ag, BUErr, ).

One could look for a winning strategy in (Ag, O UErr 4, )
in order to use it as a test algorithm. This approach was
considered in some works (e.g., in [23]). However, in most
cases, CPI’efL‘72 (O) does not contain the initial state; so such
a strategy cannot be applied from the beginning. In terms of
game theory, this means that the tester does not have a winning
strategy from the initial state. We now discuss what to do if
the initial state is outside CPre’y  (0).

c) Cooperative Steps: Given B C SN consider
Pres, (B), the set of immediate predecessors of B: by
definition, from these states, there exists a pair of valuations
(v, 14 for which the successor state is in B. From these
states the tester cannot always guarantee reaching B in one
step; however, it can choose an input valuation ' for which
there exists v°"' which moves the system into B. In fact, when
attempting to reach B, if the current state is not in CPrej‘ = (B),
then choosing such a »™ might be a good choice.

A strategy f is B-cooperative if for all s € Pre 4, (B), and
all v € (s), there exists v°U! such that Post 4., (s, MUY €
B. As an example, in Fig. 2, in s§, the O-cooperative strategy
f is represented by a bold arrow. Choosing this input valuation
might lead to O at the next step, while choosing the input
valuation outside f(s) surely leads outside O in the next step,
for any output valuation.

In the rest of this section, we will combine winning and
cooperative strategies to define greedy strategies, which can be
seen as best-effort strategies that can be employed when there
are no winning strategies from the initial state. These guarantee
progress towards O in Ag against some system strategies:
because the implementation is arbitrary, the system strategy
may not be “cooperative”, that is, at state s € Pre 4, (B),
given input " € f(s), it may not output v°“ ensuring
Post 4, (s, /" Ur°") € B. Nevertheless, we will show how to
benefit from these strategies using randomization, using them

as a heuristic to improve over the basic MCTS test algorithm.

d) Greedy Strategy: Consider Wy = CPre’; . (O), which
is non-empty since it contains O. Let fy be a O-winning strategy
given by Lemma 3.3. If sjpiy belongs to W, then fy ensures
reaching O UErr 4,, from sy against all system strategies. In
this case, we stop and return fy as the greedy strategy.

The interesting and more frequent case is when sinit & Wp.
In this case, we inductively define an increasing sequence of

sets of states Wy, Wy,..., W, and corresponding strategies
such that W, is the set of all coreachable states.

Consider 7 > 0, and assume that the sequence has been
defined until index <.

Let Coop,,; = Pre4, (W;) \ W; be the set of immediate
predecessors of W; deprived of states that have already been
seen. Define i, as a W;-cooperative strategy. Then, let
Wiy1 = CPrely , (Coop,,; UW;), and consider a correspond-
ing winning strategy f;’, ;. Let us denote by f; 1 as follows: for
all s € S, if s € Coop,_, ,, then f;1(s) =, (s); if s € W,
then f;11(s) = fi(s); and if s € W;11 \ (Coop, ,, UW;), then
fir1(s) =1 1(s) (fiq1 is defined arbitrarily elsewhere).

We stop this sequence whenever Coop, becomes empty
which happens when W; = CoReach(Az,O) = Pre’ . (0).

The construction thus builds an increasing hierarchy (W),
of larger and larger sets, where at each level ¢, cooperation is
needed in states of Coop; to get closer to O in this hierarchy.
For a state s € CoReach(Ax, O), we call the rank of s and
denote rank(s) the smallest index ¢ such that s € W;. We
denote by fgreedy the strategy defined by fyreedy(s) = frank(s)(5)
for all s € CoReach(Ax, O); and arbitrarily for other states.
We call this the greedy strategy.

Notice that none of the winning strategies (f;’ or fo)
composing f induces loops. However, since f is also composed
of cooperative strategies, outcomes may contain loops due to
outputs reaching states with higher ranks in the (W;); hierarchy.
In other terms, fgreedy guarantees reaching OUErT 4, for some
system strategies but not all; so it may induce infinite loops
against some system strategies. Intuitively, the strategy fgreedy
requires minimal cooperation from the system but it is also
very optimistic.

The following example shows that the greedy strategy does
not always guarantee progress towards the objective at each
step. We will still use the greedy strategy in different ways to
improve online testing and evaluate its effectiveness empirically.

Example 3.4: In Fig. 1, we have W, = {0}, Coop, = {s1},
Coop; = {so} while fgreeqy(so) = {a} and fgreeqy(s1) =
{b, c}. The implementation given in Fig. 3 admits a covering
trace which starts with (b, 0). However, because b ¢ fgreeqy (s0),
this cannot be found by the greedy strategy.

e) Purely greedy and e-greedy test algorithms: The greedy
strategy can be used to define a randomized test algorithm,
called the pure greedy algorithm, and denoted greedy, as
follows. Recall that after an active trace o, the automaton Az
is in a state s, € CoReach(Ax,O). We let greedy pick
an input from f(s,) uniformly at random. For K > 0, let
greedy . denote the test algorithm obtained from greedy by
stopping each run after K steps, and restarting another run.

The algorithm greedy,- may not be almost-surely complete
for any K > 0 (Example 3.4). However, we can obtain a almost-
surely complete algorithm e-greedy simply by randomizing
between uniform and greedy: given 0 < e < 1, this algorithm
uses, at each state s,, greedy with probability 1 — ¢; and
uniform with probability e. This ensures theoretical almost-
sure completeness since if O is reachable in Ax ® I, then, at
each run, there is a positive probability that the e-greedy
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Fig. 2. Construction of the (W;); hierarchy and greedy strategies. States in S where the tester plays are represented by circles, while transient states in
SOU where the system plays are represented by squares. In a state s; in W, the strategy f; is illustrated by bold blue arrows. Thin black arrows represent
those outputs that either reach a state in a set W}, with higher rank or reach S \ CoReach(Ax, O). For example, s1 € W since the bold arrow ensures
progressing to Coop; U Wy. However, so € Coop, since the bold arrow can make the game progress to W but it can also go outside CoReach(Ax, O)

depending on the system strategy.

Fig. 3. An implementation with the only covering trace (b, 0), (a,0), (b, 1)
for objective {0} of the automaton of Fig. 1.

executes uniform for K steps, while picking the right inputs,

and this will occur with probability 1 if these runs are repeated.

f) Greedy-MCTS Test Algorithms: Here, we explain our
main contribution which is an improvement of the Basic MCTS
test algorithm of Section III-A2 using the greedy strategy as
heuristics both in the roll-out- and tree policies. Our heuristic
accelerates convergence: it favors inputs that tend to get closer
to the objective over those that do not, and if possible, more
rarely use inputs that may lead to inconclusive states.

The first modification we make is using e-greedy, as
the roll-out policy instead of uniformg, for some given K.
We call this MCTS+GRO (for Greedy ROllout). The second
modification consists in using the greedy policy within the tree
policy. Fix a bound M > 0. During the expansion phase, in a
given node whose projection in Ag is s, we restrict the UCT
policy to the inputs allowed by the greedy strategy fgreedy(s)
at the first M visits to that tree node, and then fallback to
the regular UCT policy which covers the whole set of input
valuations. We call this MCTS+GTRO (for Greedy Tree and
ROllout). The bound M applies separately to each node, so at
any moment, there are always nodes that have been explored
less than M times at which the tree policy is restricted to the
inputs of the greedy strategy.

Because the restriction to the greedy inputs only holds for
a finite number of visits, this does not affect the convergence

guarantees of the MCTS algorithm. Our heuristic is intended
to improve convergence by introducing a bias. Similar biased
UCT scores have been used e.g. to solve the game Go [24].

IV. EXPERIMENTS

We implemented the test generation algorithm in Python
where requirements are specified as deterministic automata
in Verilog. These requirements are automatically translated
to the AIGER format using Yosys and ABC, which is then
read by the Abssynthe game solver [25]. We implemented
the computation of the sets (W), and the greedy strategy
of Section III-B within Abssynthe. The testing tool uses the
CUDD BDD library, and pyAIGER to read and execute the
greedy strategy and the sets W; computed by Abssynthe, and
to compute rewards. The tool and experiments are open-source
and can be found at https:/github.com/osankur/rl-tester!.

We apply the presented testing algorithms on several in-
stances of three systems: the flooding-time synchronization
protocol (FTSP) with 3 and 4 processes [26], [27] where the test
objective is to find an execution where all processes correctly
elect a leader, a ring leader election protocol (Ring) with 16 and
32 processes [28], and a control program solving a planning
problem (Passageway). We wrote our own implementations
and requirement automata for these systems.

a) Algorithms: We compared all presented algorithms.
These include the baseline algorithms uniformy and the
basic MCTS, along with our algorithms e-greedy , and MCTS
with greedy roll-out (GRO) and MCTS with greedy tree policy
and greedy roll out (GTRO).

We do not compare with [16] since the approach is not
automatized and cannot consider automata-based requirements
(but only user-provided waypoints). Further, note that in basic

IThe artifact for this paper can be downloaded from https://doi.org/10.5281/
zenodo.21507486
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TABLE I
AVERAGE EXECUTION TIMES IN SECONDS AND SUCCESS RATES (OVER 100 EXPERIMENTS). PERCENTAGES SHOW THE NUMBER OF SUCCESSFUL TRIALS
OVER 100 EXPERIMENTS WITHIN THE TIME LIMIT (OTHERS STOPPED WITHOUT A RESULT AFTER THE TIME OUT). AN ABSENCE OF A PERCENTAGE IN A
CELL MEANS 100% SUCCESS RATE. GIVEN DATA ARE FOR € = 1/8 (THE LEFT OF THE DOUBLE COLUMN), AND € = 1/4 (THE RIGHT OF THE DOUBLE
COLUMN). NOTE THAT € IS NOT RELEVANT FOR UNIFORM g AND NAIVE MCTS SO THESE ARE NOT REPRODUCED ON THE RIGHT. A DASH MEANS THAT NO
TRACE WAS FOUND WITHIN THE TIME OUT. GRO STANDS FOR GREEDY ROLL-OUT, AND GTRO FOR GREEDY TREE POLICY AND ROLL OUT. THE BOLD

ENTRIES SHOW THE BEST PERFORMING ALGORITHM(S) ON EACH ROW AMONG ALGORITHMS WITH 100% SUCCESS RATE.

uniform g e-greedy ;- MCTS MCTS + GRO | MCTS + GTRO e-greedy - | MCTS + GRO | MCTS + GTRO

FTSP 3 - 226.9 (67%) | 275.6 (88%) 138.7 77.6 210.6 178.3 131.8
FTSP 4 - 407.0 (23%) 456.0 290.7 - 438.9 341.9
Ring 16 0.6 96.3 0.7 0.7 0.9 04 0.9
Ring 32 - 1.1 216.3 (94%) 1.1 1.2 56.4 59.4 16.3
Passage 3 113.2 (98%) 6.0 7.3 1.8 0.5 6.7 2.0 1.2
Passage 5 - 169.7 (66%) 47.1 17.8 2.8 218.2 (41%) 20.7 2.8
Passage 10 - - 429 (3%) 300 (9%) 15.0 - 327 (14%) 15.2
FTSP’ 3 72.3 51.8 64.2 44.2 41.0 479 36.9 474
FTSP” 4 126.7 (3%) 105.5 (3%) | 468.5 (34%) 419.6 (34%) 438.6 (25%) 85 (2%) 434.9 (36%) 459.3 (30%)
FTSP” 3 - 217.0 (68%) | 303.2 (69%) 179.7 (98%) 110.6 222.6 (11%) 220.4 (95%) 154.5 (98%)
FTSP” 4 - 416.6 (8%) 498.8 (2%) 364.5 (77%) - 427.7 (15%) 356.6 (73%)

MCTS, we use rewards that are based on remaining distances
in our hierarchy. This can be seen as a direct application of
[22] to model-based testing, where a reinforcement learning
was applied with a reward function based on the distance to
the goal. In fact, we see the basic MCTS as a representative
of the approach of using an RL-based algorithm with a clever
choice of rewards. Last, we also do not compare with [15]
whose reward functions are highly dependent on LTL formulas;
but their RL-based approach can be seen as being represented
by our basic MCTS.

We initially used Torxakis as a baseline but do not present
these results here. The reason is that it failed to reach the
test objective even for small instances so the performance was
systematically below our implementation of uniformg. We
believe that this might be because Torxakis does not analyze
the state space of the requirements automaton so it does not
eliminate inputs that lead to inconclusive states. Furthermore,
the input language is very complex and it was difficult to
interpret the error messages of the compiler, so we only made
the modeling effort of Passageway.

b) Parameters: Each algorithm made up to 50,000 runs
where each run generates a trace of length K = 1000, with
an overall time-out of 600s. We repeated each experiment
100 times in order to compute average running times. For
example, for the basic MCTS, we started from scratch 100
times, and built the tree up to 50,000 nodes, making a roll-out
of length 1000 for each added node.

In these experiments, we set e = 1/8 and M = 1000 which
were empirically determined to give best results. In fact, we
also experimented with lower values of M (from 0 to 1000) and
the highest value was best in our cases, and it was not useful
to increase M any further. In our experiments, low values
of e performed better, while decreasing ¢ any further did not
considerably change the outcome. The choice of K = 1000 is
somewhat arbitrary. The results were not impacted by choosing
larger values (while choosing significantly smaller values meant
that objectives could never be reached).

We report here the running times and success rates once
these parameters were fixed. As in many applications of
reinforcement learning, there is no obvious a priori choice of

the parameters, and finding good parameters is often part of
the process. In practice, K can be chosen if one has a good
guess for an upper bound on the length of executions. As
for the choice of € and M, one could start with small values
for € and large values of M which will strongly favor greedy
strategies, and decrease gradually in case this does not work.
In our results, we show execution times for € = i as well to
assess the sensitivity of the performance on the choice of e.
c) Results: The results of various algorithms on the
described systems are given in Table I. We comment here
on the FTSP benchmarks. FTSP is a leader election algorithm
where processes run in quasi-synchrony (they are asynchronous
but in a bounded way - see [27]), can crash, and recover. The
tester selects at each step the process to execute, and whether
the selected process must crash. The requirements for FTSP
ensures this property of the scheduling except that a process
recovering from a fault can execute more often. Moreover, the
automaton tracks which process has correctly elected a leader,
and which one is ready to broadcast the leader information
(which will in turn ensure other processes elect the leader). In
FTSP, along a normal execution each process can be in three
phases: A) initially the process has no leader (or has the wrong
leader), B) eventually receives a message about the correct
leader, and C) eventually gathers enough messages from the
leader so that it starts broadcasting itself. Modelling these three
phases for each process in the requirements helped the test
algorithm guide the executions towards the objective.

As most benchmarks, FTSP was too hard for uniformg, but
introducing learning with MCTS or using greedy strategies
were successful: more precisely, on FTSP 3, basic MCTS and
e-greedy ;. both succeeded but with less than 100% rate. A
success rate of 100% is achieved by combining both while
MCTS + GTRO was the fastest. The same success rate but
higher execution times were achieved with e = 1/4. The model
FTSP 4 is larger which can be seen on the lower success rates
and higher execution times.

We also experimented with two variants of the FTSP
benchmark (FTSP’ and FTSP”) where the implementation
was identical but the requirements automata were different. In
FTSP’, the requirements strictly ensure the quasi-synchrony
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condition regardless of the recovery phase. This meant that
inputs violating this condition now necessarily lead outside
of CoReach(Ax, O), and are thus removed from the set of
possible inputs for all algorithms. Inconclusive states were
therefore no longer reachable. This is why uniformy performs
relatively well in these cases.

FTSP” is an example showing the limits of the approach
and the importance of selecting a detailed model. Here, the
implementation is the same as FTSP, but the requirements only
track the scheduling constraint and whether each process has
elected a leader, but not whether a process is ready to broadcast
or not (phase C above). Thus rewards computed from the re-
quirements carry less information, which explains lower success
rates. In particular basic MCTS and MCTS+GRO rarely find
solutions for FTSP” 4, while MCTS+GTRO achieves success
rate of 77%: compare this with 100% success rate for FTSP
4. This is consistent with [16] where handcrafted waypoints
(intermediate objectives) were necessary to achieve coverage
and good convergence time. In our cases, these “waypoints’
correspond to the states of the requirement automaton.

The advantage of the greedy strategies can be seen clearly in
the ring protocol. Here the tester selects at each step the type of
crash that should occur in the system, so the greedy strategies
are useful to avoid selecting crashes that delay reaching leader
election. In this case, learning had some advantage, especially
for e = 1/4, but we believe that the success is mainly due to
the greedy strategy which focuses on useful inputs.

The preprocessing times (time required to solve the game,
and build the hierarchy) were below 1s in each case with the
following exceptions: 2.5s for FTSP4’ and 31s for FTSP4
(with some variability due to randomization in the BDD
package). The largest BDD sizes observed were for the FTSP4
benchmarks: for FTSP4, FTSP4/, FTSP4”, we measured,
respectively, 74927, 9231, 468 nodes.

All requirement automata are encoded as Verilog modules
so we report below the number of registers (bits) used in these
modules. This gives an upper bound on the size of the automata
(for n bits, there can be up to 2" states) although the reachable
part of the state space might be smaller.

i

FTSP3 and FTSP3* 38 bits
FTSP3” 28 bits
FTSP4 and FTSP* 46 bits
FTSP4” 36 bits
Ring 14 bits
Passageway 10 bits

Peak memory consumption (RSS) measured with gnu time
was 57TMB for Ring32, 750MB for FTSP4, and 57MB for
Passageway10.

V. MORE ON RELATED WORKS

The notion of cooperative states have been used in [29] in the
context of offline test synthesis from timed automata, inspired
by the previous approach of [30]. In [31], in the context of timed
systems, the authors rely on cooperative strategies to synthesize
test cases when the cooperation of the system is required for
winning. However, these yield incomplete testing methods ,

or completeness is obtained by making strong assumptions on
the implementations; the novelty of our approach is to obtain
a complete method by using these notions in reinforcement
learning. A discussion on model-based testing techniques can
be found in [32].

Several test generation tools based on the ioco conformance
relation for input-output labelled transition systems (IOLTS)
have been developed. Roughly, an implementation ioco-
conforms to its specification if after any of its observed
behaviour that is also a specification behaviour, the implementa-
tion only produces outputs or quiescences that are also possible
in the specification. The tools TGV [20] and TESTOR [33]
generate off-line test cases from formal specifications in various
languages with IOLTS semantics, driven by test purposes
described by automata. The tools JTorx [34] and TorXakis [9]
are improvement of TorX [8] and allow to generate and execute
online test cases derived from various specification languages.
In the context of timed models, Uppaal-TRON [35] is an online
test generation tool for timed automata based on the real-time
extension rtioco of the ioco conformance relation.

In [16], the authors develop a testing framework based
on Q-learning with dynamic rewards that encourage a good
coverage of a system, and apply their methods to test distributed
algorithms. In particular, the Cube World example they develop
is similar in spirit to our passageway system. Moreover, they
guide the reinforcement learning agent using waypoints which
are important steps that mark progress towards the objective
in the analyzed system. Our automata-based framework can
be seen as a generalization of waypoints since requirements
can express sequences of particular events in the system, but
also more complex behaviors.

[36] uses Q-learning to produce tests for GUI applications
but without a model for the specification: the objective is to
reach a large number of visually different states. RL-based
testing for GUI has attracted significant attention. [37] uses
Q-learning with the aim of covering as many states as possible;
see also [38]. In [39], reinforcement learning is used to compute
valid inputs for testing programs: these consist in producing
inputs that satisfy the precondition of a program to be tested
so that assertions can be checked. [40] uses RL to learn short
synchronizing sequences, where rewards correspond to the size
of the powerset of states. In [41], reinforcement learning was
used to test shared memory programs. Deep reinforcement
learning has also been used for Android testing; see e.g. [42].
[43] combines blackbox testing and model learning in order
to improve coverage.

Reward shaping for automata-based specifications has been
considered for Monte Carlo Tree Search. In [22], the approach
is based on the distance to accepting states of Biichi automata;
and in [44], the authors collect statistics on the success for all
transitions on the specification automaton. The latter approach
is not adapted to our case, where the goal is to find a single
successful execution, and not to actually learn the optimal
values at all states.
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VI. CONCLUSION

While the game point of view has been explored before
in requirement-based testing, we used it to improve the
reinforcement learning approach. Our preliminary experiments
show that such heuristics can improve the testing time by
guiding the search quickly to relevant states, especially when
test objectives require long sequences that have low probability
to be guessed randomly.

Our method applies to systems under test interacting with an
environment by alternating inputs and outputs, so the system
must be instrumented to interact with the test driver. The
method moreover needs requirement automata to be provided,
which are not always obvious to build. While we wrote
requirements of our benchmarks directly as automata, one might
also obtain automata from requirements written in structured
natural language [45] or dedicated languages based on temporal
logic [46], [47]. Moreover, there is a large body of work on
the TLA+ formalization of distributed algorithms (e.g. [48]),
and many works report the benefits of testing w.r.t. such formal
requirements [49]. We will investigate the extension of our
approach to such specifications in future work. The definition
of games on such formalisms and extending game solvers to
such languages are difficulties that need to be addressed.

Our approach consists in testing behaviors against temporal,
i.e. multi-steps, specifications, which means functional testing
of complex behaviors of a system under test (SUT). Our
approach is insensitive to choices in the implementation, so
it is suitable when SUT is changed, and can efficiently find
relevant test cases (i.e. each test case being a list of successive
input values) without user intervention.

We considered here system-level testing where requirements
refer to the behaviors of the whole system. One might also
consider this approach for unit-testing components. In this case,
the requirement automaton would refer to the behaviors of the
component which is isolated possibly using stubs following
standard unit-testing practices.

DATA AVAILABILITY

The artifact(s) associated with this paper is/are available at
Zenodo under the following DOI: 10.5281/zenodo.21507486.

APPENDIX
A. Omitted Definitions

Definition A.1: Given automata A; = (ST & S sin 1,
AP, Ty, Fy) and Ay = (S SSU sinit., APy, To, Fy), their
product A1 ® Ag is an automaton A = (S, sinit, AP, T, F)
where S = (S'ln X S'Qn) W (S?Ut X ng), Sinit = (Sininla 5init,2)s
AP = APy UAP,, F = F; x I and the set of transitions
is defined as follows: there is a transition ((s1, s2), g, (8], $5))
in T if there are transitions (s1, g1, s]) in 77 and (s2, g2, s5)
in Ty with g = g1 A go.

Notice that this definition indeed yields an automaton in the
sense of Def. 2.1 and preserves completeness and determinism.
Moreover, the product of two safety automata is a safety
automaton: the set of accepting states is F' = F; x Fjy,
so the set Err in the product automaton is (Err; x SI")

(S x Erry), and thus inherits absorbance. The product of
automata is commutative and associative, and can thus be
generalized to an arbitrary number of automata.

B. Additional Examples

The next example shows how an automaton can be obtained
from requirements for a simple factory automation system.

Example A.2 (Factory Carriage Example): We consider a
controller program in a factory automation system depicted in
Fig. 4. In this system, when the carriage is on the right end
(bwdlimit) and receives a cargo on top of it, the controller
program must move the carriage forward (movefwd) until it
reaches the forward limit (fwdlimit). The controller must
then push the arm for 3 seconds, and it can only back the
carriage up (movebwd) after this duration.

Container for work

LS open complete (X4) s work present (X1) b

ib
Push back (Y74)/

/ RS
LS forward limit (X2) \

= Carriage
Carriage moves
forward (Y71

Control panel
y .
/

RUN indicator (Y70)

Start button (X0)
Fig. 4. The carriage control system example from [50].

For the sake of this example, we only model the requirements
concerning the first phase, that is, until the carriage reaches the
forward limit. Three of these requirements on the controller
program are given below.

R1 When the carriage is on its backward limit, and a cargo is

present, then it immediately moves forwards until reaching

the forward limit.

If the carriage is not already moving forward, and if no

cargo is present or the carriage is not in the backward

limit, then it is an error to move forward. The carriage

must never be moved forward and backwards at the same

time.

R3 When some cargo is present, and the carriage is at its
forward limit, it should stop moving forward immediately.

R2

All these three requirements are modelled in the automaton
of Fig. 5. The initial state is sg, and we distinguish the state
err which makes this a safety automaton. Intuitively, state so
is reached when the carriage receives a cargo and brings it
successfully to the forward limit.

The following example illustrates the product of an imple-
mentation with its requirement automaton.

Example A.3: We consider the requirement expressed by
the automaton of Fig. 1, the objective defined by the singleton
O = {0}, and the implementation represented to the left of
Fig. 6. Their product is represented in the right of Fig. 6. There
is a covering trace in this case since the input sequence ab
generates (a0bl) in Iy, reaching o in Ag.
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—fwdlimit

—cargo /\ bwdlimi

“movefwd
A—movebwd

tru

Vmovebwd

—movefwd

cargo /\ bwdlimit
/80\ [¢] — movefwd @\/D

Zbwdlimit

movefwd

fwdlimit

movefwd
A—movebwd

Fig. 5. An automaton modeling requirements R1, R2, R3. For readability, we omitted some transitions in the figure: from all output states, there is an
additional transition guarded by movebwd A movefwd to err. Moreover, from each of the two rightmost output states, the negation of the guard of the only
leaving transition goes to err as well. For instance, from s1, reading —fwdlimit and then —movefwd, we end in err. Note that reading —bwdlimit in sq is also an

error since this is not supposed to happen in this system.

Assume now that I; is modified so that it outputs 1 on
input a from s{, then the product would go to a state of the
form (¢,s}). If ¢ is an Err state, then the implementation
does not conform to the requirement; if not, then the test is
inconclusive since o is no longer reachable.

On the other hand, consider an implementation outputs 0
on any input. Then any trace is an active trace although the
implementation does not have a covering trace (in fact, the
product cannot reach a state involving o).

C. Ommitted Proofs

Proof of Lemma 3.1. Assume there exists a covering trace
o in Agx ® I, and let K be the length of 0. When playing
uniformg ad infinitum, the testing process restarts an infinite
number of times. At each step, the algorithm picks each
valuation of the input variables with probability 2~ IAPT], So at
each restart, the probability of choosing exactly o is 2~ AP |-|a ]
Therefore, o is picked eventually with probability 1. ]

Proof of Lemma 3.3. Consider the computation of
CPre . (B) = Ifp(AX.(B U CPre 4, (X))),

and let Cy, C}, ..., C, denote the iterates such that Cy = 0,
and C; = BUC;_1 UCPre(C;_1) for ¢ > 1. For each state
s € CPrejy . (B), let iy denote the least index such that s €
Ci(B). We define f(s) = {¢/" | Voo Post 4., (s, V" UU) €
Ci571 @] EI‘I‘_AR}. O

D. Non-Deterministic Implementations

Although we restricted the presentation of the above al-
gorithms to deterministic implementations, they all apply to
non-deterministic ones (that is, automata that are neither input-
deterministic nor output-deterministic). If the implementation is
finite-state and purely randomized, that is, if it can be modelled
by a finite-state Markov chain, then all algorithms apply with
the same completeness guarantees since MCTS and similar
algorithms have been designed for Markov decision processes.
On the other hand, if non-deterministic choices do not follow
probability distributions, or cannot be modelled by a finite-state
Markov chain, then the algorithms do not have completeness
guarantees. This is typically the case if the implementation is
initialized in arbitrary state (e.g., due to states of the caches) and
possible initializations do not follow any particular probability
distribution. As usual in reinforcement learning, MCTS can

still be applied and might converge or give useful results even
though no theoretical guarantees can be proven. Thus, all
our algorithms can be applied in practice to non-deterministic
implementations. We leave an empirical evaluation in such
cases for future work.
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