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Kurzfassung

Die Datenschutz-Grundverordnung (DSGVO), die am 25. Mai 2018 in Kraft getreten
ist, setzt einen neuen Standard fiir die Verarbeitung, Speicherung und den Schutz der
personenbezogenen Daten und der Privatsphire von EU-Biirgern. Das Gesetz schreibt vor,
dass Unternehmen, die eine Webprésenz haben, Mafinahmen ergreifen, um sicherzustellen
bzw. Kundendaten auf faire Weise verarbeiten, dass sie den Kunden deutlich erklaren, wie
lange ihre personenbezogenen Daten verwendet und gespeichert werden, und eine giiltige
Zustimmung ihrer Kunden dazu erhalten. Um die DSGVO-Konformitéit zu erreichen,
miissen Unternehmen die Strategien fiir den Umgang mit personenbezogenen Daten von
Kunden und die Gestaltung des Datenschutzes der Benutzer iiberdenken. Obwohl die
DSGVO theoretisch einfach sein kann, ist sie immer noch schwer in die Praxis umzusetzen.
In dieser Diplomarbeit stellen wir die Hilfe vor, mit der Designer oder Designerinnen
durch DSGVO-konforme und datenschutzfreundliche Online-Systeme geleitet werden.
Zunéchst untersuchen wir bestehende Ansétze zum Erreichen der DSGVO-Konformitét.
Als weiteren Schritt fithrten wir den Workshop mit fiinf Experten und Expertinnen
fir Datenschutz und Design durch. Die Ergebnisse des Workshops trugen dazu bei,
die Aspekte zu definieren, die beim Erstellen von Design Patterns hervorgehoben wer-
den sollten. Der erste Prototyp des Kartendecks ,Designing for Privacy“ wurde von
Datenschutzexperten und Datenschutzexpertinnen bewertet. Nach den Anderungsvor-
schlagen der Experten wurden die Design Patterns visualisiert und von vier Designern
und Designerinnen evaluiert. Um zu definieren, ob entworfene Patterns auch fiir die
Endbenutzer und Endbenutzerinnen verstdndlich sind, haben wir mit drei Teilnehmern
und Teilnehmerinnen eine qualitative informelle Bewertung des datenschutzfreundlichen
Webprototyps durchgefiihrt. Das positive Feedback der Experten und Expertinnen, der
Endbenutzer und Endbenutzerinnen zeigt die Zweckméfigkeit und Wirksamkeit des in
dieser Diplomarbeit vorgeschlagenen Konzepts.
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Abstract

Having come into force on May 25, 2018, the General Data Protection Regulation (GDPR)
sets a new standard for processing, storing and protecting the personal data and privacy
of EU citizens. The law requires businesses that operate online take actions to ensure
that they process customer data in a fair way, that they clearly explain to customers how
long their personal data will be used and stored, and that they receive valid consent from
their customers to do so. As follows, in order to achieve GDPR compliance, companies
need to rethink strategies for dealing with customer personal data and designing user
privacy. While simple in theory, the GDPR turns out to be quite difficult to interpret and
understand. In this thesis, we present the aid to guide designers through the process of
creating GDPR compliant and privacy-friendly online systems. We began by examining
existing approaches to achieving GDPR compliance. As the further step, we conducted
the workshop with five privacy and design experts. The results of the workshop helped
to define the set of aspects that should be highlighted while creating design patterns.
The first paper prototype of the card deck ‘Designing for Privacy’ was evaluated by
privacy experts. After having made changes according to the experts’ feedback, the design
patterns were visualized and evaluated by four designers. To define if designed patterns
are also understandable for the end users, we conducted a qualitative informal evaluation
of the privacy-friendly web prototype with three participants. Received positive feedback
from the experts and end users demonstrate expediency and effectiveness of the concept
suggested in this thesis.
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CHAPTER

Introduction

The EU General Data Protection Regulation (GDPR) [I], introduced on May 25, 2018,
presented a lot of challenges for businesses that function online. The GDPR was designed
to address the process of collecting and processing user data [2] [3], and to give the control
over their privacy on the web back to the individuals [4]. It states that all organizations
that collect, use or store customer data have to "take appropriate measures to provide
any information [...] relating to processing to the data subject in a concise, transparent,
intelligible and easily accessible form, using clear and plain language [...]” [1].

While simple in theory, practically, however, it is a little more complicated than that.
Businesses need to adjust their existing privacy policy and the way it is presented
online [3]. The GDPR requires companies to have a comprehensive understanding of all
the data they collect and use, whether it is personal data or not [4]. This brings new
challenges for the user experience (UX) and user interface (UI) designers, who have to
rethink about the design of online systems.

The complexity of the privacy law raises the issue of understanding how to design an
online product that is compliant to the GDPR [5]. What changes should be done in
order to process to the data subject in a concise, transparent, intelligible and easily
accessible form? What is clear and plain language for a user, and in which way the user
interface should be changed to correspond privacy regulation? The aim of this work is to
provide UX/UI designers with support and help in answering these questions, as well as
in gaining a deep understanding of how to design for user’s privacy.

In order to identify a set of useful design patterns for making online products GDPR
compliant, the next methodological approach was applied. At the beginning of the
research, key issues of the GDPR and suitable articles from the experts in the privacy
field were reviewed and investigated. In the further step, the workshop with privacy and
UX/UI experts was conducted. Having based on the workshop’s findings, a prototype
of design patterns was created and then followed by expert evaluation. After that,
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1. INTRODUCTION

the visual prototype of a privacy-friendly website was developed and tested with end
users. Finally, visualized design patterns were improved according to the expert and user
recommendations.

The rest of this work is structured as follows: Chapter |2 examines existing approaches
to make an online product GDPR compliant. In Chapter 3 we describe a methodology
of the research including a workshop with experts and analysis of findings. Chapter 4
represents the concept of the card deck ‘Designing for Privacy’, the prototype of the
design patterns and its evaluation by privacy experts. Following Chapter 5|illustrates how
the design patterns were visualized. In Chapter 6, we evaluate visualized cards by UX/UI
designers and created GDPR compliant web prototype with end users. Finally, we draw
a conclusion, define limitations of the project and discuss future work in Chapter [7.



CHAPTER

Existing Approaches to Make an
Online Product GDPR Compliant

Before a new EU Data Regulation Law (GDPR) was introduced on May 25, 2018, a lot of
discussions about its completeness and challenges that it brings to the web have already
been started. Those companies that do not comply will face penalties of up to 4% of their
annual global turnover or €20 million, whichever is greater. Companies that attempt to
hide the cyber-attack from customers could also face penalties [6]. Referring to a recent
survey conducted by data management provider Solix [7], 22% of organizations do not
realize they must comply with the GDPR if they hold EU and UK citizens’ data, even
if they are based outside of the EU and UK. Additionally, a government survey [8] has
found that many companies are unprepared to comply with the GDPR, or completely
unaware how its rules will affect them: “Only one in four businesses in the construction
sector are aware of GDPR, and awareness in manufacturing is also low. The finance
and insurance sectors are said to have the highest awareness of the legislation.” Based
on this survey data, it is clear that the majority of organizations are not prepared to
meet GDPR requirements. Such a statement raises the issue of the necessity to introduce
alternative approaches that will help organizations with achieving GDPR compliance.

Several works have compiled different sets of patterns to address privacy issues from
various angles. In one of the works about privacy transparency [9], the author created
two privacy transparency patterns to help users with understanding how and what data
are used by the system. In another research [I0], the authors provided software engineers
with the means to facilitate user privacy decisions in a manner consistent with the GDPR.
By contrast, it has been addressed in [I1], that so far, privacy is simply not a primary
consideration for engineers when designing systems, but it should be embedded in system
development life cycle from the beginning. There are also more concrete recommendations
and explanations of how GDPR should be respected by UX/UI design [3] [12]. Their
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EXISTING APPROACHES TO MAKE AN ONLINE PrRODUCT GDPR COMPLIANT

focus is, however, primarily on user consent and user rights to manage or delete their
data.

In turn, I'T companies have already begun to develop and sell users new tools that can
make their web services GDPR compliant. For example, Evidon’s Trackermap [13] offers
its customers an audit of all of the third party vendors on the site; the Contract Shop [14]
sells for $255 a template “GDPR Compliant Terms & Conditions + Privacy Policy for
Your Website”. The developers of the content management systems, from the other side,
are also working on providing their users with GDPR, compliant templates and plugins.
One of the examples is an integrated into WordPress GDPR enhancement tool [15], that
includes Comments Consent, Data Export and Erase Feature, Privacy Policy Generator,
Contact Forms and other related to data privacy features. Because of the dynamic
nature of websites, however, no single platform, plugin or solution can offer 100% GDPR
compliance. Furthermore, suggested plugins work with concrete content management
systems and cannot be applied to every website.

Another option to ensure that a website is GDPR. compliant is to hire a GDPR consultant.
Being very effective from the one side, this approach can be very expensive for the small
businesses.

To sum up, there are several approaches to how to make an online product GDPR
compliant:

1. Study the GDPR law
2. Follow experts’ recommendations and best practices

3. Use already developed GDPR compliant templates and plugins for content man-
agement systems

4. Hire a GDPR consultant

Found advantages and disadvantages of existing approaches are represented in Table [2.1L

Overall, the problem of existing approaches is that they focus on a concrete issue (consent,
cookies, privacy policy template) rather than on the whole process. Furthermore, the
majority of suggested solutions have a lack of clear explanation or visual examples that
can help UX/UI designers with making their concept design GDPR compliant. Thus,
suggested in this work approach to create visual design patterns, represents a modern,
promising and perspective solution to help UX/UI designers in the stage of creating a
usable and user-friendly online product that complies with GDPR requirements.



Table 2.1: Analysis of existing approaches to make an online product GDPR compliant

Approach

Advantages

Disadvantages

Study the GDPR law

Leaning from the legal
source without interpreta-
tions from third parties.

Can cause difficulties in un-
derstanding and interpreta-
tion of legal language. Has
a lack of clear explanation of
how it should be applied.

Follow experts’ recom-
mendations and best
practices

Provides readers with clear
explanations of the law and
the best practices examples
that can help to understand
the law better.

Offers rather separate solu-
tions to the problem. Usually
does not describe how to de-
sign a GDPR compliant on-
line system.

Use existing compliant
templates and plugins

Fasy to use, automated and
reliable solution.

Can be applied only to con-
crete content management
systems.

Hire a GDPR consultant

Effective and reliable solu-
tion.

Can be very expensive espe-
cially for small businesses.







CHAPTER

Workshop

This chapter will focus on the understanding of the core element of this thesis — General
Data Protection Regulation. In Section 3.1 the main principles and aspects of the law
will be discussed before the preparation for the workshop in Section [3.2, and conducting
the workshop with privacy and UX/UI experts in Section 3.3. Findings of the workshop
will be analyzed in Section [3.4.

3.1 Understanding the GDPR

Having introduced new regulation strengthens for data protection, the GDPR claims
new and expanded privacy rights for over 500 million individuals in the EU [16]. The
core idea of the GDPR is to reformat the way in which businesses collect, process and
store user data. The businesses that operate online, must be sure that they have sealed
consent management processes [2], that their data are processed in a fair and transparent
way. The regulation represents an essential step to strengthen the rights of individuals
on the web and to provide business with explicatory rules on how to achieve this [I7].

This regulation establishes rules relating to the protection of individuals with regard to
the processing of personal data, and rules concerning the free movement of personal data
(Article 1(1)). By ‘personal data’ is meant “any information relating to an identified
or identifiable natural person (‘data subject’); [...] a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that natural person”

(Article 4(1)).
3.1.1 GDPR Principles

Regarding Article 5 of the GDPR, there are six principles that emphasize the GDPR
aim to drive compliance:
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1. Lawfulness, fairness, and transparency
2. Purpose limitations

3. Data minimization

4. Accuracy

5. Storage limitation

6. Integrity and confidentiality

The controller (a service/organization/the natural or legal person/public authority
that processes personal data) shall be responsible for these principles, and be able to
demonstrate compliance with them (Article 5(2)).

Lawfulness, fairness, and transparency

“Personal data shell be processed lawfully, fairly and in a transparent manner in relation
to the data subject” (Article 5(1a)). This means that organizations need to make sure their
data collection process does not violate the law and that they are not hiding anything
from their users [I8]. The personal data must be used in a fair way: the organizations
should be clear and open with their customers; they should declare everything that they
do with personal data of customers [19]. The description of how the data were processed
must match how it was done [16].

Purpose limitations

Personal data can only be obtained for “specified, explicit and legitimate purposes” (Arti-
cle 5(1b)). This means that data can only be used for a specific processing purpose [16].
Organizations must clearly specify each purpose of the data collection as well as keep
collected data only for as long as it is required to complete that purpose. Explicit
consent from the individuals must be obtained and recorded for each of the purposes.
Organizations can use personal data for a new purpose if either this is matching the
original purpose, they gain consent to, or they have a clear basis in law to do so [20].

Data minimization

Data collected on a subject should be “adequate, relevant and limited to what is necessary
in relation to the purposes for which they are processed” (Article 5(1c)). Organizations
must ensure that the personal data they are processing match the stated purpose and
that they do not keep more data than they need for that purpose [2I]. In other words,
no more than the minimum amount of data should be held for specific processing [16].

Accuracy

Personal data shall be “accurate and, where necessary, kept up to date” (Article 5(1d)).
This principle requires good data protection [16]. If an organization discovers that
personal data is incorrect or misleading, reasonable measures should be taken to correct
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or remove it as soon as possible [22]. Individuals have the right to request that inaccurate
or incomplete data be erased or rectified within 30 days [18].

Storage limitation

Personal data must be kept “for no longer than is necessary for the purposes for which
the personal data are processed” (Article 5(1e)). Organizations must periodically review
the data they store and remove or anonymize it when they no longer need it [16] [23].

Integrity and confidentiality

This is the principle that deals with data security. The GDPR states that personal data
must be “processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorized or unlawful processing and against accidental
loss, destruction or damage, using appropriate technical or organizational measures”
(Article 5(1f)). Organizations must take all necessary measures to fulfill this principle.
The personal data must be protected in an appropriate (for example, by encryption).
Encryption of data helps it to remain confidential and secure even in case if it falls into
the wrong hands. It also reduces the breach impact for both organizations and individuals
whose data it is [24].

Overall, these principles set a foundation about data protection by design and by default.
When developing, designing, selecting and using applications, services and products that
are either based on the processing of personal data or process personal data to fulfill
their task, data protection should be considered to make sure controllers are able to
comply with their data protection obligations [25]. Thus, to demonstrate compliance,
organizations should adopt internal privacy policies and implement measures, which meet
discussed earlier principles of data protection by design and data protection by default.

From the other side, there is still a range of nuances of consent and other articles of
GDPR, complexities and coordination activities associated with implementing a program
to meet GDPR compliance [16]. Such topics include privacy policy, cookies, consent, user
rights and will be discussed in the following subsections.

3.1.2 Privacy Policy

A privacy policy is a document that declares the ways how organizations collect, use,
store, releases and manage customer personal data. It corresponds to a legal requirement
to protect user privacy. In other words, the privacy policy supplies users with information
about what data is collected, and whether it is kept confidential, shared with partners or
sold to other companies [26]. In order to comply with the principle of fair and transparent
processing of GDPR, organizations should disclose to their users the information stated
in the GDPR [27].

According to Articles 13-14 of the GDPR and basing on the research [28], when the
personal data of data subject are collected, all of the following information should be
provided:
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o What data are collected? (What is the type of data you store about me? What
content do these data have, where did they come from, what are they processed
for, to whom were they transmitted or are they still being transmitted?)

e What is the purpose of the data collection?
e Where are the data stored?

o How long are they kept? (How long do you save my personal information? If no
time is provided, what criteria have you set for the duration?)

o Who has access to the data? (To whom was or is this data transmitted?)

o What do the data look like? (Which nature of data is processed? What are the
contents of this data?)

o How to access the data?

o How to erase the data? (When will the final deletion of the data occur?)
e How frequently are the data sent?

e Which communications are protected?

e What paths do the data follow?

e What information does the device receive from other sources?

Organizations will need to supply their customers with more comprehensive information
in their privacy notices relating to how they process personal data. All processing
activities will need to be transparent [27].

The objective of this thesis, however, is not to discuss each information point that should
be stated in the privacy policy, but to understand how such volume of information can
be presented to the user “in a concise, transparent, intelligible and easily accessible form,
using clear and plain language” (Article 12(1)). As one of the good examples to tell users
about their privacy issues is Google Privacy & Terms (see Figure 3.1): supported by
illustrations and explanation videos, Google’s Privacy Policy tries to convey to the user
in a simple way how do they collect and process user personal data.

By contrast, H&M provides its customers with a long privacy notice text (see Figure 3.2),
that would be barely read by them.

Overall, the privacy policy is a complex issue that introduces a range of challenges to the
designers: how to deal with the huge value of unstructured content in the privacy policy?
We do not want to overload the visual design or include too many steps to the user
journey, but at the same time, still need to communicate complex ideas. This challenge
will be discussed with experts during the workshop.
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Google Privacy & Terms

Overview Privacy Policy Terms of Service Technologies FAQ

Introduction

Information Google collects
Why Google collects data
Your privacy controls
Sharing your information

Keeping your information secure 0—‘

Exporting & deleting your information

Compliance & cooperation with

regulators

About this policy

Related privacy practices

We build a range of services that help millions of people daily to explore and interact
with the world in new ways. Our services include:

° Google apps, sites, and devices, like Search, YouTube, and Google Home

e  Platforms like the Chrome browser and Android operating system

Figure 3.1: Google Privacy & Terms

SHOPPING AT H&M

Shopping Online
Store locator
Find In Store
In-Store Mode
Scan & Find
Visual Search

Delivery

Payments

Returns

Transportation Restrictions

GIFT CARDS

Gift Cards

Check Your Balance
Terms & Conditions

SIZEGUIDE
Ladies

Men

Kids

H&M Home

PRODUCTS & QUALITY
Quality
Garment Care
Washing Instructions
Conscious Washing

Recalled ltems

H&M CLUB

H&M Club
H&M Club Terms & Conditions

PRIVACY NOTICE

Data privacy is of high importance for H&M and we want to be open and transparent with our processing of your personal data.

We therefore have a policy setting out how your personal data will be processed and protected.

Who is the controller of your personal data?
The Swedish company, H & M Hennes & Mauritz GBC AB (“H&M”), is the controller of the personal data you submit to us and
responsible for your personal data under applicable data protection law.

H & M Hennes & Mauritz GBC AB
Méster Samuelsgatan 46

106 38 Stockholm

Sweden

Companies register: Bolagsverket/Swedish Companies Registration Office
Company registration number: 556070-1715

Authorised representative: Karl-Johan Persson

VAT registration number: VAT NO. SE556070171501

Where do we store your data?
The data that we collect from you is stored within the European Economic Area (“EEA”) but may also be transferred to and processed
in a country outside of the EEA. Any such transfer of your personal data will be carried out in compliance with applicable laws.

For transfers outside the EEA, H&M will use Standard Contractual Clauses and Shields as safeguards for countries without adequacy
decisions from the European Commission.

Who can access your data?

YYour data may be shared within the H&M group (for details on the companies within the H&M group, please refer to our annual report
which may be found at about.hm.com). We never pass on, sell or swap your data for marketing purposes to third parties outside the
H&M group.

The local H&M company will only act as the personal data processor and processes the personal data on behalf of the Swedish
company.

Data that is forwarded to third parties, is only used to provide you with our services. You will find categories of third parties under
every specific process below.

What is the legal ground for processing?

For every specific process of personal data we collect from you, we will inform you whether the provision of personal data is statutory
or required to enter a contract and whether it is an obligation to provide the personal data and possible consequences if you choose
not to.

Figure 3.2: H&M Privacy Notice

11
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3.1.3 Data Subject’s Consent

Processing personal data is generally prohibited unless it is expressly allowed by law, or
the data subject has consented to the processing. The GDPR defines ‘consent’ as “any
freely given, specific, informed and unambiguous indication of the data subject’s wishes
by which he or she, by a statement or by a clear affirmative action, signifies agreement to
the processing of personal data relating to him or her* (Article 4(11)). The element ‘free’
means that the consent is invalid if there is any element of pressure that can influence
the data subject’s decision.

Under specific and informed consent means that the data subject should be provided
with all the necessary information about the controller’s identity, the type of data that
will be processed, what is the purpose of the processing and how it will be used [29].

Consent must be unambiguous, it cannot be implied and must always be given through
an opt-in. The recitals of the regulation highlight that such action should include “ticking
a box when visiting an internet website, or choosing technical settings for information
society services” (Recital 32). One of the examples of an opt-in is shown in Figure 3.3;
by selecting ‘Accept’ or ‘Decline’ button, the data subject can consent or deny the use of
cookies on the website. Another example represents a form for subscribing to a newsletter
(see Figure 3.4): the button ‘Yes, sign me up’ is inactive till the data subject gives his or
her consent for their data to be stored and processed.

Cookie Policy

This website uses cookies to improve your
experience.

Read more information

‘ Accept ‘ Decline

Figure 3.3: Opt-in cookies bar

It is also important to understand that consent should be distinguishable from other
matters and, thus, never bundled with other terms and conditions: “If consent is given
in the context of a written declaration which also concerns other matters, the request
for consent must be presented in a manner which is clearly distinguishable from the
other matters [...]” (Article 7(2)). This means that consent request should be separated
from general terms and conditions; one purpose — one consent [30]. For example, while
sending a newsletter, each purpose should be clearly specified to the subscribers: if there
is a subscription for both a company and its subsidiaries or partners, separate consent
tick-boxes are needed (see Figure 3.5) [31].
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*Email

FOR A MORE PERSONAL NEWSLETTER (Optional)
Gender

Female Male
| lalso want updates for kids

*POSTCODE

Yes, | would like to subscribe to the Fashion Newsletter. | agree to let H&M process my personal data in order to send me
personalised marketing material, in accordance with H&M's Privacy Notice. | confirm that | am 16 years old or older.

YES, SIGN ME UP!

Figure 3.4: Newsletter form of H&M with an agreement consent

TESCO

Marketing communications
Our customers enjoy receiving special offers, helpful
information and money saving coupons by email, text,

phone and post.

So you don't miss out, simply tick the boxes below
Remember, you can opt out at any time.

Tesco Stores (this includes Groceries, Clubcard,
Jack’s and similar goods and services)

Tesco Bank (by ticking this you are confirming you are
over the age of 18)

Tesco Mobile

If you've already signed up to receive offers and promotions
from Tesco Bank or Tesco Mobile, you'll need to contact them
directly to opt out.

Create account

Figure 3.5: Separate consent for three different email lists

At any time, the data subject must have the right to withdraw consent. Organizations
must respond and act upon the request in a reasonable timeframe [32]. The withdrawal
must be as easy as giving consent [29]: “The data subject shall have the right to withdraw
his or her consent at any time. The withdrawal of consent shall not affect the lawfulness

13
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of processing based on consent before its withdrawal. Prior to giving consent, the data
subject shall be informed thereof. It shall be as easy to withdraw as to give consent.”
(Article 7(2)). This means that, firstly, before consent is given, the data subject should
be informed about the possibility and the way he or she can withdraw it (see Figure 3.6).

Bitte geben Sie hier lhre personlichen Daten ein:

E-Mail-Adresse * *Notwendige Angaben . .
ﬁ RegelmaBige Infos tber

Produktneuheiten

Geburtsdat Anrede * q .

eburtsdatum nrede 0/ Rabattaktionen, Gutscheine und
@ Frau Herr @ (4 SALE-Starts
Vorname Nachname .A
Q Geburtstagsiiberraschung,

Gewinnspiele und mehr

Durch Absenden des Formulars melden Sie sich fir unseren personalisierten Newsletter an. Wir verwenden |hre Daten i l Kostenlos und jederzeit abmeldbar

Um sich vom Newsletter abzumelden oder der Verarbeitung lhrer Daten zu widersprechen, klicken Sie einfach auf den
Abmeldelink am Ende eines Newsletters. Weitere Infos finden Sie in den allgemeinen C&A Datenschutzhinweisen.
JETZT ANMELDEN >

Figure 3.6: Subscription form with the information how a newsletter consent can be
revoked

Secondly, if the consent was given over the online form, a company should provide an
online form for withdrawing consent as well. Figure [3.7 shows an example of how the
data subject can withdraw cookie consent at any time, as easily as it was given.

This site uses cookies. Some of them are k
essentials while other help us improve your
experience.

Essential

Analytics .

Policies | Details Save preferences I

. ~ANKIEQ FNNIRQENT

Figure 3.7: Opt-out cookies bar with the possibility to withdraw cookies anytime

To revoke a subscription to a newsletter, the data subject can easily do it in the same
form that he or she subscribed to it (see Figure 3.8).
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Abonnieren Sie unseren Newsletter, um alle Neuigkeiten, Trends, Angebote Geben Sie lhre E-Mail-Adresse ein, wenn Sie keine Neuheiten und Angebote
und Aktionen fiir Ihr Zuhause zu erhalten. mehr erhalten mochten.

Sie kénnen sich jederzeit wieder anmelden.
Wir werden Sie vermissen!

E-Mail *

E-Mail *

D Ich willige ein, kundenspezifische Werbemitteilungen von

ZARA HOME per E-Mail und anderweitig zu erhalten
ABBESTELLEN
ABONNIEREN Ich habe es mir anders iiberlegt. Ich méchte mich anmelden

Nein danke. Ich méchte mich abmelden ‘

Figure 3.8: Subscription and unsubscribe forms can be found in the same place on a web
page

To sum up, consent is one of the vital elements of the GDPR, that should not be left
without attention. It requires a lot of clear explanation about what happens to the
personal data, and gives users a free right to agree or disagree with his or her data to be
processed.

3.1.4 Cookies

A cookie is a small chunk of data generated by a Web server to store information about a
user on the user’s hard disk. The stored in cookie information might be, for example, the
information about the purchases a user made in the past. Later, when the user returns
to the website, the website’s software can retrieve the cookie-based data and use the data
to create a custom page that contains products similar to those the user has purchased
in the past [33].

Websites use cookies to [34]:

e Monitor user’s path through a website to keep track of the pages the user viewed
or the items he or she purchased

¢ Gather information that allows a Web server to present ad banners targeted to
products the user previously purchased at that website

e Collect personal information the user submits to a web page, and retain it for the
next time the user visits the website

e Verify that the user has logged in to a site using a valid user ID and password, if
necessary

As an example, in a cookies policy of Amazon states “ We use cookies to recognize your
browser or device, learn more about your interests, and provide you with essential features
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and services and for additional purposes [...] to provide you with product recommendations,
display personalized content, recognize you as a Prime member, enable you to use 1-Click
purchasing, and provide other customized features and services.” Thus, by ordering some
products on Amazon, users will receive a list of products recommended for them basing
on their previous purchasing (see Figure 3.9).

More recommendations for you see more

e [ e
= I e e

|l

1]
EeErr i

B

Figure 3.9: Amazon’s recommendations based on cookies

As we see, cookies can be used to uniquely identify a person, therefore they should be
treated as personal data. That means that, first of all, users must be given a choice [35].
The fact that they use a website does not mean that they agree to all cookies. The type
of phrase such as “By using this website, you accept cookies” (see Figure 3.10) widely
used at the moment is not informative enough and it does not give users a choice (see
Figure [3.11). Users should not be forced to accept cookies in exchange for information.

X

We use cookies to improve your online experience. Take a look at our Cookie Policy to learn more and change your
preferences. By continuing to use our website we assume you are happy to allow the use of these cookies.

Figure 3.10: Classic cookie hint bar without the possibility to decline to store cookies

Cookies help us deliver our Services. By using our Services or clicking | agree, you agree
@ . | AGREE
to our use of cookies. Learn More

Figure 3.11: Classic cookie hint bar without positive opt-in

Secondly, like all other consent under the GDPR, consenting to cookies needs to be
a clear affirmative action. An example is clicking through an opt-in box or choosing
settings from the menu (see Figure 3.12)).

A good example would be to present users with the option to select the level of consent
they want to give (see Figure [3.13). The website should not have pre-ticked boxes on the
cookie consent form.

Finally, according to the GDPR, users should be able to withdraw consent as easily as
they gave it (opt-out). For cookie agreement, this means that users should be able to
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This website stores cookies on your computer. These cookies are used to collect information about how you interact with our website and allow us to remember you. We use this
information in order to improve and customize your browsing experience and for analytics and metrics about our visitors both on this website and other media. To find out more
about the cookies we use, see our Privacy Policy.

If you decline, your information won't be tracked when you visit this website. A single cookie will be used in your browser to remember your preference not to be tracked.

peele

Figure 3.12: Cookie bar with opt-in box to decline the use of cookies

This website uses cookies to remember
users and understand ways to enhance their
experience.

Accept Cookies

Manage Cookie Preferences

Essential Cookies are necessary for this site to function
properly, authenticating logins, for instance. You can only disable
essential cookies via browser settings.

Analytical Cookies provide information
about how this site is being used so we can
improve the user experience. Data captured

is aggregated and anonymized.

Marketing Cookies provide information
about user interaction with IAPP content to
help us better understand the effectiveness
of our email and website content.

Save My Preferences

Figure 3.13: A cookie bar with the option to choose the level of consent

revoke consent through the same action as when they gave consent. For example, if they
consented by clicking through the settings, they have to be able to find the same settings
form to revoke consent (see Figure 3.14).

Cookie settings

Our website uses cookies ° all about
AllAboutCookies.org uses cookies to improve L4
user experience. We also show safe, secure es.org ° CO Okles-org
and non personal advertising to support this o
site.By using our website you consent to our
cookies in accordance with our Cookie Policy.

R Laisagres Welcome T« NAVIGATION Welcome To
H
Read/more What are cookies F:(Te What are cookies i

Anti-virus Protection
Also known as browser coc
Paid Anti-virus Programs directories. They are usec Paid Anti-virus Programs v directories. They are used |

Also known as browser c¢

Figure 3.14: Withdrawal of the consent from the same settings window where the consent
was given

As it was already mentioned earlier, web cookies can be divided into different cate-
gories [36] [37]. Some cookies are strictly necessary for the normal functioning of the
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website. These cookies cannot be disabled because the website will no longer work
properly [35]. However, these cookies do not store any personal data of users.

Cookies used for analytics are not required for the operation of the website, they are
used to track user’s performance. As follows, they cannot be imposed on users: users
should be able to disable them at any time [35].

Most of the functional cookies are provided by third parties, they are optional and can
be disabled by users. For example, if Vimeo or Youtube are used to show videos on the
web page, the switching off their cookies will mean that the videos may not work [35].

Advertising or marketing cookies are optional. They are usually used by the advertising
partners to define a profile of users in order to supply them with personalized ads on
other websites [37].

Designers need to proactively highlight the information about used cookies in a clear
way. The data subject should understand that some cookies cannot be switched off while
others are optional. Third party cookies need the most attention: the data subject should
be aware of each third party and its purpose to store and process the personal data.
Figure [3.15 shows Cookie Policy of designmodo.com, where the organization explains
which third party cookies are collected and why.

Overall, when cookies can identify an individual via their device, it is considered personal
data. Thus, to collect, store and process these data, organizations have to get consent
from the data subjects by offering them clear choices around cookies. The data subjects
should be provided in a clear and transparent way with all necessary information about
cookies the website uses; they should be given the possibility to withdraw their consent
as easy as it was given.

3.1.5 Right to Be Forgotten

The GDPR gives data subjects more control by enabling them to object to processing
which is based on the legitimate interests of the controller or a third party (including
profiling based on that ground) [27]. The data subject shall have “the right to obtain
from the controller the erasure of personal data concerning him or her without undue
delay and the controller shall have the obligation to erase personal data without undue
delay” where special grounds applied (Article 17(1)). Thus, data subjects have the right
to erasure, also known as ‘the right to be forgotten’ (Article 17). The scenarios under
which users can request their data erase are mentioned in Article 17(1).

For the privacy by design, the ‘right to be forgotten’ means that users should be provided
with transparent information about their rights together with an option to submit a quick
and simple request to change or remove their data. One of the good examples of such
option is already applied in iCloud (see Figure 3.16). The service provides its users with
a range of functions for managing their personal data: get a copy of the data, correct the
data, deactivate or delete an account. A user can get an overview of all personal data
stored on iCloud, as well as make a request about his or her data to be erased. After the
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THIRD PARTY COOKIES

In some special cases, we also use cookies provided by trusted third parties. The following

section details which third party cookies you might encounter through this site.

This site uses Google Analytics which is one of the most widespread and trusted analytics
solutions on the web for helping us to understand how you use the site and ways that we can
improve your experience. These cookies may track things such as how long you spend on the

site and the pages that you visit so we can continue to produce engaging content.
For more information on Google Analytics cookies, see the official Google Analytics page.

Third party analytics are used to track and measure usage of this site so that we can continue
to produce engaging content. These cookies may track things such as how long you spend on

the site or pages you visit which helps us to understand how we can improve the site for you.

From time to time we test new features and make subtle changes to the way that the site is
delivered. When we are still testing new features, these cookies may be used to ensure that
you receive a consistent experience whilst on the site whilst ensuring we understand which

optimizations our users appreciate the most.

As we sell products it's important for us to understand statistics about how many of the visitors
to our site actually make a purchase and as such this is the kind of data that these cookies will
track. This is important to you as it means that we can accurately make business predictions

that allow us to monitor our advertising and product costs to ensure the best possible price.

The Google AdSense service we use to serve to advertise uses a DoubleClick cookie to serve
more relevant ads across the web and limit the number of times that a given ad is

shown to you.

Figure 3.15: Information of third party cookies used at designmodo.com

user makes a request about deleting his or her account, he or she will get information
about the process and notification once the account is deleted.

Overall, ‘right to be forgotten’ provides the data subjects with the possibility to have
their data deleted with no grounds for retaining it.

3.1.6 Data Breaches

According to Article 34 GDPR, “ When the personal data breach is likely to result in a
high risk to the rights and freedoms of natural persons, the controller shall communicate
the personal data breach to the data subject without undue delay”. That means that
if a data breach or hack to personal data occurs, organizations have to provide their
customers with information that their data has been compromised. Organizations are
required to notify the appropriate national bodies as soon as possible in order to ensure

their users can take appropriate measures to prevent their data from being abused [38]:

“In the case of a personal data breach, the controller shall without undue delay and, where
feasible, not later than 72 hours after having become aware of it, notify the personal data
breach to the supervisory authority [...]” (Article 34).
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o Mac iPad iPhone Watch v Music Support Q ]
Data and Privacy Signed in as Nataliia Avdosieva  Sign Out
Manage your data
Get a cgpy of your data We're committed to keeping your personal
information secure and private whether it's
Download a copy of your data from Apple apps and services. This stored on your device or on Apple’s servers.
may include your purchase or app usage history, and the data you Learn how Apple protects your privacy.

store with Apple, such as calendars, photos, or documents.
Request a copy of your data >

@ Correct your data
If you believe that any of your personal information stored by Apple is

incorrect, we can help you update it.
Learn how to correct your data »

1 Deactivate your account
e

Temporarily deactivate your account and restrict access to your data.
You won't be able to access your account or any Apple services while
your account is inactive.

Request to deactivate your account »

Delete your account
Permanently delete your account and associated data from all Apple

services.
Request to delete your account »

Figure 3.16: Managing personal data at iCloud

To sum up, the written above section demonstrates the complexity of the GDPR and
highlights critical moments and challenges on the way of making an online product GDPR
compliant. Knowledge and experience obtained by a deep literature review will further be
investigated and discussed during the workshop with experts in privacy, user experience
and design fields.

3.2 Workshop Preparation

To gather valuable information and asquire a deep understanding of GDPR compliance,
a workshop as a method was chosen. The reason to conduct a workshop was that it
could provide a way to find the real answers, discover new ideas and introduce new
concepts, spurring participants with different experience to investigate it together in a
short amount of time. Rather than just a simple set of interviews with questions and
answers, an informal workshop is a good deal of discussion in addition to participation.

The preparation to the workshop started with defining main use cases to be discussed
with experts. Basing on the deep literature review, a workshop guideline with 11 use cases
was made (see Appendix A). Grouped in five categories such as Transparency, Privacy
Policy, Cookies, Forms & Consent, Manage Personal Data, each use case represents a
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real scenario of users’ activity on the website and is supported by bad and good visual
examples.

A plan of the workshop is to review and discuss prepared in advance bad and good use
cases; to suggest and analyze possible solutions and improvements of reviewed cases; to try
to define a set of practical tips, patterns that can help to design GDPR compliant online
systems. A format of the workshop is informal. Since it is expected that participants
know each other, it would be easy to conduct the workshop as a friendly meeting, but
take into account that everyone will get some personal attention and the chance to be
heard.

3.3 Conducting a Workshop

The workshop was conducted with five participants — colleagues from the consulting
company “Usecon”. Two of the participants were privacy experts, two — user experience
experts and one — UX/UI designer. The workshop was provided with the following
materials: examples of designs, a dashboard for ideas, stickers, markers, a laptop, and a
projector. The duration of the workshop was about two hours.

At the beginning of the workshop, all of the participants were informed about the format,
goal, agenda, and rules of the workshop. During the workshop, the participants had
the possibility to tell and discuss their own ideas, as well as draw their solutions on
the dashboard. After the discussion of concrete use cases, the participants were given a
chance to describe their feelings and thoughts about the idea to have an aid that can
help them in designing GDPR compliant websites.

All comments, ideas and recommendations made by the participants were recorded and
noted. There was an equal part of the involvement of each participant in the conversation
and heated discussion. It is also worth to mention that in most cases participants were
complementing each other with one main idea rather than arguing about controversial
issues. The workshop ended with recapping what has been done, what has been achieved
and a definition of next steps and tasks. All gathered findings in form of ideas, solutions
and recommendations were then documented for the further analysis.

3.4 Analysis of Findings

All findings of the workshop discussions are grouped into five main topics: transparency,
privacy policy, cookies, consent, manage personal data. Together with the last part
of the workshop ‘Feeling and Thoughts’, findings will be represented in the following
subsections.

3.4.1 Transparency

While during the literature review it was found that introduction pop-up (see Figure 3.17)
with a short message “We care about your privacy” is a great idea because “it immediately
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gets the user’s attention and notifies them about privacy policy updates in a friendly
manner” [12], participants criticized this move. First of all, a pop-up window that greets
the visitors at the beginning can be really annoying. If we think about a user who visits
a hundred websites per day, and each of these websites greets this user with a pop-up,
we can imagine how sick and tired the user will be already after third such a pop-up.
Secondly, users are not paying attention to pop-up windows anymore: “users prefer to
quickly close it and continue browsing web page rather than read some text in this intro
message.” Especially when users see a huge volume of continues text, the probability that
it will ever be read is really small.

WE CARE ABOUT YOUR PRIVACY! X

Your privacy is important to us which is why we want to inform you on our updated Privacy
Notice. To give you a more transparent and clear information on how we process your
perscnal data, we have divided the Privacy Notice into different chapters. Depending on if
you are a subscriber, iH&M Club member or if you have an H&M Account, different parts of
the notice will apply to you. In each chapter, we describe in more detail what personal data
we have about you and how we use it. We have also increased the information on your rights,
for example how to get access to your data and how you can request to terminate the usage
of your data.

You can find our Privacy Notice here

Figure 3.17: Introduction pop-up with a short message about the privacy policy of H&M

As possible improvement, one of the privacy experts mentioned the necessity to interact
with the users and convince them to visit your website later by: “informing users in a few
words what data you are recording from them, what benefits they will get after allowing
you to record their data, what do they lose when they disagree; think about wording and
representation of information: use pictures, bullets, short message.” (see Figure 3.18).

We care about your privacy

What? Why? What are your What can you
benefits? loose?

£ Iltem One it Item One +« Item One ® Item One

% ltem Two & ltem Two v Item Two ® Item Two

Item Three Q Item Three v ltem Three ® Item Three

‘ Learn more about your privacy

Figure 3.18: Solution to introduction message
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3.4.2 Privacy Policy

The issue about a privacy policy got the most attention from all participants. They
mentioned that the placement of the link to the privacy policy should be consistent at all
websites, so users can easily find it no meter on which web site they are now. Basing on
user experience, the most expected place for the privacy policy link is in the footer. In
addition, the participants agreed that it can be great and transparent move to give users
the overview of privacy issues (see Figure 3.19), however, only when it has a positive
character.

Your Privacy

What we collect and why o@ Who we share with

Figure 3.19: Short overview of user privacy, located in the footer of the web page

The experts also found it as a bad practice to use another resource (website) with a
privacy policy: “do mot bring a user to another website with the privacy policy, since it
can cause misunderstanding and feeling that something is wrong.”

A considerable discussion was triggered by a problem of how to motivate people to care
about their privacy issues more: “Users stopped paying attention to what they agree.
Nobody reads the privacy policy before clicking ‘I accept’™ — stated a privacy expert —
“similar to cigarettes package with the warning ‘smoking is killing’, people attend not to
pay attention to such messages anymore. There should be a trigger that will motivate
people to think about their privacy, what data they share and why.” Experts, however,
could not formulate what exactly should be done to increase users motivation.

Speaking about long privacy policy texts, participants cited that one of the main problems
of this is that they are written by a lawyer for a lawyer. This decreases the probability
that users will read and understand the language. “By writing these texts, we should
think about User Centred Design and people who will actually read them instead of trying
to write something in ‘legal’ language.” — stated an experience expert. As a worthy
example, participants highlighted Google Privacy Policy (See Figure 3.20): “the policy is
well-structured, each privacy issue of Google is written in the user-to-user language and,
in addition, it is provided with short videos as explanations.

Since a privacy policy tends to change and updates with time, users should be always
informed about the history of changes (see Figure 3.21).

During the discussion, a UX/UI designer suggested an alternative to the written privacy
policy: “It would be nice if a website can have some Chabot: a user can ask a question about
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Google Privacy & Terms
Overview Privacy Policy Terms of Service Technologies FAQ
Introduction

Information Google collects
Why Google collects data
Your privacy controls
Sharing your information

Keeping your information secure

Exporting & deleting your information

Compliance & cooperation with

regulators INFORMATION GOOGLE COLLECTS

About thi li
outthis poliey We want you to understand the types of

Related privacy practices information we collect as YOu use our services

We collect information to provide better services to all our users — from figuring out
Data transfer frameworks
basic stuff like which language you speak, to more complex things like which ads

you'll find most useful, the people who matter most to you online, or which YouTube

Key terms
videos you might like. The information Google collects, and how that information is
Partners used, depends on how you use our services and how you manage your privacy
controls.
Figure 3.20: Representation of Privacy & Terms by Google
PRIVACY POLICY PRIVACY POLICY
Last updated on
June 2, 2018 v June 2, 2018
Clym Ltd. (Clym), is the responsible entity and has created the May 31, 2018
following Privacy Policy to describe how Clym uses
information it collects. This Privacy Policy applies to the inTormation It collects: ThIS Privacy Policy applies to the

Figure 3.21: Privacy policy history

its privacy and receive a fast and concrete answer from the Chabot.” The implementation
of such a Chabot would be, however, complicated and time consuming. Another idea was
to have a web browser extension (similar to the Ad Blocker), where “users can set up
their own privacy policy once for all websites and then get a message if it is followed or
not. For example, green sign — if everything is okay; yellow — when the privacy is partly
followed with information what is not; red — when there is a serious violation of user
rights.” This solution, however, does not change the fact that each website will still have
to provide its users with the detailed privacy policy. From the other side, in addition to
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the clear privacy policy, organizations can provide their customers with the possibility to
contact service about their privacy concerns: customers may use a contact form to send
their concerns regarding privacy-related issue (see Figure 3.22).

Contact GitHub Privacy concerns

Get help with GitHub . . .
Sthelp with B Contacting GitHub about privacy concerns

Report abuse Please read GitHub's Privacy Statement It contains a lot of information about how we collect, use, and share

the information we have, and how our users can access and delete their data. Our Privacy Statement may

Report content answer your questions
Name

Copyright claims (DMCA)

. Your name
Privacy concerns
Premium Support Portal Email
. Your email address

Business Suppaort Portal

Subject

Reporting a security vulnerability? Please .
review our Responsible Disclosure Policy. Privacy concerns
How can we help?

Please be sure to include your country of residence

g

Figure 3.22: Privacy concerns

3.4.3 Cookies

The findings of this section include a lot of violation and misunderstanding issues referring
to the cookie bar, cookie policy, and information about third parties. When in the GDPR
it states that the processing of user data requires a freely given consent, most of the
websites continue ignoring this rule. One of the bad examples is a cookies bar with
a message 'Pay or Okay (see Figure 3.23). According to this cookies bar, a company
handles cookies without users consent and, furthermore, tries to charge users with a fee
for not doing so.

Ich stimme der Verwendung von Cookies zu. Sie kénnen unsere Website auch werbefrei*, also chne die Verwendung von Werbe-Cookies nutzen.

+ausgenommen Native Advertising (Advertorials) und Pre-Rolls

Weitere Informationen finden Sie in unserer Datenschutzrichtlinie.

Figure 3.23: Non-compliant cookies bar that forces users to share their data if they do
not want to pay for the browsing a website
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Another less harmless, but still confusing cookies bars are shown in Figure [3.24. Both
examples raised next questions among the participants: “what in fact happens when a
user just closes cookies window? Will the personal data be still collected or not? Does the
website collect users data if they do not interact with cookies bar at all?” Furthermore, it
is not clear how users can withdraw their cookies consent after they close the cookies bar.

H&M setzt Cookies ein, um dir das beste
Einkaufserlebnis zu bieten. Wenn du unsere
Dienste weiterhin nutzen mochtest, gehen

e, We use cookies to ensure that
@ we give you the best experience
on our website.
Read our Privacy Statement.

(a) Cookie bar with the possibility to disagree
all cookies

wir davon aus, dass du der Verwendung
solcher Cookies zustimmst. Erfahre mehr
tiber Cookies und

wie du diese deaktivieren kannst.

(b) Cookie bar with a link to information how
to turn cookies off in the browser

Figure 3.24: Cookie bars

One more non-compliant example can be seen in Figure 3.25: the possibility to configure
cookies is bundled in ‘Additional Information’ window (Figure 3.25b). Furthermore, all
cookies are active by default.

r eine uneingeschrankte
bendtigt. Sie stimmen der
nklicken von ,,OK" zu. Nahrere
n_Datenschutzbestimmungen
Weitere Informationen”.

Fir eine uneingeschrankte
bendtigt. Sie stimmen der
klicken von ,,OK" zu. Nahrere
ren_Datenschutzbestimmungen
eitere Informationen”.

oK

(> Marketing-Cookies

Wenn Sie keine Marketing-Cookies zulassen, wird weiterhin
Werbung ohne die Verwendung von 3rd Party-Cookies auf
Aktionsfinder angezeigt.

OK

(a) Classic cookie bar with a link to more
information

(b) Cookie information window with configu-
ration function

Figure 3.25: Cookie bar with a hidden configuration function

To avoid such confusing cookies bars, participants suggested providing users with a
clear short message about their privacy and the possibility to configure the cookies (see
Figure 3.26). If users do not do anything or select close the pop-up, it is clear, that their
rights are not violated.

After users set up their choice, there should be the possibility to change it (withdraw the
consent) as easy as it was made. One of the worthy examples for opt-in is represented
as a sticky button (see Figure 3.27): users can select a sticky button and change their
cookies settings any time.
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Dear User, we are not storing cookies on your device without your
consent. If you would like to enhance our site navigation, analyze site usage,
and assist us in our marketing efforts, please allow all cookies of configur
your choice by selecting "Customize Settings" button.

Customize Settings | Disagree ‘ | Agree |

Figure 3.26: Solution to the compliant cookie bar

Cookie-Praferenzen

Wakhlen Sie aus, ob diese Website lediglich funktionelle
Cookies und/oder Marketing-Cookies, wie nachfolgend
beschrieben, verwenden darf:

. Technisch notwendige Cookies >

Diese Cookies sind fiir die grundiegenden Funktionen
der Website erforderlich und kénnen nicht deaktiviert
werden,

. Funktionelle Cookies

Diese Cookies dienen dazu die Funktionalitét der
Website fiir Sie zu verbessem bzw. zu erweitern.

. Marketing Cookies edizin: Venezuelas umstrittener Prasident Nicolas Maduro hat sein Land in eine Festung
Wir setzen Marketing Cookies ein, um niitzliche b fir seine Bevolkerung ins Land. Mehrere Menschen starben an den ...
Erkenntnisse dariber zu gewinnen, wie unsere Sites
genutzt werden, sodass wir sie in Folge weiter
verbessern kénnen.

‘SPEICHERN & SCHLIESSEN

Figure 3.27: A sticky button with an option to change cookies preferences any time

PiAnniann AltmiinstarBmiindan

The arrangement of cookies into intelligible categories: functional, analytics, performance,
marketing, etc. was marked by experts as a good practice. The grouping cookies into
categories and explaining the purpose of each of them can be an easy and transparent
way to get users consent. Cookie categories that do not handle personal data may be
pre-checked (necessary for the website to function properly), whereas those that do, must
be actively opted into by the user to be compliant (see Figure 3.28).

Some participants, though, mentioned that if every website will provide the same func-
tionality, it can be annoying for users to set up cookies at any website they visit. One of
the participants mentioned: “I would prefer to set up my choice for cookies once for all
websites I visit and never again. I would like to have an app similar to the ad blocker,
where I can save my preferences once and say ‘do not share my data with any web pages’,
and the possibility to create some list with trusted websites, which I will allow to use
my data (for example, my camera or microphone, etc.)” Thus, the idea of doing it once
in browser does not sound wrong. However, users still should be informed that even
without setting up their cookies in the browser or by using some browser extension, their
personal data are not processed.
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Set Your Cookie Preferences

REQUIRED COOKIES

These cookies and tracking technologies are required to help our websites work correctly. For example, these cookies allow you to navigate our Website and
use essential features, including secure areas and shopping baskets.

SHOW FULL LIST OF COOKIES *

ANALYTICS COOKIES

These cookies and tracking technologies help us understand how customers and visitors interact with our Websites. They provide us with information about
areas of our Websites visited, time spent on our Websites, transactions performed, and any error messages you receive. These cookies allow us to improve
the performance of our Websites. They may collect your IP address but only for the purpose of identifying general locations of visitors and identifying
fraudulent or spam traffic.

SHOW FULL LIST OF COOKIES * Out | In
FUNCTIONAL COOKIES

These cookies and tracking technologies allow our Websites to remember choices you make to give you better functionality and a personalized experience.

For example, when you select a specific currency on one of our Websites, we will remember your currency selection when you return.

SHOW FULL LIST OF COOKIES * Out | In

SUBMIT PREFERENCES

Figure 3.28: Cookies configuration window with the cookie arrangement

When the case about cookies configuration was under discussions, another challenge was
recognized. Some of the websites share users data with third parties as well. Furthermore,
the number of these parties can be extremely large. The GDPR requires transparent
representation of all third party cookies. Even though some companies provide users
with this information, the representation of third parties details does not respect GDPR
law. In Figure |3.29 it can be seen that in order to read detailed information about each
company a website shares data with, a user has to open every company block separately.
Such an approach originally intended that people will not read the information about
third parties.

Company Domain

+ AOL Advertising advertising.com

+  AdStir ad-stir.com, syn...
+ AppNexus Inc. ib.adnxs.com
+ Facebook Inc. connect.facebo...

doubleclick.net,...

+ Google Inc. Show Al
ow
+ IPONWEB GmbH  bidswitch.net

Improve Digital
7 merove Digi ad.360yield.com
International BV

Figure 3.29: Information about each third party is represented as an expandable box

In another example (see Figure 3.30), a website uses pre-selected checkboxes for each
partner of the company by default. In order to configure the cookies, a user has to
manually unselect every checkbox. This approach is an example of outrage.
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Our use of cookies

Purposes of data collection Our partners
u auvllicuia I
Information storage and access
ADARA MEDIA UNLIMITED
Personalisation
AdClear GmbH
V4 Ad selection, delivery, reportin
& . feporting Adello Group AG
4 Content selection, delivery, repor
= ting y.rep Adelphic LLC
™  Measurement Adform A/S

| have finished - close this window

Figure 3.30: Usage of pre-selected checkboxes for each third party and purpose

In the end, the participants mentioned that it was difficult to define the best way to show
all third parties and their information, however, the overall picture of all parties should
be clear for a user at first sight: “Are there 8 or 500 of them? What are the primary
purposes and types of the data they process and store?” Otherwise, users preferred to have
an option to select/unselect the groups of third parties in a simple way. The possible
solution to the cookie declaration is shown in Figure |3.31L

This website uses cookies

We use cookies to personalize content and ads, to provide social media features and to analyze our
traffic. Please set up your cookies choice.

[ Select All

M Necessary [ Functional [ Performance [] Personalization Apply

Cookies declaration

J Necessary (10) | Functional (12) | Performance (17) | Personalization (25)|

These cookies are necessary for the Website to function and cannot be turned off in our .
systems. They are usually only set in response to actions made by you which amount to a
request for information or services, such as logging in or filling in forms on our Website. These
cookies do not store any personally identifiable information.

Name Provider Purpose Expiry Type
Stores the user's cookie
CookieConsg about.website.coi| consent state for the 1 year HTTP

current domain

This cookie is used to
assign the visitor to

a specific server - this
function is necessary for
the functionality of the
website

SERVERID |somewebsite.net Session HTTP

-

Cookie declaration last updated on 27/12/2018 by Cookiebot

Figure 3.31: Solution to third party cookies declaration
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3.4.4 Consent

During the discussion about a newsletter and other types of subscription, experts stated
that two-steps subscription with ‘email field” and button ‘OK’ (see Figure 3.32) can
be confusing: “Users do not expect that they will go to another page after they select
OK button. This raises an issue about their privacy and misunderstanding in what will
happen to their data next.”

- GEBEN SIE BITTE IHRE KONTAKTDATEN AN

*PflichtFeld(er)

*
Anrede - v

Vorname*

ABONNIEREN SIE DEN CITROEN

Nachname* |

NEWSLETTER E-Maile mail@mail.com
mail@mail.com| “
(a) Step 1: Enter an email (b) Step 2: Fill the subscription form

Figure 3.32: Two-step subscription to a newsletter

While speaking about the consent, the participants were trying to define the most effective
way to explain users what they give their consent for: “From the one side, it is good
to have a full information about the consent, without extra link, since the probability
that a user will go to this link is really small. From the other side, short texts can look
incomplete (see Figure|3.33) while long texts can look unfriendly.” As a solution to this
issue, the participants offered to provide users with a link to the full information about

the consent and make the button ‘Send’ available only after a user at least opened this
link.

D ICH AKZEPTIERE DIE DATENSCHUTZERKLARUNG *
DATENSCHUTZERKLARUNG ANZEIGEN >

ABSENDEN

Figure 3.33: Consent agreement with a link to full information

For a newsletter subscription, the participants agreed that it is a good idea to give
users the possibility to set up what they want to receive (see Figure [3.34), otherwise
after information overload they will probably just unsubscribe the whole newsletter.
Furthermore, if it is expected that a company sends newsletters every day, users should
be given the possibility to configure this option as well: “Periodicity of a newsletter is
also a good way to make emailing less annoying for users.”
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Einstellungen
Benutzerdaten Job-Alarm

Du erhdltst die aktuellsten Jobs per E-
Benachrichtigungen > Mail.
Zu deinem Job-Alarm

Firmen-Alarm taglich wdchentlich “

Du erhdltst keine Jobs deiner
Wunschfirmen per E-Mail.

} wdchentlich nie

Zu deinen gefolgten Firmen

e
Filtere Jobs bei deinen gefolgten Firmen

Entscheide nach Berufsfeld und und Ort, _
welche Jobs deiner gefolgten Firmen dir per

E-Mail in deinem Firmen-Alarm empfohlen
werden.

Newsletter erhalten
Aktiviere oder deaktiviere die Zusendung des karriere.at Newsletters.

Figure 3.34: Configuration of newsletter topics

According to the GDPR, users should be able to withdraw consent as ease as they have
given it. In comparison to the cookie consent, a newsletter consent can be withdrawn in
a few ways: in profile settings (see Figure 3.35), on the web page (see Figure 3.36) or
directly from the email (see Figure 3.37)). The participants mentioned that “ Users should
be informed how can they withdraw the consent. They should not be forced to participate
in a survey or charged a fee before they are able to say ‘Unsubscribe’ Furthermore, users
do not have to specify a reason for their withdrawal if they do not want to.”

Ja, ich wiinsche exklusive Neuigkeiten,
Nachrichten und Angebote von The Body
Shop per

[ ] ewmai [ ] sms
D Post

AKTUALISIEREN

Figure 3.35: Unsubscribing from a newsletter in Profile Settings

It was also suggested that “if a newsletter has different category settings, give users the
possibility to unsubscribe from some of them in convenient way, but do not force them
to unselect all categories one by one” (see Figure 3.38)). It is also important, to inform
users what happens after they unsubscribe from a newsletter: does it mean that their
data/account will be also deleted?
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Unsubscribe | Help

You are receiving LinkedIn Learning emails.

This email was intended for Nataliia Avdosieva (student of Technische Universitét
Wien). Learn why we included this.

Linked [
© 2018 LinkedIn Ireland Unlimited Company, Wilton Plaza, Wilton Place, Dublin 2.

LinkedIn is a registered business name of LinkedIn Ireland Unlimited Company.
LinkedIn and the LinkedIn logo are registered trademarks of LinkedIn.

Figure 3.36: Unsubscribing from a newsletter directly from email

Gutschein Bitte sendet mir kiinftig keinen bonprix Newsletter mehr an die unten stehende Mail-Adresse.

Deine A (* Pfli )
Newsletter
E-Mail:*
Newsletter anmelden

Newsletter abmelden

WhatsApp-Ticker
Newsletter abbestellen
Stores

. Hinweis: Es kann sein, dass Du nach der Abmeldung noch eine Ausgabe unseres Newsletters erhaltst.
Rezensionen

GréRenberater

Figure 3.37: Unsubscribing from a newsletter on the web page

Update your email preferences Unsubscribe from all emails

We hear you want to unsubscribe from our newsletter. | would like to unsubscribe from all emails
Well, before you do this, is there any way we can limit the

kinds of emails we send you? You can customize your
email preferences so you only hear about things you like:

[] Select All

[] Category 1 [ Category 4

[ Category 2 [] Category 5

[] Category 3 [] Category 6 Note

How often would you like to hear from us? n g:lzl:izic:fbing from our newsletter doesn'.t cause a
your account. You can customize or delete

your data in Account Settings.

Figure 3.38: Solution to unsubscribing form

3.4.5 Manage Personal Data

Regarding to the data transparency, participants agreed that having the possibility to
get a copy of all data that the online service stores about users, is a positive example of
the company’s transparency: “A user can look at what data about him or her they store
and decide if he or she wants to change or erase something.”
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One of the participants also mentioned that users should be aware what data they have
right to erase and exactly happens when their accounts are deleted in order to avoid
future surprises (for example, an erase of a credit history leads to deleting both bad and
good credit history). As a friendly and modern way to request data changes or data erase,
the participants selected an online form with a simple way of user identification. As it
can be seen in Figure 3.39) in case of a request to access, change or erase user’s data,
a user has to fill his or her data, enter identification data (email and phone number),
write a request and submit it in electronic form. The user is also provided with explicit
information about the further procedure and how this request will be processed.

3.4.6 Feelings and Thoughts

At the end of the workshop, the participants spoke about an idea to have an aid that
can help them in designing GDPR compliant websites. Most of the participants liked the
idea to have a set of cards with design patterns that can help them to make a GDPR
compliant product. They also highlighted the necessity to include both good and bad
examples in the patterns since it can be extremely helpful in understanding what should
and what should not be done. Furthermore, it would be useful to have a reference to the
real GDPR article where designers can find more information about GDPR rules if they
need to.

A few other ideas that came from participants were about having an online GDPR
Compliant Generator: “A service can generate a web page basing on the functions users
set up” or “A user has a Use Case he or she is looking for answers for. He or she types
the issue and receives a set of advice on how to solve this case.” These ideas, however,
focus on implementing a template rather than on providing an understanding of how it
should be done right.

Another issue mentioned in this discussion was that the aid should represent interaction
flow instead of giving separate solutions. While supporting designers in making compliant
online products, it needs to be based on the whole process instead of solutions for each
concrete problem.

To sum up, the findings from the workshop demonstrated a broad overview to the
understanding of the research topic. Thus, the issues mentioned by the participants will
find their application in the following chapter of this work.
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Personal Data Access, Rectification and Erasure Request Form

Please fill out this form if you are a resident of the European Union and wish to exercise your right to
access, rectify, delete or object to further processing of the Personal Data we may have about you.

If you do not wish to complete this form, you may also submit a written request to info@website.com

First Name* Last Name*
Email* Phone Mumber®
Request Type®

Please select... |v|

Please describe your request”

— About your Personal Information

The information you provide here will be processed solely for the purpose of verifying your
identity, identifying the information you're requesting and answering your request. Your
personal information will be accessed by our designated staff only.

~— How we will process your request
We will answer your request, or request additional information from you within 30 days. We
may extend this process for up to two months, in which case we will notify you of the extension
within a month.

The processing of this request is free of charge, but we reserve the right, as allowed under
GDPR Article 12 (5), to charge an administrative fee under certain circumstances.

Please note that we may refuse to act, as allowed under GDPR Article 12 (2) and 12 (5), on

requests that are insufficiently substantiated, unfounded or excessive.

Figure 3.39: Online form to access/change/erase user data




CHAPTER

Prototype of the Card Deck

This chapter will focus on creating a paper prototype of the card deck ‘Designing for
Privacy’. Firstly, the terms creativity card deck and design pattern will be discussed in
Section 4.1}, followed by a review of existing creativity card decks in Section |4.2. Then,
basing on the formulated in Section |4.3| idea and concept of design patterns, a paper
prototype will be created in Section 4.4. Section 4.5 represents a process of prototype
evaluation and analysis of findings.

4.1 Creativity Card Deck & Design Patterns

Having been seen in the past as a play, today card decks (see Figure 4.1) are applied
as creative toolkits for clarifying thoughts and develop ideas, for inspiration, problem
definition and problem-solving. They give an overview of the key aspects of processes,
guide players to be creative at the various stages of any process or situation where new
ideas are searched.

In turn, a term ‘design pattern’ represents “A repeatable solution to a commonly occurring
problem in design. A design pattern is not a finished design that can be transformed
directly into code. It is a description or template for how to solve a problem that can be
used in many different situations” [39]. One of the good examples of design patterns
is ‘UI Pattern card deck’ (see Figure 4.2). The UI Pattern card deck is a printed card
deck presented in a manner easily referenced and used as a brainstorming tool. Each
card describes one design pattern and suggests ways to apply it to the design of online
products [40].

In the study [41], based on 81 reviewed creativity card decks, the author defined 8 types of
card decks: the classics, framework cards, index cards, libraries cards (index 4 framework
hybrid), strategy cards, grid cards, visual inspiration cards, empty cards. Below, types of
card decks that are the most related to current work will be discussed.
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What I8 your superpower?

This team is in anew
situation, and theyre
trying to get their bearings.
Something feels familiar,
but they can't quite wrap
their heads around what.
‘They need help making the
connections, finding the

inherent logic.
Which is why they need you...
s ne
with ‘;’:;W «:agsaﬂ
A
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nis WY © grPunen
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Figure 4.1: ‘Superpowers Card Deck’

INPUT.
GETTING GETTING INPUT

user interface

user interface des\..gr} .
user interface definition ;
user interface testing

Let users pj
; tches Pick up and
Suggest possible M3 rearrange content by

as users are ok
fora search dragging it across the
typing Screen

Figure 4.2: Examples of cards from ‘Ul Pattern card deck’

Framework Cards present the DNA of a field with each perspective or thing as a card.
The cards are often open for discussion; they represent what needs to be done. Framework
cards are good for aligning groups around a project or defining in which order things
should be done, how important each part is or if something was forgotten [41].

Index Cards contain a lot of information on them, e.g. a description of a creative method
or exercise. They are more like books without binding. Index Cards support their
readers with all necessary knowledge about numerous concepts or aspects. Compared
to framework cards, index cards are hard to use in workshops as participants can get
overloaded with information [41].

Libraries cards describe parts of the process, they represent a combination of framework
and index cards. Combining the parts in different ways could trigger new ideas or add
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alternative dimensions to already existing concepts. This type of cards is most suited for
idea generation [41].

Strategy cards are used to help with tips and strategies on how to think. Strategic cards
summarize a field from a more strategical point of view than checklist cards [41].

Grid cards can be used for designing grids and scales. They can help with sorting ideas
according to different values [41].

Basing on the purpose of this work to create a helpful tool for UX/UI designers, it can be

noticed that ‘libraries cards’ type will be the most suitable for suggested design patterns.

From the one side, by introducing each step of ‘Designing for Privacy’ cards users will
not be overloaded with information; from the other side, users will have the possibility
to have an overview of the whole process.

4.2 Analysis of Existing Card Decks

In order to define a set of characteristics that makes card deck a creative, useful and
helpful toolkit, 40 different card decks were reviewed and analyzed. It was found that
most of the card decks are informative, visual, interactive, grouped and structured. In
addition, they may contain good and (or) bad examples (patterns), have a manual how to
use them, and include links to related patterns. More details of the found characteristics
will be given below.

Cards are informative: they include all necessary information to make each point of the
process clear to its players. For example, in IDEO Method Cards’ [42] is explained how
and why each method should be applied (see Figure 4.3).

Figure 4.3: IDEO Method Cards
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Cards are visual: each of the cards is accompanied by a visual example (iconic illustration,
photo, design pattern etc.) that helps to explain the card’s content. For example, ‘Silk
Method Deck’ [43] uses photos as a visual tool to illustrate methods and principles
represented in the cards (see Figure . As another example, each card of ‘Roadblocks
to innovation Ipk’ [44] has a useful and simple icon to outline a key topic of the deck (see

Figure 4.5).

Storyboard S Storyboard iy

Services happen over time and can involve many
points of contact. Storyboarding is a narrative
technigue that has proven to be effective for
communicating the interactions that people have
with the services they use. It is a helpful way

of illustrating a process or system that involves

a series of images or drawings with text that
communicates important elements or steps.

This attractive format helps improve understanding
and can aide in communicating a large amount of
information or text to stakeholders.

Visualising the use of an online transport service

Communicate Ceoiioiaca Communicate e

(a) Front side with illustration (b) Back side with content

Figure 4.4: Visualization of ‘Silk Method Deck’ card

Tnactionable
Insights

meinthe
7\ N&‘;;ﬁzaﬁon

Figure 4.5: Iconic visualization of ‘Roadblocks to innovation card deck’

Cards are interactive: they focus on the interaction between cards and players. Thus,
‘MethodKit’ [45] offers its players a bunch of interaction methods such as mapping (see
Figure 4.6), sorting, clustering, aligning, prioritizing and more.
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Figure 4.6: Workshop using the MethodKit cards as
ideas

eadlines for sorting thoughts and

Cards contain good and (or) bad examples (patterns): in order to support their players
with better understanding what is a good pattern and what is not, card decks can contain
useful design patterns or bad examples to the concrete situations. Such an approach is
applied in ‘Design with Intent’ card deck [46]: the author uses real examples to explain
principles represented in each card (see Figure 4.7)).

Can you divide
your system up
into parts, so

people only use

These individual seats replace a
bench on the Paris Métro - spaced "SNW_ = . 2
so that someone cannot lie down 4 = Design
or occupy more than one lment

Figure 4.7: Card with a visual example from ‘Design with Intent’ card deck
Cards are grouped and structured: all cards are grouped by categories (by a topic, by a

method, by activity it represents, etc.). As an example, ‘Zig Zag creativity card deck’ [47]
consists of 48 cards, which are grouped to follow Sawyer’s 8-step ideation process: ask,
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learn, look, play, think, fuse, choose, make (see Figure . In addition, each card of the
deck has its unique number so a player can easily remember it and find it.

Figure 4.8: Grouped cards of ‘Zig Zag creativity card deck’

Cards have a manual how to use them: each card deck is provided with introduction
information about the cards and how to use them (see Figure . In addition, they may
include an overview of all cards (table of content) that are included in the card deck [48].

Set up...
Strategy Card Deck s 5 Grab the card deck out of the pocket to the
5 right. Each card has a strategy on the front,
and prompts to help inspire you on the back

Brainstorm!

Use the strategies on the cards to guide
your brainstorming session. The cards
should help you consider strategies you

may not have thought of previously. If you're
stuck on a given strategy or need more
information, flip the card over and read

s astoblhed balefs and hbt through the question prompts and examples.

rposes, it may be helpful

Tip: For
cardnum oy Card 127 that nspi

Figure 4.9: Manual how to use ‘Strategy Card Deck’

Cards have related patterns (connections): in case different cards of the deck are related
by some topic or similarity, they have a connection mark on them. For example, cards of
the ‘Group Works Card Deck’ [49] have related patterns: up to seven other patterns that
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are most closely related to or most useful to consult when considering how to enact this
pattern (see Figure 4.10).

Emergence

Welcome the spaces between rigid
structure and unproductive chaos, numbing
familiarity and paralyzing anxiety. To work
with complexity as a generative cauldron,
encourage flexibility, self-organization, and
mutual discovery. Embracing what arises, the
group gives birth to new insights and forms.

Wisdam of the Groug ~ Valu, rging
‘ = Whale System in the Room

Figure 4.10: Card of ‘Group Works Card Deck’ with a list of related patterns

Among other parameters of card decks, it was found that they have a rectangular shape
with rounded corners; they are colorful; the size of cards varies from about A8 to A6
format; the number of cards in one set is usually about 40-60 cards.

Overall, the review of existing card decks has shown a widespread use of cards in creative
design thinking processes, highlighting their interesting approaches and expediency. The
analysis of existing approaches to creativity card decks has become an essential element
in the process of understanding how to create an effective and helpful toolkit.

4.3 Ideation Process

The idea of the design patterns ‘Designing for Privacy’ is to support UX/UI designers
with visual examples and explanations in the process of creating a user-friendly online
product that complies with GDPR requirements. Findings from the workshop (see
Section 3.4) and analysis of existing card decks (see Section 4.2) helped to define the
main characteristics of the structure, content, and design of the patterns.

‘Designing for Privacy’ card deck consists of two sets of cards: ‘set of principles’ and
‘set of recommendations’. While the purpose of ‘set of principles’ cards is to introduce
the core principles of GDPR, ‘set of recommendations’ is like a step-by-step instruction
that guides designers in their practical choices by giving them standard reference points.
Visual design patterns focus on presenting to users bad and good practices but they do
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not state that a suggested solution is the only one that is correct. The goal is to set
designers on the right path, rather than tell them what they must do.

Different categories of cards highlight various aspects of the GDPR. For example, all issues
related to privacy are grouped in the category ‘Privacy Policy’; issues about cookies — in
the category ‘Cookies’, etc. Cards of each category represent so-called workflows, that
means the order in which cards are used is important. For example, a designer should not
apply card ‘Withdrawable cookies (opt-out)’ before ‘Compliant cookies bar (opt-in)’ since
the implementation of withdrawing the consent cannot be done before implementation of
cookie bar and cookies configuration.

Another important issue is that some cards can be connected to each other as they
represent a part of an aspect. For example, ‘Withdrawable Consent’ aspect is represented
in 4 cards: allow users to withdraw the consent, notify how to do this, give them the
choice what to withdraw, inform users about consequences. As it can be seen, all these
cards are connected by one topic, and they cannot be merged into one card because of
their complexity in actions.

Last but not least, some cards of the deck can be skipped. For example, if an online
service does not provide a ‘sending a newsletter’ function, obviously, it does not need to
be implemented.

Therefore, a card deck ‘Designing for Privacy’ should include the following:
o A folded instruction sheet with an introduction, manual how to use it and a table
of content, so designers can clearly understand and navigate through the cards
e ‘GDPR Principles’ — set of 6 cards with fundamental GDPR principles

e ‘GDPR Aspects’ — set of 32 cards with advice to how to create a GDPR compliant
online product. All cards are grouped by 4 topics: privacy policy, cookies, forms &
consent, manage personal data

e A case for cards
Considering the content of the cards, each card from the card deck should contain the
following;:

e Number: to allow easy navigation through the set

o Category: to clarify and get direct access to the concept

o Name of the pattern (recommendation) or principle

e Short description: to highlight the key aspect of the card

o Explanation: to describe an issue in more details
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o Related GDPR Article(s): to present the possibility for users to find more informa-

tion related to the current design pattern
e Mark that this is a UX advice

o Dark or (and) light patterns: bad and good visual examples to illustrate the aspect

Suggested concept design of cards from principles and aspects sets are represented in
Figure 4.11 and Figure 4.12 respectively.
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(a) Front side with an explanation (b) Back side with a dark and light patterns
Figure 4.11: Concept design of a card with a privacy recommendation
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Figure 4.12: Concept design of a card with a privacy principle

4.4 Paper Prototype

Paper prototyping represents the fast and easy way to design and refine user interfaces [50]
or, in our case, design patterns. As a generative process, prototyping often leads to
innovation and significant savings in time, effort and cost [51]. Thus, without much effort
to details such as design, colors, alignment and graphics, paper prototyping is an effective
tool to evaluate the concept of the project. The aim of the paper prototyping of design
cards is to check if all aspects represented there are right and can be easily understood
by designers; if bad and good examples, highlighted in the literature review and the

43



4. PROTOTYPE OF THE CARD DECK

44

workshop with experts, make sense and are logical; if any other important aspects were
overlooked.

To simplify the process of prototyping, each card of the paper prototype contains a text
explanation of dark and light patterns instead of a graphical representation of these
patterns (see Figure . Elements such as ‘where to find it’, connections to other cards,
were also skipped for the prototype. The categories of the cards are distinguishable by 4
randomly chosen colours.

Figure 4.13: Prototype of a card (front and back)

Overall, the paper prototype of the toolkit ‘Designing for Privacy’ with 32 cards was
created (see Figure 4.14). At the next step of this work, the printed prototype will be
evaluated by privacy experts and end users.

Figure 4.14: Paper prototype with 32 design cards
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4.5 Prototype Evaluation

Prototype evaluation is a very important part of the design process. It simply confirms
that the product will work as it is supposed to, or if it needs refinement. It helps identify
potential faults, which in turn allows the designer to make improvements. Identifying
potential problems at the early stage allows to reduce the time and cut the costs necessary
for the design and implementation phase.

In the following sections, the evaluation of the paper prototype and analysis of findings
received during the evaluation will be reviewed.

4.5.1 Evaluation of the Prototype by Privacy Experts

The goal of the prototype evaluation is to verify the correctness of the created cards before
the time consuming design process begins. The focus is particularly on issues related to
the content of the cards including the discussion of negative and positive examples. In
this stage, it is critical to understand if all the necessary aspects of GDPR are reflected
in the cards; if they have a logical sequence and structure; if they are formally accurate.
The scope of this evaluation plan is to ensure the functionality and usability of the cards
from a privacy perspective.

An expert interview was chosen for the evaluation of the prototype since at this stage no
one but a privacy expert could approve the content of the cards. Overall, two expert
interviews were conducted. During the interview, experts were told about the project,
its goals, and objectives of the interview. Then, step by step, each card of the set was
introduced and discussed. Feedback to each card was documented on the cards during the
interview. When all cards were presented and validated, experts were asked to provide
overall feedback about the card deck and to define if there are still some open GDPR
aspects that were not highlighted in cards.

Expert interviews were conducted one after each other. Before the second evaluation,
the prototype was improved basing on the previously given expert feedback. Analysis of
findings and review of expert feedbacks will be represented in the following section.

4.5.2 Analysis of Findings

In the interview with the privacy expert A it was suggested to make the following changes:

1. Add a card about data breaches: “It would be necessary to provide designers with a
design pattern how to communicate data breach. For example, a pattern with an
email that contains a message that user’s data was compromised and a link to the
‘password reset’ function.”

2. Add a card about privacy concern: “Users have to be provided with the possibility
to contact service if they have some questions about their privacy.”
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3. Add a card about simple identification: “Make it easy for users to prove their

identity during the data access/erase request.”

. Add a card about informed identification: “Inform users what will happen to each

data they provide during their identification. For example, if the photo they upload
will be stored or deleted, or how long this information will be kept?” As a solution
to this issue, one of the experts suggested to create a data protection icon and
locate it to each field of the form. A user can get quick privacy information about
concrete data he or she provides to the service (see Figure 4.15).

. Explain more carefully about ‘right to be forgotten’: “ Users should be aware of

what their data can be erased from the system and if they have the right to do this.”

Identification

o

o

o

Figure 4.15: Solution to the card with informed identification

Among other recommendations, the expert A proposed to group cards by six main
principles of GDPR. This idea, however, was rejected due to the fact that in this
case cards would not represent a logical flow required for the design process. Another
suggestion was to replace a reference to the Article of GDPR by a QR-code that leads to
this Article online. Realization of such an approach would need to increase the size of
the cards. Furthermore, since it cannot be guaranteed that a QR-code would be used by
everyone, a written link to the Article would be still required.

After the card deck had been updated and new cards had been added to the set, the
second interview with the privacy expert B took place. In his review, the expert B
mentioned the following:

1. Misleading of cards where states that it is not legal to limit users in the functionality

of the website till they give their consent: “The limitation of the access to the web
site is legal if the website possesses unique or paid content. It is also legal to ask a
user to pay if he or she does not want to be tracked by the system.” In such case,
the expert highlighted that if the user is given an alternative in order not to be
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tracked, this kind of behavior of the system is absolutely legal (see Figure 4.16).
Being legal, however, does not always mean to be user-friendly. One of the Internet
users stated [52]: "’Pay, or give up basic rights’ is not exactly what the new GDPR
meant by ‘voluntary’ consent. As it is 'Der Standard’ that is acting that way is
hurting me in particular." Thus, it was decided to remove this pattern from the
card deck since it can be confusing or provoke more people to force their users to
be tracked if they do not want to pay.

2. The content of ‘Two-step subscription’ card can also have a different meaning;:
“Two-step subscription typically indicates that after subscribing to a newsletter a
user has to confirm his or her email address. This helps to avoid the subscription of
third parties instead of an owner of the email.” The expert suggested including one
more card that represents this aspect as well as rethinking about correct naming
for the existing card.

3. Personal data breach notification form: “FEuropean Data Protection Supervisor
source provides a good example of notification form for a data breach. Link to this
form can be also useful for designing this process.”

4. Missing card about the accessibility for people with disabilities: “Web services
should pay attention to provide the information about user privacy, in a way people
with disabilities can perceive and understand it as well.” This point brings us to
the question about Web Accessibility Initiative [53], a necessity in understanding
and following of Web Content Accessibility Guidelines (WCAG) [54] in order to
make web content more accessible to people with disabilities.

Ich stimme der Verwendung von Cookies fiir die Zwecke der

Webanalyse und digitaler WerbemaBnahmen zu. Auch wenn |
ich diese Website weiter nutze, gilt dies als Zustimmung.

Meine Einwilligung kann ich hier widerrufen. Weitere Informationen finde ich
in der Datenschutzerklarung.

Abo ohne Daten-Zustimmung

Mit einem derStandard.at PUR-Abo kann die gesamte Website ohne
zustimmungspflichtige Cookies und ohne Werbung genutzt werden.
Details zum Abo. PUR-Abo

o= Anmelden / Community / Sales / Uberuns / Impressum & Offenlegung / AGB

Figure 4.16: Legal content limitation: users are asked to pay a PUR-Abo if they do not
want to be tracked
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Among other concerns from the provided feedback, the expert B pointed on the issue
about data declaration: “You should declare to users everything you do with their data.’
This issue will be presented and explained in the set of cards with GDPR principles.

)

Overall, both privacy experts mentioned the completeness and correctness of the evaluated
cards. They suggested some minimal rearrangement of cards, content rephrasing and
adding some extra cards that were missing. The experts emphasized the usefulness of
the developing toolkit in total, and they believe that this tool will fulfill a significant role
in understanding how to create a GDPR compliant online product.
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CHAPTER

Visual Design

This chapter will focus on the visual design of the card deck ‘Designing for Privacy’. The
process starts in Section |5.1| with defining the layout, shape, and dimensions of the cards.
Then, an asset library will be created in Section [5.2. Visual design of the card deck will
be represented in Section 5.3, design of an introduction sheet and a case for cards in
Section [5.4.

5.1 Setting the Stage

Layouts are like stages. The images, headlines, text, graphics, logos, patterns, and colors
that fill layouts are like characters on a stage [55]. The design starts with defining the
shape and dimensions of the stage.

The format size of the card deck (150x90 mm) was chosen basing on the maximum
amount of the content that each card of the deck can contain. This choice of the card
size is also reasonable since it is compact enough to be convenient to hold cards in hands,
and from the other side — big enough to be readable.

For the back side of the card, a 2-column grid was applied (see Figure 5.1)). Such a layout
makes it easy to view and compare negative and positive design patterns at first sight.
Left vertical space on the front side of a card is selected for the placement of a category
title.
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14 mm

(a) Front side layout

8 mm

(b) Back side layout

Figure 5.1: Layout and measurements of a card

5.2 Asset Library

An asset library is an organized collection of vectors, icons, images, color palettes, fonts,
and other available design elements [56]. The purpose of the asset library is that stored in
repository files can be easily accessed and reused by users [57]. To achieve the consistency
in design of cards and considerably simplify the design process, the asset library for card
deck ‘Designing for Privacy’ was created. The library includes the following:

¢ Elements of design such as color palette, fonts, icons

o Elements of the user interface

The color palette of six various combinations was chosen to represent six different
categories of the card deck (see Figure 5.2)). The font hierarchy refers to present the
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content in a way that visually tells where to look, and in what sequence. The icons set
was created basing on the principle of recognition.

Color Palette

Font Hierarchy

Name of Card - Kohinoor Bangla Bold 16/20
Category - Kohinoor Bangla Bold 14/18

Aspect of the card - Kohinoor Bangla Semibold 12/15

Explanation - Kohinoor Bangla Regular 12/15

Kohinoor Bangla Regular 10/12

Figure 5.2: Asset library with the color palette, font hierarchy, and icons

Elements of the user interface are made as a symbolic representation of real web user
interface (see Figure . The goal was to create design elements that are simple but at
the same time easy to understand and recognize by users. Among these elements are a
content block, video, input fields, buttons, images, lightbox, table, dropdown list, etc.

Force Touch Trackpad

The Force Touch trackpad lets you interact with your Mac in a variety of
ways based on subtle differences in pressure. You have precise control
and a uniform response — no matter where you click the trackpad — as
well as plenty of room for Multi-Touch gestures like pinch and zoom. Your
fingers will feel right at home.

Email

Yes! | want to be first to hear about news & updates from the
Tastemade Store

CREATE ACCOUNT Button

Figure 5.3: Transforming a real user interface into abstract one

o1
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Full asset library created for the card deck is represented in

5.3 Design of Cards

After the concept has been generated (see Section , the layout has been defined (see
Section 5.1) and the asset library has been created (see Section , three variants of
cards were designed: a card with both dark and light patterns, a card that contains only
light pattern, and a card that contains only dark pattern. Overall, as it was decided after
the expert evaluation, the card deck 'Designing for Privacy’ includes three sets of cards:
Accessibility (1 card), GDPR Principles (6 cards), GDPR Aspects (35 cards). Depending
on to which category a card belongs to, its color and labeling will be different.

The ’Accessibility’ category contains only one card and is represented as an antecedent
card to the all others (see Figure 5.4)).

1. Accessible Content

Make your web content more accessible to people with
disabilities.

Pay attention to accessibility of your content when designing

an online product. Ensure people with disabilities can visit,
understand and interact with your website.

=| wWhere to find this
O WCAG 2.0 (W30)

(a) Front side with an explanation

Accessibility

Subscribe for Newsletter

<input type="text" aria-label="name">
<input type="email" aria-labels"emailRequired">
<input type="submit” aria-label="submit">

Accessible form where each of the inputs has a related aria-label. Assistive
technologies, such as screen readers, use labels to announce the purpose of inputs
to users.

(b) Back side with a light pattern

Figure 5.4: Design of the card ’Accessibility’
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All cards of the 'GDPR Principles’ set are of the same color. Each card has the name of
the principle, its description, and explanation on the front side. In addition, users are
provided with an ‘article block’, where they can find GDPR, Articles related to the cards
(see Figure . The back side of the card includes information and a visual example of
what can be done to achieve this principle (see Figure .

Lawfulness, Fairness, and Transparency

Process user data in a transparent and fair way.
Identify valid grounds under the GDPR for collecting and using

personal data. Be clear, open and honest with users from the
start about how you will use their personal data.

‘= | Where to find this
Q Article 5(1a)

GDPR Principles

(a) Front side with a principle explanation

On the website, users are provided with a privacy policy explaining in clear and
transparent ways what type of data you collect, the reason you are collecting it and
how it will be processed.

(b) Back side with a light pattern

Figure 5.5: Design of a card from the set "GDPR Principles’

Cards of the ‘GDPR Aspects’ set are divided into four categories (see Section , each
category has its own color for faster search and an easier distinction between them (see
Figure 5.6). The front side (see Figure of each card includes a name of the category,
a number of the card, a name of the aspect, its description, an ‘article block’ or/and "UX
advice’ mark. Depending on the content, the back side of each card (see Figure
can contain dark, light or both design patterns with visuals and text explanation.

Some of the patterns may contain the user flow to illustrate the interaction process. For
example, the pattern that illustrates the interaction with a sticky ‘cookie’ button (see

Figure .
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1. Go to Privacy Policy

Place a link to the privacy policy in a way users can easily
find it.

Make it easy for users t(

g I (R EEa . 1. Transparent Cookie Policy

Give users insight into how their data are being used.

Where to find this Tell users in a clear and 4
Article 5(1a), Recital 58 purposes and how long | 1 Asking for Data

Collect only necessary data.

Part 1. Data Privacy

Don’t force users to provg
that is not required for {|

Part 2. Cookies

=] where to find this
Q Articles 12-15, Recitals 58,

1. Privacy Concern

Give users the possibility to contact you about their privacy.

Provide users with contact information so they can easily
contact your service when they have privacy-related
questions.

=] Where tofind this
Q Article 15

=] Where to find this
QAtticle 5(10)

Part 3. Forms & Consent

Part 4. Manage Personal Data

(a) Front sides with explanations

| Privacy Policy

v

Cooke Policy

wratare Y soweuse )\ wherewe | ypesof
oo | oo | place cooves g —

Contact Form
——

FAQ about your privacy

Structured information about cookie

Privacy concerns

L in their
le subscribing to

Users are provided with a contact
form to send questions about their
privacy concerns.

(b) Back sides with design patterns

Figure 5.6: Variations of the cards from the set 'GDPR Aspects’

During the creation of the card deck, following design principles [58] [59] were taken into
account:

e Simplicity: people tend to perceive complex images as the simplest as possible.
Example: a simple visualization of design patterns.
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Sticky ‘cookie’ button brings users to the box with cookie configuration where they
can revoke consent at any time.

Figure 5.7: Light pattern with a user flow

¢ Similarity: objects that look similar at the shape, size or color are perceived as
been grouped. Example: grouping of text lines.

o Alignment: vertical and horizontal alignment helps to achieve cohesive unity of the
elements. Example: grid and layout.

o Proximity: elements placed closer together are perceived as being related to each
other. Example: grouping of the content of dark and light patterns.

o Repetition: reusing of the same or similar elements throughout design. Repetition

of certain design elements in design brings consistency and cohesiveness. Example:

same elements such as title, a name of a card, article block, etc. are placed in the
consistent parts of the cards.

5.4 Design of Introduction Sheet & Case

The purpose of the introduction sheet is to introduce the design patterns to the readers.

It is an 8-page manual that contains the structure of the card deck, explanation how to
use them and a table of content for the navigation through the cards. The introduction
sheet will help UX/UI designer in understanding how the cards can be used for designing
GDPR compliant online product. Design of the introduction sheet is represented in
Figure 5.8

In order to store the card deck, it was decided to design and build a cardboard box with
a lid (see Figure [5.9).

In the following stage, the cards designed in this section will be evaluated by UX/UI
designers.
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Table of Contents
W Accessibility () GDPR Principles
. . . 1. Accessible Content 1. Lawfulness, Fairness and
Designing for Privacy Transparency
2. Purpose Li
42 design patterns to make your 3. Data Mini
: R 4. Accuracy
online product GDPR compliant e -
6. Integrity and Confidentiality
E] Privacy Policy Cookies
1. Go to Privacy Policy 1. Transparent Cookie Policy
Designing for Privacy is a creativity card deck, 2 (iR e 7 24flndiCookleiConsent
What is created to guide you through the process of 3 Pr!vacy Lgngu:::ge' 3 c°"“?l'3"t Cookie Banner
. - designing privacy-friendly online products. The 4. Pr!vacy Visualization 4. Coak!e by Default_ )
Designing for toolkit collects 42 useful patterns that help in 2 Er!vacy 'S'It.n.tlcture z E‘mt!e Eonﬁg.uratlon Link
i understanding and putting into practice the ke b (AL Sl BRI ERRY
Prlvacy tOOlkI 8 aspects of theg Genella'al Daga Prot’;z.tion Y 7. Redirected Privacy 7. Cookie Choice
Regulation (GDPR). 8. Data Breaches 8. Third Party Cookies
9. Withdrawable Cookies (opt-out)
10. User Friendly Dialogue
Structure Of the toolkit Forms & Consent é* Manage personal data
1. Asking for Data 1. Privacy Concern
2. Positive Consent 2. Data to Take Away
3. Informed Consent 3. Data Change/Erase Request
4. Separate Consent 4. Simple Identification
Design Patterns 5. Redirected Subscription 5. Informed Identification
6. Question of Choice 6. Final Erase

36 design patterns are arranged into 4 frameworks. Each bl
framework summarizes the relevant part of one specific L& DEULIR @D

. N . . 8. Withdrawable Consent (1/4)
issue such as privacy policy, cookies, forms & consent, .
- [y e 9. Withdrawable Consent (2/4)

and manage personal data.
L 10. Withdrawable Consent (3/4)

. Wil /4)
GDPR Principles 11. Withdrawable Consent (4/4)

How to read cards

1CO.

(=)
E GDPR [————
gdpr-info.eu ico.org.uk
@ Category @ Dark Pattern (DON’Ts)
2 Name @ Light Pattern (DOs) ) . )
@ Description © Designed by Nataliia Avdosieva, 2019
@ Reference to GDPR Article, Recital
5 UX Advice

Figure 5.8: Design of the Introduction Sheet
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Figure 5.9: Design of the box
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CHAPTER

Evaluation

This chapter will focus on the evaluation of design patterns. The process starts in
Section 6.1 with evaluation by UX/UI designers. Basing on the collected feedback, the
cards will be improved and used for prototyping a GDPR compliant online product in
Section [6.2. Finally, a prototype of the GDPR compliant online product will be tested
with end users in Section 6.3l

6.1 Design Evaluation

The purpose of the design patterns evaluation is to define how easy it is for UX/UI
designers to understand them. The results of the evaluation will be used to analyze and
improve design patterns.

6.1.1 Methodology

To evaluate the design patterns suggested in the toolkit ‘Designing for Privacy’, four
participants — two senior and two junior UX/UI designers, were chosen. Different level of
experience of the participants will help to define if designers with less experience require
more time to understand the design patterns. From the other side, senior designers can
provide the most significant feedback to how the toolkit can be improved.

The applied methodology of design evaluation included the following:

1. Each participant received one part of the card deck to evaluate (Privacy, Cookies,
Forms & Consent or Manage Personal Data).

2. Participants were asked to consistently scan and examine the content of the cards,
and raise the questions if something was not clear (pattern or description, or both).
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. After the familiarization with the cards, each participant received 3 tasks — real

use cases — to solve. The tasks (see Appendix C]) contained use scenarios, examples
of web pages or their elements that reflect aspects of the GDPR. They focused on
how the aspects of the GDPR studied with the toolkit were understood and could
be applied by the participants in the future.

. During the task-solving process, the think-aloud strategy was applied. The par-

ticipants were asked to say out loud what they are thinking about when solving
problems.

. Results of the evaluation, including open issues and comments obtained during the

think-aloud session, were documented.

. To obtain final feedback, at the end of the evaluation, each participant received a

short questionnaire (see |Appendix D) about the whole process of evaluation.

. Collected during the evaluation data is then discussed and analyzed.

6.1.2 Analysis of Findings

All finding of the design patterns evaluation with four UX/UI designers are divided
into three parts: findings from cards review (think-aloud), findings obtained during the
task-solving process (observation) and analysis of the final feedback.

During the cards review, following issues about design patterns were raised by the
evaluators:

For the ‘Privacy Language’ cards, the experts mentioned that it is hard to under-
stand this pattern since examples chosen for this card represent different situations:
“It would be nice to know which wording is good and which is bad for the same
situation.”

It was not clear for the experts what is meant in the pattern ‘Redirected Privacy’:
“ Firstly, you ask people not to redirect users to another website for the privacy
policy, then, you ask them to include a link to go back to your website.” It was
recommended to rethink about the wordings for this card.

The card ‘Double opt-in’ caused difficulty in its understanding: “This card has too
technical wording. Try to replace phrases such as ‘deployment list’ or ‘incentive
emails’ in a simple way.”

‘Simple Identification’ and ‘Informed Identification’ patterns were not clear for the
experts: “ What kind of identification process is represented here? Make it clearer.”

The ‘Purpose limitation’ card appeared to be very similar to the previous card
in this set: “The explanation of this principle is way too similar to ‘Lawfulness,
fairness, and transparency’ Designers can be confused with a difference between
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these two principles. The dark pattern for this principle is also not clear: why is it
bad?”

e The experts mentioned that the ‘Storage limitation’ pattern is misleading: “The
pattern that is given for this principle is misleading. Some other better examples
for this principle can be found.”

e GDPR principles require negative examples as well: “Showing only light patterns
for some principles is not enough. For example, it is understandable what is a good
example of data minimization, while it is not absolutely clear what should not be
done.”

All issues collected during the cards review will be taken into account for further cards
improvements.

The task-solving part of the evaluation was successfully completed by all participants.
However, since all participants already had experience in similar issues, it is difficult to
say if the review of cards helped to solve evaluation tasks or the experience that each
participant has.

The final feedback gathered from the participants includes discussion about navigation
issue, visual language and suggested improvements.

Regarding the navigation issue, participants mentioned that cards are well grouped and
completely fit each category: “It is good that when I just need to design a compliant
cookie banner, I quick look to the table of content, and I have a card (or cards) I need
for this.” The question about having references to the GDPR Articles was answered
positively, however, three of four participants told that they would probably not need it.

Regarding the visual language of the cards, one participant suggested that in addition to
color labeling some symbols can be used: “Adding the icons to each category of the cards
would make cards accessible for people with poor color vision.” Besides, other participants
considered the visual design of cards clear and consistent: “Some patterns do not even
need explanation text, you just have to look to the visual pattern and everything is clear.”

Regarding improvements that can be made in the future, the participants suggested
that “It would be useful to have an online version of the cards, maybe with more detailed
examples.”

Altogether, the findings of design evaluation appeared to be well promising: from the one
side, evaluation helped to validate the usefulness of the design patterns and understand
how designers can apply cards knowledge to develop their online websites; from the other
side, expert feedback has delivered a range of ideas of how created design patterns can
be improved in the future.
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6.2 Evaluation of the GDPR Compliant Web Prototype

The purpose of the evaluation of the GDPR compliant website is to define how easy and
intuitive are implemented design patterns for end users. This stage of the study plays
a significant role since the users are the data subjects for whom privacy-friendly online
systems are designed. The results of the evaluation will be used to analyze how users
understand and interact with the privacy-friendly online system.

6.2.1 Web Prototyping

Prototyping is an essential part of any digital design process. It helps to simulate designs,
explore different user experiences, and test user journeys and user flows within the
projects. The goal of the website prototyping described in this section is to conduct a
qualitative usability testing with the end users. The task is to gather opinion from the
users and to understand if the practical application of created design patterns is clear.

Before starting the prototype process, five use cases for usability testing were defined.
Each use case represents a user flow (task) that has to be completed by the user during
the evaluation process. The description of use cases and their user flows (main and
alternative) are represented below.

Use case 1: Cookie Settings (See the flowchart in Figure 6.1)

You visit a website and you would like to receive a relevant advert on the website. To do
so, the website needs to use Advertisement cookies. You need to find out how to allow
the website to use Advertisement cookies.

Later, you decided that you would like to experience less targeted advertising. You need
to find how to revoke your consent.

Use case 2: Cookie Purpose (See the flowchart in Figure 6.2)

You are curious what are the purposes of the cookies that the website uses. You need to
find out what is the purpose of Advertisement cookie with the name ‘Google Analytics’.

Use Case 3: Privacy Concerns (See the flowchart in Figure 6.3)

You would like to contact the service about your privacy issues. You need to find out
how to do this.

Use Case J: Newsletter Subscription (See the flowchart in Figure 6.4)

You would like to subscribe to a company newsletter. Before you do so, you want to be
sure that you can cancel your subscription any time. You have to find the information
about how to unsubscribe from the newsletter before you sign up.
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Start: User opens the website

}

Cookie banner appears

J

User clicks ‘Customize
Settings’ on the Cookie banner

l

Cookie Settings overlay
appears

]

User turns ‘Advertisement’
cookies on

]

User saves settings and closes
the window

1

User selects ‘Cookies’ button to
open the cookie banner

!

Cookie Settings overlay
appears

|

User turns ‘Advertisement’
cookies off

l

User saves settings and closes
the window

|

End

Figure 6.1: User flow of the ‘Cookie Settings’ case

Start: User opens the website

l

Cookie banner appears

|

!

User clicks ‘Customize
Settings’ on the Cookie banner

|

Cookie Settings overlay
appears

|

User navigates to the
‘Advertisement’ section

l

User finds purpose of
‘Google Analytics’ cookies

} }

User clicks ‘Cookie Notice’ link

User scrols to the footer e ey

l

User clicks ‘Cookie Notice’ link

L
v

‘Cookie Notice’ page appears

}

User navigates to the ‘What
cookies we use’ section

l

In the table of cookies, User
finds purpose of
‘Google Analytics’ cookies

¥
End

Figure 6.2: User flow of the ‘Cookie Purpose’ case with 3 different scenarios
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Figure 6.3: User flow of the ‘Privacy Concerns’ case with 2 different scenarios

Figure 6.4: User flow of the ‘Newsletter Subscription’ case with 2 different scenarios

Start: User opens the website

}

}

User scrols to the footer

User selects ‘Contact’ in
the top menu

|

l

User clicks ‘Privacy Policy’ link

Contact Page with searched
information appears

|

‘Privacy Policy’ page appears

}

User navigates to the ‘Privacy
Concerns’ section

l

Page with searched information
appears

]

End

Start: User opens the website

|

|

User scrols to the footer

User selects ‘Newsletter’ in
the top menu

|

|

User finds the ‘Subscribe for
Newspaper’ form

Newsletter page appears

|

|

User selects the link ‘Read how
to unsubscribe’

User selects the link ‘Read how
to unsubscribe’

l

}

A pop-up window with searched
information appears

A pop-up window with searched
information appears

End
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Use Case 5: Identification (See the flowchart in Figure 6.5)

You are on the page with a request to erase your data from the system. In this step, you
are asked to verify your identification by uploading a copy of your passport. Find out
how your passport copy will be processed and stored.

Start: User opens the
Identification page

l

User scrolls down to the ‘Upload
your passport copy’ field

l

User selects ‘information about
privacy’ button

|

User is given a message with
necessary information

|

End
Figure 6.5: User flow of the ‘Identification’ case

After the use cases and user flows were defined, a visual prototype (see Figure 6.6) was
created by the combination of tools such as Sketch, Invision, and Craft Plugin. While
Sketch is used to create a skeleton and design of the prototype, Invision provides its users
with the possibility to make interactive workflows for usability testing.

The complete wireframing for usability testing is represented in Appendix ElL In the
following chapter, the usability testing with end users will be conducted and analyzed.

6.2.2 Usability Testing

To evaluate the web prototype created in the previous section, three participants — end
users — were chosen. The method of the evaluation can be described as informal qualitative
usability testing (see Figure 6.7)), with open questions interview (see Appendix F) and
the think-aloud technique. Each participant received the online web prototype and five
tasks to test it (see Subsection 6.2.1). During the assignment, the participants were
asked to comment on their actions and explain why they are solving the task in that way.
To get final feedback, at the end of the assessment, the participants were asked to share
their thoughts and feelings about the privacy-friendly level of the website that they have
evaluated.

For further analysis, the usability testing was documented by screen capturing and audio
recording.
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e ABOUT  WORK  MEWSLETTER  cONTACT
Lo s ram
S

WE ARE A FULL SERVICE

DESIGN STUDIO

Lerem ipsum delor 391 amet, contectetur adipiscing elit. Mauwris
Tawscibus, Mmagaa 3 venenatis congue, neque srcu iaculis lorem, vel
POFTIROS RUMsE mi nan magna.

WHAT WE OFFER

Cras nisl nisi, ornare quis fringilla sit amet, euismod nec felis. Sed congue arcu eu
dollor fermentum, consequat blandit erat vulputate.

Cookies x
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Figure 6.6: Visual prototype of GDPR compliant website

6.2.3 Analysis of Findings

Usability testing with end users presented interesting results. All participants completed
given them tasks, however, they followed different scenarios to do it.

Regarding the task ‘Cookie Settings’, two participants were quick to find how to configure
the cookie choice from the cookie banner, while third participant automatically closed this
banner and was searching for the cookie notice link in the footer of the page. Interestingly,
that after closing the cookie banner immediately, this participant was unable to find how
to reopen it: “I thought that this cookie button is an element of the design and did not
realize that it has cookie settings function.” Furthermore, to close the cookie banner, this
user clicked ‘Accept’ button without paying attention to the other options: “I got used
to the banners where there is only button ‘OK’ or ‘Accept’. Because of this, I am not
paying attention to other options, I just click the familiar button in order to close this
pop-up as soon as possible.” Such behavior shows that ‘careless’ users should be provided
with even more noticeable messages and motivation to read them. Another participant
mentioned that now knowing that this function to set up cookie choice exists, he will pay
more attention to it and will try to customize his consent when it is necessary for him.
All participants were confused about ‘Necessary cookie’ toggle button (see Figure 6.8):
“It is mot clear what cookies are already on and why, for example, necessary cookie cannot
be switched off. If they don’t collect my data, this information should be highlighted. I
would also suggest not to do them with toggle button, since it is disabled anyway.”
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Figure 6.7: Usability testing process

During the ‘Cookie Purpose’ task, two participants were searching for the Cookie Notice
page, while third one went to ‘Customize Settings’ window from the familiar sticky cookie
button. For one user, however, it was unclear what the information near type of the
cookie represents (see Figure 6.8): “I did not understand that this was a purpose of
cookies written there. To have some label or pointing on it would be nice.”

To complete ‘Privacy Concern’ task, all of the participants selected menu item ‘Contact’
even thought, contact form about privacy concern was also represented on the Privacy
Policy page: “Maybe I would go to the Privacy Concern page when I am already in
the Privacy Policy. Otherwise, it is easy to find this function in the general contact
information.”

‘Newsletter Subscription’ task caused no difficulty in its solving. Participants, however,
mentioned that they never pay attention to unsubscription function: “It is pretty clear
for me that I can unsubscribe from a newsletter directly from company’s emails.”

During solving ‘Identification’ task, the participants did not understand ‘privacy’ icon
with a lock (see Figure 6.9): “I do not understand what this icon means. It felt for me
more like I want to lock some data rather than get information about it. In my point
of view, a recognizable i’ or ‘2’ button would make more sense here.” This feedback,
however, is only partly true. The idea to introduce the privacy button is that this button
would not be mixed with information message. Thus, for example, if a user needs to
know what format of a document he or she can upload (PNG, JPG, etc.), info icon will
provide them with this information. When a user needs to get information about privacy
issues — privacy button is placed for this purpose.
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" Customize Cookies X

( Necessary These cookies are required for the basic functionality of the website, they
don't collect any personal data and can not be disabled.

Functional These cookies serve to improve or extend the functionality of the website
for you.

Cookie notice
Saves the confirmation of the cookie note.

Advertisement  We use marketing cookies to gain useful insight into how our sites are
used so that we can continue to improve them.

Google Analytics ID
Registers a unique ID that is used to generate statistical data
about how the visitor uses the website.

Krux

This cookie registers a unigue 1D across multiple devices that
identifies a returning user. This helps us to provide more relevant
information through different data points and to create a more
valuable user experience. As a result of consent, third-party
cookies are set, for which only the entire agreement can be

Cookie Notice Save Preferences & Close

Figure 6.8: Customize Cookies window with disabled toggle button for Necessary cookies

Email* Phone Number*
Passport copy*
Upload We ask for your photo to identify you. The photo
will be erased after your identity is verified.
Request Type*

Please select...

Figure 6.9: Part of Identification form with the privacy button and information text

Findings from the interviews have shown that end users need to receive more attention
to their privacy: “I think that a privacy-friendly website should be a website that catch
my attention to my privacy. For example, some banner with a button ‘Watch what will
happen to your data’ or some introduction message where it states what happens to my
data, etc.” It means, that it is not enough to a GDPR compliant when users have no
idea what are cookies and why do they need to turn them off or on. Users tend not to
pay attention to their personal data, they avoid messages regarding their privacy and try
to get rid of them as soon as possible. From the other side, one participant stated that
after this usability testing, his level of awareness about privacy issues increased, that
means that now he will pay more attention to what is going on with his data online.
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Overall, the participants have provided positive feedback about the privacy-friendly
prototype. They highlighted its transparency and easy-to-understand approach: "I liked
your prototype. It was easy to find information that I needed. No hidden texts or tricks, it
is clear what the website collects and for which purpose. I like the idea of having the sticky
button that is always available and some useful links where I can find more information
about my privacy."

6.3 Final Improvements

Basing on the feedback gathered from UX/UI designers and end users during the
evaluation process, the following changes in design patterns were made:

1. To make cards more distinguishable and accessible for people with color blindness,
icon labeling was added to each category of the cards (see Figure 6.10)

2. The content of the cards that were mentioned as being too technical or misleading
was changed

3. Misleading and confusing design patterns were corrected regarding to the given by
end users recommendations

4. New visual patterns for GDPR principles such as Purpose Limitation, Data Mini-
mization, and Storage Limitation were created

1. Go to Privacy Policy 1. Transparent Cookie Policy

@ 1. Asking for Data

1. Lawfulness, Fairness, and Transparency 1. Accessible Content

Figure 6.10: Icon labeling of the categories

To sum up, the improved card deck ‘Designing for Privacy’ represents clearer and visually
more understandable concept of how to make an online product GDPR compliant. The

final version of the card deck ‘Designing for Privacy’ is represented in
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CHAPTER

Conclusion

This chapter summarizes the results of the thesis and all the insights we gained during the
design and evaluation process. We will start with the discussion of possible alternative
solutions and critiques to our approach in Section 7.1. Then, we conclude our findings in
Section [7.2. Finally, we define limitations and possible improvements for future work in
Section [7.3.

7.1 Discussion

In this section we will discuss the experts’ and users’ feedbacks gathered during the
workshop and design evaluation; we will review and reflect to the suggested alternative
solutions.

Firstly, given that the focus of this thesis was on creating an aid for UX/UI designers there
is a possibility that other effective approaches and techniques can be applied. As it was
reviewed in Chapter 2 and pointed during the workshop with privacy and UX/UI experts,
existing software solutions (templates, plugins) are developed to offer online businesses a
variety of options to make their online products compliant. Some companies even offer
a personal assistant that will guide organizations through the process of guarantying
GDPR compliance. This approach, however, is quite expensive and does not pay off for
small organizations. Furthermore, using similar templates for the privacy concerns, can
intensify the problem of reducing the attention of users. In other words, by seeing the
same pattern of a cookie banner on every visited website, the likelihood that users ignore
information written there would be higher.

Secondly, one of the experts suggested the concept to have an online privacy generator
to design a compliant online product. If a designer is interested in creating a cookie
bar, he or she can set up their settings and the program will generate a compliant
cookie bar. Without a doubt, this solution is more effective and less time consuming
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than the use of design patterns. However, such an approach does not provide designers
with understanding why it has to be done in that way. In addition, similar to the
previous approach, suggested solution can make the web monotonous and privacy issues
unremarkable.

Another discussion was focused on user’s privacy and possible tools that can help users
to protect their data. These include, for example, special applications that search and
delete cookies on user’s devices. Thus, users will not be tracked even if a website uses
cookies without user’s consent. Another example can be a software that checks if a visited
website does not violate user’s privacy. It could also provide users with the possibility to
set up their privacy preferences once for all websites they visit. These listed examples,
however, focus on how users can protect their personal data, and not on how to make
the Internet in such a way that additional data protection is no longer required. Imagine
that instead of trying to prevent and solve crimes, the police ask people to stay at home.
It should not work in a way that only those users who have special software can be sure
about their data safety. From the other side, the idea to have a function where users can
set up a level of consent can be quite useful. For example, a user can specify that he
or she does not want to share advertisement cookie with any of websites. This setting
would reduce the amount of time a user would need to spend on setting up cookie choice
at each website he or she visits.

Finally, the richest discussion of the research was related to the users’ awareness. The
findings from the workshop (see Section [3.4) and usability testing (see Subsections 6.1.2,
6.2.3) have shown that people do not pay attention to their privacy. Due to the ubiquitous
technologies, they may not even be aware of privacy choices they make. They do not
know and are not even interested in how their personal data are collected, stored and
processed. People tend not to read a provided privacy policy; they agree with the use of
their personal data for different purposes without recognizing potential risks related to
information disclosure. This problem is well represented in the study [60]. The author
underlines that since privacy harms may be invisible and not tangible, it is difficult for
people to understand possible outcomes or risks of privacy decisions they make. The
author suggests that “/...] it is necessary to gain a better understanding of people’s privacy
decision-making process. This will enable the building of better privacy choice architectures,
providing people with transparent, easy to understand privacy information compliant
with legal requirements, such as the GDPR, that may improve people decisions and risk
awareness.” However, this situation does not question the need to create compatible
online products, but it raises the necessity to be transparent and understandable to people
and to motivate them to be aware of the choices they make regarding their personal data.

In general, the suggestions and alternatives provided to the process of ensuring compliance
of an online product are reasonable and understandable. However, the effectiveness of
the approach used in this thesis is valid, as it was proved during the expert and end user
evaluation.



7.2. Summary

7.2 Summary

This thesis outlines the approach to properly understand the General Data Protection
Regulation, to design and evaluate the aid to support UX/UI designers in making
compliant online products.

As the start point, we reviewed already existing approaches to achieving GDPR compliance
in Chapter 2. We discovered the issue of user privacy on the web and defined advantages
and disadvantages of existing solutions that can support businesses in achieving GDPR
compliance.

We moved to the process of understanding the GDPR in Chapter 3. The results from
the stage of examining the law (see Section 3.1) helped to define key issues of the GDPR
such as its principles, terms ‘privacy policy’, ‘consent’, ‘cookies’, and rights of the data
subject. In order to consolidate knowledge and to deepen an understanding of how to
design privacy-friendly systems, we conducted the workshop with privacy and UX/UI
design experts in Sections 3.2}, 3.3. The findings of the workshop analyzed in Section |3.4,
helped to define a set of dark and light patterns that could be used to explain key issues
of the GDPR to designers. These findings also brought us closer to the understanding of
the structure and content of the card deck.

Chapter 4] represented the paper prototype of the card deck ‘Designing for Privacy’ and
its evaluation. Having started with defining what is a creativity card deck and design
patterns, we extended our research by analyzing the existing toolkits. The results of
the review provided us with relevant information about the structure and formation
of toolkits, that further influenced the ideation process. Created in Section |4.4] paper
prototype with 32 cards was then evaluated by two privacy experts in Section 4.5. The
minor changes pointed by the experts were related to including a few new patterns, and
to adjust some misleading once.

The following Chapter |5/ described the process of designing the patterns. Initially, we set
up the layout in Section [5.1 Then, in order to achieve the consistency in design of cards
and significantly simplify the design process, the asset library for card deck ‘Designing
for Privacy’ was created in Section |5.2. It included a collection of vectors, icons, images,
color palettes, fonts, and other design elements. Ultimately, we suggested the style of the
cards and designed 42 patterns in Section 5.3, and created an information sheet and a
case in Section 5.4.

To understand if created design patterns work, two types of evaluation were conducted
in Chapter 6. First evaluation included the deep review of cards by UX/UI designers in
Section 6.1. The results of this evaluation demonstrated the validity and usefulness of
the design patterns. They also delivered a range of ideas of how created design patterns
can be improved in the future. For the usability testing in Section 6.2, participants were
presented with the prototype of the privacy-friendly website. The aim of this evaluation
was to define if end users could understand what was designed and could easily find
necessary information about their privacy. The results of the user evaluation showed
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that different users chose alternative scenarios to complete the same task. It means,
that privacy-friendly systems should take into account different behavior patterns. This
chapter concluded with making final improvements of the design patterns basing on the
gathered experts’ and end users’ feedback in Section 6.3l

As a further step, in the following section we will discuss limitations of the project and
highlight improvements for future work.

7.3 Limitations and Future Work

Although the designed card deck was positively evaluated by the privacy experts and
UX/UI designers, and successfully tested by users, our work clearly has some limitations.
Foremost, created design patterns represent recommendations and do not have legal force.
They can be used as a guide during the design process, but not as an official document to
refer to. Nevertheless, the card deck can be the first step in introducing the explanation
to the law in an explicit and understandable way, with the use of visualized positive and
negative examples.

The second limitation lies in the fact that this thesis aims to create GDPR compliant
and privacy-friendly online systems, but does not enhance users’ motivation to take
more care about their privacy. From the one side, users are provided with all necessary
information about storing and processing of their data; from the other side, it ensures
that in spite users do not care about their privacy concerns, their rights will not be
violated. In the future, it is necessary to gain more experience in understanding people’s
privacy decision-making process. The deeper study of user behavior would improve our
understanding of how to design the systems that will increase users’ awareness and trigger
them to think about their decisions.

Design patterns suggested in this work, demonstrate how to design privacy-friendly
websites for the desktop and do not take into account responsive design. Thus, some
solutions that apply for the desktop could not work for the mobile version of the site.
However, this limitation is expected to be examined and solved in future work.

Finally, despite the fact that each card is supported by visual examples, their number is
limited to two. There are definitely situations in which more detailed examples could
make more sense and explain the GDPR aspects better. This limitation, however, can be
solved in future work by digitalizing hard copy of cards into an online format with an
expanding number of examples. Another reason to consider an electronic version of the
cards is that it can include a wiki community to discuss and improve the cards.

To sum up, there is always room for improvements, but we believe that our research will
serve as a base for future studies on creating privacy-friendly online products.
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Appendix

Appendix A: Use cases for workshop discussion

Use Case Examples to discuss

Transparency

1. Transparency via introduction Example A: at the beginning the light
message box with intro about transparency appears.

A user visits a web site.

It says: "We care about your privacy’

Privacy Policy

2. Find a Privacy Policy (Location)
A user is interested in privacy policy of
the web site he visits. He or she wants to
find the page that will tell him/her more
information about privacy issues of the
website.

Example A: A sticky button on the bot-
tom of the page — fast access to the privacy
policy any time.

Example B: A user can barely find pri-
vacy policy in the footer.

Example C: Quick privacy issues in a
footer and links to Privacy and Cookie
Policy.

3. Privacy Policy overload

A user goes to the Privacy Policy page
of the web site in order to find out more
information about his or her privacy.

Example A: Privacy Policy as overlay.
Example B: Privacy Policy as a new page
of another web site.

Example C: Privacy Policy structured.
Example D: Privacy policy on the web
page without Table of contents.
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Cookies

4. Turn off cookies (opt-in)

A user visits a web site. He or she does
not want to share his or her cookies data
with this web site, he or she wants to know
how to turn cookies off.

Example A: Pop-up window with ability
to accept/customize cookies.

Example B: Pop-up window with ability
agree/disagree all cookies.

Example C: Classical cookies message
with explanation how to turn off cookies
in your browser.

5. Change a decision (opt-out)

After turning off all cookies a user wants
to share some of them to make an online
service more personalized for him/her.

Example A: A sticky button opens the
overlay where a user can set up cookies
any time.

Example B: Cookie settings are accessi-
ble from Cookies Notice page.

6. What cookies and who has access
to them

A user wants to know with whom (third
parties), what data, how long, for which
purpose this data is shared. He or she
wants to set it up manually.

Example A: Giving a list of third parties
with short info about each company.
Example B: All purposes of data collec-
tion and third parties are selected by de-
fault.

Example C: All info about each cookie
that is collected.

Consent

7. Subscribe for a newsletter
A user is interested in news/updates about
online resource he or she visits.

Example A: Two-step subscription. Huge
text with privacy issue to consent directly
near a checkbox.

Example B: One-step subscription with
a direct link from the startpage. Checkbox
with a link to Data Privacy explanation
that a user has to consent.

8. Newsletter settings

A user would like to set up what infor-
mation he or she would like to receive by
email.

Example A: All categories are included
automatically, no possibility to change it.
Example B: A user can select topics he
or she is interested in. By default, however,
all topics are already selected. User has
to uncheck every item he or she is not
interested in.
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9. Newsletter withdraw
A user wants to unsubscribe from the
newsletter.

Example A: (Indirect) withdraw of con-
sent on the webpage Service — Newsletter —
Newsletter unsubscribe.

Example B: Withdraw of consent direct
from Newsletter or from settings in user
account.

Manage Personal Data

10. Manage user data

A user wants to know what of his or her
data is stored and get a copy of his or her
data 'to go’

Example A: Manage user data in icloud
service. Get a copy of user’s data within 1
week.

11. Erase user data
A user wants the company to remove all
his or her data.

Example A: GDPR Data Request Form
Template Online.

Example B: Delete my account/data:
written and signed request template.
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Appendix B: Asset Library

1. Color Palette

2. Font Hierarchy

Name of Card - Kohinoor Bangla Bold 16/20

Category - Kohinoor Bangla Bold 14/18
Aspect of the card - Kohinoor Bangla Semibold 12/15

Explanation - Kohinoor Bangla Reqular 12/15

Example description - Kohinoor Bangla Regular 10/12

Article - Kohinoor Bangla Semibold 8/10

3. Icons

®@® OO XvESD

4. Frames
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5. Content
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6. Forms & Navigation

CEEE—— v  c—
aEEE—— 0 CEEEEE———
January 1, 2019 n January 1, 2019 n
January 1, 2019
May 25, 2018
W —— G N

Upload photo —

7. Additional Elements

alSO USe Cu
«entify a device,
rity reasons.
For more informatii Zoomed in Link
our Privacy Policy.
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Appendix C: Use cases for design patterns evaluation

Use Case

Task

Privacy Policy

1. Privacy Policy Text

You are given a ‘Privacy Policy’ text with
a large volume of content to place on the
web page.

Suggest changes in design of the page in
order to make the privacy policy more read-
able for users.

2. Data Breach

Your website was hacked, it is likely that all
personal data such as emails and passwords
of your customers were stolen.

Inform users about data breach. Suggest
measures that can be taken to make users’
data safe.

3. Redirected Privacy

A user of your website would like to read
more about privacy policy. He or she clicks
the link ‘Privacy Policy’ and is redirected
to the another web site.

Discuss the situation with redirected pri-
vacy link. Suggest a solution to how to
make users aware where they are?

Cookies

1. Cookie Consent
Your web site uses different categories of
cookies: essential, functional, marketing.

Inform users about cookies you use. Sug-
gest a cookie banner, so users can configure
their cookie choice.

2. Third Party Cookies
Your website shares users’ personal data
with third parties.

Discuss given examples of ‘third party
cookies’ representation. Suggest the solu-
tion to inform users about all third parties
you share data with in a transparent and
user-friendly way.

3. Withdrawable Cookies

A user of your website firstly accepted the
use of all cookies on your web site. Now,
however, he or she would like to decline it.

Make it easy for users to find how they
can withdraw given for cookies consent.
Suggest a solution to where the withdrawal
can take place in order user could easily
find it.

Forms and Consent

1. Informed Consent

You are planning to provide your users
with the possibility to request a DEMO of
your system.

Suggest a privacy-friendly DEMO request
form. Notify users what happens to their
data provided during the request.
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2. Question of Choice
You are given 3 solutions to newsletter
subscription form.

Discuss given solutions and suggest an op-
timal solution to the subscription form.

3. Withdrawable Consent

A user of your website subscribed to your
newsletter, but then moved out to another
country. Receiving this newsletter is not
more relevant for the user.

Suggest an easy way the user can unsub-
scribe or configure his or her newsletter
settings.

Manage Personal data

1. Privacy Concerns
You are given 3 examples of Privacy Con-
cerns provided by different web sites.

Discuss given solutions and suggest an op-
timal solution to the privacy concerns.

2. Data to take away
A user would like to know what data about
him or her is stored on your service.

Suggest and describe a flow how the user
can get an overview of all data you store
about him or her.

3. Identification

A user of your website would like to change
his or her contact data since it is not rele-
vant anymore.

Suggest a simple identification process that
the user have to complete in order to send
a ‘data change’ request.




Appendix D: Interview questions for the design patterns evaluation

Appendix D: Interview questions for the design patterns
evaluation

Block 1: Understanding of patterns

e How clear and understandable are patterns? Did you have any problems while
reading design patterns?

¢ Would it be easy for you to design a GDPR compliant website with the help of
these design patterns?

e What do you think about the explanation text of the design patterns? Does it help
to understand them better?

e How do you find idea to have bad and good design patterns?
Block 2: Navigation

o How easy it is to navigate via different categories? Is the structure of the card deck
clear?

e How would you start to use them? Reading one after each other or by selecting
cards that answer your concrete questions?

e« Would you use reference to the Article to read more information about some
aspects? Do you find these references useful?

Block 3: Visual language

e What do you think about visual language of the patterns in total (fonts, icons,
colors)? Have you noticed some design problems, inconsistency etc.?

Block 4: Feelings and Improvements

o What are your feelings about using these patterns while designing an online product?
Do you find it useful?

o Is there something that can be improved?
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Appendix E: Wireframing of the Visual Prototype of the
GDPR Compliant Website

Figure E1: Use Case 1: Cookie Settings

U1 Cookie Settings U1 Main Screen U1 Closed Cookie Banner

U1 Cookie Settings Off
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Appendix E: Wireframing of the Visual Prototype of the GDPR Compliant Website

Figure E2: Use Case 2: Cookie Purpose

U2 Cookie Closed U2 Cookie U2 Cookie Purpose

DESIGN STUDIO
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Figure E3: Use Case 3: Privacy Concern

U3 Privacy Link U3 Privacy Policy

CREATIVE

When you use our services, yauTe rustingus
with your nformaticn. We understand this is &

WHAT WE OFFER

e e s 8, . S g
[rET————————
et S e i, e

‘OUR LATEST WORK

Croni kom0
ey .

U3 Privacy Concern
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Appendix E: Wireframing of the Visual Prototype of the GDPR Compliant Website

Figure E4: Use Case 4: Newsletter Subscription

U4 Newsletter U4 Newsletter Info

DESIGN STUDIO

gt s s e s
[ ——————————"
[ee———

U4 Newsletter Form U4 Newsletter Form 2

93



APPENDIX

Figure E5: Use Case 5: Identification

U5 Identification U5 Identification Message

o s wom  wevaemn  comer Q. wwe s wow wewmemn ot Q

DATA ACCESS DATA ACCESS
REQUEST 7 REQUEST

Step 2/3: Identification Step 2/3: Identification
When you use our services, you'e trusting us with your When you use our services, yoite trusting us with your

information. We understand this is a big responsibility and work information. We understand this is a big responsibiity and work
hard o protect your information and put you in control. hard 1o protect your information and put you in control

R ek e ottt

oo o o o
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Appendix F: Interview questions for usability testing

Block 1: Cookie Settings

e« What do you think about a pop-up cookie banner? Would you ever set up your
cookie choice? How notable do you think this feature should be?

e« What do you usually do with information on cookie banner?
Block 2: Cookie Purpose

e Were you ever interested in how long and for which purpose websites are storing
and using cookies? Would you like to know more about this?

e« What are your thoughts about tab navigation inside Cookie Policy? Is it easy to
find what you are searching for in that way?

Block 3: Privacy Concern

e What is the easiest way for you to communicate with a web service about privacy
issues? Would you prefer to have a request form or other information to contact a
service?

Block 4: Newsletter Subscription

e While subscribing to a newsletter, do you pay attention to how unsubscribe from
this and what you are subscribing for?

e Do you check how provided by you personal data will be used after subscription?
Block 5: Identification

« Have you ever tried to delete your data/account? Could you share your experience?
Was is easy or difficult?

o Have you ever experienced an online identification process (to restore your account,
data, etc.)? Can you remember any complicated examples?

Block 6: Feelings and Thoughts

e How would you define privacy-friendly websites?

e What are your feelings about using privacy-friendly websites? Would you trust
them more?

Overall, how difficult or easy did you find each task? Evaluate each task from 1 to 5,
where 1 is 'very easy’, 5 is 'very difficult’.
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Very easy
1

1. Cookie Settings

2. Cookie Purpose

3. Privacy Concerns

4. Newsletter Subscription

5. Identification

Very difficult
5



Appendix G: Card Deck ’Designing for Privacy’

Appendix G: Card Deck 'Designing for Privacy’
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