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Abstract

The term Blockchain is currently on everyone's tongue. The technology is attributed partly revo-
lutionary, but also disruptive properties for a number of economic sectors. In the current discus-
sion, the purposes are usually narrowed to the keywords Bitcoin or Smart Contracts but they ac-
tually go much further. (PwC Deutschland 2017) This paper is dedicated to the evaluation of the
applicability of blockchains in the pharmaceutical supply chain in collaboration with the interna-
tional pharmaceutical company Boehringer Ingelheim.

The pharmaceutical industry, in particular the pharmaceutical supply chain in Europe, is a highly
complex, strictly regulated, GxP relevant and sensitive area that is currently undergoing tremen-
dous changes in terms of industry 4.0 or the product safety and serialization plan that was rolled
out by the EMA in a delegated act becoming effective beginning of 2019 (European Medicines
Agency 2016) to further eliminate counterfeits. Blockchains may be an answer to some ques-
tions and challenges the pharmaceutical industry will be confronted with in the near future. Since
the blockchain technology uses a decentralized database from technological point of view it can
take over many more functions that were not applicable to currently used centralized platforms.
Trust and transparency are created when platforms are non-manipulable and independent and
for this reason, blockchain technology can be even used to interact in certain processes without
any trusted third-party authority which saves time, a lot of paper and also money. Additionally,

the whole system becomes less vulnerable to manipulations. (Heinen 2017)

These are all important parameters in the pharmaceutical supply chain so blockchain might add
all these aspects to a new level. In order to provide concrete recommendations of actions a

model that helps identifying relevant processes for blockchain technology is developed.

Key Words: Supply Chain, Blockchains, Pharmaceutical Industry, PSS, Smart-contracts
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Executive Summary

What do diamonds and the pharmaceutical industry have in common? Certainly both industries
deal with finished goods that frequently become subject of manipulation or theft. Additionally, in
both industries it is of utmost importance to establish a secure and reliable supply chain that al-
lows tracing back the origin of processed goods to ensure a sustainable manufacturing process
in order to meet social and political standards and requirements. The only problem so far was
that no reliable technology existed that provided a secure but still transparent environment to
store and access product-related data. The answer comes from an unexpected area namely the
finance sector. Blockchains are the underpinning technology of the hyped phenomenon called
Bitcoin a cryptocurrency that has the potential to not only revolutionize the financial sector but
also many more industries. If a technology is reliable and secure enough to transfer money why
not applying the technology to other industries and processes as well that have similar high

standards and regulations.

Although being less shiny than the world of diamonds the thesis deals with the future applicabil-
ity of blockchains in the pharmaceutical supply chain. The pharmaceutical industry is facing
many challenges now but even more in the future for instance counterfeits, parallel trade and in-
creasing regulatory demands as well as higher complexity in cross-border shipments. Particular-
ly supply chain organizations must go through a change process to remain compatible in the fu-
ture. Generally, pharmaceutical supply chains are very complex and require a high level of secu-
rity, integrity and regulatory adherence. All those challenges seem solvable with the new block-
chain technology at the first glance since blockchains are the epitome of security and transpar-
ency. Blockchain technology itself is well examined in literature and journals however hardly any
intersection between blockchain technology and pharmaceutical supply chain organizations is
applicable. Additionally, due to the very limited public research and missing concrete proof of
concepts with advises for companies about how to make use and benefit from the technology,
pharmaceutical companies are struggling to find a process or area to start with. This thesis takes
up the problem of missing research in this particular area and aims to answer four different re-

search questions.

First, the main parameters that influence the application of blockchain technology as well as the
desired features of any new technology are explored. In order to answer this question, intensive
literature research is carried out but also interviews with experts either having a concrete busi-
ness or academic background are conducted. The second research questions aims to identify
the main internal and external process in pharmaceutical supply chain organizations that are po-

X



tential candidates for blockchain technology. In this course, a decision tree is developed that
helps companies in the future to identify suitable processes even without being too familiar with
blockchain technology. To deliver some concrete ideas how blockchains really could change
pharmaceutical supply chains, the third research question deals with the question to which ex-
tent and where exactly blockchains change processes. Again, intense literature review and in-
terview studies provide the required data to answer the questions. In addition, the burning ques-
tion about the explicit added value of blockchains is taken up. Lastly, the most significant obsta-
cles and limitations of blockchain technology are discussed and ideas about how to eliminate

and avoid risks are provided.

In general, the thesis is based on literature research however in order to at least partially close
gaps in available literature and to deepen the knowledge in certain areas, interview studies were
conducted as well. As this thesis aims to provide concrete actions for recommendation and have
a rather practical nature without jeopardizing the required academic standards, an additional

case study with a cooperation partner from the pharmaceutical industry is adduced.

The thesis proves that blockchain technology will most likely gain a considerable impact on
pharmaceutical supply chain organizations — and other industries or businesses — and should be
considered by respective stakeholders as an opportunity. However, the results of the thesis also
show that blockchain technology is still in an early stage and not yet mature enough to be blindly
rolled out in all areas without trading off opportunities against limitations. In order to profit from
blockchains in the future and gain a competitive advantage, pharmaceutical supply chain organi-
zation should identify and decide carefully on the applicability of blockchains in certain areas, us-
ing the introduced decision tree, and develop a clear strategy about how to roll out blockchains

and how to turn the technology into a value adding aspect.

To briefly provide a glance at the concrete outcome of the thesis; generally the advantages of
blockchain technology meet the requirements of supply chain organizations. The literature re-
searches as well as the interview studies state that privacy, security and internal reliability are
the most important features of any technology in the pharmaceutical industry. All three charac-
teristics are fulfilled by blockchain technology. Blockchain technology is beneficial to all process-
es that involve intermediates that shall be bypassed in the future as well as processes that re-
quire high data integrity. Moreover, blockchain technology is suitable for processes that involve
multiple remote partners that are lacking a trust base. It is also an interesting technology for pro-
cesses that deal with tracing and tracking proof of origins and transfer of rights and goods. In the

course of the thesis, the concrete case processes are clustered into financial and logistical sup-
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ply chain activities. The question of the added value to supply chain organization is difficult to
answer and certainly one of the biggest obstacles of blockchain technology. The available data
in literature is vague and predictions about monetary impacts of blockchain technology on supply
chain organizations must be treated with caution as it is difficult to quantify the added value of
companies based on the available information. Other advantages that can be obtained with
blockchain technology are increased transparency and traceability, higher level of automatiza-
tion and following reduced costs and raising operational efficiency, a reduction of falsified drugs
and theft as well as contract enforcement and management with the help of smart contracts plus
higher collaboration rates in end-to-end supply chains. The main obstacles and limitations of
blockchain technology are of different nature. Before being ready for a mass implementation,
some technological aspects must be improved. In addition, common standards are insufficient
and internal law is not yet aligned on blockchain technology. Besides the technological and leg-
islative aspect, the adaption rate of blockchain is fairly low mainly due to a missing proof of con-

cept and attractive blockchain offers by big stakeholders.

To sum up, blockchain is a promising technology across many different industries, particularly
meeting the demands of pharmaceutical companies and supply chain organizations. With its
practical nature, supported by a case study, the thesis provides a valuable input in research of

blockchain applications in the pharmaceutical industry that was so far rather blank.
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1. Introduction

1.1 Background
Blockchains, the technology underpinning the Bitcoins phenomenon, could revolutionize the
world economy and could lead to a change in paradigm. (Tapscott and Tapscott 2016) Although
the technology itself has been launched already ten years ago by Satoshi Nakamoto the econo-
my especially business outside the financial sector only slowly realizes what a break-through
technology blockchains are and how big the potential could be for other businesses.

Going more into detail the technology behind Bitcoins comes upon broad interest in different in-
dustries. Stakeholders in the pharmaceutical industry start becoming more and more interested
in the new technology, wondering whether it could help providing answers to ongoing changes
on the market for instances track and trace projects, anti-counterfeiting and smart contracting.
Since the blockchain technology has proven its usefulness and high level of security, one or the
other big pharmaceutical company is eager to join alliances with young start-up is in the block-
chain are in order to find customized technology-solutions. (Shirra 2017)

Why is the pharmaceutical industry, in particular interested in the new technology? Pharmaceu-
tical supply chains are failry complex and require a high level of security, integrity and regulatory
adherence. Companies are constantly looking for possibilities to increase the security without
raising costs. Especially the problem with counterfeits on the market and parallel trade is a big
problem not only for pharmaceutical companies but also for patients. “The WHO roughly esti-
mates that 10% of medicine worldwide is counterfeit and rises to 30% in emerging regions [...] In
addition to creating a security gap in the supply chain, the current infrastructure is also inefficient
in anticipating drug shortages or drug recalls - it lacks clear visibility into its inventory. (IEEE
2017) All those challenges seem solvable with the new blockchain technology at the first glance
since blockchains are the epitome of security and transparency. That’s why applying blockchain

technology to major supply chain processes can eliminate many severe risks.

A first attempt to contribute a solution to the above mentioned topic came from a joint venture
between Chroniclead and LinkLab, called the MediLedger project. Chornilead is a US American
technology start-up heavily involved into blockchain technology whilst LinkLab is a supply chain
consulting group. Both companies enlarged their project team by four big pharma and health
care heavyweights; Genetech by Roche AG, Pifzer, Amerisource Bergen Corp. and McKessen
Corp. Together they are aiming to create a new operating model for the supply chain 4.0 based

on blockchains in order to improve the security along distribution chains. (Lopez 2017) The ap-
1



proach is mainly influenced by the Drug Supply Chain Security Act enacted by the US congress
in 2013 and “outlines steps to build an electronic, interoperable system to identify and trace cer-
tain prescription drugs as they are distributed in the United States”. (FDA 2017) Although the Eu-
ropean Medical Agency has enacted a similar delegated act concerning the safety and serializa-
tion of prescription medicines that becomes effective already four years earlier than that in the
United States, no concrete, publicly accessible pilot project can be found in the European zone.
Since no data is available on this topic it can only be assumed that European pharma compa-
nies are more reserved with regards to changes or as Hofstede calls it Uncertainty Avoidance

whilst US companies dare more to experiment on a “green field”.

1.2 Problem Definition
Blockchains, as a technology itself, as well as blockchains in connection with supply chain man-
agement have been sufficiently examined in literature and journals however no intersection be-
tween blockchain technology and pharmaceutical supply chain has been subject of research
lately. Almost no data is available in the present literature about pharmaceutical companies that
are running pilot projects or enterprises offering customized solutions for pharmaceutical com-
panies. Currently only one big project is public where multiple big pharmaceutical companies
grouped up in USA in order to improve the security along the supply chain. (Lopez 2017) Even
though one single big project is running, the knowledge about concrete implementation possibili-
ties of blockchains is fairly limited in the industry. Leading experts in this discipline estimate that
it will take another five years of research and development until blockchain becomes applicable
in big pharmaceutical markets due to many challenges in the implementation. (Shanley 2017)
Due to the little public research in the area of pharmaceutical supply chain and the missing rec-
ommendations for action as condense of studies, companies are struggling to find a process or
area to start with. A simple, understandable, non-technological model that helps companies to
identify which processes can benefit from blockchains and how potential risks and hurdles can
be minimized is currently missing. To sum up, the technology is advanced and well-proven but
the practical use of blockchains especially in the European pharmaceutical supply chain is in its

starting stage.

1.3 Purpose
The general purpose of this thesis is to figure out the parameters influencing most significantly
the applicability of blockchains in internal and external pharmaceutical supply chain processes.
Based on the outcome of the first research phase, a general evaluation model shall be devel-

oped that will help the pharmaceutical companies to identify the processes on which block-chain



can be applied. In addition, the thesis aims to identify other internal processes or businesses
that could possibly benefit by implementing blockchains. In addition, the intention is to determine
all challenges and risks a pharmaceutical company could face when launching block-chain tech-
nology and how these obstacles can be reduced or eliminated.

The thesis contributes another aspect of blockchains focusing on their applicability in the phar-
maceutical supply chain, an area that has not been focused in previous research papers. The
outcome of the thesis is an evaluation model for the applicability of blockchain technology to any
process in the pharmaceutical supply chain which is rather a practical involvement in ongoing
researches. Since blockchain technology will only add value to the economy once it is usable for
daily business, companies are not interested in a research about the ultimate definition of block-
chains and a conceptual analysis but in recommendations for actions about how to apply block-
chains simply to the processes. Therefore the thesis with its evaluation model and first applica-
bility tests in collaboration with an international company will meet the market needs. Additionally,
the developed framework and qualitatively collected data in the interviews can help to challenge
existing theories and promote further surveys, broader case studies or future re-search papers.
Moreover, the developed evaluation model could be slightly adjusted and adopted to different
business areas and processes that are worth to explore possibilities to use blockchains in the fu-

ture.

1.4 Aim and Research Questions

In reference to the purpose of the thesis and the general research problem the paper deals with

the following research questions, aiming to meet the overall objectives:

RQ1: Which parameters influence the applicability of blockchain technology in major internal
and/or external supply chain processes in the pharmaceutical industry?

RQ2: What are the main processes in the pharmaceutical supply chain that would be subject of
the evaluation?

RQ3: How will processes be changed by applying blockchain technology and what is the added
value for companies?

RQ4: What are the most significant obstacles and risks for applying blockchains in the pharma-

ceutical supply chain management and how can they be removed?

1.5 Focus and Delimitations

This thesis will focus on the evaluation of the applicability of blockchains in internal and external

major supply chain processes in the pharmaceutical industry only. However, it will pro-vide an

3



outlook to which other internal processes and businesses blockchain technology could be ex-
tended as well. As the emphasis of the thesis lays on the applicability of blockchains from a
business point of view rather than a technical one, the thesis will only provide a perfunctory ex-
planation about the underlying blockchain protocols and technological specifications, sufficient to
understand the further context of the thesis. For more detailed information about the technology
behind blockchains, it is recommended to read for instance Nakemoto’s White Paper. (Nakamo-
to 2008) All analyses and provided results remain of theoretical nature as the time limitation of
the thesis did not allow to run proof-of-concept such as a blockchain pilot in a specific pharma-
ceutical company even though the thesis includes a case study. The case study itself only at-
tempts to answer the underlying research questions from a business point of view in order to

add another more practical facet to the academic framework.

1.6 Thesis Outline

The thesis consists of seven chapters in total. Figure 1 Thesis Structure illustrates the frame-
work and hence the guiding thread of the thesis. Close inspection reveals not only the structure
of the thesis but also the focus of each chapter as well as how the content of each section is re-

lated to each other.

Whilst the first chapter serves as an introduction to the research matter, providing information
about the research problem, purpose and status quo, the second chapter explains the applied
methods and critically reflects upon the thesis’ approach. The third chapter deals with the thesis’
frame of reference. It classifies the pharmaceutical industry, supply chain management and
blockchain technology from an academic point of view. Moreover, it provides an overview and
advantages and disadvantages of blockchain technology. The chapter aims to provide an under-
standing about the research object and paves the way for the fourth chapter. This chapter deals
with business sectors that appear to be promising candidates for successful blockchain applica-
tions. In this context, besides the pharmaceutical industry, a special focus is put on the finance
sector, as the origin of blockchain technology and the chemical industry, a very similar business
environment to the pharmaceutical one. It aims to identify similarities and possible synergies of
blockchains in different business sectors. In order to gain first-hand information, several inter-
views are conducted whose results are incorporated into the discussion. The fourth chapter
closes with an outlook about how the industry will most likely deal with the hype of blockchains.
The fifth chapter fully concentrates on the underlying case study. First of all a description of the
company is provided. Afterwards, the chapter attempts to establish concrete recommendations
for action on how blockchains could possibly be implemented in the future. The main source of

implementation results from a subject-related interview with a collaboration partner. The sixth
4



chapter combines the research findings and condenses the results gained throughout the pre-
ceding chapters by answering the research questions explicitly. The final chapter critically dis-
cusses the results of the thesis but additionally, reflects upon the contribution to research and
limitations faced. It also provides an outlook about possible future research topics that arise from

the thesis.

Chapter 1: Introduction *  Backrgound and Problem Definition
*  Purpose and Scope
*  Thesis Framework

Chapter 2: Methodology and Design +  Literature Review
* Research Design
* Interview Guideline

Chapter 3: Frame of Reference »  Pharmaceutical Industry Profile
»  Supply Chain Management
*  Blockchain Technology

Chapter 4: Applications of Blockchains +  Blockchains in different Industries

*  Semi-structured Interviews
*  Pharmaceutical Industry

Chapter5: C Stud
apter ase Study . Semi-structured Interview

. Recommendations for Action

Chapter 6: Analysi
apter nalysis »  Summary of Research Findings and

Results

Chapter 7: Conclusion »  Discussion
»  Contributions and Limitations
. Future Research

Figure 1 Thesis Structure



2. Methodology and Design

The second chapter deals with the applied methodology and design of the thesis. Each of the
three sub-chapters describes the purpose of selected methods as well as the procedure of con-
duction and the way of documentation. When determining appropriate research approaches and
methods, it all comes down to “using the time and other resources in an efficient manner in order
to be able to create as much new knowledge as possible”(Bjorklund and Paulsson 2014) limited
by factors such as existing data, time, financial sources and access to knowledge. As the thesis
aims to target a specific research problem, it is not sufficient to solely review secondary data but
to create a base of primary data in particular by conducting interviews with experts.

Whilst the section Literature Review draws a focus on opportunities, challenges and gaps in cur-
rent literature and research, the second section Research Design presents a high-level plan of
the logical research structure finishing with a critical reflection of applied methods and quality of
the study in the chapter Critical Reflection.

2.1 Literature Review
First of all, general literature related to the topic of the thesis was reviewed in order to under-
stand the available knowledge in the research field, the complexity and possible underlying theo-
ries. On one hand the literature review aimed to provide a broad overview about characteristics
of blockchain technology, the pharmaceutical sector and its special supply chains, on the other
hand, the literature review step reveals gaps in current research and addresses open points to

be further explored during the thesis.

Due to the novelty of the thesis’ topic and the fact that basically daily new developments, ideas
and research findings are published, the main challenge throughout the literature review was
keeping up with the pace of research and always referring to the latest publications while meet-
ing academic requirements. Therefore the literature review was meant to focus mainly on journal
articles and conference papers. Books were rarely used due to the risk of containing outdated in-
formation since developments in blockchain technology happen frequently and rapidly. Regard-
ing the quality of consulted journal articles and conference papers it has to be mentioned that
mainly Google Scholar, SSRN, Research Gate and search system from the University of Tech-
nology Vienna were employed. The results were entered and managed in a search diary, techni-
cally supported by Citavi*. The list of references was narrowed down in a multi-step approach,
filtering out low-quality and outdated sources as well as those that focused solely on technologi-

cal and mathematical aspects of blockchains. Afterwards the sources were clustered and rated

! Reference management program.



by their trustworthiness and relevancy, applying the criteria of VHB-JOURQUAL3 and the Aca-
demic Journal Guide (Aussenegg 2018).

1) Planning / Scoping

N\

2) Searching & Screening Literature

N

3) Quality Appraisal (qualitative & quantitative)

N\

4) Extraction of Relevant Data

4

5) Adding to Literature Database & Clustering

N\

6) Analysing Findings

Figure 2 Literature Review Approach

In addition, publications from companies particularly from Boehringer Ingelheim and business
consultancies were used in order to gain information about the status quo of blockchain imple-
mentation in the pharmaceutical industry and supply chain management. This was necessary
since results from Web of Science hardly delivered data about the adoption rate of BCT and

concrete success or failure stories from the industry.

2.2 Research Design

Generally, the design of a thesis should provide a logical sequence of how the underlying re-

search questions are being answered. (Yin 2008) In order to sufficiently answer the four re-



search questions of this thesis quantitative and qualitative research methods are applied. The
chapters 3. Frame of References and

Every organization that rolls out blockchain technology in the future and carries out a transfor-
mation from common technologies to the hyped blockchains can find guidance in the four lead-
ership principles by Jack Welch. Every change project must be attached to a clear vision and
target statement in order to become successful. To make changes happen, companies must hire
and promote only true believers. This requires a very good human resource management. Hand
in hand goes the third advice to remove resisters even though their overall performance might
be satisfactory. Only one non-believer can jeopardize the whole change process. Last but not
least, in order to be a real change organization, companies must become brave enough to dare
looking into new opportunities for instance blockchain technology although not every detail of it
is assessed yet. Changes must be seen positively as more as a chance rather than risk.
(Bergmann and Bungert 2011)

4. Applications of Blockchains are based on quantitative research using mainly secondary data
bases such as journal articles, conference papers and books. The method of literature review
was chosen to deliver input for both sections since a large number of data was available and ac-
cessible. In addition, the information could be fairly easily collected within a short time frame and
with limited financial resources. (Bjorklund and Paulsson 2014) The discovered gaps that be-
came apparent during the literature review in research and the missing data about the real ap-
plicability of BCT in the pharmaceutical industry could only be sufficiently addressed by using
primary data sources. Consequently, semi-structured interviews, as stated in detail in chapter
2.3 Interview Studies were conducted in order to support chapters 5. Case Study and partially
chapter 6. Analysis. (Bjorklund and Paulsson 2014) The condensed data from these interviews

in combination with the available literature shall address all research questions.

As stated before and confirmed by the literature review, the topic of the thesis is very newswor-
thy with missing information in particular of practical nature. In order to answer research ques-
tions and create a thesis that is consistent in itself with a high level of practical relevancy, a case
study approach has been chosen. This method allows a deep dive into characteristics, opportu-
nities and limitations of BCT as well as an evaluation of the added value for pharmaceutical sup-
ply chains. In order to meet the academic requirements of a thesis, the list of interview partners
has been extended by experts form different industry fields but pharma aiming to achieve a gen-

eral applicability of research findings.



This case study has been conducted in co-operation with the Boehringer Ingelheim RCV GmbH
& Co. KG. The company has been chosen for multiple reasons; Boehringer Ingelheim is a re-
search based, family-owned pharmaceutical company (Boehringer Ingelheim RCV GmbH & Co.
KG 2018) belonging to the top 20 in the industry.? It is operating world-wide and provides a wide
range of supply chain activities that is a crucial success factor for the thesis as well as the inter-
est in the new blockchain technology and the budget to follow up the outcomes of this paper.
(SAPa 2018)

Following, this case study was based on two different methods; one the one had document
analysis and on the other hand six semi structured interviews, using both, predetermined ques-
tions with bound answer options as well as open-ended questions with unbounded answer pos-
sibilities. (Yin 2008) The aim of the case study was to determine the applicability of blockchain
technology in the pharmaceutical industry with all its facets from a practical point of view. In re-
turn, the thesis seeks to provide clear go’s or no-go’s for the implementation of blockchains in
the pharmaceutical supply chain and to determine the added value for companies, using
Boehringer Ingelheim as an example representing all pharmaceutical companies with the same

characteristics.

To sum up, the study contains parts of descriptive, explorative and explanative characteristics all

aiming to answer the underlying four research questions. (Bjorklund & Paulsson 2014)

2.3 Interview Studies

Since the six interviews that were conducted during the development of the thesis contribute a
fairly valuable part to the overall outcome of the thesis, this chapter provides more detailed in-
formation about the set-up and execution of the interviews. Additionally, more information about

the chosen interviewees is provided.

Beforehand it was decided to set-up the one-to-one interviews in a semi-structured way using
both predetermined questions with bound answer possibilities and open answers. During the ex-
ecution of multiple semi-structured-interviews it is important to always apply the same structure
and sequence of questions in order to avoid interviewees being affected by previous answers
and to keep a certain level of comparability. (Host et al. 2006) Semi-structured interviews were
chosen to be the most appropriate form of interviews for the purpose of this thesis, as they com-
bine the advantages of both alternatives; unstructured and structured interviews. Structured in-

terviews are easy to replicate and it is comparably easy to rest the reliability of results. Due to

? Ranked by revenue (Christel 2017).



the given structure, of the interview both the interviewer and the interviewee have a guidance to
follow which simplifies the conduction of the interview. In addition, both participants can prepare
themselves easily which saves time. On the other hand, the structured interview, with pre-set
question is less flexible than unstructured ones and the interviewer cannot ask questions im-
promptu in order to react on responses from the interviewee. Vice versa, the unstructured inter-
views are more flexible and questions can be adapted and changed during the execution of the
interview that might result in more detailed responses. On the other hand guidance is missing
that may mislead the direction of the interview and results are partially distorted. Additionally, in
order to use the full potential of an open, unstructured interview, the interviewer must bring the
ability to build rapport with the interview and know how and when to probe. Taken into consider-
ation the experience of the interviewer and the limited time, a semi-structured interview adds
most value. In order to mitigate the disadvantage of inflexibility, it has been decided to add one
very open guestion to the interview guideline in which the interviewee can share more thoughts

on the respective topic. (Yin 2008; Bryman and Bell 2015)

All interview partners of this thesis were carefully selected either based on their experience in
blockchain technology, their knowhow in academic research or their relevant experience in cer-
tain areas of business. The interviews were conducted in a face-to-face method or via phone,
depending on the location and reachability of the interviewees. An overview about the inter-

viewed persons can be found in Table 1 Interview Partner.

Table 1 Interview Partner

Name Profession Company

o Head of Regional Supply Chain | Boehringer Ingelheim RCV GmbH
Mr. Patrik Ziman

Management & Co. KG
Principal and Chief Clinical Of- _
Mr. Darryl Glover _ iSolve LLC
ficer (CCO)
Lead Architect in Solutions and _ o
Mr. Maneesh Grover Wipro Limited

Emerging technologies

) Professor of Supply Chain & Mainz University of Applied Sci-
Mrs. Prof. Dr. Lydia Bals

Operations Management ences
CEO and Member of Executive _
Mr. Alexander Tscherteu Heta Asset Resolution AG
Board
Mr. Sebastian Dencker Director Compliance Europe Ecolab
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Besides the pre-set interview questions and the open question in the end for anything popping
up additionally, all interviews start with a rating on the most important features of any technology
in the interviewee’s area of expertise. Initially, it was supposed to be asked in a question, how-
ever, test runs with subject groups showed that the results are distorted due to a very different
perception of importance. In order to not jeopardize the reliability of results, it was decided to
transform the question into a grid in which the interviewees could rate each feature with a num-
ber between one and five, presenting the level of importance. A second test run, applying the
grid for rating the importance of certain technology features created more reliable data so the

grid was applied to the final interview structure.

.

: Header :
1 Interviewer .
1 Interviewee 1
1 1

: General Part 1
1 Background Information about the interviewee (e.g. !
l profession, role and experience with blockchains) :

Rating Grid

Feature 1 2 3 4 5
Costs

Privacy

Transparency (internal)
Reliability

Security

Scalability

Latency

User-friendliness

Figure 3 Interview Guideline

Figure 3 Interview Guideline illustrates the schematic structure of the established interview
guideline. For all interviews a written and signed protocol is applicable in the appendix, summing
up the most important facts of each interview. As the interviewer was not to record several inter-

views, for the sake of unity, it was decided to make extensive notes for all six interviews.
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2.4 Critical Reflection
Reflecting the quality of the study, three main parameters are adduced; validity, reliability and
objectivity (Bjorklund and Paulsson 2014). The next sections elaborate on the underlying stand-

ards of the thesis.

Validity describes to which extent the gathered and measured data really applied to what needs
to be measured in order to answer the research problem. Throughout the thesis extensive litera-
ture review was conducted in two different fields; on the blockchain technology itself as well on
the characteristics and challenges of pharmaceutical supply chains. In addition, multiple inter-
views were executed in order to gain more in-depth information on certain aspects of the re-
search topic or where more data was needed to fill in the gaps of current applicable research.
(Bjorklund and Paulsson 2014) As generalizability is part of the validity aspect and addresses
the question whether the results are universe beyond a specific research context, the list of in-
terview partners has been extended by experts from different branches and the case study de-

livers valuable insights in the practical applicability of research results.

All gathered information was entered and managed with a reference management program and
filtered in a multi-stage process ensuring the best possible level of relevancy and quality. There-
fore it is evident that validity of the study is secured by a complete chain of verification in the it-

erative development of the thesis’ model.

Following the aspect of validity, objectivity or universality is another parameter to determine
the quality of a study. Objectivity refers to the question, to which dimension values affect the
study. (Bjérklund and Paulsson 2014) The reason and motivation for choosing and applying cer-
tain methods were extensively described in this chapter aiming to maintain a high level of trans-
parency. In addition, the thesis is universally applicable since it focuses on a generic business
situation of pharmaceutical supply chains and the outcome of this research could be applied by
any pharma company trying to evaluate the applicability of blockchains in supply chains and on

the other hand it could contribute to further research in different contexts.

The reliability deals with the probability to which extent the iterating the data collection would
lead to the same research results. (Bjorklund and Paulsson 2014) As the topic of the thesis is
characterized by a high level of novelty and fast progress in research a repeated data collection
would most probably not lead to the same results. It is caused by the nature of the topic that the
level of reliability is limited. In order to mitigate the risk of low reliability the author withdrew data
from multiple sources, documented the usage of each reference carefully and explained the mo-

tivation of applied methods in detail.
12



In order to meet the standards of transparency this sub-chapter additionally explains briefly why

other common methods in research, besides the case study, were not applied for this thesis.

Following (Bjorklund and Paulsson 2014) an experiment is classified as primary data “collected
for the purpose of being used in the current study”. (Bjorklund and Paulsson 2014) Taking into
consideration the limited time available it was decided that an experiment actually in this case
more a testing of the applicability of blockchain in the pharmaceutical supply chain would have
required quite a significant level of simplification so it was questionable whether the results from
the test run fulfill the requirements of university, validity and significance. Therefore it was decid-
ed not to apply an experiment.

A survey, classified as well as primary data, was not applied since it requires a large number of
people. It usually falls under the classification of quantitative research since it included infor-
mation that can be measured and evaluated. However, for the purpose of gathering general in-
formation about the research topic, the literature review has been chosen as it provides a suffi-
cient output but required less resources. In addition, for the second part of the thesis experts
were needed in order to generate a deeper understanding of very specific aspect of a research
problem. Qualitative studies in form of semi-structured interviews are more adequate to address
this need. (Bjoérklund and Paulsson 2014)

Observations could not be conducted as this form of research requires existing blockchain sys-
tems in pharmaceutical supply chains that could be investigated. However, no real-life business
case was published by any company, stating that blockchain technology is adopted and used in
the supply chain.

13



3. Frame of References

In line with the first, introductory chapter, the frame of references is blockchain in the light of
pharmaceutical supply chains. The chapter aims to transfer theoretical background knowledge
about the characteristics of the pharmaceutical industry, its unique set-up and requirements of
supply chains and blockchain technology. Thus, it builds the base to understand the following

parts and ultimately the conclusions of the thesis.

3.1 Pharmaceutical Industry Overview

As this thesis aims to evaluate the future applicability of blockchains in the pharmaceutical sup-
ply chain management, first of all, a brief overview about the worldwide pharmaceutical sector is
provided; consisting of key figures and an outlook on economic development. In order to esti-
mate later on whether blockchain is a promising technology for the pharmaceutical industry as
well, it is important to first capture the status quo and understand what matters in this sector of
industry.

Generally, the pharmaceutical industry consists of enterprises that develop, produce and distrib-
ute drug, capturing their earnings from either newly-developed medications or generic products.
The ultimate goal of all companies in this sector is to prevent or treat diseases and to create a
better life for their end-customers — the patients. Patients is a broad term in the pharmaceutical
industry since it covers all types of patients starting with human beings to any kind of pet or live-
stock. Besides its variety of end-customers, the pharmaceutical industry itself that is reported in
many economies under the chemical sector can be subdivided into five types; prescription medi-
cines, consumer-health-care (CHC) medicine, biosimilar, bio pharmaceuticals and the animal
health business. The top five therapeutic areas in human pharmaceutical business (ranked by
sales) will by Oncology, Antidiabetics, Anti-rheumatics, Anti-virals and vaccines according to pro-

jections, see also Figure 4 Top 5 Human Pharmaceuticals Therapy Categories.

Therapy area 2016 WW sales (USSB) Projected WW sales 2022 (US$B)
1. Oncology 93.7 192.2
2. Antidiabetics 436 57.9
3. Anti-rheumatics 53.3 55.4
4. Anti-virals 48.5 42.8
5. Vaccines 275 35.3

Figure 4 Top 5 Human Pharmaceuticals Therapy Categories (Deloitte 2018: 6)

The pharmaceutical industry is dominated by US-American and European pharmaceutical com-

panies. In 2016 the global pharma market reached revenue of 1,105.2 billion US Dollars. Overall,
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the pharmaceutical industry shows a constant but moderate growth even during the financial cri-
sis as depicted in Figure 5 Overview Worldwide Pharmaceutical Market. With the help of new
technologies, such as blockchains (Deloitte 2018) it is expected that the pharmaceutical industry
will grow up to 1.3 trillion US Dollars in 2020 with an annual growth rate of 4.9%. (Nead 2017)
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Figure 5 Overview Worldwide Pharmaceutical Market (Statista 2017a)

After this general introduction a more detailed analysis is carried out following the principles of
the PESTEL tool. It helps to explore the macro factors impacting an organization or in this case

an industry.

From a global perspective, many governments reduce the healthcare budgets due to saving
plans. In addition, the pressure on the pharmaceutical industry grows by stricter regulations,
longer clinical testing and more complex admission procedures for new medications. The re-
duced budgets are reflected in the increased pressure on pricing when accessing either new
markets or launching new products. The overall geopolitical environment is currently changing
looking at just some examples the new political direction of the US, the biggest pharmaceutical
market, the Brexit negotiations in the EU and the Middle-East-Conflict. (Deloitte 2018) Those
uncertainties impact the development of the pharmaceutical industry. With regards to European

politics, a tendency to harmonize local healthcare politics on a European level is applicable.
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One example is the delegated act that comes effective from February 9" 2019 trying to prevent
falsified medicines in the future by adding product safety and serialization (PSS) features for in-
stance a QR code to folding boxes of prescription medicines in the future. (European Council
and the European Parliament 2011) This aims to decrease counterfeits and increases transpar-
ency in the pharmaceutical market. However, in order to implement those PSS, pharmaceutical
companies face tremendous efforts to change their supply chains and systems. Another very
specific European problem is the parallel trade®. Pharmaceutical companies try to prevent paral-
lel trade by closely monitoring the quantity of products that are on the market. Parallel trade is
not only a problem for pharmaceutical companies that are losing sales, thereby reducing their re-
turn on investment, but also from a patient perspective, parallel trade is not preferable. This sole-
ly European phenomenon has a strong impact on reference pricing in pharmaceutical compa-
nies. (Costa-i-Font 2015)

From economic point of view, the pharmaceutical industry faces two topics. On one hand, the
population is growing and people live longer which naturally increases the market of the phar-
maceutical industry. On the other hand, the health care budgets are tighter and more and more
buying groups are established that form big chains with a high purchasing and negotiation power.
This leads to an increased pressure on pricing for pharmaceutical companies, but in the long run,
the pharmaceutical market is growing by 160 percent between 2017 and 2030, with India being

major growth driver, which projects a positive trend for the sector. (Statista 2017b)

Regarding the social and cultural factors, pharmaceutical companies will need to increase their
awareness towards new social media strategies to approach future patient groups and compa-
nies that want to maintain or gain a competitive advantage, will most likely have to pay attention
to a changing customer relationship management. In the future, it will become even more im-
portant to transparently communicate to all types of customers — wholesalers, hospitals, doctors,
pharmacies and patients — provide more educational services and improve the customer service
overall. (Ernst & Young Global Limited 2017)

Technology is one of the most important macro factors and can turn into a real growth driver if
the pharmaceutical industry allows the new technologies to unfold their benefits (Indian Pharma-
ceutical Alliance 2018). Besides the social media platforms, other technologies such as 3D print-
ing, all-in drug discoveries, personalized medicines, telemedicine, cloud-computing and last but

not least, blockchains are introduced. Social media platforms and telemedicine have revealed

® parallel trade describes the effect of drugs being moved from lower-value to higher-value markets, espe-
cially in Europe due to national price differential.
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the possibility to improve engagement of pharmaceutical companies with end customers in a
more simple but compliant way. As mentioned before, the clinical testing becomes more and
more complex for pharma companies. Crowd-sourced input might foster the patient experience,
increase the patient retention and ultimately might result in patients self-selecting to join clinical
trials. (Deloitte 2018) However, throughout all literature, blockchain is the most prominent and
promising technology in the pharmaceutical industry as it is supposed to address new solutions
in different areas of the industry, for instance contracting, security and end-to-end concepts. Fur-

ther details are provided in the 4™ chapter.

Multiple and incisive changes in the advertising law, disharmonized health care laws and world-
wide tax reforms increase the complexity in the pharmaceutical market tremendously. (Deloitte
2018) A looming trade ware between, the USA, Europe and China as well as political tendencies
to seal economies off from global trade (Khan n/a; Stratfor Worldview 2017) will make it more
difficult for the pharmaceutical industry to obtain first of all the overview and secondly the mar-
gins. More and more emerging countries such as Russia make it mandatory to companies hav-
ing at least one production step in the local market in order to participate in business. This artifi-
cially increases the complexity of supply chains for pharmaceutical companies and lowers the
margin. If companies are reliant on sales in those countries, they have no other option than fol-
lowing the new regulations and set-up at least one productions step in the countries of final des-
tination for medicines. Those countries, in contrast, can boost their local labour law as compa-
nies will have to employ people locally to perform parts of the manufacturing process. Besides

the emerging markets, also USA is blustering with such requirements.

Corporate sustainability and ecological awareness are trends in the society and hence, have to
find its ways to the agendas of pharmaceutical companies. The environmental challenges for
pharma companies start with high energy consumption to the demand of rare resources and the
emission of potentially harmful substances into the ecological cycle. “Trying to achieve sustaina-
bility in business operations has become more of a requirement than just an option due to in-
creased global concerns [...]” (Leblanc 2018) so finding new eco opportunities in order to meet

the aspirations becomes a key success factor for pharmaceutical companies in the next years.

3.2 Pharmaceutical Supply Chain Management

In order to understand certain possibilities of blockchain applications in the pharmaceutical sup-
ply chain management, this section studies the classification of supply chain management from
an academic point of view and aims to point out the characteristics of pharmaceutical supply

chains in particular. Although intensive research took place in the area of supply chain manage-
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ment, reliable researches with a focus on pharmaceutical supply chains are rare, hence the
combination must be created during this chapter.

3.2.1 Classification of Supply Chain Management

According to Porter (1998) all accruing activities in a company can be classified either as prima-
ry activities or secondary activities. The classification itself depends on whether an activity is di-
rectly involved into the production and merchandizing of a product or not. All activities that are
directly involved in the manufacturing and selling of goods are considered primary activities. Mi-
chael Porter considers five primary activities; inbound logistics, operations, outbound logistics,
marketing and sales and services. In contrast, infrastructure, human resources, technology de-
velopment and procurement are defined as secondary activities. (B2U 2018) Figure 6 Porter's
Value Chain illustrates the common primary and secondary activities of a company.

Michael Porter explains that the importance of each activity cluster might vary depending on the
industry however all of those five primary activities are part of the value creation process to a
certain extent. In addition, Porter claims that the ultimate goal of each company is supposed to
be creating goods in such a way that the costs for creating this product are lower than the added
value, profit, they fetch. (University of Cambridge 2016) The below shown value chain is the re-
sult of value adding upstream supplier and downstream customer activities that are part of a

bigger value system.
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Figure 6 Porter's Value Chain (B2U 2018)
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In order to draw a bow to supply chain management, in a second step a definition of supply
chain management must be provided and secondly the activity categories of Porter that fall un-
der the responsibility of supply chain management must be identified.

One possibility to define supply chains and subsequently supply chain management is provided
by Porter. According to Michael Porter (1998), the term supply chain is applied to refer to a net-
work of organizations that cooperate to transform raw materials into finished goods and/or ser-
vices for customers (OECD 2010). Contrary to Porter, Fawcett, Ellram and Odgen (2013) define
supply chain management as “the design and seamless, value-added process across organiza-
tional boundaries to meet the real needs of the end customers”. (Fawcett et al. 2013) They draw
the scope of supply chain much wider and include all type of value chains; material, information
and even financial flows. However, they do agree with Porter that overall SCM is considered to
be a network of different intra- and inter-organizational areas that are responsible for managing

activities along a supply or value chain. (Porter 1998)

To sum up, a supply chain is a network of various manufacturer, service providers, resources,
activities and technologies that are involved in the transformation of inputs into outputs. All ac-
tors are linked with each other through product, information and monetary flows as depicted in
Figure 7 Integrated Supply Chain.

Information

Manufacturer  Distributor Retaile Shopper

Product

Information

Finances

Figure 7 Integrated Supply Chain (Smartsheet 2018)

19



After defining the term supply chain and the responsibility of a supply chain management, in par-
ticular, when referring to the value chain of porter, one differentiation is open; the difference be-
tween logistics and supply chain management. In general, supply chain management is a fairly
wider concept than logistics. Whilst logistics is mainly a planning orientation and framework that
aims to create a single structure for the storage and flow of goods or information, supply chain
management is based on this existing framework and focuses on interfaces and coordination of
processes. (Christopher 2011) The main focus of supply chain management is creating a com-
petitive advantage while the main focus of logistics lays in meeting customer requirements. It is
important that both terms shall not be used interchangeably. Although both cannot exist without
each other, it can be argued that logistics, as an activity itself, is part of supply chain. (Bisk 2018)
Other classifications are available in research however for the further context of the thesis, it is

anticipated that logistics are an activity within supply chain.

3.2.2 Characteristics of Pharmaceutical Supply Chains

Due to the complexity and highly regulated environment of the pharmaceutical industry for in-
stance GMO and GDP standards, also its supply chains must be adopted slightly to meet their
purposes. An analysis by Savage, Robert and Wang (2006) revealed that no other business sec-
tor has as many regulations and controls as the pharmaceutical industry. The pharmaceutical
supply chain starts with the manufacturing of raw materials, mostly from chemical production. Af-
terwards the raw materials® are turned into active ingredients® and then into active pharmaceuti-
cal ingredients® (API). In a subsequent step, the API is turned into bulk drug substance’. After-
wards the drug bulk product is packed and a final quality release takes place. The finished

goods are delivered either to an additional company warehouse or directly national or regional

““A raw material, intermediate, or an API that is used in the production of an API and that is in-

corporated as a significant structural fragment into the structure of the API. An API Starting Mate-
rial can be an article of commerce, a material purchased from one or more suppliers under con-
tract or commercial agreement, or produced in-house. API Starting Materials are normally of de-
fined chemical properties and structure” (REGISTRAR CORP 2018).

° »LAny component of a drug product intended to furnish pharmacological activity or other direct ef-
fect in the diagnosis, cure, mitigation, treatment, or prevention of disease, or to affect the struc-
ture or any function of the body of humans or other animals. Active ingredients include those
components of the product that may undergo chemical change during the manufacture of the drug
product and be present in the drug product in a modified form intended to furnish the specified
activity or effect” (REGISTRAR CORP 2018).

®“Any substance or mixture of substances intended to be used in the manufacture of a drug (me-
dicinal) product and that, when used in the production of a drug, becomes an active ingredient of
the drug product. Such substances are intended to furnish pharmacological activity or other direct
effect in the diagnosis, cure, mitigation, treatment, or prevention of disease or to affect the struc-
ture or function of the body” (REGISTRAR CORP 2018).

"“A finished dosage form, for example, a tablet, capsule or solution that contains an active phar-
maceutical ingredient, generally, but not necessarily, in association with inactive ingredients”
(REGISTRAR CORP 2018).
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wholesalers, depending on the set-up. In rare cases a direct shipment to hospitals or pharma-
cies takes place. Usually the fine distribution to pharmacies and hospitals is carried out by local
wholesalers. In the end, the drug is either administered to patients in hospitals or the medicine is
purchased in pharmacies. The whole process is illustrated in Figure 8 Pharmaceutical Supply
Chain.

Pationts

Figure 8 Pharmaceutical Supply Chain (Dhuri 2013)

Throughout the whole pharmaceutical supply chain materials and goods have to be shipped and
stored under strict temperature control. In addition, in contrast to other industries, the majority of
goods the pharma industry deals with have expiry dates, which means once goods reach their
expiry date or for instance the transport or storage temperature range was exceeded or deceed-
ed, goods must be destroyed. This leads to a very high destruction risk. Moreover, pharmaceuti-
cal companies have to adhere to strict terms of reference, issued by local or regional health au-
thorities such as the EMA or FDA. For instance, in case a new side effect appears that must be
mentioned on the leaflet, the whole packaging design must be changed and the variation must
be implemented on the market in accordance with local requirements to remain compliant. This
means, pharmaceutical companies have to closely monitor their stock levels and even more im-
portant, whether available stock can be sold in every final country of destination. So pharmaceu-
tical supply chains are not only heavily regulated by more than one entity, the must remain as
flexible as possible to be competitive but also compliant on the market. Another aspect that
shapes the design of the pharmaceutical supply chain is the fact, that most of the business is so
called business-to-business. There is no direct connection between the manufacturer and the fi-
nal customer, the patient. It becomes even more complex when considering that in fact patients
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purchase the medicine but for instance prescription medicine is occasionally reimbursed by in-
surances or national health care institutions. So behind the patient, there is another indirect “cus-
tomer”. (Savage et al. 2006) This becomes a very crucial factor when it comes to price negations.
In summary, the pharmaceutical supply chain has plenty of internal interfaces but also external,
powerful organizations and stakeholders such as government agencies, hospitals, clinics, con-
tract manufacturers, drug distributors, pharmacy chains, retailers and independent research or-

ganizations.

3.3.3 Future Trends

It is important to identify the prevalent trends and fundamental drivers to obtain a better under-
standing of the pharmaceutical supply chain structure. Supply chain is the backbone of the
pharma industry and plays even bigger role in the future in terms of achieving a competitive ad-
vantage or not. Generally, the rate of change, also fostered by new technologies, is increasing
drastically. Hence pharmaceutical supply chains must prepare themselves to be flexible and ca-
pable of adapting quickly to any trend and changing business environment. (PwC 2011) The
most significant trends that are supposed to shape the supply chains in the next years are artifi-
cial intelligence, advanced analytics, 0T, intelligent things, conversational systems, robotic pro-
cess automation immerse technologies and by far one of the most interesting ones, blockchains,
is discussed during the thesis. Atrtificial intelligence (Al), especially in terms of decision making
can shape supply chains drastically in the future as it would free up currently bound capacities
for higher-order use cases for instance strategic development or planning whilst Al takes over
simple decision making on operative level. Similar to Al, advanced analytics could possibly take
over tasks that currently depend on human judgement by making proactive decisions in regards
to sourcing, planning and distribution. Another future scenario in supply chain management are
intelligent things, less abstract, intelligent warehouses. The concept is nothing new and under
testing with autonomous cars in the automotive industry. Intelligent things will be particularly be-
coming important in asset-centric, product-centric and service-centric industries as the pharma-
ceutical one. The 1oT model could for instance help to better utilize assets and subsequently
lower throughput times and decreased costs of goods in manufacturing. This would help to face
the continuous cost pressure in supply chain. More details are provided in chapter 4.1 Best
Practices of Blockchains in Industries in combination with blockchain technology. Nowadays,
conversational systems are used in virtual personal assistants. In the future, particularly in cus-
tomer services that are part of supply chain management, the technique could be used to pro-
cess payments, deliveries and complaints. Again, more human capacity would be freed up to fo-

cus on more value adding, strategic tasks. Robotic process automatization (RPA) increases effi-
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ciencies and cuts costs by structuring mass data in order to automate existing manual tasks with
just a minimum system enhancement effort. Augmented reality (AR), classified as an immersive
technology, will impact supply chain for instance in manufacturing and warehousing processes.
AR can help to better utilize storage space, process pick and pack activities or support mainte-
nance of manufacturing assets. (Pettey 2018) Last but not least a big future trend is blockchain
technology. Especially in combination with smart contracts, blockchains have the potential to
make some other trends even obsolete. How blockchains can be used in different types of in-

dustries is evaluated in a subsequent chapter.

3.3. Blockchains

This sub chapter builds on the previous chapter and deals with the definition, terminology and
technology behind the blockchains. It aims to explain the added valued, consequences and limi-
tations of blockchains and paves the way for possible areas of implementation in the pharma-
ceutical supply chain that will be discussed later on in chapter 4.2 Blockchain Technology in the

Pharmaceutical Industry and 5. Case Study.

3.3.1. Terminologies and Common System Architectures

Any software system is based on a specific architecture. The architecture determines how every
single component of a system is organized and related to each other. Generally, it can be distin-
guished between two different approaches that act like antidotes; centralized and distributed
software systems. In centralized systems every node® is connected to only one central compo-
nent whilst in distributed system the nodes are linked to each other either directly or indirectly
without being linked to one central component. (Drescher 2017) Figure 9 System Architectures
visualizes the set-up of the two models. The circles represent the various system components,

nodes, whilst the lines emblematize the connections between the nodes.
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Figure 9 System Architectures (DAXX 2018)

® A node represents a system component.
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As usual every system has both advantages and disadvantages. Since the two systems can be
understood as antidotes to each other, the advantages of one are the disadvantages of the other.
For simplification purposes, the arguments are clustered in below shown Table 2 Advantages
and Disadvantages of System Types. The advantages and disadvantages of blockchain tech-
nology itself are discussed in detailed in the following paragraph 3.3.3 Characteristics of Block-
chains.

Table 2 Advantages and Disadvantages of System Types

Variant Advantages Disadvantages

= Superior in system securi-

t
Y = [nferior in system reliabil-
= Reduced system complex- .
, ity
ity .
_ _ = No ability to grow natu-
_ = Easier system mainte-
Centralized Systems rally
nance

o = Higher financial strains
= Lower coordination and )
o = Lower computing power
communication efforts ) )
= Higher risk of data loss
= No dependency on other

networks

= Higher system complexi-

= Superior in system reliabil- .
y

it
Y - = Inferior in coordination
= Capability to grow natural-
| efforts
Distributed Systems Y _ _ _ = Inferior in communication
» Lower financial strains
efforts

= Superior in processing )
= Higher dependency on
power
. networks
= Lower risk of data loss ) _
= Higher security hazard

Besides the two above mentioned antidotes, a third type that is a subset of distributed systems
is available. This is of importance, since the subset type paves the way for blockchains applica-
tions nowadays. Look wise the decentralized systems appears to be a hybrid of both; the cen-
tralized and the distributed system, as shown in Figure 9 System Architectures. However, the
main difference between distributed and decentralized systems is the way how and where a cer-

tain decision is made inside the network. Another difference is the way how information is dis-
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tributed via the control nodes in those systems. In decentralized systems, every node makes a
decision for itself. The result is based on the aggregated decisions by every node. (Eager 2017)

Whenever software is designed the underlying question is, which architectural type to choose in
order to achieve the main goals of the software and to satisfy the customer — in case of the
pharmaceutical industry it is anticipated that the main targets are security, transparency and reli-
ability. In any way, every system has its own advantages and disadvantages and influences the
way how all functional and nonfunctional aspects of a systems can be achieved.

Exactly this is the point, when blockchain technology enters the stage since it promises to com-

bine the advantages of common distributed systems with extremely high software integrity.

3.3.2 Blockchain Technology

In 2008 the hype gradually started, when the so called blockchain technology was first intro-
duced in the market by an anonymous programmer using the pseudonym Satoshi Nakamoto
(200). The blockchain technology itself was developed as a base for the digital crypto currency
Bitcoin. Therefore it is not surprising, that many people know about Bitcoins as it is more tangi-
ble but do not know that the underlying technology of Bitcoins could be of utmost importance for
many other areas of business, providing that it can be adjusted, transferred and applied to other
processes. (lansiti and Lakhani 2017) Figure 10 History of Blockchain Technology briefly cap-
tures the history of blockchain technology starting in the early 1990’s with the introduction of dis-
tributed network architectures, the release of Nakmoto’s white paper in 2008 until today, when
blockchains are enjoying growing popularity not only in the IT sector but also in other areas of
business. (DHL Trend Research 2018)

1990s 2011 - 2012 2013 - 2014 2015 - 2016
--------------------- —e . @
The concept of distributad The deployment of Financial markets and Parmissioned blockchain
computing has been arcund cryptocurrency in applications using blockchain metwork solutions
since 1990 applications related to cash beyond cash transactions
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bitcoin and introduced Market avolution,
the concept of a blockchain Currency transfer Evolution of sub-development
to create a decentralized and digital payment smart contracts and exploration
ledger maintained by SySTEMS across industries
ANONYIMOUS CONSEnsUs

L ®
2009 2012 - 2013 2014 - 2015 2016 - 2017

Figure 10 History of Blockchain Technology (DHL Trend Research 2018)
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3.3.2.1 Defining Blockchain Technology

According to academic research, blockchain is defined by Nakamoto as follows “[...] blockchain
is a tree shaped structure with the genesis block at the root, with each block potentially having
multiple candidates to the next block. pprev and pnext link a path through the main/longest chain.
A blockindex may have multiple pprev pointing back to it, but pnext will only point forward to the
longest branch, or will be null if the block is not part of the longest chain.” (Pastoor 2016) Alt-
hough this definition was provided by the programmer of blockchains, it does not necessarily
help to quickly capture the nature of blockchain. Therefore a second less technical definition is
adduced. As laid down by Lemieux (2006) blockchains are “[...] a distributed transaction data
base in which different computers — called nodes — cooperate as a system to store sequences of
bits that are encrypted as a single unit or block and then chained together”. Lemieux (2006) also
emphazises that “Blockchains and distributed ledger technology promises trusted and immutable
records in a wide variety of use cases involving recordkeeping, including real estate and
healthcare” (Lemieux 2017).

The definitions and in particular the scope of what is considered a blockchain vary in academic
research therefore it is difficult to find the one and only definition of blockchain. The definitions
differ from each other especially in one aspect; the question whether blockchains can only con-
tain transactions as stated for instance by Loop (2016) and Lemieux (2017) or whether block-
chains can transfer all types of information as claimed for example by lansiti and Lakhani (2017).
Another controversial point is that how similar the structure of future blockchains must be to the

initial Bitcoins in order to fulfill the criteria of blockchains.

Condensing the various definitions blockchain can be described as a decentralized and distrib-
uted ledger-technology® that enables users sharing databases and gather any kind of transac-
tion of data in a secure way. Blockchains make intermediates, earlier acting as trusted third par-
ties, obsolete and liberate data exchange in a reliable and forgery-proof environment. (DHL
Trend Research 2018)

For the following parts of thesis, it has been decided to apply a broader definition of blockchains
as different areas of usage — in particular pharmaceutical supply chains in this thesis — call for
different structures and technological solutions that ultimately result in blockchain structures that
differ from its initial purpose to serve a digital crypto currency. The underlying definition of the

thesis traces back to the introduced ideas of lansiti and Lakhani (2017).

° Distributed Ledger Technologies; distributed ledgers use independent nodes to record, distribute and
synchronize any transaction in their electronic ledger. Blockchains create data blocks that are linked to
each other and create a block-chain consisting of different data blocks (Natarajan et al. 2017: 2).
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3.3.2.2 Set-up and Functionality of Blockchains

Despite the fact that the thesis does not aim to provide in-depth knowledge about the technolog-
ical characteristics of blockchain, the main aspects that become important from business point of
view are described as it is vital for understanding the areas of implementation later on. Any
blockchain can be considered a peer-to-peer network, so a decentralized and distributed envi-

ronment, in which all nodes, computers, record, share and verify transactions.
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Figure 11 Method of Operation (DHL Trend Research 2018)

Figure 11 Method of Operation explains that once any transaction is started or added to the
ledger, it is broadcasted into a network of nodes, system-components, and validated with a spe-
cific algorithm. The validation by each user is verified because every user electronically “signs”
the transaction by applying public-key cryptography'®. (Hackius and Petersen 2017) Afterwards
the transaction is combined with other transactions, creating a block of data. The block itself is
added to a chain of blocks in a transparent and immutable way using the consensus algorithm™.
Once the new block of data is added to the existing chain, the transaction is closed. (Sanghera
2018)

Generally, it has to be distinguished between public and private blockchains since the structure
differentiates slightly. In public blockchains anyone can participate, provide computing power
and broadcast transactions. Any transaction made is also publicly applicable. In contrast, in pri-

vate blockchains only safe listed users can join the network thus only verified and members

10 Although using public-key cryptography, users can remain anonymous as the keys are not matched
with any real life identity (Hackius and Petersen 2017).
! Details on the algorithm are provided in chapter 3.3.3 Characteristics of Blockchains.
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can share transactions. (Schitte et al. 2017: 11) In addition, due to the restricted access, users
can be assigned to different user profiles containing different permissions. Still both types of
blockchain are decentralized peer-to-peer networks where each user keeps a copy of a shared
append-only ledger of digitally signed transactions and in both, immutability is insured.
(Jayachandran 2017)

3.3.3 Characteristics of Blockchains

3.3.3.1 Advantages of Blockchains

Since a blockchain “is a distributed digital ledger of transactions that cannot be tampered due to
the use of cryptographic methods” (Pilkington 2016). The three main characteristics of block-
chains are visualized in Figure 12 Basic Properties of Blockchains. As every technology, block-
chains have advantages and disadvantages that must be balanced out when deciding to move
onto a new technology. The following section provides a detailed overview about the most com-
mon opportunities and potential limitations of blockchains. The clustering becomes important in
the course of the thesis as the key points are linked to demands in the pharmaceutical supply
chain at a later stage.
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Figure 12 Basic Properties of Blockchains (Hackius and Petersen 2017)

One of the omnipresent advantages of blockchain is the immutability of the technology. The
high level of security is achieved by using cryptographic hash and the public-key function. All
transactions broadcasted by users of the blockchain are summarized and a data block is created.
With the help of a cryptographic hash function, the single blocks are connected with each other
and a chain of blocks is created. During the process the transactions are being transformed into
a hash value. (Jiang et al. 2018) The hash is a kind of fingerprint of the data block. If the data is
changed, the hash is changed as well. However, due to the one-sided direction, each hash only

fits to one specific data block. When a second block is created and linked to the existing block,
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the hash of the second block is a combination of the new data and the data of the first block.
Thus, the fingerprint of the first block becomes part of the second block. If a third block is added,
its hash contains the data of the second block — that already includes the data of the first one —
and the data of the third block. This continues indefinitely. Summing up, in every block the hash
of the previous block and its own hash are stored. The only exception builds the first block that
solely contains its own data and starting hash. In case someone manipulates data in a block, the
hash of the block is automatically changed. But, since the hash has changed, the hash value
does not match the data in the subsequent blocks anymore — as it was explained that every
block contains the fingerprint, the hash, of itself and the previous block. Due to the mismatch
and the chain breaks, the manipulation is revealed. Consequently, in order to manipulate a
blockchain it is not enough to just modify/delete one block of data and recalculate the hash value,
in order to cover up the manipulation of the chain, the hash values of all blocks on all computers
of blockchain members have to be recalculated. This is almost impossible and hence, the block-

chain can be considered an immutable system. (Dobos 2018)
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Figure 13 Structure of a Traditional Blockchain (Jiang et al. 2018)

Figure 13 Structure of a Traditional Blockchain depicts a common blockchain with two transactions

or data blocks. The first block contains the data of the respective transaction and in addition, in-
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formation that is stored in the header; the version / location of the block in the complete supply
chain, the time of creation, a nonce'? and a merkle root*®. (Jiang et al. 2018) The merkle root is a
result of the hash values of individual transactions. The created hash values are hashed, paired
and hashed once again until a single top hash remains. The remaining top hash is the so called
merkle root. In order to validate the blockchain, first the serial blocks must be verified by includ-
ing into every block the hash value of the previous one. Thus, it can be ensured that no data
block is manipulated throughout the blockchain without notification and ultimately the crash of
the block chain. (Franco 2014)

Besides the hashing, a second tool, called public-key function, is used to ensure integrity of
blockchains. Public-key functions are used to provide a secure digital signature whereby a kind
of pair of keys is created, containing a private and a public one. This process is supported by al-
gorithms. Both keys are interlinked but they serve different needs; whilst the public key is trans-
parent to everyone, the private key is kind of a pin code. In simple words, the public key can be
compared with the IBAN of a user and the private key is the pin code to access the account.
(Franco 2014)

Figure 14 Public-Key Infrastructure illustrates how the PKI works. In simple terms, when the
sender shares a transaction, the user creates a digital signature first in order to verify. After-
wards, the block of data and the hash value are created. The block is encrypted with the private
part of the key. The recipient receives the information and the encrypted hash value. On the
base of this, the receiver creates another hash value and transaction. With the help of the public
key of the sender, the recipient can decrypt the hash and has to compare it with the one of the
sender. In case both hashes match, it is ensured that the information is unaltered and from the
sender. (Franco 2014; DHL Trend Research 2018)

'2 A nonce is a random number used in cryptography to ensure uniqueness and to prohibit the iteration of
transactions.

3 In information technology and cryptography merkle hashes / merkle trees refer to a method for providing
a digital signature in order to authenticate a message.
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Another major advantage of blockchain is supposed to be the increased transparency and

Figure 14 Public-Key Infrastructure (Franke 2018)

traceability compared to common networks. Whilst in common networks every user is storing
and modifying copies of data sets, blockchain enables users to access a shared set of data. So
every user is having access just to one set of data and can rely on not working on a copy of data
but on the latest and most accurate data. This increases the trust into the blockchain systems.
(DHL Trend Research 2018) Hand in hand with the transparency, blockchains also guarantee
increased traceability that is of big interest in some industries. Blockchain allows users to trace
back the origin of information for instance the origin of certificates but also the origin of materials

and goods. Currently only technologies such as WiFi or RFID can be applied to trace back the
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origin or flow of data and goods. In the future, blockchains could simplify and speed up the pro-
cess which would be an important benefit. (Heinen and Borgers 2017)

Despite the increased transparency and traceability due to blockchains, the new technology also
guarantees an increased level of privacy. Whilst this seems to be an advantage for some users,
others claim that this is a severe problem of blockchains since users could hide. The group of
researchers arguing that blockchains increase privacy refers back to the public-key method ex-
plained in Figure 14 Public-Key Infrastructure. Others argue that even in blockchains no ano-
nymity can be achieved. It is rather considered to be pseudonymity since users stay anony-
mous using a pseudonymous account. (lansiti and Lakhani 2017) In regards to privacy, it has to
be mentioned that depending on the point of view, it could also be a disadvantage.

An additional, even though minor advantage could be possibility to use blockchains for asset
management in the future. The same logic can be applied to asset management and for tracea-
bility. Using blockchain it makes it easier to coordinate the ownership of any digital property. It
would simplify the process of transferring the ownership of digital assets. (DHL Trend Research
2018)
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Figure 15 Smart Contracts (Blockgeeks 2016)

Another promising usage of blockchains could be smart contracts. Behind the term smart con-
tract, a self-executing, blockchain-based software is hidden that can run automated processes

on pre-defined events. Hence, smart contracts are basically electronical contracts, containing
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triggers for actions, which were aligned beforehand with all involved contractual parties. (DHL
Trend Research 2018) Figure 15 Smart Contracts illustrates the most prominent characteristics
of blockchains.

Smart contracts could replace numerous private clouds or ERP systems of different companies
by providing an integrated platform. This would simplify the system landscape among business
partners and increased homogeneity and therefore decreased costs for adaption of interfaces.
(Heinen and Borgers 2017) In addition, smart contracts increase the independency from inter-
mediates and safety. Neither third-parties such has intermediates can manipulate neither the
contract nor the document itself could be hacked and modified due to the application of block-
chains. Because of the decreased number of involved parties and the higher automation rate,
the whole process is accelerated and by the end of the day time is money, so it even increases
savings. (Blockgeeks 2016)

3.3.3.2 Disadvantages of Blockchains

As every emerging technology, also blockchain has certain disadvantages, risks and limitations
that have to be evaluated in order to see the big picture. So regardless its hype and its obvious
potential some challenges require adaptions before blockchain can be rolled out in all industries.

The main ones are summarized in the following paragraph.

Blockchains are not an exception when the focus is put on legislative frameworks and regulating
authorities. As many emerging technologies also blockchains faces a lack of law and common

standards — so standards and governance functions are missing.

Besides all public blockchains, trends show that more and more private blockchains will be
launched in the future. However, blockchains are barely standardized which bears a risk of lack-
ing integrity although blockchains are known to be very secure. One expectation is Germany that
is already represented via the DIN in the International Standard Organization. (International
Organization for Standardization 2016) Another attempt to achieve standards is tackled by the
Blockchain and Transport Alliance (BITA) but in scope are only blockchains related to logistics.
Additionally, it would be useful to set up an international and public register for blockchains in
order to gain transparency over the blockchain infrastructure and to avoid parallel work streams
for one and the same type of blockchain. (Schitte et al. 2017) In the future, organizational bod-
ies are required to ensure constitutionality. An international framework is needed that addresses
several topics that are currently not yet clear; which legal force do blockchains have (Schitte et
al. 2017) and how to deal with the personal data stored data in the ledger. (Deloitte Legal
Rechtsanwaltsgesellschaft mbH 2018) This topic gains even more topicality as the European da-
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ta protection ordinance entered into force as from May 2018 and foresees a much stricter
framework for the handling of personally identifiable information (PII).

Some of the most challenging topics are available capacities and resource demands. One of
the main challenges and growth blockers of blockchains is the throughput capacity of only sev-
en transactions per second and even up to ten minutes to process Bitcoin transactions whilst for
instance a common payment processor handles in average 2,000 transactions per second up to
a maximum of 56,000 transactions per second. Certainly, blockchains have a weakness in
scalability which will prevent it from growing as long the throughput topic is not solved. (Croman
et al. 2016: 106-107) Hand in hand with the throughput capacity goes the energy demand of big
blockchains. In order to run all transactions, blockchains consume a huge amount of energy.
The process of enabling computer hardware to perform mathematical calculations and creation
of new blocks is called mining. Hence, PoOW mining wastes a lot of energy just to maintain the
consensus of a blockchain. (Yli-Huumo et al. 2016). In addition, expensive hardware is needed
to process transactions in future blockchains. With increasing throughput times and sizes of
blockchains also the energy and hardware demand increases. So two of the main obstacles are
the energy consumption of blockchains as well as not yet fulfilled the pre-requisites regarding
computing power. Only in case those problems are solved a large-scale roll out of blockchains is
possible. (DHL Trend Research 2018)

The industry adoption and acceptance rate will ultimately decide whether blockchain be-
comes a success story in the broad industry or whether it remains hype in the cryptocurrency
and among people in the information technology sector. Due to the missing legal framework and
the challenges in scalability, it becomes difficult to convince key stakeholders in industries. In
particular in highly regulated industries such as the finance, food, chemical and pharmaceutical
sector, first a gapless legislative framework must be established before either the whole industry
or at least certain process can be moved to blockchains. On the other hand, the added value of
blockchains only increases if the number of growing participant community. So currently the

blockchain technology faces a dilemma. (DHL Trend Research 2018)

Lastly, another obstacle is frequently underestimated are organizations and cultures in the
context of blockchain acceptance. As mentioned before, blockchain develops its full potential
with a growing number of participants. However, in a first step the future users — in particular the
non IT affine users — must be convinced and gain trust in a new technology before it can be
rolled out into all business processes. In order to smoothen the transition from common technol-

ogies to blockchains, companies and industries should gain knowledge in blockchains, run pilot
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projects and gain the trust of future users. (DHL Trend Research 2018) This process is strongly
interlinked to change management in organizations. Change Management addresses human
face of technological changes. A successful large-scale implementation of blockchains must be
performed once with a focus on systems and processes and secondly focusing on the people.

As this thesis aims to also provide concrete recommendations for action cross-disciplinary, the
following section briefly summarizes the most important aspects of fundamental change man-
agement that would be needed when rolling out blockchains technology, in any organization.
Kurt Lewin provides an explanatory model that clusters the different phases of change manage-
ment into three parts; unfreezing, moving and refreezing as presented in Figure 16 3-Phase-
Model.
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Figure 16 3-Phase-Model (Presentationload 2015)

The unfreezing phase describes the time needed to prepare all involved stakeholders for the up-
coming change. The status quo is defined and problems identified. During this phase it is im-
portant to clearly communicate the scope and purpose of the change in order to establish a
mental readiness. In the second phase, the movement stage, the changes e.g. blockchain tech-
nology is introduced and stakeholders gradually get used to a new standard. The phase ends,
when all stakeholders are convinced that the change will create an added value. The last phase,
called refreezing, is characterized by turning the new standards into routine. If the new status
quo is not getting into the subconscious of stakeholders the likelihood of falling back into old pat-
ters and subsequently the failure of the change process is high. It is therefore necessary to mon-
itor the adherence to new standards and deviations from the new status quo shall be prevented.
(Burnes 2004)
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Kurt Lewin’s model is comparably old, taking into consideration that it was established in 1947
already however it has not lost any of its impact and topicality. In the subsequent years various
models were created as summarized in Table 3 Different Change Concepts. Although all subse-
guent models show more phases, they all base on the initial phase model of Lewin to a certain
extent. The latest models more and more combine the factual level with the emotional level in
terms of change management. (Bergmann and Bungert 2011)

Table 3 Different Change Concepts (Bergmann and Bungert 2011)

Author Phases

Kottler (1996) (1) Increase urgency (2) Build guiding team (3) Develop the vision (4) Com-
munication for buy-in (5) Empower actions (6) Create short-term wins (7) Do

not let up (8) Make changes stick

Kruger (2002) (1) Initiation (2) Conception (3) Mobilization (4) Implementation (5) Stabiliza-

tion

Doppler / Lau- (1) Initial considerations (2) Targeted sounding (3) Creation of project base
terburg (2008) (4) Communication concept (5) Data acquisition (6) Data feedback (7) Diag-
nosis and force field analysis (8) Development of concept and action plan (9)
Preliminaries (10) Experiments and pilots (11) Decision (12) Roll-out and

supported implementation

Every organization that rolls out blockchain technology in the future and carries out a transfor-
mation from common technologies to the hyped blockchains can find guidance in the four lead-
ership principles by Jack Welch. Every change project must be attached to a clear vision and
target statement in order to become successful. To make changes happen, companies must hire
and promote only true believers. This requires a very good human resource management. Hand
in hand goes the third advice to remove resisters even though their overall performance might
be satisfactory. Only one non-believer can jeopardize the whole change process. Last but not
least, in order to be a real change organization, companies must become brave enough to dare
looking into new opportunities for instance blockchain technology although not every detail of it
is assessed yet. Changes must be seen positively as more as a chance rather than risk.

(Bergmann and Bungert 2011)
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4. Applications of Blockchains

As blockchain technology matures and grows, more and more areas of usage for blockchains
are identified across all types of industries around the world. At a first stage, this chapter aims to
introduce and discuss selected, promising examples blockchain adoptions in industries. Hereby
a special focus on the finance sector and the chemical industry is set, deepened and based on
two interviews with experts from these branches. Whilst the framework of the chemical sector is
very similar to the one applicable in pharmaceutical industry, the finance sector differs signifi-
cantly in its structure. Therefore it is interesting to explore those antipodes. In a second stage,
the applicability of blockchain technology in the pharmaceutical industry and more important, in
the supply chain management is evaluated. This part of the chapter intends to answer some of
the research questions and paves the way for the case study in chapter 5 that deals with the us-
age of blockchain technology in the pharmaceutical supply chain at Boehringer Ingelheim RCV
GmbH & Co. KG. Lastly, an outlook about the further development of blockchains is drawn.

4.1 Best Practices of Blockchains in Industries

The most prominent example of blockchain technology are so called cryptocurrencies for in-
stance Bitcoin, the first known digital currency, launched in 2008 or SwiftCoin and Etherum are
two alternative examples. The majority of articles and papers dealing with blockchains focus on
hyped cryptocurrencies in the financial sector. Since blockchain is much more than just the
technology behind bitcoins and there are more areas of usage in the finance sector, the next sub
chapter pays detailed attention on that. Bitcoins are digital assets, comparable to currency that
can be exchanged via the Bitcoin blockchain. Anyone can participate and join the Bitcoin block-
chain as it is classified to be a public network. Pseudo-anonymous users can transfer Bitcoins
among each other in a secure and trusted manner. However, as Bitcoins make traditional bank
instituted obsolete and bypass any financial institution and legal frameworks are missing,

Bitcoins are heavily discussed in business, society and research. (DHL Trend Research 2018)

Another area of blockchain that is still in its early stage of development is the internet of things
(IoT). The 10T is a global network of linked up human beings and objects. The main target of the
IoT is to improve the interaction of humans and machines or solely the interactions among ma-
chines. So the overall purpose of 10T is to share information about the status of objects that mir-
ror the manufacture, distribution and consumption of people’s life. (Zhang and Wen 2017) How-
ever, in order to achieve a complete interconnection of people and objects, a decentralized sys-
tem must be applied that allows a high level of autonomy. Blockchains would be an ideal techno-

logical solution, as it is based on a decentralized system that provides a highly secure environ-
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ment. One of the obstacles is the prerequisite that blockchains and objects must be clearly con-
nected and assigned. If this obstacle is taken, in the future autonomous machines for instance
driverless taxis as suggested by Uber could offer their services and earn money themselves.
(Schitte et al. 2017) So independent machines that perform a job and earn money are no longer
just science fiction but could be reality soon.

Something very similar to the concept of the 10T is currently investigated in the automotive in-
dustry. The approach in the automotive industries follows the idea to create a digital twin for
every physical asset via the blockchain. The physical asset would broadcast important events
and data throughout its lifecycle to a private blockchain with limited access to just a few partici-
pants — however due to data protection laws the legal framework has to be investigated further.
(DHL Trend Research 2018) This way, not only the “health” of the car can be monitored also
every owner, could be registered in a blockchain. This would prevent or at least complicate theft
and even more important, the manipulation of certain instruments such as the odometer. (Hill
2017)

Another, even though abstract, branch that benefits from blockchain technology could be the le-
gal sector particularly with a link to smart contracts. At the moment, the usage of blockchains in
legal environments is difficult as by law a concrete sender and recipient must be known. Due to
the pseudonymity and decentralized approach, blockchains do not fall under the common un-
derstanding of law. Taking now into consideration that blockchains can and will work on global
level, future ways of law enforcement must be aligned. Providing that in the future a harmonized
legal framework for blockchains is established, preferably on a global level blockchains can chal-
lenge the claim of validity but also allow exploring new ways of law enforcement. Blockchains
could simplify contract management in general, starting with the automatization till securing con-
tracts from any kind of retrospective modification. Due to the higher level of automatization of
contracts, so called smart contracts, intermediates become obsolete e.g. banks, traders or par-
tially lawyers and the costs per transaction could be reduced significantly. This would make even
the smallest kind of transactions profitable or at least cost-neutral. (Schitte et al. 2017) A future
example could be a smart contract between a freight forwarder and a supermarket. If the deliv-
ery is delayed or the cool chain could not be kept by the freight forwarder on its way to the su-
permarket, based on the data broadcasted by the GPS and temperature logger of the truck into
the blockchain, a penalty for delay could be automatically issued to the freight forwarder and the
recipient, the supermarket, would get an automatic information about the delayed arrival of
goods. Earlier, first the logger data had to be read out afterwards the paperwork about delay or
exceeded temperature ranges had to be written and only then a penalty could be issued. Smart
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contracts can perform those actions, based on pre-agreed terms, automatically between the
contract parties. Other interesting, not yet fully explored areas are the protection of (intellectual)
property right, chain of custody and notary public. All based on a secure, distributed peer-to-peer
network of blockchains. (DeMuro 2018) However, since most of the pilots in the legal sector are
run secretly so far the proof of concept is missing. (Shah 2018)

Connecting to the legal sector, the media industry could benefit as well from blockchain tech-
nology although the purport in the branch is fairly divided. Whilst some key players in Germany
say that blockchain has a great potential to be used in the media industry as well, the neighbors
in Austria are more reluctant and argue that until now no company in the media industry has
even started with pilot project in this direction. By contrast, in Germany, one of the largest polic-
ing groups has founded Bot labs, a start-up that aims to develop solutions for the media industry
based on blockchain technology. (Mey et al. 2018) Possible areas of application could be licens-
ing, copyright and the tracking of origins. In addition, blockchain could help to manage the allo-
cation and payment of advertising spaces in the future. (Schiitte et al. 2017) However, compared
to other industries, the media industry is not as quick as others in the exploration and implemen-

tation of blockchains.

Last but not least another very interesting area of application is the public sector. Many differ-
ent areas of the blockchain sector may be suitable to be run via blockchains in the future. Figure
17 Global Blockchain Pilots in Public Sector indicates in what countries blockchain pilots are
started and on which aim they strive for. Surprisingly little activity is applicable in the European
public sector whist the BRIC states™ have either one or multiple pilots running. (Karanjia et al.
2018)

1 BRIC countries comprise Brazil, Russia, India and China.
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Figure 17 Global Blockchain Pilots in Public Sector (Karanjia et al. 2018)

The blockchain technology has great potential in the public sector, which is underlined by the va-
riety of pilots running on a global level but on the other hand it also bears a risk for authorities
because with the help of blockchain, certain authorities acting as intermediates might become
obsolete in the future, similar to the fate of intermediates in other industries. The spectrum of
blockchain usage ranges from fairly simple e-payments to property and ID management to e-
voting. In the future, with the help of blockchains it could be possible to use cryptocurrency for
any kind of payment including tax related transactions. In addition, as described under the point
asset management in chapter 3.3.3.1 Advantages of Blockchains, blockchains could be used to
digitally register any kind of asset or property such as cars or land. Blockchains could support
facilitating property purchases and each step of the sale would be verified and recorded on the
blockchain. This simplifies the handling but also increases the transparency and last but not
least also helps the tax authority taxing the proper assets. (Schitte et al. 2017) Another promis-
ing area is the e-voting procedure. In countries with high population where elections become a
complex and time intensive process or in countries that suffer from corruption, a voting system
based on blockchains could provide a reliable, comparably simple and forgery-proof alternative
to common election methods. Another important topic is data integrity. Authorities could use

blockchains to verify IDs, certificates, social insurances etc. Overall the public sector offers many
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different areas to apply blockchain technology to, however it will take a couple of more years,
until the every single nuance of blockchain is understood and the full potential of the technology
can be used. (Karanjia et al. 2018)

Last but not least, the darknet™ is another possible area of blockchain usage which to a certain
extent is interesting to explore, as it plays a significant role in the illegal trade of prescription
medicines and also it is important to mention for the thesis’ sake of completeness. As the dark
net is a legal vacuum it is preferably used for criminal and illegal actions e.g. distribution of ex-
tremist ideas, trading of (child-) pornography and arms trade. The main intention of darknet us-
ers is to remain anonymous but still maintain a certain level of security. Bitcoins and hence
blockchains as the underlying technology gained significant relevancy in the darknet as both
provide security and anonymity. As Bitcoin wallets are not linked to someone’s real life identity
but to a pseudonym users can process payments anonymously so that it is almost impossible for
prosecuting authorities to trace back transactions. However, since this thesis aims to identify le-

gal possibilities of blockchain applications, the darknet is excluded from further investigations.

4.1.1 Finance Sector

The most prominent area of blockchain applications and the actual origin of the technology cer-
tainly is the finance sector. Hence it is not surprising that almost all academic researches and
papers either deal with blockchains in the financial branch or at least refer to approaches that
result from financial processes. As the finance sector contributes a significant part to the devel-
opment and exploration of blockchains and is supposed to be the industry with the most mature

pilots, a particular focus is put on this industry.

Overall four major fields of potential blockchain applications in the finance sector can be identi-
fied. First of all, blockchains could help accelerating and simplifying any type of payment process,
particularly cross-border payments. Currently, international bank transactions are comparably
complex and costly as many different intermediates are involved. Resulting from the high com-
plexity and costs such payment transactions are not processed continuously but only a couple of
times a day. This leads to significant time lags in daily business. Blockchains could reduce, even
erase, the disadvantages resulting from high costs and time delays. (Deloitte 2018) In addition,
due to the reduced throughput time, the risk of changing foreign exchange rates can be lowered

considerably. Besides already mentioned advantages, blockchains increase the security and pri-

!> The darknet or deep web is a network approximately 500 times larger than the common World Wide
Web and beyond the reach of search engines such as Google and Yahoo. The darknet is not a separate
physical network but more an application and protocol layer riding on an existing network. It can be con-
sidered to be a collection of networks and technologies used to be share digital content in a legal vacuum
(Biddle et al. 2003: 155-176).
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vacy of any payment system as all payments are based on a so called push-system. This means,
users / customers can initiate payments themselves without providing any bank data beforehand.
At the first glance this does not convey an impression of increased security, solely increased pri-
vacy which is not beneficial to all parties but actually it does bear security advantages for all
sides. Due to the decreased throughput times, the risk of chargebacks can be eliminated. Block-
chains are based on inherent transaction irreversibility wherefore any kind of fraud originating
from balancing entries is identified and prevented. This increases the security for traders alt-
hough on the other hand the privacy of customers is empowered. (Schiitte et al. 2017) Taking in-
to consideration the increasing complexity in data privacy, handling and storing, recently
strengthened by the European data protection ordinance becoming effective with May 2018, any
payment system that runs transactions without storing customer and payment data turns out to
be even more attractive to traders as it limits the risk of incompliance with different local data pri-

vacy laws.

Other interesting areas of application are share trading and stock exchange markets. Block-
chain technology can simplify share trading by eliminating the need of intermediates such as
middlemen or even the stock exchange itself. Instead of using the stock exchange, transactions
could be run in a decentralized and secure ledger with numerous computers worldwide. So in
the future, brokers are bypassed and blockchain technology is used to bring together supply and
demand and to actually process the stock exchange. This does not only speed up the whole
process but it also increases the trade accuracy. Additionally, blockchains could also change the
way how companies could go public in the future. Blockchains, so far the most secure system,
could be turned into a ‘notary office’ that can run fully automated issuance, transfer, coordination
and management of private company securities. This would revolutionize the industry. Although
it sounds very futuristic at the first glance, this approach is already under exploration by the

Nasdagq'® so it could become reality sooner than later. (Deloitte 2018)

Blockchains especially in combination with smart contracts can become useful in the insur-
ance and real estate area as part of the broader finance sector. Once the conditions of the in-
surance policy are defined and agreed by all parties, smart contracts, based on blockchains, can
for instance execute insurance payouts fully autonomous without any interference of humans —
smart contracts can lead to smart payments in the future. In regards to the real estate sector,
smart contracts can take over the monitoring function, checking and verifying numerous pay-

ments or any other transaction as part of the contract. (Deloitte 2018) In case of non-adherence

® The Nasdaq is a stock exchange in the U.S. and the second biggest in the world by market capitaliza-
tion. The Nasdaq is located in New York City (Tillier 2017).
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to service level agreements smart contracts can send out reminders or initiate corrective actions
in case of a breach of contract. Manual workload and costs would decrease whilst efficiency and
accuracy increase. (Schatte et al. 2017)

Certainly one of the most promising areas of possible blockchain implementation is the whole
accounting process even outside the finance sector. Accounting is frequently subject to ma-
nipulation mostly triggered by human error. Guidelines such as segregation of duties, careful
background checks of employees and intensive audits try to reduce the risk of incompliance. By
implementing blockchains processes with regards to data entries, integration and maintenance
of multiple books of accounts could be automated and hence human error and / or manipulation
could be eliminated. Blockchains could consolidate single book of accounts into a data model
that could be run autonomously. In blockchain, due to its distributed architecture, it is nearly im-
possible to rig data by e.g. backdating contracts as for every single transaction a new has value
is created containing a time stamp. In case the data is changed, the hash value of this block is
changed as well which leads to a mismatch and the manipulation is revealed (see also 3.3.2.2
Set-up and Functionality of Blockchains. (Deloitte 2018) Currently, two different blockchains are
heavily discussed in this context; on one hand as a central register in order to consolidate
bookkeeping and on the other hand as a consortium blockchain for customer data. (Schiitte et al.
2017) In a consortium blockchain the validation process is controlled by a designated group or
function however the right to view data can be provided either to public or again just selected
users. (SAP 2018) In case of the finance sector this would mean e.g. major financial institutes
would be responsible for entries into the blockchains but all banks could access the customer
register which would accelerate the background check of customers and could accelerate the

transmission of customer data.

Besides all opportunities some aspects still have to be clarified and technology must become
more mature before a nationwide use is possible. In research as well as during the interview,
one of the biggest obstacles mentioned is the security issue. Although blockchain technology
provides a very high level of security it still bears some risks. In case the private key (see also
3.3.3.1 Advantages of Blockchains) gets lost. Another problem is the latency of blockchains.
Currently, the network is not ready to process transactions as quickly as needed to reach a suffi-
cient level of satisfaction by customers. Whilst for the technical problem of insufficient scalability
solutions are in the pipeline the missing legislative framework is worrying financial experts more,
as stressed as well during the interview. At the moment neither local nor international law fully
covers the broad range of blockchains. Customers as well as banks have no concrete legal
means in case for instance cryptocurrency stored in blockchains is hacked. Whilst a loss due to
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theft usually is reimbursed by common bank institutes in a world of cryptocurrencies and block-
chains where traditional banks will no longer exist, it is not yet clarified how and if customers are
protected. Certainly this is a big hurdle for a broader roll-out of blockchains as it addresses one
of human’s basic needs'’; the physiological needs as in case of no money neither food nor ac-
commodation can be afforded and secondly the safety needs that ask for protection, law and
stability according to Maslow. (McLeod 2018) Whenever basic emotions are affected, the human

component of change management shall not be under estimated.

Whilst the first section remains fairly theoretical, the second part focusses more on the “voice of
the business”. In order to obtain first-hand and unfiltered information of financial processes and
blockchain usage, an interview with Mr. Alexander Tscherteu has been conducted. The interview
aims to understand the requirements of the financial industry, the pre-requisites of blockchain
usage and how blockchains can create an added value for companies. Besides those facts, the
interview with an expert from the financial sector attempts to find out how and if the challenges
of blockchains differ in various types of industries especially in contrast to those in the pharma-
ceutical one. Solely from the type of business, the finance sector and the pharmaceutical indus-
try have little in common in the first glance. Whether this also applies to blockchains, shall be

evaluated in the interview.

According to Mr. Tscherteu the most important features of any technology being used in the fi-
nance sector are costs, privacy and security. The financial branch is highly regulated and the da-
ta fairly sensitive, in this respect it is not much surprising that those three features are consid-
ered to be most important. On the other hand, characteristics such as user friendliness and la-
tency are considered to be less important. The scalability of any technology as well as the inter-
nal transparency and reliability are rated to be neutral. Although the results are withdrawn from
just one representative of the finance sector, the nature of the industry and its underlying needs
can be identified. In combination with the academic research, the interview completes the picture
and solely from a demand point of view, blockchains would be a suitable technology as they are

meeting the main requirements.®

' According to Maslow physiological needs are biological requirements that are important for human sur-
vival such as air, food and drinks. If those needs cannot be sufficiently satisfied, the human body cannot
function optimally. Until those basic, physiological needs are not fulfilled, all other needs become second-
ary. Besides physiological needs also safety needs are classified as basic needs of human beings. Safety
needs refer to the desire of humans for any type of protection that can be achieved by health, security and
Psroperty for instance (McLeod 2018).

Interview: see also Appendix 5: Interview Protocol 5.
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Mr. Tscherteu sees the main area of blockchain applicability in basic services for instance exe-
cution of payments or any type of security servicing. Blockchains allow running those types of
processes in a more simple way and hence the costs are reduced. Reducing the cost disad-
vantage is by far one of the most important aspects as banks are under constant cost pressure.
In addition, traditional banks see themselves faced with new entrants on the market, offering
similar services but for less money due to specialization. Blockchain technology might help
banks to cut costs and create a competitive advantage if using the advantages of blockchains
smartly. Although Mr. Tscherteu emphasizes the advantages of blockchain technology and no-
tices the added value, he also stresses that blockchain technology is still in an early stage and
far away from being an implementable package for financial providers. Besides the missing legal
framework he sees that biggest obstacle in the transaction pace. The more information is stored
in blockchains, the longer the chains become and the slower the whole system. As long as de-
velopers have not solved the issues with the throughput times and energy demands, quicker
standard solution will remain first choice although not offering such a high level of security as

blockchain simply due to the fact that time is money and in this regard blockchains are inferior.™®

“The future of finance could be without banks but with transactions approved automatically in
seconds or minutes”. (Tondreau 2016) To sum up, blockchain technology definitely has the pos-
sibility to change the design of the traditional finance sector by increasing profits due to a higher
level of automatization creating more efficiency and due to the nature of blockchains more secu-
rity. On the other hand blockchain technology poses a considerable risk to traditional banking as
in theory only computer software is needed to run payment transactions in a peer-to-peer net-
work, no bank account or intermediate. Going even beyond traditional banking also with regards
to public record management blockchains could be of great use to society. However, institutes
have not yet decided whether blockchains are more friends or foes since depending on the per-

spective BCT can appear to be an opportunity and threat. (Tondreau 2016)

4.1.2 Chemical Industry

Contrary to the finance sector, the chemical and pharmaceutical industries seem to have much
in common. Unfortunately, no standardized classification and differentiation of the chemical and
pharmaceutical industry is available, at least not on a European level. Whilst in some European
countries the scope of the chemical industry is strictly limited to the development, manufacturing
and distribution of chemicals referencing to the NACE 20% of the Statistical Classification of

Economic Activities in the European Union, in others the chemical industry comprises more as-

9 Interview: see also Appendix 5: Interview Protocol 5.
?® The NACE 20 is a classification of economic activities in the European Union (Eurostat 2008).
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pects for instance the pharmaceutical, hygiene, rubber and plastics sector. (Cefic 2018) For the
purpose of this thesis, a narrow interpretation of the chemical industry is applied that only com-
prises the plain research, development, manufacturing and distribution of chemical products.
Subsequently, the pharmaceutical industry is considered to be an independent industry sector.
However, the chemical industry provides the base, the active pharmaceutical starting ingredients,
for the subsequent process steps in the pharmaceutical industry. So from a supply chain point of

view, certain dependencies are applicable.

Due to the fact that the pharmaceutical and the chemical industry are linked to each other, in
terms of blockchain applicability and requirements to any technology, it can be assumed that
both industries act similar. Currently three major areas of blockchain application in the chemical
industry could be identified.

As in the chemical industry scalability is an important topic. All around the globe, large chemical
parks can be found that are shared among different companies, aiming to create synergies due
by jointly using for instance the infrastructure or energy production. In order to secure accesses
to such networks and resources, companies agree to long-term contracts. On one hand this se-
cures the production pipeline on the other hand long term contracts are fairly inflexible. In case
the market changes and access to different resources or just in different amount of resource ca-
pacities are needed, with long-term contracts it is hard to achieve. Although it is the aim of all
participants to optimize the resources of chemical parks, privacy concerns prevent companies
from transparently sharing relevant information. Smart contracts, based on blockchains, could be
an alternative in the future. Instead of inflexible, long-term contracts between the chemical parks
and companies, smart contracts could regulate the capacities of different production streams in
the future and subsequently also apply a dynamic pricing of the interconnecting streams. Block-
chains provide a transparent but also secure environment to store all price calculations. The out-
come would be a optimally utilized chemical park, an industrial symbiosis, that would not be

subject to illegal price rigging. (Maxeiner 2017)

Another topic that goes hand in hand with an advantage of blockchain technology in the finance
industry is the challenge of cross-border transactions (Wong 2018). In the chemical industry,
the logistical chains are very broad and usually companies purchase and sell goods all over the
world. This leads to a major problem in handling different currencies and exchange rates. Com-
panies doing business in the chemical industry could for instance in the future use digital curren-
cies for internal transactions that are broadcasted in a distributed ledger. An internal digital cur-

rency has two big advantages; first of all the transparency of all transactions would increase and
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secondly the prices of any type of service could be made comparable. Knowing the prices for all

types of services within the company’s network helps to better allocate work.

Another possible area of blockchain applications are decentralized sales platforms. Particularly
in the chemical industry, during the manufacturing process companies need but also produce
lots of intermediate products. Often those intermediate products can be used in other production
as well, whilst one company is interesting in selling not needed intermediate products, another
company is interested in buying an intermediate product for an attractive price. Currently, those
transactions are run via central platform such as Alibaba. In the future, those intermediates could
be skipped and margins saved by using decentralized sales platforms using blockchain technol-
ogy. Companies could connect their productions to blockchains and broadcast relevant infor-
mation for disposition. Smart contracts could take over an automated disposition and sell and
buy intermediate products according to production plans. This way chemical companies do not
need to share valuable data with competitors but still a secure, automated procurement can be
achieved. Due to an increased transparency on actual demands and needs, the prices would
become more dynamic and companies could most likely achieve better or fairer prices than now.
(Maxeiner 2017)

Obviously, also in regards to supply chain processes, the chemical industry offers great potential
for blockchain applications; starting with track and trace, to the handling of paperwork in cross-
border transportation to preventing counterfeits. However, as research revealed that there is an
immense overlapping between usage of blockchain in the chemical and pharmaceutical supply
chain, the topic is discussed only once, in the subsequent chapter 4.2.2 Usage in Supply Chain

Management.

In order to evaluate the concrete value of blockchain to the chemical industry, a second inter-
view with an expert is conducted. The interviewee, Mr. Sebastian Dencker, is an expert in the
chemical industry, more precisely in the water, hygiene and energy technologies. The rating of
important features for any new technology such as blockchains in the chemical industry is similar
to the results provided by experts in the pharmaceutical supply chain business. Not surprisingly,
a high reliability and security are favorable features. The user-friendliness is rated very high by
Mr. Dencker unlike the results provided by experts from the pharmaceutical or finance sector.
However, this is not considered the standard but more a personal opinion of the interviewee.
The overall idea of blockchain technology and its opportunities is perceived positively, particular-
ly in regards to applications that secure the intellectual property of future 3D manufacturing as

well as for the management of digital identities of assets and persons however, Mr. Dencker ex-
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pects the chemical industry to be rather a quick follower than first mover. The biggest showstop-
pers are the not yet fully developed technology as well the missing proof of concept. Additionally,
Mr. Dencker misses pilot projects that confirm and quantify an added value of blockchain tech-
nology to the chemical industry. From the interviewee’s point of view, the inhibition threshold of
companies to invest into blockchain pilots could be significantly reduced, if common software
providers such as Microsoft or SAP offer blockchain solutions that frictionlessly work together
with standard software that is already available in industries.? So offering blockchains as a
complementary technology to existing one would increase the chances of success and propel
the adaption of blockchains.?? The provided arguments, particularly the proposal of offering
blockchain technology as a complementary rather than replacing technology, go hand in hand
with the perception of the blockchain experts from the healthcare sector and interviewees Mr.
Glover and Mr. Grover.? Therefore, it can be implied that the limitations but also solutions to
current road stoppers are very similar in the chemical and pharmaceutical industry, which

strengthens generality of the outcomes of this thesis.

4.2 Blockchain Technology in the Pharmaceutical Industry

The following sub-chapters deal with the question, which processes in the pharmaceutical indus-
try and in particular in the supply chain could be subject of blockchain usage in the future. Simi-
lar to the previous paragraphs, first a general overview of blockchain concepts in the pharma-
ceutical sector is provided. Afterwards the focus is set on solely supply chain relevant actions.
The chapter ends with an outlook about future developments in the pharmaceutical supply chain
and how they might affect the implementation and design of blockchains.

4.2.1 Status-quo in the Pharmaceutical Industry

Blockchain technology certainly has the potential to unlock new opportunities for pharmaceutical
companies and fight particular threats such as theft and counterfeits. According to statistics from
Interpol about one million people die from fake drugs each year. It is assumed that up to 50 per-
cent of all drugs distributed via websites are falsified, containing either no active pharmaceutical
ingredient (API) or a fractional amount. Particularly, customers in emerging markets suffer from
counterfeits as about every third product on the market is fake. (DHL Trend Research 2018) In
order to improve patient safety and to either stop or at least make it more difficult for putative
manipulators many countries have implemented so called product safety and security features.

Those feature e.g. data matrix codes containing random, unique serial numbers shall prevent

L Interview: see also Appendix 6: Interview Protocol 6.
*2 |nterview: see also Appendix 2: Interview Protocol 2.
% Interview: see also Appendix 2: Interview Protocol 2 and Appendix 3: Interview Protocol 3.
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consumers from receiving counterfeits in the future. The most prominent initiatives are the dele-
gated act from the EMA that comes into force on February 9" 2019 and the one from the FDA
that becomes valid from 2021 onwards. Both initiatives make it mandatory for drug manufactur-
ers that want to participate in local pharmaceutical markets to apply additional tamper evidence
safety features on the packaging material. In addition, in the future every sales pack receives a
random, unique serial number that is created by a computer just in time and printed on the
packaging material during packaging process. Afterwards the serial numbers are uploaded into a
network that helps to track each pack in the distribution channel. When a customer buys drugs in
the pharmacies or hospitals use it for treatments, the packs are scanned and a computer verifies
that the serial number on the pack is correct and matches the data provided by the manufactur-
ing site. This way, patients can be sure that they do not receive counterfeits as those numbers
should not be available in the central data base. The only disadvantages lays in the usage of a
central network, storing the sensitive serial numbers e.g. in the EU. Blockchains, using a decen-
tralized network, would be a more secure but still transparent solution. Serial numbers could be
broadcasted into a blockchain once created. At any stage of the logistical chain it could be clear-
ly tracked and traced from where the product comes, who was responsible for the distribution
and storage and if something happens, where the incident in the logistical chain happened. In
case counterfeits appear on the market, it could be immediately tracked back at which point they
entered the distribution channels. No serial number could be changed, deleted or duplicated af-
ter the upload to the blockchain took place. Every single adaption would change the hash value
of the block and the manipulation would be revealed (see also 3.3.3.1 Advantages of Block-
chains). Whilst the EU remains with a centralized solution, in the USA pilot projects are running
to test, whether the objectives of the delegated act could be better met by applying blockchains.
To summarize, blockchains could help fighting counterfeits in the market due to increased track-
and traceability. This would make the usage of drugs all around the world much more secure. A
detailed description about how the process could be designed in the future is provided in the
next chapter 4.2.2 Usage in Supply Chain Management as it is strongly related to supply chain

processes.

Others focus more on the potential applicability of blockchains during clinical trials. The highly
sensitive patient data could be uploaded to a secure blockchain in the future that also allows to
share and audit medical records and trial results. At the moment, clinical trial data is fairly diffi-
cult to access hence it is difficult to share ideas with important participants. Blockchains could
provide a suitable environment to share clinical trial results among involved stakeholders while

ensuring a high level of data security and system reliability. The increased transparency could
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foster sharing data and might leads to unlocking new treatments and gaining efficiency. (DHL
Trend Research 2018)

4.2.2 Usage in Supply Chain Management

Supply Chain Management including logistics is by far the most prominent and promising area of
blockchain exploration after cryptocurrencies and the finance sector. Why? For a very simple
reason; supply chain management is all about coordinating numerous partners starting with
manufacturers, warehouse providers, wholesalers and freight forwarders but also financial and
insurance service providers. Approximately 60 percent of all B2B transactions are still paper-
based and hence sensitive to (human) errors. (Schiitte et al. 2017) Every single step in the sup-
ply chain costs time and money which conflicts with companies target to deliver preferably quick-
ly, cheap and still in high quality. Blockchains are always worth to consider when multiple part-
ners must work together closely, when intermediates shall be reduced or eliminated and high
security, traceability and reliability is required. The pharmaceutical supply chain is a gold mine
when searching for possible areas of blockchain applications. What are relevant processes for

blockchain technology is described in the subsequent paragraphs in detail.

Before deep diving into the content, first it must be distinguished between traditional supply
chain processes dealing with the materials and information flow whilst the second part, less dis-
cussed in research, deals with the financial and commercial processes in supply chain. Due to
the two different natures and obijectives, also the requirements on blockchain differ therefore it
makes sense to disassociate both processes from each other. However, in the end both pro-

cesses run hand in hand and must be seen as a big picture.

4.2.2.1 Logistical Processes in SCM
Although blockchains have the potential to become a superior technology in multiple blockchain
processes, during the interviews and academic research four major application possibilities have

been identified. Each aspect is being discussed in the following section.

Inbound and outbound logistics, as part of supply chain management, deals on a daily base with
plenty of documents, some of them confidential and of high importance. Especially in cross-
border logistical chains many documents must be prepared for customs clearances that are at-
tached to the physical goods when shipping. Besides standard documents such as the bill of
transport, packing list and invoices, in the pharmaceutical industry also certificates of origin and
various testing certificates must be provided for every drug transport. Subsequently, before eve-
ry air-, sea- or truck-shipment a high amount of paperwork must be processed by logistical staff.
Moreover, the environmental aspect is dramatic. Although being in the 21 century, the logistical

50



processes are mainly handled paper-based which means a lot of paper is wasted for every
shipment. Overall, it is estimated that out of the total costs for each shipment between 15 — 50%
originate from trade-related paperwork. (Hackius and Petersen 2017) Besides the high costs, the
paper-based approach also bears the risk of loss and fraud. During long logistical transport in
many cases more than one border is crossed and documents are checked by several instances
such as customs officers, freight forwarders and other involved parties. Occasionally, it happens
that the document set is lost or even worse, it is manipulated which leads in the pharmaceutical
industry to a severe risk of patients. (IBM 2018) Blockchain offers large potential to turn logisti-
cal processes into faster and leaner ones by digitizing transport paper records. With the help
of blockchain technology, in the future, trade-related document records could be shadowed in a
restricted supply chain that would make paper-based documentation obsolete (Wong 2018). The
blockchain connects all involved parties of a logistical chain starting with the manufacturer to the
freight forwarder, customs and customers. Via a standardized interface, every party can access
the relevant shipment documentation in the blockchain when needed for instance in order to
clear the goods at an EU border. No party needs to change its IT systems, solely expanded by
an interface to a partner-blockchain. (Hackius and Petersen 2017) This would not only tackle to
problem with lost document records during transportation the distributed ledger technology and

risk of manipulation as blockchains are considered to be tamper evident.

A second very important area of applicability of blockchains is transparency and traceability,
particularly in combination with temperature and humidity monitoring. Nowadays it certainly is
possible track the location of a single truck, sea- or airfreight container via GPS however; in the
majority of cases the data is not available in real time. How does it affect pharmaceutical supply
chains? Many drugs for instance vaccines must be stored and shipped under certain tempera-
ture and humidity conditions. (DeCovny 2018) In case the temperature and humidity ranges are
exceeded or deceeded the drugs lose potency. For this reason, pharmaceutical companies

equip their shipments with temperature data loggers.

Before every shipment the temperature data loggers must be configured with the correct tem-
perature profile, depending on the type of goods that are supposed to be shipped. Throughout
the whole shipment, the temperature data logger measures the temperature and humidity with
sensors and stores the data. After completion of the shipment, the temperature data logger is
connected to a PC, similar to a USB stick and the stored data is downloaded for a quality analy-

Sis.
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Figure 18 Data Logger and Analysis (Elitech Technology Inc. 2018; Marett 2012)

Figure 18 Data Logger and Analysis (Elitech Technology Inc. 2018depicts a standard tempera-
ture data logger and an example analysis of measured temperature data. This approach is not
only complicated it also bears again the risk of manipulation. Additionally, the companies remain
in a “blackout period” until the data logger is read out. Companies do not know whether the
shipped goods can be released to the market until the whole analysis is done. During this period,
the companies lose a lot of time and hence plenty of money. Another problem lays in the de-
pendency of partners when reading out the loggers. Either the companies, that send goods with
data loggers, rely on their counterparts that they stop the monitoring function immediately after
goods receipts and timely read out the loggers or they need to wait for the analysis of data until
the logger is returned. Again this is highly time-consuming as the counterparts must be audited
for proper handling of data loggers and overall it costs a lot of money. Blockchain technology in
combination with the 10T (refer to 4.1 Best Practices of Blockchains in Industries) offers a simple
but effective solution. In the future, smart devices could be attached to each shipment that au-
tonomously monitor and record the environmental conditions of a transport. Instead of storing
the data on the device itself, the data is broadcasted in real-time on a blockchain. This way, the
integrity of the shipment and hence the product quality is better and even more important, com-
panies can access the temperature records at any time either during or after the transport. This
would enable companies to know where and when exactly a deviation of the temperature budget
occurred and the quality analysis that decides on the release of goods could be started immedi-
ately, even before the goods reach their final destination. It would save companies a lot of time
as the "blackout-period” is erased. Since this accelerates the whole supply chain of goods, pa-

tients can get their goods much quicker than now. If this approach is linked to smart contracts,
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even financial flows connected to single shipments can be simplified, accelerated and automa-
tized in the future (see 4.2.2.2 Financial Processes in SCM).

As mentioned briefly before, blockchains could play a significant role in the identification and
prevention of drug counterfeits in the future. (Hackius and Petersen 2017) When talking about
counterfeits and false medication it must always be linked with the ongoing serialization and par-
tially aggregation projects, initiated by multiple local and regional health authorities such as the
EMA and FDA. Those projects deal with the idea to endow every final good with a unique, ran-
dom identification number that contains quality sensitive information about the product’s origin,
the batch number as well as manufacturing and expiry date. When manufacturing the product,
the serial number is uploaded onto a central server and before handing out a drug at the phar-
macy or hospital, the staff is verifying the integrity of the product. At the first glance this sounds
like a perfect solution to track and trace a product throughout its whole life cycle however, the
crux lays in maintaining the traceability and transparency among the multiple steps of a supply
chain. Another critical factor is the data security. In case wrong serial numbers are uploaded on-
to the server, the counterfeits would not be recognized as such in the final check. Additionally,
as the information is stored on a central server it is more threatened by data hacking, data ma-
nipulation or data loss. In particular in the pharmaceutical industry, another level of complexity in
the supply chain is added by repackaging activities. From time to time, pharmaceutical manufac-
turers repack existing stock of drugs with updated packaging material for instance containing
newer medical treatment notes. In those cases existing serial numbers must be deleted or inac-
tivated and updated ones must be created. This process bears a certain risk of mix-ups and
mismatches that could harm end-users. Besides the current approach, using centralized servers
to store the data, blockchain technology could provide an alternative that actually is more relia-
ble and secure. (DHL Trend Research 2018) How the process could be designed in the future, is

illustrated below in Figure 19 Simplified Blockchain-based Track and Trace System.
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Figure 19 Simplified Blockchain-based Track and Trace System (DHL Trend Research 2018)

Above mentioned concept is based on blockchain technology so instead of using a central serv-
er to store serial numbers of millions of drugs a decentralized system, a blockchain, is used to
upload, store and maintain product related data. In this model, every step the pharmaceutical
product takes from its production, to the wholesaler warehouse, hospital, pharmacy and patient
is tracked and broadcasted into the blockchain. At any point of the supply chain, the product re-
lated data as the location, manufacturer and current owner but also physical data such as hu-
midity and temperature of the storage environment are transparent, accessible and tamper-
evident to involved supply chain partners. By restricting the possibility to upload serial numbers
to only registered and audited drug manufacturers the possibility of black-market producers to
upload serial numbers of counterfeits is erased. In addition, it is almost impossible for criminals
to infiltrate the pharmaceutical distribution channels with counterfeits since at any step of the
supply chain during goods receipt and goods issue the product is checked against the data in
the blockchain. Goods without a known serial number will not be handed out to end-customers

and hence the patient safety is increased. (DHL Trend Research 2018)

Another so far very relatively unknown area that could benefit from blockchain technology is
sustainability in supply chain management. Pharmaceutical companies are facing increasing
pressure from different types of stakeholders for instance regulatory institutes and politics but al-
so from potential customers to shape their supply chains in a more ethical and sustainable way.

(Vandevelde 2018) In order to listen to the voice of customers, companies could create some-
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thing like a “material passport” in the future that is broadcasted into a blockchain, accessible for
all relevant users. This material passport could store the whole “life” of a product including the
source of raw materials, the place of production steps, the distribution chain and much more. So
in the future, users, or in case of pharmaceuticals, patients could perceive the origin and history
of a drug they purchase.* By increasing transparency and traceability, also customers are em-
powered and a completely new interaction between pharma companies and patients and physi-
cians would be possible — of course always in scope of legal requirements. Increasing consumer
engagement and awareness will most likely lead to a higher motivation of companies to pay at-
tention to ethical and sustainable set-ups of supply chains. Companies that realize the potential
of end-customers becoming an active partner in supply chain could possibly gain a competitive
advantage as they could use the newly created transparency to promote for instance production
in EU, human rights or no child-work. (Vandevelde 2018) In terms of sustainability, material
passports in blockchains will increase the longitudinal traceability of any step in the supply chain
and can reveal and eliminate redundancies of work and hence reduces the consumption of fairly
often rare raw materials and in addition helps to coordinate better recalls and bottlenecks from
logistical point of view which would be reflected in lower greenhouse gas emission. (Leblanc
2018) By being able to track and trace consumed material via a material passport in a block-
chain, in the future it could be considered to use information for something like a secondary
commodity market. Following the principles of a circular commodity, goods that were needed for
the production of drugs but not flow directly into the finished good, could be offered on a sec-

ondary commodity market to reduce waste.”

4.2.2.2 Financial Processes in SCM

Whilst the majority of researches solely focus on the potential of blockchains in logistical supply
chain processes, this paragraph draws the attention on the applicability of blockchain technology
in financial flows. Supply chain management does not only consist of material and informational
flows but also financial ones that are worthwhile to consider. Particularly in combination with
smart contracts, blockchain technology can take the handling of financial supply chain processes

to a new level.

% Interview: see also Appendix 4: Interview Protocol 4.
%% Interview: see also Appendix 4: Interview Protocol 4.
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Figure 20 Blockchain-based Supply Chain Network (Schiitte et al. 2017)

As mentioned on the last section, it is of utmost importance for pharmaceutical supply chains to
maintain a stable, registered temperature and humidity level throughout all storage and transpor-
tation steps. Otherwise pharmaceuticals may lose its therapeutic effect. Providing companies
would use blockchains to record temperature and humidity data in real-time during shipments,
as proposed before, smart, self-executing contracts with logistical partners could simplify related
payment processes, insurance payments in case of damage and loss but also the prosecution of
penalties in case of a breach of contract. Figure 20 Blockchain-based Supply Chain Network

visually shows how smart contracts can be used within a blockchain based supply chain network.

In the concept of integrated, blockchain-based supply chain networks, the blockchain works as a
distributed storage that secures irrevocably all relevant information for the smart contract. The
smart contract itself, works as a self-executing software, that verifies, based on the stored infor-
mation in the blockchain, whether certain subject terms of contracts between partners are ful-
filled or not. Coming back to the before mentioned example and the illustration, this would mean,
in case the manufacturer sends goods to a wholesaler, pharmacy or hospitals, once the coun-
terpart reports back the goods-receipt, smart contracts could independently, without an interac-

tion of human, initiate the payment transactions. In case the temperature deviation would hap-
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pen during storage or transport and the data is broadcasted into a blockchains, as described in
the chapter 4.2.2.1 Logistical Processes in SCM, smart contracts could report the incident to in-
surances that could immediately issue a credit note for the loss or damage if this is defined in
the contractual terms. (Dobos 2018) In parallel, the smart contracts could initiate a penalty to the
executing freight forwarder that did not adhere to the provided storage or transportation terms.
Additionally, the responsible quality department could be informed via an alert from the system
that the records show either a deviation in temperature or humidity and the usability of goods
can start immediately, deciding on the blockage or release of shipped materials. (Schutte et al.
2017) Going one step further, on operative level smart contracts could autonomously initiate
purchase orders to resupply certain materials in case the pre-set minimum stock level is reached.
The decision about how much and when to resupply is based on the stock information stored in
the supply chain. This would not only work in an internal supply chain process but also with ex-
ternal suppliers as blockchain technology only provides the secure frame. No participant in an in-
tegrated supply chain network must replace internal IT systems; blockchain would just be a sim-
ple enlargement being the common ground to share information. This frees up a lot of human
capacity on an operative level that could be used for more value adding, complex and strategic
tasks. Additionally, the efficiency is increased and the risk of human errors resulting in obsolete
stock or stock outs could be decreased, as long as the information in the blockchain is reliable
and of good quality.

4.3 Outlook

Condensing the information about possible areas of blockchain adaption in (pharmaceutical)
supply chain management, into a decision framework, it can be summarized, that blockchain

technology makes sense if one or multiple of below shown aspects apply to a process.

The decision tree is inspired the DHL Trend Research (2018) but adjusted to the needs of the
pharmaceutical supply chain and extended by certain aspects that were covered during the in-
terviews with experts from business and research. It supports companies, particularly the man-
agement of supply chain organizations, when deciding whether blockchain technology can be
applied to a business process in the future or not. In case the answer throughout all or the ma-
jority of questions is “no” then blockchain technology most likely is not the optimal solution for
the business process. In contrast, if all or the majority of answers are “yes” it makes sense to
deep-dive into the process and consider a PoC and pilot. If blockchain technology is determined
to be a suitable solution, companies must decide in a last step on the general design of the
blockchain; a public, hybrid or private blockchain. This decision strongly depends on the purpose.

If data and transactions shall be disclosed and accessible to the public, a public blockchain such
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as the Bitcoin blockchain is suitable. In case the access shall be restricted to certain parties only
the ground for decision is the point of consensus. In case the blockchain shall only be used with-
in one organization or company, a private blockchain model shall be used. On the other hand if
the blockchain network shall be used between different partners for instance manufactures
wholesales and customs authorities, a hybrid model can be used. A hybrid blockchains com-
bines the advantages of private and public blockchains. The blockchain itself can only be ac-
cessed with permission, granted by control functionality that also determines which data is pri-
vately accessible and which data is publicly accessible (see also 3.3.2.2 Set-up and Functionali-

ty of Blockchains).
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Figure 21 Blockchain Decision Tree®

Once it is decided that blockchain adds a benefit to existing processes, the management of

companies should carefully initiate the first actions as shown in Figure 22 Implementation Steps.

26 Own illustration, inspired by (DHL Trend Research 2018).
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The first step is very important in particular for the management and refers back to the topic of
change management, explained in chapter 3.3.3.2 Disadvantages of Blockchains. The man-
agement must define a clear vision and mission on why and how to implement blockchain tech-
nology in the future. This mind-set must be spread throughout the organization but it only works
out if every manager supports the idea of blockchains. In a second step the processes, block-
chain shall be applied to, must be identified, using the mentioned decision tree (DHL Trend
Research 2018). Following the development phase it is important that a proof of concept is cre-
ated. This means, in an isolated test system, processes running on blockchain technology are
tested in simulations with realistic data. The proto-type must pass all tests before the pilot can be
rolled out. (Troy 2018) During the pilot phase, users test the system on a small scale in daily
business. This provides valuable feedback about the performance of the system and users get
gradually used to the changes. Once the pilot phase is successfully conducted, the blockchain
application can be rolled out step by step on a large scale involving more and more users. (DHL
Trend Research 2018) The success strongly depends on the acceptance of final stakeholders
hence the roll-out plan should be linked to a transparent communication strategy. In addition, it is
valuable to explain not only the purpose of blockchain but also the added value to the company

e.g. achieving a competitive advantage due to blockchains in certain areas.
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5. Case Study
This chapter deals with the potential applicability of blockchain technology at the Boehringer

Ingelheim Pharma GmbH & Co.KG, the case study partner. In a first step, the company’s profile
in particular its distribution network is described. Condensing the knowledge gained in the previ-
ous paragraphs about blockchain usage in complex pharmaceutical supply chains, it shall be
evaluated in detailed if, where and how blockchains could be implemented at the Boehringer
Ingelheim Pharma GmbH & Co. KG. In particular, the focus will be on the question of the added
value of blockchains and how it can be quantified and measured. The chapter will conclude with

concrete recommendations for action.

5.1 Company Profile

The Boehringer Ingelheim RCV GmbH & Co. KG belongs to the worldwide operating research-
based pharmaceutical company Boehringer Ingelheim, headquartered in Ingelheim am Rhein in
Germany. Boehringer Ingelheim dedicates itself since 1885 to research and development of
pharmaceuticals for humans and animals as well as the production, marketing and distribution.
In total, 55,000 people are employed at Boehringer Ingelheim in about 145 affiliated companies
around the globe. About 1,500 people work in the Boehringer Ingelheim RCV GmbH & Co. KG
located in Vienna, Austria. The regional center in Vienna focusses on medical research, bio-
pharmaceutical production, administration and distribution of drugs. From supply chain point of
view, the regional center in Vienna is very interesting, as it is responsible for the fine distribution
of pharmaceuticals to more than 30 countries in Central and Eastern Europe as well as Asia act-

ing as a hub in the company’s network. (Boehringer Ingelheim GmbH 2018)

In 2017 RCV (Regional Center Vienna) could achieve an operational performance of 1,544.4
million euros which is equivalent to a growth of plus 25 percent compared to previous fiscal year.
The net sales of the core business, prescription medicines and animal health, rose by plus 20.8
percent to 837.5 million euros. The most successful markets remain Russia, Poland and Austria
itself. In order to keep up with the growth in bio pharmaceutical business, Boehringer Ingelheim
invested almost 700 million euros to construct a brand new biopharmaceutical production facility.
Once the production plant is fully constructed and validated, the plant, located in the heart of Vi-
enna, will start its operations in 2021. (Boehringer Ingelheim GmbH 2018) As a growing manu-
facturer for bio pharmaceuticals also the supply chain network will have to grow hence it is an in-

teresting project to look at.

“Creating value through innovation” is one of the guiding principles of Boehringer Ingelheim. This
does not only apply to the research and development but to all divisions of Boehringer Ingelheim.
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Evaluating the potentials of blockchains in the pharmaceutical supply chain is an approach to
keep up with technologies that helps to improve the life of any patient by continuously enhancing
its supply chain.

5.2 Recommendations for Blockchain Application

After detailed discussions about possible areas of blockchain application in the pharmaceutical
supply chain, the focus of this paragraph lays on the concrete implementation of blockchain
technology using the example of the Boehringer Ingelheim RCV GmbH & Co. KG supply chain

organization.

When determining which processes could be subject to any blockchain pilots, the interview with
Mr. Patrik Ziman, Head of Regional Supply Chain Management at the Boehringer Ingelheim
RCV GmbH & Co. KG reveals that the main focus lays on logistical processes, in particular
those where 3™ parties are involved and sensitive data must be shared although the partners
hardly know each other and hence almost no trust-base is applicable. In the course of the inter-
view, especially the process of document handling during cross-border shipments was men-
tioned. Currently, companies like Bl RCV must provide plenty of paperwork with each shipment
in order to custom clear goods at country borders including standard papers such as the packag-
ing list of a truck and respective invoices stating the value of commodities and the insurance
note. But, in case of drugs being shipped, also the quality certificates of each batch that is in-
cluded in the packaging list must be shipped with the goods. In some cases even multiple doc-
ument sets, in different languages, must be handed out in order to clear goods.?’ From ecologi-
cal point of view, it is an enormous waste of paper resources, however, it is also understandable
that in order to avoid counterfeits entering local markets the documents are of utmost im-
portance. Another problem companies are facing during the long transportations is that the doc-
ument sets can get lost, either by the freight forwarder or at the customs office. In case the pa-
pers get lost on their way, the truck is prevented from driving further, as the documents are not
available anymore for the next border crossing. In those cases, a new set of documents must be
prepared and shipped by courier that does not only take more time but also creates additional
costs. (DHL Trend Research 2018) Speaking for the whole industry, Mr. Ziman claims any solu-
tion that would be able to allow sharing confidential documents and information in a secure envi-

ronment would be interesting for the industry. It would be interesting as well, if the technology

" Interview: see also Appendix 1: Interview Protocol 1.
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could support a higher level of automatization of processes by reducing human interfering. Last
but not least, in the long-run, the technology must simplify processes and increase efficiency.”®
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Figure 23 Decision Tree Bl RCV

Condensing the input of the interview, one potential, comparably simple but promising process
crystalizes out, that could be suitable to create a proof-of-concept; the document handling during
cross boarder shipments. Transferring the results of the interview and the information about the
process itself, described in 4.2.2.1 Logistical Processes in SCM, into the previously introduced

blockchain decision tree, the above Figure 23 Decision Tree Bl RCV develops.

All answers in the decision tree could be answered with “yes”, which means in general the pro-
cess of document handling during cross-border shipments would be suitable to be run on block-
chain. When it comes to the question, whether a private, public or hybrid blockchain would be
best, in case of this particular process, the decision falls on a hybrid blockchain as the data e.g.

certificates must be shared with 3" parties for instance customs authorities or freight forwarders.

%8 Interview: see also Appendix 1: Interview Protocol 1.
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In case Bl RCV decides to establish a concrete proof-of-concept for the mentioned process, the
process itself could be designed as shown below in Figure 24 Integrated Supply Chain with BCT.

anhy

Blockchain Smart Contract

5
3. Pay supplier

Figure 24 Integrated Supply Chain with BCT (IRC Group 2018)

In the future, the manufacturing site uploads product related data e.g. batch numbers as well as
all quality certificates to a hybrid blockchain. Once the products are ready to be shipped, the
shipment related data for instance transportation temperature profiles, delivery dates and re-
spective purchase orders are broadcasted to the blockchain as well and matched. The freight
forwarder picks up the goods and delivers it according to the terms of contract. During the
transport, the position of the truck as well as humidity and temperature data is automatically up-
loaded and stored on the blockchain. Once the truck has reached its final destination, the receiv-
ing site e.g. the wholesaler confirms the goods-receipt back via the blockchain. The shipped
goods are verified by matching the data provided from the supplier and uploaded to the block-
chain. In addition, in a fully-integrated supply chain, the stock levels could be updated and
transmitted to the manufacturing site as well, taking over a completely automated disposition of
commodities. In a subsequent step, a local pharmacy could place an order at the wholesaler for
certain products. The wholesaler picks and packs the goods and sends the drugs in a tempera-
ture-controlled truck to the pharmacy. Upon arrival, the pharmacy verifies the correctness of
goods by matching the product related data with the ones initially uploaded by the manufacturer
to the blockchain again. In addition, a record of the temperature and humidity during the
transport is uploaded to the blockchain. By applying smart contracts as well, as illustrated in Fig-
ure 24 Integrated Supply Chain with BCT, even payment processes upon goods receipt could be
run automatically. Once the recipient confirms the goods-receipt, the uploaded information to the
blockchain would trigger a payment according to contractual terms. It would be possible as well,

to trigger penalties in case of late delay, transportation damage or loss. The blockchain stores
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the relevant data and smart contract execute processes that are aligned upfront with all parties.
(DHL Trend Research 2018)

Over all, using blockchain technology to process shipments and documentation of cross-border
shipments could reduce human workload, increase the efficiency by right in time actions, could
accelerate certain steps due to reduced “black-out periods” by having real-time data accessible
in a secure environment. Moreover, Bl RCV would not need to send original, paper-based doc-
uments with the goods that could get lost or falsified during transport. Whenever a certain party
within the supply chain needs access to product or shipment related data, the documents are
withdrawn from the blockchain. This does not only reduce the paperwork but also increases
transparency in a controlled manner. Overall, due to the increased efficiency, in the long-run
blockchain technology shows the potential to save costs.

However, before establishing a proof-of-concept or during the pilot phase, certain obstacles
must be overcome. Asking for the most challenging aspects of switching to blockchains, Mr.
Ziman mentions the “readiness” for blockchain on all involved sides. The potential of blockchain
is limited when it is only used in an internal supply chain. Blockchain reveals its full potential in
an integrated supply with connected 3™ parties. Without fostering the idea of blockchain being
an added value to pharmaceutical supply chains by increasing drug safety on national or even
EU level it will become tough to drive forward the idea. Additionally, Mr. Ziman mentions that
switching to blockchain technology would require big ERP system providers to offer interesting
solutions to connect existing “base software” with blockchain. Last but not least the missing ex-
perience and lack in transparency with regards to the cost structure and development of block-
chain solutions is another obstacle. Due to missing, concrete, published pilot projects in the
pharmaceutical supply chain, there is a certain vacuum in terms of experience and hence con-
vincement. The concern with regards to missing transparency in terms of costs can be confirmed
by two additional interviews, conducted with consultants offering blockchain solutions. Neither
throughout the interview nor later on in research it would possible to gain a satisfactory inside in-
to cost structures. Therefore it would be advisable to Bl RCV and any other company at the
same stage to highlight the topic costs in project meetings with potential blockchain providers
that could take over the lead in transforming the paper-based, cross-border logistical chain into

an integrated, blockchain-based supply chain.?

Besides all obstacles, Mr. Ziman is convinced that blockchains are a promising technology for

the pharmaceutical supply chain. As a manager in supply chain he particularly sees the added

? Interview: see also Appendix 1: Interview Protocol 1.
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value of blockchains when exchanging information and data with “remote” partners in a secure
environment. The possibility to automate certain processes, using blockchain based smart con-
tracts is another opportunity for the pharmaceutical supply chain. The increased throughput time
due to accelerated decision making and availability of required data is another advantage of
blockchains. Last but not least, an added-value that has only been mentioned by Mr. Ziman,
presenting a supply chain manager in the pharmaceutical industry, is the increased flexibility and
independence from common ERP platform that blockchain technology would bring to compa-
nies.®* The question, whether blockchain technology indeed increases the independency of
standard ERP systems to a significant level, is not scope of this thesis however it could be taken
up in further research.

% Interview: see also Appendix 1: Interview Protocol 1.
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6. Analysis

6.1 Research Question 1

“Which parameters influence the applicability of blockchain technology in major internal and/or

external supply chain processes in the pharmaceutical industry?”

This research question mainly refers to the chapters 3.3.3 Characteristics of Blockchains in
which the general advantages and disadvantages of blockchain technology are described based
on literature review as well as chapters 4.3 Outlook and 5. Case Study, in which a decision tree
model based on the main influence parameters for the applicability of blockchain technology in

business processes, is developed.

The base for the decision tree builds a series of interviews, aiming to identify the most important
features of any technology in the pharmaceutical supply chain. During the series of interviews,
different people with either an academic or business background were asked to rate the most
important characteristics of software in the pharmaceutical supply chain environment, reflected
in the white-shaded columns in Table 4 Important Characteristics of Technologies. The interview
series was completed with two additional interviews adding the perspective of experts from dif-
ferent industries, more concrete from the chemical and finance sector, shown in the grey shaded
columns in Table 4 Important Characteristics of Technologies in order to be able to draw a com-

parison between different branches.

Table 4 Important Characteristics of Technologies

Characteristic @ Average

— [q\] ™ <t Lo ©

o o o o o o (columns

= = = = = =

Q 2 2 2 2 Q2 1-4)

= = = = = =

[} [} [} (<)) (<)) (<))

£ = = = = =
Costs 3 4 1 4 5 5 3,0
Privacy 3 5 5 5 5 4 4,5
Transparency (Internally) 3 5 3 5 3 4 4,0
Reliability 5 5 4 4 3 5 4,5
Security 5 5 5 5 4 5 5,0
Scalability 4 3 2 3 3 2 3,0
Latency 5 3 3 4 2 3 3,75
User-friendliness 3 1 1 4 2 5 2,25
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The rating is based on importance 1 means not important at all and 5 means very important. The
last column shows the average rating per characteristic. The results are very homogenous and
similar; not only with regards to the pharmaceutical supply chain management but also across
industries. The only inhomogeneity lies within the user-friendliness. Whilst the two interviewed
blockchain consultants claim that this aspect does not play an important role, the experts from
business, and potential customers of applications, lay more weight on this aspect. The discord-
ant value in the cost sections results from a very different approach of the interviewee. In his
opinion, the costs for the implementation of a new technology do not play a big role as long as
the cost savings later on are realized. The other interviewees have a different opinion and attach
more weight to the cost aspect. The average results of the answers that refer to the require-
ments of the pharmaceutical industry are very similar to those from the chemical sector. It can
therefore be assumed that the results, obtained in this thesis, can largely be transferred to the
chemical industry. In contrast, the finance industry differs from the pharmaceutical sector. The
results reveal that blockchain technology certainly is an interesting technology here as well,

however, the importance of the single characteristic deviates.*

This table clearly states, supply chain managers from business, consultants and also an aca-
demic voice see the highest requirements on any technology in the area of privacy, security and
internal reliability; basically three characteristics that are also frequently used to describe the ad-
vantages of blockchain technology. To sum up, generally the advantages of blockchain technol-

ogy and the requirements of (pharmaceutical) supply chain organizations match.

After identifying blockchain technology generally as a promising and valuable innovation for
pharmaceutical supply chains, in a second step the evaluation must be broken down into single
processes. Speaking on a high level all processes that fulfill one of the following conditions have

a high potential to be used with blockchain technology in the future:

e All processes currently involving intermediates that shall be bypassed in the future be-
cause the intermediate step is either causing additional (interface) costs or the function of
the intermediate can be taken over by blockchain based smart contracts in the future for
instance credibility or ID checks. It also makes sense when the interim stage slows down
the whole process and blockchain technology could accelerate the execution of certain

tasks.

%! Interview: see also Appendix 1-6.
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e Processes that require a very high data and process integrity are as well promising can-
didates for the application of blockchains.

e Blockchain technology is interesting for all processes that involve new, constantly chang-
ing or unknown cooperation partners without a trust-base. In those cases blockchain
technology can guarantee network integrity by drawing on a decentralized system model.

o All processes that deal with the proof of origin or transfer of rights are suitable as well
since blockchains allow the secure transport of values and unforgeable storage of data

and rights.

In order to simplify and reify the whole evaluation process, a decision tree was developed.
This allows following a standardized approach capturing all relevant aspects that need to be
considered. It is a simple model that can even be used by people that are not too familiar

with the blockchain matter. Figure 25 BCT Evaluation Model shows the result.
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Figure 25 BCT Evaluation Model
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6.2 Research Question 2

“What are the main processes in the pharmaceutical supply chain that would be subject of the

evaluation?”

This question aims to identify the core processes within supply chain organizations in the phar-
maceutical industry that could be part of any pilot project, testing the potential of blockchains and
mainly refers to chapter 4.2.2 Usage in Supply Chain Management. Since in every company re-
sources are limited, it makes sense, to identify, cluster and prioritize processes beforehand us-
ing the decision tree that was introduced in the previous section. Based on the results it can be
further evaluated in which cases the demands and needs of processes and blockchain technol-
ogy meet. Generally, the pharmaceutical supply chain offers a broad variety of processes that
could be subject of blockchain applications. The thesis revealed that during the evaluation sup-
ply chain processes must be subdivided into those that deal with the flow of materials and infor-
mation and others that focus on the financial streams. Additionally taking into consideration the
presented future outlooks, challenges and anticipated developments, the following supply chain

processes are worth and suitable to run blockchain pilots on:

(1) Logistical Processes

a. Cross-border shipments by digitalizing transport papers and quality certification
records.

b. Track and trace initiatives by broadcasting relevant location, humidity and tem-
perature data during shipments.

c. ldentification and prevention of drug counterfeits by offering a secure but still
transparent environment to store unique serial numbers and safety features. Dur-
ing each step of the supply chain, starting with the manufacturing to the sale of
pharmaceuticals, the product is checked against the data in the blockchain.

d. “Material Passports” that allow a retrace of origins and foster an establishment of
more ethical and sustainable supply chains

(2) Financial Processes
a. Automated execution of payments after goods receipt.
b. Automated execution of penalty payments in case of breaches of contracts.

c. Automated replenishment along an integrated supply chain.

6.3 Research Question 3

“How will processes be changed by applying blockchain technology and what is the added value

for companies?
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The answer about the added value of blockchains was partially captured in chapter 3.3.3.1 Ad-
vantages of Blockchains focusing on general advantages of the technology as well as in chapter
4.2 Blockchain Technology in the Pharmaceutical Industry where the focus lays on concrete ex-
amples in the pharmaceutical industry and supply chain organizations. The topic of how pro-
cesses could be changed adopting blockchains and which added value it creates to organiza-
tions was deepened in chapter 5. Case Study, dealing with the cooperation partner Boehringer
Ingelheim RCV GmbH & Co. KG.

How processes will be changed applying blockchain technology strongly depends on the pro-
cess itself. In the previous section, processes were listed that are promising candidates to run on
blockchain in the future. If the question is broken down to the lowest common denominator all
processes have in common after BCT is applied to it the following changes can be summarized

in a nutshell:

® The transparency and traceability within processes will be increased: using blockchain all
steps during the lifecycle of a product and throughout its journey can be reflected in a
blockchain. This allows tracing back the origin of a product and its raw materials and a
high level of integrity can be ensured. Any touchpoint of a product in the supply chain is

known, which will simplify for instance recalls in the future.

® The logistical paperwork will be decreased. Instead of shipping original papers with the
physical product, the documents can be uploaded and accessed by all involved parties
via a blockchain. This reduces the consumption of paper resources, lowers the risk of
document loss and increases the cross-border shipments.

e |t allows linking physical goods to serial numbers and verifying the data at any point of
the supply chain.

e |t allows sharing information even with remote partners in a controlled and secure envi-
ronment which most likely leads to more horizontally, integrated supply chains and allows
cooperation between partners that do not (yet) have a trust-base.

e It increases the automatization level of various supply chain processes by using smart

contracts.

The question of the added value to supply chain organization is difficult to answer and certainly
one of the biggest obstacles of blockchain technology. The available data in literature is vague
and predictions about monetary impacts of blockchain technology on supply chain organizations
must be treated with caution as it is difficult to quantify the added value of companies based on
the available information. In order to close this gap in research literature the question of the add-
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ed value for pharmaceutical companies was discussed in detail during the interview sessions.
The first-hand information from the interview studies in combination with the available literature
allows to come up with certain added values to pharmaceutical companies even though not di-

rectly of monetary nature.

e Enhanced transparency and traceability leading to leaner logistics.
e Reduction of counterfeits and falsified drugs as well as inhibition of thefts.
e Higher level of automatization in supply chain processes and subsequently an increase
of operational efficiency.
e Contract enforcement and management using smart contracts.
o Automated execution of payments, penalties for damage and credibility checks.

¢ Higher level of collaboration along the supply chain and creation of new “eco-systems”.

6.4 Research Question 4
“What are the most significant obstacles and risks for applying blockchains in the pharmaceutical

supply chain management and how can they be removed?”

This question was particularly difficult to answer as the responses differ depending on the per-
spective of the author. The literature review as well the interview series revealed multiple poten-
tial obstacles that impact the implementation of blockchain discussed in chapters 3.3.3.2 Disad-
vantages of Blockchains and during the interviews which protocols are attached in the appendix.
Condensing the results into four major clusters, the following threats for blockchain technology
can be summarized; technical obstacles, insufficient legal framework and a high inhibition level

to switch to new technologies as well as missing proof of concepts.

Currently, the throughput times of blockchain for instance the Bitcoin blockchain is limited and
comparably slow which is a disadvantage to other technologies. Additionally, in order to execute
all transactions, blockchains consume a huge amount of energy that is gained through mining.
This process eats up a big amount of energy and depicts another limitation of blockchain. The
major technical obstacles are the lower scalability and latency of blockchains. This problem
could be solved by using hardware with more computing power and of course further develop-
ment of blockchain technology. At the moment there is a high demand of blockchain engineers
but only a short supply. (Mearian 2018) In order to further develop blockchain technology, block-
chain experts are needed. This problem cannot be solved in one day however it is the responsi-
bility of companies and educational institutions to build up the required human resources in this

area so in the future this limitation will not be applicable. Moreover, the technical limitations are
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not as serious as they sound at the first glance. The current level of scalability is only a problem
of very big, usually public blockchains. As it is assumed that the majority of future blockchains
will be private or hybrid ones the problem will be partially relativized. Although lacking of re-
sources still a lot of research is done in this space. One of the most noteworthy results that could
offer a solution to the scalability problem of blockchain is the 6-stages of Casper-Sharding®. It is
expected that this solution can increase the capacity of blockchains tremendously and hence
erase some of its current problems. (Buterin 2018) Another technical hurdle might be the in-
teroperability. Currently multiple protocols are offered on the market but with various, different
protocols also challenges come along. The only solution to this problem is that a clear way of in-
teraction across networks and protocols is found. Here on one hand key stakeholders in tech-
nology are in the lead. On the other hand, companies that want to join the blockchain wave must
carefully choose the right network and protocol that suits their needs best and rather spend more

than less time in research here.

Another potential hurdle for blockchain technology is the insufficient support by local and in-
ternational law as well as a lack of common standards. The different international, regional
and local authority bodies are yet to create a full understanding of blockchain before promoting it
for mass-adaption. An international framework is required that solves certain open topics such
as the question about the legal force of blockchains and the data protection. In addition, industry
standards must be established to secure the integrity of blockchains. The level of support by au-
thorities such as for instance the EMA or FDA can strongly influence the success of blockchain
technology in the pharmaceutical industry (Bastin 2018). If those administrative bodies choose
blockchain to be the future underlying technology for projects such as the serialization and track
and trace concepts, the roll-out of blockchain technology will certainly be accelerated.

The problem with the industry adaption rate goes hand in hand with the missing proof of
concept. At the moment not sufficient data is available that proofs if and how blockchain tech-
nology can benefit the pharmaceutical supply chain. The majority of data is of theoretical nature
but in order to convince key players in pharmaceutical industry, successful pilots must be run.
The question of the added value is omnipresent on business side however only insufficiently an-
swered by research and blockchain provers so far. Besides the question of the added value, the
guestion of the cost of ownership is not completely clear. Before blockchain can be rolled out on

a broad level it must be clarified who will hold the ownership of the blockchain, how are costs

%2 Whilst in common blockchains every node must verify and execute all transactions while keeping a local
copy, sharding follows a different approach where only a small number of nodes verifies transactions. This
allows the network to verify and execute more transactions in parallel and subsequently increases the
scalability and latency (Buterin 2018).
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shared between different parties in case of hybrid or public blockchains, how much are the im-
plementation and maintenance costs of blockchains and what are the concrete incentives for or-
ganizations to get on-boarded on a common blockchain. Those questions can only be answered
if the outcomes of privately run blockchain pilots are disclosed or research in this specific area is
conducted. For pharmaceutical companies and supply chain organizations the only two options
at the moment are either waiting for sufficient proof and step into the shoes of a fast follower or
becoming a first mover and investing into pilots such as Boehringer Ingelheim. (SAP 2018b) In
order to reduce the inhibition level of pharmaceutical supply chain organizations to invest into pi-
lot project as well as for the future success of BCT it is important that the big technology provid-
ers such as SAP or Microsoft offer interesting solutions to companies. If blockchains are compat-
ible with commonly used and trusted software in business it will become easier to convince

companies trying something new.

Whilst above mentioned factors are either fully or at least to a high level externally driven, one
obstacle is solely to be taken up by supply chain organizations. As stressed in chapter 3.3.3.2
Disadvantages of Blockchains the transformation process can only succeed if it is accompanied
by a well-managed change management. On the factual level the obstacles and solutions are
comparably clear however the human factor must not be underestimated. Human beings are
generally creatures of habit so any change leads to insecurity that must be properly absorbed by

managers.
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7. Conclusion

7.1 Discussion

Is the hyped blockchain technology an opportunity to business or false friend? Blockchain tech-
nology certainly is desirable for multiple processes in the pharmaceutical industry and offers new
ways to tackle challenges of the industry as explored in the thesis. However, blockchains are not
a jack of all trades device. Despite being an interesting and promising technology, blockchains
are still in an early stage and face various obstacles that must be overcome before being rolled
out as discussed in this thesis and mentioned during the interview series. One of the strongest
objectors is a missing proof of concept about how to turn the benefits of blockchains into reve-
nue and competitive advantages. In order to fully utilize the benefits that blockchains offer, it is
important to understand the technology, its strengths and weaknesses and consequently choos-
ing the right processes to run on blockchains in the future. The thesis explores the characteris-
tics of blockchain technology and deals with the current and future requirements in pharmaceuti-
cal supply chain organizations. Additionally, it elaborates on processes that would be suitable for
blockchain applications. Since this is a strongly business driven thesis, it provides supply chain
organizations a concrete decision making model that allows to identify processes benefiting from
blockchain technology in the future without being an expert in blockchain technology from a
technical point of view. Moreover the thesis challenges the question of the added value of block-
chain technology from a monetary perspective but also considering other potential benefits for
pharmaceutical supply chain organizations. Last but not least, the thesis discusses potential
challenges of blockchains and provides precise recommendations for actions either how to clear

hurdles or how to proactively avoid problems for instance when rolling out blockchain technology.

The thesis proves that blockchain technology will most likely gain a considerable impact on
pharmaceutical supply chain organizations — and other industries or businesses — and should be
considered by respective stakeholders as an opportunity. However, the results of the thesis also
show that blockchain technology is still in an early stage and not yet mature enough to be blindly
rolled out in all areas without trading off opportunities against limitations. In order to profit from
blockchains in the future and gain a competitive advantage, pharmaceutical supply chain organi-
zation for instance at the Boehringer Ingelheim RCV GmbH & Co. KG should identify and decide
carefully on the applicability of blockchains in certain areas, using the introduced decision tree,
and develop a clear strategy about how to roll out blockchains and how to turn the technology in-

to a value adding aspect. It will take another two to five years — in the USA sooner than in Eu-
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rope*® — until the first blockchains are live but companies must start now in order to stay com-
petitive in the future. It is expected that success stories e.g. provided by future research studies
can significantly propel the adaption rate of blockchains.

7.2 Contribution, Limitations and Future Research

The thesis itself contributes to current research in the blockchain area mostly in a practical area.
The thesis explained the characteristics of blockchains in a simple but still detailed way always
connecting technical aspects with examples in business. This allows readers who are not yet
familiar with the matter to follow and understand advantages and disadvantages of the heavily
hyped technology. Additionally, the thesis demonstrated why blockchain technology is much
more than just the technology behind cryptocurrencies and a hot topic in the finance sector.
Blockchain is a promising technology across many different industries but particularly meeting
the demands of pharmaceutical companies and supply chain organizations. With its practical na-
ture, supported by a case study, the thesis provides a valuable input in research of blockchain
applications in the pharmaceutical industry that was so far rather blank. The thesis certainly an-
swers all questions regarding the application of blockchains in the pharmaceutical organizations
yet it adds some valuable data, helping to close the gaps. For those topics that could not be
covered within the scope of the thesis, the thesis provided suggestions on how to approach

them in the future.

For the cooperation partner, Boehringer Ingelheim RCV GmbH & Co. KG, the thesis is valuable
as well. It provides a base for further investigations into blockchain adaptions and delivered con-
crete methods e.g. the decision tree helping to identify processes suitable for blockchain pilots.
Moreover, the thesis explained how processes can look like in the future when applying block-
chain technology and what would be the added value for the company. It provides relevant key
information for stakeholders in the upper management and makes this whole topic more tangible
for non IT people that are still interested in keeping up with industry developments. Besides all
advantages blockchains can bring, the thesis does not hide potential obstacles and limitations of
the technology. The opportunities but also threats of the new technology are transparently dis-
cussed and underpinned with relevant data from research. This shall prevent any company in-
cluding Boehringer Ingelheim from blindly jumping onto hype without making a clear evaluation
of the status quo, identifying problems that shall be solved with blockchain, running pilots and
rolling it out only with a well-prepared communication strategy and project plan. Although the

thesis’ scope is limited to pharmaceutical supply chain organizations and the case study was

% Interview: see also Appendix 2: Interview Protocol 2.
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performed with one single company, the results of the thesis are valid for other supply chain or-
ganizations with similar environments as well, as indicated when drawing parallels to the chemi-

cal industry for instance.

Out of the limitations, suggestions for further research result, so those points go hand in hand.
The novelty of this topic and the rapid change of developments in this area create a difficult envi-
ronment for profound theoretical foundation. Additionally, the amount available empirical data is
very limited. Future research would be most beneficial in field research, exploring the added val-
ues of blockchains in pilot projects in order to validate the theory. A very interesting possibility to
explore the full potential of blockchains provides the drug quality and security act entering into
force step by step within the next five years.

7.3 Critical Reflection

As captured in chapter 2.4 Critical Reflection the thesis aims to fulfill three main criteria; validity,
objectivity and reliability. Regarding the results of this thesis, the applied mix of methods and
chosen research design allowed to come up with reasonable outcomes and contributions. An ex-
tensive literature research was conducted, using the latest publications in order to achieve a
high level of topicality. Additionally, cross-functional interviews were executed aiming to close
the gaps in literature regarding the applicability of blockchains in the pharmaceutical industry in
particular and providing concrete answers about the added value of blockchains. The reliability
of the consulted literature is limited as the topic itself is subject to rapid development hence the
data base is frequently changing. Although explaining in detail how the research of this thesis
was conducted, when repeating the studies the outcomes would be different, simply due to the
mentioned pace of change in blockchain research. In order to still maintain a high level of relia-
bility for this thesis, the literature review was extended by six interviews with selected experts
from business but also academic background. The validity of the thesis is strengthened by the
insights and outcomes of the case study, delivering more detailed information about challenges,
expectations but also trends. As validity goes hand in hand with the generalizability, the inter-
views were not only conducted with supply chain experts or partner from the pharmaceutical in-
dustry but also with interviewees from a finance and chemical background. This allows fulfilling
the aspect of generalizability / external validity. Although the thesis focuses on a very specific
research problem, the applicability of blockchains in the pharmaceutical supply chain, the out-
comes are partially relevant for other industries as well. The interviews with experts from differ-
ent industries try to draw a bow and allow a certain level of comparison. Critically reflecting the
objectivity of the thesis it must be conceded that a pilot study, to test the outcomes of the thesis,

would have been of great use. However, the limited financial resources and particularly given
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time frame did not allow facilitating extensive primary research in this field. This would be subject
of possible further research. In this course especially the aspect of the monetary added value of
blockchains in the pharmaceutical industry could be further examined.
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Appendix 1: Interview Protocol 1

Interviewer Giulia Zamponi
Interviewee Patrik Ziman
Date 08.08.2018

|. General Part

What is your profession and role?

- Head of Regional Supply Chain Management at Boehringer Ingelheim RCV GmbH &
Co. KG in Vienna, Austria

What is your experience in blockchain technology?

- Project Member in a pilot to evaluate possibilities for blockchains at the regional cen-
ter Vienna.

II. Blockchains in the Pharmaceutical Supply Chain Management

What are the most important features of any technology in your industry? Please rate:

*1 = not important to 5 = very important

1 2 3 4 5
Costs X
Privacy X
Transparency (internally) X
Reliability X
Security X
Scalability X
Latency X
User-friendliness X

Do you think blockchain is a promising technology in general —and in the supply
chain management?

Yes, especially in “international trade” related supply chain process.
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If yes, in which specific areas or processes can blockchains be used? / If not, why
not?

- Providing secure environment between participants/partner who do not now/trust
enough each other

- Enabling automatization of certain subsequent process (information/document ex-
change)

- Interesting options of use of blockchain technologies in “private/business to public
sector”, when dealing with authorities (e.g. customs, insurance)

- But much more information about costs of running a blockchain based solutions is re-
quired to be spread, in order to have relevant data for decision making, whether or
not to involve blockchain models

Which obstacles or limitations do you see in the applicability and implementation of
blockchains?

- Using blockchain solution requires readiness on both sides of transaction. There is
huge opportunity in public sector (citizens/businesses to authorities and vice-versa),
especially in international environment (customs, certification authorities, market su-
pervision authorities — pharmaceuticals, veterinary, food supplements), which would
be possible only in case the topic gets attention at EU level (or at least national gov-
ernments).

- Major ERP system providers need to be motivated to enable their products to work
with blockchain without difficult customization required.

- Specific cost structure of the blockchain based solution must be communicated wider
than currently is. To enable prospect participants/partners to start evaluating block-
chain as natural option to existing methods.

Which added value could blockchains bring supply chain organizations?

- Secure environment for information exchange and so enabling transactions with more
‘remote” partners, new markets, industries, etc.

- Automatization of processes (e.g. when any kind of action or non-action is based on
previous act of other party)

- Fast decisions/actions (e.g. when approvals)
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Appendix 2: Interview Protocol 2

Interviewer Giulia Zamponi
Interviewee Darryl Glover
Date 02.08.2018

|. General Part

What is your profession and role?
- CCO atiSolve LLC
What is your experience in blockchain technology?

- Being the Principal and Chief Clinical Officer (CCO) of iSolve creating connections be-
tween the advantages of Advanced Digital Ledger Technology™ (e.g. Blockchains)
and the needs of the Biopharma and Healthcare Industries plays an important role >
High level of experience with blockchain technology.

II. Blockchains in the Pharmaceutical Supply Chain Management

What are the most important features of any technology in your industry? Please rate:

*1 = not important to 5 = very important

Costs X
Privacy
Transparency
Reliability
Security
Scalability X
Latency X
User-friendliness X

XX X| X

Do you think blockchain is a promising technology in your industry? Which problems
could be addressed with blockchain technology?

- Definitely, yes.

- Data silos could be avoided by accessing and using data that was not applicable be-
fore on an end-to-end supply chain

- Blockchains could provide a solution to move forward with personalized medicine

- It can support the data management during clinical trials

- Enable to execute recalls in a more efficient way
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Parallel trade
Increase traceability along the supply chain incl. partners e.g. wholesalers

If yes, in which specific areas or processes can blockchains be used? / If not, why

not?

Which

Which

Every area/process could benefit from blockchain technology to a certain extent
added value could blockchains bring to your industry/company?

Due the increased visibility (knowing where and how goods move), the operational ef-
ficiency can be increased and this leads to a decrease of costs

Increasing transparency of stocks along the supply chain helps better managing in-
ventories

The monetary added value of blockchain is hard to quantify unless implemented

obstacles or limitations do you see in the applicability of blockchains?

The biggest hurdle is the implementation approach; instead of trying to change and
replace all systems with blockchains, a smarter move might be to promote block-
chains as a complementary technology

The implementation itself from a technical point of view; the more variety of interfaces
and the more data, the more complex the implementation will be

Interoperability might be another obstacle: if every company is using its own Block-
chains the full potential of Blockchains will not be realized; however, companies like
Microsoft's CoCo Framework and others are trying to solve this problem.

Further comments

Is the missing legal frame an obstacle?
o No, the underlying technology is not brand new hence it should not be difficult
to fit blockchains into a legal framework
When can we expect to have the first blockchains running in the pharmaceutical sup-
ply chain organizations?
o Approximately in 2019: blockchains would offer a technical solution how to
deal with the requirements of the drug supply chain security act
o In Europe it will most likely need another 5 years until the first blockchains are
running
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Appendix 3: Interview Protocol 3

Interviewer Giulia Zamponi
Interviewee Maneesh Grover
Date 30.08.2018

|. General Part

What is your profession and role?

- Lead Architect in Solutions and Emerging Technologies at Wipro Limited in Banga-
lore, India

What is your experience in blockchain technology?

- Profound blockchain experience due to profession.

II. Blockchains in the Pharmaceutical Supply Chain Management

What are the most important features of any technology in your industry? Please rate:

*1 = not important to 5 = very important

Costs X

Privacy X

Transparency (internally) X

Reliability X

Security X

Scalability X

Latency X

User-friendliness X

Do you think blockchain is a promising technology in general —and in the supply
chain management?

Blockchain is a strong technology solution and it has not taken too long for the businesses to
realize that blockchain can be very effective especially in bringing transparency, enhanced
security, efficiency, cost effectiveness and disintermediation. Business believes it will test
and push the boundaries of conventional approaches to problem solving.
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If yes, in which specific areas or processes can blockchains be used? / If not, why not?

- Pharma is one of the most regulated industries. The challenges of keeping the re-
search / clinical trials very transparent, auditable yet secure is of very high importance.
Blockchain can bring transparency, auditability with the right mix of security to the set-
up.

- Anti-counterfeit/Product recalls/Returns

- Financial reconciliations: Keeping a complete track of multi-tier invoice reconciliation
has traditionally been a challenge. With blockchain, the auto reconciliation as well
keeping all financial transactions in an auditable manner provides great benefits to the
organization.

- Collaboration: Collaboration has always been a difficult task in any organization. Man-
aging vendors, partners even departments within the organization is a tough task. By
having a single source of truth which is distributed in nature across all entities, allow-
ing peer-to-peer verification mechanisms (consensus), the organization can have bet-
ter and more cost-efficient solutions to conduct their businesses. Blockchain offers a
proactive means to engage with the eco-system.

- New business models: Blockchain, through collaboration, has a huge potential to bring
down cost, increase optimization in doing business and allow newer business models
to evolve. Peer-to-peer insurances, secure data sharing, compatibility across drugs
and many such business models have started to show up in the market.

Which obstacles or limitations do you see in the applicability and implementation of
blockchains?

- Number 1: how to streamline all different types of blockchains and protocols
Which added value could blockchains bring supply chain organizations?

- By introducing blockchain (working with other technologies such as 10T and Al) can
better and transparently track shipment consignment across the value chain.

- Multiple facets of the tracking can be done over blockchain:

o The same solution can be used to track the actual shipment/consignment
across the value chain

o It can also be used to track any regulatory/compliance related documentation
along with the consignment (especially in case of international shipments in-
volving custom clearances etc.)

o Track actual condition of the consignment — where some of these chemicals
and drugs are very environmentally sensitive. Now, instead of verbally relying
on the vendor’s system or reports, company can get better and direct access to
such sensitive information directly over blockchain.

- Any deviation from the set norms can also help trigger any pin-pointed recalls at any
stage of the shipment — instead of incurring additional costs and risks by letting such
damaged goods travel till the end of the value chain.

- By having such strong tracking across multiple facets — also inhibits thefts or introduc-
tion of counterfeit drugs into the supply chain.

- Blockchain as a common communication channel across the eco-system provides a
platform to collaborate and sharing details across parties — be it internal or external
entity to the organization, enables trade that is more transparent at lower administra-
tive costs allowina comnanies to also ventiire into markets with lower marains.

90




Further comments

How long will it take till the first blockchains are used in daily business in the pharma-
ceutical supply chain?

Pharma industry is in the early phase of blockchain adoption. So far early success stories are
promising and are expected to propel the adoption into mainstream sooner. For daily busi-
ness, it might take a while may be another 2-3 years but for business to stay in competition
they need to start today. As more companies become aware of blockchain and its capabili-
ties, everyone has started to experiment with it. Many of the current shortcomings are getting
identified during these experimentations and huge investments and effort are going into
overcoming these challenges. Some of the current roadblocks are:

- Regulatory: Despite blockchain capabilities and advantages — the regulatory authori-
ties are yet to create complete understand and promote it for mass-adoption. One of
the key ask of these regulatory authorities (along with the academia) is also to estab-
lish industry standards to allow the proper adoption of the technology within the indus-
try.

- Scalability: There are several questions being raised on the scalability and adoption
of the blockchain technology due to multiple platforms claiming different benefits
against different use cases. However, very few platforms can handle the real produc-
tion-grade level of transaction volumes. Lot of research is on the way, to make this
enterprise grade - One of the most noteworthy research currently being done in this
space is the 6-stages of Casper-Sharding introduction — that expects to raise the cur-
rent capacity of the platforms to minimum of 100x in just the first stage itself. During
the subsequent stages, the actual space capacity against each blockchain node will
be drastically reduced — a factor which also contributes to the scalability of the net-
work.

- Interoperability: Yet another research topic in progress to blockchain adoption is in-
teroperability. With multiple protocols comes challenge of interoperability, without any
clear way to allow interaction across varying networks and protocols. It is one of the
critical factor for the organization to choose the best possible platform to suit their
needs and often go with few protocols for initial implementations.

- Cost of Ownership: Below are some of the questions which needs to be answered for
wider adoption.

o  Who will hold the ownership of the entire solution?

o Who will pay for it and how much?

o How will the network entities divide the implementation cost?

o What are the incentives for each of the entities to get on-boarded on a com-

mon network?

o What are the ROI of this technology?
However, despite all these challenges, blockchain is fast getting the industry attention
with global pilots in progress and the number of willing participants to this adoption
are fast rising. These engagements are leading to better and newer discoveries that
will make it the common choice for a day-to-day use for the technology.
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Appendix 4: Interview Protocol 4

Interviewer Giulia Zamponi
Interviewee Prof. Dr. Lydia Bals
Date 24.08.2018

|. General Part

What is your profession and role?

- Professor of Supply Chain & Operations Management at Mainz University of Applied
Sciences and affiliated with the Department of Strategic Management & Globalization,
Copenhagen Business School.

- Main Research Areas: Sustainable Supply Chain Management, Offshoring and
Reshoring, Purchasing & Supply Management Organization

What is your experience in blockchain technology?

- Blockchain experience from an academic research point of view.

II. Blockchains in the Supply Chain Management

What are the most important features of any technology in supply chain? Please rate:

*1 = not important to 5 = very important

1 2 3 4 5
Costs X
Privacy X
Transparency (internally) X
Reliability X
Security X
Scalability X
Latency X
User-friendliness X

Do you think blockchain is a promising technology in general —and in the supply
chain management?

- Yes.
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If yes, in which specific areas or processes can blockchains be used? / If not, why
not?

- Execution of payments without intermediates e.g. banks

- Creation of digital “material passports” storing relevant data throughout a product

lifecycle in a blockchain for instance country of origin, ownership.

- Blockchains could foster recycling markets - sustainability aspect & circular economy
Tate, Wendy/Bals, Lydia/ Bals, Cristof/ Foerstl, Kai (2018): Seeing the Forest
and Not the Trees: Learning from Nature’s Circular Economy, presented at
Academy of Management Annual Meeting (AOM), Chicago, USA.

Which obstacles or limitations do you see in the applicability and implementation of
blockchains?

- Alignment on standards missing

- Uncontrolled growth of different blockchain solutions that misses the ability to “com-
municate” with each other

- Missing use-cases

Which added value could blockchains bring supply chain organizations?
In order to measure the added value, different approaches are applicable:

- Comparison of process costs: before and after the implementation of blockchains
- Comparison of the level of transparency
o Due to the increased transparency for instance where used materials are pur-
chased from or under which conditions the finished goods are produced, the
image could be improved - image change could be measured
- Due to the transparency and accessibility of data, companies could learn how their
products are used which could lead to product enhancements or changed interaction
with customers. The gained insights from markets could be used to develop new
products that meet the demands of potential customers.

Further comments

n.a.
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Appendix 5: Interview Protocol 5

Interviewer Giulia Zamponi
Interviewee Alexander Tscherteu
Date 29.08.2018

|. General Part

What is your profession and role?
- CEO of Heta AG in Vienna, Austria
What is your experience in blockchain technology?

- No professional experience with blockchain technology so far.

[l. Blockchains in the Finance Sector

What are the most important features of any technology in your industry? Please rate:

*1 = not important to 5 = very important

1 2 3 4 5
Costs X
Privacy X
Transparency (internally) X
Reliability X
Security X
Scalability X
Latency X
User-friendliness X

Do you think blockchain is a promising technology in your industry? Which problems
could be addressed with blockchain technology?

- Yes, in specific areas.

If yes, in which specific areas or processes can blockchains be used? / If not, why
not?

- Any type of basic services as it allows continuous servicing of payments / transactions
due to the removal of cost disadvantages (traditional banks compared to providers of
basic services) - Cost reduction
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Which added value could blockchains bring to your industry/company?

- Goes hand in hand with above mentioned areas of potential blockchain applications.
Due to the removal of cost disadvantages, banks could continue participating in the
“basic services market”.

Which obstacles or limitations do you see in the applicability of blockchains?

- Apparently the technology is not yet ready to execute as many transactions as need-
ed in an adequate time since the more information is stored in blockchains, the longer
the chains become. This problem must be tackled from technical point of view first.

Further comments

Finance is driven by significant cost pressure and new entrants offering similar services for
much lower fees. Blockchain might help banks in cutting costs and being competitive in the
future.
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Appendix 6: Interview Protocol 6

Interviewer Giulia Zamponi
Interviewee Sebastian Dencker
Date 03.09.2018

|. General Part

What is your profession?

- Director Compliance Europe at Ecolab in Vienna, Austria & CEO of Ecolab Austria
until December 2017.

What is your experience in blockchain technology?

- No professional experience with blockchains so far but the technology itself is known
in combination with cryptocurrencies e.g. Bitcoins

II. Blockchains in the Chemical Industry

*1 = not important to 5 = very important

What are the most important features of any technology in your industry? Please rate:

1 2 3 4 5
Costs X
Privacy X
Transparency (internally) X
Reliability X
Security X
Scalability X
Latency X
User-friendliness X

Do you think blockchain is a promising technology in the chemical industry?

- Generally it remains to be seen how the technology develops especially taking into
consideration the limitations

- Itis aninteresting technology but a proof of concept is missing

- Too early to mention clear areas
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If yes, in which specific areas or processes can blockchains be used? / If not, why
not?

- Digital identities of assets or persons
- Protection of intellectual rights in 3D manufacturing

Which obstacles or limitations do you see in the applicability and implementation of
blockchains?

- Speed of adaption; more reserved tendencies in the industry expected

- Regulations and data is changing frequently, it is questionable whether blockchain of-
fers a superior solution in those cases

- Technology is not yet ready to process the high amount of data

Which added value could blockchains bring to any company busy in the chemical sec-
tor?

- Data Storage and any kind of cloud solution
o In case common software providers such as Microsoft or SAP would offer
suitable Blockchain solutions, the chance that pilots are started would in-
crease.

Further comments

n.a.
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